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Preface

The 19th International Workshop on Security (IWSEC 2024) was held at Kyoto Interna-
tional Conference Center, Kyoto, Japan between September 17-19, 2024. The workshop
was co-organized by the Technical Committee on Information Security (ISEC) of the
Engineering Sciences Society of the Institute of Electronics, Information and Communi-
cation Engineers (IEICE) and the Special Interest Group on Computer Security (CSEC)
of the Information Processing Society of Japan (IPSJ).

Following IWSEC’s tradition, we classified the topics of interest into two tracks,
namely, the Cryptography Track (Track A) and the Cybersecurity and Privacy Track
(Track B); each track was formed by separate Program Committee members. We received
47 submissions in total, 29 papers in Track A and 18 papers in Track B, each of which
was then reviewed in a double-blind fashion by three or four experts in the pertinent
fields. After comprehensive reviews, we accepted 17 papers, nine papers in Track A and
eight papers in Track B, out of which three papers were accepted as short papers, and
included their revised and refined versions in this publication. Among them, we selected
two best paper awards and one student paper award. The best paper awards went to
“Efficient Card-Based Protocols with a Standard Deck of Playing Cards Using Partial
Opening” by Yoshiaki Honda and Kazumasa Shinagawa and “Few Edges Are Enough:
Few-Shot Network Attack Detection with Graph Neural Networks” by Tristan Bilot,
Nour El Madhoun, Khaldoun Al Agha and Anis Zouaoui. The best student paper award
went to “Race condition vulnerabilities in WordPress plug-ins” by Rin Miyachi, Konan
Nagashima and Taiichi Saito.

Three keynote talks were presented by Dustin Moody (National Institute of Stan-
dards and Technology, USA) on “The First PQC Standards”, Thomas Peyrin (Nanyang
Technological University, Singapore) on “Automated Analysis for Pushing Performance
Limits in Symmetric-Key Cryptography”, and Andreas Rauber (Vienna University of
Technology, Austria and Vienna Scientific Cluster Research Center, Austria) on “Se-
curely Working with Confidential Data: Threats and Mitigations across Layers from
Infrastructure to AI Models”.

We express our sincere appreciation to all those who contributed to the remarkable
success of IWSEC 2024. We are grateful to the authors who submitted their studies to the
workshop. We are thankful to the Program Committee members and external reviewers
for their diligent reviews and insightful discussions, which led to the creation of an
outstanding program. Last but not least, we would like to thank the general co-chairs,
Junji Shikata and Koji Chida, for their exceptional leadership, as well as the Organizing
Committee members for their great work resulting in a successful event.

September 2024 Kazuhiko Minematsu
Mamoru Mimura
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Bit-Wise Analysis for Forgery Attacks
on AES-Based AEAD Schemes

Takuro Shiraya', Kosei Sakamoto?, and Takanori Isobe! (%)

1 University of Hyogo, Kobe, Japan
takanori.isobe@ai.u-hyogo.ac. jp
2 Mitsubishi Electric Corporation, Kamakura, Japan

Abstract. We examine the security of AES-based authenticated
encryption schemes, including the AEGIS family, Tiaoxin-346, Rocca and
Rocca-S. Existing studies evaluated the security against forgery attacks,
focusing on state collisions in the encryption phase. These studies esti-
mated the lower bounds for the number of active S-boxes by a byte-wise
search. However, this approach might underestimate these bounds, as
it potentially include invalid characteristics. In this paper, we conduct a
bit-wise evaluation of the AEGIS family, Tiaoxin-346, Rocca, and Rocca-
S against forgery attacks based on state collision by Boolean satisfiability
problem (SAT) tools. This approach enables us to derive tighter bounds
for the minimum number of active S-boxes. Besides, for AEGIS-128L,
Tiaoxin-346, and Rocca, we incorporate values of differential distribution
tables of S-boxes to obtain the exact differential characteristics prob-
ability, which directly lead to actual forgery attacks on AEGIS-128L,
Tiaoxin-346, and Rocca. These results reveal that AEGIS-128L cannot
claim 256-bit security for forgery attacks, even with a 256-bit tag. Fur-
thermore, for the first time, we perform a security evaluation against
forgery attacks exploiting tag collisions in the tag generation phase.

Keywords: AEAD - Forgery attack - differential characteristics
probability - SAT solver

1 Introduction

1.1 Background

At SAC 2013, Wu and Preneel proposed an AES-based Authenticated Encryp-
tion with an Associated Data (AEAD) scheme called AEGIS-128/128L /256,
designed to a high-speed encryption in software [23]. To realize high-speed
encryption, the AEGIS family utilizes the AES New Instructions (AES-NI) [4,8],
a particular instruction set for single instruction multiple data (SIMD). The
AEGIS family was submitted to the CAESAR competition [1], and AEGIS-128
was selected as the final portfolio for high-performance applications. AEGIS-
128L./256 has been submitted as an Internet Draft to the RFC [5], featuring the
introduction of a 256-bit tag. Nikoli¢ proposed an efficient AEAD scheme called

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
K. Minematsu and M. Mimura (Eds.): IWSEC 2024, LNCS 14977, pp. 3-22, 2024.
https://doi.org/10.1007/978-981-97-7737-2_1
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Tiaoxin-346 using AES-NI in 2014 [15], which was chosen as a third-round can-
didate in the CAESAR competition. At FSE 2022, Sakamoto et al. proposed an
AES-based AEAD scheme called Rocca [16,17] for B5G systems. At ESORICS
2023, Ravi et al. proposed Rocca-S, an AEAD scheme for 6G [2], which supports
a 256-bit tag. These ciphers consist of four phases. In the initialization phase,
a key and nonce are loaded into a state. An associated data is used to update
the state in the authenticated data phase. In the encryption phase, a plaintext
is loaded into the state, and a ciphertext is generated. In the finalization phase,
a tag is generated.

Forgery attacks are a powerful form of attack against AEAD. In recent years,
automatic methods have been utilized to search for distinguishers in cryptanaly-
sis. One such method is based on mixed-integer linear programming (MILP), as
proposed by Mouha et al. [14]. This method aims to estimate the lower bound on
the number of active S-boxes. Another significant method in automatic search is
based on the Boolean satisfiability problem (SAT') or its extension called satisfia-
bility modulo theories (SMT). Sun et al. have proposed an SAT-based automatic
search tool for differential characteristics that efficiently evaluates the optimal
differential characteristics [20,21].

1.2 Existing Work

Minaud constructed linear biases in the keystream of AEGIS-256 and showed
that it is possible to recover information from partially known encrypted plain-
text, regardless of the keys involved [13]. Eichlseder et al. proposed improved
keystream approximations for the AEGIS family and proved upper bounds for
the squared correlation contribution of any suitable linear characteristic [7]. At
FSE 2022, Liu et al. showed distinguishing and key recovery attacks for the
encryption phase of AEGIS-128 and Tiaoxin-346 by exploiting some algebraic
properties in a class of weak keys [12]. Hosoyamada et al. conducted a key-
recovery attack on Rocca, showing that despite the designers’ claims of 256-bit
security, it actually possesses only 128-bit security [9]. This issue has been fixed
by introducing a key forward operation in the initialization phase [17]. In this
paper, we consider this variant as Rocca. Derbez et al. assessed the key commit-
ment security of the AEGIS family, considering various existing frameworks, and
culminated in developing an O(1) attack applicable to all variants of AEGIS [6].

Regarding forgery attacks, existing research focuses on a class of forgery
attacks that exploit state collisions by introducing differences during the encryp-
tion phase. These roughly estimate the upper bounds of differential characteris-
tics probability for state collisions in the encryption phase by a byte-wise active
S-box search [2,15,17,22,23]. The byte-wise estimation potentially underesti-
mates the lower bounds for the number of active S-boxes due to the inclu-
sion of invalid differential characteristics, as this evaluation cannot cover bit-
level behaviors. Especially, the estimated bounds for the AEGIS family are
particularly rough, even as the IETF considers their standardization. To our
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Table 1. Summary of forgery attacks based on state collision in the encryption phase.

Target Tag Size Probability | Bounds | Reference
AEGIS-128L | 128/256 bits | 27216 Exact |Our (Fig.3)
Tiaoxin-346 | 128 bits 2180 Exact |Our

Rocca 128 bits 27150 Exact | Our (Fig.4)

knowledge, no bit-wise evaluation of forgery attacks based on state collisions has
been conducted during the encryption phase for AEGIS, Tiaoxin-346, Rocca,
and Rocca-S.

1.3 Owur Contribution

In this paper, we conduct a bit-wise evaluation against forgery attacks based
on state collisions using the Boolean satisfiability problem (SAT) tools [20,21].
This enables us to derive more accurate bounds of AES-based AEAD schemes.
Specifically, we estimate the minimum number of active S-boxes by considering
bit-level transitions of differential characteristics to exclude invalid characteris-
tics of existing byte-wise searches. Besides, for AEGIS-128L, Tiaoxin-346, and
Rocca, we incorporate differential distribution tables of S-boxes, i.e. take the
actual differential probabilities via S-box operations into consideration to derive
the exact differential characteristics probability. These directly lead to actual
forgery attacks on AEGIS-128L, Tiaoxin-346, and Rocca.

Furthermore, for the first time, we perform a security evaluation against
forgery attacks that exploit a tag collision in the finalization phase. This assumes
that the adversary introduces differences into the plaintext, which canceled out
during the finalization phase. Then, we show that forgery attacks are feasible
on reduced variants in the finalization of target ciphers. Our results reveal the
security margin of the finalization phases. Our contributions are summarized as
follows.

Forgery Attacks Based on State Collisions. As shown in Table 1, our bit-
wise approach significantly improves the upper bounds of differential character-
istics probability of these ciphers. Especially, we significantly improve the upper
bounds of differential characteristics probability for AEGIS-128/128L/256. Our
results indicate that AEGIS-128/256 could claim a 256-bit forgery security by
differential attacks if it supports a 256-bit tag. Additionally, these confirm that
Rocca-S achieves 256-bit security for forgery attacks.

For AEGIS-128L, Tiaoxin-346, and Rocca, we succeeded in deriving the exact
differential characteristics probability, which directly leads to actual forgery
attacks. More precisely, forgery attacks are feasible with time complexity of
2216 9180 and 2159 for AEGIS-128L, Tiaoxin-346, and Rocca, respectively. These
results reveal that these cannot claim 256-bit security for forgery attacks even
with a 256-bit tag.
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Table 2. Summary of forgery attacks based on tag collision in the finalization phase.

Target Tag Size Attacked Round (Full) | Time
AECIS-128 | 128 bits 2 (6) 2125
AEGIS-128L | 128/256 bits | 2/3 (6/6) 272 /2158 (Fig. 5)
AEGIS-256 | 128 bits 2 (6) 2125
Tiaoxin-346 | 128 bits 3 (14-20) 236

Rocca 128 bits 4 (20) 2125

Rocca-S 256 bits 4 (16) 2214

Forgery Attacks Based on Tag Collisions. Table2 shows that forgery
attacks exploiting tag collision are feasible to 2/3/2, 3, 4, and 4-round in the
finalization phase of AEGIS-128/128L/256, Tiaoxin-346, Rocca, and Rocca-S,
respectively. On the other hand, we find that the finalization phase of AEGIS-
128/128L/256, Tiaoxin-346, Rocca, and Rocca-S are secure against forgery
attacks based on tag collision after 3/4/3, 4, 5, and 5 rounds, respectively. As
far as we know, these are the first evaluation results for tag collision attacks in
the finalization phase.

2 Preliminaries

In this section, we first describe forgery attacks. Then, we explain differen-
tial characteristics, the security evaluation using the automatic method, and
the specifications of AEGIS-128/128L/256, Tiaoxin-346, Rocca, and Rocca-S,
respectively.

2.1 Forgery Attacks

The goal of the forgery attacks is to generate the same tag when different mes-
sages are input. It has been shown in [15] that the forgery attack is a main threat
to the constructions like Tiaoxin-346 and AEGIS as only one-round updates are
used to absorb each block of associated data and plaintext.

To proceed with the forgery attacks, we request the encryption of some mes-
sages, nonce, and the associated data. The contents of the message, the nonce,
and the associated data are not of concern to us. If an internal collision occurs
during the cipher operations under these conditions, it becomes possible to forge
the tag. We utilize differential characteristics to implement the forgery attacks.
The evaluation method of this research is described in Sect. 4.3, while the differ-
ential characteristics are explained in Sect. 2.2.

2.2 Differential Characteristics

In this paper, We consider that based on the AES round function, we must regard
only an S-box in AES as a non-linear function. In general, differential propaga-
tion can be probabilistic only when the differences pass a non-linear function.
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Therefore, the differential probability decreases only when the differences pass
an S-box. The S-box with a non-zero input difference is called an “active S-
box.” Basically, when all S-boxes are independent of each other, we can estimate
the differential probability of the entire round function by the product of the
differential probability of all active S-boxes. We can apply this method to our
round function because, for differential propagation, all S-boxes are independent
of each other [11,16]. Let DPp, and DP; be the differential probabilities of the
whole round function and S-box, respectively. We can calculate D Pp,, as follows.

DPyp, = HDPS, (1)
i=1

where n is the number of active S-boxes in this differential characteristic, which
indicates a certain differential propagation. D Pp,, is equivalent to the probability
of an internal collision in a certain round of Fg.

When evaluating security against an internal collision on t rounds of Fr, the
maximum differential probability must be evaluated such that the differences
in states at ¢t rounds will all be 0. This can be calculated by searching for the
differential characteristics with the minimum number of active S-boxes among all
the differential characteristics. Conversely, the maximum differential probability
of Fig can be estimated by searching for the lower bound for the number of active
S-boxes. Let DPr,mae and DPgyq, be the maximum differential probabilities
of the differential characteristics with the minimum number of active S-boxes on
Fr and the S-box, respectively. D Prpmas can be calculated as follows.

m

DPFRmam :HDPsmawa (2)
i=1
where m is the lower bound of the number of active S-boxes.

2.3 Automatic Search Tools for Differential Cryptanalysis

The automatic search method showed incredible performances in the search for
various distinguishers in cryptanalysis. The first category of automatic search is
based on mixed integer linear programming (MILP). Another important auto-
matic search is based on the Boolean satisfiability problem (SAT) or the more
general extension called satisfiability modulo theories (SMT). Let’s consider an
example of security evaluation against differential attacks using an active S-box.
In the search using MILP, binary variables are assigned to the input and output
of each operation, and the differential propagation of each operation is repre-
sented in a linear form. Minimizing the number of active S-boxes in the objective
function, the lower bound for the active S-boxes is derived. In the search using
SAT, binary variables are assigned to the input and output of each operation,
and the differential propagation of each operation is represented in CNF. By
adding a CNF to minimize the number of active S-boxes, the SAT problem is
repeatedly solved to derive the lower bound for the active S-boxes. In this paper,
we adopt the SAT method.
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3 Owur Targets

We explain the encryption phase and the finalization phase, as the other phases
are not involved in our evaluation.

3.1 AEGIS Family

A family of AEGIS, including AEGIS-128/1281/256, consists of four phases: ini-
tialization, processing the authenticated data, encryption, and finalization [23].

AEGIS-128. The input of the round function R(S, X, ) consists of the state S
and one block (X,.). The round function of AEGIS-128 is given as follows:

S'0] = A(S[], S[0] @ X,),  S'[1] = A(S[0], S[1]),  S'[2] = A(S[1], S[2]),
S'13] = A(S[2], 513)), S'[4] = A(S[3], S[4])-

Let A be one AES round function, A(X, K) are defined as follows:
A(X, K) = (MixColumuns o ShiftRows o SubBytes(X)) @ K.

Encryption Phase. Let msglen be the length of plaintext in bits, and the
number of 128-bit plaintext blocks v is expressed as v = (%lsml. Let P; and C;
(0 < i <wv—1) be the 128-bit plaintext/ciphertext block, respectively. The data
X, inserted in r rounds is expressed as X,. = P,.. The ciphertext C; is expressed

as follows:
C; = P& S[1] @ S[4] @ (S[2]&S[3]), (0<i<wv-—1).

In the encryption phase, v — 1 iterations of the round function are applied to the
state S, and the ciphertext block C; is generated.

Finalization Phase. Let adlen be the length of the associated data, tmp
is expressed as tmp = S[3] @ (adlen||msglen), where adlen and msglen are
expressed as 64-bit integers. In the finalization phase, 6 iterations of the round
function R(S,tmp) are applied to the state S. After 6 iterations of the round
function, the 128-bit tag T is generated as follows:

T=S0]¢S1eS2 e S[3]« S[M4].

AEGIS-128L. The input of the round function R(S, X, 4, X, ) consists of the
state S and two blocks (X, 4, X;p). The round function of AEGIS-128L is given
as follows:

S'0] = A(S[7), 5[0 & Xr.a), S'[1] = A(S[0], S[1)),
S'12] = A(S[1], S[2), S'[3] = A(S[2], 5[3),
S'[4] = A(S[3], S[A] & Xop), S'[5] = A(S[4], S[5)),
S§'[6] = A(S[5], S[6)), S'[7) = A(S[6], S[7).
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Encryption Phase. Let msglen be the length of plaintext in bits, the number
of 256-bit plaintext blocks v is expressed as v = ["3€] Let P; = P?||P}
and C; = C?||C}H(0 < i < v — 1) be the 256-bit plaintext/ciphertext block,
respectively. The data X, = X, ,||X;s inserted in r rounds is expressed as
Xa =P X, = P!. The ciphertext C; is expressed as follows:

C? = P @ S[1] @ S[6] @ (S[2)&S[3]),

C} = P! @ S[2] @ S[5] @ (S[6]&S[7]), (0<i<wv—1).
In the encryption phase, v — 1 iterations of the round function are applied to the
state S, and the ciphertext block C; is generated.

Finalization Phase. Let adlen be the length of the associated data, tmp
is expressed as tmp = S[2] @ (adlen||msglen), where adlen and msglen are
expressed as 64-bit integers. In the finalization phase, 6 iterations of the round
function R(S,tmp,tmp) are applied to the state S. After 6 iterations of the
round function, the 128-bit tag T is generated as follows:

T =S5[0]eS[1]e S22 S[3] & S[4] @ S[5] @ S[6] @ S[7).

In the finalization phase of RFC’s Draft [5], 7 iterations of the round function
are applied to the state S. If the tag size is 128 bits, the tag is generated using
the same method as described in the proposed paper. Otherwise, if the tag size
is 256 bits, the tag T is generated as follows:

T = S[o] @ S[1] @ S[2] & S[3] || S[4] ® S[5] ® S[6] ® S[7].

AEGIS-256. The input of the round function R(S, X,) consists of the state S
and one block (X,.). The round function of AEGIS-256 is given as follows:

§'0] = A(S[], S0 & X,),  S'[1] = A(S[0], S[1]),  S'[2] = A(S[1], S[2]),
S'[3] = A(S[2], S(3)), S'[4] = A(S[3], SM]),  S'[5] = A(S[4], S[5]).

Encryption Phase. Let msglen be the length of plaintext in bits, and the
number of 128-bit plaintext blocks v is expressed as v = (%ﬁf"] Let P; and C;
(0 < i <wv—1) be the 128-bit plaintext/ciphertext block, respectively. The data
X, inserted in r rounds is expressed as X, = P,.. The ciphertext C; is expressed

as follows:
C; =P, @ S[1]® S[4] @ S[5] ® (S[2)&S[3]), 0<i<wv-—-1).

In the encryption phase, v — 1 iterations of the round function are applied to the
state .S, and the ciphertext block C; is generated.

Finalization Phase. Let adlen be the length of the associated data, tmp
is expressed as tmp = S[3] @ (adlen||msglen), where adlen and msglen are
expressed as 64-bit integers. In the finalization phase, 6 iterations of the round
function R(S,tmp) are applied to the state S. After 6 iterations of the round
function, the 128-bit tag T is generated as follows:

T = S[0] @ S[1] @ S[2] & S[3] ® S[4] ® S]5].
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3.2 Tiaoxin-346

Tiaoxin-346 consists of four phases: initialization, processing associated data,
encryption, and finalization/tag production [15]. The input of the round function
R(T5,T4,Ts, X0, Xr1, Xy2) consists of the state (13,74, Ts) and three blocks
(Xr0,Xr1,Xr2). The round function of Tiaoxin-346 is given as follows:

T300] = A(T3(2], T3[0]) © X0, T3[1] = A(T3[0], const,), T5[2] = Ts[1],
T3[0] = A(T4[3], Tu[0]) © Xr1,  Ty[1] = A(T4[0], consta), Ti[2) = Tu[1],
Ty[3] = Tu[2], T4[0] = A(Ts[5], T6[0]) @ X2,

T§[1] = A(T[0], consta), Tg[2] = Ts[1], T5[3] = Ts[2],
Tgl4] = T [3], T5[5] = Ts[4]

Encryption Phase. Let msglen be the length of plaintext in bits, and the
number of 256-bit plaintext blocks v is expressed as v = [mggﬁf"]. Let P, =
PP||P! and C; = C?||C}! (0 < i < v — 1) be the 256-bit plaintext/ciphertext
block, respectively. The data X, inserted in r rounds is expressed as X, =
PY X1 =P} X,o=P?® P!. The ciphertext C; is expressed as follows:

CY = T3[0] @ T3[2] ® Tyu[1] ® (Ts[3])&T4[3)]),
Cl = Te[0] @ Ty[2] @ T3[1] @ (Ts[5)&T3[2]), (0<i<w-—1).

In the encryption phase, v — 1 iterations of the round function are applied to the
state S, and the ciphertext block Cj is generated.

Finalization Phase. Let adlen be the length of the associated data, 1
iteration of the round function R(T3,Ty,Ts,adlen, msglen,adlen @ msglen)
is applied to the state S. Then, 20 iterations of the round function
R(T3,Ty,Ts, consty, const,, consty,) are applied to the state S. After 20 itera-
tions of the round function, the 128-bit tag T is generated as follows:

T =T5[0] & T3[1] © T3[2] & Tu[0] ® T4[1] & Tu[2] & T4[3]
© Ts[0] @ Ts[1] @ To[2] © Ts[3] @ To[4] © Ts[5]-

3.3 Rocca

Rocca consists of four phases: initialization, processing the associated data,
encryption, and finalization [16,17]. The input of the round function
R(S, X, 4, X, ) consists of the state S and two blocks (X, 4, X, ). The round
function of Rocca is given as follows:

S0 = S[7) & Xra,  S'[1] = A(S[0], S[7)), §'2 = S[1] & S6),
S8l = A(SR], S, S4] =SBl @ X, S'[5] = A(S[4], S[3]),
S'[6] = A(S[5], S[4]),  S'[7) = S[0] @ S]6].



Bit-Wise Analysis for Forgery Attacks on AES-Based AEAD Schemes 11

Encryption Phase. Let msglen be the length of plaintext in bits, and the
number of 256-bit plaintext blocks v is expressed as v = [%] Let P, =
PP||P! and C; = C?||C! (0 < i < v — 1) be the 256-bit plaintext/ciphertext
block, respectively. The data X, inserted in r rounds is expressed as X, , =

PP, X, , = P!. The ciphertext C; is expressed as follows:

C} = A(S[0] @ S[4], S[2]) @ P}, (0<i<wv—1).
In the encryption phase, v — 1 iterations of the round function are applied to the
state S, and the ciphertext block C; is generated.

Finalization Phase. Let adlen be the length of the associated data, 20 itera-
tions of the round function R(S, adlen, msglen) are applied to the state S. After
20 iterations of the round function, the 128-bit tag T is generated as follows:

T =S5[0]e S[1]e S[2)® S[3] & S[4] @ S[5] @ S[6] & S[7].

3.4 Rocca-S

Rocca-S consists of four phases: initialization, processing the associated data,
encryption, and finalization [2]. The input of the round function R(S, X, 4, X, 5)
consists of the state S and two blocks (X, 4, X;p). The round function of Rocca-S
is given as follows:

§'0] = Sfe] e S[],  S"[1] = A(S[0], Xr.a), S'l6) = A(S[1], S[0),
S'[3] = A(S[2], 5[6]),  S'[6] = A(S[3], Xrp), S'[5] = A(S[4], 5[3)),
S'[6] = A(S[5], S[4]).

Encryption Phase. Let msglen be the length of plaintext in bits, the number
of 256-bit plaintext blocks v is expressed as v = ["”;gée”] Let P, = P||P}
and C; = CY||C} (0 < i < v —1) be the 256-bit plaintext/ciphertext block,
respectively. The data X, inserted in r rounds is expressed as X, , = PZ-O7 Xy =
P}, The ciphertext C; is expressed as follows:

C} = A(S[] @ S[6], S[2) @ B}, (0<i<v-—1).
In the encryption phase, v — 1 iterations of the round function are applied to the
state .S, and the ciphertext block C; is generated.

Finalization Phase. Let adlen be the length of the associated data, 16 itera-
tions of the round function R(S, adlen, msglen) are applied to the state S. After
16 iterations of the round function, the 256-bit tag T is generated as follows:

T =S[0] @ S[1] @ S[2] @ S[3] || S[4] ® S[5] @ S[6].
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4 Methods of SAT-Aided Security Evaluations

In this section, we recall the pure SAT-based method to evaluate differential
characteristics shown in Sun et al.’s work [20,21]. Then, we explain the tag- and
state-collision-based forgery attacks.

4.1 Security Evaluation of SAT

The Boolean satisfiability problem (SAT) is the problem of determining whether
there exists an evaluation for the binary variables such that the value of the given
Boolean formula equals one. The SAT is formulated with Boolean variables, the
operators AND(A), OR(V), NOT(-), and parentheses. Every Boolean formula
can be converted into an equivalent formula that is in conjunctive normal form
(CNF), which is a propositional formula of the form A, /72, C;j, where each
Cij(0 < i < n,0 < j < my) is either an atomic formula, i.e., a variable or
constant, or the negation of an atomic formula, and each disjunction \/;n:"'0 Cij
is called a clause. In this study, we generate CNF using PySAT [10] and derive
solutions using the parkissat-rs [24] and mallob-kicaliglu [18,19] solvers.

4.2 SAT-Based Automatic Search for Differential Characteristics

Since our targets are constructed by an S-box, matrix, and XOR operations, it
is sufficient to describe these modeling methods. Note that the modeling of a
matrix can be implemented by an XOR operation as a matrix is decomposed by
multiple XOR operations.

— XOR. For a bit-wise XOR operation, s.t., a3 = ~. Differential propagation
is valid over XOR if the following clauses hold

aVpvVy=1, aViVy=1,
avpBvy=1 avpvy=1.

— S-box. Let a = (ao,al, ey ai_l), b= (bo, bl, ey bi—1)7 and P = Zz;olp,
be the input and output differences of an i-bit S-box and boolean variables
expressing the weight in an S-box where j is the maximum weight of the
differential propagation, respectively. To express the differential propagation
and its weight in an S-box, we construct the following Boolean formula:

1 if Pr(a —b) =277,

0 otherwise.

f(a7b7p)={

A set A, which contains all the vectors satisfying f(x,y, z) = 0, is expressed
as follows:

A={(z,y,2z) eF3" | f(z,y,2) =0},

where ¢ = (zg,21,...,2%i-1), ¥ = (Yo,¥1,.--,¥i-1), and z = (20,21,...,
zj—1). We need to exclude the propagation expressed A because it is equivalent
to a set of invalid propagation patterns as follows:
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i—1 i—1 Jj—1
\/(ac@xc)\/ \/(bd@yd)\/ \/(pe@ze)zlv (:c,y,z)EA. (3)
c=0 d=0 e=0

These clauses exactly extract the differential propagation with the corre-
sponding weight in an i-bit S-box. We can convert Eq. (3) to

g(aabap): /\ (f(mayaz)v\_/(ac@xc)v\_/(bdGByd)v\/(pe@Ze)>.

2i+j c=0 d=0 e=0
(@,y,2)€F;

This equation is called the product-of-sum of g. We can reduce the number
of clauses in g by several tools, such as Espresso logic minimizer!. For the
modeling of an S-box to count the number of S-boxes, we simply replace p to
a, expressing whether an S-box is active.

Boolean cardinality constraints. Lastly, we need to give an objective func-
tion to search the lower bounds for the number of Active S-boxes/the exact
differential characteristics probability. Such a function can be implemented by
Boolean cardinality constraints. In SAT, it is necessary to model the prob-
lem of searching the lower bounds for the number of Active S-boxes/the
exact differential characteristics probability, and we utilize Boolean cardinal-
ity constraints. Boolean cardinality constraints put numerical restrictions on
the number of propositional variables that are allowed to be true at the same
time. The following constitute a typical construct of the Boolean cardinality

constraints,
n
E Zq S k7
i=1

where (21, ..., 2, ) are Boolean variables (0 or 1), and k define the maximum
number of variables. In searching for the lower bounds for the number of
Active S-boxes and the exact differential characteristics probability, the vari-
able x; corresponds to the binary variable a/p as previously described in
the context of S-box modeling for AS/DCP. We utilized the better encoding
method proposed by Bailleux et al. [3], which is implemented in the CardEnc
module from the PySAT for Boolean cardinality constraints.

4.3 Our Analysis of Forgery Attacks

We consider two types of approaches for forgery attacks. In the following, we
explain details of our evaluations.

State Collision. The first one exploits state collisions in which the adversary
inserts differences into a plaintext, causing state collisions during the encryption

phase, as shown in Fig. 1. This approach is the same as existing work [22] and
designer’s evaluations [2,15,17,23].
In this setting, using the modeling explained in Sect.4.2, we estimate the

lower bounds for the number of active S-boxes by considering the bit-level behav-
iors of differentials during the search. Additionally, by exploiting the properties

! https://ptolemy.berkeley.edu/projects/embedded/pubs/downloads/espresso/index.
htm.
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Fig. 1. Overview of forgery attacks based on state collisions.
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: Search Each Round
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differences set to 0
Fig. 2. Overview of forgery attacks based on tag collisions.

of the differential distribution table of the S-box, we find optimal differential
characteristic probabilities instead of the upper bounds.

Tag Collision. The second approach exploits tag collisions in which the adver-
sary inserts differences into a plaintext in the last round of the encryption phase
so that a state collision occurs in the finalization phase, as shown in Fig. 2. This
approach has not been explored in existing work.

In this setting, we also aim to estimate the lower bounds for the number of
active S-boxes and, furthermore, derive optimal differential characteristic prob-
abilities, leading to tag collisions.

Table 3. The differential characteristics probability for forgery attacks based on state
collisions in the encryption phase (lower bounds for the number of active S-boxes)

[~ log,].

Target Tag Size (bits) | 4R 5R 6R 7R 8R IR 10R Reference
AEGIS-128 | 128 bits 156 (26) | 156 (26) | 156 (26) | 156 (26) | 156 (26) | [23]

- - 336 (56) | 336 (56) | 336 (56) | 336 (56) | 336 (56) | Section 5.1
AEGIS-128L | 128/256 bits 150 (25) | 150 (25) | 150 (25) | 150 (25) | 150 (25) | 150 (25) | [23]

- 210 (35) | 210 (35) | 210 (35) | 210 (35) | 210 (35) | 210 (35) | Section 5.1
216 216 216 216 216 216 Section 5.2
AEGIS-256 | 128 bits 156(26) |156(26) | 156(26) | 156(26) | 156(26) | 156(26) | 156(26) | [23]

- 420 (70) | 420 (70) | 420 (70) | 420 (70) | Section 5.1
Tiaoxin-346 | 128 bits 180 (30) | 180 (30) | 180 (30) | 180 (30) | [15]

- - - 180 (30) | 180 (30) | 180 (30) | 180 (30) | Section 5.1
180 180 180 180 Section 5.2
Rocca 128 bits 144 (24) | 144 (24) | 144 (24) | 144 (24) | 144 (24) | 144 (24) | 144 (24) | [17]
216 (36) | 150 (25) | 150 (25) | 150 (25) | 144 (24) | 144 (24) | 144 (24) | [22]
234 (39) | 216 (36) | 180 (30) | 150 (25) | 150 (25) | 150 (25) | 150 (25) | Section 5.1
150 150 150 150 Section 5.2
Rocca-S 256 bits 276 (46) | 276 (46) | 276 (46) | 276 (46) | 276 (46) | 276 (46) | 276 (46) | [2]

300 (50) | 276 (46) | 276 (46) | 276 (46) | 276 (46) | 276 (46) | 276 (46) | Section 5.1
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5 Results of Forgery Attacks Based on State Collisions

In this section, we show results of bit-level analysis for forgery attacks based on
state collisions with a comparison to existing results. In Sect. 5.1, we estimate
the minimum number of active S-boxes by considering bit-level transitions of
differential characteristics to exclude invalid characteristics of byte-wise searches.
In Sect. 5.2, we incorporate differential distribution tables of S-boxes for AEGIS-
128L, Tiaoxin-346, and Rocca. Due to computational complexity issues, it was
not feasible to obtain these results for AEGIS-128/256 and Rocca-S.

5.1 Lower Bounds for the Number of Active S-Boxes

Table 3 shows the lower bounds for the number of active S-boxes, considering
bit-wise differential transitions, while existing work focuses on byte-wise trun-
cated characteristics. By using the maximum differential probability of the S-box,
namely 276 as the differential probability of each active S-box, we estimate the
upper bounds of the differential characteristic probabilities.

AEGIS-128/128L/256. For the encryption phase of AEGIS-128, AEGIS-
128L, and AEGIS-256, we identify differential characteristics that lead to state
collisions after 6, 5, and 7 rounds, respectively. As a result, we significantly
improve the upper bounds compared to the results provided by the designers.
Our findings suggest that AEGIS-128 and AEGIS-256 could claim 256-bit forgery
security by differential attacks, provided they support a 256-bit tag.

Tiaoxin-346. For the encryption phase of Tiaoxin-346, we identify differential
characteristics that lead to state collisions after 7 rounds. According to Table 1,
our evaluation is the same as the byte-wise evaluation by the designer [15]. Thus,
unlike AEGIS-128 and AEGIS-256, our results show that Tiaoxin-346 cannot
claim 256-bit forgery security, even if supporting a 256-bit tag.

Rocca. For the encryption phase of Rocca, we identify differential characteris-
tics that lead to state collisions after 4 rounds. According to Table 1, our results
improve the bounds by a byte-wise evaluation [17]. Our results also show that
Rocca cannot claim 256-bit forgery security, even if supporting a 256-bit tag.

Rocca-S. For the encryption phase of Rocca-S, we identify differential charac-
teristics that lead to state collisions after 4 rounds. According to Table1, our
evaluation matches with the byte-wise evaluation by the designer [2].

5.2 Exact Differential Characteristics Probability

Table 3 also shows the exact bounds of differential characteristic probabilities for
AEGIS-128L, Tiaoxin-346, and Rocca by exploiting the properties of the differ-
ential distribution table of the S-box, namely properly choosing the probability
of 275 or 277 in each S-box.
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Table 4. The differential characteristics probability for forgery attacks based on tag
collisions in the finalization phase (lower bounds for the number of active S-boxes)

[~ log,].

Target Tag Size 1R 2R 3R 4R 5R 6R Reference
AEGIS-128 | 128 bits 48 (8)|114 (19) | 144 (24) | 210 (35) 288 (48) 348 (58) | Section 6.1
52 125 158 - - - Section 6.2
AEGIS-128L | 128/256 bits |12 (2) |72 (12) |144 (24)|210 (35) 288 (48) 360 (60) | Section 6.1
12 72 158 - - - Section 6.2
AEGIS-256 |128 bits 48 (8) 114 (19) | 144 (24) 210 (35) 288 (48) 360 (60) | Section 6.1
52 125 158 - — - Section 6.2
Tiaoxin-346 | 128 bits 12 (2) 24 (4) 36 (6) 198 (33) 258 (43) 300 (50) | Section 6.1
12 24 36 203 or more Section 6.2
Rocca 128 bits 12 (2) |12 (2) 114 (19)| 114 (19) 186 (31) 354 (59) | Section 6.1
12 12 125 125 190 - Section 6.2
Rocca-S 256 bits 48 (8)|114 (19)|186 (31) 210 (35) 450 (75) - Section 6.1
52 125 198 214 437 or more | — Section 6.2

AEGIS-128L. For the encryption phase of AEGIS-128L, we find optimal dif-
ferential characteristics for forgery attacks after 5 rounds. Our results reveal
that forgery attacks are possible with a time complexity of 2216, The differential
characteristic for the 5-round forgery attack is shown in Fig. 3.

Tiaoxin-346. For the encryption phase of Tiaoxin-346, we find optimal differ-
ential characteristics for forgery attacks after 7 rounds. Our results reveal that
forgery attacks are possible with a time complexity of 289,

Rocca. For the encryption phase of Rocca, we find optimal differential charac-
teristics for forgery attacks after 7 rounds. Our results reveal that forgery attacks
are possible with a time complexity of 2'°0. The differential characteristic for
the 7-round forgery attack is shown in Fig. 4.

6 Results of Forgery Attacks Based on Tag Collisions

In this section, we show the results of a bit-level search for forgery attacks
exploiting tag collisions. In Sect. 6.1, we estimate the minimum number of active
S-boxes by considering bit-level transitions of differential characteristics, which
lead to tag collisions. In Sect. 6.2, we utilize differential distribution tables of
S-boxes to accurately derive the exact probabilities of differential characteristics
for tag collisions.

6.1 Lower Bounds for the Number of Active S-Boxes

Table 4 shows the lower bounds for the number of active S-boxes, which lead to
tag collisions. These can be converted into the upper bounds for the differential
characteristics probability for each round.
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AEGIS-128/128L/256. As the tag length of AEGIS-128/128L/256 is 128/128
or 256/128 bit [23], the lower bounds for the number of active S-boxes should
be 22/22 or 43/22 or more in the finalization phase, respectively. According
to Table4, for the finalization phase of AEGIS-128/128L/256, the estimated
number of rounds required to be secure against forgery attacks based on tag
collisions is estimated as 3/5/3 rounds, respectively.

Tiaoxin-346. As the tag length of Tiaoxin-346 is 128 bits [15], the lower bounds
for the number of active S-boxes should be 22 or more in the finalization phase.
According to Table4, for the finalization phase of Tiaoxin-346, the estimated
number of rounds required to be secure against forgery attacks based on tag
collisions is estimated as 4 rounds.

Rocca. As the tag length of Rocca is 128 bits [16,17], the lower bounds for
the number of active S-boxes should be 22 or more in the finalization phase.
According to Table 4, for the finalization phase of Rocca, the estimated number
of rounds required to be secure against forgery attacks based on tag collisions is
estimated as 5 rounds.

Rocca-S. As the tag length of Rocca-S is 256 bits [2], the lower bounds for
the number of active S-boxes should be 43 or more in the finalization phase.
According to Table 4, for the finalization phase of Rocca-S, the estimated number
of rounds required to be secure against forgery attacks based on tag collisions is
estimated as 5 rounds.

6.2 Exact Differential Characteristics Probability

Table 4 shows the exact differential characteristics probability for forgery attacks
based on tag collisions for each round.

AEGIS-128/128L/256. For the finalization phase of AEGIS-128/128L /256,
we find optimal differential characteristics up to 3/3/3 rounds, respectively.
For AEGIS-128/128L/256, forgery attacks based on tag collisions are feasible
with 2/2/2 rounds, respectively. The optimal differential characteristic for the 2
rounds of tag collisions is shown in Fig. 5.

Tiaoxin-346. For the finalization phase of Tiaoxin-346, we find optimal differ-
ential characteristics up to 3 rounds. For Tiaoxin-346, a forgery attack based on
tag collisions is feasible with 3 rounds.
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Rocca. According to Table 4, for the finalization phase of Rocca, we find optimal
differential characteristics up to 5 rounds. For Rocca, a forgery attack based on
tag collisions is feasible with 4 rounds.

Rocca-S. According to Table4, for the finalization phase of Rocca-S, we find
optimal differential characteristics up to 4 rounds. For Rocca-S, the maximum
number of rounds that can be attacked in forgery attacks based on tag collisions
is 4 rounds.

7 Conclusion

In this paper, we conducted a bit-wise evaluation of the AEGIS family, Tiaoxin-
346, Rocca, and Rocca-S, against forgery attacks based on state collision and tag
collision. We utilized the Boolean satisfiability problem (SAT) tools to obtain
exact lower bounds for the number of active S-boxes. Moreover, we derived
the optimal differential characteristics in both the encryption phase and the
finalization phase. As a result, we obtained the lower bounds for the number of
active S-boxes in certain rounds for each target and derived the probability of
optimal differential characteristics for the first time.
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A Details of Differential Characteristics for Forgery

Attacks

Fig. 3. Optimal differential characteristic for 5-rounds of AEGIS-128L for the forgery

attack based on a state collision.
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e

Fig. 5. Optimal differential characteristic for 2-rounds for forgery attack based on tag
collision of AEGIS-128L.

References

1. CAESAR: Competition for Authenticated Encryption: Security, Applicability, and
Robustness (2018). https://competitions.cr.yp.to/caesar.html

2. Anand, R., et al.: An ultra-high throughput AES-based authenticated encryption
scheme for 6G: design and implementation. In: Tsudik, G., Conti, M., Liang, K.,
Smaragdakis, G. (eds.) ESORICS 2023. LNCS, vol. 14344, pp. 229-248. Springer,
Cham (2023). https://doi.org/10.1007/978-3-031-50594-2_12

3. Bailleux, O., Boufkhad, Y.: Efficient CNF encoding of Boolean cardinality con-
straints. In: Rossi, F. (ed.) CP 2003. LNCS, vol. 2833, pp. 108-122. Springer,
Heidelberg (2003). https://doi.org/10.1007/978-3-540-45193-8_8

4. Intel Corporation: Intel® Intrinsics Guide (2024). https://software.intel.com/
sites/landingpage/IntrinsicsGuide/. Accessed 03 July 2024

5. Denis, F., Lucas, S.: The AEGIS Family of Authenticated Encryption Algo-
rithms. Internet-Draft draft-irtf-cfrg-aegis-aead-10, Internet Engineering Task
Force (2024). Work in Progress

6. Derbez, P., Fouque, P., Isobe, T., Rahman, M., Schrottenloher, A.: Key commit-
ting attacks against AES-based AEAD schemes. TACR Trans. Symmetric Cryptol.
2024(1), 135-157 (2024)


https://competitions.cr.yp.to/caesar.html
https://doi.org/10.1007/978-3-031-50594-2_12
https://doi.org/10.1007/978-3-540-45193-8_8
https://software.intel.com/sites/landingpage/IntrinsicsGuide/
https://software.intel.com/sites/landingpage/IntrinsicsGuide/

22

10.

11.

12.

13.

14.

15.
16.

17.

18.

19.

20.

21.

22.

23.

24.

T. Shiraya et al.

. Eichlseder, M., Nageler, M., Primas, R.: Analyzing the linear keystream biases in

AEGIS. TACR Trans. Symmetric Cryptol. 2019(4), 348-368 (2019)

. Gueron, S.: Intel Advanced Encryption Standard (AES) New Instructions Set

(2010)

. Hosoyamada, A., et al.: Cryptanalysis of Rocca and feasibility of its security claim.

TACR Trans. Symmetric Cryptol. 2022(3), 123-151 (2022)

Ignatiev, A., Morgado, A., Marques-Silva, J.: PySAT: a Python toolkit for proto-
typing with SAT oracles. In: Beyersdorff, O., Wintersteiger, C.M. (eds.) SAT 2018.
LNCS, vol. 10929, pp. 428-437. Springer, Cham (2018). https://doi.org/10.1007/
978-3-319-94144-8_26

Jean, J., Nikoli¢, I.: Efficient design strategies based on the AES round function.
In: Peyrin, T. (ed.) FSE 2016. LNCS, vol. 9783, pp. 334-353. Springer, Heidelberg
(2016). https://doi.org/10.1007/978-3-662-52993-5_17

Liu, F., Isobe, T., Meier, W., Sakamoto, K.: Weak keys in reduced AEGIS and
tiaoxin. JACR Trans. Symmetric Cryptol. 2021(2), 104-139 (2021)

Minaud, B.: Linear biases in AEGIS keystream. In: Joux, A., Youssef, A. (eds.)
SAC 2014. LNCS, vol. 8781, pp. 290-305. Springer, Cham (2014). https://doi.org/
10.1007/978-3-319-13051-4-18

Mouha, N., Wang, Q., Gu, D., Preneel, B.: Differential and linear cryptanalysis
using mixed-integer linear programming. In: Wu, C.-K., Yung, M., Lin, D. (eds.)
Inscrypt 2011. LNCS, vol. 7537, pp. 57-76. Springer, Heidelberg (2012). https://
doi.org/10.1007/978-3-642-34704-7_5

Nikolic, I.: Tiaoxin-346. Submission to the CAESAR competition (2014)
Sakamoto, K., Liu, F., Nakano, Y., Kiyomoto, S., Isobe, T.: Rocca: an efficient
AFES-based encryption scheme for beyond 5G. TACR Trans. Symmetric Cryptol.
2021(2), 1-30 (2021)

Sakamoto, K., Liu, F., Nakano, Y., Kiyomoto, S., Isobe, T.: Rocca: an efficient
AES-based encryption scheme for beyond 5G (full version). TACR Cryptology
ePrint Archive, p. 116 (2022)

Sanders, P., Schreiber, D.: Decentralized online scheduling of malleable NP-hard
jobs. In: Cano, J., Trinder, P. (eds.) Euro-Par 2022. LNCS, vol. 13440, pp. 119-135.
Springer, Cham (2022). https://doi.org/10.1007/978-3-031-12597-3_8

Schreiber, D., Sanders, P.: Scalable SAT solving in the cloud. In: Li, C.-M., Manya,
F. (eds.) SAT 2021. LNCS, vol. 12831, pp. 518-534. Springer, Cham (2021).
https://doi.org/10.1007/978-3-030-80223-3_35

Sun, L., Wang, W., Wang, M.: More accurate differential properties of LED64 and
Midori64. IACR Trans. Symmetric Cryptol. 2018(3), 93-123 (2018)

Sun, L., Wang, W., Wang, M.: Accelerating the search of differential and linear
characteristics with the SAT method. TACR Trans. Symmetric Cryptol. 2021(1),
269-315 (2021)

Takeuchi, N., Sakamoto, K., Isobe, T.: On optimality of the round function of
Rocca. IEICE Trans. Fundam. Electron. Commun. Comput. Sci. 106(1), 45-53
(2023)

Wu, H., Preneel, B.: AEGIS: a fast authenticated encryption algorithm. In: Lange,
T., Lauter, K., Lisonék, P. (eds.) SAC 2013. LNCS, vol. 8282, pp. 185-201.
Springer, Heidelberg (2014). https://doi.org/10.1007/978-3-662-43414-7_10
Zhang, X., Chen, Z., Cai, S.: ParKissat-RS (2022). https://github.com/
songful983/ParKissat-RS


https://doi.org/10.1007/978-3-319-94144-8_26
https://doi.org/10.1007/978-3-319-94144-8_26
https://doi.org/10.1007/978-3-662-52993-5_17
https://doi.org/10.1007/978-3-319-13051-4_18
https://doi.org/10.1007/978-3-319-13051-4_18
https://doi.org/10.1007/978-3-642-34704-7_5
https://doi.org/10.1007/978-3-642-34704-7_5
https://doi.org/10.1007/978-3-031-12597-3_8
https://doi.org/10.1007/978-3-030-80223-3_35
https://doi.org/10.1007/978-3-662-43414-7_10
https://github.com/songfu1983/ParKissat-RS
https://github.com/songfu1983/ParKissat-RS

®

Check for
updates

Cryptanalysis of Authenticated
Encryption Modes for Wireless
and Real-Time Systems

Alexander Bille and Elmar Tischhauser(®)

Department of Mathematics and Computer Science, University of Marburg,
Marburg, Germany
{bille,tischhauser}@informatik.uni-marburg.de

Abstract. Authenticated encryption (AE) plays a central role in build-
ing secure channels for wireless systems, with well-established AE
schemes such as CCM or GCM being widely used in security proto-
cols for wireless networks based on IEEE 802.11 (Wi-Fi), IEEE 802.15.4
(such as Zigbee), as well as LTE and 5G mobile networks. Having been
proposed as general-purpose AE schemes, they leave optimization poten-
tial for new algorithms specifically designed for wireless applications. In
this paper, we analyze the security of three such AE algorithm fam-
ilies, namely PFX, PFC and IAR, which were designed to guarantee
confidentiality and authenticity in a single-pass process while reducing
the number of block cipher calls and avoiding expensive operations like
finite field multiplications. As such, they were proposed as alternatives to
CCM or GCM for wireless systems, lightweight wireless sensor networks,
and real-time wireless applications.

In this paper, we describe universal forgery attacks on all three algo-
rithm families, allowing an adversary to compute valid ciphertexts and
authentication tags for any message of their choice without knowledge of
the secret key. All attacks only have linear complexity in the length of the
target message and as such are entirely practical, essentially as fast as the
encryption itself. Our attacks imply that the affected schemes should not
be used in practice, despite their attractive performance characteristics.

Keywords: Symmetric cryptography - authenticated encryption -
cryptanalysis - universal forgery attacks - wireless network security

1 Introduction

1.1 Motivation and Background

Wireless and mobile networks have become integral components of modern com-
munication systems, playing a central role in connecting individuals, devices, and
applications. Since it is common for such networks to handle sensitive and pri-
vate information, ensuring secure communication to protect transmitted data
against unauthorized access is of great importance.
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In order to achieve these security objectives, one usually uses authenticated
encryption (AE) schemes, which provide both confidentiality and authenticity
and integrity in one combined cryptographic primitive [4,24]. In many applica-
tions, e.g. secure software updates, healthcare IoT or smart grid management,
data authentication is arguably even more important than confidentiality.

Authenticated encryption schemes can broadly be divided into two main
categories: the generic composition [4] of an encryption scheme and a message
authentication code (MAC), and dedicated constructions aimed at integrating
both with more attractive performance or implementation characteristics. Many
AE schemes are modes of operation for a block cipher, meaning they can be
instantiated with any desired block cipher (for instance, the AES or GIFT [3])
as the underlying cryptographic primitive.

Authenticated encryption for wireless networks is implemented in the IEEE
802.11 (Wi-Fi) family of protocols. The WPA2 and WPA3 protocols employ
CCM for confidentiality and integrity [15]. CCM, a mode of operation for block
ciphers combining Counter (CTR) mode with CBC-MAC, requires two passes
over the message and hence two block cipher calls per message block.

In the context of low-power and resource-constrained wireless sensor net-
works, the IEEE 802.15.4 standard, used in applications like Zigbee, also uses
authenticated encryption in the form of CCM mode [16]. One main concern and
design restriction in the context of wireless sensor networks is extending the
operational lifespan of battery-powered devices.

In more recent wireless communication protocols such as Long-Term Evo-
lution (LTE) and 5G networks as well as in WPA3, Galois/Counter Mode
(GCM) [10,23] has gained prominence due to its parallelizable nature and effi-
ciency for high-speed data transmission, both to secure user data and control
plane signaling [11,15]. However, due to the use of large finite field multipli-
cations in addition to block cipher calls, GCM is not particularly suited for
resource-constrained environments.

Another particularly efficient scheme is the OCB mode [21,26,27], which is
widely standardized [17,22] and in the final portfolio of the NIST-sponsored
CAESAR competition [5]. It has the advantage of being a single-pass scheme,
requiring only one block cipher call per message block and being completely
parallelizable. Its patent status and large internal state however mean that OCB
has not found as widespread use as one might expect. However, OCB has been
considered in scenarios where minimizing overhead and achieving low-latency
communication are critical, such as in real-time applications within mobile
networks.

1.2 New AE Designs for Wireless and Real-Time Systems

Design constraints in wireless networks, including limited bandwidth, variable
channel conditions, and power constraints, necessitate the careful selection of
authenticated encryption schemes. The resulting trade-offs between security,
computational efficiency, and energy consumption are central for the inclusion of
these schemes in current and future wireless network protocols. As the landscape



Cryptanalysis of Authenticated Encryption Modes 25

of wireless communication evolves with emerging technologies like the Internet
of Things (IoT) and 6G, it remains an active research topic to improve upon
existing authenticated encryption schemes to better meet these specific design
constraints.

One particular need for resource-constrained platforms is to minimize the
amount of state (e.g., the number of keys or tweaks derived from the master key
and nonce) and auxiliary routines (such as finite field multiplication) beyond
simple block cipher calls. It is also important to achieve secure AE within a
single pass over the data and ideally with only one block cipher call per message
block.

These requirements have led to the proposal of several new AE schemes
specifically designed for use in wireless and real-time systems. In this paper, we
consider the PFX, PFC and IAR families of AE algorithms. PFX [13] is a family
of authenticated encryption modes designed to achieve single-pass AE with only
n + 1 block cipher calls for an n-block message. It relies on the idea of plain-
text feedback and consists of three individual variants, plain PFX as the basic
algorithm, and the two main new variants PFX-CTR and PFX-INC combining
ideas from CTR mode and GCM and OCB, respectively. Its main application
area are general-purpose wireless networks. The PFC [14] family of AE schemes
follows similar design ideas as PFX, but is tailored towards more lightweight
platforms such as wireless sensor networks and comes in two variants based on
CTR and OCB mode. Finally, TAR [12] is family of two AE modes TAR-CTR
and IAR-CFB developed for use in applications with real-time constraints. It
caters for a maximum acceptable system delay by using multiple authentication
tags.

All three families are designed to improve upon the state of the art in Wi-Fi
security by providing superior performance characteristics compared to existing
modes such as CCM or GCM. They are also accompanied by security proofs,
meaning that they are designed to offer confidentiality and authenticity up to
the standard birthday bound of 2*/2 provided the underlying n-bit block cipher
is secure. They also have in common that they are based upon widely used and
standardized secure building blocks such as the CTR, CFB and OCB modes of
operation.

We finally note that all AE schemes discussed in this section depend on
the uniqueness of a nonce for their security guarantees. The same holds for the
standard AE schemes such as CCM, GCM, and OCB. All of our attacks respect
this setting and never repeat nonces for queries with the same key.

1.3 Contributions

In this paper, we present universal forgery attacks on several authenticated
encryption schemes proposed for wireless and real-time systems, in particular
the PFX, PFC and TAR families of algorithms. These attacks allow the adver-
sary to create valid ciphertexts and tags for any message of their choice without
knowledge of the secret key in a chosen plaintext attack (CPA). We note that
the CPA setting is the standard security model in symmetric cryptography, and
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all schemes attacked in this paper actually come with a security proof in this
model. Our attacks hence also invalidate these proofs.

The basic attack strategy is to simulate the calls to block cipher encryptions
with the fixed but unknown key by auxiliary chosen plaintext queries. The results
from these queries can then be used by the attacker to compute ciphertext
and tag for an arbitrary message, resulting in universal forgery attacks. The
complexity of our attacks is also very low, namely linear in the length of the
target message of the forgery. This means that the effort to universally forge a
message for these schemes is basically equivalent to the effort of actually carrying
out the authenticated encryption algorithm with knowledge of the secret key.

Altogether, our attacks imply that the affected schemes do not provide the
claimed security guarantees and, despite their attractive performance character-
istics, should not be used in practice.

Outline of the Paper. We first describe the three algorithm families analyzed in
this paper in Sects.2 to 4. Section 5 outlines the attack model and the general
strategy for the universal forgery attacks, then presents our attacks on the PFX,
PFC and TAR families of authenticated encryption schemes. Section 6 concludes.
A detailed description of our notation can be found in Appendix A.1.

2 The PFX Family of Authenticated Encryption Schemes

The scheme PFX and its advanced modes PFX-CTR, PFX-INC and PFX-CBC
are authenticated encryption (AE) protocols designed by Hwang and Gope [13].
Their goal was to perform encryption and authentication with only n + 1 block
encryption calls and in one natural single process (referred to as “authencryp-
tion”). The main idea of this family is the use of plaintext feedback as seen
in Fig.1. Each mode has two variants for certifying the integrity of the mes-
sage. The first works with a so called indicator I which is a preshared value
between sender and receiver. This indicator “may not be confidentia” [13] and
therefore may be known to the adversary in an attack scenario. The second
variant encrypts the last block with a second key K’. Since the basic version of
PFX has some limitations compared to AE schemes such as CCM, its designers
only recommend this mode for improved authenticity and integrity over conven-
tional encryption-only modes such as CTR. For a full replacement of standard
AE schemes, they propose three advanced modes building on PFX: PFX-CTR
and PFX-CBC are a fusion of PFX with counter mode [6] and CBC mode [25],
respectively, whereas PFX-INC is a fusion with schemes including a increment-
ing function. The authors mention to use the incremental interface of GCM,
OCB, IAPM [19] or CWC [20] for their incremental function. Detailed algorith-
mic descriptions and illustrations for the encryption process of PFX, PFX-CTR
and PFX-INC are provided in Algorithms 1 and 2 and Figs. 1, 3 and 4 in Sect. 5
for easier cross-reference with the attack procedures.
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Fig. 1. The PFX authenticated encryption algorithm.

3 The PFC Family of Authenticated Encryption
Algorithms

The modes PFC-CTR and PFC-OCB [14] are authenticated encryption schemes.
Their motivation is to guarantee integrity and confidentiality with a small addi-
tional computation cost. Their schemes work with only n + 2 encryption block
calls for an n-block message and no other expensive functions, aiming at resource-
constrained platforms such as wireless sensor networks. The main idea consists
of plaintext feedback, the truncation of block cipher outputs to some most sig-
nificant bits and a double encryption for the tag. The scheme PFC-OCB is illus-
trated in Fig. 7 and is a fusion of the well-known OCB mode with the general
framework of PFC. This variant follows the OCB standard quite closely, and as
such is not affected by our analysis. When instantiated with a p-bit block cipher,
the plaintext and ciphertext blocks are r bits long and the tag consists of ¢ bits
with r < £ < p. The tag is computed by a double encryption where the number
of blocks (NOB) of the message is xored between the encryptions. The authors
specifically propose the PFC schemes for use in the context of wireless sensor
networks, Global Mobility Networks and cloud computing environments because
of their attractive computational properties. Detailed algorithmic descriptions
and illustrations for PFC-CTR are provided in Algorithm 3 and Fig.5 in Sect. 5
alongside the corresponding attack procedures.

4 The TAR Family of Authenticated Encryption Schemes

The authenticated encryption modes TAR-CTR and IAR-CFB [12] have been
developed for the use in real-time applications, in particular low-latency wireless
real-time networks. As for the other families a major focus is the efficiency.
Hence TAR-CTR and TAR-CFB use only n + 2t and n + t respectively many
block cipher calls for an n-block message. Both modes are designed to cater for
a system delay of ¢ encryption blocks. This delay can be adjusted according to
the time a message block is processed in a concrete application. The procedure
of the TAR schemes can be separated in three parts, as illustrated in Fig. 2.
The first part is ¢ blocks long without the plaintext feedback. The input of the
block cipher is not message dependent and could in principle be preprocessed.
In the second part, the remaining message blocks are encrypted where the input
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is xored with the ¢ previous (zero padded) plaintexts. The last part creates the
t authentication tags. Note that the TAR family use a p-bit block cipher, message
blocks of r bits and ¢t many ¢-bit tags with r < ¢ < p.

The first proposed mode TAR-CTR has its focus on the use of a counter and
double encryption for the tags, similar to the PFC family. The second mode
TAR-CFB makes use of ciphertext feedback after the initial ¢ ciphertext blocks,
meaning a ciphertext block is concatenated to the last one shifted by r bits in a
ciphertext feedback shift register (or in other words, the p — r least significant
bits are taken). For the first shift operation (during the computation of Cyy1),
the last counter value from the first part is used instead. A detailed description
and illustration of the encryption algorithm for IAR-CTR and IAR-CFB can be
found in Algorithm 4 and Figs.2 and 6 in Sect.5 alongside the corresponding
attack procedures.
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Fig. 2. The IAR-CTR authenticated encryption algorithm.
5 Attacks

In this section, we present several universal forgery attacks on the PFX, PFC
and TAR families of authenticated encryption modes. All these attacks allow an
adversary to produce valid ciphertexts and tags for an arbitrary message of their
choice in a standard chosen plaintext attack setting. Their complexity is always
at most linear in the length of the target message, which makes them completely
practical, essentially as efficient as running the encryption algorithm itself on the
same message.

5.1 Attack Model

We assume the adversary to be able to make chosen plaintext queries to the
scheme with an unknown but fixed key K, which is the exact model used for the
security proofs of PFX, PFC and TAR [12-14]. In detail, the rules for the adver-
sary are the following: The adversary does not know the key(s). The adversary
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can make chosen plaintext queries by asking for the encryption of some mes-
sages of their choice. Extra parameters such as IV or nonce may be set by the
adversary. To respect the design constraints of the modes, the adversary is not
allowed to ask for messages with repeating values for an extra parameter, e.g.
the adversary may not ask for two message encryptions with the same nonce.
In the indicator version of the modes of the PFX family, we assume that the
indicator is not known. When making requests, the correct but secret indicator
is used for the encryption.

The goal is to build a valid ciphertext-tag pair C1,...,Cy,T for an arbitrary
message M = M,..., M, of our choice out of these queries. When making
auxiliary chosen plaintext queries, these auxiliary messages need to be different
from M itself. Such a procedure constitutes a universal forgery attack on the
authenticated encryption scheme, since the adversary is able to forge arbitrary
messages of their choice without knowledge of the secret key.

5.2 General Strategy

Most of our forgery attacks are based on the general approach of simulating valid
encryptions through carefully crafted auxiliary queries, which we summarize in
the following observation:

Observation 1. Obtaining a block cipher oracle Ex(X) through one or more
requests to the authenticated encryption mode is equivalent to being able to per-
form the encryption and authentication process without knowing the secret key K
since the subsequent operations then depend only on values known to the adver-
sary.

The algorithm which implements such a block cipher oracle through auxiliary
chosen plaintext queries to the scheme is referred to as a gadget G which has
the property that G(X) = Ex (X) without knowledge of the secret key K.

In some schemes, the outputs of the block cipher calls are immediately trun-
cated to the most b significant bits. In these cases we create a gadget simulating
the combined process. We mark this property in the superscript of the gadget,
i.e. G*(X) = MSBy(Ex(X)).

5.3 Attack on PFX

We present a universal forgery attack on PFX in this section. Assume we want
to forge the authenticated encryption Ci, ..., C,, T* of the message M = M,
..., M, with initial value IV*.

We use the strategy described in Observation 1. In the case of PFX, the
inputs to the encryption query interface only consist of the IV and plaintext and,
depending on the variant, the indicator. We create a gadget Gppx simulating
calls to the block cipher E (-) by auxiliary chosen plaintext queries to the PFX g
authenticated encryption scheme. To obtain Ex (X) the gadget requests

PFXY (X) =C|, T
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with an arbitrary, unused IV # IV*. The block Cf is one-block result and T’
is the tag which is of no interest. Since ¢ = Ex(X) @ IV the gadget returns
Gprx(X) :=C| @1V = Ex(X).

Observation 2. With Gprx one can get Ex(X) for an arbitrary X without
knowledge of the key.

Now we can forge the ciphertext of our message by the following algorithm.

1. Use Gprx to obtain E'K(]\fl)7 . ,EK(Mn)

2. Compute C; = Ex(M;) ® M;_, with My =1IV™.

3. Request any j-block message M’ = My, ... ,Mj_l, M, with M,, as the last
block. The tag T" of PFXIIY (M') =C1, ..., C}, T' fits the demands since
(a) (indicator variant) 7' = Ex(I) ® M,, = T*.

(b) (two key variant) T = Ex/(M,) = T*.

The use of single-block auxiliary queries to PFX in the gadget means that the
above method cannot be used for forging single block messages. For this special
case, we can use an insertion variant which works for messages of length 1 (as
well as also for longer messages). This variant requests

PEXY (IV*, My,...,M,) = C},Cy,...,C, T

for some arbitrary IV, obtaining all the necessary ciphertext blocks for our
forgery. Only the block C{ is of no use and is discarded. In both the indica-
tor and the two-key variants of PFX, the token T* is valid as shown in the last
step of the above forgery algorithm.

Algorithm 1: Encryption PFXY (M;,..., M,)

Cp «— EK(Ml) oIV

for i =2 ton do
L Ci — Ex(M;) ® M;

if I # NULL then // indicator version
| T — Ex(I)® M,

else
| T — Ex/(M,)

return C4,...,C,, T

5.4 Attack on PFX-CTR

We now describe a universal forgery attack on PFX-CTR. Assume we want to
forge the encryption C,...,C,,T* of the message M = M, ..., M, with start-
ing value for the counter SV* and initial value IV*. First note that Observation 1
also holds for PFX-CTR, we therefore create a gadget Gprx.cTr simulating
Ex(X). The use of a starting value gives us more possibilities for the gadget.
To simulate Ex (X) the gadget requests
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PFXSY V(X ¢8V) =), T

with an unused IV # IV* and an unused SV # SV*. The block C7 is a one-block
result and 7" is the tag which is of no interest. Since €] = Ex((X © SV) @
SV) & IV the gadget returns Gprx.crr(X) := C] & IV.

Observation 3. For a given X the gadget Gpro.orr returns Ex(X) without
knowledge of the key K.

The universal forgery attack procedure is then as follows. Note that the indi-
cator I is not known to the attacker and that T* = Ex (I @ Ctr,+1) where
Ctrpa1 = SV* + n is the counter value on I when M is encrypted.

1. Use Gprx.cTR to obtain Ay,..., A, = EK(Ml D SV*), EK(MQ &) (SV* + 1)),

2. Compute C; = A; ® M;_, with My =IV*.

3. Request any j-block message M’ = My, ..., M;_1, M, with M, as the last
block and let SV/ = SV* + n — j. The tag T' of PFX5 V(M) = ¢, ...,
C%, T" with an arbitrary IV # IV* fits the demands since
(a) (indicator variant) the starting value SV* + n — j is so chosen that the

counter value for the indicator is (SV* +n — j) + j = SV* + n. Hence,
T' = Ex(I® (SV* +n)) @& M, =T*.
(b) (two key variant) T" = Ex:(M,) = T*.

Due to the freedom provided by choosing the starting value, the same procedure
also works for one block messages, so no special variant is required for this case
as was necessary for PFX.

Fig. 3. The PFX-CTR authenticated encryption algorithm.

5.5 Attack on PFX-INC

In this section, we show a universal forgery attack on PEX-INC for the two key
variant. Furthermore, we present a universal forgery attack when the indicator is
known to the adversary, which is within the security model of PFX-INC. Since
PFX-INC follows the pattern of increment-based schemes, we assume that a
nonce is part of the scheme and incorporated into the first increment as indicated
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Algorithm 2: Encryptions of PFX-CTR and PFX-INC

PFX-CTRY ™Y (M, ..., My,): PEX-INCRo™®(My, ..., M,):
Ctr; «— SV A — Init(Nonce)
01 «— EK(M1 (&) CtI‘l) Ay «— Incy (A)
Ci—1IVe O, O1 — Ex (M1 & Ay)
for i =2 ton do CL+— 018 A

Ctr; «— Ctr;—1 + 1 for i =2 ton do

Oi — EK(MI (&) CtI‘i) Az — Incl(A)

Ci— Mi_180; O; — Ex(M; @ 4A;)
if I # NULL then // indicator L Ci e Mie1©0:i® A
version if I # NULL then // indicator

Ctrp+1 <« Ctry, + 1 version

Ony1 — Ex(I @ Ctrpt1) Apt1 — Incpyi1(4)

T « My ® Ont1 Ony1 — Ex(I® Anyr)
else T — My, ®Opny1 ® Ant1

| T — Ex/(M,) else

| T — Ex/(M,)
return Cy,...,Cy, T

return C4,...,C,, T

in Algorithm 2. First, assume we want to forge the encryption Cy,...,C,,T*
of the message M = M;,..., M, with nonce N* in the two key variant. Since
the tag depends only on the last block, the adversary asks for a message with a
doubled last block. This means that one can ask for

PFX-INCY (My,..., My, M) =Ci,...,Cp,Clpy, T

Since the tag T' = Ex/(M,,) is the same for all messages with equal last block
the equation, T* = T" holds. The block Cj,; is of no use and can be discarded.
The remaining blocks are our valid ciphertext-tag pair.

Now, for the indicator variant of PFX-INC, assume that the pre-shared indi-
cator I is known to the adversary. Again, we want to forge the encryption
Ci,...,C,, T* of the message M = Mjy,..., M, with nonce N* in the indi-
cator variant. We take advantage of the fact that the indicator is encrypted in
the same way as the other blocks. Hence, we request the extended message

PFX-INCY (M, ..., M,,I)=Cy,...,Cn, Oy, T

In this scenario the tag 7" is of no use for us. But the block C},,; fulfills the
demands for the tag because C;, | = E(I ® Apy1) ® Apq1 @ My,. Hence, T =
C;, .1 and we get the desired ciphertext with its valid tag.

n
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Fig. 4. The PFX-INC authenticated encryption algorithm.

5.6 Attack on PFC-CTR

We demostrate a universal forgery attack on PFC-CTR. Assume we want to forge
the encryption C1, ..., Cy, T* of the message M = My, ..., M, with initial value
IV*. Again, we create a gadget Gppc_cpgr simulating MSB, (Ek (X)). To obtain
the result of MSB,.(E(X)), Gpro.orr asks for

PFC-CTRY (M}, M) = C},C,, T’

with an arbitrary block Mo, an unused IV # IV* and M| = X @ (IV + 1).
The idea of this gadget is to get the result from the second ciphertext block
because of the freedom provided by the choice of IV and M{ in the equation
(IV + 1) ® M{ = X. Hence, the gadget returns Gppo ot (X) = C% & Mo.

The tag now needs to be computed in a different way than the ciphertext
blocks. We will take the advantage of the fact that the tag depends only on the
length of the message NOB, the last block and the initial value. This means that
the tag remains the same as long as the last block, the number of blocks and
the initial value are the same. We can then forge our message by the following
procedure:

1. Use Gppeorp to obtain Ay,..., A, = MSB,(Ex(Ctr1)), MSB,(Ex

(Ctry @ My)), ..., MSB,.(Ek(Ctr, & M,,_1)) with Ctr, =IV* 4+i — 1.

Compute C; = A; & M;.

3. To get the tag request PFC—CTRIV*(Ml, ey My, M) = C,..,CH T
with arbitrary Mq,...,M,_1.

o

Note that the ciphertext blocks C1, ..., ), can be also obtained by only one
request via an insertion variant of the above algorithm. In this case, we ask for
PFC-CTRY ~Y(My, My, ..., M,)) = C, Cy, ..., Cpn, T' with an arbitrary block
M. This gives us all the necessary blocks for the forgery.

5.7 Attack on IAR-CTR

Assume we want to forge the encryption Ci,...,Cy,T1,...,T; of the message
M = M,...,M, with initial value IV*. To achieve this we create a gad-
get GIap.crr to simulate MSB,. (Ek (X)) and get the tags by a special request.
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@

Fig.5. The PFC-CTR authenticated encryption algorithm.

Algorithm 3: Encryption PFC-CTRY (M., ..., M,)

Ctry < IV Ctrp41 < Ctr, +1
01 — Ek(Ctr1) T — Ex (M, & Ctrny1)
(&3] HMl@MSBT(Oﬂ On+1 HE}((NOB@T@CH‘»,HJ)
for i =2 ton do T «— MSB¢(On+1)
Ctr; « Ctr;—1 +1 return C4,...,C,, T

O «— Ex(M;—1 @ Ctry)
C; — M; ® MSBT(Ol)

The simplest option for such a gadget would be to set the initial vector such
that the first output block is used for the simulation. However, this does not
work whenever one block M; happens to equal IV* + 1. To avoid this scenario
we prepare a message such that the j-th ciphertext output block will be used
with j > t. To obtain MSB,.(Ex (X)) the gadget picks a (preferably small) 7 > ¢
and chooses some M} _; and an unused IV’ # IV* subject to the constraint

X = (Mj_,][0..0) & (IV' + j).

Let M' = My,... My, ,Mj,...,M, a new g-block message with M;_,
as the (5 — t)-th block. The other blocks can be set to arbitrary values. The
gadget GIop.crr then asks for

IAR-CTRY (M') =C4,...,C},...,CL.TY,..., T}

At last, G{ag_crr returns Giap_orr(X) == C} @ M;.
Observation 4. For a given X the gadget G4 p_orgr simulates MSB, (Ek (X)).

To obtain the tags we take advantage of the fact that the tags depend only on
the counter, the number of blocks and the last ¢t message blocks. Let Mrag =
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My,...,My_¢_1,M,_¢i1,..., M, be the message with the same ¢ last blocks as
M and some arbitrary ones for the other blocks. Hence we get the tags by the
request

IAR-CTRY (Mqac) =C4,...,C.\Ty,..., Ty (1)
A problem occurs when n = ¢ because then M = Mrag and a request of the mes-
sage M is not allowed by attack model. To handle this issue, we create another
gadget GY AR.cTR to obtain a desired tag. Consider the following calculations.
Let Ctr; = IV* 4+ 4. One tag T; is constructed by the formula
E = MSB@(EK(’N, (&5) CtI‘n_,_i (&) EK(Ctrn+1 D Mn—t-HHOO))
The task is to find another initial value IV’, number of blocks n’ and some
message blocks such that we get the same T;. Let Ctr; = IV’ +i. By
T; = MSBy(Ex (n' @ Ctr:z/-i-i &) EK(CU":I/_H D M;z’—t-',-iHO“O))
we get the following constraints:
Ctrt+i D Mn—t—i—iHOnO = Ctr{n/_H- D Mrlb’—t+i||0"05
n ® Ctrpy; =n' & Ctry,
By transforming these equations we get
Ctrtﬂ- (&) Ctr;l/+i = n7t+i||0~~0 D Mr/y/ft+i||0"07
Ctrpt: @ Ctr%,_ﬂ» =ndn/,
=d = Ctryy; ® Ctrly; = My—144][0.0® M), _, ;][0.0=n&n'.
It follows that difference d has to be greater or equal to 2P~" because of d =

M, —¢4i]]0..0® M, _, ,;]/0..0. By choosing d one gets the necessary variables n',
M), . ;, and IV'. Let My, be the message

n

Mla AR Mn’7t+i71a MnftJri 2] MSBr(d)7 Mn/7t+i+1, cee 7Mn’

with the desired block at the (n’ — ¢ + i)-th position and the remaining blocks
set to arbitrary values. Hence we can get the tag T; by the following request

IAR-CTRY ®4(Mp) =Y, ...,CL.,T), ..., T}, ..., T}

Observation 5. With given p-bit integers n, ¢ and r-bit block Zy the gad-
get G4y p_orp returns MSBy(Ex (n@® c® Ex (c® Zo||0..0))). This can be used to
simulate a tag for IAR-CTR.

We can now forge the desired message by the following procedure:

1. Use Gisp.cTr to obtain A;,... A, = MSB,(Ex(IV" + 1)), ...,
MSB, (Ex (IV* + t)).
2. Use Gipg. g to obtain A1, ..., A, = MSB,(Ex((IV* +t+ 1) & My)),

.oy MSB,.(Ex ((IV* +n) @ (My_y))).

3. Compute C; = A; ® M.

4. Get the tags Ty, ..., T; by the above-mentioned request (1) if n # t. Otherwise
use the gadget Gisg_orr to obtain the tags.
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Algorithm 4: Encryptions of IAR-CTR and IAR-CFB

IAR-CTRY (M, ..., M,): IAR-CFBY (M, ..., M,):
Ctrg « IV Ctrg <« IV
fori=1totdo fori=1totdo
Ctr; <« Ctr;—1 +1 Ctr; « Ctr;—1 + 1
O; «— EK(CtI‘i) O; — EK(Ctri)
fori=t¢t+1 ton do Y; = Ctr;
Ctr; « Ctr;_1 +1 for:=t+1 ton do
O; «— EK((sztHOO) D Ctri) Y, — LSBP,,-(Y;;ﬂHCz;t
C; — M; & MSB,-(0;) O; «— Ex((M;—+]0..0) ® Y;)
fori=n-+1ton+tdo | Ci — M; © MSB,(0:)
Ctr; « Ctr;—1 +1 fori=n+1ton-+tdo
T «— EK((MZ_tHOO) (&%) Ctri) Y, — LSBp_T(Y;'_l)HCi_t
O; HEK(NOB@H @Ctrn+1) O; — EK((MiftHO.,O)EBY:;)
Tin — MSBZ(Ol) Tin — MSBZ(Oz)
return Ci,...,Cy,T1,..., Tt return Cy,...,Cp,T1,..., T}

5.8 Attack on IAR-CFB

In this section, we present a universal forgery attack on IAR-CFB for the case
where ¢ > [2]. This scenario is not only within the specified requirements for
these parameters but also entirely practical (see e.g. the experiments in [12]),
considering that if r is relatively small compared to p, the number of block cipher
calls per message increases, reducing the efficiency of the scheme.

Assume we want to forge the encryption Cy,...,Cy,,T1, ..., T; of the message
M = My, ..., M, with initial value IV*. Note that the input for the block cipher
is not known immediately since the delayed ciphertext is used as part of the
input. We create two gadgets GTag_cpp and Giag cpp to simulate MSB,.(E(X))
and MSB/(E(X)), respectively. The first gadget Gisp cpp makes use of one
of the first ¢ encryptions. Let 1 < j < t be the desired index position. To
obtain MSB, (Ex (X)) on the j-th position the gadget Gl cpp asks for

IAR-CFBy 7/ (My,..., M) =C;,...,C,T},..., T}

with an arbitrary M;. Since C] = MSB,(Ex(X)) ® M; this gadget returns
Giar.cr(X) = C} © M;. We do not fix one position j due to the freedom of
initial vectors we can choose. This comes in quite handy for the next gadget.

Observation 6. The gadget Ggp_cpp returns MSB,(Ex (X)) for a given X.

In the following the idea behind the second gadget Gipg cpp is explained.
We take advantage of the fact that the chained value Y; (see Algorithm 4) which
is used as the input for the ciphertext is updated by the delayed ciphertext
blocks. Let g = [2]. After g blocks we have full control of this chained value.
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Fig. 6. The TAR-CFB authenticated encryption algorithm.

For the sake of simplicity we assume that r|p. The adjustment for the case r t p
is described in Appendix A.3. Hence g = 2. Furthermore, let X be the desired
message. We split X into g equal sized parts X1, ..., X,. The gadget Gfsn_crp
uses the g-th tag as the result of a t-block message. Before X is used as the input
of Ex it will be xored with M||0..0. Thus, we have to set the ciphertexts as

=C1® My and X, = C; for 2 < i < g. Due to C; = M; & MSB, (Ex (Ctr;))
we know that

M; = X; & M, & MSB,.(Ex (Ctry)), (2)

By the following we obtain a procedure for computing the auxiliary message
which has to be requested to obtain MSB,(Ek (X)):

1. Find unused IV’ such that all of {Ctry,...,Ctry} and IV —j for 1 < j <t
are unused as the initial vector with Ctr; = IV’ + 4.

2. Obtain A; = MSB,.(Ek (Ctr;)) by Gisr_cpp such that IV' is still unused for
a request.

3. For 2 <i<gset M/ =X, ® A; (because of (3)).

4. Set M{ = X, ® A1 & M, (because of (2)).

Now, to obtain MSB,(Ex (X)) we ask for

IAR-CFBY (M{,..., M., Myi1,..., M) = Cf,...,CLT,..., T,
where Mj, ..., M; and IV’ are obtained by the above procedure and the other
blocks are arbitrary. Finally return G¥yg_cpp(X) = T, = MSB(Ek (X))

Observation 7. With G{,p crp one can get MSBy(Ex (X)) without knowledge
of the key by g many calls of G4 pr_cpp and one oracle request.

We now have all the required tools for our universal forgery attack:

1. Obtain O; = MSB,.(IV* + i) by Glasp.cpp for 1 <i <t.
2. Compute C; = M; & O;.



38 A. Bille and E. Tischhauser

3. Let Y; = Ctry, fort+1<i<n

(a) Compute Y; = LSB,,_,.(Y;_1)||Ci—¢

(b) Obtain O; = MSB,.(M;_¢]|0..0 @ Y;) by Gisr.crp-
4. Forn+1<i<n+t

(a) Compute Y¥; = LSB,,_,.(Y;_1)||Ci—¢

(b) Obtain T;_,, = MSB¢(M;_4|[0..0 & Y;) by Gfsr_crp-

The resulting ciphertext blocks and tags yield the desired forgery.

6 Conclusion

In this paper, we have analyzed the security of three AE algorithm families,
namely PFX, PFC and IAR, which were designed as improvements to general-
purpose well-established AE schemes such as CCM, GCM or OCB which are
widely used in security protocols for wireless networks based on IEEE 802.11
(Wi-Fi), IEEE 802.15.4 (such as Zigbee), as well as LTE and 5G mobile networks.
The design objective of PFX, PFC and TAR was to guarantee confidentiality and
authenticity in a single-pass process while reducing the number of block cipher
calls and avoiding expensive operations like finite field multiplications. As such,
they appeared to be well-suited alternatives to standard modes such as CCM or
GCM for wireless systems, lightweight wireless sensor networks, and real-time
wireless applications.

Our analysis however indicates that these AE schemes cannot provide their
claimed security guarantees. We described universal forgery attacks on all three
algorithm families, allowing an adversary to compute valid ciphertexts and
authentication tags for any message of their choice without knowledge of the
secret key. All of our attacks only have linear complexity in the length of the
target message and as such are entirely practical. Overall, our analysis implies
that the affected schemes should not be used in practice, despite their attractive
performance characteristics in the context of wireless and real-time networks.

It remains an interesting open problem to adapt existing well-established
and secure cryptographic primitives for authenticated encryption more to the
specific requirements of wireless network applications, especially in the context
of lightweight wireless sensor nodes or real-time constraints. The forgery attacks
on PFX, PFC and TAR illustrate the need for thorough and long-term secu-
rity analysis of new cryptographic algorithms before considering their deploy-
ment, emphasizing the importance of adhering to well-established standardized
cryptographic algorithms. For applications where standard solutions such as
CCM or GCM are not ideal, a promising line of research would be to com-
paratively evaluate the NIST lightweight cryptography standard Ascon [7-9] as
well as algorithms from the CAESAR final portfolio, which besides Ascon include
ACORN [28] with a lighweight focus, AEGIS [29] and OCB for high-throughput
networks, and Deoxys [18] and COLM [1, 2] for scenarios where defense in depth
against e.g. nonce misuse is required. These algorithms have already received
extensive cryptanalytic scrutiny over a couple of years and could potentially be
included in future versions of standards for wireless encryption.
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A  Appendix

A.1 Notation

In the following we briefly define some notation used in this article. Let M and
C respectively denote the bit strings containing the plaintext message and its
encryption in some mode by a block cipher Ex with the secret key K. Subscripts
for M or C, like M;, denote the i-th block of M or C' respectively. The size of
each block depends on the used block cipher (typically 64 or 128 bits). The
operator A @ B is the bitwise xor operation on two bit strings A and B. The
output of a MAC is called tag and denoted by the variable T'. The selection of
the b most or b least significant bits of a bit string is written as MSB,(+) and
LSBy(+), respectively. The total number of blocks of a message is referred to as
NOB. The operator || denotes concatenation of two bit strings. We use 0..0 to
abbreviate the repetition of zeros up to a number (such as the block size) which
is clear from the context.

A.2 PFC-OCB Scheme

(7]
Ex Ex

Fig. 7. The PFC-OCB authenticated encryption algorithm.

A.3 Adjustment for G’fAR_CFB for the Case r 1 p

In the following we explain how to adjust the gadget Gf AR.crp for the case r { p.
Let g = [2] and let ¢ = p mod r. First, we consider the case for g > 2. Then,
the case g = 2 will be discussed. We split the input X in the parts Xi,..., X,
where only X7 consists of ¢ bits and all other blocks of r bits. In this case, the
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message block M, influences X; and X5, see Fig.8a for a visualization. This
yields the equations

X; = LSB,(Cy) & MSB,(M,), (4)
Xy = Cy & LSB,_,(M,)||0..0, (5)
X, =C;. (6)

By combining these equations with C; = M; ® MSB,.(Ek (Ctr;)) we obtain the
following relations:

LSB,(M;) = X; & MSB,(M,) & LSB,(MSB,.(Ex (Ctry))), (7)
My = X5 & LSB,_4(M,)]|0..0 & MSB,.(Ex (Ctrs)), (8)

from which we can replace the last two steps (3 and 4) of the message creation
step of Gf\r_cpp With three ones above.

[ H, = LSB,(MSB, (Ex (Ctry))) ] Hy = MSB, (Ex (Ctry)) ]

S2)
S2)

] o G, ] [ LSB,(M;) ] My ]

T & T & 1 T ] O — v |
(a) Case g > 2 (b) Case g =2

Fig. 8. Illustration of the computation of X in the message creation part for Giar-crB
in the case r { p. Note that M, is r bits long while X; and LSB,4(C1) consist of ¢ = p
mod 7 bits.

Now we consider the case g = 2. Similar to the above case we replace the
formulas for the message creation part. Let s := r — g. See Fig. 8b for the depen-
dencies in this case. Note that the ciphertexts C; and LSB,(C1) are replaced
with LSB, (M) & LSB,(MSB, (Ek (Ctr1))) and My & MSB, (Ek (Ctry)) respec-
tively because of C; = M; & MSB,.(Ex(Ctr;)). For ease of presentation, let
H, := LSB;(MSB,(Ek(Ctr1))) and Hs := MSB,(Ex(Ctrs)). For the s most
significant bits of X5 there is an “overlap” of two different parts of My as seen
in the equations:

LSB,(X;) = LSB,(M,) & LSB, (Ha), (10)
MSB,(X5) = LSB,(My) & MSB, (M) & MSB,(H,), (11)
X; = MSB,(M,) ® LSB,(M;) ® Hy. (12)

For this overlap we will define MSB;(M>) bitwise. Let P[i] denote the i-th bit
of P. For ¢ <1i < g+ s we compute

Msli] == Xy[i] + Mali — q] + Hali]. (13)
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The ¢ least significant bits of Ms can be computed directly by (10). After the
computation of My the desired bits of M; are obtainable by (12). The adjustment
is done by replacing the last 2 formulas in the auxiliary message creation part
of G{sgr_crp by these ones for M; and Ma. This concludes the universal forgery
for this case.
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Abstract. In ToSC 2/2018, Grassi introduced mixture differentials for
the AES. A mixture takes a pair of texts and derives a second pair from
mixing parts of the first one. The conditional probability of the second
pair to follow a certain (truncated) differential is then strongly influenced
by that of the first pair. Mixtures found various follow-up applications for
attacks, leading to Bar-On et al.’s fastest key-recovery attacks on 5-round
AES, the fastest boomerangs on up to 6-round AES, or to Bardeh and
Rgnjom’s 6-round distinguisher. However, mixtures are not limited to the
AES. Among the recent proposals of AES-based ciphers, TweAES aug-
ments the AES by a tiny tweak that is expanded with a simple code and
added to the first two rows. Inspired by the observation that the tweak-
expansion code of TweAES effectively thwarts tweak-induced mixtures,
we propose higher-order mixtures as a generalization. To demonstrate
their applicability, we describe a 6-round distinguisher and a 7-round
key recovery attack on TweAES.

Keywords: Secret-key cryptography - Differential cryptanalysis - AES

1 Introduction

Recent Distinguishers on the AES. The recent years had seen much crypt-
analysis on round-reduced AES, where the community has identified several novel
distinguishers, such as mixture differentials [18], yoyos [32], multiple-of-n prop-
erties [20], and truncated differentials with small probability distance to an ideal
permutation [19]. In the sequel, they were refined and led to more efficient attacks
on round-reduced AES, such as more efficient five-round attacks [3], six-round
distinguishers [5,6], and six-round attacks [16].

Mixture-Differential Cryptanalysis. Mixture differentials represent a pow-
erful variant of conditional differentials. Given a pair of texts (x,z’) that dif-
fer in at least two distinct cells z; # ) and z; # xg, one can build a mix-
ture pair (u,u’) # (x,2') such that (u;,uj) = (v4,2;) and (uj,u}) = (@7, 7).
Then, one considers the differential propagation of Ax = z & 2’ to an out-

put difference Ay through the cipher and the propagation of the difference
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Au = u & u' to some difference Av, conditioned on Axr — Ay. If the prob-
ability of Pr[Au — Av|Azx — Ay| is higher or lower than that for an ideal
permutation, it can produce a distinguisher.

For the AES, Grassi [18] showed that four-round AES exhibits deterministic
mixture-differential trails, which was derived from the observation in [20] that
the set of all eight mixture pairs in a column or diagonal space guarantees that
the cardinality of truncated differentials is a multiple of eight. This fact that had
been generalized by Boura et al. [9].

The properties for high-probability mixture differentials in the AES stem
from its SPN structure and linear layer. Bardeh and Rgnjom [5,6] extended
them to probabilistic distinguishers on up to six rounds of the AES. Bardeh
and Rijmen [4] outlined the relation to related differences; Xie and Tian showed
the absence of six-round deterministic mixtures on AES [35]; Qiao et al. [29-31]
automated the search for mixtures with a MILP-based approach.

Towards Higher-Order Mixtures. The previous works on AES mixtures had
considered the difference between pairs, although they had already studied the
cardinality of the set of such conditioned pairs. However, there are AES-based
primitives and settings where forming mixture pairs is obstructed. One good
example is TweAES that served as instantiation in the NIST LwC candidate
ESTATE [11,12]. TweAES is an instantiation of their ElasticTweak framework
that extended the AES by a tiny tweak that allowed to derive a small family
of independent block ciphers for efficient domain-separation in authenticated
encryption schemes. In its tiniest variants, TweAES adds only a four-bit tweak
for this purpose. While the AES round function still possesses the structural
properties that allow mixtures, the tweak expansion seems to efficiently prohibit
mixtures induced by tweak differences, which could allow to pass two rounds for
free. For such and similar cases, we propose higher-order mixture differentials
that study differences between 2% pairs for & > 2. While higher-order mix-
tures naturally represent a special case of higher-order conditional differentials,
it seems to be an interesting subcase that may invite further research.

Outline. In what follows, we provide the necessary notions and descriptions
of mixtures, the AES, and TweAES. We show the inapplicability of conventional
(first-order) mixtures to induce mixtures from tweak differences for TweAES with
four-bit tweaks in Sect. 3. For comparison, we describe partial mixtures and the
application to TweAES as an alternative avenue in Sect. 4. We define higher-
order mixtures in general in Sect. 5 before we show a distinguisher on six rounds
of TweAES with four-bit tweaks that we extend to a seven-round key-recovery
attack in Sect. 6. We conclude in Sect. 7.

2 Preliminaries

General Notations. For a non-negative integer k, we write [k] = {1,...,k},
and [0..k] = {0,1,2,...,k}. We denote by Z, the ring of non-negative integers
modulo g and by I the finite field of characteristic ¢ and power k. We represent
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functions and variables by upper case letters and indices by lowercase letters, sets
by calligraphic letters. Moreover, we use bold variables for vectors and matrices.

We employ typewriter font for hexadecimal values or values in fields. Let
X,Y € F% for some positive integer n in the following. Then, we denote by X ||Y
the concatenation of X and Y, by X @Y their bitwise XOR. For all X € F3, we
index the bits X = (X,,—1 ... X1 Xo) where X,,_1 is the most significant and X
the least significant bit of X. We write wt(X) for the hamming weight of a vector
X and [i..j] for the integer interval {i,i+1,...,j}. For all-zero or all-one-element
vectors of m elements each, we write 0™ = (0,0,...,0) and 1™ = (1,1,...,1),
respectively. For a set X', we denote by X « X that X is sampled independently
and uniformly at random from X. For vectors x, y, ..., we write span (z,y,...)
for their span.

2.1 Brief Overview of The AES

Brief Definition. We recall only those details of the AES that are necessary
for understanding in this work. The AES [13,27] is a substitution-permutation
network that transforms 16-byte plaintexts through 10, 12, or 14 rounds in its
version with 128, 192, or 256-bit key, respectively, where each byte is interpreted
as an element of a field Fas, and the state as being in F3$ or IF4X4 we will refer
to them also as cells. We will write i for constants to hlghhght that they refer
to elements of Fys.

Almost every round consists of the operations SubBytes (SB), ShiftRows (SR),
MixColumns (MC), and a round-key addition with a round key K°. Before the
first round, an additional whitening key K° is XORed to the state; the final
round omits the linear MixColumns operation.

We write S® for the state after Round i, and Si[j] for the j-th byte, for
0 <i<10and 0 <j <15. Though, we interchangeably also use the indices for

a matrix z € F4X* with the usual byte ordering of either
To Ty Tg T12 Z0,0 0,1 L0,2 0,3
T1 Ty Tg T13 or T1,0 T1,1 1,2 T1,3
T2 X6 10 L14 T2,0 L2,1 £2,2 2,3
T3 X7 T11 T15 T3,0 3,1 £3,2 3,3

When using two-dimensional indices, we assume, all indices are modulo four.

We denote by R[K?] =9¢f AK[K?] o MC o SR o SB one application of the AES
round function and by Sgg, S¢g, and Sf; the states in the r-th round directly
after the application of SubBytes, ShiftRows, and MixColumns, respectlvely We
denote by R =4t AK[KZ] 0 SR 0SB the reduced final round and K = MC™1(K7)
an equivalent key of K* transformed through the (bijective) inverse MixColumns
operation. Later, we will also use the overline notation such as MC to refer to
inverse operations. Finally, M denotes the MixColumns matrix.

Spaces in the AES. Grassi et al. [21] introduced column, diagonal, anti-
diagonal, and mixed spaces that will alleviate our descriptions. Let {eg o, ...,
es,3} be unit vectors of IP’;“, where e; ; has a single 1 in Row ¢ and Column j.
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