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Abstract DTN is the latest growing technology having unique characteristics such
as longer delays, intermittent connectivity and limited resources or constrained
resources. Delay tolerant networks is a store and forward method which delivered
the messages to the nearest potential forwarder by replicating copies of the original
messages. DTN is created to handle long delays in wireless networks and handle
the intermittent connectivity. An information at particular node is delivered only if
it has higher particular than the current node. DTN is studied and implemented in
opportunistic network environment (ONE) simulator. DTN is having characteristics
like disconnected paths, long delays, higher mobility, uplinks, and downlinks, which
leads to network vulnerabilities. These vulnerabilities lead to the compromisation
of nodes and can cause security threats as these compromised nodes can disrupt
the routing protocols in the network. DTN is exposed to different network layer
attacks. Attacks on network layer like gray hole and black hole attack can destroy
the topology of the network resulting in loss of data and damage to the network.
This paper discusses about the black hole, type of black hole attacks, and different
detection techniques in delay tolerant networks.

Keywords Delay tolerant network (DTN) - Wireless networks + Network
connectivity + Opportunistic network environment (ONE) - ONE simulator

1 Introduction

A DTN is an ad-hoc network which tries to resolve various issues of heterogeneous
networks such as facing failures in point to point and continuous\ connectivity. DTN
is extremely useful in various applications areas such as: providing connectivity in
remote areas where providing an infrastructure connection is costly, wireless sensor
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network for tracking wildlife animals and birds, military communications and control
sensors, and equipment. DTN networks are highly desirable for use in war-prone
areas, remote places in relief efforts, and in disaster scenarios. DTN which is also
known as delay and disruption-tolerant network is used where there is a lack of
connectivity in the network which results in spontaneous end-to-end paths being
insufficient for communication. In such cases where there are no network infrastruc-
tures, a critical mode of communication can be given by DTNs network. DTN is
a complete wireless network as there is no base station as compared to an existing
wireless network.

DTN is a type of architecture in which it can forward, store, or carry the messages.
It stores information in the node buffer until a possible forwarder is found and forward
it to the next node’s buffer which is available in the network [1].

In DTN protocol stack, there is a bundle layer, and in this layer, the messages
are stored as “bundles.” These bundles are sent as soon as they come across with a
receiver node. The requirement for DTN network is due to node disconnection by
equipment failure (Fig. 1).

In DTN, message transmission through intermediate nodes is difficult because
the intermediate nodes can act as a malicious node, a malicious node either drop the
message or not forward the message to the destination.

In DTN, in scenarios where nodes have intermittent and opportunistic communi-
cation connectivity, networks are established. DTN does not have a very large storage
space, very limited power supply, and battery-operated devices may be used. One
of the challenges of DTNS is the intermittent connectivity while another challenge
may be handling misbehaving nodes. Misbehave means acting badly or improperly.
Misbehave node in a network does not perform its task properly. It is possible to
classify misbehaving nodes into two types: malicious and selfish. A selfish node is
one which drops all messages to save its own energy and prefers not to contribute
to the network while forwarding only its own packets or messages. Malicious nodes
acts as a forwarder and sends copies of the original message to as many nodes as
possible. These nodes attempt to hamper various parameters of the network. Mali-
cious nodes attack routine network operations and are not concerned about their
gains in the process. To handle these types of nodes, DTN security protocols must
be more invulnerable and powerful. The existence of such nodes in vehicle DTNs
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results in the loss of crucial data or messages that may trigger more road accidents
or may cause resource wastage in resource constraints DTNs.

The structure of the paper is defined below. Architecture of DTN is discussed
in Sect. 2. While challenges in DTN are discussed in Sect. 3. In Sect. 4, we had
discussed AODV protocols, black hole attacks, and different detection techniques.
In Sect. 5, conclusion and future work is discussed.

2 DTN Architecture

In extreme and challenging environmental conditions, continuous connectivity is not
feasible. DTN research group [2] developed the architectural and protocol design
principles required to address this problem and provide interoperable communi-
cations in such environments. Example-space network (SN), deep space network
(DSN), military equipment, underwater submarines, forms of disaster response, and
ad-hoc sensors/actuator networks.

Initially, Kevin Fall proposed the challenged network in delay tolerant networks in
2003, but it was properly documented and standardized by the DTN research group
as RFC 4838 in 2007 [3, 4]. Message switching abstraction is a key component in
the DTN network and is developed to work as an overlay network. It works on top of
protocol stack for the various types of networks to make provision for the gateway
feature between them, also called ‘bundle layer’ [5].

The DTN architecture requires a small re-vamp of the design of the Internet
protocol layer that had already been developed. Depending on their appropriateness
for each region in the network, the transport layer below the bundle layers is chosen.
Figure 2 gives us an idea or an overlay of how the bundle layer looks like compared
to the Internet protocol layers.

3 Challenges in DTN

We discussed various challenges during data transmission in DTN in this section.
These are the following areas:

i.  Capacity to Store: The capacity to store message of every node is limited or
confined. Due to this, at whatever point an experience happens to the node, the
node attempts to swap each and every information they have in their storage
or buffer. If the nodes have an unlimited storage capacity, the node will flood
it with similar kind of information or messages, and adversity will arise [6].

ii.  Battery or Power Constraints: The battery or power constraint is limited to the
node. So, the node have to perform their operations in that limited battery.

iii.  Network Capacity: Limiting the basic system is also a crucial element in deter-
mining the measure of information that can be transmitted. On the off chance
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Fig. 2 DTN bundle layer architecture

that, in the mid of experience, different nodes are trying to forward informa-
tion, and the system may be congested. Therefore, this component decides
whether or not to divide a message or data packets with a specific end goal of
transmitting it from source to target node.

iv.  Encounter Schedule: Every node has a specific end goal of sending the data
from the transmitter to the destination node, the node will not transmit if the
receiver’s node is unreachable and immediately transmit the message to the
receiver’s node if it becomes reachable.

4 AODYV Protocol

4.1 Ad-hoc on Demand Distance Vector Protocol (AODV)

Route Discovery

It uses route request (RREQ) packet which is broadcasted by the sender’s node for the
discovery of the route in the network. After that, the participating nodes continuously
look over the routing table to get the path for the receiver’s node [7]. In the end, the
route reply packet (RREP) is transmitted to the sender’s node, if it discovers a better
and updated route in the network. When multiple route requests are received, then the
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node chooses the shortest route for data transmission. Figure 3 indicates the details
in RREQ and RREP.

Maintenance of Route

The nodes in mobile ad-hoc network (MANET), as the name suggests have mobility.
The routes are being divided into sender and receivers if there is any change in the
topology [8]. At this point, the route error (RERR) packet will be produced if there
is any breakage in the route.

4.2 Black Hole Attack

The malicious node can provide a manipulated metrics to other nodes that comes
into contact with the malicious nodes and attracts packets from the attacks which is
done by black hole. In this attack, most of the data packets of the participating nodes
are attracted by the malicious nodes. The node forcefully tries to create a path by
its own. When the path is created, then instead of forwarding packets the malicious
node drops them, thus creating a black hole.

The effect of black hole is that it exploits routing protocols like AODV, and its
functionality in the network is degraded.

Black hole types [9].

Single node black hole

There is only one malicious node present between the transmitter and the destination
(Fig. 4).

Source | Source | Destination | Destination | Lifetime
IP Sequence IP Sequence
Number Number
(a)
Source | Source | Destination | Timestamp | Lifetime
1P Sequence | Sequence
Number Number
(b)

Fig. 3 Packet in AODV a RREQ, b RREP
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Fig. 5 Multiple black hole node

Multiple Black Hole

There are many malicious node present between the sender and the receiver
(Fig. 5).

Origin node ‘O’ tries to find a path for data transmission to the target node ‘7" as
shown in Fig. 6. It begins the process of route discovery by transmitting the packet
of RREQ across the entire network. From Fig. 6, we can see that nodes ‘B’ and ‘1’
accept the RREQ data packet from origin ‘O’. Black node is a hostile node, and
hence, it immediately produces RREP data packets without examining its routing
tables.

Origin node ‘O’ immediately receives RREP from the black node, so it initiates
data transfer to the black node, presuming it generates the shortest route to target
node ‘T’. Malicious black node discards the data packets, instead of sending those
to the target node “T’, thus the decrease of overall throughput in the network can be
seen (Table 1).
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Fig. 6 Black hole attack in AODV
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Table 1

Comparative analysis of black hole attack
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Sr. no.

Techniques

Routing protocol

Simulator

Results and remark

1

Reply based on
destination and next hop
information scheme
[10]

AODV

NS-2

Throughput is
increased in ADOV,
and the overhead is
minimized. Malicious
node is not found
which act in group

Scheme based on
shared hop and
sequence number [11]

AODV

NS-2

Verity routes from 80
to 99% due to long
delays, the last
sequence number can
be put in the table by
the attacker

2-ACK scheme [12]

Dynamic source routing
(DSR)

NS-2

Packet delivery ratio
(PDR) is achieved up
to 91% even if the node
is malicious at 40%
challenging to derive
triplet information

Ignorance scheme [13]

ADOV

NS-2

Minimize additional
overhead, PDR
increased by 19% node
packet loss in the
network increased by
4%

Sequence number and
voting scheme based
on neighbors [14]

AODV

False detection rate is
reduced, and malicious
node was not found in
the group

Neighbors opinion
scheme [15]

AODV

With minimal delay
and overhead, better
security is achieved,
and PDR is high with
few additional delay

Packet delivery
information
scheme [16]

PROPHET

NS-2

100% is the detection
rate, false positive rate
is less, More
independent
examination method

Sequence number
scheme [17]

AODV

NS-2

More packets
delivered, data packet
drops are dependent on
the number of nodes
and speed

Ranks given to nodes
(18]

Modified AODV

Can judge new nodes
as a black hole, energy
efficient

(continued)
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Table 1 (continued)

Sr. no. | Techniques Routing protocol Simulator | Results and remark
10 Using ‘NTT’ & ‘PB’ AODV, TSDRP NS-2 Present in large
for Neighbor trust network, robustly built,
values [19] overhead increased
additional node
calculations
11 NHBADI [20] AODV NS-2 Delay decreased,
packet delivery fraction
(PDF) increased
12 Using threshold levels | AODV, SRDAODV NS-2 Increase in packet
for secure route delivery fraction (PDF)
discovery (SRD) [21] and overhead
13 Using ‘fm’ and ‘rm’ for | Modified AODV NS-2 Increase in PDF and
Neighbor trust values overhead. Nodes must
[22] perform additional
calculations
14 Base node sends bogus | AODV NS2-2.34 | Increase in throughput,
RREQ packets [23] packet delivery ratio
and slight increase in
delay. Cannot protect
against black hole node
without base node

5

Conclusion and Future Work

The paper describes, various attack in DTN, its architecture, and its challenges that
are presented. This review paper also describes about malicious and selfish nodes
which is a major security challenges. This paper also compare black hole attack
detection schemes with results, and limitations have been provided. In future, it is
intended to propose a new methodology that detects black hole nodes and prevent
network from black hole node attack.
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