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Abstract Big data has opened the possibility of making great advancements in
many scientific disciplines and has become a very interesting topic in academic
world and in industry. It has also given contributions to innovation, improvements
in productivity and competitiveness. However, at present, there are various security
risks involved in the process of collection, storage and use. The leakage of privacy
caused by big data poses serious problems for the users; also the incorrect or false
big data may lead to wrong or invalid analysis of results. The presented work
analyzes the technical challenges of implementing big data security and privacy
protection, and describes some key solutions to address the issues related with big
data security and privacy.
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1 Introduction

In today’s world, a large number of people share their social information and
behavior using the internet and it has led to the explosion of data generated. The
constant advance of technologies has allowed an “explosive” growth in the amount
of data generated from different sources, for example social networks, mobile
devices, sensors, X-ray machines, telescopes, space probes, applications logs, cli-
mate predictions, geo-positioning systems and, in general terms, everything that can
be classified within the definitions of the internet of things [1]. According to
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statistics, an average of 40,000 search queries occur every second; in other words, it
can be said that over 3.5 billion searches are processed per day by Google search
[2]. At the same time, various monitoring and sensing equipment are also gener-
ating data continuously. There is also a large amount of data in various fields such
as scientific computing, healthcare, finance and retail. This phenomenon has
aroused widespread concern.

The generation of this big data makes data analysis and application more
complicated and difficult to manage. According to statistics, the amount of data
generated globally over the past 3 years is more than the previous 400 years of data,
which include documents, pictures, videos, web pages, e-mail, microblogging, and
other types, which include mostly unstructured data as compared to structured data
[3]. Gartner had forecasted that 4.9 billion connected objects to be in use by 2015,
up 30% from 2014 and will reach 25 billion by 2020 [4]. At present, big data has
become another information industry growth point in the field of information
technology after cloud computing.

Like other current information systems, big data also involves security risks in
the process of storage, processing, transmission and similarly it needs the data and
privacy to be protected. The services like storage and management of data are
provided in big data and cloud computing by the service providers themselves. But,
the problem with big data as compared to cloud computing is that in case of cloud
computing the user still has some control over their data to some extent; for
example, through the use of cryptographic methods and through the other trusted
computational methods. However, in the context of big data the businesses like
Facebook not only produce the data but also provide the services like storage and
management of data themselves. Therefore, it is extremely difficult to restrict the
use of user information by means of technology and to protect the privacy of users’
data [5].

At present, many organizations are aware of the big data security issues, and
actively take action to focus on big data security issues. This paper focuses on the
security challenges brought by the current big data technology and elaborates on the
key technologies used for big data security and privacy protection. It should be
pointed out that while introducing new security issues and challenges, big data also
brings new opportunities in the field of information security. That is, big data-based
technologies for information security can be used in turn for big data security and
privacy protection.

2 Big Data Research Overview

2.1 Big Data Sources and Characteristics

Big data may have various sources from where it may be generated. Based upon the
source of generation of big data, it can be divided into following categories [6]:
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1. From the people: all kinds of data generated by people in the process of per-
forming activities over the internet. The generated data can be in the form of
text, images, videos or of any other type.

2. From the machines: This includes the data which is generated by different
computers and information processing units which may be in the form of files,
databases, multimedia, and so on, and also includes automatically generated
information such as logs.

3. From the devices: data collected by various types of digital devices, such as the
digital signals continuously generated by the camera; the different data related to
human beings generated through various medical devices; the large amount of
data which is generated by the astronomical telescopes.

2.2 Big Data Analysis Goal

At present, big data analysis is applied to various diversified areas such as science,
medicine and commerce. Overall, the goals of big data analytics fall into the
following categories:

(1) Gain knowledge through extensive analysis

People have a long history of data analysis. There may be various reasons. The first
and most important reason for analyzing the data is to get knowledge from it. Since
there is a large amount of unprocessed real sample information, it can effectively
abandon individual differences and help people through the mining, and more
accurately grasp the common purpose behind the things. Depending on the
knowledge they have discovered, one can predict more accurately the nature or
social phenomena that will occur. Typical examples include the ability to retrieve
information about the flu through Google’s search using data mining [7]; predicting
stock quotes based on Twitter information [8]; and so on.

(2) Grasp individual laws through long-term analysis

Individual activities have distinct personal characteristics while satisfying certain
common characteristics. Through long-term multi-dimensional data accumulation
and gaining information through that data, various companies get the insights of
users’ behavior and this may help them to accurately describe the individual user’s
profiles. In this way, it helps them to provide more accurate products and services
according to users’ individual needs. It also helps companies to accurately provide
recommendations related to advertisements.

For example, Google analyzes users’ habits and hobbies through its big data
products, helping advertisers to evaluate the efficiency of their advertising cam-
paigns, and it is estimated that there may be hundreds of billions of dollars in the
market in the future [9].
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(3) Control epidemic through analysis

Many times the timely information obtained through the analysis of big data can
provide more valuable information regarding spread of epidemics, than by
disease-prevention centers. For example, during the 2009 flu pandemic, big data
analysis was performed by Google to get the timely information. Generally, patients
do not go to the doctor immediately just after getting infected, but their search and
discussion trends can be analyzed to get information about most influenced geo-
graphical areas.

2.3 Big Data Technology Framework

Big data processing involves data collection, management, analysis and display.
Figure 1 is a schematic view of the relevant technology, including four stages.

1. Data acquisition and preparation

The data sources of big data are diversified, including all kinds of structured,
unstructured and semi-structured data such as databases, texts, pictures, videos and
web pages. Therefore, the first step in big data processing is to gather data from the
data source and pre-process it to provide a consistent, high-quality data set for
subsequent processes.

Since there exist various sources of big data, therefore, there may be different
models for its description and these may even contradict. Therefore, it becomes
important to clean the data during the data integration process so that similar,
repetitive or inconsistent data can be removed. In the literature, data cleaning and

Fig. 1 Big data technology architecture
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integration technology is aimed at the characteristics of big data, and proposes the
cleaning of unstructured or semi-structured data and the integration of very
large-scale data [9].

Data storage and big data applications are closely related. Real-time applications
using big data require strong computational ability so that large amount of data
could be processed in less amount of time. Therefore, big data processing system
for real-time systems should quickly respond to the requests generated. This
requires robust computing power for big data. Stream processing mode is more
suitable for such applications. Most of the other applications need storage for
subsequent deeper data analysis process. This may increase the storage cost.
Usually big data uses distributed architecture to increase data throughput and
reduce storage cost. Representative studies include file system GFS, HDFS and
Haystack; NoSQL database Mongodb, CouchDB, HBase, Redis, Neo4j and so on
[10].

2. Data analytics

Traditional data analysis may not work for big data as it was devised for structural
data sources, but big data mostly consists of semi-structured or unstructured data.
This presents a big challenge to big data analysis, but it is also the core process of
big data applications. Based on the different levels, it can be broadly divided into
three categories: computing architecture, queries and indexes, and data analysis and
processing.

In terms of computing architecture, MapReduce [11] is a widely used big data
set computing model and framework. In order to adapt to some analysis require-
ments that require high task completion time, work in [12] optimizes its perfor-
mance. In [13], a data flow analysis solution based on MapReduce architecture,
MARISSA, was proposed to support real-time analysis task. Dede et al. [14] pro-
posed Mastiff, a big data analysis program based on time. Chandramouli et al. [15]
proposed a TiMR framework based on MapReduce to deal with the real-time
streaming for applications with high real-time demand such as advertisement push.

In query and indexing, traditional relational database query and indexing tech-
niques are limited due to the large amount of unstructured or semi-structured data
contained in big data, and NoSQL database technology received more attention. For
example, Chandramouli et al. [16] proposed a hybrid data access architecture,
HyDB, as well as a method of concurrent data query and optimization. Wang et al.
[17] optimizes the query of key-value type database.

In data analysis and processing, the main technologies involved include semantic
analysis and data mining. Owing to the diversification of data in big data envi-
ronment, it is difficult to unify the terms to mine information when semantic
analysis of data is concerned. In [18], for the big data environment, a
high-efficiency terminology standardization method for solving the term variation
problem is proposed. Keteta et al. [19] studied the heterogeneity of semantic
ontology in semantic analysis. Traditional data mining technology is mainly aimed
at structured data, so it is very important to study unstructured or semi-structured
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data mining technology. Kang et al. [20] proposed a mining technique for image
files, and Kang et al. [21] proposed a large-scale TEXT file retrieval and mining
technology.

3. Data interpretation

The purpose of data interpretation is to represent data analysis results in a way
which can serve the user’s purpose. The major technologies which make it possible
are visualization and human–computer interaction. There have been some visual-
ization studies for large-scale data [22], which solve the display problem of
large-scale data through data projection, dimension degradation or display wall. As
human visual sensitivity limits the effectiveness of larger screens, a human-centric
human–computer interaction design will also be an important technique to address
the display of big data analytics results.

4. Other support technologies (data transmission and virtual cluster)

Although big data applications emphasize data-centric computing and push cal-
culations to data execution, data transmission is still essential throughout the pro-
cess, such as the transmission of some scientific observations from observation
points to data centers. In [23] the authors study efficient transmission architectures
and protocols for big data features.

In addition, because virtual clusters have the advantages of low cost, flexible
construction and easy management, people can choose more convenient virtual
clusters to complete the various processing tasks during big data analysis.
Therefore, virtual machine cluster optimization research for big data applications is
needed [24].

3 Big Data Security Challenges

Big data provides a great technology which has its significance in various fields and
the security requirements in these fields are also changing. During the various
activities performed over data during its collection, refinement and mining, many
security threats are also associated. During this process the data may be destroyed,
leaked, tampered, which can put the user privacy or corporate secrets to be com-
promised. In general, the security related to big data has the following character-
istics and challenges.

3.1 Technical Challenge

The technical challenges of big data applications are mainly in the following three
aspects:
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First, as we all know, the application of big data is based on the possession of
massive data. This involves the challenges of data storage technology and the
technical challenges for data processing and analysis, including the data processing
capabilities of computer hardware and supercomputer algorithm technology. The
report learned from interviews with technical experts indicates that they are not
optimistic about the recent overcoming of the technical challenges described above.
Second, in the educational application of big data, data collection and
problem-solving analysis are the core links, and application developers have to face
the challenges of data acquisition technology and problem-solving analysis tech-
nology. The third aspect is the data compatibility challenge, the inconsistency of
data encoding and format in different data storage systems, resulting in data sharing
difficulties between different systems. The main reason for this problem is the lack
of unified planning for the construction and purchase of various systems which
results in inability to form unified data platform.

3.2 Mobile Data Security Challenge

In the world of today, various new applications related to social media have been
emerged; besides this it is not uncommon for e-commerce portals and mobile
applications to generate enormous amount of data. Analyzing such large amount of
data in addition to data generated through internet of things network is a big
challenge for companies. It also put responsibilities over the companies as the
demand for data security capabilities on enterprises also increases greatly. In
addition, the increase in data secrecy results in more sensitive analysis of data
which is being transferred between mobile devices. Personal information may also
be compromised because of the malware which may track user location or steals the
confidential information. It requires increasing the safety related to user’s privacy
and data. Since the mobile devices have grown rapidly in recent years, it has created
a challenge for big data security that how the samples of malware could be tracked
which may enable analyzing these malware samples and finding the relationship
between them.

3.3 Easy Target for Attackers

The various resources and personalized services are being provided through the
network access in a flexible manner. In such a large networked society, the volu-
minous data attract the hackers because of the potential value associated with it.
Such big data is large and has interrelated information stored, and due to this an
attacker finds it easy to get more information by successfully attacking once, which
further reduces the attacking cost and increases their profit value. A good example
of such situation is when hackers use information in big data and take control of
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important systems to take advantage from it for the time being. Hackers can also
deploy AI technologies to take full control of the system by slowly penetrating it
over time. Such strategy may work, as it would perform minor changes and such
changes would appear natural. Thus, its detection could be avoided.

3.4 User Privacy Protection Challenge

Worldwide people use different kinds of web services and while using such services
they need to access the network which stores their credentials like name, username,
password, contact information, address and so on. It also includes their other per-
sonal information, behavior, habit, political or religious inclination and location;
this has increased the risk of user privacy and data disclosure. Through the use of
various data mining approaches such data can be easily recorded. If these data are
found to be useful, then companies in the relevant areas of customer’s need and
habit can target to the specific users to achieve greater benefits. The traditional
approach of privacy protection is based on anonymity of user data which is publicly
available. But in reality, the user privacy protection cannot be achieved only
through data protection through anonymity. There exist many other requirements
and characteristics for user privacy. But the problem is that most of the existing
privacy protection models and algorithms are only for traditional relational data,
and cannot be directly applied to big data applications.

3.5 Safe Storage of Massive Data Challenge

The quantity of big data has increased tremendously, which includes structured and
unstructured data. It has increased to such a level that the previous storage systems
are not capable to meet the needs of big data applications. The current disk tech-
nology has some limitations and this limit is around 4 terabytes per disk. So for
such a massive data of exabyte levels, this limitation creates a problem, because just
to store 1 exabyte requires around 25,000 disks. It will really create the hardware
issue of how to attach such large number of disks to a single computer, even if the
computer is capable of processing that much of data.

To satisfy the demands of data storage of such large amount, various new
storage technologies have been developed. Storage technologies such as direct
attached storage (DAS), network attached storage (NAS) and SAN (storage area
network) are being used to solve the data storage-related issues. Another technology
called NoSQL storage technology is also used to capture, manage and process big
data. Using NoSQL data storage can be extended and performance also can be
improved, but still some issues exist. These issues include access control and
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privacy control issues, issues related to technical vulnerabilities, security issues for
authorization and verification, data management and confidentiality issues, and so
on.

3.6 Challenge of Analysis

With the increase of storage capabilities, prior selection of data became insignifi-
cant. This can be seen as a real chance, allowing to keep focus on the potential
future uses and which are not always fully defined at the time of their acquisition. In
particular, many issues that were considered nonexistent later become accessible
before the use of their potential of significant advantage (competitive advantage for
example). It should be kept in mind, however, that more data is not always better
data. It depends on whether or not they are heterogeneous, and whether they are
representative of what is being sought. In addition, as the number of parameters
increases, the number of erroneous correlations also increases. The analysis part
will have to take into account these essential aspects.

Heterogeneous (structured, unstructured) data or incomplete or uncertain data for
which specific treatments are needed will also be stored. Moreover, in this regard
specific treatments are already required for the more standard data, even if some old
methods remain effective for the volume of the existing data, which may cause
theoretical and practical difficulties, unknown in advance. Thus, the simple statis-
tical tests [25] become inoperative for large sample sizes. We can also mention the
difficulty of multi-dimensional analysis on large sets of data, which arises during
their interpretation. The visualization is considered until now as an extremely
powerful tool, but it risks becoming inoperative by simple graphic saturation effect.
In addition, real-time analysis of continuous flow of data from different sources also
poses specific challenges. All these problems involve the development of new
statistics for big data, for example, requiring a review of basic calculations such as
statistical tests and correlations [26]. Of course, these technical analysis tools
cannot be isolated from the computer tools and techniques dedicated to big data, for
example, NoSQL, Hadoop, MapReduce or Spark.

3.7 Big Data Security Trust Challenge

Although big data has provided various opportunities to its users, but still it lacks
the complete trust of the people using it. The visibility of social profiles generated
by users varies across different types of networks and these are crawled by the
search engines and therefore they become visible by the other users whether they
have account or not. Therefore, here a trust issue arises from the user that how safe
their data privacy is. This requires trust measures to be integrated with big data.
These trust measures should not be treated as a static measure. That means, as the
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data evolves the trust measures should also be updated accordingly. Yin and Tan
[27] in their research have put the fact that semi-supervised learning methods that
start with ground truth data are able to provide higher accuracy and trust on the
source data. Another fact is that the different people have different personal opin-
ions regarding various factors affecting their life and when there exist differences
with statistics it leads to the market doubts about statistics.

4 Key Technologies for Big Data Security and Privacy
Protection

At present, it is urgent to carry out research on key technologies of big data security
in view of security challenges such as user privacy protection, data content credi-
bility and access control faced by the big data. This section introduces some related
key research areas for this.

4.1 Data Anonymity Protection Technology

For structured or unstructured data in big data, the core key technologies and basic
means for data protection to achieve its privacy protection are still in the stage of
development and improvement. Take the typical k anonymity scheme as an
example. The early schemes [28] and their optimization schemes [29] group
quasi-identifiers by data processing such as tuple generalization and suppression.
The quasi-identifiers in each packet are the same and contain at least k tuples, so
each tuple is at least indistinguishable from k − 1 other tuples. Since the k-anon-
ymous model is for all attribute collections, it is not defined for a specific attribute,
and it is prone to insufficient anonymity of a certain attribute. If the value of a
sensitive attribute in an equivalence class is the same, the attacker can effectively
determine the value of the attribute. This research is for static, one-time release. In
reality, data publishing often faces scenarios in which data is continuously and
repeatedly released. It is necessary to prevent an attacker from analyzing the data
associations that are published multiple times, and destroying the original anon-
ymity of the data [30].

In big data scenarios, data anonymity protection is more complicated: an attacker
can get data from multiple sources, not just the same source. For example, in the
Netflix application, people [31] found that an attacker could identify the target’s
Netflix account by comparing the data to the publicly available imdb. According to
this, the user’s political inclinations and religious beliefs are obtained (obtained
through the user’s viewing history and comments and scoring analysis of certain
movies). Such issues are subject to further research.
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4.2 Social Network Anonymity Protection Technology

The data generated by social networks is one of the important sources of big data,
and it contains a large amount of user privacy data. Because social networks have
the characteristics of graph structure, their anonymous protection technology is very
different from structured data.

The social networks also require anonymity protection. Here, some typical
requirements are user anonymity and attribute anonymity. While using social net-
works the user identity and attribute information is also required to be hidden while
publishing these. The related data of different users should not disclose their rela-
tionship and anonymity between users is required. It is also known as edge
anonymity. Hide the relationship between users when publishing. The attacker tries
to use the various attributes of the node (degrees, tags, some specific connection
information, etc.) to re-identify the identity information.

The current side-anonymity schemes are mostly based on additions and deletions
of edges. The method of randomly adding and deleting exchange edges can
effectively implement edge anonymity. Among them, Ying et al. [32] keep the
eigenvalues of the adjacency matrix and the corresponding second eigenvalues of
the Laplacian matrix in the anonymity process. Zhang et al. [33] group according to
the degree of the nodes, and select the nodes with the same degree. The problem
with this type of method is that the randomly added randomness is too scattered and
sparse, and there is a problem of insufficient protection of the anonymous side.

4.3 Data Watermarking

Digital watermarking refers to a method in which identification information is
embedded in a data carrier in an imperceptible manner without affecting its use, and
is more commonly found in multimedia data copyright protection. There are also
some watermarking schemes for databases and text files.

The method of adding watermarks in databases and documents is very different
from the multimedia carrier, which is determined by the characteristics of data
disorder and dynamics. The basic method is that there can be redundant information
in the data or it can bear certain precision errors. For example, Agrawal et al. [34]
have an error tolerance range based on numerical data in the database, embedding a
small amount of watermark information into the least significant bits randomly
selected from these data. Sion et al. [35] proposed a scheme based on statistical
features of data sets, embedding one-bit watermark information in a set of attribute
data to prevent attackers from destroying the watermark. In addition, by embedding
database fingerprint information in the watermark [36], the owner of the informa-
tion and the object being distributed can be identified, which is beneficial for
tracking the leak in a distributed environment. Watermarking based on text content
[37] depends on modifying the content of the document, such as adding spaces,
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modifying punctuation, natural language-based watermarking [38] and so on,
through the understanding of semantics to achieve changes, such as word substi-
tution or sentence changes.

4.4 Data Traceability Technology

Owing to the diversified sources of data, it is necessary to record the source of the
data and its distribution to provide support for later mining and decision-making.
Data provenance technique has been extensively studied in the database field long
before the big data concept emerged. The basic purpose is to help people determine
the source of each data in the data warehouse, for example, which data items in
tables are computed, so that it is convenient to check the correctness of the results at
a very small cost. The basic method of data tracing is notation, such as marking the
data in the data warehouse in [39] to record the query and propagation history of the
data in the data warehouse. Data traceability techniques can also be used for
traceability and recovery of files. For example, the work in [40] created a prototype
system of data origin storage systems by extending the Linux kernel and file
system, which can automatically collect origin data.

Further data traceability technologies can play an important role in the field of
information security. However, data traceability technology also faces the following
challenges in the protection of big data security and privacy:

1. The balance between data traceability and privacy protection. Using trace-
ability to provide big data security protection requires first to obtain big data
source using analysis of big data. Then the next step becomes to define the
security policy and provide the required security mechanism. Often, the source
of big data is privacy-sensitive and users are not interested that data to be
accessed by the analysts also. Therefore, the problem is how to balance these
two requirements simultaneously so that data traceability and privacy protection
of the data both can be achieved.

2. Security protection of data security technology itself. The data tracing tech-
niques currently employed are unable to handle the security issues correctly.
The problem is that how to determine whether the tag associated with the data is
itself correct or not. The other problem is that the tag information itself may not
be securely bound with the data content and there may be other similar issues.
Also in case of big data, since it is implemented on such a large scale, high
speed and diverse characteristics such problems become more important.
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5 Conclusion

The arrival of the era of big data has opened great opportunities. Big data not only
has impact on everyone’s social and economic behavior but also has influenced
their way of living and thinking. Although big data is an important solution to
various problems, it has also brought new security issues into existence. From the
perspective of privacy protection, trust and access control of big data, this paper
analyzes various security features and problems in the big data environment,
namely, mobile data security, attack targets, user privacy protection challenges and
security, storage issues, data security evolution, trust security issues and so on, and
also discusses the preventive solutions for them. However, generally speaking, the
current research on the protection of big data security and privacy is not sufficient.
Only through the combination of technical means and relevant policies and regu-
lations combined can better solve the big data security and privacy protection
issues.
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