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Abstract Internet of Drones (IoD) is the newly emerging field of IoT. Over the
years, various advancements in IoD have attracted the attention of researchers and
engineers. It has very promising applications in various fields like smart city, mili-
tary, education, medical, industries, etc. Drones being a critical part of IoD have also
evolved over time. So, they are equipped with sensors and high-resolution cameras,
providing better data with increased accuracy and precision. But, with growing popu-
larity and advancements, they are prone to many security attacks. Day-to-day, the
IoD environment faces many attacks like man-in-the-middle, impersonation, drone
capture, node tampering, modification, replay, eavesdropping, cloning attack, etc.
Hence, there comes a need for authentication schemes that authenticate the network
entities before communicating the data. This paper reviews some of the latest authen-
tication schemes on the basis of their network models, proposed scheme, advantages
and disadvantages. These schemes work on similar or different network models, but
ensure that basic security requirements of the IoD environment are fulfilled. More-
over, along with a comparative report of these existing schemes, a brief about various
formal proofs used by these schemes to verify the security of their scheme is also
given.
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1 Introduction

Over the years, we have seen great advancements in various fields ranging from
agriculture, and military to industries. The backbone of these advancements is tech-
nology comprising newer and more efficient hardware and software designs. In this
development, IoT has received significant attention. Internet of Things (IoT) or a
network of connected devices gathers huge chunks of data from the environment,
stores it and analysis it [1]. This information can then be used in various applications.

Internet of Drones is a recent encroachment in the field of IoT. Similar to IoT, it
consists of a network of connected devices where the key role is played by drones.
Drones are the ones in direct contact with the environment, they scan, store and deliver
the information to fulfil a requirement. Figure 1 represents various applications of
IoD.

Drones are an important part of smart city designs. IoD ensures efficient traffic
surveillance and real-time notifications, which provides assistance using accidents.
Climate monitoring is another benefit that helps in analyzing the environment and
provides information about temperature, humidity, rainfall, etc. In rural areas as well,
IoD proves to be extremely helpful. Like in the case of agriculture surveillance to
look after crops, their regular watering etc. [2].

Along with never-ending applications and advantages, IoD has several security
challenges. Since the whole network runs wirelessly, adversaries can attack the
communication paths and cause damage to the network.

Various attacks like man-in-the-middle, replay, denial-of-service, etc. occur when
an unauthorized person/entity gets access to the network.

Hence an authentication mechanism is very essential in any IoD environment.

An adversary can capture the messages being communicated in the network and
then attempt to impersonate an authorised network entity, to affect other entities in
the network. Also, drones are prone to drone capture attacks since they are remotely
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allocated. And due to the low storage and computational power of drones, there is a
need for secure and lightweight authentication schemes.

Over the years, many authentication schemes are proposed with regard to the
above-mentioned concerns [2—7]. Researchers have come up with innovative and
efficient methods to propose authentication schemes. They have used hash functions,
XOR operations, elliptic curve cryptography (ECC) and concatenation operations.
Recently, with advancements in technology, schemes have used blockchain and phys-
ically unclonable functions (PUFs). Blockchain is basically a chain of blocks, and
these blocks are immutable and they store shared information.

They virtually keep track of all the assets of the network. Whereas, the PUF provide
a unique fingerprint to every drone, helping in uniquely identifying the drones. It is
based on a challenge-response pair. A PUF will generate a response for a challenge
passed to it which will be completely different from other PUFs gone through the
same fabrication process.

The main objective of this paper is to review the existing authentication schemes
for IoD environment. The paper is organized as follows. In Sect. 2, an overview of
IoD environment and its network model is discussed. The section also highlights the
basic security requirements and formal proofs of an authentication scheme. Section 3
depicts a comparative report of the recent authentication schemes proposed in the
field of IoD. Then, the final conclusion along with future scopes is given in Sect. 4.

2 IoD Overview, Requirements and Proofs

2.1 Overview

Internet of Drones (IoD) is a network of drones or Unmanned Aerial Vehicles (UAVs)
deployed and controlled by a central authority that is usually named the Ground
Station.

These drones are deployed in some remote locations and work on limited battery
power. They extract specific information from the environment and transmit it to the
ground station or user. Drones are composed of various sensors and high-resolution
cameras to collect efficient data. This whole big network and process of transmitting
information need to be protected from various security threats. Over years, several
security complications have arisen. For example, establishing session-key agreement,
authentication, resistance to attacks, and privacy.

A typical network model of IoD is shown in Fig. 2. It contains the entities that
are key participants in any IoD environment.

These network entities are as follows:

e Ground Station (GS): It is the central authority of the network. It contains all
the databases and secret information about the whole network. It first registers the
drones and then allots them to a particular remote location. In case, a user wants



434 M. Sharma et al.

Fig. 2 IoD network entities Ground
Station

%
£ . L
d;\\o- 4 % /69/1
e(‘\\ - .
" -8
& B
- %,
S %,
'm‘ Mutual Authentication
Legitimate Legitimate
Drone User

to connect with the drone, GS acts as an intermediate. It first authenticates the
user and then assigns a drone to it.

e Drones: They are the key entities of the loD environment, they are responsible
for getting the most essential part of IoD network, i.e. data. Once deployed,
they use their sensors and cameras to capture the required information from the
environment and then transmit it to GS or the user.

e Users: They are the ones who use the data collected by drones. They can connect
with the drone via GS and obtain the required information.

Before establishing the network, drones are registered on the GS and similarly,
interested users get themselves registered. Then, in any session, before transmit-
ting data, every entity validates each other using an authentication scheme. In case,
any condition in the authentication scheme is not fulfilled, the connection is not
established and information is not transmitted.

2.2 Requirements in IoD Environment

Hence, it is essential to design a secure authentication scheme in order to protect
the IoD network from any possible attacks. The basic security requirements for an
authentication scheme are:

e Anonymity: It ensures the identity of sender and receiver remains unknown.

e Untraceability: Any message communicated should not reveal anything about
the sender and receiver.

e Mutual Authentication: Every entity should authenticate that the incoming
request is from a legitimate entity. Once confirmed then only it takes respective
action.
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e Integrity: It signifies that the received message remains unmodified and intact.
Anonymity and Untraceablity together ensures integrity.

e Session-key Agreement: It requires a session key to be established between the
user and drone before exchanging the information so that the information remain
protected.

2.3 Formal Proofs

After a rigorous review of various authentication schemes, it seems along with
fulfilling the above basic requirements, the proposed scheme should also exercise
some formal proofs in order to verify its security. There are various proofs being
defined over the years like ROR Model, coding simulations, BAN Logic, Boyd etc.
But, in this paper, we will review three widely used formal proofs and those are BAN
Logic [9], AVISPA Simulations [11] and ROR Model [10].

These are briefly described as follows:

e BAN Logic: It is a formal proof that defines certain rules and identities. In order
to prove a particular scheme ensures key agreement and mutual authentication, it
should pass these rules.

e AVISPA Simulation: AVISPA is a software to test cryptographic protocols. All
the entities present in the network are represented using objects in code. And
respective message communications also need to be coded. Then, on running
simulation, it tells whether a particular scheme is safe or not.

e ROR Model: It is the most used Model for verification purposes. It actually
verifies the security of the session key. It also contains a theorem that is to be
proved by exercising certain games. These games are assumed to be played by
the adversary in a compromised situation.

3 Comparative Report for Existing Authentication
Schemes in IoD

Table 1 shows a brief comparison between the various schemes in terms of the
proposed scheme, network model, advantages and disadvantages.

Wazid et al. [3] proposed a scheme for mutual authentication between user and
drone. They used hash-function, XOR operations along with fuzzy extractor method.
Their scheme is composed of 7 stages. The first stage is a pre-Deployment stage, in
which GS generates a unique ID for the drone and stores it in its database with other
information. Whereas the drone also stores its ID, GS ID and other information in
its memory. Then comes, the user registration stage, for user to be able to access the
drone from anywhere, it sends its ID to GS, and GS then creates a pseudo-identity
for the user. A fuzzy extractor is used for biometric verification, once the password is



436

Table 1 Authentication schemes comparison
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Ref. | Year | Network model Proposed scheme | Pros Cons
[3] |2018 | Ground station Proposed a secure | — Lightweight — Prone to privileged
server, drones, user, | scheme based on — Lower cost insider attack
control room, one-way requirements — Prone to cloning
Internet hash-functions and | — Ensures forward and
XOR operations secrecy node-tampering
using random — Security against attacks
nonces and man-in-middle — Lacks basic
timestamps and replay attacks security
requirements
[4] |2019 | Ground station Lightweight — Ensures three- — Prone to known
server, drones, user, | authentication factor session key attacks
control room, scheme using authentication — Prone to cloning
Internet one-way (smart card, and
cryptographic password and node-tampering
hash-function and biometric) attacks
fuzzy extractor - Lightweight
— Balances trade-off
between storage
and cost needs
[5]1 |2020 | User, Drone, An authentication |- Security against — Prone to cloning
Ground Station Scheme based on impersonation, and
creation of session man-in-middle node-tampering
key between user and replay attacks attacks
and drone using — Ground Station is
only one-way secure against
hash-function and server proofing
XOR operations attacks
[6] |2020 |Drone, Ground A lightweight — Ensures security | — No formal proof is
Station authentication against cloning used to confirm
scheme for mutual and security of scheme
authentication node-tampering — Less practical
between drone and attacks model
ground station — Lightweight
using only — Ensures mutual
one-way authentication
hash-function, between network
XOR operations entities
and PUFs
[7]1 |2021 | Ground station An authentication | — Ensures — Prone to cloning
server, drones, user, | Scheme for user- session-key and
control room, drone agreement node-tampering
Internet communication — Ensures security attacks
based on ECC, against
passwords and impersonation
biometrics attacks

— Ensures security
against password
guessing and
lost/stolen user
device attacks

(continued)
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Ref. | Year

Network model

Proposed scheme

Pros

Cons

[8] |2021

User, Drone,
Ground Station

An authentication
scheme proposed
using biometrics,
passwords, ECC,
random numbers,

— Ensures all basic
security
requirements

— Secure against
man-in-middle,

— Prone to cloning
and
node-tampering
attacks

— AVISPA

timestamps, replay and simulation not
cryptographic impersonation used for security
one-way attacks verification
hash-functions and | — Secure against — High-cost
XOR and drone capture requirements
concatenation attack
operations — Secure against

modification

attack

— Secure against
password guessing
and lost/stolen
user device attacks

chosen by the user. The exchanged information is stored safely in GS and the user’s
device memory.

Then, in login phase, user inputs his ID, password and biometric and computations
are run to verify the user. If the calculated value matches the stored value, user is
authenticated else session is terminated and the login fails. Then, comes the authen-
tication phase, where user first runs certain computational expressions consisting of
hash functions and XOR and concatenation operations. And directs certain messages
to GS, GS first valid the user and then generates new messages to direct to drone. Simi-
larly, drone validates the incoming messages using stored information in its memory,
once verified, drone computes the session key. And directs certain messages to user
so that user can also compute the session. It is only when each entity validates the
incoming message, it performs further computations. Hence, mutual authentication
is ensured.

Last three steps are: Password/Biometric updation, through which user can update
his/her password or biometric by first verifying the existing password/biometric, then
generating new ones; Dynamic Drone Addition Phase, through this drones can be
dynamically be added to IoD network and Drone Key Management, in case two
drones need to communicate with each other.

From a security perspective, this scheme is resistant to various attacks like man-
in-the-middle, replay, stolen smart device, modification and offline/online password
guessing attacks. Moreover, AVISPA Simulations show that this scheme is safe
against adversary attacks in a real-life IoD environment.

Srinivas et al. [4]’s proposed scheme also works on the same network model and
it consists of 6 stages: pre-deployment, user registration, login and authentication,
password/biometric update, revocation and reissue and dynamic node addition. Here,
drones are deployed in clusters called flying zones. The first four stages are similar
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to [3]. Stage 5 is helpful in case, user’s smart device is lost or stolen, the user can
contact GS with same ID but different password and the process repeats and the new
mobile of the user becomes part of oD network. This scheme seems quite promising
as it overcomes attacks like Known Session Key, modification, impersonation, etc.
The security of [4] is proved by ROR Model and AVISPA simulation.

Zhang et al. [5] propose a lightweight authentication scheme using just 4 stages:
the set-Up stage, user registration, drone registration and authentication phase. It is
centric to establish a key-agreement between user and drone. In the set-Up stage, GS
creates a pseudonym for itself and chooses a secret key. Then in user registration,
interested user conveys his/her ID and password to GS to get a pseudonym and secret
key. GS after certain computations creates a pseudo-identity and pseudo secret key
for the user which is visible to the public. Both these things are stored in user’s
device memory and GS also stores this information with respect to user. A similar
thing happens between GS and Drone in the drone registration phase. In authenti-
cation phase, Zhang et al. [5] doesn’t use anything apart from hash functions and
XOR (and concatenation) operations. This is a very effective scheme as apart from
resistance against cloning and node tampering attacks, it provides security against
impersonation, known session key, modification and many more attacks. Its security
is ensured by ROR Model.

Alladi et al. [6] propose a very lightweight authentication scheme with a slightly
different network model, it consists of only GS and drones. And it ensures providing
mutual authentication between drone and GS as well as between two drones. For
implementing the scheme, Alladi et al. [6] uses basic hash functions and XOR,
concatenation operations. It uses the latest technology of Physically Unclonable
Functions (PUFs) [12-16] which protects the scheme in case of cloning and node
tampering attacks. PUF basically assigns uniqueness to every drone. It comprises a
challenge-response (C-R) pair, so for every C, there will an R as output. And this
R will be unique for every drone given with the same C. PUF has the property that
in case, an adversary tries to tamper with the drone, this PUF will be completely
unusable and hence adding an extra layer of security to the information stored in the
drone’s memory.

It assumes that drones have limited storage and power supply whereas GS has
unlimited storage and power supply since GS is stationary and drones are in remote
locations. It includes three stages: Drone registration, Drone-GS authentication and
Drone-Drone Authentication. The drone registration phase is somewhat different
from the above-discussed schemes as it uses PUF. So, GS generates a C-R pair for
the drone along with a temporary ID. GS stores this information for the drone and
the drone stores C, GS ID and its temporary ID.

Then, the authentication process starts post-registration, where R plays the key
role. Using substrings of R, XOR, concatenation and hash-functions, a lightweight
scheme is proposed with a communication cost of 1600 bits and storage cost of 352
bits. For, Drone-Drone communication, first Drone A authenticates with GS and then
GS authenticates Drone B and provides a session key for both drones to communicate
with each other. This scheme is resistant to various attacks like eavesdropping, replay,
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man-in-the-middle, etc. The security of the scheme is also proved by formal proof
of Boyd Logic followed by informal cryptoanalysis.

Hussain et al. [7] proposes an Elliptic curve cryptography (ECC) based authentica-
tion scheme for the network model that contains Drones, users, the Internet, Ground
Station Server, and Control Room. This scheme is also focused on securing the user-
drone communication through computational authentication. It contains around 6
stages. First is the set-Up phase, where GS decides the Elliptical Curve and a base
point and announces them publically. Then, in the pre-deployment phase, pseudonym
or pseudo-identity is calculated for drone and is stored in its memory. Then a user,
who wants real-time data from the data, needs to register with GS. For registration,
both password and biometric security are used. Now comes the authentication stage,
user first inputs his/her user ID and password and then convey some messages to GS
so that GS can validate the user. GS follows the same flow, first verifying the user
then computing messages that are to be conveyed to drone. Once, drone receives
the messages and verifies them, it generates a session key and sends encrypted
messages to user so he/she can also generate the session key. Once, the session
key is created by both user and drone, session-key agreement is ensured. The last
two steps are biometric/password updation and dynamic drone addition which are
already discussed above.

Ali et al. [8] the proposed scheme consists of 4 steps: initialisation, registration,
login and authentication and password update. Its network consists of user, drone
and ground station. The setUp phase is implemented by GS by selecting a master
key and computing the pseudonym for itself. GS uses this master key to compute
pseudonyms for users and drones as well. Then, the registration of user and drone is
similar to [4] and it uses hash functions, XOR and concatenation operations.

The registration happens via a secure channel whereas the authentication phase
happens via a public channel so this scheme like all other schemes makes sure to
use pseudonyms in transmitting messages instead of real identities. For password
updation, it is interesting to note that user don’t require connecting with GS, instead,
he/she can do it at their own end.

No matter what technologies are being employed in creating the authentication
scheme, its important to fulfil basic security requirements. So, Table 2 shows the
comparison based on security requirements.

4 Conclusion and Future Scope

In this paper, recently proposed authentication schemes for IoD were reviewed.
A comparative report was provided to emphasize their proposed scheme, network
model, advantages and disadvantages. The comparison showed us that every scheme
tried to balance the trade-offs and there is no perfect solution. Moreover, since secu-
rity is a major concern in the IoD environment, the schemes were compared on the
basis of security requirements fulfilled. In the coming future, we will get to see more
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Table 2 Comparison based on security requirements

Ref. | Anonymity | Untraceability | Mutual authentication | Integrity | Session key agreement
Bl |- - - - -
[41 | — - + - +
[51 |+ + + + +
[6] |+ + + + +
711 |+ + + + +
[8] |+ + + + +

+: Supported; —: Not Supported

secure schemes with much higher security and the incorporation of advanced tech-
nologies like machine learning and artificial intelligence to make IoD even more
robust.
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