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Foreword

At present, digitalization, networking, and intelligence have become key trends
in technological innovation and industrial change. Meanwhile, data is playing an
increasingly important role as a critical production factor, and the growth of the
digital economy is regarded as a key driver of future economic development as
well as an important support for the national governance system. In this context,
information technology innovation is becoming a driving force for the rising digital
economy, bringing in academia and entrepreneurs together to design a better future
for the human kind.

Blockchain is one such technology that combines distributed storage, crypto-
graphic algorithms, consensus mechanisms, and smart contracts into one system.
With the characteristics of decentralization, data forgery-proof tampering, and de-
trusting, blockchain technology can guarantee credible and governable data and
realize programmable contracts and thus can play a significant role in promoting
multi-party collaboration, enhancing cyberspace security, and accelerating the inter-
connection of value. In recent years, blockchain technology has advanced rapidly,
with innovation iterations speeding up, and technological breakthroughs increasing.
More groundbreaking applications are emerging in financial services, manufacturing,
supply chain management, government services, and people’s livelihood, showing
a growing value in digital economy model innovation, high-quality real economy
development, as well as public services innovation and upgrading.

The window of opportunity to cultivate core competitiveness and take a dominant
position in the growth of emerging technology industry is typically quite limited.
However, there are still hurdles in the realm of blockchain, such as the technology
maturity, application scale, regulatory mechanism, and public knowledge of this
technology. How best to address these problems is currently a global challenge.

When considering the future of the blockchain industry, one of the most note-
worthy issues is how to cultivate high-quality, practical solutions to industry pain
points and form industry-level blockchain applications. It is also a critical step in
releasing the effectiveness of blockchain technology. The selection of themes in this
book reflects the authors’ understanding of these fundamental concerns as well as
the actual demands of industrial growth, and the discussion is conducted using a mix
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of theory and practice. It presents a comprehensive overview of blockchain appli-
cations. This book can be useful for blockchain-related policy-making, as well as
for practitioners engaging in technology development, application management, and
standard development on blockchain applications. It can also serve as a starting point
of learning for blockchain technology enthusiasts. It is hoped that the more experts,
scholars, and practitioners will participate in the theoretical and technical research of
blockchain applications, the more businesses will focus their efforts on developing
high-quality blockchain applications to contribute to an advanced industry chain.

A

Beijing, China Weimin Zheng

Weimin Zheng is a professor with the Department of Computer Science and Technology, Tsinghua
University. His research covers distributed computing, compiler techniques, and network storage.
He is an academician of the Chinese Academy of Engineering.



Preface

In the information age, everyone participates and everything is interconnected.
Everyone can contribute to the development of group value by producing, creating,
and disseminating information. With its decentralized, distributed, and high trust-
worthiness characteristics, blockchain has become a strategic frontier in global
technological innovation and industrial change.

Blockchain originated from cryptocurrency, and then as the technology developed
rapidly, it broadened the application boundaries in a variety of scenarios. Blockchain
technology is now widely used not only in the financial sector, but also in logistics,
government services, culture and education, and people’s livelihood, propelling the
innovation and growth across a wide range of industries. More importantly, the
concept and technology of blockchain have promoted the continuous evolution of the
mode and mechanism of information interconnection, value recognition and social
management, increasing the value of the Internet, innovating the Internet governance
mechanism, and forming a new blockchain application ecology, which has become
an important way to deepen the integration of information technology and society.

In order to promote the implementation of blockchain and provide theoretical and
practical references for associated businesses, this book provides a comprehensive
introduction from the perspective of technology, ecology, practice, and governance.
Part I focuses on the technological foundations of blockchain, covering an introduc-
tion of blockchain technology (Chap. 1), and the integration of blockchain with new
generation information technologies such as cloud computing, Internet of Things, 5G,
big data, and artificial intelligence (Chap. 2). Part II focuses on the current status and
ecology of blockchain applications, proposing a blockchain application ecosystem
model and analyzing the technology ecology, based on an investigation on the devel-
opment of blockchain applications (Chap. 3). Blockchain technology provides an
effective way to handle various problems of trust, confirmation, and supervision in
production and life, and more and more practical applications favor using blockchain
technology as one of the components. Part III examines the implementation route
of blockchain applications (Chap. 4) and introduces it in terms of typical appli-
cation scenarios and practices in a variety of industries, such as financial services
(Chap. 5), logistics (Chap. 6), government services (Chap. 7), culture and education

vii
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(Chap. 8), and people’s livelihood (Chap. 9). It outlines how to combine blockchain
with solutions to problems in specific industry, respectively, and exhibits the imple-
mentation ways through typical use cases. Part IV delves into governance mechanism
(Chap. 10), evaluation system (Chap. 11), and standardization progresses (Chap. 12)
for blockchain applications. Part V is on the future prospect. As an emerging tech-
nology industry, blockchain has a bright future, but there are still many uncertainties
in terms of technology, market, and management, while it will continue to expand
its application to more domains, necessitating continuous innovation, practice, and
research.

We are grateful for all the authors who contributed to the writing of this book.
We also would like to thank Wei Yang, Jianping Zhao, Zilin Chen, Wenting Chang,
Xiaofeng Chen, Weiping Deng, Ke Wang, and many other experts for providing valu-
able information and data on blockchain application cases, open-source communities,
infrastructure, standardization, and other aspects.

We hope that the research findings and experiences in this book can provide
useful references for users, developers, service providers, and policy-makers. We
also welcome any comments and suggestions.

Beijing, China Xiaodan Tang
Xiaotie Deng
Rongfang Bie



Contents

Partl Technical Foundation

1

Basic Technology ............ .. ... .. ... 3
Xiaotie Deng, Wenhan Huang, and Xiaodan Tang

Convergence of Blockchain and Next Generation Information
Technology ........... . 19
Xiaojun Zhang

PartII Application Ecology

3

Blockchain Application Status and Ecology ...................... 35
Xiaodan Tang, Zijun Jia, and Wei Yang

Part III Application Methods and Practices

4

Blockchain Application Implementation Roadmap ............... 51
Yaling Liao and Yabo Zhang

Blockchain and Financial Service ............................... 61
Xiao Chen and Shubing Shan

Blockchain and Logistics ............. ... ... . ... . 83
Wenming Zhe, Xiaoqgiang Qiao, and Qing Cong

Blockchain and Government Services ........................... 105
Xiaojun Zhang

Blockchain and Culture Education . ............................. 121

Yinfeng Chen, Yaofei Wang, Yu Guo, Haodi Wang,
Rongfang Bie, and Peter Thomas

Blockchain and People’s Livelihood ............................. 149
Boming Yu and Shixiao Zhan



Contents

Part IV Governance Norms

10

11

12

Governance of Blockchain Application .......................... 169
Yukun Cheng and Xiaotie Deng

Blockchain Application Evaluation ............................. 185
Xiaodan Tang

Roadmap of Blockchain Standardization ........................ 193

Jianong Li and Xiaodan Tang

Part V. Outlook

13

14

Key Issues of Blockchain ....................................... 207
Xiaodan Tang
Trends of Blockchain ............. ... ... ... ... ... .. 215

Xiaodan Tang



Editors and Contributors

About the Editors

Dr. Xiaodan Tang is currently a senior engineer at China Electronics Standardiza-
tion Institute (CESI). She received her Ph.D. degree in June 2012 from Institute of
Physics, Chinese Academy of Sciences, and BS degree in Nankai University in June
2003. She was an industrial researcher at China Shipbuilding Industry Corporation
in 2014-2016. She led and participated in more than ten reports and books. She is
the editor of ISO/TR 6277 data flow model for blockchain and DLT use cases. Her
current research interests include applications, public policies, and standardization
of blockchain technology and post-quantum cryptography.

Prof. Xiaotie Deng got his B.Sc. from Tsinghua University, M.Sc. from Chinese
Academy of Sciences, and Ph.D. from Stanford University in 1989. He is currently
a chair professor at Peking University. He taught in the past at Shanghai Jiaotong
University, University of Liverpool, City University of Hong Kong, and York Univer-
sity. Before that, he was an NSERC international fellow at Simon Fraser University.
Deng’s current research focuses on algorithmic game theory, with applications to
Internet Economics and Finance including sponsored search auction, p2p network’s
economics such as BitTorrent network, sharing economics, and blockchain. He is a
foreign member of Academia Europaea, an ACM fellow for his contribution to the
interface of algorithms and game theory, and an IEEE fellow for his contributions to
computing in partial information and interactive environments. He is the founding
director of CSIAM Activity Group on Blockchain.

Prof. Rongfang Bie is currently a professor at the School of Artificial Intelligence
of Beijing Normal University, where she received her M.S. degree in June 1993 and
Ph.D. degree in June 1996. She was with the Computer Laboratory at the University
of Cambridge as a visiting faculty from March 2003 for one year. She is the author or
co-author of more than 100 papers. Her current research interests include blockchain
technology, knowledge representation and acquisition for the Internet of Things,
dynamic spectrum allocation, big data analysis and application, etc.

xi



xii Editors and Contributors

Contributors

Bie Rongfang Beijing Normal University, Beijing, China
Chen Xiao CFETS Information Technology (Shanghai) Co., Ltd, Shanghai, China
Chen Yinfeng Beijing Normal University, Beijing, China

Cheng Yukun Suzhou University of Science and Technology, Suzhou, Jiangsu,
China

Cong Qing JD Logistics, Beijing, China

Deng Xiaotie Peking University, Beijing, China

Guo Yu Beijing Normal University, Beijing, China

Huang Wenhan Shanghai Jiao Tong University, Shanghai, China

Jia Zijun China Center for Information Industry Development, Beijing, China
Li Jianong China Electronics Standardization Institute, Beijing, China

Liao Yaling WanXiang Blockchain Company, Shanghai, China

Qiao Xiaoqgiang JD Logistics, Beijing, China

Shan Shubing CFETS Information Technology (Shanghai) Co., Ltd, Shanghai,
China

Tang Xiaodan China Electronics Standardization Institute, Beijing, China
Thomas Peter RMIT University, Melbourne, Australia

Wang Haodi Beijing Normal University, Beijing, China

Wang Yaofei Beijing Normal University, Beijing, China

Yang Wei Digital City Company, China Xiongan Group, Xiongan New Area, Hebei,
China

Yu Boming Hangzhou Qulian Technology Co., Ltd., Zhejiang Province, People’s
Republic of China

Zhan Shixiao Hangzhou Qulian Technology Co., Ltd., Zhejiang Province, People’s
Republic of China

Zhang Xiaojun Huawei Technologies Co., LTD, Beijing, China
Zhang Yabo WanXiang Blockchain Company, Shanghai, China
Zhe Wenming JD Logistics, Beijing, China



Part I
Technical Foundation

Since the concept of Blockchain was proposed in 2008, with rapid developments
in recent decades, blockchain technology has been widely used and has become a
cutting-edge and strategic technology. From Blockchain 1.0, 2.0, to 3.0, Blockchain
technology has gradually broken through the limited application in digital currency.
The key technologies, such as consensus mechanisms and smart contracts, have
gradually matured. The running efficiency and the energy consumption have been
progressively optimized. With these advancements, it becomes possible to develop
applications for various scenarios on a Blockchain. Along with the developments
of new-generation information technologies, such as cloud computing, the Internet
of Things, big data, and artificial intelligence, Blockchain technology increases the
synergy and integration with these technologies. Such synergy and integration will
stimulate innovations, promote the basic construction of technologies, and broaden
the applications.



Chapter 1 )
Basic Technology ek

Xiaotie Deng, Wenhan Huang, and Xiaodan Tang

Abstract Blockchain technology and distributed ledger technology have devel-
oped rapidly since Bitcoin, the first Blockchain concept, was proposed in 2008.
In this chapter, we will introduce the development history and basic concept of
the Blockchain. The reader can have a general understanding of the Blockchain
so that the reader will comprehend other chapters’ content more easily. We will
first look back on the development history of the Blockchain and then look to the
future of Blockchain technology. Next, we will discuss fundamental technologies
for the Blockchain systems. These technologies ensure the efficiency and security of
the Blockchain and expand the blockchain’s practical scenarios. After introducing
fundamental technologies, we will exhibit three classes of blockchain: public chain,
private chain, and consortium chain. Finally, we will illustrate the architecture of
Blockchain systems.

Keywords Blockchain technology + Blockchain development - Blockchain
architecture

1.1 Concept and Development of Blockchain

In 2008, a researcher named Satoshi Nakamoto published a paper, Bitcoin: a peer-
to-peer electronic cash system [1], and established a digital currency system without
trusted third-party through several technologies, such as the p2p network, crypto-
graphic algorithms, consensus mechanism, and timestamps. Around 2012, people
began to realize the virtue of the technical design of Bitcoin, especially the data
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organization with block + chain, named Blockchain. However, after a few compa-
nies started to discuss the Blockchain applications for financial services, [oT, and
other fields around 2014, the Blockchain gradually attracted widespread attention.
In China, such attention lags slightly, but it also starts a wave of upsurge around the
second half of 2015 that has continued to this day.

Blockchain is a set of technical solutions extracted from the technical design
of Bitcoin. Since such solutions can realize anti-counterfeiting, anti-tampering, and
multi-party participation data records, they can be applied to many other fields. There-
fore, it is discussed and applied as an independent technology. As the Blockchain
is a technical realization for data recording, the prosperity of the Blockchain appli-
cations reflects a strong demand for a multi-party shared and synchronized ledger
of data records. Later, people find that other solutions besides Bitcoin’s one can
also achieve such a ledger. As for supplements and extensions to Blockchain, some
related concepts have also developed and gradually merged with Blockchain, such
as distributed ledger and distributed recording technology.

The International Organization for Standardization (ISO) defines Blockchain [2]
as a distributed ledger in which confirmed blocks are organized as incremental,
sequential chains with cryptographic techniques. And the distributed ledger is defined
as an information store that holds a final, deterministic, immutable record of transac-
tions shared and synchronized among a series of nodes through a consensus mech-
anism (Fig. 1.1). In traditional business activities, the ledger, as the origin of the
records of economic activities, can summarize and verify past activities. With the
development of informatization, the informatization ledger has also been “born out”
from the traditional ledger to a recording method that supports new types of things
such as credit disclosure. However, this approach still brings data consistency, easy
forgery, and tampering challenges. For these challenges, the long-term solution is to
rely on athird-party institution like a credit endorsement to ensure the authenticity and
reliability of the ledger. With the development of the economy and society, people are
no longer satisfied with relying on this traditional credit system based on third-party
credit guarantees. Instead, they have begun to explore a set of verifiable and reliable
trust systems that do not rely on third parties. The continuous development of infor-
mation technology has gradually made this transformation possible. In particular, the
development of modern cryptography has provided important technical means for
problems such as impartiality and privacy. The large-scale application of distributed
computing has also provided a vast space for the development of new technologies. In
this series of backgrounds, the Blockchain, a decentralized distributed ledger, came
into being.

Compared with the traditional information ledger, the ledger based on blockchain
technology stores the same transaction records on many computers. The cryptog-
raphy technology ensures the security of the previous transaction records and veri-
fication information. When tampering with a particular transaction record in the
blockchain, all subsequent transaction records and blocks must be tampered with,
which dramatically increases the cost of tampering, so the blockchain is considered
immutable. In addition, blockchain technology applies cryptographic technologies
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Distributed Ledger Technology

Blockchain Technology

Distributed

Blockchain Ledger

Fig. 1.1 The relationships of blockchain, distributed ledger, and other related terms

such as public-key encryption, which also has good guarantees for privacy and fair-
ness in transactions. In addition, blockchain technology realizes tamper-proof modi-
fication, fairness, reciprocity, privacy, etc., in the process of transaction and recording
to ensure mutual trust between transaction parties.

Further, through the maintenance of trusted ledgers and the trust relationship estab-
lished based on them, blockchain technology allows multiple parties to jointly process
a transaction, which is regarded as the technical basis for establishing a new multi-
party collaborative relationship. Furthermore, smart contracts enable Blockchain to
perform agreed actions automatically. Therefore, Blockchain is generally regarded
as a new type of trust mechanism. Such a mechanism can optimize social produc-
tion and cooperation, and it can benefit many fields in efficiency improvement, cost
reduction, and intelligence improvement.

Justlike a “polyhedron”, Blockchain presents different appearances from different
perspectives. The industry’s positioning of Blockchain is also very diversified, giving
different understandings and definitions for the word “Blockchain”. For example,
the group standard “Blockchain Reference Architecture” [3] defines Blockchain as
a mode of realizing and managing transaction processing with a chain block data
structure that is anti-counterfeiting, tamper-proof, and traceable through transparent
and trusted rules in a peer-to-peer network environment. Yong et al. [4] defined
Blockchain from a technical viewpoint: a kind of new decentralized infrastructure and
distributed computing paradigm for generating and updating data that uses encrypted
chain block structure to verify and store data, uses distributed node consensus algo-
rithm to verify and store data, and uses automated script code (smart contracts)
to program and manipulate data. Distributed Ledger Technology: Beyond Blocks,
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published by the UK Government Chief Scientific Adviser Chain” [5] believes that:
Blockchain is a kind of database, which stores some records in a block, each block
is “linked” with the next block using a cryptographic signature, and Blockchain can
be used in any Share and collaborate between people with permissions. To a certain
extent, Blockchain can be regarded as a ledger maintained by a mutually equal group
based on the usage of a series of technical rules to ensure sufficient consensus. From
the data point of view, Blockchain can be regarded as a kind of database. Because
the records on Blockchain are encrypted, tamper-proof, and maintained by multiple
parties, it is a highly trusted database. From the perspective of technology ecology,
Blockchain is an autonomous governance method based on information technology,
which achieves trust through preset rules and promotes multi-party collaboration.

1.2 Origin of Blockchain Technology

In 1991, Haber and Scott Stornetta [6] proposed the earliest cryptographically secure
chain block to design a tamper-proof system. Next year, the two authors and Dave
Bayer incorporated Tree [7] into the area. The block structure enables the encryp-
tion and verification of many files within one block, which improves the operating
efficiency of the entire system. However, a trusted third party is still required to
sign for the earliest chain blocks. In 1999, Markus Jakobsson and Ari Juels formally
proposed the concept of proof of work (Proof of Work, PoW), using the method of
computing consistent hash to reach consensus. Such an idea can be traced back to a
paper published in 1993 by Cynthia Dwork and Moni Naor, which reduces spam by
computing mathematically complex issues [8, 9]. In 2008, Nakamoto [1] proposed a
new data structure of “block + chain” when designing Bitcoin, which improved the
original chain block and used the workload proof algorithm to reach a consensus,
thereby eliminating the need for Trusted Third Party. At the same time, by adjusting
the difficulty of the consistent hash calculation result, the block generation speed
can be controlled. However, in a distributed system, the efficiency of solving compu-
tational problems is uncontrollable. To solve the fairness problem when different
nodes process computational problems simultaneously, Bitcoin adopts the longest
chain principle in its design: When computational issues lead to multiple chains
existing, only the longest chain is valid.

Since then, Blockchain technology has been widely used in cryptocurrencies.
Technological development has focused on expanding the expression of cryptocur-
rencies, increasing transaction volume, reducing transaction time, and improving
computing resource utilization. Therefore, a series of consensus protocols improving
transaction efficiency have been proposed to solve the problems of low efficiency of
cryptocurrency transactions and eliminate the impact of forks in the chain structure
of Blockchain. At the same time, to deal with different application scenarios, the
concept of private chain and consortium chain was also proposed during this period
by sacrificing some equality and fairness in exchange for efficiency improvement.
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At the end of 2013, the Ethereum platform project was launched [10]. Through the
technologies such as smart contracts, providing an application development environ-
ment and virtual machines, the development of distributed applications (DApp) was
pushed to a new development period, and more and more DApps were incubated.
Ethereum uniquely adds smart contracts to its Blockchain system, which broadens
the boundaries of Blockchain technology applications besides cryptocurrencies. The
concept of smart contracts was first proposed by Nick Szabo in 1994, when it was
defined as “a set of promises made in digital form, including agreements on which
contract participants can execute these promises” [11]. When the smart contract
is pre-deployed on Blockchain and the corresponding conditions are satisfied, the
system will automatically execute the code in the contract. Therefore, smart contracts
can be regarded as program code running on Blockchain. Since the program has no
possibility of default and is naturally credible, it can be used for chain-to-chain and
chain-to-non-chain interaction.

1.3 Stages of Blockchain Development

Based on the development of blockchain technology, application, standardization,
and industrial ecology, the development of Blockchain has gone through three stages
since Bitcoin was launched in 2009.

The first stage is Blockchain 1.0 (2008-2013), which is the origin and verification
stage of Blockchain technology. The main feature of this stage is the verification
of Blockchain technology through the stable operation of Bitcoin. After Satoshi
Nakamoto proposed Bitcoin in 2008, it set off a wave of technology research and
industrial development around cryptocurrencies. Blockchain was mainly used to
store cryptocurrency transaction information during this period, and the consensus
mechanism was mostly PoW. And the development of Blockchain was mainly based
on the improvement of the Bitcoin framework. The main feature of this period is that
public chain technology grew significantly while the exploration for the application of
cryptocurrency had just begun. As a result, Blockchain standardization was almost
blank, and the typical feature of the industry was the gradual development of the
ecology around cryptocurrencies.

The second stage is Blockchain 2.0 (2013-2015), which is the stage for the concept
of Blockchain and platform development. At this stage, platforms such as Ethereum
and Hyperledger developed rapidly, and the application of technologies such as smart
contracts promoted the application of Blockchain in more fields. At the same time, the
industry began to discuss the standardization of Blockchain. In 2014, Vitalik Buterin
proposed a new type of Blockchain that could run smart contracts. Smart contracts
enable deployed Blockchain to complete its mutual trust mechanism. As a result,
the development of various applications in Blockchain became possible. During
this period, Blockchain and its application development community represented by
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Ethereum were not satisfied with simply using Blockchain as a technology for real-
izing encrypted currency but incubated many prototypes of distributed applications
based on smart contracts.

The third stage is Blockchain 3.0 (2015 to present), which is the stage of popu-
larization and application of Blockchain concepts. At this stage, technologies such
as cross-chain and privacy protection have gradually developed, and Blockchain has
been actively used for finance of supply chain, traceability of food and drug, judi-
cial evidence storage, public services, and other fields. As a result, some kinds of
applications have begun to scale. At the same time, with the rapid development of
Blockchain standardization at home and abroad, the industry has started to accelerate
the exploration for the construction of general-purpose infrastructure.

1.4 Fundamentals of Blockchain Technology

1.4.1 Technical Design and Advantages

The core of Blockchain technology design is to implement a tamper-proof, anti-
forgery, and traceable maintenance process of a distributed ledger through consensus
mechanisms, encryption algorithms, smart contracts, and other technologies in a
distributed network. Figure 1.2 shows a Blockchain-based distributed ledger main-
tenance process. In a distributed Blockchain network, if participant A initiates a
transaction, the transaction will be broadcast in the Blockchain network, and then
the miner for this transaction will be selected through a consensus mechanism (such
as PoW). The miner’s task is to package this transaction (possibly together with
multiple other transactions) into a block, and then the miner broadcasts the block to
all participants in the Blockchain network for verification. The block will be perma-
nently added to the Blockchain ledger after verification. After that, the transaction is
completed, and the transaction-related party B in the Blockchain network can view
the transaction result.

Compared with the centralized ledger, the distributed ledger implemented by
Blockchain stores copies of the ledger in each node of the distributed network, effec-
tively avoiding the ledger damage caused by single-point failure. At the same time,
the encrypted data storage, multi-copy storage, and the data structure of “block +
chain” make the data extremely difficult to be tampered with or forged. Further-
more, the data on Blockchain is organized in sequence through technologies such as
timestamps, which provide good traceability for the on-chain data.
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Fig. 1.2 Blockchain-based distributed ledger maintenance process

1.4.2 Core of Key Technology

Blockchain relies on several technologies, including peer-to-peer (P2P) networks
(providing infrastructure capabilities for storage, computing, and communication),
virtualization, containers, cloud computing, data storage, and other related tech-
nologies; encryption algorithms, digital digests, digital signatures, key management,
homomorphic encryption, zero-knowledge proof, ring signature, attribute encryption
and other security and privacy protection technologies; as well as consensus mech-
anisms, smart contracts, cross-chain technologies. Many of these technologies are
relatively mature, while some are gradually developed or improved in Blockchain,
such as consensus mechanisms, data storage, encryption algorithms, smart contracts,
and cross-chain technologies.

1.

Consensus Mechanism

In Blockchain, the consensus mechanism is the unified transaction verifica-
tion and confirmation method for distributed nodes. Currently commonly used
consensus mechanisms include Proof of Work (PoW), Proof of Stake (PoS), Prac-
tical Byzantine Fault Tolerance (PBFT), and Proof of Authority (PoA). Among
them, PoW is a consensus mechanism that solves specific computing problems
through operations to ensure that all nodes obtain accounting rights reasonably.
Because each accounting requires more nodes to operate simultaneously and the
enormous computing power of the nodes does not solve the issue, PoW achieves
a low efficiency. PoW’s fault tolerance allows 50% of the entire network nodes
to fail, but there are 25% fault-tolerant attacks for some specific chains [9]. PoS
is a consensus mechanism that links the difficulty of a node to obtain mining
rights with the stake it holds. The larger the stake, the easier it is to obtain mining
rights through a specific hash value. Compared with PoW, PoS reduces much
computation, and its fault tolerance allows nodes with 50% stake in the entire
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network to make mistakes. PBFT is a consensus mechanism based on the elec-
tion of leaders, and it conducts miner through voting among committees. PBFT
allows Byzantine fault tolerance. Since many calculations are eliminated, the
performance efficiency is relatively high, allowing 33% of the entire network
nodes to fail. Since the election does not necessarily require all nodes in the
network, this mechanism can also be applied to the consortium chain. PoA is
similar to PoS, but it replaces equity with authority, and participating nodes need
to perform mandatory authentication to obtain the right to participate in book-
keeping. Origin PoA has a fault tolerance rate of 50%, but if the mechanism
employs Byzantine consensus, the fault tolerance rate drops to 33%.

Data Storage

In Blockchain technology, data is generally stored in blocks, and blocks are
connected in sequence to form a chain-like linear structure in the generated order.
Usually, a block contains a block header (Head) and a block body (Body). The
block header stores the connection and encryption information between blocks,
and the block body contains all the verified transaction information collected
during the block creation process. The data storage structure has improved to
enlarge the throughput of Blockchain. There is a technical solution to replace the
single chain with the form of a directed acyclic graph (DAG). When each new data
unit is published, it must refer to multiple existing parent data units. Over time,
all data units containing transactions are connected, forming a graph structure of
a directed acyclic graph. This scheme avoids the limitation of serialized writing
in a single chain and has excellent improvements in concurrency and scalability.
Encryption Algorithm

The commonly used encryption algorithms in Blockchain roughly include
hashing (hash) algorithms and asymmetric encryption algorithms. Among these
two kinds of algorithms, the hash algorithms mainly convert a piece of informa-
tion into a fixed-length digest to ensure certainty and randomness. For specific
information, the encrypted results are consistent; for approximate information,
the encrypted results are random and irrelevant. Currently, the hash algorithm
that is used more in Blockchain is SHA256. An asymmetric encryption algorithm
employs a pair of keys, a public key and a private key. Anyone who obtains the
public key can use the public key to interact securely with the private key holder.
But due to the dependency of the public key and the private key, only the private
key holder can decrypt the information, and any unauthorized person cannot
decrypt it, even the sender of the message. Asymmetric encryption algorithms
used in Blockchain include RSA, ECC, and ECDSA.

Smart Contract

A smart contract is a program that is fully deployed on Blockchain and can run
autonomously, and all the output of the program will be completely recorded
on the chain. The program runs in a closed sandbox. The interaction with the
outside only depends on the input and output of the program, and the smart
contract cannot directly manipulate the information of the external network, file
system, or other smart contracts.
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The international standard * Blockchain and distributed ledger technolo-
gies—Overview of and interactions between smart contracts in blockchain and
distributed ledger technology systems” [12] pointed out that smart contracts need
to have confidentiality, impartiality, feasibility, and privacy to ensure that smart
contracts cannot be misused and abused. Confidentiality means that the execu-
tion of the smart contract is visible to all nodes since the smart contract needs to
run on the blockchain throughout the whole process. The information needs to
be processed using homomorphic encryption or zero-knowledge proof to avoid
revealing the current state of the smart contract. Fairness refers to ensuring that
smart contracts are executed as initially set. Feasibility means that due to the
existence of the halting problem, if the smart contract is Turing complete, the
outside world may not be able to judge the running status of the current smart
contract program. The standard solution is to either control the running time to
ensure that there will be no halting problems; or constrain the smart contract’s
language in a smaller language space to avoid halting problems. Privacy means
that a specific smart contract can only be called and operated by a particular
group to ensure that the state and data of the smart contract will not be leaked.
Cross-chain Technology
Cross-chain technology generally refers to the technology of information
communication and interaction between two or more relatively independent
Blockchains. With the development of Blockchain technology and the rapid
increase of different Blockchain projects, multi-chain parallelism and multi-
chain interoperability have become the future development trend. As a result,
data interaction, data transfer, and information communication between chains
are becoming increasingly important.

Cross-chain consists of cross-chain between homogeneous chains and cross-chain

between heterogeneous chains. The cross-chain between isomorphic chains mainly
occurs in the information interaction between the side chain and the main chain.
Transferring their information is relatively easy since the isomorphic chains have the
same structure. On the other hand, the cross-chain between heterogeneous chains
is much more complicated, requiring both parties to communicate through smart
contracts, oracles, or relays from third-party organizations.

The current cross-chain technology is still immature, and the ease of use and

scalability of cross-chain needs to be developed. There are also supervision problems
in cross-chain, and how to conduct data interaction between chains more safely and
faster is still an urgent problem to be solved.

1.4.3 Security and Privacy Protection in Blockchain

1.

Security of Blockchain Technology
The security of Blockchain technology includes two aspects: data security and
system security. Among them, the data security of Blockchain means that for the
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data on the chain, usually, only the private key holder can decrypt it, while others
on the chain can only verify the data to prevent the owner from operating data
secretly. It guarantees both privacy and security. At the same time, when data
need to be stored on the chain, they must pass a consensus mechanism. That is,
the data are allowed to be stored when most people in the entire network agree
with the correctness of the data record. The system security of Blockchain means
that for all participants, the data on the chain are the same, and each participant
will have a copy of the information stored on the chain, so Blockchain naturally
avoids traditional point-to-point targeted attacks.
2. Security Challenges and Countermeasures Faced by Blockchain Technology

L

1L

III.

Data Openness and Participation Openness

On Blockchain, all data are visible, and everyone (in public chain) or
authorized person (in private chain or consortium chain) can participate
in Blockchain. Therefore, the prevention of identity forgery or informa-
tion theft has certain challenges. Current strategies generally prevent the
occurrence of such problems computationally through sufficiently difficult
cryptographic techniques.

Privacy Protection

Since the behavior and changes on the participant chain are visible to
everyone, there is a possibility that an attacker can infer relevant informa-
tion about the participant’s behavior on the chain. Zero-knowledge proofs
and other technologies currently protect participants’ specific behavior and
privacy.

Attack Prevention

Besides typical double-spend attacks, distributed attacks, and other attack
methods, there may be specific attacks where the attacker requires less
than 50% of the total resources for particular Blockchains. Therefore, it
is a significant challenge for the development of Blockchain to prevent
this type of attack on the Blockchain mechanism and the possibility of
establishing traditional attack conditions. Furthermore, there is no way to
avoid new attacks except for some known attacks. Consequently, the attack
and prevention of Blockchain will become a new research hotspot after the
development of Blockchain technology matures.

3. Blockchain Security System

L
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Physical Security

The network and host running the Blockchain system should be in a
protected environment to avoid being attacked and causing the Blockchain
network to be destroyed. Depending on the actual situation and security
level, the Blockchain system is protected by firewalls, physical isolation,
and the establishment of private networks.

Data Security and Identity Security

The network and host running the Blockchain system should be in a
protected environment to avoid being attacked and causing the Blockchain
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network to be destroyed. Depending on the actual situation and security
level, the firewalls, physical isolation, and even the establishment of private
networks can be used for protection.

III. Private Key Security
Since the private key is the only tool on the Blockchain network that can
decrypt the data, the key should be properly kept, such as traditional encryp-
tion methods. It is recommended to periodically update the private key or
use a one-time private key in transaction transmission to prevent the key
from being leaked in multiple transactions.

IV. Supervision and Risk Control
There should be a strict monitoring mechanism for the overall state change
on Blockchain. Suspicious operations should be warned and excluded. If
there is an illegal operation, the loss should be assessed, the illegal operation
should be remedied at both the technical and business levels, and both
the source and method of illegal operation should be traced to prevent the
recurrence of similar attacks.

1.5 Classification of Blockchain

At present, Blockchain is usually classified as public chains, private chains, and
consortium chains from the perspective of the scope of participants.

1.

Public Chain

A public chain is a Blockchain in which any group or individual can participate in
sending transactions and conducting consensus, typically represented by Bitcoin.
The public chain is the earliest Blockchain, and it is currently the most well-
known and widely spread Blockchain. The public chain has the characteristics
of complete decentralization: all on-chain behaviors are public, no one controls
the on-chain operation, and no one owns such Blockchain.

For the public chain, theoretically, there is no situation where a small group
can control the overall direction of the public chain unless this small group can
control most of the world’s resources (computing power, or other resources,
depending on the specific consensus protocol). All users can freely participate
in and leave the public chain network. Everyone can query all behaviors and all
data on the public chain ledger. Therefore, the public chain has a high degree of
equality, fairness, and openness.

Private Chain

A private chain is a Blockchain owned by an individual or group. The owner
exclusively owns the permission to write and modify the blockchain. There-
fore, only individuals or groups with the owner’s permission can participate in
Blockchain activities. Currently, the private chain is mostly used to record the
internal behavior of the group.

For the private chain, users with the same permissions still have the nature of
the public chain; but for users with different permissions, due to the difference
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in their division of labor, they do not have equal status. Furthermore, in some
private chains, the owner with the highest authority is allowed to make arbitrary
changes to the blockchain.
3. Consortium Chain

The consortium chain is an extension of the private chain. However, unlike the
private chain, the authority of the consortium chain is usually managed by a
special committee. Thus, the consortium chain is usually used to deal with
behavior between groups with common interests.

The consortium chain is between the public chain and the private chain, balancing
the advantages of the two types of Blockchain: It is neither as free as the public chain
so that it cannot control the identity of the participants nor as close as the private
chain. Typical consortium chains include Hyperledger and Diem (formerly Libra).
In China, most Blockchain projects belong to the consortium chain.

In addition, Blockchain can also be divided into permissioned and non-
permissioned chains from the perspective of whether joining or participating in a
Blockchain network requires authorization from specific nodes.

1.6 Blockchain System Architecture

The group standard “Blockchain Reference Architecture” [3] released in 2017 divides
the blockchain system architecture into “four horizontal and four vertical” structures,
four layers (the user layer, the service layer, the core layer, and the base layer) and
four cross-layer functions for development, operations, security, and governance.
Among them, the core layer includes the core functional components of Blockchain
such as consensus mechanism, ledger record, encryption, digest, digital signature,
timing service, and smart contract.

In August 2020, the International Telecommunication Union Telecommunication
Standardization Sector (ITU-T) released the “Reference Framework for Distributed
Accounting Technology” standard [13], in which the architecture of the Blockchain
system is divided into six main components: operation & maintenance, applica-
tion, protocol, resources, external interaction management, and extensions. Opera-
tion & Maintenance component is about specific behavior of each distributed node in
Blockchain. Application component covers applications developed on Blockchain.
Protocol component provides basement for the on-chain behaviour of partici-
pants including accounts, consensus, participant managements, and communication.
Resources component maintains the computing and storage resources to run the
Blockchain network more efficiently. External interaction management component
manages the resources outside Blockchain, such as oracles, off-chain data. Exten-
sions component extends Blockchain capabilities so that Blockchains can interact
with each other and quickly expand to different practical scenarios. In addition to the
six main components above, there are two additional sections: utils and governance.
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Utils section ensures the Blockchain’s privacy and security with modern cryptog-
raphy methods. Governance section monitors the on-chain behavior and provides
feedback for each operation.

In February 2022, ISO released “Blockchain and distributed ledger tech-
nologies—Reference architecture” [14] and divided the reference architecture of
Distributed Ledger Technology (DLT) into six components: non-DLT systems, user
layer, API layer, DLT platform layer, infrastructure layer, and cross-layer functions.
non-DLT systems provides resources or services outside the DLT system. User layers
provides basic functions to enable participants to interact with the DLT system. AP/
layer provides reliable and efficient access to resources inside or outside the DLT
system. DLT platform layer provides the DLT system’s core functions including
consensus mechanisms, communications between nodes and systems, cryptographic
services, smart contracts, and on-chain resource management. Infrastructure layer
provides the storage, the computation, and the communication resources for the oper-
ating environment. Cross-layer functions support the sections across several layers.
These functions are grouped into four categories: development, management and
operations, security, and governance and compliance.

Based on the ITU-T standard and the ISO standard, the functional architecture of
Blockchain system can be summarized as Fig. 1.3. There are five components and
one cross-component functions.

e Operation and maintenance: This component is mainly about the specific behavior
of each distributed node in Blockchain, including the process of publishing
transaction information, verifying transaction information, and accounting.
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Application: This component covers applications developed on Blockchain, such
as DApps. It ensures the maintainability and scalability of applications on
Blockchain through the runtime management, the life cycle of applications, and
some corresponding development tools.

Platform service: This component helps participants interact with the Blockchain
system. The Basic API sector enables participants to access the on-chain resource
reliably and efficiently. In protocol sector, participants can deploy some smart
contracts as protocols with basic APIs. Some pre-deployed protocols, such as
cryptographic services or consensus mechanism, help the Blockchain system run
correctly. The development sector supports the developers to develop protocols
or applications effectively and efficiently.

Infrastructure: This component provides resources for running the Blockchain
system and performs node management, store management, and network manage-
ment for Blockchain. The management and allocation of computing and storage
resources save resources to run the Blockchain network more efficiently.
Extensions: This component extends Blockchain capabilities. Internal extensions
mainly expand the capabilities of the modules of Blockchain so that it can quickly
expand to different practical scenarios. External extensions provide the off-chain
resources and enables Blockchain to operate on the external environment or other
chains.

Functions: The cross-component functions support for the sections across compo-
nents. For example, governance needs to monitor the behavior in platform service
component and the corresponding data in infrastructure component. Among these
components, security section ensures the Blockchain’s privacy and security with
modern cryptography methods and the design of the blockchain consensus mecha-
nism. Governance section can prevent some loopholes in Blockchain and monitor
the malicious behavior of illegal nodes in the Blockchain network. At the same
time governance section can provide feedback about whether some security
problems exist.

Through the cooperation between various components, Blockchain can be used

independently as a specific application service or as a member of a comprehensive
service, which ensures the privacy and security of the overall service, expanding the
breadth of the landing for Blockchain applications.
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Chapter 2 )
Convergence of Blockchain and Next skl
Generation Information Technology

Xiaojun Zhang

Abstract Blockchain technology ensures secure data transmission and use through
features such as anti-tampering and traceability. However, blockchain can only ensure
of data on the blockchain. To ensure end-to-end security and trustworthiness of data,
blockchain needs to cooperate with other technologies. In this way, we can see that
blockchain + IOT, blockchain + AI are complementary in technology capabilities
and jointly maintain end-to-end secure data transmission.

Keywords BaaS - POC - PaaS - SVN - Sensor -+ eMBB - mMTC - DT

2.1 Overview

Since it was identified as one of the seven strategic emerging industries in the 12th
Five-Year Plan, the new generation of information technology in China has developed
rapidly and gradually become the direction of deepening application of information
technology in various industries. In addition, the new generation of information tech-
nology accelerating the iteration and the in-depth integration with the real economy
plays an increasingly critical role in intelligent manufacturing, finance, energy, and
healthcare industries. On May 28, 2018, General Secretary Xi Jinping, in his speech
at the 19th Academician’s Congress of the Chinese Academy of Sciences and the
14th Academician’s Congress of the Chinese Academy of Engineering, referred to
blockchain technology for the first time and positioned it as a new generation of infor-
mation technology, noting that “the new generation of information technology, repre-
sented by artificial intelligence, quantum information, mobile communications, IoT,
and blockchain, is accelerating breakthrough application.” During the 18th collec-
tive learning of Politburo, General Secretary Xi Jinping stressed the need to build a
blockchain industry ecosystem, accelerate the in-depth integration of blockchain with
cutting-edge information technologies such as artificial intelligence, big data, and
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IoT, and promote integrated innovation and converged application. From the develop-
ment trend and the evolution path of blockchain technology at home and abroad, the
development of blockchain technology and applications requires cloud computing,
big data, information physical systems, and artificial intelligence as infrastructure
technology support. In contrast, blockchain technology and applications play a vital
role in promoting the development of the next generation information technology
industry. Blockchain, like cloud computing, Internet of Things, big data, and artificial
intelligence, is typical of the new generation of information technologies. Blockchain
and other new-generation information technologies are expected to bring a series of
changes to people’s production methods and lifestyles through mutual promotion and
integration. Especially in the real economy, the combination of blockchain and other
new-generation information technologies is needed to jointly guarantee the authen-
ticity and transparency of data. Problems, such as how to ensure the authenticity of
blockchain data on the chain, how to guarantee blockchain bandwidth and latency
when nodes move down and the number of nodes increases, and how blockchain
data collaborate with big data and artificial intelligence, become urgent in blockchain
development.

The comprehensive commercial development of blockchain will enhance the
collaboration of various new technologies. In the first stage, the data will be collected
and transmitted through IoT and the fifth-generation mobile communications tech-
nologies (5G), while the data will be accurately analyzed by relying on big data
and artificial intelligence in the last stage. The reliability of the middle stage will be
guaranteed by blockchain, thus forming the integration of the front, middle, and last
three stages, as shown in Fig. 2.1.
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Fig. 2.1 Blockchain and next generation information technology convergence
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2.2 Blockchain and Cloud Computing

Cloud computing is an Internet-based computing method that realizes the sharing of
software/hardware resources and information and provides computing capabilities
for various terminals and other devices as required. Cloud computing is developed
from the Client/Server (C/S) mode and is based on the increase, usage and delivery
mode of Internet-related services. The National Institute of Standards and Tech-
nology (NIST) defines cloud computing as a model that facilitates and improves
the availability of computing resources (including networks, servers, storage, appli-
cations and services) from a shared and configurable resource pool, which can be
acquired and released with minimal effort and no human intervention [1, 2]. At
present, cloud computing is not only akind of distributed computing, but also includes
utility computing, load balancing, parallel computing, network storage, hot backup
redundancy, and virtualization.

There are still some problems in the development of the cloud computing tech-
nology industry. First, the cloud computing market is extremely central, and a few
Internet technology giants monopolize the entire cloud computing market by relying
on their highly centralized server resources. Second, the over-concentration of cloud
computing leads to the high prices of computing services, which become scarce
resources, greatly restricting the development requirements of enterprises on the
cloud.

Cloud computing is a pay-per-use model, while blockchain is a distributed ledger
database and a trust system. By definition, there seems to be no direct correlation
between the two, but blockchain exists as a resource, with demand for on-demand
supply and an integral part of cloud computing, where technologies can converge.

There are two ways to converge blockchain and cloud computing:

First, Blockchain for Cloud mainly relies on blockchain to implement distributed
cloud computing architecture. Blockchain-based distributed cloud computing allows
on-demand, secure, and low-cost access to the most competitive computing capabil-
ities. Distributed applications (DApps) can automatically retrieve, search, provide,
use, and release all required computing resources through the distributed cloud
computing platform, making it easier for data providers and consumers to obtain
required computing resources. Using blockchain smart contracts to describe the
characteristics of computing resources, on-demand scheduling can be implemented.
Blockchain-based distributed cloud computing may be the future development
direction of cloud computing, but it is still in the theoretical research stage.

Second, Cloud for Blockchain focuses on the convergence of cloud computing and
blockchain technologies, and the cloud platform becomes the carrier of blockchain
services, which is the fastest way to combine blockchain and cloud computing. As
we all know, blockchain technology development, testing, and proof of credit (PoC)
involve multiple systems. Besides, the high cost of the stand-alone mode greatly
restricts the promotion of blockchain technology. Therefore, nearly all cloud vendors
globally have launched blockchain services based on their own cloud platforms. The
integration of cloud computing and blockchain technologies has spawned a new cloud
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service market called Blockchain as a Service (Blockchain as a Service, BaaS), which
accelerates the application of blockchain technology in multiple domains and brings
transformation and development to the cloud service market. The close integration
of blockchain and cloud computing has promoted BaaS as a public trust infras-
tructure and formed a convergence trend of embedding the blockchain technology
framework into the cloud computing platform. The blockchain enterprise platform to
the business, represented by the consortium chain, needs to improve the blockchain
ecosystem with cloud facilities. Meanwhile, blockchain to the client, represented by
the public chain, needs to provide a stable and reliable cloud computing platform for
decentralized applications. The integration of blockchain and cloud computing can
reduce the time and cost of deployment and enhance blockchain security relying on
the security of the cloud platform, which meets the requirements of rapid deploy-
ment of blockchain technologies in various industries and fields. BaaS is a new type
of cloud service designed to provide back-end cloud services for mobile and web
applications, including cloud data/file storage, account management, message push,
and social media integration. Besides, BaaS is a cloud service in the vertical domain.
With the continuous popularity of the mobile Internet, BaaS is also favored by more
and more developers. As a new application development model, it can reduce the
cost of development and allow developers to focus only on specific development
work. BaaS falls between Platform as a Service (PaaS) and Software as a Service
(SaaS). BaaS simplifies the application development process, while PaaS simplifies
the application deployment process. PaaS is a development platform for executing
code and managing application running environments. Users interact with the plat-
form through code version management tools such as the version control system SVN
(short for Subversion) or distributed version control system Git. In short, PaaS is like
a container whose input is code and configuration files and whose output is a link
to an accessible application. The BaaS platform abstracts user requirements, such as
user management. Developers want to create user database tables (models) so that
clients can directly operate the corresponding models through RESTful interfaces, all
of which can be abstracted as CRUD [Create, Retrieve, Update, and Delete]. At the
same time, BaaS defines the execution rules and the process of automatic execution of
SaaS applications through smart contracts. Therefore, BaaS is somewhere between
PaaS and SaaS, is application-oriented rather than just a business middleware.
BaaS services have been valued by major global companies. In April 2013,
Facebook acquired Parse. In June 2014, Apple released CloudKit. In October
2014, Google acquired Firebase. Parse, CloudKit and Firebase are all well-known
BaaS products abroad using Google Ventures to participate in blockchain projects
and company investments and developing their own BaaS platforms with the
acquired technology. By contributing to Hyperledger’s open-source alliance, IBM
provides blockchain services through its BlueMix platform and extends its orig-
inal industry from finance to healthcare and manufacturing through blockchain.
Microsoft provides its own blockchain service through Azure and builds hardware-
based blockchain capabilities with Intel’s SGX TEE. Besides, cloud platform vendors
in China, such as Huawei, Ant Financial Service, Tencent, Inspur, and Jingdong, have
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developed their own blockchain platform services and built a one-cloud-one-service
model. Figure 2.2 shows the blockchain + cloud computing framework.

2.3 Blockchain and IoT

In recent years, the Internet of Things (IoT), as one of the core development areas of
the communications industry, is gradually evolving towards a domain-focused and
ability-focused IoT ecosystem. The introduction of various emerging technologies
has become an important means for the communications industry to cultivate the IoT
ecosystem. Digital identity is a unique digital code after the real identity information
of users or IoT devices (including objects) is condensed. It is a digital label that can
be queried, recognized and authenticated. Digital identity plays an important role in
the IoT environment.

Blockchain for 10T refers to the use of blockchain technology, encryption tech-
nology and security algorithm to protect the digital identity of IoT, thus building a
more secure and convenient digital identity authentication system in the IoT envi-
ronment. Currently, the most pressing challenges facing the IoT are data privacy,
data storage security, data continuity, and data interaction compatibility. Blockchain
can solve two of the most critical IoT problems. First, data is encrypted before
being sent. During data transmission and authorization, an identity verification link
is added. Any operation involving personal data needs to be decrypted and authorized
through identity authentication. In addition, information such as operation records
is recorded on the chain and synchronized to the blockchain network. Blockchain
can protect the security and privacy of user data to a certain extent. Before the
IoT digital identity is chained, the IoT digital identity needs to be authenticated
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and endorsed by the authentication organization (such as the government and enter-
prise). Then, the blockchain-based digital identity authentication system ensures the
authenticity of the digital identity information and provides trusted authentication
services. Each device in IoT has its own blockchain address, which can be regis-
tered based on a specific address, protecting its digital identity from other devices.
Authentication management of Blockchain-based IoT devices can ensure the secu-
rity of a large number of original IoT devices. In addition, blockchain technology can
prevent hijacked IoT devices from accessing the network, thereby further ensuring
IoT network security. Second, the current IoT only connects devices for data collec-
tion and device control functions but does not have high intelligence. In the future,
IoT requires networked terminal devices to have certain intelligence and cooperate
autonomously under a given rule logic to complete a variety of applications with
commercial value. The most significant advantage of blockchain technology is that
it can provide direct transactions with untrusted intermediaries and make execu-
tion terms through smart contracts. When the conditions are met, the transaction is
automatically executed.

IoT for Blockchain uses the sensor capability of the IoT to ensure the reliability of
data on the chain. One of the reasons why blockchain is questioned is the authenticity
of the data on the chain. How to ensure the authenticity of the data on the chain
becomes the key. With the help of IoT technology, the data can be automatically
chained by sensors instead of human intervention, thus ensuring the authenticity
and reliability of the data on the chain. In addition, an end-to-end security defense
system is constructed from various aspects of the [oT, such as device chips, terminals,
network security, management platforms, and applications, so that the IoT-based
security defense system can provide system security assurance for the blockchain
platform.

IoT for Blockchain is widely applied. The first category is traceability application.
The IoT-based NFC chip can implement traceability of objects, during which the data
is chained by NFC scanning to ensure traceability authenticity. The second category is
financing applications, such as financing applications based on warehouse receipts.
Information scanning of warehouse receipts requires the intervention of the IoT
technology to form the IoT-assisted blockchain. Then, the financing of electronic
data products, such as warehouse receipts, can be realized. The third category is
logistics applications. Currently, logistics applications, especially enterprise-based
logistics, are expected to implement precise logistics to reduce logistics gaps and
reduce logistics costs. Based on the source tracing of objects, blockchain + IoT
linkage can be realized to build credible traceability of information. Figure 2.3 shows
the blockchain + IoT architecture.

2.4 Blockchain and 5G

The fifth-generation mobile communication technology (5G) is revolutionary in the
mobile communication field with high speed, low latency, massive access, high
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mobility rate, and high security as the main features, which can support new multi-
party business models and seamless interaction between services [3]. 5G is no longer
limited to serving individuals in the 2G/3G/4G period. It focuses on diversified appli-
cation scenarios, especially for enterprise applications. The three typical application
scenarios supported by 5G are as follows.

First, enhanced Mobile BroadBand (eMBB) is designed to provide the ulti-
mate communication experience under high-speed mobility. It applies to high-traffic
mobile broadband services such as three-dimensional (3D), ultra-HD video, and
bandwidth guarantee under high-speed mobility.

Second, ultra Reliable Low Latency Communication (uURLLC) can realize real-
time information communication for automatic driving, real-time data image trans-
mission for mobile medical care and processing of ultra-high-definition video devices
for industrial manufacturing, which have high requirements on latency and reliability.

Third, massive Machine Type Communication (mMTC) is designed to meet the
communication requirements of objects-to-objects. It can be applied to application
scenarios that aim at sensing and data collection, such as smart cities, smart wearables,
smart home devices, and industrial connections.

5G has weaknesses in user privacy protection, trust establishment in online trans-
actions, and virtual intellectual property protection, while blockchain technology can
provide transaction and property protection capabilities for 5G through cryptography
and other means. In 5G for Blockchain, intelligent terminals and edge computing
nodes are responsible for a large amount of computing and storage in the 5G era. As
the number of blockchain nodes increases, requirements on bandwidth and latency
also increase. 5G network solves local network congestion when the traffic volume
increases (such as signaling response, large bandwidth, and low latency), which can
be applied to Internet of Vehicles (IoV), remote video, and smart city. In addition,
the 5G network can be used to improve the performance and stability of blockchain
network interconnection (5G can achieve 10 Gbit/s data transmission), as shown
in Fig. 2.4. Blockchain for 5G provides data protection capabilities for 5G appli-
cation scenarios. Application cryptography, represented by blockchain, reconstructs
networks security boundaries, establishes trust domains between devices, and imple-
ments secure and trusted interconnection [4]. In addition, blockchain technology
realizes the sharing of network resources, such as the 5G spectrum, site location, and
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bandwidth. Meanwhile, blockchain technology allows users to pay for what they use
and they need, with well-defined responsibilities and rights and transparent value
allocation.

The convergence of 5G and blockchain technologies provides an efficient, secure,
and fast service experience and accelerates the blockchain implementation in 5G
application scenarios. 5G technology supports an efficient digital economy, while
blockchain technology provides security and trust for the digital economy. The “5G
+ blockchain” collaboratively promotes the rapid development of applications in
financial payment, smart city, IoT, Internet of Vehicles, autonomous driving, and
industrial control.

2.5 Blockchain and Big Data

Bigdataisadata collection thatis large enough to exceed the capabilities of traditional
database software tools in terms of acquisition, storage, management and analysis,
which is characterized by massive scale, rapid flow, diversified types, and low-value
density. Big data has been widely used in people’s lives, especially in the outbreak of
the COVID-19 epidemic in 2020. For example, big data has played an important role
in statistics, analysis, and judgment of the epidemic. In the development process from
the information technology (IT) era to the data technology (DT) era, data has become
a liquid asset. By analyzing and utilizing big data, huge social and economic values
can be mined. The development of big data has made significant achievements, but
it also faces great challenges.

(1) The circulation and sharing among data sources break the security boundary
of original data management. Besides, the potential security risks in data flow
increase.

(2) Theft, attack, and abuse of big data resources are becoming more serious, raising
higher requirements on the data security protection capabilities of countries and
related institutions.

For example, Facebook’s data breach caused the unauthorized use of big data
resources to be a problem. The personal data of 50 million users was leaked, which
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indirectly affected the outcome of the 2016 US presidential election. Ransomware-
related data recovery costs more than doubled in 2019. In 2020, ransomware with data
breach mechanisms had brought higher data recovery costs to enterprises. In 2020,
LifeLabs, Canada’s largest medical laboratory testing services provider, experienced
a massive data breach in which nearly 15 million Canadians had their personal and
medical information compromised and had to pay ransoms to attackers. Experts
believe that attackers use “ransomware + data leakage” to increase the amount of
ransom money. Therefore, unauthorized sharing of big data not only affects user’s
data security, but also poses a severe threat to national security. Realizing safe and
controllable circulation and data sharing is the core scientific issue for big data
applications and development.

With its advantages of traceability, security, and tamper-proof, blockchain will
play a vital role in solving data interconnection and open sharing to ultimately reduce
information friction, break through information silos, and achieve the goal of “social-
ized big data”. In the long run, the combination of blockchain and big data could
bring great changes in social production and life. In April 2020, the China Internet
Network Information Center (CNNIC) released the 45th Statistical Report on China’s
Internet Development, pointing out that one of the top ten trends in the big data field
in 2020 is the gradual enrichment of big data application scenarios of blockchain
technology [5]. According to Neimeth, by 2030, the value of blockchain distributed
ledgers could reach 20% of the entire big data market, generating up to $100 billion
in annual revenue, more than PayPal, Visa and Mastercard combined [6].

The distributed architecture of blockchain and smart contracts coincide with the
requirements of distributed and dynamic access control in the big data environ-
ment. Big data access control involves the collection, aggregation, management, and
control of big data resources, whose architecture is divided into the basic data layer,
resource management layer, infrastructure layer, transaction layer, consensus layer,
and contract layer, as shown in Fig. 2.5.

(1) Basic data layer: Basic data layer contains real big data resources, including
structured data, unstructured data, and semi-structured data. Based on
blockchain, distributed storage can be realized to ensure the security of the
data layer of big data, avoiding the traditional distributed storage and logical
centralized of data.

(2) Resource management layer: Managing big data resources based on blockchain
technology realizes the aggregation of big data resources such as File and SQL
from different sources.

(3) Infrastructure layer: The blockchain platform provides the infrastructure for big
data access control, which is the foundation of the entire architecture. The infras-
tructure layer is the carrier of the big data access control platform transactions
and smart contracts, which is based on blockchain technology and connects with
upper-layer applications.

(4) Transaction layer: The transaction layer provides transaction access control
for data, policies, and contracts. For example, data transactions are used to
manage big data resources and meet resource management requirements. Policy
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transactions provide data support for access control policy management and
contract layer. Contract transactions are linked to the smart contract of the
blockchain to provide an operating environment for smart contracts.

(5) Consensus layer: Various consensus algorithm (e.g., PoW, PoS, and BFT of
blockchain) can ensure the consistency and authenticity of the access control
data between distributed nodes, thus achieving a stable consensus among nodes.

(6) Contract layer: The contract layer is linked with the transaction layer, providing
functions such as access control policy management, control access request and
entity attribute management.

2.6 Blockchain and Artificial Intelligence

Artificial intelligence is an intelligent body designed by humans to map perception
information to actions, and can take rational actions and make decisions according
to the environment [7]. The development of big data, brain-like computing, and deep
learning has set off another wave of Al development [8]. Artificial intelligence mainly
includes natural language processing, robotics, visual perception, image recognition
and expert systems. With the development of the digital industry, blockchain and
artificial intelligence can be integrated. Blockchain implements trusted and secure
data transmission, while Al realizes the in-depth data analysis, as shown in Fig. 2.6.
Blockchain technology brings the following benefits to Al:

(1) Helping AI explain the black box. A significant problem facing Al is the unin-
terpretable and incomprehensible nature of black boxes. Therefore, a clear audit
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trail improves the credibility of the data and provides a clear path to trace the
machine’s decision-making process. Blockchain’s tamper-proof and unforged
time-stamp are undoubtedly the best solution for building audit trails.
Improving the effectiveness of Al. Secure data sharing means more data, better
models, better operations, better results, and better new data. Based on the
distributed database nature of blockchain, obtaining more and more authentic
data is no longer a challenge.

Lowering barriers to market entry. First, blockchain will facilitate the creation of
cleaner and more organized personal data. Second, blockchain will facilitate the
emergence of new markets, such as data markets, model markets, and possibly
even artificial intelligence markets. Therefore, data sharing, new markets, and
blockchain data verification together can lower SMEs’ barriers to enter the
market and narrow the competitive advantage of technology giants, and provide
enterprises with more extensive data access and more effective data monetization
mechanisms.

Enhancing credibility. Once part of the work of human society is managed
by intelligent machines. The clear audit trail of the blockchain can promote
mutual trust among intelligent machines and ultimately win human trust. In
addition, blockchain technology can increase machine-to-machine interaction
and provide a secure way for transactions to share data and coordinate decisions.
Reducing the probability of significant risks. Writing Al programs in DAOs with
specific smart contracts that can only be executed by themselves will greatly
reduce Al catastrophic accidents [9].

Al and blockchain can converge with each other for better results. Based on the

traceability of blockchains, Al data sources can be corrected at a fixed point. Al,
in turn, also helps blockchain technology. Al brings the following benefits to the
blockchain:

ey

The application of Al helps optimize energy consumption and therefore reduces
the investment of blockchain in computing equipment.
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Optimizing and understanding data on the blockchain by using artificial intelli-
gence technologies can make the blockchain more secure and efficient, improve
the intelligence of the blockchain service platform, enhance the use of natural
language processing technologies on the blockchain, and make the smart
contract and autonomous organizations more intelligent.

Artificial intelligence can enhance the reliability of blockchain in trade applica-
tions. In addition, the industry is exploring the use of Al to improve blockchain
smart contract security.

The characteristics and pain points of blockchain and artificial intelligence deter-

mine the inevitability of combining them. Blockchain will enable isolated and frag-
mented Al to implement universal intelligence in a shared manner, while Al will
solve the challenges of blockchain in terms of autonomy, efficiency, energy-saving,
and intelligence. The values brought by the combination of the two technologies are
as follows:

ey

@

3

From the perspective of data, blockchain organizes and maintains a large amount
of data decentralized based on cryptography technology, thus enabling users to
control their own data and breaking the status quo monopoly by technology
giants. All data on the blockchain is attached with digital signatures that related
persons cannot forge. In addition, the blockchain has many other advantages,
such as complete openness, high reliability, and de-trust. It can implement
global data sharing and source tracing, making it possible to build a global
and decentralized Al data interaction and analysis platform with larger scale,
higher quality, controllable permissions, and auditability.

From the perspective of computing power, blockchain combines distributed
computing with artificial intelligence, which uses large GPU or FPGA server
clusters, idle GPU servers of SMEs, and idle personal GPUs as computing nodes.
By sharing computing power, blockchain technology can provide computing
power for Al. The combination of Al and blockchain platforms can effectively
improve system performance and reduce computing power consumption.
From the perspective of the algorithm, based on various deep learning and rein-
forcement learning task platforms combined with the blockchain technology
sharing mechanism, the Al algorithm is further optimized using collective intel-
ligence. Multiple Al experts, instead of one company, can update and maintain
one set of algorithms deciding on one set of algorithms [10].
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Part 11
Application Ecology

In order to take up the strategic high ground of blockchain technology, many coun-
tries and regions around the world have made great importance to the development
of blockchain industry. Several policy documents have been released to give help to
the observations and application of blockchain. The role of blockchain is not only
at the level of technology, platform or tools, but also in continuous reshaping of the
industrial models, operation mechanisms and application environment, thus forming
a blockchain application ecosystem that integrates infrastructures, technologies,
applications and policies with the participation of multiple parties.
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Abstract In order to give a general view of the status of blockchain applications,
an application-centered viewpoint is applied to the research of advancement both
worldwide and in China. To begin, the policy aspects and application progresses
are investigated, with the conclusion that governments are increasingly focusing
on blockchain technology and application development. A Blockchain application
ecosystem model is proposed, which includes three layers: environmental, organiza-
tional and information system. The evolution of blockchain infrastructures, including
EBSI, Diem, BSN, and other projects is examined, and an infrastructure ecosystem
model is provided based on current trends. In terms of blockchain technology ecology,
five prominent blockchain open source communities worldwide and in China are
outlined, and the characteristics of global blockchain open source communities are
discussed.

Keywords Blockchain - Blockchain application + Ecosystem - Infrastructure -
Open source community

3.1 Global Blockchain Application Development

3.1.1 National Policies and Regulations

As one of the most cutting-edge computing paradigms, blockchain technology has
attracted a lot of attention and support from governments around the world. In recent
years, many governments have begun to turn their focus from observing and moni-
toring to regulation formulation and strategic deployment of blockchain. China,

X. Tang (X))
China Electronics Standardization Institute, Beijing, China
e-mail: tangxd @cesi.cn

Z.Jia
China Center for Information Industry Development, Beijing, China

W. Yang
Digital City Company, China Xiongan Group, Xiongan New Area, Hebei, China

© Publishing House of Electronics Industry 2022 35
X. Tang et al. (eds.), Blockchain Application Guide,
https://doi.org/10.1007/978-981-19-5260-9_3


http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-19-5260-9_3\&domain=pdf
mailto:tangxd@cesi.cn
https://doi.org/10.1007/978-981-19-5260-9_3

36 X. Tang et al.

Australia, and Germany have invested heavily in the blockchain industry and have
proposed comprehensive industrial adoption plans. South Korea, Japan, Singapore,
the United Kingdom, and the European Union have given importance to blockchain
technology observations and application exploration.

In the United States, the Department of Defense, the Department of Health, the
Postal Service and other departments place great emphasis on blockchain’s applica-
tion potential, while state governments such as Delaware and Illinois are exploring
blockchain applications in business registration and equity management. Small Busi-
ness Innovation Research (SBIR) and Small Business Technology Transfer (STTR)
have funded a number of projects on blockchain technology. The Department of
Defense released its Digital Modernization Strategy in July 2019, which supports
blockchain trials on secure data transfer. In April 2022, the Senate introduced a bill
to promote development of a national strategy for the research and development of
distributed ledger technologies and their applications [1].

In the European Union (EU), the European Blockchain Partnership (EBP) was
created in April 2018, and the European Blockchain Services Infrastructure (EBSI)
was launched, with the goal of offering cross-border public services utilizing
blockchain technology [2]. According to a report released in 2021 by the European
Commission, the Horizon 2020 has funded 43 blockchain-related projects for a total
grant amount of €172 m [3]. In September 2019, Germany published the world’s
first national strategic policy document on blockchain, the Blockchain Strategy of the
German Federal Government [4]. It defines the strategic positioning, implementation
principles, and strategic actions for blockchain industry adoption and proposes 44
concrete measures which are divided among 11 ministries.

In Australia, the Ministry of Industry, Science and Resources released the National
Blockchain Roadmap in February 2020 [5], focusing on three key areas of developing
regulations and standards, skills, capabilities and innovation, as well as international
investment and cooperation, It proposes 12 initiatives to promote the development of
Australia’s blockchain industry from 2020 to 2025, including the establishment of a
National Blockchain Roadmap Steering Committee, promoting relevant application
pilots, and supporting blockchain start-ups and investments.

3.1.2 Industry Application Practice

Many businesses have jumped on the blockchain development bandwagon and have
steadily boosted their blockchain investment. Global mainstream financial institu-
tions are actively laying the groundwork for research and application of blockchain.
American Express, Goldman Sachs, JP Morgan Chase and UBS are among the finan-
cial firms that have laid out blockchain by establishing blockchain labs, investing in
blockchain startups and developing blockchain applications. More blockchain tech-
nology and service providers have entered the market, including IT enterprises and
consulting firms, such as IBM, Microsoft, Oracle Intel, Microbank, Deloitte, etc.,
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offering a variety of products and services including blockchain underlying plat-
forms, BaaS platforms and blockchain solutions. Technical forces such as universi-
ties and institutes are increasing their investment in the blockchain field, hastening
the development of the technical ecology. More users are paying attention to,
exploring and promoting the application of blockchain in various sectors such as
financial services, intelligent manufacturing, supply chain management and cultural
entertainment.

The exploration of blockchain applications in the real economy has been acceler-
ated by traditional businesses. Blockchain technology was initially viewed as a tech-
nology for crytocurrencies after its inception. Things did not change until a few years
later when the potential value of blockchain-based applications was better under-
stood, and some businesses began to accelerated their exploration of its application in
the real economy including the Internet of Things, supply chain, energy management
and healthcare. For example, Walmart has asked its leafy green vegetable suppliers to
adopt a blockchain-based tracking system to digitally track the flow of products from
suppliers to merchandise shelves and finally to consumers, datamining and recording
traceability information to a unified storage platform, reducing the process of tracing
products from days to 2 s [6]. Maersk and IBM have collaborated to develop Trade-
Lens, a supply chain platform that uses blockchain technology to ensure real-time
access to shipping data and documents for multiple related parties, in order to help
manage and track shipping paperwork and improve the efficiency and security of
shipping. As of January 2022, the platform’s alliance has over 300 partners, and has
processed over 2.7 billion shipping events and 26 million shipping documents. Its
partners includes shipping companies such as Shipper, Maersk, Hamburg Siid and
PIL, customs in the Netherlands, Saudi Arabia, Singapore, Australia and Peru, as
well as more than 20 ports, and several freight forwarders and logistics firms [7, 8].

3.2 Development of Blockchain Applications in China

3.2.1 Policy Support

In China, blockchain technology is positioned as one of the new-generation infor-
mation technologies. The central and municipal governments have increased their
support for blockchain technology and application innovation. The blockchain
industry is listed as one of the emerging digital industries in the 14th Five-Year
Plan [9], and it is proposed to develop blockchain service platforms and application
solutions in sectors such as financial technology, supply chain finance and govern-
ment services with a focus on consortium blockchain. The Ministry of Industry and
Information Technology and the Office of Central Cyberspace Affairs Commission
jointly issued the Guidance on Accelerating the Application and Industrial Develop-
ment of Blockchain Technology [10] in June 2021, which listed tasks including using
blockchain to empower the real economy and improve public services, strengthening
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the industrial foundation, consolidating the industrial foundation, building a modern
industrial chain and promoting the innovation of integrated technologies. In January
2022, the Office of Central Cyberspace Affairs Commission, along with 17 other
ministries, announced a list of 179 national blockchain innovation application pilots
[11]. Early in January 2019, the Cyberspace Administration of China issued the
Regulations on the Administration of Blockchain Information Services, with the
goal of regulating the subjects and activities of providing blockchain-based infor-
mation services [12]. By the end of March 2022, the Cyberspace Administration of
China has issued 7 batches of a total of 1705 blockchain information services.
Meanwhile, municipal governments are actively encouraging blockchain appli-
cations and industrial development, as well as executing policies and measures
to support local industrial development. As of December 2020, more than 10
provinces/municipali/autonomous regions have adopted blockchain-specific support
policies, such as Beijing, Hunan Province, Guizhou Province, and Jiangsu Province.

3.2.2 Industry Application Practices

In China, blockchain applications have expanded into sectors such as financial
services, smart manufacturing, culture and entertainment, public services, smart
city. The application scenarios include supply chain finance, product traceability,
data sharing, evidence deposition and forensics, electronic invoice, etc. Government,
enterprises, universities and institutions are all among the types of participants.

Financial services is not only one of the earliest blockchain application sectors, but
also with the highest degree of popularity. Financial institutions such as the Industrial
and Commercial Bank of China, Bank of China, China Merchants Bank, and Webank
have accelerated their exploration of blockchain applications in scenarios including
fund asset management, evidence deposition and forensics, and supply chain finance.
Blockchain has also become one of the Central Bank Digital Currency (CBDC)
enabling technologies. The White Paper on the Progress of China’s Digital RMB [13]
states that the digital RMB can achieve programmability by loading smart contracts
without influencing the currency’s functionality.

Another sector where blockchain applications are actively being explored is
supply chain management. Core supply chain enterprises, commercial banks,
e-commerce platforms and other associated forces have pushed for the adoption
of blockchain applications, and a large number of new applications have arisen.
Technology companies such as JD Technology and Ant Group, for example, have
invested in blockchain-based anti-counterfeiting and traceability applications for
food and medicine, and blockchain is proven to be an effective means of ensuring
food and medicine safety.

Blockchain applications in public services have also made significant progress.
Blockchain-based applications such as government data sharing, judicial depository,
electronic invoice, and public resources trading have emerged. Blockchain has played
a key role in upgrading public services and improving people’s quality of life by
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promoting data sharing, optimizing business processes and enhancing synergistic
efficiency. The Supreme People’s Court has created a unified platform for judicial
blockchain, which has established 32 nodes and realized 12.65 million items of data
on the Internet as of May 2020 [14]. The Beijing Municipal Bureau of Economic and
Information Technology has established a directory blockchain, which has integrated
the government data directories of more than 60 departments in the city [15].

3.3 Blockchain Application Ecology

Ecological theory is currently widely applied to various domains, including business
ecosystem, industrial ecosystem, innovation ecosystem and information ecosystem
[16-18], with a focus on topics such as operation mechanism, development path
and development evaluation of these ecosystems. Li et al. [17] divided the indus-
trial ecosystem into three subsystems: innovation ecosystem, production ecosystem
and application ecosystem, among which the application ecosystem focuses on the
application aspects of products such as users, complementary products, competitive
products, distribution channels, after-sales service and user communities.

In the domain of blockchain technology, the ecological theory have been applied in
many efforts on blockchain industry, systems and applications. The 2018 White Paper
on China’s Blockchain Industry [19] provides a blockchain industry ecology map
covering three modules: infrastructures and platforms, industry services, and indus-
trial applications. Syed et al. [20] sorted out the main technologies and platforms
in the blockchain ecosystem. Riasanow et al. [21] proposed a generic blockchain
ecosystem model with 7 categories of stakeholders, as well as elements and services
when the stakeholders interact. By examining blockchain application projects,
Lopes et al. [22] outlined an application-centric blockchain project ecosystem,
focusing on seven typical types of application projects such as fintech and value
exchange. Zhang [23] examined the influence of blockchain on e-commerce infor-
mation ecosystem and studied the information ecosystem model in the e-commerce
blockchain application. Cai et al. [24] proposed that the blockchain industry ecology
encompasses ecological domains such as the underlying platform, top layer appli-
cations, technological research, media and community, and investor. Lin et al.
[25] suggested a blockchain entrepreneurial ecosystem model with the enterprises
as the core, and the policy, finance, market, technical, service environment, and
user organization as the environment. ISO 23257:2022 [26] provides a user view
of blockchain systems, dividing parties around blockchain systems into 6 roles:
users, administrators, providers, developers, governors, auditors, and detailing the
blockchain-system-related activities of these roles.

However, research on the generic blockchain application ecosystems has not
yet been reported, and activities such as blockchain applications research, plan-
ning, implementation and regulation necessitate a comprehensive understanding of
blockchain application ecosystems. This book presents a blockchain application
ecosystem model with blockchain application products at its core, as illustrated in
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Fig. 3.1 Blockchain application ecosystem model

Fig. 3.1. The model examines a series of activities such as planning, design, devel-
opment, maintenance, promotion, use, governance, regulation and auditing around
blockchain application products and their effects under the current policies, tech-
nologies, infrastructures and other environmental conditions by stakeholders such as
blockchain users, technology providers, application operators and regulators.

3.4 Blockchain Infrastructure Development Status
and Ecology

3.4.1 Overview

Blockchain is positioned as the cornerstone of the future Internet in the Blockchain
Strategy of the German Federal Government. Some experts have suggested that
blockchain can be regarded as one of the key infrastructures of the Internet of Value.
Blockchain infrastructure has become one of the keywords in the global blockchain
industry, especially since 2019, indicating that blockchain exploration has reached a
critical stage of scaled-up application.

The early Bitcoin and Ethereum networks were both realized by public blockchain,
with nodes implemented all over the world, providing the necessary basic services
for application developers and users, and already had the attributes of infrastructures.
However, the modes and domains of applications based on the two network were
limited because of the limit of public blockchain. Many enterprise-level blockchain
infrastructures have been built in the industry as the exploration of blockchain-based
industrial applications accelerates, with the development of consortium blockchain
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technology. For example, a variety of BaaS platforms were built to support the
enterprise-level blockchain applications.

Generic blockchain infrastructure needs to facilitate large-scale collaboration and
resource integration, which necessitates a certain industry base, especially on appli-
cation developing level, policy support strength, and technical standardization foun-
dation in the industry. At present, generic blockchain infrastructure is one of the most
typical trends in blockchain industry. Generic blockchain infrastructure can support
blockchain applications in multiple sectors across a larger regional scope, effectively
reduce the costs of blockchain applications, lower the application threshold and
promote application cultivation. It’s also beneficial for facilitating the supervision
of blockchain applications, enhancing standardization of blockchain applications,
accelerating the penetration of blockchain technology and accelerating adoption of
large-scale applications. The concept of generic blockchain infrastructure has been
implied in concepts like “Internet of Value” and “Programmable Society” which
were proposed around 2015.

3.4.2 Blockchain Infrastructure Projects

EBSI. The EBSI is aimed to build a network of distributed nodes across EU to
facilitate the development of applications in various specific sectors, with the goal of
using blockchain technology to provide EU-wide cross-border public services [2].
The EBSI is expected to be a key component of the Connecting European Facility
(CEF), providing reusable software, services and technical specifications for EU
institutions and European public administrations. The European level nodes will be
operated by the European Commission while the national level nodes will be operated
by the Member States. In 2019-2020, the EBSI project obtained a €4 million budget,
and 4 use cases in identity, diploma, traceability and trusted data sharing were built
[2].

Libra. In terms of financial infrastructure, in June 2019, a Facebook subsidiary
published the Libra White Paper outlining plans to build a consortium blockchain
and issue a low-volatility cryptocurrency tied to a basket of fiat currencies. Libra was
described as “a simple global currency and financial infrastructure that empowers
billions of people” [27]. In the months following the publishing of the white paper,
the Libra project was widely deputed and questioned as it did not fully explore inte-
gration with national regulatory frameworks. The Libra Association garnered early
engagement from companies in payments, social media and investment industries,
with totally 28 initial members. However, payment firms including Visa, Paypal
and Mastercard declared their departure from the Libra in the following months.
To enhance the compliance, the Libra project released the Libra 2.0 White Paper in
April 2020 [28], with a plan to introduce stablecoins anchored in a single currency.
Libra was renamed Diem in December 2020, and was positioned to be a comple-
mentary stable currency to fiat currencies instead of a standalone digital asset [29].
However, the project was then sold to Silvergate in January 2022. This project has
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gone from pursuing complete isolation from regulation to gradually compromising
with regulation, which may be said to be a typical practice of investigating the path
of constructing blockchain infrastructure.

Infrastructure projects in China. Several institutions in China are attempting to
develop blockchain infrastructures. The State Information Center, China Mobile,
China UnionPay, and other 6 businesses collaborated to design and build the
Blockchain Service Network (BSN) in October 2019, with the goal of providing
a blockchain resource environment for developers. The project has developed more
than 120 city nodes around the world as of October 2020. The Xinghuo Blockchain
Infrastructure and Facility which was established by the China Academy of Informa-
tion and Communications Technology in collaboration with other businesses, takes
the industrial Internet as its main scenario and network identifier as a breakthrough
to encourage the development of blockchain applications.

Table 3.1 shows typical blockchain infrastructure projects.

A city-level blockchain infrastructure. As shown in Fig. 3.2, the blockchain
infrastructure in a city of China includes platform administration, blockchain
management, resource management and other services that enable reliable infor-
mation sharing among multiple parties and interconnection of multiple blockchain
systems. It enables the development of a wide range of upper-layer applications
based on multiple blockchain underlying infrastructures. Data in each blockchain is
not only protected but also interconnected between systems, so as to horizontally
connect various blockchain systems and carry a broader range of applications. The
city-level blockchain infrastructure network can provide a convenient public resource
environment for various blockchain applications, lowering the repeated construction
of multiple isolated local blockchain networks, reducing the cost, technical threshold
and supervision difficulties, and solving the problems of cross-chain interconnection
of heterogeneous underlying systems.

Table 3.1 Typical blockchain infrastructure projects

No |Name Initiating parties Initiating time Domain
1 The European The European April 2018 Cross-border public
blockchain services Blockchain services
infrastructure (EBSI) | Partnership (EBP)
2 Diem (Libra) More than 20 June 2019 Financial services
companies including
Facebook
3 Blockchain-based The State October 2019 Multi-industry
service network Information Center, application

China Mobile, China
Unionpay, etc

4 Xinghuo blockchain | CAICT, Beijing September 2019 | Industrial Internet
infrastructure & University of
facility Aeronautics and

Astronautics, China
Unicom, etc
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3.4.3 Blockchain Infrastructure Ecology

The blockchain infrastructure ecology model is summarized based on the analysis
of typical projects, as is shown in Fig. 3.3.

The infrastructure developer is the party that designs, develops and maintains
the infrastructure’s hardware and software. The infrastructure operator is the party

that manages the infrastructure’s resources and capacity, as well as operates and

maintains the entire infrastructure. The application developer is the party that uses
the infrastructure to develop various applications based on the needs of customers.

Application
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Fig. 3.3 Blockchain infrastructure ecology model [30]
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The application operator is responsible for publishing and managing the blockchain-
infrastructure-based applications. The blockchain user is the party who uses the
applications based on blockchain infrastructures. The regulator is in charge of super-
vising the entire blockchain infrastructure, and the auditor is in charge of cooperating
with other parties to ensure that the blockchain infrastructure and applications are
compliant.

3.5 Blockchain Technology Ecology

3.5.1 Overview of the Technology Ecosystem

1. Development of Technology Ecosystem

At present, blockchain technology is still undergoing development and evolu-
tion, with innovations in technologies like consensus mechanisms, zero-knowledge
proofs, multiple signatures, cross-chain transactions emerging. The development
of new technologies is accelerating, as research into the fundamental theories of
blockchain become more active. The number of patent applications in blockchain
field is increasing rapidly since 2015, from 1540 in 2016 to 21,298 in 2020. China has
a fast growing number of blockchain patent applications, accounting for more than
half of the total number. Since around 2017, there has seen a significant increase in the
number of academic papers published in the blockchain field, indicating that research
on the core technologies and fundamental theories of blockchain has progressed.

2. Growth of Technology Ecology Participants

The influence of specific individuals and groups was more visible in the early days of
blockchain technology, which was originally born in the technical geek community.
Satoshi Nakamoto, the creator of Bitcoin, and Vitalik, the founder of the Ethereum
project, both had a significant impact on the development and direction of blockchain
technology. At the time, the blockchain technology ecosystem was rather niche, with
technological innovation focused on addressing the technical needs of cryptocurren-
cies, such as certain small-scale industry applications built on top of cryptocurren-
cies. The number of participants in blockchain theoretical research and technolog-
ical innovation grew rapidly only after blockchain technology was recognized as a
general technology that could be widely used in various industries. A richer and more
hierarchical technological ecology pattern emerged then, with universities and insti-
tutes focusing on theoretical research and fundamental technology, and enterprises
focusing on engineering and application technologies.
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3.5.2 Open Source Community

Blockchain open source communities have grown fast in recent years, and has
increasingly become an essential source of global blockchain technology innova-
tion. Blockchain open source communities in China have begun to bear fruit, and
their influence in the market has gradually increased, providing strong support for
blockchain technology innovation and application exploration in China.

1. Global Blockchain Open Source Communities

The creation of blockchain open source community correlated with the emergence
of the blockchain concept. Bitcoin, as the first application of blockchain technology,
also spawned the first blockchain open source community. After more than a decade,
Hyperledger and Ethereum are two of the most influential blockchain open source
communities in the international arena.

Hyperledger is an open source community launched by the Linux Foundation
in 2015. As of the end of 2019, the Hyperledger open source community had 275
members, 14 active working groups and interest groups [31]. It has promoted 15
open source projects in the form of distributed ledger frameworks, libraries and
tools. The most popular project of Hyperledger is Fabric, and many cloud computing
platforms, such as Amazon, Google and Microsoft, Alibaba, Tencent, JD, Baidu,
support Fabric-based services [31].

The Ethereum project launched by the Ethereum Foundation in 2013 is the first
open source blockchain project to support smart contracts, and various DApps are
already running on the Ethereum network. Recognizing the growing demand for
blockchain technology in the enterprise market, the Enterprise Ethereum Alliance
(EEA) was formed in 2017, with more than 500 organizations joining by now.
In march 2019. A development report [32] showed Ethereum had an averaged of
99 core protocol developers and 216 application developers per month in the past
10 years, and a total of 9727 core protocol code and nearly 40,000 project-level code
submissions. Ethereum is currently the most active public blockchain open source
community.

2. Blockchain Open Source Community in China

The blockchain open source communities in China has a fast developing speed despite
of late start. In recent years, the industry has paid more attention to the blockchain
open source communities. One of the characteristics of blockchain open source
communities in China is that they are mainly initiated and promoted by companies
with a strong base, with representative projects such as FISCO BCOS, JD Chain,
and XuperChain.

FISCO BCOS was developed under the direction of Webank. Its open source
ecosystem is gradually taking shape and new applications are arising rapidly. As of
December 2020, the FISCO BCOS open source ecosystem has attracted more than
2000 businesses and 40,000 developers, and more than 120 applications running in the
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production environment. Applications supported by FISCO BCOS include financial
applications in scenarios like payment, reconciliation, transaction clearing, supply
chain finance, and credit collection, as well as applications in other industries like
judicial arbitration, cultural copyright, entertainment, games, social management and
government services. Some of the applications built on FISCO BCOS are beginning
the scalization process, such as the inter-institutional reconciliation platform, which
has supported over 100 million transactions, and the judicial depository platform,
which has over 1 billion certificates.

JD Chain is developed by JD Technology, which was open sourced in March 2019.
JD Chain has supported blockchain applications in various sectors including finan-
cial services, judicial depository, medical care, supply chain traceability, copyright
protection and digital marketing. JD Chain’s anti-counterfeiting traceability platform
had 1 billion traceability on-chain data, over 1000 partner brands as of September
2020.

XuperChain is a blockchain underlying technology developed by Baidu that was
open source in May 2019. It has been used in the fields of justice, copyright, edge
computing, data collaboration, traceability, e-government, intelligent healthcare, and
other sectors. In 2020, the XuperChain accumulated 660 code commits, 37 contribu-
tors, more than 10,000 uses by developers, and a community of 10,000 people. Xinpu
Depository Platform, Baidu Library, AIBank, SPD Bank and Beijing Internet Court
are among the businesses and platforms that were supported by XuperChain.

3. Characteristics of the Global Blockchain Open Source Community Devel-
opment

The open source ecology grows and evolves. The number of participants involved
in the blockchain open source communities has exploded in recent years, and their
roles have been expanded as well. Participants who implement various commercial
application scenarios based on platform products have emerged in the open source
community, including developers, investors, integrators, application developers and
third-party security audit companies, promoting prosperity of the ecology around
blockchain applications.

The application support effect has become increasingly significant. While
early blockchain open source communities were mainly focused on supporting
cryptocurrencies and related applications, the open source communities focused on
consortium blockchain, such as Hyperledger, have supported the development and
exploration of enterprise-level blockchain applications on a larger scale. At present,
blockchain applications based on open source communities have penetrated into a
number of sectors such as fintech, judicial deposition, smart healthcare, product
traceability, and copyright protection, supporting a number of typical industrial
applications.
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Part 111
Application Methods and Practices

The development of blockchain technology and its integration with other technolo-
gies have led to the expansion of blockchain applications both vertically and horizon-
tally. In the vertical domain, this is reflected in the in-depth application of blockchain
infrastructure, general technology, core technology, privacy and security. In the hori-
zontal field, besides the applications in the fields of digital currency and finance,
blockchain has also made valuable integration with logistics, government services,
culture and education, and people’s livelihood, and has accumulated rich practical
experience in application, forming the “blockchain+” model in the digital economy
era.



Chapter 4 ®
Blockchain Application Implementation =t
Roadmap

Yaling Liao and Yabo Zhang

Abstract Other than cryptocurrencies, blockchain applications have landed in
multiple industries after 2019, such as finance, government affairs, energy and agri-
culture. Blockchain application implementation roadmap is the most helpful toolkit
for any organization that wants to enter the blockchain field. Check the core appli-
cation value framework of blockchain to figure out the needs, follow the blockchain
application implementation path and use the blockchain application scenario selec-
tion methods, then a final conclusion of the suitability of applying blockchain will
be drawn.

Keywords Core value framework - Implementation path - Scenario selection
methods

4.1 A Panoramic Overview of Blockchain Applications

In the early stage, blockchain technology was mainly applied in the field of cryp-
tocurrency based on public chain, but with the rise of consortium chain in 2015,
the application of blockchain technology gradually shifted to many fields of social
economy and began to try large-scale applications [1]. In the process of blockchain
technology development, public chains are still unable to meet the requirements of
large-scale commercialization in terms of performance, privacy and security, etc. In
contrast, consortium chains are more mature in terms of technology and more prac-
tical in application implementation. Nowadays, blockchain technology is combined
with other technologies to utilize the powerful productivity and intrinsic value of
data to build the infrastructure of digital information system, which more effectively
promotes the development of digital economy and digital society [2].

After 2019, international blockchain applications mainly include blockchain
infrastructure, privacy and security, scientific research, computing and data storage,
identity identification, financial industry, supply chain and logistics, business and
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retail, social networking and communication, information technology industry, busi-
ness services and consulting, real estate industry, asset management, medicine and
health industry, entertainment and education, energy and facilities, transportation,
tourism, etc. Chinese blockchain applications have landed in multiple industries
such as finance, supply chain, government affairs, agriculture, and energy.

Blockchain technology makes it possible to enhance the trust and traceability of
data in the digital world, which has greatly promoted the development of the digital
world and has combined with industrial applications to build numerous application
models.

(1) Underlying technology and infrastructure: Blockchain-based basic protocols
and blockchain technology combined with hardware development.

(2) General application and technology expansion: Based on blockchain tech-
nology, we develop general application and based on blockchain technology,
including but not limited to joint computing, cross-chain applications, smart
contracts, information security, privacy protection, blockchain-as-a-service
(BaaS), deposition, etc.

(3) Blockchain industry applications: At the current stage, blockchain technology
has been combined with many industries to provid technical support to various
industries to overcome the pain points of various industries, which include
finance, logistics, energy, public welfare, agriculture, medical, entertainment,
intellectual property, tourism, real estate, manufacturing, government, audit,
law, etc.

(4) Peripheral services: Blockchain technology is combined with peripheral
services to build community services and developer tools.

4.2 Blockchain Core Application Value

Blockchain has great application value in various industries because it can better
realize multi-party collaboration and quickly establish trust relationships at low cost.
Since it can effectively solve the trust issues such as data trustworthiness, asset
trustworthiness, and cooperation trustworthiness, it is important for the security and
control of data and transactions in many fields such as finance, government, industry,
and agriculture [3, 4].

Data trustworthiness mainly refers to the secure storage and computation of data.
The technical features of blockchain, such as distributed ledger, data traceability,
tamper-proof, and automatic execution of smart contracts, ensure trustworthy data
storage and computation, which makes it a natural fit for applications in the fields of
data storage and traceability, audit and supervision.

A smart contract is a tamper-proof and automatically executed computer program
that is triggered by a predetermined event. Therefore, by supporting the auto-
matic execution of transaction rules between subjects through smart contracts, the
trust problem in the collaboration of multiple subjects can be well solved, and the
collaboration between subjects can be trusted.
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Blockchain can solve the trust problem between enterprises and promote the
interconnection of upstream and downstream ecology and cross-industry ecology;
smart contracts support the digitization of business, build digital assets, and make
digital assets circulate in the ecology, thus creating digital ecological value.

Blockchain is a tool to build trust, with its tamper-proof, easily traceable, decen-
tralized or polycentric characteristics, it ensures the authenticity and traceability of
data, reduces the audit process, and lowers the cost of external supervision. Based
on this, we propose the core application value framework of blockchain, as shown
in Fig. 4.1.

From the blockchain data level, the blockchain data storage structure ensures that
the data can be verified, the consensus mechanism ensures the consistency of multi-
node data, the cryptography ensures the security of data transmission and access
between nodes [5]. The smart contract composed of code automates the operation
of rules and data, which effectively prevents data tampering and allows complete
traceability of data-based application processes. From the blockchain IT architecture
level, multiple nodes jointly maintain the same ledger and can maintain data consis-
tency based on the consensus of multiple parties, which realizes the characteristics
of polycentric or decentralized, open and transparent, tamper-proof, and traceable;
from the blockchain application level, blockchain can verify and tamper-proof the
data by multiple parties, which ensures data trustworthiness, transaction trustwor-
thiness, and asset trustworthiness, and can make the service trustworthy through the

Data Trustworthiness

Open & Transparent

Consensus
Mechanism

Smart
Contract

Blockchain
Structure

Blockchain

Aupgesoes|
jooud-sadwe|

Cryptography

Polycentric

Fig. 4.1 Blockchain core application value framework
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smart contract executed automatically. The trustworthy digital social credit system
established based on blockchain has a low-cost trust foundation, which makes the
collaboration and cooperation of multiple parties in business more credible.

4.3 Blockchain Application Concerns

For blockchain applications to play their strategic value, they must be able to fully
recognize the core application value of blockchain and provide commercially viable
solutions that can be applied on a large scale. In recent years, blockchain tech-
nology has been combined with industrial applications to produce many innovative
application models in three areas: government, people’s livelihood and business.

In the financial industry, the requirements for authenticity, security and efficiency
are very high, and the core application values of blockchain, namely data trustworthi-
ness, asset trustworthiness and collaboration trustworthiness, naturally fit the require-
ments of the financial industry [6]. In the various business processes provided by the
financial industry, there are business pain points such as trust problems, efficiency
problems, and default risks, etc. Blockchain is a good match for these pain points and
can systematically solve them. For example, in the banking industry, cross-border
payment has long been a pain point for the banking industry. Blockchain’s features of
disintermediation, tamper-proof, traceable and transparent transactions can eliminate
the need for third-party intermediaries, shorten the cycle of cross-border payment,
reduce costs, and improve the transparency of transactions.

Blockchain has also been applied in many other fields. For example, in the field
of supply chain and intellectual property, the use of blockchain for digitization of
assets has solved the problem of data ownership rights and the problem of data
ownership certainty, thus enabling digital assets to be managed, traded, and trans-
ferred [7]. Therefore, blockchain has become the infrastructure of digital economy,
and with the construction and development of digital society, blockchain applications
are gradually being implemented in various fields.

Of course, there are still many difficulties in the commercial implementation
of blockchain, such as performance bottlenecks, security issues, regulatory issues,
and conflicts between the decentralized or polycentric operation mechanism and the
existing social structure, regulatory system, and commercial operation, which need
to be solved in the process of development [8].

Based on the above discussion, the current concerns of blockchain applications
are mainly on the strategic path of planning to enter the blockchain field and the
business models of blockchain applications.

1. Strategic Path of Planning to Enter the Blockchain Field

Based on the research and the perceptions established, if you plan to enter the
blockchain field, there are two main choices to think about and pay attention to:
First, which application model to choose as the competitive track in this field. Only
by finding the real business pain points or innovative business models can you break
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through the perception barriers and precisely analyze the feasibility, commercial
benefits, and social benefits of blockchain applications from the level of commercial
and social values. Secondly, they should optimize their blockchain strategy according
to their own market and social positioning to strengthen the competitive track they
have chosen.

2. Business Models of Blockchain Applications

One is the native blockchain application model: it is directly based on decen-
tralized blockchain technology to realize value transfer and transaction, such as
digital currency; the other is the “blockchain 4+ model: based on the attributes of
blockchain, such as “tamper-proof, traceable, open and transparent”, blockchain is
integrated with traditional business scenarios to improve efficiency, reduce costs and
solve business pain points. These features of blockchain make it possible to verify
information and exchange values without going through a third party. The basic
functions of blockchain technology are traceability and asset trading. Blockchain
cannot meet the needs of all application scenarios. For how to judge whether the
selected application scenario and business needs are suitable for applying blockchain
in a specific situation, please refer to Sect. 4.5 “Blockchain Application Scenario
Selection Method”.

4.4 Blockchain Application Implementation Path

Blockchain application implementation path mainly includes blockchain appli-
cation scenario selection principle, blockchain technology selection principle,
blockchain application implementation key process and blockchain application
system evaluation.

1. Blockchain Application Scenario Selection Principles

Blockchain applications have their own specific application scenarios and business
needs for which they are applicable, and these application scenarios are generally
driven by the following 5 requirements.

(1) Social Governance: Through the application of blockchain technology, we can
provide transparent and efficient government functions for the society.

(2) User-driven: The increasing demand of users for privacy protection and social
value has urged enterprises to use blockchain technology to improve user
satisfaction.

(3) Innovation-driven: Using blockchain to build innovative applications for busi-
ness and establish a reliable ecosystem to gain competitive advantage.

(4) Management-driven: Enterprises, for reasons of efficiency and cost reduction,
are applying blockchain technology to bring business process optimization and
reduce business friction.
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(5) Research-driven: Scientific research and application experiments on blockchain
based on the exploration of new technologies, new business models, social
benefits, etc.

2. Blockchain Technology Selection Principles

The principles of blockchain technology selection mainly consider whether the
following aspects of blockchain technology meet the requirements of the respective
applicable business.

(1) Consensus Mechanism: It affects transaction performance, Byzantine fault
tolerance, etc., which is the cornerstone of blockchain composition trust.

(2) Performance Requirements: To meet the expectations of business development.

(3) Security Requirements: The main concern is whether the data is protected,
whether the authority control is sound, and whether the blockchain network is
stable.

(4) The Applicability of Smart Contracts: Smart contracts support a wide range of
languages, powerful, and will be easier to promote and maintain.

(5) Whether Open Source: Open source blockchain is easier to maintain, apply and
can facilitate the inspection of third parties.

(6) Node Selection: It is necessary to consider how many nodes the blockchain
network is prepared to frame and who will endorse the nodes.

3. Blockchain Application Implementation Key Process
The key process of blockchain application implementation is shown in Fig. 4.2.

(1) Define Blockchain Network and Consensus Mechanism: Different interest enti-
ties manage different blockchain network nodes, forming a federated organiza-
tion to jointly govern the blockchain network and business cooperation based
on a specific consensus mechanism.

(2) Data Collection: Each collaborating party provides data for the blockchain
network through application systems or terminal devices according to their
respective identities and privileges.

(3) Multi-party Data Verification or Endorsement by an Authoritative Party: When a
transaction is initiated, the authenticity of the data can be ensured through multi-
party data cross-validation or endorsement by an authoritative party according
to the verification rules.

(4) Smart Contract Execution: The smart contract is invoked, and the smart contract
processes the business logic and performs data computation according to the
commonly agreed rules or consensus.

(5) Data Storage on the Chain: Data is written to the ledger, generating digital assets
or data deposition.

(6) Data Application: Call the data on the blockchain application chain.

(7) Third-party inspection of blockchain applications.
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Fig. 4.2 Blockchain application implementation key process

4. Blockchain Application System Evaluation

From an application implementation perspective, the key points of blockchain
application system evaluation include:
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(@)
3
“
&)
(6)
@)

The assessment of the degree of compliance of the system is concerned with
the fact that the system should comply with the existing legal framework
requirements of the country.

The assessment of the system’s regulatory is concerned with the fact that the
system should comply with the state requirements for regulation.

The assessment of the completeness of the system services is concerned with
the completeness and correctness of the services that the system should have.
Evaluation of system availability is concerned with system and technology
maturity, fault tolerance and resilience.

Evaluation of the ease of use of the system is concerned with the ease of
development of the system interface and smart contracts.

The assessment of system portability is concerned with the replaceability of the
system and the operability of data migration.

The assessment of system security is concerned with the network security and
data security of the system, especially the network security and the security
of the data on the chain when multiple subjects are involved, and the system
deployment is complex.
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4.5 Blockchain Application Scenario Selection Method

Blockchain cannot meet the needs of all application scenarios, so it is necessary
to rationally identify the real application needs of blockchain and avoid blockchain
application implementation for the sake of blockchain application. How to select
the real application requirements among so many application scenarios and busi-
ness demands, and how to judge whether the selected application scenarios and
business requirements are suitable and are the key issues in blockchain application
development and implementation. The selection of blockchain application scenarios
requires accurate recognition of the technical features and core application values
of blockchain, and the analysis of the business pain points that can be solved or the
business demands that will be realized by applying blockchain, in order to judge
whether to adopt blockchain and which application scenarios to choose [9].

Based on the research on the core application value of blockchain and compre-
hensive analysis of industry development, the Chinese Blockchain Technology and
Application Development Research Report (2018) puts forward the “Blockchain
Application Scenario Selection Methodology”, which takes business pain points
or innovative needs as the starting point and judges the feasibility and necessity
of applying blockchain to solve specific business needs in 4 steps. Specifically, it
includes: identification and analysis (identification and analysis of reasons for busi-
ness pain points or innovative needs), inductive summary (analysis and summary
of reasons for application needs), match mapping (analysis of matching mapping
of attribution and blockchain value) and decision summary (decision summary of
blockchain applicability). The process of blockchain application scenario selection
methodology is illustrated in Fig. 4.3.
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Fig. 4.3 Blockchain application scenario selection methodology process schematic. The above
linkage are only examples
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Step 1: Identification and Analysis—Identification and Analysis of Reasons for
Business Pain Points or Innovative Needs.

Blockchain application scenario selection requires a clear understanding of appli-
cation requirements (e.g., solving business pain points or application innovation
needs), which can be decomposed through knowledge map. This can help to
clearly perceive the application requirements, clearly analyze, and judge what
values blockchain technology can bring and how these values are realized.

Step 2: Inductive Summary—Analysis and Summary of Reasons for Application
Needs.

In the actual application scenarios, different application requirements may be
extended by common internal causes, so step 2 needs to summarize the attribution
analysis results of the application requirements output in step 1 to get the internal
causes of these application requirements. The internal factors are the real reasons
for the business pain points that need to be solved or the driving force behind the
innovation needs.

Step 3: Match Mapping—Analysis of Match Mapping of Attribution and
Blockchain Value.

Step 2 outputs the real causes of business pain points or the motivation driven
by innovation needs, and the match mappings correspond the internal causes that
summarized with the application value of blockchain, so as to analyze whether
blockchain can help solve the internal causes. The mapping is to match the internal
causes that can be solved or partially solved by blockchain technology with the
application values of blockchain architecture and applications.

Step 4: Decision Summary—Decision Summary of Blockchain Applicability.
Based on the match mapping obtained in step 3, a decision on the suitability of
applying blockchain is summarized, then a final conclusion is drawn on whether
to adopt blockchain technology.
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Chapter 5 )
Blockchain and Financial Service Check for

Xiao Chen and Shubing Shan

Abstract First, this chapter analyzes the application scope and application value
of blockchain in six financial fields, including cross-border payment, cross-border
trade, supply chain, financing, insurance, and credit reporting, and emphasizes that
blockchain has security, Query A credible and efficient advantage. Then, this chapter
introduces and analyzes the application trends of blockchain in the financial field of
5 continents including America, Europe, Asia, Oceania and Africa, and focuses on
the detailed description of the application of blockchain in China’s financial field by
the broad and deep trend. Finally, as an application example, this chapter describes
in detail the business pain points, application progress and implementation cases in
the fields of digital currency, financial trading market, and supply chain finance.

Keywords Financial application - Blockchain + Case analysis

5.1 Value

In the financial field, blockchain can promote data sharing, optimize business
processes, reduce operating costs, improve collaboration efficiency, and build cred-
ible systems [1]. Through merging of blockchain and the real economy, it can effec-
tively solve the problems of small and medium-sized enterprises’ loan financing,
risk control, and departmental supervision, and effectively improve the ability of the
financial sector to serve the real economy.

5.1.1 Upgrade Financial Model

From the perspective of the overall development trend of the financial service
industry, financial service capabilities can no longer meet the needs of high-standard
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industries. The financial industry urgently needs technological upgrading to enhance
the service capabilities of the real economy, and blockchain can play a key role in
it. On the one hand, through the integration of blockchain and multi-party secure
computing, Internet of Things, artificial intelligence and other technologies, data
sharing can be better promoted, and the algorithm model can be strengthened to
accelerate the implementation of intelligent finance. On the other hand, through the
multi-party network alliance chain, the problem of high cost and low efficiency of
traditional financial collaboration can be improved. Whether it is the upgrading and
construction of financial infrastructure, or the innovation and transformation at the
business level, blockchain can be used as a key or core technology to participate in
it.

Blockchain has a natural and close relationship with finance, especially for digital
asset. Through the distributed consensus mechanism to form a credible shared public
ledger, the blockchain can not only realize that it does not rely on a single centralized
organization for management and maintenance, but also ensure that the data recorded
and stored is in a secure and tamper-resistant manner.

In recent years, financial institutions, financial technology companies, and tech-
nology service providers have been converging in the blockchain field. Among them,
technology service providers are working hard to make up for the shortcomings of
financial business capabilities and provide financial institutions with upgrade services
from a single technology to an overall business plan. Financial technology compa-
nies are strengthening the research and development of blockchain core technologies
and actively applying for financial licenses. Efforts are made in both financial busi-
ness and technology; while financial institutions are increasing their investment in
blockchain technology, and a few leading financial institutions have launched tech-
nology export services for the same industry. In addition, for business platforms such
as supply chain finance and ABS that require business collaboration and resource
integration through multiple participants, in-depth integration of business ecology
has been achieved.

5.1.2 Innovating Financial Formats

The traditional financial model has many efficiency problems, and it is easy to form
data islands, which will not only restrict the development of the industry itself, but
also have a certain impact on other related industries [2]. Blockchain technology has
tremendous transformative power in the financial field, prominently in cross-border
payment, supply chain finance, insurance and credit investigation and other fields.

1. Financial industry pain points

At present, all branches of the financial industry are facing pain points that need to
be solved urgently. The cross-border payment industry is facing the core challenges
brought about by the need to improve payment efficiency and security. At the same
time, the electronic construction of electronic bills in cross-border trade activities also
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has problems such as inconvenience and intermediary risks; information in the supply
chain industry is not transparent and non-circulating. Each participant in the supply
chain only knows about the upstream and downstream companies that they have direct
contact with. The financing process is time-consuming and labor-intensive, causing
a lot of unnecessary waste of resources; the problem of data islands in the insurance
industry is more serious, and insurance data is facing a lack of comprehensiveness,
Many problems such as low level of refinement and low update timeliness make
it difficult for insurance to innovate through data mining, and it is not conducive
to comprehensive supervision and management. The credit information industry has
some problems, such as fragmentation of the source of credit information data, lack of
strong relevant data, and privacy protection Insufficiency, imperfect legal protection
system, and serious data islands, and so on.

2. The power of blockchain transformation

In terms of cross-border payments, based on the “transaction is settled” feature of
the blockchain, the payment and settlement system will achieve higher operational
efficiency and better supervisory effectiveness. On the one hand, the use of blockchain
to establish an efficient digital asset circulation system can improve the operational
efficiency and liquidity of bills, and achieve transparent operation, thereby combating
fraudulent behaviors of gray intermediaries and solving the problem of “one ticket,
more sales” of invoice paper. On the other hand, with the strong consistency, real-time
synchronization, tamper-proof and other characteristics, the electronic transmission
system of trade documents shortens the transit time of bills and letters of credit, and
speeds up capital turnover.

In terms of supply chain finance, blockchain technology can solve the problems
of asymmetric information of multiple parties in the supply chain, complex execu-
tion processes and low efficiency. Utilizing the transparent and difficult-to-tamper
characteristics of blockchain, data can be credible stored as while as the cost of
financial institutions’ investigation of trade authenticity can be reduced. Automated
settlement of smart contracts can also ease the operational risks in supply chain
finance. Based on the block chain efficient rights and interests transfer system, it is
possible to create a “credit certificate” based on the core enterprise credit that can be
transferred between multi-level suppliers and distributors in the supply chain system,
which improves the efficiency of capital transfer and reduces the financing of a single
enterprise cost.

In terms of insurance, a blockchain-based trusted certificate deposit system and
automatic execution of smart contracts can enhance users’ trust, create a shared and
transparent account book maintained by multiple parties, strengthen the integration
and analysis of insurance data, and improve the relationship between insurance insti-
tutions, especially direct insurance companies and direct insurance companies. The
efficiency of collaboration between reinsurance companies [3]. What’s more, the
fusion scheme of blockchain 4+ trusted computing can realize the calculation and
verification of data without obtaining private data, providing new ideas and possi-
bilities for data sharing between direct insurance companies. Blockchain can also
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provide credible records and traceability capabilities for dynamic growth informa-
tion of animals and plants, climate and geography and other dynamic changes in the
fields of agricultural insurance and natural disaster insurance.

In terms of credit reporting, the transformational power of the combination of
blockchain and credit reporting is mainly reflected in the ability to Chain technology
builds a truly independent and reliable third-party data transaction platform to solve
the problem of data islands [4]. Credit reporting agencies exchange or share informa-
tion such as credit reporting data and credit reporting results through the blockchain
platform, which can improve the credibility of data transactions to a certain extent.

5.2 Application Situation

5.2.1 China Application Trend

In recent years, Industrial and Commercial Bank of China, Bank of China, Bank
of Communications, Postal Savings Bank of China, China Merchants Bank, China
CITIC Bank, WeBank, Ping An Bank, Minsheng Bank, Industrial Bank, etc. have
carried out explorations of blockchain technology in financial applications. Substan-
tial application results have been achieved in financial fraud, asset custody, transac-
tion financial auditing, cross-border payments, reconciliation and settlement, supply
chain finance, and insurance claims, which have promoted the resolution of previous
credit checks in financial services to a certain extent Complexity, high cost, long
process, large data transmission error and other problems.

At present, there are some typical cases in the financial service field, and the
blockchain-based digital bill trading platform promoted by the People’s Bank of
China has been successfully tested. The Digital Currency Research Institute under
the People’s Bank of China was officially listed in July 2017. On September 23, 2016,
IBM and China UnionPay previewed the “Inter-bank Points Exchange System Using
Blockchain Technology”, which allows cross-bank and cross-platform exchange of
reward points. Consumers’ points in one bank can be exchanged for points from
other banks Rewards, and even redeem for multiple airline miles and supermarket
rewards, greatly improve the efficiency of the use of bank points [5].

5.2.2 Application Trends in Other Countries

1. America

There are more than 5900 banks and 5800 credit cooperatives in US financial insti-
tutions. These large financial institutions are committed to research and product
development in the blockchain field. JPMorgan Chase Bank’s participation in the
blockchain mainly involves developing technology platforms, cooperating with
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blockchain startups, and investing in blockchain companies. JPMorgan Chase built
a blockchain platform based on Ethereum, Named Quorum, and on this basis, it
launched the Interbank Information Network (INN) [6], which aims to use blockchain
technology to solve global payment problems. 75 banks including Royal Bank of
Canada, ANZ Bank of Australia, Bank of New Zealand, and Societe Generale have
participated in the test.

The blockchain global payment solution developed by Citibank and Nasdaq is
regarded as a milestone in the commercial application of blockchain [7]. Citibank
and Barclays Bank announced their participation in the trial operation of IBM’s
blockchain application LedgerConnect [8]. The application aims to provide a plat-
form for banks to deal with AML/KYC compliance and loan collateral manage-
ment issues. Among them, the full name of AML in English is Anti-Money Laun-
dering, which refers to anti-money laundering; the full name of KYC in English
is Know Your Customer, which refers to the process by which the trading plat-
form obtains customer-related identification information. Citibank has also devel-
oped a tool called Digital Asset Receipt (DAP), which works similarly to American
Depository Receipts (ADR).

Bank of America is the second largest bank in the United States and is currently
the largest holder of blockchain-related patents among all banks in the United States
[9]. As of the end of 2020, Bank of America has applied for 2,668 patents in the
blockchain field. Bank of America hopes to use a proprietary chain to store various
types of records that are sent to service providers. This means that all records will be
stored in a single ledger, companies and service providers will access these records
as needed, and the system will record the information of each data visitor.

Nasdaq has launched the Nasdaq Linq platform for private equity transactions
through cooperation with blockchain startup Chain.com [10]. Previously, equity
financing and transfer transactions of unlisted companies required a lot of manual
work and paper-based work, required manual processing of paper stock certificates,
option issuance and convertible notes, and required lawyers to manually verify elec-
tronic forms, etc., which may cause a lot of trouble Human error makes it difficult
to leave audit trails. Share issuers through private placement of Nasdaq Linq enjoy
digital ownership, and Nasdaq Linq can greatly reduce settlement time. Chain.com
pointed out: The current standard settlement time of the equity trading market is
3 days, and the application of blockchain technology can increase the efficiency to
10 min, which can reduce the settlement risk by 99%, thereby effectively reducing the
capital cost and systemic risk. Moreover, the online completion of the issuance and
subscription materials by both parties to the transaction can also effectively simplify
the redundant writing work, and the administrative risks and burdens faced by the
issuer due to the tedious approval process will also be greatly reduced.

Overstock has created the TO blockchain trading platform, and securities can
be traded directly on the blockchain without passing through traditional trading
platforms such as Nasdaq. In the traditional stock trading market, the settlement
mechanism T + 1 in the market is to buy on the same day and sell for cash after one
day, and it takes a whole day for payment and securities transactions to be resolved.
With blockchain, settlement can be completed instantaneously. TO is commented
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as settlement and transaction occur at the same time. In December 2015, the U.S.
Securities and Exchange Commission (SEC) approved Overstock to issue shares on
the TO platform built through blockchain technology.

2. Europe

As early as 2016, the British government issued a blockchain report “Distributed
Ledger Technology: Beyond the Blockchain”, this is the world’s first blockchain
research report released by the government, and it also confirms the importance of
the British government on blockchain technology. In the financial field, the UK has
made a series of attempts using blockchain technology [11]: the Bank of England
has launched a PoC plan to test the potential of blockchain technology in the real-
time settlement (Real Time Gross Settlement, RTGS) function; the five largest fund
operators in the UK Use blockchain technology to save operating costs generated
by the transaction system; the employment and pension department of the British
government develops a welfare payment system based on blockchain technology.
France also has certain research on blockchain financial applications. BNP Paribas
and Ernst & Young completed an experiment to explore whether private blockchain
technology can help to improve the bank’s global internal treasury business. The
test proves that private blockchain helps improve operational efficiency and not only
provides more comprehensive cash. Management methods have also enhanced the
flexibility and service capabilities of financial services. Spain [12].

The Spanish banking giant Bilbao Biscay Bank (BBVA) has completed a pilot,
using two different blockchain technologies to issue 75 million euros (approximately
US$91 million) in corporate loans. Switzerland is actively carrying out digital wallet
payment projects based on blockchain technology, instant settlement and transaction
technology development projects based on blockchain technology [13]. The Riks-
bank and IOTA plan to launch the national digital currency E-Krona, which is mainly
used for small transactions between consumers, enterprises and government agencies
[14].

3. Asia

Singapore’s blockchain has a wide variety of financial applications, including
payment, asset exchange, personal finance and other fields. The Monetary Authority
of Singapore introduced the Ubin project in 2016 to use blockchain technology for
inter-bank payments. It has now successfully connected with the Jasper project of the
Bank of Canada and completed cross-border and cross-currency payments using legal
digital currencies [15]. Singapore’s banking industry is launching a blockchain-based
digital trade finance registration project aimed at achieving greater transparency and
reducing the risk of trade fraud. The project was led by DBS Bank and Standard
Chartered Bank that was supported by 12 other banks including ABN AMRO Bank,
ANZ Bank, Deutsche Bank, Indian Industrial Credit Investment Bank, OCBC Bank
and United Overseas Bank [16].

Japan’s blockchain financial applications are also very diverse. Japan’s Mizuho
Financial Group, Mitsui Sumitomo Financial Group, Mitsubishi UFJ Financial
Group, and Fujitsu have experimented with a cloud-based blockchain platform for
sending funds between individuals. In terms of supply chain finance, Mizuho Bank, a
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subsidiary of Japan’s Mizuho Financial Group, and IBM Japan have jointly developed
a blockchain trade finance platform to improve the efficiency of the trade process
[17].

In the banking industry, the Indian government uses blockchain technology to
establish the online identity of individuals and family alliances, allowing individuals
to operate bank accounts, transfer funds, apply for loans, etc., thereby raising financial
inclusion to a whole new level [18].

The National Bank of Dubai (NBD) in the UAE is the first bank in the UAE to
successfully implement blockchain technology in the cheque insurance system to
prevent fraud. In the first month of using blockchain technology to prevent fraud, the
bank has received nearly 1 million cheque registrations on Cheque Chain [19].

4. Oceania

Oceania has a number of blockchain financial applications in digital currency, and
has also issued a series of articles Incorporating blockchain into the national digital
strategy, aiming to become a global financial technology center with the help of
emerging technologies such as digital currency and blockchain [20]. The “National
Block Link Map” issued by the Australian Department of Industry, Science and Tech-
nology in February 2020 pointed out that the most widely used industries in Australia
are financial and insurance services, and 3 of Australia’s “big four banks” cooperate
with IBM Create an enterprise and use blockchain technology to characterize bank
guarantee functions.

5. Africa

Kenya has made a certain exploration of blockchain. In terms of insurance, StanChat
Banking Group and American Insurance Group (AIG) jointly launched a global
blockchain technology pilot. Seychelles mainly uses blockchain technology for
exchanges. Tunisia decided to use blockchain technology to promote the national
digital currency in 2015 and named it as eDinar. Senegal also launched its own
digital currency eCFA [21].

5.3 Application Scenarios and Practices

5.3.1 Digital Currency

1. Application scenario analysis

At present, the commodity economy is highly developed, and people hope that
economic and financial activities can be carried out in a more efficient manner. For
example, using mobile banking makes consumption, savings, and wealth manage-
ment easier and more convenient; highly merging of finance and trade, logistics,
and other scenarios to make currency functions more customized and ubiquitous;
international trade, cross-border investment, and cross-border consumption. When
formulating monetary policy, the central bank hopes to conduct in-depth analysis of
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currency issuance, circulation, and storage, and provide data support for intervention
needs such as monetary policy, macro-prudential supervision, and financial stability
analysis in order to better implement macro-control. These new demands posed new
challenges for electronic money, prompting people to explore new forms of money.

At present, many governments and their central banks have expressed positive
views on blockchain technology. With the goal of reducing the operating cost of
the currency system, expanding the field of electronic applications, and consoli-
dating the leading position in the global economy and finance, many central banks
try to use or learn from blockchain technology to build legal digital currency proto-
type systems, such as the United Kingdom, Singapore, the United States, Canada,
Germany and China etc. [22]. Legal digital currency is “a digital form of central
bank currency that is different from traditional reserves or settlement balances”
[23]. It is a digital payment tool that is priced in national accounting units and
is a direct liability of the central bank. The legal digital currency needs an infor-
mation system to support its normal operation, so as to facilitate the provision of
services to the public. In a narrow sense, the system includes central banks, opera-
tors and banks participating in payment services. More broadly, the system can also
include data service providers, companies that provide and maintain applications,
and point-of-sale equipment providers that initiate and accept payments [24].

1. Case
(1) British digital currency RSCoin

In December 2015, the Bank of England and the University of London proposed and
developed the world’s first legal digital currency prototype system-a “hybrid” legal
digital currency RSCoin prototype system. In order to realize the central monetary
policy with quantifiable control, the system draws on and absorbs technical means
such as centralized currency management methods, blockchain and virtual token
models [25] to realize a digital currency prototype system controlled by the central
bank and expandable.

The participants of the RSCoin prototype system are composed of central banks,
commercial banks and end users, as follows:

As shown in Fig. 5.1. In order to achieve scalable collaborative records, the system
adopts a dual hierarchical system structure of “central bank-commercial bank”.
A number of credit-granting commercial banks store part of the transaction data
separately, and realizes hierarchical management based on blockchain technology.
Distributed ledger. The main division of labor of each participant is as follows:

The central bank fully controls the generation of currency, has complete control
over the general ledger, and releases final transaction data to the entire system
by managing and summarizing transaction information obtained from commer-
cial banks. In addition, the central bank also fully controls the authorization and
authentication power of commercial banks, and regularly publishes a list of autho-
rized commercial banks to the entire system. Commercial banks are responsible for
collecting and verifying transaction information submitted by users, writing the veri-
fied transaction information into the primary ledger, and submitting it to the central
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Fig. 5.1 Structure diagram of RSCoin

bank. The end user is associated with the commercial bank and transfers transac-
tion information through the commercial bank. The RSCoin prototype system uses
a two-stage consensus mechanism to record and manage transaction information.

In the first stage-the voting stage, commercial banks verify the legitimacy and
correctness of end-user transactions. In the second stage, the submission stage, the
commercial bank first records the transaction information in the primary account
book maintained by itself, and then submits the primary account book to the central
bank. This design scheme adopts the design idea of sharding, divides the commer-
cial bank into several groups, and each group is responsible for part of the general
ledger; and according to certain rules, the transaction information is distributed to
different commercial bank groups for processing, thereby improving the overall
System throughput and scalability.

(2) Singapore

In November 2016, the Monetary Authority of Singapore (MAS) launched the Ubin
project to explore the practicality of blockchain in the financial ecosystem to reduce
the risks and costs of cross-border payment settlement and securities settlement.
The project adopts a phased research model, and the first two phases of exploration
have been completed. In the first stage, the project developed a digital new currency
prototype system based on the Ethereum blockchain platform and continuous depos-
itory receipt currency model, and integrated it into the existing MAS payment and
settlement infrastructure to realize the use of digital SGD is the goal of real-time
payment and settlement between banks [26]. In the second stage, the project focused
on exploring the ability of the blockchain-based Real Time Gross Settlement (RTGS)
system to achieve multilateral net settlement under the premise of protecting trans-
action privacy [27]. The digital new currency prototype system is jointly operated by
MAS and interbank institutions. It consists of an electronic payment system (MAS
Electronic Payment System, MEPS + ) and a blockchain system based on Ethereum.
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MEPS + : MEPS + , operated and managed by MAS, supports the transfer of
large amounts of domestic currency inter-bank funds and the settlement of Singa-
pore government securities. In MEPS + , participating institutions have 3 types of
accounts, namely Cash Account (CA), RTGS Account and Blockchain Cash Account
(BCA). Among them, the CA account is used to store the cash of the institution, the
RTGS account is used for real-time payment and settlement between banks, and the
BCA account is used to store the mortgage cash for issuing depository receipts in
the blockchain system.

Blockchain system: The blockchain system is jointly operated by MAS and the
banking industry. In this system, Depository receipts, as a form of value, can be
transferred between digital wallets between institutions.

Blockchain connector: MEPS + and the blockchain system pass through the
Blockchain connector (Blockchain Connector) to connect with each other, and realize
the interaction between systems through depository receipts and FAST (Fast and
Secure Transfers) netting documents.

In the digital new currency prototype system, interbank institutions first use cash
deposited in the central bank as collateral to obtain equivalent digital new currencys;
secondly, use digital new currency to achieve interbank payment and remittance
settlement; finally, the bank will convert the digital SGD into an equivalent amount
of cash. The main process of the Ubin project is shown in Fig. 5.2.

e In MEPS + , the funds in the CA account that exceed the deposit reserve are
transferred to the RTGS account.

e Cash mortgage. Take Institution A as an example: Institution A sends transfer
funds to MEPS + to BCA Account request; funds will be transferred from
Institution A’s RTGS account to Institution A’s BCA.

Account, this fund will be used as cash collateral for the issuance of depositary
receipts.
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Fig. 5.2 Basic flows of Ubin [26]
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e MAS issues depository receipts to institutions’ digital wallets through smart
contracts. Take organization A as an example: If there are 300 SGD in the BCA
account of Institution A, there is a price in the digital wallet of Institution A deposi-
tary receipt worth 300 SGD. At this point, the processing flow will be transferred
to the blockchain system.

e Inthe blockchain system, institutions conduct transactions with other participants.

e When the above transaction is completed, the blockchain system will send a FAST
net amount to the RTGS account Settlement documents. At this point, the process
will again be transferred to the MEPS + system.

e If the institution’s RTGS account has sufficient funds, the corresponding funds
will be deducted from it, and It is credited to the RTGS account of the funded
institution.

e Transfer funds from the institution’s BCA account to its CA account.

(3) US FEDCoin

On April 13, 2013, JP Koning first proposed a distributed-ledger-based FEDCoin
model in a blog to reduce the payment system’s reliance on centralized processing
[28]. In 2015, David Andolfatto, Vice President of the Federal Reserve Bank of
St. Louis, publicly supported the FEDCoin model at the International Symposium
on P2P Financial Systems, so that anyone in the world can access through digital
wallets and the Internet and use FEDCoin for low-cost peer-to-peer transactions [29].
Although the design is still in the theoretical stage, monetary expert Doug Casey [30]
believes that only the Federal Reserve issuing legal digital currency can maximize
the consolidation of the US economic center.

The FEDCoin model cancels the dual hierarchical structure of “central bank-
commercial bank”, allowing many individuals or companies directly open accounts
with the central bank, thereby enhancing the Fed’s ability to control the total amount
of broad money [31]. The overall structure is shown in Fig. 5.3. There are two ways
to control the supply of FEDCoin. On one hand, the Federal Reserve has the ability to
create and destroy digital currencies, or the Federal Reserve pre-allocates the entire
supply of digital currencies. On the other hand, when the supply of digital curren-
cies exceeds demand, the Federal Reserve uses reserves to buy back digital curren-
cies from the public. In the FEDCoin model, companies or individuals can directly
purchase digital currencies through the Internet portal of the Federal Reserve, down-
load digital wallet applications to manage FEDCoin, and can exchange FEDCoin
and U.S. dollars at a ratio of 1:1 through banks or ATMs.

JP Koning recommends that the Federal Reserve weigh the pros and cons of each
technology when choosing the underlying blockchain type to implement FEDCoin
to maximize the realization of its design goals. For example, the consortium chain
has faster processing speed, stronger supervision capabilities and stricter transaction
finality, while the public chain can better reflect the unique qualities of cash, such as
anonymity. Aiming at the privacy of digital currency, the plan introduces two design
ideas: one is to unbind the account address from the real user to realize the anonymity
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Fig. 5.3 FEDCoin overall
structure

- 4 =

Account Account Account C :

Individual A Individual B Corporate C

of the current cash; the other is to use homomorphic encryption or zero-knowledge
proof, etc. Cryptographic algorithms reduce the transparency of transactions.

(4) Digital currency of the People’s Bank of China

The People’s Bank of China has been studying legal digital currencies since 2014.
In 2017, the Digital Currency Research Institute was formally established, and it has
jointly developed digital renminbi research and development with some commercial
banks and related institutions. At present, the top-level design, standard formulation,
function research and development, joint debugging and testing of digital renminbi
have been basically completed, and the pilot work of digital renminbi has been
gradually promoted. At the beginning of October 2020, Fan Yifei, vice governor of
the People’s Bank of China, stated in a meeting that positive progress has been made
in the digital RMB pilot work, a series of innovative application scenarios have been
created, and a variety of safe and convenient payment functions have been realized.
The pilot application has received national support. The “Opinions on Supporting
Shenzhen’s Construction of a Pilot Demonstration Zone of Socialism with Chinese
Characteristics” [32] released in August 2019 proposed “supporting Shenzhen to
carry out innovative exploration projects such as digital currency research and mobile
payment”. According to Fan Yifei, Vice Governor of the People’s Bank of my country,
on the choice of China’s legal digital currency (Central Bank Digital Currencies,
CBDC) operating framework, my country’s legal digital currency.

The word currency will adopt a two-tier system of “central bank-commercial
bank”. Different from the blockchain currency issued by the private sector, CBDC
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uses centralized or partially centralized technology, uses a hierarchical consortium
chain, and allows supervisory nodes to participate in the distributed ledger for coop-
erative accounting. At present, my country’s legal digital currency CBDC is designed
to be in the MO category. In order to ensure that the second-tier institutions do not
exceed the issuance of digital currency, the agency issuing agency needs to pay
the full amount of reserves to the People’s Bank of China. The current payment
system mainly deals with the current deposit part (M1 ~ M0) in broad currency. The
convenient payment and settlement speed of digital currency will make the transition
from deposits (M2 ~ MO) to cash (M0) more rapid. In order to avoid liquidity risks,
restrictive measures need to be set under certain conditions to prevent the crowding-
out effect on deposits. It should be noted that the research and development of my
country’s digital currency does not have a preset technical route. In the research and
development process, it only draws on some design ideas of the blockchain, such as
peer-to-peer payment, anonymous payment, and easy traceability.

5.3.2 Trading Market

1. Scene analysis

In the current traditional centralized fields, systems such as clearing registration
systems and transnational exchange and settlement systems are often the basic
systems of a financial industry, and the application of blockchain technology will
bring optimization and upgrading of the original financial system. For example,
in the field of securities settlement and clearing, after the owner of the securities
issues a transaction instruction, the instruction needs to be coordinated by securities
brokers, asset custodians, central banks, and central registries in order to complete the
transaction. If blockchain technology is used, buyers and sellers can directly realize
automatic matching through smart contracts, and automatically realize settlement
and clearing through a distributed digital registration system. Compared with the “T
+ 3” days required for transaction confirmation in the past, after applying blockchain
technology, settlement and clearing may only take 10 min to complete. At present, the
blockchain technology alliance R3 CEV is testing the clearing and settlement network
between banks, and is proposing some brand-new clearing and settlement standards,
and trying to develop interactive clearing and settlement standards. Currently, the
centralized trading market consists of member institutions (buyer, seller) trading
center and clearing institution, as shown in Fig. 5.4. Among them, the transaction
center provides transaction matching and transaction confirmation, and the clearing
agency is responsible for the clearing of both buyers and sellers. Both the transaction
center and the clearing agency are trusted third-party institutions. Such a transaction
structure is a reasonable solution based on institutional trust.

At present, the transaction structure of almost all financial institutions is similar
to this, and it is common for a certain institution to dominate transactions or clearing
and settlement. Although so far, people have not found any major flaws in such
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.
Message delivery

Liquidation _ Liquidation

Fig. 5.4 Traditional trading model

a transaction structure, such centralized transaction or clearing institutions may
experience downtime, data loss, etc. This is also the case in the financial commu-
nity actively looking for more decentralized transactions, while the emergence of
blockchain is meeting this demand, as shown in Fig. 5.5. In this structure, the trading
center only provides matching services, and real transactions and clearing occur on
the blockchain-based trading platform. This structure takes full advantage of the
“transaction-as-settlement” feature of the blockchain. Blockchain technology can
greatly accelerate the payment and clearing process in transactions, making payment
and clearing almost real-time.

2. Applications
(1) X-Swap credit matching trading system

The X-Swap credit matching trading system is a comprehensive system launched by
China Foreign Exchange Trading Center for market members.

P —— -_ e

data report

Transaction,  real-time ‘I‘ransadiqn, real-
clearing time clearing
; Blockchain platform

Fig. 5.5 Blockchain-based transaction mode
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The self-developed order-driven matching trading system provides market
members with convenient trading services for RMB interest rate derivatives such
as interest rate swaps and bond forwards. In 2016, Zhonghui Information Tech-
nology (Shanghai) Co., Ltd., a wholly-owned subsidiary of China Foreign Exchange
Trading Center, launched a blockchain prototype system exploration for the X-Swap
system.

In the existing business scenario model, the transaction records generated by the
member institution in the system will be stored in the data center of the transac-
tion center, and the member institution also needs to confirm the transaction in the
transaction center and perform subsequent clearing work. The member institution
conducts matching transactions in the X-Swap system, then downloads the trans-
action slip in the straight-through processing system service program, and finally
completes bilateral self-clearing with the transaction slip, or completes the central-
ized clearing agency such as the Shanghai Clearing House or the Central Bond
Registration Company Liquidation is shown in Fig. 5.6.

The whole process contains multiple links, and a large amount of work needs to
be done manually. If one link fails, the entire transaction process will be blocked.
Based on blockchain technology, transaction records can be stored in the blockchain
network in real time. The transaction center can greatly reduce operation and mainte-
nance costs, and the process of post-transaction operations by market members will
be easier. The completed transactions can be checked in real time in the blockchain
network, and even bilateral settlement or centralized settlement can be automatically
completed, as shown in Fig. 5.7.

(2) The infrastructure framework of the capital market derived from the underlying
design of Bitcoin

The Japan Stock Exchange Group established an internal research team at the end
of 2015 to explore distributed records the use of accounting technology in capital
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Fig. 5.6 Current X-Swap system transaction and clearing model
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market infrastructure [33]. Afterwards, the Japan Stock Exchange Group cooper-
ated with six other domestic financial institutions to jointly test whether the process
of securities issuance, trading, settlement, clearing and ownership registration can
be streamlined in the blockchain environment. The research team pointed out that
blockchain can reshape the existing capital market infrastructure by encouraging
new business development, improving operational efficiency and reducing costs.
Financial products are much more complex than virtual tokens, and their business
processing is relatively complex, so it is necessary to use smart contracts, as shown
in Fig. 5.8.

The research conclusions are as follows: Firstly, multi-level data privacy control
should be introduced, so that ordinary users can only see their own transaction details,
and the supervisory authority can understand all transaction details and prove the
user’s transaction or ownership. Secondly, it is recommended not to apply distributed
accounting technology in the pre-transaction process. The most important thing for
the trading link is to design an effective pre-trade order matching mechanism. In order

Bitcoin Issues DLT for Capital Markets
Proof of work High transaction High Speed_
consensus algorithm
Open to public Network security Trusted parties only
High availability High availability
due to distributed nodes due to distributed nodes
Data immutability Data immutability
due to chain structure due to chain structure
Transaction transparency Data privacy Transactions kept private
: : Proof of ownershi
—> Decentralized and trustless P

due to trusted third party
Complex contract

Simple and one-way ; 2
e . specifications Smart contract

transaction

Fig. 5.8 The infrastructure framework of the capital market derived from the underlying design of
Bitcoin [33]



5 Blockchain and Financial Service 77

to improve the efficiency of order matching, market operators will try to collect as
many quotations as possible, that is, use centralized quotations, and the concept of
centralized quotations does not match the decentralized processing method of the
blockchain. In addition, due to the immutability of distributed accounting technology,
it is difficult to apply distributed accounting technology to securities transactions that
require frequent cancellation or modification of orders. However, over-the-counter
bilateral transactions do not require fierce price competition, and the cancellation or
modification of orders rarely occurs. You can experiment with distributed accounting
technology. Thirdly, the operators of financial market infrastructure (trading centers,
clearing institutions, custodians, etc.) should play the role of certification agencies
and be responsible for issuing corresponding financial institutions to financial insti-
tutions. Authority certificate. The most suitable node management candidate will be
the operator of the existing infrastructure. Of course, the regulatory authority or I'T
service provider can also serve as the third-party trusted subject. Fourthly, in the long
run, the use of blockchain will bring a certain degree of cost savings, which is mainly
manifested in the reduction of operating costs after changing the existing business
model and the reduction of emergency handling costs brought about by the sharing
of nodes in the whole industry.

5.3.3 Supply Chain Finance

1. Scene Analysis

(1) Application requirements

Supply chain finance refers to the core enterprises in the supply chain and their
related upstream and downstream enterprises can be treated as a whole. Relying
on core enterprises, based on real trade, using self-compensated trade financing to
provide comprehensive financial products and services to upstream and downstream
enterprises in the supply chain. According to data released by the National Bureau
of Statistics, as of March 2020, the accounts receivable of industrial enterprises in
my country are 14.04 trillion yuan.

At the end of May 2020, the accounts receivable of small and medium-sized
industrial enterprises above designated size increased by 17.5% year-on-year, 11.5
percentage points higher than the same period last year, and 10.8 percentage points
higher than the growth rate of large industrial enterprises in the same period. The
average payback period for accounts receivable of small and medium industrial
enterprises was 62.8 days, an increase of 13.2 days over the same period of the
previous year, and 9.2 days longer than that of large industrial enterprises in the
same period; overdue accounts receivable of small and medium industrial enterprises
accounted for 29.5% of all accounts receivable. An increase of 3.3 percentage points
over the same period last year. The reduction in operating cash flow has had a serious
impact on the operation of the company. The continuous increase in the balance of
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accounts receivable brings about the continuous increase of liquidity risk, and the
effective management of accounts receivable is also particularly important [34].

Suppliers or suppliers that have direct first-hand transactions with core enterprises
can only use the credit of core enterprises to finance accounts receivables. Some small
and medium-sized enterprises in the upstream cannot use their own supply chains
for financing. The use of blockchain technology to manage a complete supply chain
transaction on the chain can introduce financial institutions to solve the problem of
difficult and expensive financing for small and medium-sized suppliers.

(2) Application mode

As shown in Fig. 5.9, after the first-tier supplier S1 has a transaction with the core
enterprise, the core enterprise Payment in the form of a voucher. The first-tier supplier
S1 will cash this voucher through a financial institution or pay to its own supplier.
After the second-tier supplier S2 and the first-tier supplier S1 have a transaction, the
first-tier supplier S1 can pay the second-tier supplier S2 with a blockchain certifi-
cate. The second-tier supplier can continue to pay the third-tier supplier S3 with the
blockchain vouchers, and so on to form the circulation of the blockchain vouchers
on the platform. At the same time, each transaction entity can apply for the corre-
sponding amount of financing from the bank with the blockchain vouchers service.
At the end of the period, the supplier or financial institution holding the certifi-
cate collects from the core company, and the collection bank of the core company
automatically transfers the funds to the bank. The system can effectively promote
the circulation of digital vouchers based on accounts receivable, meet the financing
needs of small and medium-sized suppliers, and increase the participation of financial
institutions and the number of customers.
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Fig. 5.9 Supply chain finance business model based on blockchain
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The issuance and operation of digital bills on the blockchain can be split and
transferred at will under the circumstances of openness, transparency and multi-
party witness. This model is equivalent to making the credit of the core enterprise
transmittable and traceable, so that it can be communicated to secondary and tertiary
suppliers that cannot be reached under the traditional business model, and provide
services for a large number of small and medium-sized enterprises that cannot obtain
financial service, that greatly improves the efficiency and flexibility of the circulation
of bills, and reduces the financing costs. At the same time, as a “trusted machine”,
the blockchain has the characteristics of traceability, consensus and decentralization.
Even if the data of a certain node is modified, the consensus of other nodes cannot be
obtained, so that the tampering fails. In addition, the data on the blockchain is time-
stamped to trace the entire process of each transaction. Therefore, the blockchain can
provide a highly credible environment, reduce the cost of risk control at the capital
end, and dispel the bank’s doubts about the tampering of trade information.

2. Application case: Yunlian League

Transport Chain Alliance is based on blockchain technology, integrating the three
major functions of automobile logistics, settlement and supply chain finance. The
integrated service platform for energy modules is jointly built by Zhongdu Logistics,
Wanxiang Blockchain, and DBS Bank. Transport Chain Alliance uses blockchain
technology to manage the entire business process on the chain, which effec-
tively solves the problems of waybill circulation, settlement and reconciliation, and
capital pressure, and brings together automobile OEMs, logistics general contractors,
carriers, 4S shops, etc. To address the financing difficulties of carriers, the platform
introduces financial institutions. On the platform, automobile OEMs and logistics
general contractors can publish order and waybill information online; carriers at all
levels can record online business data such as job handover vouchers, settlement
vouchers, invoices, and realize online reconciliation of upstream and downstream
enterprises. What’s more, finance institutions can provide carriers with financial
services based on business data recorded on the chain.

In the traditional vehicle logistics process, due to paper-based documents, supply
chain information fragmentation, etc., logistic process documents are cumbersome
and reconciliation is complicated, especially the long payment cycle causes the pres-
sure enterprises’ capital problems in downstream. Through the electronic orders and
waybills in the logistics and transportation process, as well as the online recon-
ciliation mode of upstream and downstream enterprises, the logistics alliance can
effectively reduce the cost of document management. At the same time, the busi-
ness process is managed on the chain, and upstream and downstream enterprises
can realize data sharing and improve overall operational efficiency. In addition, the
blockchain can ensure the authenticity and reliability of data records, and provide
all business parties with traceable, penetrating asset confirmation and verification
channels for all business parties, reducing the possibility of fraud. Financial institu-
tions can provide carriers with financial services based on online accounts receivable
and invoice records, and small and medium carriers can also obtain more financing
opportunities at a lower cost.
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The transport chain alliance platform uses blockchain technology to broadcast and
publish public information streams such as order information, vehicle information,
transportation plan information, and logistics process information. The information
publisher and the information confirmer reach a consensus through their respec-
tive digital signatures. Information is added, modified, and invalidated, and all the
processes will be recorded in the blockchain. Confidential data is kept by the compa-
nies on the chain and transmitted through encryption when necessary. On the basis of
consensus reached on the blockchain, the upstream and downstream reconciliation
functions are realized by screening and filtering data and using unified calculation
rules. After the reconciliation results are confirmed by both parties, the conditions
for commercial invoicing are met. Finally, use the basic attributes of blockchain to
deliver value to realize supply chain financial services, and introduce financial insti-
tutions to provide bond financing for suppliers at all levels. The WinChain Alliance
platform makes full use of the characteristics of blockchain credit transmission, value
transmission, and provides credit endorsements for supply chain financial services
through authentic, credible business data, and promotes the formation of a benign
closed loop of the entire supply chain.
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Chapter 6 )
Blockchain and Logistics ek

Wenming Zhe, Xiaoqiang Qiao, and Qing Cong

Abstract The participants in the logistics process are different entities from different
areas of the logistics. When they work together to establish productive relation-
ships, a massive cost is needed to solve the trust issues, such as operational costs of
service quality, billing reconciliation costs, and audit management costs for logistics
documents, etc. Blockchain technology can effectively solve the trust problem in
large logistics, and can facilitate the realization of large-scale, low-cost and high-
trust logistics platforms. This chapter introduces the trust problems in the logistics
industry, as well as the solutions based on the blockchain. It also presents the applica-
tion scenarios and practices to help better understand the application of the blockchain
technology in the logistics industry.

Keywords Blockchain - Internet of things + Logistics traceability + Logistics
documents

6.1 Overview of Application Areas

As an industry connecting the primary, secondary and tertiary industries, and linking
production and consumption, logistics involves a wide range of fieds, has great devel-
opment potential and a strong driving effect. Logistics provides an important guar-
antee for international trade and an essential support for commodity circulation in
China. According to the estimation of the World Economic Forum, reducing trade
barriers in the supply chain can increase global GDP by nearly 5% and global trade
by 15%. At the same time, logistics is also an important foundation for building
the Internet economy. With the progress of globalization of the Internet, the logis-
tics industry is increasing in both scale and complexity, and the requirements for
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