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Abstract In today’s present time, SQL injection has become a significant security
threat over the web for diverse dynamic web applications and websites. SQL Injec-
tion may be a sort of associate injection attack that produces it doable to execute
malicious SQL statements into an online application consisting of SQL information.
Attackers use these SQL Injection Queries or Statements specified if an Internet
site or an application hosted on web contain SQL vulnerabilities to bypass applica-
tion security measures. The Attacker will even go around authentication associated
with authorization of an online page or Internet application and might bypass these
methods and retrieve the content of the whole SQL information of an online appli-
cation. The purpose of the proposed system is to predict the occurrence of a SQL
injection attack on a particular server where an application is deployed from a given
supply at a particular point in time. This predictive experiment is managed using the
JMeter tool. From network logs, you can now pre-measure, exclude choices, analyze,
and feed machine learning models to predict SQLIA.
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1 Introduction

As the world is developing with the exponential development of Internet tech-
nology and therefore the development of recent Internet Products like Web 3.0, SNS,
Apache Axis, the net-based web applications are being widely employed by all the
people. At the same time evolving and rapid use of Internet-based Web applications
and Web business attracted many hackers toward it which resulted in various Web
security issues. Among all the online Security issues, one of the most notable and
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dangerous ones is SQL Injection. SQL Injection ranks 6th in today’s top 10 Security
issues that are more dangerous, universal in Web application programs consistent
with OPEN WEB APPLICATION SECURITY PROJECT (OWASP). Basically, the
hackers tamper the Webpage contents and even steal the important internal informa-
tion which is stored in the database by using SQL injection flaws. Even hackers install
some malicious code into the database such that they can take over the entire system
administration. For instance, in August 2009—Eleven Breach—a bunch of program-
mers (hackers) utilized SQL Injection to Penetrate corporate Systems at some orga-
nizations, principally the 7-Eleven corporate store, taking 130 million Mastercard
numbers and their information. These SQL injection attacks have continued arising
and therefore the SQL injection is presently till proceeding. In early 2021, 70 giga-
bytes of information were taken from the acute right website GAB by an SQL Injec-
tion attack. Therefore, it is very significant and important to review the prediction and
prevention technology targeting SQL Injection attack to enhance the online security
and to stop that attack before it is happening on a web Server. In this paper, the goal
is to predict SQLIA in a web application. We used the open source software Apache
JMeter to generate the log data. The log data is then preprocessed to perform a feature
extraction and compare it to the available SQLIA search commands. This logistic
regression model is used to predict the SQLIA in web Applications.

2 Procedure of SQL Injection

SQL Injection is especially done on Dynamic sites not on Static web content because
dynamic websites load the data from an information base instead of stored on a system
like Static website. SQL Injections are old, dangerous, powerful and versatile to attack
on an online site database. The Procedure of SQL Injection is principally done in six
steps mentioned in Fig. 1.

2.1 Seeking Injection Points

Injection point is the websites which contain injection flaws. There is no Injection
flaw in Static websites of URL which are ending with HTML, etc. The Injection
may only occur in Dynamic websites ending with ‘?’. This is often because the
page information is loaded with different input queries from the users and so the
net page is loaded by obtaining information from the database. It should be users’
information or another site information. The SQL Injection is determined by the data
given to the browser by inputting some special characters like 1 = 1 or)’ within the
address bar of the browser or the page table like login page. The SQL injections are
performed through the Internet or mainly we will say Network. These attacks are
versatile so much so that they will be performed from anywhere on Earth. Since the
HTTP or HTTPS has two request methods GET and POST methods, SQL Injection
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also has two methods GET INJECTION and POST INJECTION. The requests are
very similar to Normal requests specified firewalls allow them as Normal HTTP or
HTTPS requests hence no alarm is raised.

2.2 Obtaining Information from Database

Obtaining database Information is the main target in performing SQL Injection. The
database type is judged by performing SQL false statements with special structures.
As an example, there’s URL LINK: http://www.amazon.com/show.asp?id=6. If we
are going to add single quotation mark (‘) at the end of web link, i.e., is https:/
www.aamzon.com/show.asp?id=6’, the type database will be judged to the result
we get if the Microsoft server returns it an error, then the access may be judged as
backend database login. When a user enters their valid username and password will
pass authentication and the user will login.

SQL QUERY: SELECT * FROM USER_TABLE WHERE Username="‘user1’
and Password="pass1’.

However, some users enter some malicious code in the Username and Password
fields of the website where Username—usrl, Password—‘or ‘1’="1.

The SQL QUERY now it will be constructed as.

SQL QUERY—SELECT * FROM USER_TABLE WHERE Username="‘user1’
and Password=" ‘or ‘1’=1".


http://www.amazon.com/show.asp?id=6
https://www.aamzon.com/show.asp?id=6
https://www.aamzon.com/show.asp?id=6
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Since 1 = 1 will always be true, this user will always login to the website. Now
the user gets unauthorized access to someone else’s Account details and this infor-
mation is resulted within the serious consequences for the person whose account
information had been stolen. This is a very Simple example SQL Injection attack for
understanding, and most of the websites can easily prevent this type of attack. This
is often a case of theft of data privacy. This will let an unauthorized user get access to
a database system and may end up in various unauthorized actions on the informa-
tion base like deleting, modifying, retrieving important information and many more
dangerous things and an SQL Injection makes all this Possible.

Since 1 = 1 will always be true, this user will always login to the website. Now the
user gets unauthorized access to someone else’s Account details and this information
can result in serious consequences for the person whose account information had
been stolen. This is a very Simple example SQL Injection attack for understanding,
and most of the websites can easily prevent this kind of attack. This is a case of
theft and violation of data privacy. This will let an unauthorized user get access to
a database system can result in various unauthorized actions on the database like
deleting, modifying, retrieving important information and many more dangerous
things and an SQL Injection makes all of this Possible.

3 Related Work

SQL injection attacks are difficult to get detected using the firewalls. These detections
of those attacks are usually possible through IIS log, checking databases and user
inputs. First, the IIS log file contains the pages accessed by users, their IP addresses
and files they have accessed. With careful observation of log files, its size and content,
one can detect the SQL injection attacks. Second in databases, if SQL injection attack
is there, then it will generate a variety of temporary tables. A user can check those
tables, its structure and content to determine whether an attack went on or not.
Third, the user’s input data are often checked by testing its format, type, length and
range [1]. Kamtuo et al. [2] focuses on the relationship between each programming
language and the normal delivery of web applications, as well as frequently reported
vulnerabilities, and almost all SQLIA and XSS vulnerabilities are prevented by a
simple mechanism [2]. Singh et al. [3] Described different types of SQL injection
attacks: Fast Flux Sql injection, Compounded SQL injection, and Deep Blind SQL
injection. The author also described various techniques for analyzing, detecting, and
preventing these attacks [3]. Saglain Hussain Shah (2018) [4], the author has summa-
rized all known vulnerabilities and attacks. They outlined current technologies and
approaches to server-side security for web applications. Devietal [S] conducted a
survey on the tautology of SQL injection attacks, a technique widely used by banks
on the Internet. In [6], the author predicted a method for validating input values
in Java-based Internet applications that validate code instrumentation and run-time
input validation for static computer storage devices. This approach looks for the
target path or object constructor in the compiled Java category file and statically
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inserts the memory unit code module. Xiaowei et al. [6, 7] worked to protect online
applications from various server-side attacks. The author described three commonly
used approaches to check for vulnerabilities along with attacks, such as input valida-
tion, session management, and application logic. Current methods have been dealt
with in two mechanisms: attacks and vulnerabilities on the one hand, and design
goals and the Internet application phase on the other. Komiya et al. [8] discussed
various varieties of vulnerabilities in input functions of web applications. The author
used a variety of machine learning techniques like SVM, Naive Bayes, KNN, etc.
to detect vulnerabilities in web applications. Ross et al. [9] used two datasets one
from the online application host and another from Datiphy appliance node associated
with MySQL server to spot attacks. The author used rule-based learning algorithms,
decision trees and neural network algorithms to spot the attacks with reasonable
accuracy. Jemal et al. [10] discussed various SQL injection attacks, detection and its
prevention. The author experimented on different attack sources and its types using
machine learning and ontology. Das et al. [11] proposed multiple approaches for
classifying a dynamic SQL query as sta or malicious. One is predicated on distance
and therefore the other one is web profile-based. The author observed the supervised
classification algorithms to be more efficient for identifying attacks and providing
security. Som et al. [12] identified SQL injection attack (SQLIA) to be the most
hazardous among all for web applications and therefore the author experimented on
stored procedures to stop SQLIA. The author’s work is to produce protection and
prevent attacks on web pages from SQLIA. Medeiros et al. [7, 13] proposed a mech-
anism called SEPTIC for preventing attacks on a database. This method also assists
in identifying vulnerabilities in many applications using MySQL. The author proved
his technique to be more efficient than the prevailing solutions up to now. Lwin Khin
et al. (2012) [14, 15] proposed a collection of static code attributes for predicting
vulnerabilities in web applications like SQL injection and cross site scripting. The
proposed vulnerability predictor attributes were more efficient and proven to detect
quite 80% of the vulnerabilities compared to other techniques of that time. Padmaja
et al. [16] proposed anomaly-based intrusion detection techniques using supervised
machine learning models to detect malicious users in real time network traffic. The
authors proved Artificial Neural Networks (ANN) to be more superior than Support
Vector Machine (SVM) on NSL-KDD dataset [17].

4 Proposed Method

The SQL injection prediction of a particular system that the system is considered as a
server and application system, and forecasting of SQL injection and predicting where
SQL injection can be performed can be collected. From the IP address, clock, time
and requests from requests requested by the user, requests from requests, requests and
dates from the same IP address. Because the server is increasingly done in request,
log data will increase with the information about confirmation of SQL injection
prediction. The proposed system shown in Fig. 2 consists of system A, which can be
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Fig. 2 Proposed method for
predicting SQL injection
attacks
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provided from different servers or servers to another source to another source, and
system A that can be provided at different times and different times It consists of To
overcome this problem, the proposed system is all logistics from both servers, and
data for predicting SQL injections is composed of all logistics from both servers.

5 Implementation

SQL Injection is a dangerous and old methodology which targets databases of web
applications which also comprises the server as a normal request. The assault exploits
weak input validation in code and site administration. The attacker can profit from
the Database of web application when an SQL query is passed consisting of some
characters which might comprise fire wall and http or https as Normal Query and
may gain access to the administration user.

Http or https as Normal Query and may gain access to the administration user. As
an example, observe the below PHP—1 code. If the user enters ‘OR 1 OR username=’
rather than $_GET [‘username’] now it is an SQL Injection which might get access
to the database. Hence the user can enter this query and can manipulate the database.

PHP-1

$result=MySQL query (‘SELECT * FROM users WHERE username=" ‘. $_GET
[‘username’].“””);

If the user manipulates the get username the PHP-2 code is that the resultant
which might be employed in login or search bar.

PHP-2

SELECT * FROM users WHERE username=" OR 1 OR username=".

Any requests sent to a web server are found in log data. This log data can contain
may fields like IP address, date, Time, Request parameter etc. At first, we need to
create a raw data which is then wont to feed to the logistic regression model. To
make Log Data, we used a PHP login form. Here in order to create a huge data set we
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send numerous requests to the login page using Apache JMeter. Instead of sending
requests manually one by one we can hit numerous requests by storing all requests like
Username, Password in csv config and send them to the respective web application.
This uses csv file parameterization for input without giving them manually. We are
able to store all user login details and abnormal queries for username and password
and might feed it to the JMeter. Now this dataset is employed in JMeter by adding
a CSV config element in it such that we will hit the page with numerous requests
with no problem. Now after processing all the information the log data is collected
from JMeter which is stored to access log files from there it is converted into a csv
file. From the csv file the IP address, date, time request parameter is extracted. Now
the information within the request parameter is compared with the research SQL
Commands and then convert them into SQL queries determining which are normal
and which are abnormal queries Fig. 3 shows the dataset.txt which is employed for
prediction. Now we upload the dataset which we extracted from JMeter and compare
with research SQL queries for prediction of SQL Injection. After uploading the info
now click on test preprocess and have selection and now the training model is going
to be built and now click on generate prediction for the dataset Fig. 4 shows the train
model.

Fig. 3 Dataset for prediction EEL L TS P TE
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6 Results and Discussion

This work is used to predict SQL Injection which occurs on a web server or a web
application from a given place at any particular time through the network. Here we
use logistic regression for prediction, Logistic regression is basically a supervised
classification algorithm. Itis utilized for predicting the dependent variable by utilizing
a given set of independent variables. Logistic regression can be worked with either
yes or no O or 1, true or false etc. But instead of giving exact values it gives the
probability value which lies between 0 and 1. Logistic regression is used to solve
classification problems. Here we used the norm for normal queries and the anomaly
for abnormal queries. You can use norm 0 and anomaly 1. Click Train Model to train
your model using the uploaded dataset. Once the training model is generated, click
Generate Predictive Model. The predictive output is now classified as a normal or
abnormal query in all queries. The confusion matrix is a table that is used regularly
to show the performance of the classification model. From the confusion matrix, the
ROC score and the predicted percentage are calculated. This model is designed to
anticipate SQL injection queries such as union, select everything, select where or as
from like, and so on. Our models are trained on large datasets, 70% of which are
used for training and 30% of which are used for testing. Confusion matrices and
model predictions are based on considering only SQL queries that are classified as
normal or abnormal. The model is deployed to a local server, where there is a SQL
query that looks up the web address and predicts it as SQLIA or NOT. For logistic
regression models, the dataset accuracy is 90%.

7 Conclusion and Future Scope

The main purpose of this research is to focus on a technique called SQL injection that
allows hackers to execute malicious SQL queries on a database server. This is the
most common technique used by hackers to retrieve information and data about what
is stored in the database of online web-based applications. Here, the model proposed
for predicting SQL injection attacks in web applications using JMeter can detect up
to 90% of vulnerabilities. For future work, you can run the module to trigger an alert
when a SQL injection attack occurs. Similarly, you can backtrack from the source
IP to identify the actual area of the attack. You can also distinguish the actual client
at the same time. You can run deep learning techniques and tree regressors for better
results.
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