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Abstract. This article investigates the problem of adaptive time-
varying resilient formation for multi-agent systems (MASs) under cyber
attacks. First, MASs model, energy-limited DoS attacks and actuator
attacks are described. Second, an adaptive formation control protocol for
MASs is proposed. Sufficient conditions on the control gain and dura-
tion of the DoS attacks are given in terms of linear matrix inequalities.
Finally, an example is given to verify the feasibility of a resilient forma-
tion scheme.
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1 Introduction

Multi-agent systems (MASs) are widely used in UAV, power systems, robots, and
other fields, due to they are more efficient than a single agent system to complete
complex tasks. The deep integration of network communication and MASs builds
a bridge of communication between agents, but it is also easy to be attacked by
cyber-attacks. It becomes an obstacle to guaranteeing the security of MASs. Thus,
it is necessary and urgent to study the security problem of MASs [1,2].

Cyber-attacks are diverse, such as actuator attacks, sensor attack [3], denial
of service (DoS) attack [4], deception attack [5], false data injection attack, replay
attack. Fruitful theoretical results show that many researchers have studied the
security problems of MASs, which can be roughly divided into three aspects:
attack detection [6], security state estimation [7], resilience/security control [1,8].
For the first class, authors in the paper [9] propose a set-membership filtering
approach to detect attacks. This method can accurately detect attacks, but it
involves an iterative algorithm and convex optimization problem solving, which
is complicated. From another perspective, Jan et al. [10] designed a detection
scheme through a graph analysis approach. Based on graph theory, it is less
complicated than traditional distributed filter methods. Attack detection plays
a critical role in cyber-security by determining the occurrence of attacks but can
obtain no more state and attack information.
c© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023
Z. Ren et al. (Eds.): Proceedings of 2021 5th Chinese Conference on Swarm Intelligence
and Cooperative Control, LNEE 934, pp. 629–638, 2023.
https://doi.org/10.1007/978-981-19-3998-3_60

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-19-3998-3_60&domain=pdf
https://doi.org/10.1007/978-981-19-3998-3_60


630 K. Pan et al.

Security state estimation is concerned with system state and attack informa-
tion. Fawzi et al. [11] propose a method to achieve secure state estimation for MASs
subject to sensor attacks. They first characterize the number of attacked sensors
and thenpropose a specific computationally feasible decoding algorithm.The same
sensor attacks, Lu et al. [12,13] propose a switched Lunberger observer to achieve
secure state estimation for cyber-physical systems, and the attack type is defined
as sparse sensor attack. Although all of the above works of literature can achieve
security state estimation, they have in common that they target a single type of
sensor attack. Secure state estimation of cyber-physical systems under switching
attacks is investigated in [7]. Resilient control means the system can operate sta-
bly under attacks. In [14], for linear MASs subjected to random attacks, a secure
consistency control scheme is proposed, the core idea of which is to design a dis-
tributed observer. Shang et al. [15] propose a switched filtering strategy for coop-
erative nodes based upon available local information, withstanding the threat of
non-cooperative nodes. The two control schemes designed from observer and filter
are reliable and ensure the safe operation of multi-agent under attack.

However, most of the MASs mentioned above have fixed weights and are sub-
ject to attack. Attacks are often mixed and injected simultaneously. This paper
considers the adaptive formation problem for MASs under two types of attacks:
DoS attack and actuator attack. Inspired by [16], the decay rate and attack
duration are taken into account in the design process. The main contributions
of this paper are summarized as follows:

1. Resilient formation protocol for MASs with adaptive adjusting weights is
proposed. DoS attacks and actuator attacks are considered simultaneously.

2. For DoS attacks, various attack models are considered. Sufficient conditions
for controller gain, decay rate, and maximum allowable DoS attack duration
are given in the form of LMI.

The rest is organized as follows. Section 2 describes the leader-following MAS
model and hybrid attacks, including energy-limited DoS attacks and actuator
attacks. In Sect. 3, an adaptive resilient formation is proposed under hybrid
attacks. By orthogonal transformation, the control gain and decay rate are given
as LMIs. Section 4 analyzes the stability and gives the maximum attack duration.
The simulation results are given in Sect. 5, and Sect. 6 concludes the whole paper.

Notation: The superscript T stands for a matrix transposition, and S > 0, S <
0 denote positive-definiteness and negative-definiteness. λmax(R) and λmin(R)
denote the largest and smallest eigenvalues of R, respectively. R

n×n denotes the
n-dimensional Euclidean space and R

n×m denotes the n × m real matrices. ∗
in the symmetric matrix stands for the symmetric terms, and ⊗ is Kronecker
product. He(R) = RT + R. 0 and I denote the zero matrices and unit matrix
with appropriate dimensions. For interval D(t1, t2), |D(t1, t2)| is its length over
[t1, t2). Given two sets Φ1 and Φ2, Φ1\Φ2 is the relative complement of Φ2 in Φ1.
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2 Preliminaries

2.1 Graph Theory

In this article, the communication topology of a leader-follower MASs is repre-
sented by a graph G(V, E), where V and E ⊆ V × V are the set of vertices that
represents the local agents and the set of edges that stands for the communication
links, respectively. Followers are unconnected to each other, and their connection
to the leader is directed. It is assumed that V = {0, 1, · · · , N} without loss of
generality. MASs with one leader and N followers are studied, where the leader
is labeled 0 and the followers are labeled 1, 2, 3 · · · , N . An edge (i, j) ∈ E denotes
that j can obtain information from i. The intensity of the connection is called the
weight. The index set Ni = {j : (j, i) ∈ E} is applied to represent the neighbor
set of agent i. We define 0−1 Laplacian matrix of L as L = [lij ] ∈ R

(N+1)×(N+1)

with lii =
∑N

j=0,j �=i ωij,0, lij = −ωij,0 = −1 if (vi, vj) ∈ E and lij = 0, other-
wise. We define a variable Laplace matrix L(t) = [lij(t)] ∈ R

(N+1)×(N+1) with
lij(t) = lijωij(t) where ωij(t) ≥ 1 is designed later.

2.2 System Description

We consider a second-order leader-following MAS with N followers. The dynamic
model of the leader and follower are presented as:

ṗ0(t) = v0(t), v̇0(t) = 0,

ṗi(t) = vi(t), v̇i(t) = ui(t),

where p0, pi and v0, vi are the position and velocity vectors of leader and ith
follower, respectively. The formation structure for MAS is specified by a vector
function f(t) = [f0, f1, · · · fN ], where f0 = 0, fi = [fip, fiv]. Let

ψ0 =
[

ψ0p

ψ0v

]

=
[

p0
v0

]

, ψi =
[

ψip

ψiv

]

=
[

pi − fip

vi − fiv

]

and it has

ψ̇0 = Aψ0 + Af0 − ḟ0, ψ̇i = Aψi + Bui + Afi − ḟi, (1)

where A =
[
0 I
0 0

]

and B =
[
0
I

]

are system matrices. ui(t) is the resilient

protocol to be designed. ui(t) is the formation protocol to be designed.

2.3 Attacks Description

DoS Attack. As a common attack in network system, DoS attacks block net-
work communication, making part or all control units ineffective. This article
shows that different channels are attacked independently of each other. In addi-
tion, attacks occur in pairs, where (i, j) and (j, i) are attacked, simultaneously.
The following assumptions are given to illustrate the main results.
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Assumption 1. [17](DoS Duration) Consider scalars ξij > 0 and 0 < μij < 1
such that

|D(i,j)(s, t)| ≤ ξij + μij(t − s) (2)

where D(i,j)(s, t) stand for the union of DoS intervals of channel (i, j) over [s, t).
μij is the attack intensity. The bigger the μij, the more intense the attack.

By [16], the the set of channels attacked at time t are defined as

�(t) = {(i, j) ∈ E|t ∈ D(i,j)(0,+∞)} (3)

and defineΞ�(t1, t2) = (∩(i,j)∈�D(i,j)(t1, t2)) ∪ (∩(i,j)/∈�D̄(i,j)(t1, t2)) as the
union of the intervals where the channels indexed by the set � ∈ E are attacked
and the channels indexed by E \ � are not attacked. Herein, D̄(i,j)(t1, t2) =
[t1, t2] \ D(i,j)(t1, t2).

Actuator Attack. In addition to DoS attacks, the framework also considers
actuator attacks. Then, the system input ũi is represented as ũi = ui(t) + ai(t),
where ui and ai are the formation control protocol and actuator attacks injected
into MASs. It is a nonlinear function with respect to MAS states.

Assumption 2. [18] Actuator attacks satisfies ‖ai(ζ(t))‖2 ≤ ‖Gζ(t)‖2, where
G is a given matrix. ζ(t) is attack variables from system state.

Remark 1. The matrix G is defined as a restrictive condition for actuator
attacks, whose value is determined by attack detection. It is assumed that the
construction information of the attacks comes from the state information ψi(t)
and ψ0(t), and then the attack model changes the state of the system. In order
to ensure concealment, the attack variable ζ(t) selects a finite energy value such
as ψi(t)−ψ0(t). In such a way, the adversaries are easier to escape from network
security detections.

3 Formation Protocol

An adaptive resilient formation protocol for MASs subject to DoS attack and
actuator attack is given as follows:

ui(t) =ωi0,0ωi0(t)Ku(ψ0 − ψi) + Ku

∑

j∈Ni,i �=0(j,i)/∈�(t)

(ωij,0ωij(t)(ψj − ψi))

ω̇ij(t) =ω̇ji(t) = (ψj − ψi))T Kω(ψj − ψi))
(4)

where i, j = 1, 2, · · · , N . Q = QT ∈ R
n×n > 0 is the gain matrix. Ku ∈ R

m×n

and Kω = KT
ω ∈ R

n×n are the controller gain matrix and adaptive weight gain
matrix, which are to be designed. The definition of ωij,0 and ωij(t) are given as
Definition 1. Under DoS attacks and FDI attack, the control target of resilient
formation of MASs makes limt→+∞ ψi − ψ0 = 0 by obtaining appropriate Ku

and Kω.
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Definition 1. ωij,0 is the 0 − 1 weight of agent j to agent i. If agent i can
receive information from agent j, ωij,0 = 1(i �= j); otherwise, ωij,0 = 0. ωij(t)
is the adaptive change coefficient, and its initial value is ωij(0) = ωji(0) = 1.
ω̇ij(t) = ω̇ji(t) and ωij(t) = ωji(t) are obtained from the equality definition of
ω̇ij(t). According to the definition of 0 − 1 action weight ωji,0 and its adaptive
coefficient ωji(t), the 0-1 Laplace matrix L and Laplace matrix L(t) are given
as:

L =
[

0 0
Lfl Lff + Δfl

]

, L(t) =
[

0 0
Lfl(t) Lff (t) + Δfl(t)

]

,

Lfl =
[−ω10,0 −ω20,0 −ω30,0 · · · −ωN0,0

]T
,

Δfl =diag([−ω10,0, · · · ,−ωN0,0])

Lfl(t) =
[−ω10,0ω10(t) · · · · · · −ωN0,0ωN0(t)

]T
,

Δfl(t) =diag(−ω10,0ω10(t), · · · , · · · ,−ωN0,0, ωN0(t))

Lff =

⎡

⎢
⎢
⎣

∑N
i=1 ω1i,0 −ω12,0 · · · −ω1N,0

−ω21,0

∑N
i=1 ω2i,0 · · · −ω2N,0

· · · · · · · · · · · ·
−ωN1,0 −ωN2,0 · · · ∑N

i=1 ωNi,0

⎤

⎥
⎥
⎦

Lff (t) =

⎡

⎢
⎣

∑N
i=1 ω1i,0ω1i(t) · · · −ω1N,0ω1N (t)

· · · . . . · · ·
−ωN1,0ωN1(t) · · · ∑N

i=1 ωNi,0ωNi(t)

⎤

⎥
⎦

Defining ψ̂(t) =
[
ψ1(t) − ψ0(t) · · · ψN (t) − ψ0(t)

]T , we can obtain

˙̂
ψ(t) =(IN ⊗ A − (Lff (t) + Δfl − Lff

� (t) − Δfl
� ) ⊗ BKu)ψ̂(t) + IN ⊗ Bζ(ψ̂).

(5)
To get the sufficient conditions of the resilient formation protocol, Theorem 1 is
given.
Theorem 1. For a connected undirected graph with agents (1), given decay rate
β� and constant γ, if there exist positive symmetric X such that

He(AX) − β�X − 2(γ + 1 + λ)BBT + XGT GX < 0 (6)

where λ = λmin(Lff − Lff
� ), X = P−1, and � ∈ E, under the distributed for-

mation controller (4) with Ku = BT P and adaptive weight gain Kω = PBBT P ,
the inequality is guaranteed

V̇ (t) < β�V (t). (7)

Proof. Introducing translation factor γ > 0, the Lyapunov function is chosen as

V (t) =ψ̂T (t)(IN ⊗ P )ψ̂(t) + 2γ

N∑

i=1

(γ0i − ω0i(t))

+
N∑

i=1

N∑

j=1

(ωij,0ωij(t) − ωij,0)2

2
|(j,i)/∈�(t)

(8)
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where γ0i ≥ ω0i(t), that is V (t) > 0. When IN ⊗ (He(AX) − β�X) − 2(γIN +
Lff + Δfl − Lff

� − Δfl
� ) ⊗ BBT + XG�GX < 0, there is V̇ (t) < β�V (t).

4 Stability Analysis

In this section, we focus on analyzing the stability of the closed-loop system
under DoS attacks and FDI attacks. Inspired by switched systems, the concept
of the subsystem is introduced. θij

1 and θij
2 are defined as two subsystems, corre-

sponding to (i, j) ∈ � with and without DoS attack. Then, Theorem 2 is given
for stability analysis.

Theorem 2. For a connected undirected graph with system (1), given decay
rates β� in (6), if there exist scalars θij

1 , θij
2 and attack intensity μij such that

θij
1 − θij

2 ≥ 0 (9)

β� − (
∑

(i,j)∈�

θij
1 +

∑

(i,j)∈E\�

θij
2 ) ≤ 0 (10)

μ̄ =
∑

(i,j)∈E
(μijθ

ij
1 + (1 − μij)θ

ij
2 ) < 0, (11)

the MASs can still achieve formation control under DoS attacks satisfying
Assumption 1 and FDI attaks satisfying Assumption 2.

Proof. Assume that εk(ε0 = 0) are the time instants which �(t) changes. When
t ∈ [εk, εk+1), according to (7), we get

V (t) ≤ eDkV (ε0) = eD(0,t)V (0) (12)

where Dk = β�(εk)(t−εk)+
∑k

p=1 β�(εp)(εp−εp−1), D(0, t) =
∑

�∈E β�|Ξ�(0, t)|.
Due to (10), one can obtain

D(0, t) ≤ μ̄t + ξ̄ (13)

where ξ̄ =
∑

(i,j)∈E(θij
1 − θij

2 )ξij . From (12)and (13), it has limt→+∞ V (t) = 0,
that is,

lim
t→+∞(ψ̂T (t)(IN ⊗ P )ψ̂(t) + 2γ

N∑

i=1

(γ0i − ω0i(t))

+
N∑

i=1

N∑

j=1

(ωij,0ωij(t) − ωij,0)2

2
|(j,i)/∈�(t)) = 0.

Thus, limt→+∞ ψ̂T (t)(IN ⊗ P )ψ̂(t) = 0, which yields limt→+∞ ‖ ψ̂(t) ‖= 0. Due
to ψ̂i(t) = ψi(t) − ψi(0), we obtain limt→+∞(xi − fi − x0) = 0, which is our
control target.
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(a) Communication graph with a leader
and three followers.
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(b) DoS attack signals. 1/0 means there
is/is no attack on channel (i, j).

Fig. 1. Velocity state errors between leader and followers under hybrid attacks.
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(b) Trajectories of ψipY and p0Y .
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(c) Trajectories of ψipZ and p0Z .

Fig. 2. Position state (pi) error between leader and followers under hybrid attacks.
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Fig. 3. State snapshots of all the agents at different monments.

(a) Movement track of the leader.
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(b) Trajectories of weights.

Fig. 4. Movement track of the leader and Trajectories of weights.

5 Analysis of Simulation Results

In this section, a MAS comprises a leader, and three follows, whose commu-
nication topology is shown in Fig. 1 (a). The model is considered as [pi, vi] =
[pi, vi] = [piX , piY , piZ , viX , viY , viZ ]T . DoS attacks are injected in MASs, which
are shown as 1 (b). In the simulation process, given the decay rate β� where � =
{(1, 2), (2, 1), (2, 3), (3, 2)}, β� are chosen as −0.5,−0.1, 2 with |�| = 0, 2, 4. By
Theorem 1, we get the controller gain under hybrid attacks. Meanwhile, the max-
imum attack duration is μ12 = μ13 = μ23 = 0.2213, respectively. For FDI attack,
we choose G = [0.01, 0.01, 0.01, 0.01, 0.01, 0.01], ζ(t) = [tanh(0.01 ∗ ψ1)), 0, 0]�.

For X, Y, and Z directions, the states of all followers converge asymptoti-
cally to the leader. Figure 2 describes the position state of the follower converging
asymptotically to that of the leader. The follower’s velocity state described by
Fig. 3 shows the state snapshots of each agent at different moments, where the
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three followers and a leader are marked by asterisks, pentagons, circles, hex-
agrams, respectively. In a time-varying formation, all followers stay formation
with the leader, which runs in a straight line and is described as shown in Fig. 4.
Figure 4 (a) describes the movement process of the leader, which begins with a
blue hexagon and ends with a black one. Figure 4 (b) is the time-varying curve
of the adaptive weight change coefficient in the leader-follower case, which con-
verges to a finite value eventually. Therefore, for the leader-follower MASs under
DoS attacks and FDI attacks, all the agents achieve the desired formation with
control protocol (4).

6 Conclusion

Under hybrid attacks, a new adaptive, resilient formation protocol is proposed for
undirected topology leader-follower MASs based on time-varying edge weights.
Each channel is attacked independently and randomly. Sufficient conditions for
the control protocol and DoS duration are given through LMIs, and the controller
gain and DoS duration are obtained by giving the decay rates, and stability is
guaranteed. However, the scheme of this article can only deal with the resilient
formation of undirected graphs and will extend it to directed graphs in the
future.
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