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Abstract. This paper considers the secure control problem for a class
of uncertain nonlinear multi-agent systems. To deal with the uncertain-
ties, the adaptive laws are designed in an iterative manner. Furthermore,
the auxiliary variables and Nussbaum-type functions are introduced to
handle the effects caused by the attacks. By developing a common Lya-
punov function, a secure control method is designed to guarantee the
asymptotical consensus of the considered systems against cyber attacks.
Finally, we present an example to validate the effectiveness.
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1 Introduction

In modern industrial process, physical components are connected with each other
by network communication channels, such as transportation networks, UAVs,
and formation of robots [1-4]. The connection by shared networks brings effi-
ciency to control systems, but there are many vulnerabilities that could be mali-
ciously exploited by hackers or attackers [5]. Therefor, it is paramountly impor-
tant to pay more attention to the safety issue against malicious cyber attacks.
In the recent developments, denial-of-service (DoS) attacks and deception
attacks are identified as two typical cyber attack and have been the subject of
comprehensive research [6,7]. To handle the complex cyber attacks, many control
schemes have been developed. In [8,9], the attack compensators and a dynamic
surface-based resilient adaptive strategy were constructed to mitigate the effects
of state-dependent actuator attacks. In [10], the Bernoulli distributed random
model was introduced to characterize cyber attack, and a dynamic protocol was
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designed to guarantee the security against deception attacks. For a Lipschitz-
type system, [11] used a pinning method and measured the attack through a
stochastic variable to achieve the synchronization under deception attacks.

In practice, switched nonlinear multi-agent systems (SNMASs) provide an
general framework for modeling the man-made process involving switching
behaviors [12]. Considering the importance from both theoretical and practi-
cal points of view, many results on control synthesis for the NMASs have been
proposed. In the existing results, a large amount of effort has been made to
solve the consensus problem of SNMASs, such as [13-15]. In [16], an adaptive
robust fault-tolerant consensus protocol was designed for nonlinear fractional-
order SNMASs with general directed topology. In [17,18], for MASs under fixed
and switching topologies, the distributed event-triggered consensus was achieved
when only the triggered information is available.

However, in the aforementioned results, the case that the control coefficients,
and the constant parameters are required to be known. In addition, the time dis-
turbances are ignored [19-21]. Tt is noted that many actual plants have uncertain
natures, for example the automotive industry manufacturing process [22-24].
But, due to the difficulties caused by the unknown control coefficients, constant
parameters, and time disturbances, the important secure control of uncertain
NMASs in presence of cyber attacks has not been taken into account. This
motivates the study.

2 Preliminaries
Consider the NMAS where the j-th agent is modeled as

éj’SZCJ’SJrl—’_f;i*(Cj,lv“' aCj,Saaj)v +Tj,s(t)7 S:].,"' 777‘_]-7
Cim = bjug + £77.(G5,05) + 15.m (L),
zi = (i1, (1)

where ¢; = ((j1,---,C(n)T € R, zi € Ryu; €R, j=1,2,---, N, are the state,
output and input of the j-th agent, respectively. o; : [0,00) — {1,2,--- ,m} is
the switching signal. The control coefficient b;, the constant parameter 6; and
the time disturbance r; ¢ are all unknown. Assume |rj,5\ < rog with r¢ being
a positive constant. The nonlinear term f;,s+1 : R® — R with f;Q(O) =0is
smooth. Consider the following sensor deception attack v;(¢; s,t) on the data
information,

v

<j75 = CLS + Vj((j,sat)a § = 1727 e, N, (2)

where (j 4(t) is the obtained information of the j-th agent.

Assumption 1. The attacks v;((js,t), 7 = 1,2,---,n, are modeled as
vi(Cs,t) = 0(t)¢js, where signals §(t) are unknown. Denote o(t) = (1 4 §(t))
and (js = o(t)"'¢js. For j = 1,2,--- ,n, there are uncertain constants oo, 01

and > such that |o(t)e™ ()] < g0 and 0 < g1 < [o(t)] < 02.
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Lemma 1 [25,26]. For the vectors ¢, y with suitable dimension, and the real-
valued continuous function f(y,(), there are smooth functions ¥ (y) and f({)

such that |f(¢,y)] < T/J(?J)JF(C)

By Lemma 1, there exist functions ¢j,s(§j,1, e ,@-,s) and constant w such
that

oGy 3 G 03)] < s (Gits o 4 Gos)- (3)

3 Main Result

3.1 Design of Consensus Protocol

Step 1: For j =1,---, N, introduce the auxiliary variables as
N
= bikl%
k=1
Zj1 = i = s (4)

where z; = (uj,l, n;(0) = CU]-(O). Choose the Lyapunov function candidate as

N
%Z +30 5T, (5)

where g = 0— 9,9 =9 — ¥, and 4, U are the estimation of gg, 9, respectively.
By taking ¥ = gwmax,=12.. n|0;] and by using (3), one can calculate that

(zj1%51)?
(zj,195,1)* + 72

zj10f51(Ga,05) < 9+ 0 (6)

Construct the virtual protocol 5;2 as

v

Clo = —pjazj1 + 105 — 0Wg 1 — Vg j 1, (7)

2
Zj, 1C7 1 25,1951

9 1 = = |
(2.1851)2 472 7 (2j,195,1)%+m2

where p; 1 a positive constant, w, ;1 =

Then, it follows from (4)—(7) that

N N
Vi<— Zﬂj,lzjzg + sz,l(Cj,Q —Gj2)
=1 =1
— 8(0— we1) = V(D —wy1) + 1, (8)

N - N - . .
where w,,1 = D057 25,1W0,j,1, We,1 = D5 2j,10p,5,1 and ¢1 is a positive constant.

j=1
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Step s (2 < s <n—1): Construct the auxiliary variable z; ; = QS - CVJ*S with
7 s being the virtual protocol. By (1), the following inequality holds,
Zjs = A_O.Q_lgj,s + Cj7s+l + Qf;,s(CLh o 7Cj,sa 0]) - C;,s' (9)

Choose the Lyapunov function candidate as
1
Vi=Viat 3 > 2. (10)
j=1

Similar to step 1, one can design the virtual protocol Cv]* 541 such that

N

N
2 2
- E pia(2i, + -+ 250 + § 257,541
Jj=1

j—l

ok S > ac*
7@(97‘*}@,5)*79(19*“)05 722'23[ Q wgs)
j=11=2

N s
—ZZZ
J=11=2

where ¢, is some a positive constant, wp s and w, s are some functions.

)+ Css (11)

Step n: At the finial step, the Lyapunov function is constructed as

N1

j=1
Design the control protocol as
uj = =Ci (&) 1 & = CGnt1Zim (13)

and the adaptive laws as

é = Wo,n» ¥ = Wo n, (14)

where C;(§;) = Cosh(glfj)sm( ) j=1,2,--- /N, with g1 > 0 and go > 0, and

the structures of Cj)n_H, Won, wg,n are same as that in previous steps. Then,
after calculation, we can obtain that

|
1>
5

N
i+ 42+ D (00,C(&) = 1)& +cn,  (15)
Jj=1

where ¢,, > 0 is a constant.
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3.2 Consensus Analysis

Theorem 1. For the SNMASs (1), consider the cyber attacks (2) with Assump-
tion 1. The consensus protocol (13) and the adaptive laws (14), guarantee the
asymptotical consensus of all outputs under arbitrary switching.

Proof: Integrating both sides of (15), it is deduced that
t N .
Valt) < [ D (ebiCs(6) — D+ (16)
0 =

where ¢ > 0 is a constant. By (16) and Barbalat’s Lemma, we have
1in’1754>oo Zj,s(t> = 0. Denote n = (7717"' ,nN)Ta 1 = (zl,la" . 7ZN71>7 Cl -
(C11,-+ ,¢n1)T and ¢ = P~1n. Then, we obtain that

¢=—Js—JP 'z, (17)

where P = [In;v2;--- ;un] and Ly = PJP~!. J = diag{0,J;} is the Jordan
canonical form. Let ¢ = (2, -+ ,sn). By using Barbalat’s Lemma, it follows from
(17) that lim;_. S| = 0. Furthermore, we can deduce that

lim (yi(t) — zi(t)) =0, (18)

t—o0

which means that the output of agents reach consensus asymptotically under
arbitrary switching.

4 An Illustrative Example

To illustrate the effectiveness, this section presents a numerical simulation. Con-
sider the following uncertain SNMAS whose communication graph is shown in
Fig. 1.

ia = bjuj + £71(Gas05) + i (1),
Zi; = Cj,la (19)

where j =1,2,3,4, 0; : [0,00) = M = {1,2}. f})l, ;-'72, ;3 and f;74, 1€ 1,2,
. 0 .
are selected as f] | = sin(Ci1)01, f71 = &;ﬁ, fa1 =sin((21)02, 31 = (2102,
fi1 = Caasin(Csn), f31 = (31, Sl = Cap, i1 =1 —cos(CF1), rig = 121 =
r3q =741 = 0.1sin(t).
According to the design method in Sect. 3, we design the consensus protocol
and the adaptive laws as follows

U; = _Cj(gj)gv;,% é]' = é;»zzj’l’

0=we1, U=uwgn, (20)
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Fig. 1. Communication graph.

P— \J. p— . u* f— p— . . .. p— AT . p— A_ .
where zj1 = (1 — 0y, (o = —pi12i0 + 0 — 00g51 — Va1, We
ZN G — ZN R S 216 o
j=17%j1%e,5,1, Wo,1 = G=17%5,1%8,5,1, Wo,j1 = [nGy)2am? we,j,1 =

2 v v, (92

\/%7 Vi1 =2, Y21 = [Caal, 31 = 2G5, + 1, Ya1 = [Can| + 1.

For Simulation, the parameters are selected as 8, = 6y = 0.2, 03 = 0, = 1,
bl = 09, bQ = b3 = 06, b4 = —0.57 Hi,1 = 2, H2,1 = 5, H31 = 2, Ha,1 = 4,
g1 =20, g2 = 0.26, a =1, 6= 0.5+ 0.2sin(t), (¢1.1(0), 21 (0), G3,1(0), 4.1 (0)) =
(=0.2,0.5,0.1,0.2), and the other initial states are set as zero. The switching
signal is described in Fig. 2. For convenience, we let z, = (y1—y2, Y2 — Y3, Y3 —Va),
and we will make a comparison to the control scheme in [24].

Figures3 and 4 show the simulation results. Figure3 shows the consensus
error ||z,|| using the methods in the paper. It can be seen that the proposed
control method can effectively deal with the cyber attacks of the uncertain MAS.
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Fig. 2. Switching law.
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Figure 4 show the adaptive laws of agents. The asymptotical consensus control
objective is achieved under the proposed adaptive method.
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Fig. 3. Consensus error.
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Fig. 4. Adaptive laws.

5 Conclusion

This paper has established a consensus method for uncertain NMASs against
cyber attacks. We introduce Nussbaum-type functions and auxiliary variables
to handle the uncertainties and cyber attacks. How to extend the designed con-
sensus protocol to the cases of more general cyber attacks is worthy of further
study.
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