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Blockchain Technologies in Construction

Theodoros Dounas and Davide Lombardi

1 The Purpose of the Book

Thepurpose of this volume is to inform the reader on the state of affairs of a newsubset
of construction informatics, Blockchain (B) and Decentralized Ledger Technologies
(DLT)s. The initialmotivation forwriting and editing this volumewas thatwe noticed
the emergence of a range of ideas as a loose “body of work”, produced from a variety
of lenses and research stances in the informatics of construction. To shape this into
a volume for a book, we made an international call for chapters and established a
system of peer review as the basis of the editorial work we subsequently executed
with the collaboration of all authors. The book comes out at a turning point for
the world, and it would have been a cliché to say this, however, it is true not just
because of the efforts to recuperate from the COVID-19 global crisis. Construction,
as a component of the Architecture—Engineering—Construction industry in general
faces a series of challenges, which amount to a radical shift in business and operating
models.

Most readers unfamiliar with Blockchain would suppose that the purpose of
B/DLT in construction is tied with economics and finance. This is, of course, one
of the strands of research and industrial application that B/DLT has an impact on,
however the applications are wider and deeper, involving not only supply chains but
also the governance of projects, re-shaping the industry landscape and successfully
enabling new modes of collaboration. On a more fundamental basis, blockchain
technologies, by creating peer-to-peer economies, have the potential to reshape the
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2 T. Dounas and D. Lombardi

manner in which we think about resources, the design, and structure of our (circular)
economies, debt, trust, collectives, and collaboration.

This particular introductory text is placed here to deliver for the lay reader a series
of definitions that will make the rest of the book accessible, but also to speculatively
frame exciting ideas about blockchain in construction in a manner that positions
some of the chapters as answers, and other chapters as questions for the community
to resolve in the future. This is only true and brave for both blockchain in construction
and crypto-economics as young fields of practice and research.

Wewould like to thank all authors for their tenacity and efforts to tackle important
questions in a field that is still young, but highly promising in terms of shaping our
collective future.

1.1 Some definitions

1.2 DLT—Decentralized Ledger Technologies

Distributed ledgers are distributed databases where each participant holds a copy of
the data (across sites and geographies) and supported by amechanism to synchronize
and achieve consensus between these copies. DLTs also offer the feature of having the
data accessible to multiple parties. The questions arise then of the need for a peer-
to-peer network between the computing nodes holding the data and a consensus
mechanism to synchronize the data unto a single version, as DLTs do not have a
central administrator, in distinction to distributed databases who might be subject to
a central control. This lack of a central authority is a feature rather than a weakness.
When a new update to the ledger is needed, all nodes construct a transition which is
then voted on by the use of a consensus algorithm, i.e., a process by which nodes vote
for which update is true and which is not. Security is achieved by using public-key
cryptography and cryptographic signatures to establish identities.

Consensus mechanisms follow in many cases scenarios of the “Byzantine
Generals problem” [1]: a set of actors in a network need a reliable mechanism with
which to arrive at a single version of the truth, even if some of the participants fail
or actively undermine the network.

1.3 Blockchains

Blockchains are a special version of distributed ledgers which were invented to
facilitate the idea behind digital cash in Bitcoin (Nakamoto 2009). In the Bitcoin
blockchain, Nakamoto introduces a series of features that free the bedrock of what
we call now a public permissionless blockchain:
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• Incentives for the computing nodes to stay honest via the awarding of new crypto-
tokens to the nodes,

• The collapse of all transactions at a given moment in a cryptographic hashing
mechanism called a Merkle tree, where transactions are reduced to a single hash
by progressively hashing them in pairs,

• A timestamp feature,
• A consensus mechanism using a proof of work algorithm, and
• A number used only once, the previous hash in a block of information that the

computing nodes store on their ledger.

Each block is connectedwith the previous one by containing its root hash, creating
a chain of blocks, hence the term blockchain. This mechanism along with the incen-
tivization, secures the immutability of the blockchain, as users cannot go back
and change the data, while incentives hold computing nodes true to the purpose
and mission of the network which is reliability and security of the transitions in a
peer-to-peer fashion.

Inspired by the Bitcoin blockchain, or rather attempting to expand its mech-
anisms for holding values, where the blockchain operates additions and subtrac-
tions, a group of programmers created the Ethereum blockchain, which expands
the blockchain computing paradigm, acting as a decentralized, global, distributed
computing platform capable of any Turing Complete computation [2].

Ethereum behaves as a state machine, i.e., a Turing machine that allows nodes
to change their state. Thus, it is possible to record a variety of information on the
Ethereum Blockchain. It also presents the benefit of being programmable through
code, either in its native language solidity or even python. A code executed on the
Ethereum blockchain is called a “smart contract” as its immutable nature equates the
concept of code execution with law.

1.4 Smart Contracts

Smart contracts precede the “Ethereum” blockchain, having been introduced earlier
by cryptographer Nick Szabo, who described them as “a set of promises, specified in
digital form, including protocols withinwhich the parties perform on these promises”
[3]. Note that a smart contract does not necessarily have to constitute a valid binding
agreement by law, as compliance with the valid legal framework is needed. However,
smart contracts can be explained as the computing code equivalent of automated
vending machines [4]. Smart contracts get deployed unto blockchain packaged unto
a transaction. The Byzantine-fault tolerance mechanisms of the blockchain ensure
then that the smart contract cannot be tampered within the same manner that trans-
actions are secured, allowing only validated accounts on the network to act on the
smart contract. Deployed smart contracts act then as automatons, with the blockchain
automatically executing their codewhen specific events trigger the computation. This
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creates then an infrastructure automation layer where public permission blockchain
can be used such as Ethereum as global computing state machines [5–7].

2 Cryptoeconomics

Cryptoeconomics have emerged as an experimental and intradisciplinary field of
economics, peer-to-peer cryptography, systems design, and various other concepts
such as game theory [6]. Cryptoeconomics attempt to guarantee certain outcomes
and information security properties using incentives and penalties, to self-regulate
digital economies. As such, the idea of external regulators and the state as guaran-
tors of the validity of financial transactions do not exist as the system relies on the
computing protocol for regulation [7]. Part of the epistemic and practical novelty
of blockchains as cryptoeconomic systems lies in that trust, transactional infrastruc-
ture, and incentives are encoded in the computing protocol of the network rather
than decided by existing structures. As such cryptoeconomics have the potential to
radically change the manner in which various industries operate.
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The Promise of Blockchain
for the Construction Industry:
A Governance Lens

Jens Hunhevicz, Theodoros Dounas, and Daniel M. Hall

Abstract This chapter outlines the promise of blockchain for the construction
industry. Blockchain is an opportunity to create novel forms of economic coordi-
nation toward better collaboration within and across the built asset life cycle phases.
Ongoing research tends to focus on blockchain to increase trust in existing processes.
Instead, we argue blockchain’s disruptive potential is the creation of novel economic
coordination. Therefore, we intend to advance the thinking around the promise
of blockchain as an institutional innovation in the construction industry. First, we
explain how the underlying cryptoeconomic governance mechanisms of blockchain
can facilitate new decentralized coordination mechanisms between both humans and
machines. Next, we provide an alternative vision for the governance of construction
4.0 to explain how cryptoeconomic coordination can address long-standing prob-
lems in the construction industry. Finally, we propose an adoption framework that
can guide researchers and practitioners to explore the promise of blockchain and
cryptoeconomics for the construction industry.

1 Introduction

One of the most exciting aspects of blockchain is that it is an institutional innovation
with the potential to disrupt and substitute existing economic coordination [1, 2].
However, many ongoing research projects develop blockchain solutions to increase
trust in existing processes. While these are valid and beneficial in the short term, they
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can miss the opportunity to redesign processes and systems to the full potential of
this new technology.

Blockchain allows for the creation of new ecosystems, where the benefits from
network effects and shared digital infrastructure do not come at the cost of increased
market power and data access by platform operators [3]. This is achieved through
blockchain governance,where cryptoeconomics incentivizes participants through the
exchange and distribution of tokens to secure the network. Cryptoeconomics enables
new forms of economic activity beyond existing forms of monetary incentives by
taking into account both endogenic and exogenic system variables [4]. This is a
feature that might be particularly useful for more efficient means of coordination in
the construction industry. Such new cryptoeconomic systems can be created by indi-
viduals for any economic system, independent of the traditionalmakers of economies
[5]. Despite this new opportunity to individually tailor coordination mechanisms for
the construction industry, less thinking has been done to imagine implications on a
longer time horizon.

Therefore, we intend to advance the thinking around the promise of blockchain as
an institutional innovation in the construction industry. We outline why blockchain
can be an opportunity to foster collaboration through new economic coordination
within and across the built asset life cycle phases by describing the connection of
blockchain governance with the characteristics of the construction industry. First,
we introduce how blockchain governance is an inherent feature of blockchain,
enabling the specific affordances associatedwith the technology.We thendiscuss how
those affordances can facilitate new decentralized governance mechanisms between
humans and machines built on the underlying blockchain networks. Afterward, we
highlight why blockchain-based governance is especially promising for the construc-
tion industry. We then introduce a framework to structure the adoption of blockchain
in construction on three levels through a blockchain-based governance lens. Finally,
we discuss the contribution, limitations, and outlook.

2 Governance of Blockchains

First, it is important to understand that governance mechanisms are an inherent
feature of blockchains. Therefore, this section outlines how governance of public
permissionless blockchains such as Bitcoin [6] enables the typical affordances asso-
ciated with the technology for novel forms of economic coordination. However, we
only explain these concepts on a high level. For the curious reader, there are many
excellent publications available that give more technical details [7, 8].
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2.1 The Three Technical Layers of a Blockchain Protocol

A blockchain consists of three main parts: a ledger to record transactions, the distri-
bution of this ledger forming a network, and a governance layer that defines how
participants interact with the ledger [9]. Together they formwhat is sometimes called
the protocol layer of a blockchain (Fig. 1).

The ledger represents the data structure of a blockchain, where transactions are
recorded. The main role of the ledger is to ensure integrity (i.e., explicit verifiability
of the uniqueness of transactions) through timestamping transactionswith the crypto-
graphic process of hashing, and applying one-waymathematical functions repeatedly
to the transaction data. These unique hashes are included in a block together with the
hash of the previous block. This forms a growing sequential chain of transactions
that allows noticing if past transaction data has been tampered. All data in the ledger
is public, transparent, and accessible to everyone in the network.

The ledger runs then simultaneously on different computers, forming a distributed
network of so-called nodes. This creates the possibility to cross-check the ledger
among all copies in the network to detect malicious versions. It also ensures the
decentralization of the network. It is very difficult to attack the network by taking
down nodes since operations will still be ensured by all other nodes distributed across
the globe.

Finally, the real challenge is coordinatinghownodes in the networkvalidate, agree,
and write transactions to the ledger without relying on centralized coordinators. This
was solved for the first time with Bitcoin using a cryptoeconomic governance mech-
anism—the real innovation behind blockchain. On the protocol level of a blockchain,
this governance process is called the consensus mechanism. In the specific case of
Bitcoin, a mechanism called proof-of-work protects the network effectively from
attacks [11]. A native coin, e.g., bitcoin in Bitcoin or ether in Ethereum, incentivizes
participants to behave in the interest of the blockchain network by compensating
nodes that correctly validate and add transactions. As long as the majority of these
so-called miners are more profitable to behave honestly, the chain is protected.

Overall, blockchain enables direct peer-to-peer transactions of value across a
decentralized network. The network is not controlled by any single actor but by
consensus code protocols that incentivize the participants toward coordination.
Blockchains onlywork because of their cryptoeconomic governancemechanisms—a
newway of trust-minimized social coordination. Bitcoin, a new decentralized mone-
tary system and asset class, was the first and most popular example of such a network
that has proven to be very secure and resilient.
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Fig. 1 The three technical layers of blockchain forming the protocol layer. P2P network figures
adapted from Allessie et al. [10]
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2.2 Blockchain Affordances

When blockchains have a transparent ledger, run in a distributed network, and have
working cryptoeconomic governance mechanisms, they build confidence [12] in the
affordances typically associated with the technology:

Immutable P2P Transactions (Fig. 2, [A1]) Transactions happen directly between
users of the network. Services of third parties that previously enabled these functions
are not needed anymore. This effect is sometimes referred to as “disintermediation”.
The network inherently ensures trust between the users through the implemented
consensusmechanisms. They check transaction compliance and ensure immutability.
Transactions are very hard to alter once agreed and written to the ledger.

Transparency (Fig. 2, [A2]) Transactions and data are visible to all participants in
the network and can be verified for their integrity, meaning if they are still in the
condition as initially written to the blockchain. Furthermore, the entire transaction
history can be checked. Also, the underlying code is open source and can be verified
by anyone.

Scalability (Fig. 2, [A3]) Blockchain networks can be scaled to large decentral-
ized networks that connect many users. This contributes to the robustness of the
network and its trustworthiness since many independent participants (especially
running nodes) reduce the possibility of a single point of failure and keep each
other in check.

Logic (Smart Contracts) (Fig. 2, [A4], [B2]) Smart contracts are composed of the
logic of a prearranged agreement that can be encoded to interact with transactions
on a blockchain network. Once deployed on the network, smart contracts execute
automatically (anonymous and trustless) as soon as the defined conditions are met.
The presence of smart contracts on a blockchain transforms it into a Turing complete
state machine [15, 16]. Smart contracts can be used to create autonomous workflows

Fig. 2 Blockchain affordances allow to establish trusted digital processes (a) and incentive
mechanisms (b) for decentralized governance mechanisms. Adapted from Hunhevicz et al. [13,
14]
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for any process that can be formalized into programmable rules. In essence, smart
contracts encode custom rules on the blockchain. Often these are conditional state-
ments that will execute when predefined network state conditions are met. Since the
code runs on a blockchain, it will perform exactly as specified, with no intermediary
stopping the process.

Incentives (Tokens) (Fig. 2, [B1]) Smart contracts can also be used to create so-called
tokens. Tokens represent value containers such as currencies, securities, utilities, or
others [7, 17]. Tokens can then be transferred among users or smart contracts to
move value across the network. Thus, through tokens, it becomes possible to create
incentive systems that influence network participants in their behavior.

2.3 Short Excursion to Private Permissioned Blockchains

For now, we only talked about public permissionless blockchains such as Bitcoin
that are open to all (permissionless), and transactions can be verified by anyone
(public). They only exist because of the cryptoeconomic governance mechanisms
that enforce the network rules between all anonymous network participants. Such
blockchains are generally slow and expensive to use. On the upside, they provide the
introduced affordances. When referring to blockchain without further specification
in this chapter, we mean public permissionless blockchains.

Because it will be insightful to compare the potential path of blockchain-based
governance adoption in the built environment with the different types of blockchains,
we make here a short excursion to private permissioned blockchains.

Sometimes institutions are enticed by some blockchain characteristics, but the
envisioned applications conflict with other affordances of public permissionless
blockchains. This is often because they want to apply blockchain to existing use
cases or industry particularities that require restricted infrastructure control or data
visibility for only a known group. Setting up a blockchain so that only this group
can join the network and verify transactions results in what is called a permissioned
blockchain. If the network only allows this group to see the transactions, it is referred
to as a private blockchain. If the use case indeed needs one of these properties, private
permissioned blockchains could be a suitable solution [9].

Nevertheless, private permissioned blockchains replicate in some sense existing
systems with their limitations and curtail possible new forms of economic coor-
dination. This is because the rules and operation of the network are ensured and
coordinated by known actors. Therefore, no cryptoeconomic governance is needed.
This makes these networks typically faster than public permissionless blockchains.1

It is also possible to launch smart contracts and tokens on private permissioned
blockchains. However, such applications will always need to trust the operators of
the network. Users must be confident that the operators will not shut down the

1 This argument becomes less relevant as scaling solutions for public systems are showing increasing
maturity.
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system or that the system could be manipulated by a few actors [12]. Of course,
dependent on the number and diversity of stakeholders running the network, private
blockchains can still be more trustworthy than traditional centralized platforms. In
the end, the chosen system should reflect the requirements of a given use case by
assessing whether and which blockchain is needed [9].

2.4 Blockchain-Based Governance for New Economic
Systems

After introducing governance of blockchains, we now look at how blockchain-based
governance can be leveraged to build applications on top of these networks: the
application layer.

2.5 Trusted Digital Processes

The introduced affordances make the application of blockchain interesting for a
wide selection of use cases. On the one hand, immutable P2P transactions (Fig. 2,
[A1]), transparency (Fig. 2, [A2]), and scalability (Fig. 2, [A3]) allow creation of
trusted digital processes to coordinate the global economic activity of actors in a
decentralized way. Transactions can be conducted directly between parties and are
not subject to control by other actors (Fig. 2, [A]). The simplest use case is transferring
protocol native coins (e.g., bitcoin or ether) between users. However, other use cases
can profit from reaching a consensus about individual transactions at the system
level. To implement more advanced logic on-chain, smart contracts (Fig. 2, [A4]) can
encode processes on the application layer for various purposes. Since blockchains
identify network actors only through addresses, both humans and machines can
trade with each other without the need to disclose their identities. The blockchain
ensures confidence between pseudonymous (only address is known) actors to trade
value peer-to-peer – facilitating decentralized market structures not controlled by
anyone. For now, such decentralized applications (termed dApp’s) are predominantly
decentralized financial applications (termed DeFi) that replicate existing financial
services without the need for intermediaries [18].

2.6 Incentive Mechanisms

Such trusted digital processes can be complemented with incentive mechanisms
(Fig. 2, [B]) that define new economic systems through the use of tokens (Fig. 2, [B1])
and their associated system logic encoded with smart contracts (Fig. 2, [B2]). With
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that, it is possible to create economic activity on the application level, similar to how
the underlying blockchain protocols use cryptoeconomics to incentivize the opera-
tion of their networks. Applications can create their own networks with comparable
blockchain characteristics, without the need to run their own network infrastructure.

2.7 New Forms of Economic Activity

Overall, cryptoeconomic systems canprovide an institutional infrastructure that facil-
itates a wide range of socioeconomic interactions [19]. Cryptoeconomic systems
have the potential to disrupt and substitute existing economic coordination [1, 2].
They leverage the innovation of blockchain for trust-minimized social coordination
to create new forms of economic activity beyond the processes we can facilitate
nowadays. There is an ongoing exploration of what forms of economic activity can
be supported or replaced through cryptoeconomic systems. Within this chapter, it
is impossible to cover all aspects of this new and rapidly evolving research field.
Instead, we focus on two often mentioned concepts that we find aligned with the
challenges of the construction industry: crypto-commons and DAOs.

3 Crypto-Commons

The alignment of stakeholders without any hierarchical management structures using
cryptoeconomic governance is notably parallel to theories of common-pool resource
(CPR) governance.

CPRs are natural (e.g., forests, pastures, or fishing grounds) or man-made (e.g.,
irrigation systems or wiki libraries) resources, which are freely shared among many
users [20]. The tragedy of the commons occurs when users of a CPR “overuse”, e.g.,
“overfish” in the case of fishing grounds, by appropriating resources at a higher than
the optimal rate in self-interested behavior, resulting in a downward spiral of total
resource availability [21]. Historically, the common belief was that only centralized
and top-down control can coordinate optimal resource appropriation, e.g. govern-
ment interventions. More recent work pioneered by economist Elinor Ostrom [22–
24] and others [25] showed that local actors without a central authority could bemore
successful in sustaining the commons. This self-coordination of resource appropria-
tion can be guided by governance design principles—referred to as the eight Ostrom
principles. The Ostrom principles have been successfully used in many commons-
based communities to craft effective governance rules without any top-down control
[26]. However, bottom-up coordination incurs a high cost of information exchange.
It is tough to scale community governance based on the Ostrom principles to large
and global systems [27].

Various scholars demonstrate how the governance of blockchain networks is very
much aligned with the lens of CPR theory and the Ostrom principles [28, 29].
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Blockchains have been described as commons-based peer production of free and
open-source software [30]. Consequently, blockchains can be seen as early evidence
of the successful scaling of real-world commons (software) on a global scale through
new forms of bottom-up economic coordination.

Therefore, it is not surprising that emerging literature suggests blockchain as
a tool to build applications that can scale real-world examples of commons [31].
The potential lies in overcoming collective action problems by using blockchain’s
transparency and incentive systems to build bottom-up coordination. Because of
their cryptoeconomic governance mechanisms, blockchains decrease the cost of
information exchange by minimizing opportunism and uncertainty by combining
transparency with cryptographic enforcement [32, 33]. The adoption of blockchain-
based transparent decision-making procedures and decentralized incentive systems
for community governance in commons could help avoid the tragedy of the commons
[34]. The Ostrom principles could guide such applications by encoding respective
governance rules [35, 36]. With that blockchain could create networked governance
to scale real-world commons, similar to how the stock market enabled corporations
to scale [37]. Such crypto commons could allow new types of value creation with
crypto assets rather than shares of stock, contributors rather than employees, and
decentralized collaboration rather than centralized ownership [37]. Overall, collec-
tive action use cases might be more efficiently governed by crypto-commons rather
than existing forms of centralized and top-down forms of coordination.

3.1 Decentralized Autonomous Organizations (DAOs)

One of themost interesting new organizational designs proposed to leverage cryptoe-
conomic coordination on the blockchain is called a decentralized autonomous orga-
nization (DAO). A DAO is a blockchain-powered organization that can run without
any central authority [38]. The decentralized governance of a DAO is facilitated by
a set of self-executing rules deployed with smart contracts on a blockchain to enable
self-coordination and governance of people [39]. By defining governance mecha-
nisms in smart contracts, the DAO can self-operate, self-govern, and self-evolve
[38]. It is essential to note the difference between a DAO and operations that use
artificial intelligence (AI) [15, 16]. An AI system is often designed to make internal
autonomous decisions. By contrast, a DAO defines its own coordination rules and
governance system. In this way, it can make decisions based on the external input of
participating actors. These actors only need to own a recognized address, so the actors
can be machines, another DAO, or a distributed group of human decision-makers.

DAOs are not just a theoretical concept. They exist already in various forms. Since
there is no strict definition of a DAO beyond an organization governed by smart
contracts, there is room for interpretation when such an organization is independent
enough to be called a DAO. For now, we find it helpful to think about two high-level
sorts of DAOs: protocol and application level DAOs.
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Protocol-level DAOs are permissionless blockchains governed by code to coordi-
nate stakeholders. Early versions of blockchain such as Bitcoin and Ethereum encode
coordination mechanisms to create and protect the blockchain through cryptoeco-
nomics. However, these blockchains only implement off-chain governance mecha-
nisms for decision-making [32]. Newer blockchains like Decred, Polkadot, or Tezos
attempt to also implement on-chain governance mechanisms for decision making
[32]. These decisions can include how to evolve the protocol or what to spend the
network-owned treasury.With that protocol-level DAOs increase their independence
from external funding sources and decision-makers.

Application-level DAOs live on a blockchain encoding their governance rules
with smart contracts. The first-ever application DAO was likely “the DAO” on
Ethereum, which resulted in a catastrophic failure after a successful attack had stolen
funds worth millions of US dollars [40]. Learning from this failure, new application-
level DAOs are often based on frameworks like Aragon or The DAO stack [41]. They
provide reviewed code building blocks that can be assembled to reduce the risk of
similar fates as in “the DAO”.

To the construction industry, application-level DAOs are probably more inter-
esting. But blockchain applications should also choose the underlying network
resembling their own characteristics. Application-level DAOs will likely use
protocol-level DAOs as a secure foundation to build such organizations.

Finally, DAOs are not decoupled from the previous idea of scaling common pool
resource scenarios. A DAO can be used to set up coordination mechanisms so that a
community can co-create the respective organizational system in linewith ideas of the
sharing economy or CPR theory. Once the experimentation with DAOs moves past
replicating existing corporate structures, the ideas of crypto commons and DAOs
eventually blend. In the long run, DAOs might shift power structures away from
centralized corporations toward user communities that decide on their own system’s
purpose and governance rules, fundamentally changing the structure and dynamics
of organizations [42].

4 Cryptoeconomic Governance for the Construction
Industry

After introducing the origin, characteristics, and applications of blockchain gover-
nance, we outline our thinking to spark ideas on the potential of blockchain-based
governance in the construction industry.We discuss the observed potential alignment
of cryptoeconomic governance with the construction industry through three lenses:
fragmentation, complexity, and loosely coupled systems.
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5 Lens 1—Cryptoeconomic Incentives to Embrace
Fragmentation?

The construction industry has been described with three dimensions of fragmenta-
tion: horizontal, vertical, and longitudinal fragmentation [43], as depicted in Fig. 3.
Vertical fragmentation occurs between project phases [44]. Each phase has a different
set of stakeholders, decision-makers, and values. This creates a “broken agency”—
where involved parties will engage in self-interested behavior and pass costs off
to others in the supply chain in a subsequent phase [45]. Horizontal fragmentation
occurs in the trade-by-trade competitive bidding environment of traditional project

Fig. 3 Three degrees of fragmentation in the construction industry (adapted from Sheffer [43])
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deliveries. Because it is difficult to cross-subsidize changes across trades, globally
optimal innovations cannot compete with traditional solutions that are more cost-
effective from the perspective of a particular building element or phase [46]. Longi-
tudinal fragmentation occurs when project teams disband at the end of projects and
select future projects by competitive bidding. They are thus unlikely to work with the
same set of partner firms on future projects. Consequently, team members lose tacit
knowledge about how to work together effectively [47], and organizations cannot
build long-term trusting relationships across firm boundaries.

The prevailing fragmented structure is one of the reasons why the uptake of many
systemic innovations such as BIM is challenging in the construction industry [48,
49]. Without addressing the structural issues related to the construction industry, the
immense potential of digitalization will not yield better collaborations [50]. New
digital technologies must be integrated with adaptations in management, contracts,
and collaboration forms [51]. Blockchain can build new incentive systems to influ-
ence human behavior based on trusted digital processes (see Fig. 2). Cryptoeconomic
incentives are promising to align stakeholders across phases, trades, and projects to
reduce the impact of fragmentation.

The idea to incentivize better collaboration in a construction project is not new.
For example, integrated project delivery (IPD) is a project deliverymodel that creates
inter-organizational governance structures to jointlymanage complex projects across
firm boundaries [46]. While some project delivery models use only informal mech-
anisms of collaboration [46, 52, 53], the current trend has been the development of
formalized incentive structures through the use of multi-party relational contracts.
Project clients, contractors, and planners collaborate on equal standingwith their own
decision-making power and autonomy [54], yet are incentivized tomake decisions for
the collective good. Target Value Design and Shared Risk Rewards are examples of
such performance-oriented bottom-up incentive structures [55, 56]. Cryptoeconomic
governance could improve and extend such incentive structureswith tokenization and
smart legal contracts. In the longer term, embracing cryptoeconomic incentives could
slowly reduce the negative impacts of fragmentation without the need to integrate
the value chain through centralized approaches.

6 Lens 2—Guided Self-organization to Manage a Complex
Construction Industry?

Complex systems are characterized by many interacting subsystems, where depen-
dencies and interactions among these influence the functioning of the overall system
[57, 58]. System-level characteristics cannot be understood as a simple sum of
subsystem behaviors. Instead, properties such as emergence, adaptation, sponta-
neous order, feedback loops, and nonlinear behavior of the overall system need to
be expected [57]. The internal interactions of the networked subsystems are often
stronger than external control attempts [58]. This is why complex systems behave
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strangely in the eyes of humans that are used to think in linear ways with a propor-
tional outcome to a given input, and therefore governance of such systems is often
perceived as very difficult [59].

Construction projects have many complex system characteristics. They involve
many multidisciplinary individuals and firms equally valuable in the system’s oper-
ation [60, 61]. The construction workflow has high interdependence between stake-
holders andmany overlaps of construction stages and elements [62].Design and coor-
dination tasks often require reciprocal interdependence between the involved parties
[63, 64]. Project outcomes and performance indicators must be already defined at
the initial stage of a project, so they are likely to change throughout the project [65].
Finally, there are many uncertainties from external parties (e.g., from authorities,
governments, or law), resources (labor, equipment, material), or the environment
(e.g., weather, traffic) [62].

Construction projects are typically governed andmanaged using a project delivery
model. Over the past several decades, the classical project delivery is managed using
“command-and-control” project management with layers of contractual and organi-
zational hierarchies [54]. A typical construction project hierarchy will spread across
multiple vertical tiers and can include hundreds of subcontracted specialty firms
across the supply chain. Even though cooperation would be crucial to deal with the
mentioned challenges, insufficient and untimely communication is more the norm
than the exception [66]. Contentious behavior and lack of cooperation reduce the
system’s efficiency compared to the sum of individual efforts [46]. Over time, this
can result in sub-optimization and self-interest to the detriment of the overall project
[65]. We can find indications of the failure of hierarchical management structures in
many construction projects that endedup in court to resolve disputes over “unforeseen
problems leading to cost and time overruns” [67].

According to Helbing and Lämmer [59], we must accept that a complex system
does not always do what is desired. The internal nonlinear interactions often domi-
nate the external control attempts. Sometimes small but right changes cause the
system to change, while large efforts might remain useless. Classical, hierarchical
control attempts are likely to fail. Instead, one should use self-organization as part
of the management strategy. Self-organized networks need room to establish with
increased flexibility of participants. Detailed regulations hardly ever create an effect.
They rather reduce flexibility and make the required processes inefficient, compli-
cated, and expensive. Harmonic overall dynamics is more important than individual
performance at their limit, and faster end up to be often slower in complex systems.

In natural self-organizing systems, the agents act and interact with other agents
based on some simple rules at the individual level, behaving towards an optimal
overall system state. Awell-known example in nature is bee hives, where simple rules
govern the behavior of individual bees [68], but at the population level, maximize the
payoff of foraging [69]. Even though self-organization works very well in nature, it
will likely not meet the targeted outcome in many artificial systems. In most cases, it
is not possible to find such simple rules at the individual level that optimize the overall
system state. Therefore, complex engineered systems need to be directed minimally
invasive to create desired outcomes with “guided self-organization” by changing
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the interactions in complex systems [70] through approaches of mechanism design
or complexity science to guide individuals towards optimizing the overall system
state. Guided self-organization can successfully optimize production systems [71],
logistics [72, 73], traffic flow with bottom-up traffic light control [74], or the overall
system output of wind farms [75]. Furthermore, changing human interactions can
turn the so-called “madness of the crowd” into a “wisdom of the crowd” [76–78].

Consequently, guided self-organization is, in theory, an optimal management
approach for a complex system like the construction industry. This is also in line with
scholars [79] suggesting to use bottom-up control in construction projects to deal
with its complex nature, instead of formalizing top-down control to plan for a linear
and sequential process. The question arises of how such guided self-organization
could be achieved in the construction industry?

Even though this question will need more investigation, governance of systems
through cryptoeconomics can be an enabler for bottom-up coordination [42] toward
self-organization. In decentralized systems, decreasing the cost of coordination
is extremely important through real-time and transparent information feedback
distributed to all relevant parties. This allows informed and coordinated bottom-
up reactions to unexpected events. Currently, these information flows are passed
through the hierarchical systems, leading to slow responses. New technological
advances enable these needed fast feedback loops by providing an extensive real-
time data baseline [70]. Blockchain-based governance processes are promising to
support data-driven bottom-up and collective decision-making by creating cryptoe-
conomic incentives to guide individual actors toward behavior that optimizes the
overall project.

7 Lens 3—Decentralized Governance for a Decentralized
Industry?

Since the construction industry is mainly organized around projects, Dubois and
Gadde [47] described the construction industry as a “loosely coupled system”. Firms
in the industry are usually involved in different projects, where they contribute
resources of various kinds (Fig. 4a). While they maintain loose couplings in the
permanent network embedded in the community of practice, they need to keep tight
couplings in the individual projects to perform and coordinate their activities with
the many actors regarding resources, space, and time. The resulting networks are
very similar to a decentralized network structure [80] (Fig. 4b).

Recent mapping of construction firm networks seems to confirm the decentralized
nature of construction collaboration. Graser et al. [81] map the information network
of a construction project showing this very typical form of collaboration with many
coordinating smaller internal and external actors (Fig. 4c). Also, the network analysis
of Bouck [82] shows that construction firms communicate extensively with outside
players in their ecosystem, resembling again a decentralized network structure.
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Fig. 4 The construction industry as decentralized collaboration network. Sources a Dubois and
Gadde [47] b Baran [80] c Graser et al. [81]

Overall, decentralized network structures seem typical to the construction
industry. Other industries have mostly bigger players that integrate and coordinate
large parts of the value chain [82]. Since industries with more integrated and central-
ized structures have often higher productivity than construction, efforts under the
term of industrialized construction trying to adopt these approaches have attracted
major investments lately [83]. Industrialized construction tightens couplings of firms
across construction projects, an approach that is successful in manufacturing. While
this can also be successful strategies in the built environment, it involves restruc-
turing a whole industry toward more vertical integration of the supply chain. Could
decentralized collaboration mechanisms enabled by cryptoeconomic governance
approaches provide an alternative pathway to make the prevalent decentralized and
loosely coupled industry structure more efficient by decreasing cost of coordination?
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7.1 Aligning Governance with the Industry Structure

The three different lenses indicate the potential for cryptoeconomic governance in the
construction industry. The construction industry is characterized by complexity and
can be described as a loosely coupled network managed with top-down approaches
(Fig. 5, light gray dots). However, an efficient overall system should be either targeted
toward hierarchies or networks [84]. Hypothetically, one option is to move the
industry structure towards vertical integration, removing complexity through more
streamlined supply chains (Fig. 5, industry structure arrow). This would lead to less
fragmentation with the same actors across phases and trades and standardization
across projects. The other option would be to move governance approaches toward
bottom-up management and embrace complex aspects of the industry (Fig. 5, gover-
nance arrow). Both approaches are feasible if assuming that it is indeed possible
to reduce complexity. However, it is somewhat hard to believe that all the complex
aspects of the industry can be eliminated. Additionally, industrialization and digital-
ization will only increase in our world, directing global systems towards new socio-
technical paradigmswith inevitable cascading effects on interconnected and complex
ecosystems [85]. As our world’s complexity and interaction strengths increase,
centralized and controlled systems can become unstable, and highly skilled, well-
informed, and well-intentioned system managers can still lose control [85]. With
this in mind, the decentralized nature of the construction industry could also be
perceived as a strength that makes the industry more resilient to such risks. With
the increased adoption of technology in the construction industry, cryptoeconomic
governance provides an opportunity to build bottom-up coordination mechanisms
towards “peer-production” of the built environment to better handle complex aspects
of construction aligned with its decentralized and fragmented nature.

Fig. 5 Approaches to deal with complexity in construction. Light gray dots: the predominant
situation today—a misalignment between top-down management and decentralized project organi-
zation (loosely coupled networks). The organization can either be adapted towards vertical integra-
tion (reducing complexity), or the governance can shift towards bottom-up approaches (embracing
complexity)
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Fig. 6 Three steps of blockchain adoption through a blockchain-based governance lens

7.2 Blockchain Adoption Framework

Even though cryptoeconomic mechanisms are an opportunity to govern a complex
construction industry, the industry is unlikely tomove all at once towards blockchain-
based governance. We imagine a stepwise exploration of blockchain applications,
starting from applying the technology to existing processes, potentially adopting
more affordances toward new economic systems governed by blockchain-based
mechanisms. To lay out a potential pathway for research and industry alike, we
introduce an adoption framework through the lens of blockchain-based governance
and try to support it with emerging examples (Fig. 6).

7.3 Step 1—Blockchain for Existing Processes

In a first step, blockchain is used as an assurance layer for existing processes in the
built environment (Fig. 6). Such use cases rely on blockchain-based governance to
ensure confidence in the needed blockchain affordances. Blockchain affordances like
immutability and transparency secure transactions, while smart contracts allow for
interaction logic if needed (see Fig. 2, trusted digital processes). This can shift trust
from relational to system-based and cognition-based, providing stakeholders in the
construction supply chain with protection mechanisms to avoid the risk and costs of
opportunistic behavior in collaboration [86].

Most current research and implementations fall under this adoption step [9].
Examining more recently published literature [87, 88] confirms this. Below we list
the literature that we categorize into this first adoption level.

One of the most prominent affordances of blockchain is tracking and securing
data. In its purest form, thismeans hashing and timestamping data. Research suggests
blockchain records for construction-related data for liability control of design data
[89], assurance of construction quality information [90–92], versioning and authen-
ticity of construction documents [93], and tracing data from digital twins for account-
able project-related [94] and life-cycle related [95] information.Trackingof construc-
tion data can then be combined with the automatic execution of construction contract
clauses through smart contracts [96, 97].
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Manypapers also explore the tracingof information in amore specific construction
supply chain context to assure reliable information about built assets [98], construc-
tion materials, and products [99–101], information in the precast supply chain [102],
the facilitymanagement procurement process [103], construction logistics in Sweden
[104], production of off-site modular housing [105], or for more transparency in
construction waste management [106].

Finally, one of the most often mentioned use cases in the current literature is
blockchain and smart contract enabled payments tomake existing financial processes
more transparent, secure, and efficient [107–114].

Since blockchain is applied to existing processes, all participants are generally
known. Therefore, also private permissioned blockchainswould be possible to use. In
fact, theymight be even better suited to test applications since they offer more control
over the infrastructure, transaction privacy, involve no transaction costs for the user,
and are usually faster without the need to use additional scaling solutions. Most of
the above research uses a private permissioned blockchain. However, private permis-
sioned blockchains make no use of blockchain governance mechanisms to create
confidence in the affordances but rely on trusting the parties operating and running
the network. Use cases in the built environment often have long time horizons, so
trusting a system that actors can shut down is likely less of an option with real-world
implementations and more capital involved. Consequently, we also expect uptake of
use cases that rely on public permissionless blockchains as a trusted settlement layer
in this first category.

Overall, this first step builds confidence in blockchain as a technology and is
needed as a foundation for more advanced use cases leveraging blockchain-based
governance for new economic systems through decentralized market structures and
incentive mechanisms.

7.4 Step 2—Blockchain-Based Governance for New
Incentives and Markets

In a second step, use cases will explore cryptoeconomic incentives to realign the
economic interests of existing processes toward better collaboration and new busi-
ness models (Fig. 6). Tokens and smart contracts (Fig. 2, incentive systems) can
be used to move financial rewards, reputation, or ownership across space and time
between industry participants to create new economic systems. Such performance
and target-oriented incentives can increase cross-phase, cross-trade, and cross-project
collaboration towards reducing the impact of fragmentation.

For this second blockchain adoption step, we see considerably less literature
related to the construction industry. Some research goes in this direction by exploring
how crypto assets can integrate the physical and financial supply chains [115] or
enable novel financial mechanisms such as project bank accounts, reverse auction-
based tendering for bidding, and asset tokenization for project financing [116]. Also,
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Tian et al. [117] explored new possibilities to finance infrastructure through tokeniza-
tion, and Dounas et al. [118] how to use non-fungible tokens (NFTs) to represent
physical building components in the digital world.

Related to cryptoeconomic incentives, O’Reilly and Mathews [119] propose
blockchain incentivizing multidisciplinary design teams to design for the best
possible building performance. Along these lines, Hunhevicz et al. [120] explored
performance-based smart contracts to incentivize the design and building for the best
possible performance across phases. Producers and owners might provide their built
assets with publicly available service contracts on the blockchain, while other service
providers and users can evaluate available offers and directly sign these contracts on
the blockchain, getting paid or paying for services anonymously and peer-to-peer.
Blockchain-based incentive mechanisms are further proposed for complete data sets
in construction projects to prevent data loss, incentivize data quality across phases
and trades [14], and create new economically profitable use cases to manage and
reuse construction waste [121].

We believe that current research only scratched the surface ofwhatwill be possible
with new tokenized economic systems.Andwith increasing tokenization, there is also
an opportunity to build decentralized market structures for trading and exchanging
assets directly between project participants or across projects. But so far, we are not
aware of any decentralized marketplace research in a construction context.

With the use of governance on the blockchain for incentives, predominantly
permissionless blockchains will be used. Trust at this point has shifted from interper-
sonal relations to confidence in the deterministic behavior of the technical infrastruc-
ture, opening the door for pseudonymous participation in processes. With that, the
industry is ready to embrace new forms of decentralized coordination and ownership
models that could replace current organizational structures.

7.5 Step 3—Decentralized Coordination Through
Blockchain-Based Governance

In a third step, the industry could start to coordinate activities decentralized through
blockchain-based governance mechanisms with commons like community gover-
nance, potentially in the form of a DAO (Fig. 6). Decentralized coordination can
be more scalable and efficient in dealing with complexity aspects of the construc-
tion industry compared to current centralized approaches. It can integrate with other
emerging technologies such as digital twins to create fast feedback loops for decision-
making, potentially similar to concepts of guided self-organization. Public permis-
sionless blockchains allowpseudonymous actors andmachines to participate.Owner-
ship and coordination will shift toward flexible and pseudonymous communities, or
potentially even towards the built assets themselves.
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Even though this sounds futuristic, early research proposes the evolution of AEC
organization toward DAOs conceptually [122] and also investigates potential appli-
cations for the design, construction, and operation of built assets. These early exam-
ples give a glimpse into the possibilities of a future construction industry embracing
blockchain-based governance for decentralized coordination.

Lombardi et al. [123] and Dounas et al. [124] envision a new collaboration orga-
nized through a DAO for the design process. The envisioned scenario simulates
designers proposingmultiple solutions for a given task and adopting shape grammars
and environmental analysis and regulations as design drivers. Proposed solutions are
uploaded, stored, presented, and evaluated in a DAO in which the decision process
gets validated via the reputation of the participants and its governance system.

Furthermore, blockchain-based governance mechanisms could facilitate future
forms of project delivery models [13]. The argument is based on the theoretical
fit between new forms of delivery models such as IPD with CPR theory [125],
and the alignment of blockchain-based governance to scale CPR scenarios. The
Ostrom principles could be used as a guide to create blockchain-based governance
building blocks tomanage construction projects in a decentralizedway on the crypto-
commons [126].

Finally, the ongoing research project no1s1 explores the concept of decentralized
autonomous space to create self-owing built assets [127]. The prototype no1s12

demonstrates and explores how self-ownership of physical space would allow a
self-sustaining and non-rent seeking built environment that could replace current
organizational structures. The idea is that funds are owned by the house itself on its
own blockchain address, while the decision-making of no1s1 is coordinated through
a DAO.

7.6 Discussion

The chapter outlines the value proposition of blockchain-based governance for the
construction industry. We are aware that the introduced concepts and the proposed
roadmap need further confirmation and refinement. Nevertheless, we felt it is worth-
while sharing this holistic and long-term view to motivate and guide thinking around
the development of blockchain use cases.

Overall, we see blockchain-based governance as a well-suited and simple lens
to grasp the potential impact of blockchain on the construction industry. It helps
to understand the core affordance of blockchain towards new forms of economic
coordination, how these are aligned with the construction industry, and how the
industry might adopt it. It also provides a novel and alternative way to classify
blockchain use cases for the construction industry, focusing on how the applica-
tions leverage blockchain-based governance. While we find the focus on blockchain
governance helps to grasp the future potential of blockchain in the construction

2 www.no1s1.space, accessed October 15th 2021.

http://www.no1s1.space
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industry, it neglects the interdependence with the industry’s overall development,
both technologically and organizationally.

From a technical viewpoint, the adoption of blockchain-based governance highly
depends on the overall technology adoption rate of the industry, aswell as thematurity
of the blockchain ecosystem. Until now the construction industry has embraced
digitalization at a slower rate than other industries [51, 128]. However, there is now
hope that the construction industry will see a transformative change with the recent
increasing maturity of technical advancements [129]. The new movement is often
termed construction 4.0 – embracing industry 4.0 concepts within the construction
industry [130–133]. The term industry 4.0 describes the overarching concepts to
leverage digital and automation technologies to create interconnected, intelligent,
autonomous, and self-learning cyber-physical systems [134].

Cryptoeconomic governance mechanisms for new incentives and coordination
depend heavily on the adoption of construction 4.0 concepts. In contrast to other
industries such as finance that can be shifted to a mostly digital environment, the
construction industry will always build physical products. The interconnection and
feedback loops from the physical to the digital world and the integrationwith existing
software stacks need to be ensured. To build effective incentive and coordination
systems, data need to reflect the physical state of the project and the asset to be
governed. For that, the role of sensors (IoT), virtual reality capturing technolo-
gies, and digital twins will play a vital role [94, 120, 135]. Having said that, the
construction industry is only at the beginning of its journey towards construction
4.0. According to the industry 4.0 maturity model developed by Reuter et al. [136],
the construction industry is only at the initial stage to realize industry-wide informa-
tion generation (digital models and sensors) and saving generated data accessible to
all relevant industry stakeholders across phases, trades, and projects (common data
environments).

It needs to be seen at what rate fast and reliable feedback data loops can be
realized within the construction industry. Given that this can be achieved in the
coming years, there are also many unanswered questions on efficiently connecting
and using available blockchain technologies. What data needs to be stored on-chain?
How to achieve trusted connections to off-chain data sources? Are existing scaling
solutions sufficient for construction use cases? How can the financial transaction
costs of blockchains be optimized so use cases become viable? These andmanymore
technical questions need to be addressed towards the vision of blockchain-governed
collaboration processes.

From an organizational viewpoint, the emergence of the above-mentioned
construction 4.0 concepts comes at an interesting time given industry trends. Industry
4.0 creates opportunities to disintermediate physical supply chains, increase servi-
tization, and create “light” firms with more local and regional assets [137]. By
contrast, recent momentum in the construction industry trends toward vertically
integrated firms [138] and increased conceptualization of the building as a product
([139], p. 391). The current vision of construction 4.0 seems very much oriented
toward the adoption of successful concepts in the manufacturing industry, promising
higher productivity levels for construction. Potential bottom-up coordination targeted
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toward a more decentralized industry structure organized around smaller firms and
projects seems somewhat contrarian to this approach. More research should investi-
gate how current visions of construction 4.0, such as platformization and producti-
zation, are connected to this vision. How would the construction industry organize
through crypto-commons-based community structures and DAOs? Is this an alter-
native vision to current construction 4.0 roadmaps? Or is it a similar approach, just
enabled through many smaller actors rather than big vertically integrated players?
To motivate more research toward building decentralized and bottom-up coordina-
tion, the industry needs to perceive blockchain as valuable for the overall vision of
construction 4.0. It is an opportunity to rethink the organizational relationships of
the construction industry in the context of the ongoing cyber-physical convergence
[140].

Summarized, we believe that the construction industry is very aligned with the
potential of cryptoeconomic governance to overcome collective action problems as
in CPR scenarios, potentially in the organizational form of a DAO. Commons-like
structures for construction could enable new ways for individuals and communities
of practice to contribute to value creation without formal affiliation to a centralized
project organization or firm. Business ecosystems that bundle the expertise of highly
innovative smaller actors such as individuals and SMEs could also thrive in such
an organizational context. They could potentially match presumed benefits of verti-
cally integrated large companies such as reduced transaction costs and inter-project
knowledge preservation, without associated disadvantages such as lack of flexibility
and high cost of new knowledge acquisition. Decentralized bottom-up coordina-
tion supported by cryptoeconomic governance mechanisms could be an alternative
vision toward a decentralized construction 4.0 to better deal with its complexity and
fragmentation characteristics.
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Decentralised Autonomous Organisations
for the AEC and Design Industries

Davide Lombardi and Theodoros Dounas

Abstract The chapter presents the concept of Decentralised Autonomous Organisa-
tion (DAO) and discusses what the current and possible applications are in relation to
the AEC, design and design-linked industries. The chapter first introduces theoretical
aspects of traditional organisations and then develops the ones behind the creation
of automated, computer-based ones. Consensus mechanisms and smart-contracts
integration are also presented in conjunction with diffused systems of DAOs’ regu-
lation. Scenarios are presented where DAOs are applied as a coordination tool for
competitive and collaborative use within the design field. A comparison table of
Ethereum-based DAOs as well as reflections on the pros and cons of DAOs applica-
tions are provided to better frame what the current boundaries are of a technology
that is also expanding its range of utilisation thanks to the interest of town councils
and institutions.

1 Introduction

Decentralised Autonomous Organisations (DAOs) can be described as completely
transparent organisations run by automated programming codes and operated by the
members of the organisation itself. In order to achieve and retain those characteristics,
DAOs require to be built and supported by an infrastructure allowing automation,
shared control and validation of decisions and actions, as well as participation. A
suitable infrastructure for this purpose has been found in the combination of two
emerging technologies: Distributed Ledger Technologies (DLT)/Blockchain (BC)
and Smart Contracts (SC). The first allows, thanks to their distributed nature, to
share across all participants the power of decision-making as well as ensuring that
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all decisions and actions are transparently recorded; the second instead are automated
codes that run when certain conditions are met.

Beyond the narrow technical description, DAOs represent a form of governance
that can be in theory applied to any sort of organisation, public or private, lucrative or
no-profit, with their governance model scaling to the level of theoretically substitute
entities like town councils and even governments.

The recent rise of DAOs and their development finds [1] its roots in the discourse
concerning the limits of current governance schemes, which have been almost intact
for centuries, and the opportunity provided by the Internet in terms of connecting
people, fostering collaboration and, with the implementation of DAOs and BC,
creating and ensuring trust via transparent processes, that are then supported by
automation, distribution and uniqueness of information.

In the early stage of history, humans used to live in small isolated groups, with
little or no contact with others and living in a pretty much self-sufficient way.

With the introduction of agriculture and the shift towards a more organised living
system, humankind faced the necessity of creating media for large groups of indi-
viduals and started basic collaborations for defence, food production and supply,
commercial purposes; it appeared natural that also some sort of more structured
arrangement and hierarchy was necessary in order to coordinate and govern people
activities.

As a result, pyramidal structures with robust top-down approaches became and
remained themost diffused, if not the only way for people to live and operate together
in a coordinated manner. Alongside individuals, a number of central organisations,
often ruled by few selected people, were created over the centuries to manage the
more diverse activities: banks for controlling currencies and financial exchanges,
governments for ruling empires and nations, companies for managing the workforce
and producingwealth to be somehow redistributed. Through the time, legitimacywas
then gained in different ways based on the nature and scope of each specific form of
organisation: via elections and representation for example in the case of democratic
governments, or via the trust refunding loans in the case of the initial forms of banks
and insurances.

This approach, which has been tested through centuries demonstrating to be effec-
tive but far away from being perfect, relied chiefly on the relation between two kinds
of entities, the agents and those who get represented by them, as well as on the
intrinsic trust between the two parties. Referring to politics, democracy and parlia-
ments can be taken as a perfect example of this symbiosis, where a restricted number
of agents, Members of Parliament, represent those who technically hold and enforce
the power via voting, citizens.

Furthermore, what was described above found further support in the limited possi-
bility of people to connect with and trusting others, which can be related to the
concept drafted via the well-known Dunbar’s number [2]. By acknowledging that
each person can only well remember and trustfully interact with no more than 150
people, it appears immediately clear how, in a society counting millions of members,
concentrating the power of decisions via layers where the number of points of control
is further reduced appears to be like the only feasible solution tomaintain social order.
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In this scenario, the transfer of power from a majority of people to a selected
minority helped to streamline and to take fast decisions; however, it also presented
significant drawbacks when it came to agents taking excessive risks or acting for
their own interest rather than for the collective’s one.

While the above scheme remained unchanged for centuries, other fields which
can be generically encompassed under the term information technology have seen
advances that led people to slowly create tools that could represent a new way to
organise societies. Starting from the past, one could refer, for example, to the inven-
tion of the press and the movable type, which created the concept of an expanded
distribution of knowledge and data with potentially no limits in terms of numbers of
reachable people and amount of sharable data.

The introduction of the Internet and its capacity to reach each corner of the planet
and grant access to information and services to everyone dramatically shifted this
concept covering all aspects of our daily life. With the spread of internet connections
and the World Wide Web all over the world, and the combination of even more
recent and powerful tools such as blockchain and smart contracts, the possibility of
shifting the paradigm from a people-based trust (and overcoming the limitations of
the Dunbar number) to technology-based trust became real and opened up to the
opportunity of moving again towards a more decentralised way of living, where
control is no longer kept within the boundaries of few people and institutions.

While this can occur as an idealistic or utopian view of coordinating a large
number of people’s life and activities, it is also interesting to note how city govern-
ments in different parts of the world are now looking into the implementation of
DAOs and crypto technologies in their operations, creating new kind of incentives
as well as providing platforms to support the more variegated initiatives. To some
extent, those initiatives may recall the attempts taking place during the 70 s to create
decentralised governance systems in the east of Europe, which clashed against the
highly centralised government of the Soviet apparatus [3].

2 DAO Platforms

We present a simple classification of existing DAOs platforms on Ethereum. Note
that in a true decentralised sense, blockchains themselves can be considered the first
primitive form of a DAO as to maintain a blockchain one needs the coordination
of a multitude of agents and their incentivised participation and maintenance of the
computer network via consensus.

Gnosis multisig DAOstack DAOHaus/Molloch Aragon Colony Compound
governance

Token Ethereum*/xDai GEN Ethereum*/xDai ANT CLNY COMP

Consensus – Holografic Majority/Rage
quitting

Multiple
modes

Lazy
consensus

–

Governance type Consensus/majority Consensus—Holografic Consensus/Majority Multiple Cooperation –

(continued)
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(continued)

Gnosis multisig DAOstack DAOHaus/Molloch Aragon Colony Compound
governance

Incentive—structure – GEN and reputation Increase in value in
DAO holdings

Multiple Reputation Increase in
value in
DAO
holdings

3 DAOs Projects and Explorations in the AEC and Design
Industry

Starting from the description of DAO that can be found in Buterin’s words, “[…] a
DAO contains some kind of internal property that is valuable in some way, and it
has the ability to use that property as a mechanism for rewarding certain activities
[…]” [4], a question arises about what impact can have the concept of DAOs within
the Architecture, Engineering and Construction (AEC) industry and what can be
intended as internal property in that sector.

While it is widely acknowledged that business models and practices are facing
a transformation due to the impact of blockchain technology [5, 6], this cannot be
directly and immediately applied also to a field such as AEC, that is well-known for
being reluctant to changes and slow in implementing innovation, with architects and
designers mostly presenting themselves as the sole authors of concepts and designs
[7]. As a result, a few theoretical and practical projects can be found exploring the
potential of combining DAOs into AEC daily operations, with examples related to
this field which also come from stakeholders apparently not directly connected with
the building industry.

Proposals for the application of DAOs in the early design stage have been explored
by envisioning them in both competition and cooperation scenarios, simulating
designers who collaborate or compete to create new shape grammars assessed via a
voting system deployed into the DAO. The voting system encompassed both qualita-
tive and quantitative aspects, keeping into consideration the experience and knowl-
edge of the participants [7, 8]. Further development of this approach has been later
applied against more objective criteria such as building regulations and environ-
mental analysis: application of generative design and shape grammar has been tested
as a proof-of-concept for a system, where competitors produce solutions that are then
shared on the DAO via IPFS system [9].

Sreckovic et al. [10] discuss how the DAO can contribute to enhancing trust and
value in the workflow of the AEC industry by referring to the need of applying
a system where knowledge and expertise, decisional power and blockchain can
be integrated; however, the DAO application appears mostly confined to the level
of the operations while keeping the innovation and coordination stages centrally
coordinated.
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An exploration of self-owned built space by Hunhevicz et al. [11] expands the
concept of DAO to the one of DAS (Decentralised Autonomous Space) concep-
tualising a small meditation pod that is fully autonomous from the point of view
of creation, management, finance, operation and maintenance. Being one of a kind
attempts of connecting DAO’ s-based governance system with the physical world
via IoT devices, it opens up to future scenarios where buildings are self-owned, the
concept of rent shifts towards self-maintenance only costs and, more notably, the
entire set of operations from collecting funds to spend for necessary maintenance is
controlled via predefined scripts running on the blockchain.

Decentralised organisations are also currently taking place in areas that are
somehow close to the design and architecture industry but still not yet developed
in a way in which impact can be recognised in the real-world practice but possibly
draftingwhat the futurewill be. Examples ofDAOs such as the platformDecentraland
tries to combine elements ofwell-known gaming environments such asMinecraft and
SecondLife with the proper aspects of a DAO in terms of tokens and decentralised
government. Land can be bought and sold, as well as virtual goods, artists and content
creators can be contracted to further personalise the owned plot or house, decisions
can be taken, and policies updated via the decentralised governance interface but
still under the umbrella of control of a so-called Security Advisory Board [12]. The
example of Decentraland, which makes deep use of a gamified environment also to
attract users, addresses questions like the proof of ownership, which can be applied
to many aspects of both real and virtual life, but that can be connected to the AEC
industry in terms of ownership of lands.

While Decentraland is mostly a platform where the fantasy of the users represents
the only limit to expansion, the same concept of proof-of-ownership is applied in
emerging countries, i.e., Ghana, for people to claim and demonstrate being the owners
of plots of land bypassing costly registrations (which are often not available due to
lacks in cadastral practices) and the standard verbal agreements between parties
which are not traceable [13, 14].

As it often happens, art is ahead of the game in applying cutting-edge technologies
and exploring new ways of making, as happened with the Plantoid project run by
Primavera De Filippi [15, 16]. The project is based on a series of art pieces that
exist both physically as well as digitally as a blockchain-based form of life. Each
planetoid, physically represented by a mechatronic kind of sun-flower, embeds the
concepts of autonomy, self-sustainability and ability of self-reproduction thanks to
smart contracts deployed in the Ethereum blockchain and interactions with humans
which feed themvia bitcoin donations.Donations are later used to hire and fund artists
to produce new art pieces that will ensure the reproduction process. Besides being
an experiment that challenges people’s understanding of what life is and what the
extents of human–machine interactions on aDAO are, the research project tackles the
limitations of copyright laws in the time of digital design and blockchain, providing
at the same time new grounds for expanding the concepts of contractual relationships
between people and companies as well as people and machines.

Others and possibly more interesting applications and experiments on DAOs are,
on the other hand, running by the initiative of local governments. At the date of this
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text, city governments of Miami, Reno, Busan, Seoul are all looking into how DAOs
and blockchain applications can either improve their current operations or to create
new pathways to achieve more citizens oriented and driven goals.

Seoul is planning to launch its own crypto-currency to sustain and incentivise
both private start-ups as well as public welfare initiatives, at the same time pushing
for a full set of new national laws to be issued in order to regulate and simplify the
access to such technology.

Busan is pioneering a vast application of blockchain-based services (spanning
from tourism, to retail and finance to supporting local artists via NFTs) via its
Blockchain Regulation Free Zone, and with the support of the town government.
Applications have been already in place in terms of personal ID management to have
access to services, as well as vouchers backed up by the local bank and to be used
as a normal currency.

Miami incentives citizens and city supporters to mine within the frame of the
MiamiCoin (as part of the CityCoin ecosystem) in order to support the city itself and
get a revenue, either as BitCoin or Stacks. It is worthy to mention that 30% of the
revenue is automatically transferred to the city wallet and that the funds can be used
for any kind of purpose the city deems fit, apparently without a direct connection to
specific projects which could be discussed and voted on a DAO.

In terms of impact on the shape and functioning of our cities, automobile manu-
facturers such as General Motors and Honda may also have an impact with their
ongoing research on a common standard for the application of BC on a smart grid
providing a charging network for electric vehicles [17]. This would potentially affect
the way in which cities may be designed or upgraded in order to accommodate a new
full set of devices to support the existence of a new digitalised layer for mobility.

4 Benefits and Drawbacks in DAOs

Traditional companies and organisations, either in simple or more complex forms,
are associated with the fact that operations and members’ roles and activities are
regulated by legal contracts, which define duties and rights and which are enforced
via the legal framework of the country they are registered in. Disputes are determined
in front of a court of law that acts as an independent third party which is, by default,
the trust of the ones disputing.

Decentralised Autonomous Organisations are instead operated by people
respecting rules which are written in an automated open-source protocol running
on a network. The task of maintaining the network operative and active is rewarded
by an incentive-based system that has its roots in the network tokens native to theDAO
itself. Protocols and tokens are deployed and run on the blockchain, smart contracts
act as a further layer of automated cooperation between the involved agents, lever-
aging coding and automation to regulate the life of the DAO and to align the interest
of the participants via consensus mechanisms.
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Consensus mechanisms are the real core behind any blockchain application, with
DAOs not being an exception. Its role, as per its definition, is to regulate the way in
which decisions are taken amongst the participants of the DAO, or more in general,
how to agree on a certain record of a computation activity [18]. Different applications
can have different ways to reach consensus, such as change of state (i.e. Ethereum) or
continuous update of the list of transactions (i.e. Bitcoin). However, once the mecha-
nism is defined, a question still remains about how to accept computers, hence users,
to participate to the consensus process. Previously, solutions were found in what can
be considered a more traditional and permissioned approach, where closed infras-
tructures such as an intranet were applied. Thus, losing or yet not taking advantage
of the full potential of such kind of technology.

The current concept of public permissionless blockchain instead, which can be
seen as a mirror of what the Internet is nowadays, hence a system where anyone
can connect and start communicating with strangers without the need of a previous
identification, relies on a level of openness that make BC and DAOs applications
potentially applicable to any kind of business and able to coordinate and to be scaled
to encompass a large number of participants.

A further layer of discussion is added by the possibility of reaching consensus (as
well as other operations) off-chain [19]. While this can appear as a betrayal of one of
themain concepts behindBC technology, transparency, it has to be noted howkeeping
all the computations in the layer 1 blockchain may become too heavy and slow down
at the same time single operations and general growth of the organisation. Storage,
consensus and computation can be pushed out from the BC with evident pros and
cons in terms of time, cost and data integrity. Off-chain data storage brings positive
aspects like privacy of the data, when necessary, and alleviating the BC from the
burden of redundant storage requirements [20]. On the other end, data availability
is no longer ensured hence potentially interrupting the operations if data are not
reachable, as well as their integrity can only be assessed when they are available.

Consensus strategies can be run off-chain and currently twomajor approaches can
be described: the approach developed within Bitcoin, where miners are requested to
reach consensus and later add blocks into the public chain (which can be seen as
a non-fully decentralised approach to authority and consensus), and applications
where the consensus is sought and reached off-chain with the aim of reducing the
operational costs for the participants. In the latter case requests from participants are
emitted as signals to off-chain miners that perform the computational tasks and send
back their responses.

In both the above scenarios, the IPFS (Inter Planetary File System) is playing an
important role being the open infrastructure acting either as storage space or via its
pub-sub functionality, which makes it possible to create off-chain dedicated space,
where seeking for consensus, while communicating with interested participants.

DAOs participants do not sign any contract nor are tied to a legal entity. The
driver feeding the existence of the DAO is the incentives provided in the form of
net-work tokens, regulated by the transparency of the rules represented by the source
code of the software running the DAO itself. Agreements are not made between a
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single or group of participants; the protocol or specific smart contracts encapsulate
the governing rules and regulates all the transactions taking place in the DAO.

Thanks to the automated and transparent nature of their roles, as well DAOs are
no longer structured in a top-down scheme with the CEO on the top, a body of
managers and employees. The pyramidal structure is replaced by a horizontal one,
where contributors are ideally all on the same level and steer towards agreed goals
via the selection processes supported by the consensus mechanism. By operating in
this way, DAOs can be joined and open to people from different areas of the world
(hence under different companies’ regulations) who do not know each other but still
rely on a system ensuring trust.

Moreover, the code which regulates a DAO cannot be changed or censored by one
single participant nor by its own creator. Only a pre-established majority and under
specific consensus conditions can modify the original code.

As described, a DAO carries the characteristics of being open-source and trans-
parent, hence onpaper incorruptible.All the transactions are stored on the blockchain,
with the participants’ interests coordinated by the incentive scheme linked with the
DAO native token. The main way to decide in a DAO is by entering a proposal
that will be voted by the participants and approved if they reach the majority of the
consensus. As said, the actors may not share any physical space nor know each other,
hence DAOs can be seen as a distributed entity with autonomous rules and lives, at
the same time relying on experts to achieve certain tasks which otherwise could not
be automated.

TheBitcoinNetwork can be seen as the first and so far,more resilient decentralised
autonomous organisation created around a free consensus protocol. It resisted to any
sort of fault and attack since the appearance of its first block keeping its mission to
provide a platform for money transaction, which runs completely outside the control
of any central bank. The existence of the Bitcoin network is so far assured by its
contributors, which are incentivised by the token system, which also allows for a
fully automated and transparent coordination.

The Ethereum network shifted the potentials of DAO running on the blockchain
to the level of smart contracts, exponentially opening up to possible applications.
Smart contracts simplified the operations to set up a DAO with the only need of a
few lines of code and mostly removed the necessity of setting up a proper blockchain
network.

DAOs present then a number of benefits due to their intrinsic nature, such as
coordinating participants who do not know each other in a manner that leads to
achieving certain results, keeping a record of contribution to a project which can
be carried out in a collaborative or competitive way (much useful in the context of
design), creating human–computer or human–objects interactions via external IoT
applications and SCs [21].

The novelties and benefits provided by DAOs have been so far mostly related
to financial applications, specifically with the evident benefit of preventing frauds
and possible fund mismanagement carried out by delegating power to single points.
Decisions and rules are enforced via codes that automate the operation of the institu-
tion itself, allowing the possibility of limitless and theoretically timeless expansion
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to new members and proposals. The current standard workflow of a DAO sees users
submitting proposals that are voted and, if approved, they go to the next stage of
getting funded via tokens or to the next step of the life of the proposal. Embedding
SC in the process, hence removing almost completely any arbitrary aspect of human
interaction, appears an even most secure way to operate.

In terms of voting systems, currently, there are different ways in which proposals
get voted and either passed or rejected, with a range of techniques spanning from
the more familiar quorum voting to those embedding stock-exchange inspired
approaches.

Quorum voting is based on a predetermined threshold above which a proposal can
have the opportunity to pass. It represents the most well-known and common system
of voting since it has been implemented as one of the basic tools of the democracy
since this concept exists. As in real-life democratic processes the defined threshold
has to be carefully assessed in order to ensure that the final decision actually reflects
the will of the majority of the community [22]. In the case of DAOs a low quorum
may lead to an easy-to-pass system and, as a consequence, an easy-to-attach DAO.
On the other hand, high quorums may lead to very few proposals to advance, hence
the need for incentives as well as to allow more time for the voting process.

Holographic Consensus brings a component borrowed from the stock exchange
processes into the voting system. It allows people to predict which proposal will pass
in a similar manner in which brokers can predict which stock option will increase or
decrease the value in the stock exchangemarket. If the prediction is correct, predictors
gain a financial reward and the involved proposals are then no longer assessed via
a quorum voting but via a simpler relative majority. The whole system is based on
the possibility and will of predictors to stake vote on this or that proposal, hence by
staking funds on them. Since the HC is based on funds it automatically cut off, all
of those who are not really interested in the proposal or, in a worse scenario, those
who aim at tampering with the system by misleading the vote.

As mentioned before, relative majority comes into place as one of the voting
systems, nevertheless it is never used as a single and autonomous way of voting.
Its simplified nature where even one single vote is enough to take a decision would
expose the organization to high risks of getting attacked if other members of the
DAO are not looking into the voting process. To overcome this situation, DAOs also
implemented a sponsor-based approach that acts as an anti-chamber of the real vote.
Proposals need to be first sponsored by members of the DAO before going into the
voting stage. This voting system is pretty simple to be implemented and does not
require many activities from the members.

All the previously described voting strategies have in common the characteristics
of being based on an A versus B approach and that the voting takes place in a definite
time with a definite result, A wins over B or vice versa. Conviction voting instead
brings two more components into the voting system: the time and the possibility of
diversifying one support. Rather than asking members of the DAO to decide between
two options, they are allowed to stack their voting power on one or more proposals
and their preference can change over time, so that proposals can accumulate or lose
support. The more one proposal is supported the more its weight grows as well as its
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chances to get finally approved. The CV simulates somehow bio-inspired processes
[23] of growth and decay, and with this approach aims to prevent large stakeholders
from suppressing minority voters.

Lastly, the so-called “lazy consensus” mechanism allows proposals to get
approved if no one objects to them. In case of objections, further steps may take
place, such as a reputation-based vote, in order to decide how to proceed.

Current DAOs are developing more robust safety systems to protect investors
and stakeholders from users with intents that go against the community. However,
drawbacks are still recognisable in a system that relies on codes written by humans,
hence perfect in running the operations they have beenwritten for but possibly wrong
in their overall scope due to lack in coding knowledge or more deliberate ability to
write codes for purposes which are beyond the common good.

To some extent, one could argue that having the responsibility of each action
distributed across the entire DAOs and its participants means inherently that no
one is accountable for the DAOs decisions. Furthermore, the immutability of BC,
which represents its most great quality, also represents a limit when it comes to the
time of updates and bug fixing, which are the norm when dealing with information
technology-based tools. A possible way to balance between the above aspects that
characterise the current state of the art among DAOs could be by relying on them
only for handling certain decisions and operations which do not require a full blind
trust in a code, or more in general, for DAOs where the sole governance and interface
for decision making is a public permissionless blockchain.
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The Integration of Automatic BIM
Validation and Smart Contracts
for Design Compliance and Payment
Reliability in the Design Process

Giulia Pattini, Giuseppe Martino Di Giuda, and Lavinia Chiara Tagliabue

Abstract The research aims at streamlining the execution of the design phase by
combining the automatic BIM validation and smart contracts. The construction
industry is generally reluctant in accommodating new technologies, but with the
promise of transforming information management, Building Information Modelling
(BIM) is currently leading its digitalisation. Despite that, its adoption showed issues
of information integrity and reliability. Misunderstanding about information require-
ments can cause delays, unforeseen costs and need for reworks. For these reasons,
the chapter suggests the integration of information management based on BIM and
blockchain, highlighting their prospective bond. The chapter illustrates the frame-
work of the research that applies the automatic BIM validation and smart contracts in
the design phase, pointing out their potential impact on the automation of informa-
tion review, reduction of late deliveries and overdue payments. The architecture of
the potential technological tools is presented and discussed. The research proposes
a data-driven process, where all the essential information related to the design veri-
fication is recorded and where, at the automatic validation of each BIM model, the
approval of payment release is issued automatically. The system intends to ensure
full compliance with project information requirements and protect the contracting
parties against potential late payment. The framework is still theoretical, however,
the expected outcomes from its future test through a proof of concept are finally
discussed.
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1 Introduction

Since the construction sector is among those with the lowest degree of digitalisa-
tion, innovative methodologies and tools are identified as the drivers for the trans-
formation of the traditional approach and the improvement of efficiency [1]. The
digital transformation, therefore, appears to be the first impulse for change [2],
and, in particular, the introduction of Building Information Modelling (BIM) has
supported transparent project development, through the information management
based on structured procedures and protocols. The production, review and mainte-
nance of information in a structured digital environment foster exhaustive informa-
tion sharing and collaboration among participants (see Sect. 2.1) [3, 4]. With the
promise of optimising the digital information management, BIM has led the growth
of the digitalisation recently observed in the construction industry. Its implemen-
tation primarily aims at improving information definition and exchange. Secondly,
it targets at eliminating the traditional information asymmetry that hinders compli-
ance with requirements, transparent information sharing and consistency among the
project documents. Despite the expectations, the adoption of BIM has shown prob-
lems related to the management of a considerable information flow. In particular, the
issues are related to the attribution, reliability, integrity and accuracy of information
exchanged during the process [2]. Misunderstandings or ambiguities in the informa-
tion requirements and produced information can cause delays, the need for reworks,
and, consequently, unforeseen costs. [5, 6]. Recently, the existing literature has iden-
tified the application of blockchain technology as a stimulating area of research and
testing in the construction industry [3, 7, 8]. Further studies have also identified
smart contracts as a valuable tool for optimising and automating some activities and
payment systems [9, 10]. For these reasons, among the technological innovations
that can positively enhance the digitalisation sector, the presented research proposes
digital information management based on blockchain for entailing the reliability of
information and for shortening and automating the process development through the
use of smart contracts [11, 12]. Despite the hurdles, BIM is currently themost suitable
solution for the collaborative and structured production, validation and management
of information. Thus, blockchain can be a possible answer to the problem of informa-
tion asymmetry and reliability in the design, tender, construction and maintenance
phases [13, 14]. Besides, the deployment of smart contracts ensures the programming
and automatic execution of specific activities.

Concerning these premises, the proposed framework of the research, through its
future tangible development, intends to investigate the digital information manage-
ment using BIM and blockchain to highlight their potential and useful link within
the current digitalisation of the processes in the construction sector. In particular, the
research objectives focus on both how the integration of blockchain in the information
management using BIM could ensure the trustworthiness of information and how the
integration between the automatic BIM validation and the implementation of smart
contracts could shorten the time needed to carry out a specific work phase. Indeed,
the automatic approval of the design through the integrated use of the automatic
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BIM validation and smart contracts could optimise the efficiency of the process by
reducing late deliveries, due to the waiting times for the approval, and late payments,
due to reworks or changes.

The ambition to propose and develop a framework of the research that combines
the automatic BIM validation and smart contracts to shorten the execution time of
the design phase by automating approval procedures, is sustained by the analysis
of European and Italian reports [15, 16]. Firstly, late payments and long payment
terms represent a challenge for the entire European economy, causing administrative
and financial burdens, which can lead to disputes that affect business growth. Across
the European Union, the construction sector appears to suffer the most from late
payments [16]. Differences in payment behaviour undermine the proper functioning
of the industry and threaten increasingly the survival of the small and medium-
sized enterprises (SMEs) [16, 17]. Certainly, the nature of the construction industry
contributes to the unfair length of payment terms and the high number of delays.
In particular, the causes of late payments are often directly linked to the behaviour
of the construction companies and, in some cases, of the public authorities working
with consultants. Faced with this situation, late payments have gained increasing
attention among policymakers and private sector associations. Focusing on the Italian
construction sector, a country-specific analysis reveals that public authorities in the
industry tend to have longer than average payment terms, hence affecting the liquidity
of consultants and companies. In 2017, almost 70% of companies declared payment
delays by the public administration [18, 19]. The delays in payments come alongside
the second main issue, namely late deliveries during the construction process. In
particular, the Italian “Report on the implementation time of public works” [15]
highlights the long execution periods required to carry out the process phases (design,
procurement, construction and maintenance). Specifically, the report highlights the
incidence of the “waiting times”, i.e. the time interval between the end of one phase
and the beginning of the following phase, on the total duration of each phase. The
report points out that the overall design phase is most characterised by long waiting
times between the end of one phase and the beginning of another, which negatively
affect its total duration. Verification and validation procedures, authorisations and
bureaucratic steps are the main causes of the cited waiting times during the design
phase [15].

This analysis confirms the valuable scope of experimentation of the research in the
design phase. Regarding what stated so far, the research question that triggered the
development of the framework of the research is about how the digital methodologies
and tools could affect the reduction of late deliveries and overdue payments in the
design phase. The proposed research framework provides a theoretical response
to the above-mentioned question. It illustrates a process that, if concretely carried
out, permits the distancing from the traditional practices ensuring the shortening
of the process development and the satisfaction of the contracting parties. Further
developments of the researchwill experience and demonstrate the framework through
the implementation of a proof of concept, proving its validity and innovation.
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The chapter is organised according to the following sections. Section 2 outlines
the state of the art in the main research areas, namely the information manage-
ment based on BIM and blockchain technology. Section 3 illustrates the high-level
research framework, proposing the digital information management based on BIM
and blockchain through the adoption of the automatic BIM validation and smart
contracts. Section 4 shows both the operating architecture of the rulesets for the
automatic validation of information and the potential configuration of the blockchain
network. Section 5 discusses the major benefits achievable from the illustrated
framework. Since the proposed framework remains at a theoretical level, the results
discussed are those expected. Finally, in Sect. 6 the main value of the research and
the future developments are disclosed.

2 Digital Information Management Based on BIM
and Blockchain: A State of the Art

As anticipated, the research proposes the integration of the automatic BIM valida-
tion and smart contracts to automate and shorten the design phase development. The
suggested framework of the research underlines the potential offered by the infor-
mation management based on these technologies. In particular, the implementation
of a BIM process based on blockchain could improve the information management
thanks to the recording of any activity, constant monitoring of the progress, exhaus-
tive verification and validation of the information requirements and identification
of the responsible parties. This combination could give confidence and harmony
to the information shared, produced, reviewed and stored. The framework could
correspondingly improve the process execution and management. In the contrac-
tual environment typical of the construction sector, the opportunity of automating
certain processes that are traditionally performed by interaction and pursued based
on decisions promoted by agreement amongmultiple parties is a valid area for exper-
imentation. To support and motivate the development of the framework, this section
discusses two main topics. At first, the information management using BIM is illus-
tratedwith a focus on the procedures for the verification and validation of the informa-
tion requirements. Then, the current areas of research on blockchain in construction,
with a focus on digital information management, as well as the potential blockchain
network to be adopted in the framework are discussed.

2.1 Digital Information Management Based on BIM

The progressive digital transformation of information management is driving a revo-
lution in the procedures during the overall construction process. In this context, both
public and private clients are becoming interested in innovative practices that exploit
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information management to improve communication, efficiency, safety and produc-
tivity of the built environment. The digitalisation is stimulating greater automation of
the design, tender, construction and maintenance phases, optimising the building life
cycle and improving the client’s satisfaction and end-user’s experience [20]. In this
context, Building Information Modelling can be considered the methodology that
is driving the digital transformation. As an approach based on digital information
management, it can indeed be crucial for better decision-making, predictability and
confidence in obtaining the expected results. It significantly influences the system of
creating, collecting, using and sharing the digital information throughout the asset
life cycle, involving all the stakeholders. The ISO 19650 series, as international
standards that define digital information management procedures during the asset
life cycle, encourages the introduction of BIM and uniformly guides the experts
in its use [21]. ISO 19650 defines BIM as a beneficial method based on the better
specification and digital delivery of the right amount of information about design,
construction, operation and maintenance of an asset using appropriate technologies
[22]. The information management process covers the activities of defining infor-
mation requirements and the production, delivery and review of information. Within
such a process, each participant is responsible for certain information management
functions to be fulfilled. Each party engaged has, therefore, an involvement and
interaction with information management according to their role and responsibili-
ties. Indeed, ISO19650 undertakes the identification of themain actors in the process,
denoted as the appointing party, the lead appointed party and the appointed party(s)
[22]. The first, usually represented by the client, is the one who defines the infor-
mation requirements. The second is the party responsible for the coordination of
the exchanged information and the third is the one accountable for the information
production. According to ISO 19650, to achieve a successful information manage-
ment using BIM, each actor involved must fulfil three main tasks. The first is the
clear definition of the information requirements, and standards for their produc-
tion and review. The second is the proper production of the quantity and quality
of the required information, and the third is the efficient and effective exchange of
information among the involved parties. Specifically, the appointing party is the one
who starts the process, stating the information requirements and ensuring their clear
definition. This statement defines the type of information and clarifies how different
types of information should be structured and exchanged. Then, each prospective lead
appointedparty responds to the information requirements stated, through thedevelop-
ment of the BIM Execution Plan (BEP), which is considered by the appointing party
when selecting the lead appointed party. After this stage, all the actors collaborate to
agree on the key roles and responsibilities and arrange an information delivery plan
that outlines coordination and delivery schemes. This allows the configuration of an
appropriate information management, that provides and considers the requirements
of the involved parties, the delivery process, and the use of appropriate technologies.
At the end of every project stage, a review of the information produced is needed to
validate the appropriate achievement of the information requirements. This review
process is commonly performed through amixture ofmanual and automatedmethods
and applications.
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The aforementioned definition of the information requirements is based on struc-
tured information management, allowing the explicit definition of the requirements,
their availability to the different parties and the continuous review of their fulfilment
[23]. Each information produced must be reviewed to double-check the compli-
ance with the information requirements and, consequently, accepted (or rejected).
In this context, the ISO 19650 series [22] outlines the client as the person in charge
of defining the project objectives and information requirements and reviewing the
information delivered for each phase of the asset life cycle. However, since ISO
19650 does not provide the organisation or project-specific details and considers
the high level of client’s involvement, starting from the general standards recom-
mended, the need of BIM guidelines containing the personalised client’s require-
ments has become progressively evident. The customisation of the standards allows
the client to create proprietaryBIMguidelines for the identification of the information
requirements in a structured way and the regulation of subsequent procedures based
on the specific needs. The customisation of procedures for organising the client’s
needs boosts BIM to be integrated into the construction industry in a controlled and
gradual manner. In particular, to guide large clients in the preparation of effective
BIM guidelines [20], ISO/TS 12911 supports the definition of personalised methods
for information management [24]. Indeed, ISO/TS 12911 provides a structured and
reusable framework to guide the BIM process development [24]. The suggested
framework allows the creation of a common structure for the application of BIM and
makes BIM guidelines manageable and testable. BIM guidelines are prepared and
used for: (i) defining the desired information outputs and their expected quality, (ii)
customising the structured implementation of project information, (iii) identifying
the resources and tools and their appropriate management, (iv) obtaining and main-
taining a common knowledge within the project and (v) supporting the technologies
behind BIM. The preparation of proprietary BIM guidelines, before the start of the
design phase, allows the client to develop the information requirements in a structured
way and it is fundamental to ensure the contracting parties have a clear definition of
all the types of information to be produced andmanaged [25]. Since proprietary BIM
guidelines are drafted by a specific client, they allow the standardisation and guid-
ance of processes based on precise needs. For these reasons, the existing proprietary
guidelines can differ widely from one another, in their goals, approach to standardis-
ation, technology requirements and level of information needed [26]. However, they
are a powerful tool to promote and guide the adoption of information management
using BIM. Since the generation of value in the construction industry depends on
the identification, processing and fulfilment of the client’s requirements, the pres-
ence of specific guidelines can support the process development and guarantee the
achievement of the requirements. BIM guidelines, regulating a structured informa-
tion request, production, review and management in the BIM environment, enable
the creation of coherent information among different participants, enhancing a trans-
parent and collaborative workflow and reducing the event of information asymmetry
or misunderstanding of the requirements.

In the context of the framework of the research, these concepts are fundamental.
The research environment is indeed located in the design phase required by a specific
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client (see Sect. 3). The target client has proprietary BIM guidelines on which the
design phase must be developed. Therefore, the first objective of the research is
to identify an application able to automatically verify and validate the information
included inBIMmodels in compliancewith the client’sBIMguidelines and to outline
its potential architecture and functioning (see Sect. 4.1).

2.2 Digital Information Management Based on Blockchain

Due to its growing interest, the introduction of blockchain technology has promoted
new types of applications, and therefore it could be considered the main technology
qualifying the digital transformation currently studied by the most advanced world
economies [27, 28]. Belonging to the Distributed Ledger Technologies (DLTs),
blockchain is defined as a trustless technology, that ensures an extraordinary degree
of trustworthiness, integrity and immutability [29] and that allows parties to send
transactions using a peer-to-peer network, without the control of a trusted third party
(TTP) [30, 31]. The creation and maintenance of trust are guaranteed by the design
of the technology. The level of transparency, accessibility and traceability of infor-
mation shared and stored using the technology is defined by its architecture design.
Among DLTs, blockchain offers unique features, including a considerable number
of use cases and the possibility to implement smart contracts. As previously stated,
smart contracts will be an important topic of investigation and application in the
presented research. Undeniably, according to some researchers, late payments in the
construction industry led to several claims, but the adoption of smart contracts could
significantly reduce the actual negative concerns [32–34]. The selection and config-
uration of the suitable blockchain network make it possible to draw up and execute
smart contracts. Although smart contracts are automatic and deterministic, they are
not perfectly trustless. Since blockchain cannot access data outside its network on
its own, the main limitation with smart contracts is the communication with the real
world. For these reasons, it is necessary to integrate a third-party system that allows
access and verification of what is happening in the real world and sends the infor-
mation to the blockchain via smart contracts. Such services are defined as oracles
[35]. In this way, the entire network can validate the request, and the contract is able
to accept or reject it automatically. When the conditions comply with the planned
process, smart contracts automatically execute, approving the release or directly
issuing the payment [36]. The use of such services is of great importance to the
framework of the research, since they can guarantee the connection of the external
world, i.e. the information production and validation during the design phase, and
the blockchain world, i.e. the recording of information and the automatic approval
of the process stages.

Thanks to themain benefits offered by the technology such as the transparency and
immutability of information, whichmake it possible to limit the occurrence ofmisun-
derstandings, and the automation of the process, which guarantees the disbursement
of payments and respect of the deliveries, the proposed research is placed among
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other emerging studies and experimentations related to the integration of the infor-
mation management based on BIM and blockchain in the design phase. Indeed, the
possibility to develop and maintain the information inside the BIM models using
blockchain allows the recording of any activity, therefore controlling at any time
the real progress of the considered phase and the responsible parties. The integra-
tion of blockchain in the BIM process gives confidence and synchronization to the
information shared, produced, reviewed and stored. The information is stored on a
distributed platform shared among all the participants, which allows the notarisation
of each piece of information created, modified and updated as the process progresses.
In this way, the progress of the process and the monitoring of the compliance with
project objectives are known by both the client and all the involved appointed parties.
In the existing literature, it is possible to recognise some different studies related to
the adoption of blockchain in digital information management during the design
phase. Dounas et al. proposed a framework for decentralised architectural design
that allows multiple participants to solve the design problems in both collaborative
and competitive ways and, thanks to the integration of blockchain, it is able to record
all the design attempts, including the ones that have ‘failed’, and all the positive steps
towards design optimisation [12]. Schönhals et al. proposed an approach that makes
it possible to protect developed ideas and early concepts even during their systematic
development. It intends to protect the intellectual property through the digital record
of verbal, written or sketched, and evenmodelled or constructed outcomes during the
innovation development in real-time [37]. Another work to be cited is from Zheng
et al. that proposed an application for mobile devices that allowed users to check on
their portable devices whether a BIM model is the latest version, whereby, a hash of
the BIMmodel is stored on the blockchain that allows a search service to cross-check
the hash of a downloaded model with the hash stored on the chain, after which, the
application will provide users with a verification receipt that declares the validity of
the model [38].

The description of some of themain existing research topics highlights the cutting-
edge scope of the proposed research that intends to integrate and contribute to the
current evolving research field. To identify the most appropriate network to support
the framework of the research and configure its components, an analysis of different
types of blockchain networks has been carried out. Even though blockchain tech-
nology was first designed for the deployment of public, permissionless and trust-
less network, which do not require the presence of a TTP, its design has progressed
towards the creation of private and permissioned networks. In these networks, partic-
ipation is permissioned. Participants have restrictions on writing rights (data valida-
tion) or/and reading rights (access to data). As the public networks, permissioned
ones are immutable and nodes share the same ledger, but the access to the network
is permissioned, this means that the role of each node has to be granted [39].

As specified in Sect. 3, the framework of the research focuses on the design phase
where a specific client appoints a design team to produce and manage information
related to a specific project in compliancewith BIMguidelines. For these reasons, the
architecture of the blockchain network must be the response and balance the require-
ments of both the client and the contracting parties involved. Therefore, evaluating
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the structured environment in which the design process is implemented, the initial
theoretical investigations of blockchain networks concern the permissioned ones. In
order to set up a permissioned blockchain to support the research framework imple-
mentation, among the existing private networks [40], Hyperledger Fabric (HLF) has
been analysed and selected as the potential most suitable network to be configured
and integrated in the framework of the research (see Sect. 4). HLF, which is the most
popular permissioned network, is well adjustable to a wide range of distributed appli-
cations written in general programming languages. For these reasons, companies that
create and deploy blockchain applications within their businesses use it. The network
consists of various peers that host blockchain, execute smart contracts and mutually
maintain the state of the ledger. Smart contracts in HLF are called chaincodes, they
can be shared by all entities within a company, or they can be shared privately and
accessed by a specific group of entities [40]. Smart contracts are executed only on
nodes with which the network is shared, thus being inaccessible to others. The possi-
bility of selecting specific nodes is guaranteed by the channel concept: information
and smart contracts present in a specific channel are only accessible to the channel
participants. In the network setup phase, the participating nodes are identified and
authenticated, hence it is possible to identify if a certain node belongs to a certain
channel. Currently, HLF supports EthereumVirtual Machine (EVM) bytecode smart
contracts, allowing the contracts to be written and managed with the same tools of
Ethereum, thus simplifying the configuration procedures. Based on the investigation
of the existing literature [39, 40], Hyperledger Fabric is shown to be the network that
performs better in terms of performance, architecture, and components, therefore
it is the one identified to be potentially set up and tested in the framework of the
research. Thanks to permissions, network participants are known and acknowledged
when setting up and running the network. The adoption of blockchain technology in
the development of the research will allow the creation of a network through which
selected participants can share information transparently and perform transactions
securely.

Based on the exploration of the current areas of research and application and on
the potential identification of the most appropriate blockchain network, the second
main objective of the research is to outline the potential setup conditions of the
chosen network. Participants, assets and expected transactions are illustrated as well
as the need to introduce an oracle service in the scheme (see Sect. 4.2). The adoption
of a blockchain network supports the implementation of automated activities. This
means that the network could come along the information management in the design
phase, eliminating any intermediaries and ensuring the confidentiality of shared data
using consensus protocols and smart contracts.
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3 Framework of the Research

The topics discussed in the previous section illustrate the two main innovative areas
underlying the presented research. Through the integration of information manage-
ment based on BIM and the implementation of a blockchain network, the research
intends to offer an innovative approach to the traditional development of the design
phase. Currently, no research related to blockchain in construction focuses on the
integration of BIM-based digital information management and blockchain-based
protocols to automate the production, verification and validation of the information
according to specific client’s information requirements during the design phase. The
proposed framework of the research offers a new point of view for the research
of blockchain applications in the design phase developed in a BIM environment,
boosting and optimising the reliability and accuracy of the process.

With the ambition of emphasising the automation of the process, minimising
the errors or misunderstanding due to human intervention, and fulfilling contracting
parties’ requirements, this combined system differentiates positively from the tradi-
tional approaches. Concerning the research scope and what has been discussed in
Sect. 2, a detailed description of the high-level framework is here provided, high-
lighting its value and innovation. The overall process framework is illustrated through
a graphical representation, explaining each activity and goal. The brief discussion
of the main critical issues (see Sect. 1) and the description of the main innovative
technologies considered in the research (see Sect. 2) allow a better outlining and
understanding of the framework. Specifically, the combination of automatic infor-
mation validation and smart contracts to support the development of the design phase
for a specific client mainly aims at:

• Improving the transparency of communication between the client and the design
team, through a trusted network for information exchange;

• Reducing the delivery time of the assigned tasks, through automatic and efficient
design validation;

• ensuring timely payments, through the automation of the approval procedure and
actuation system.

Therefore, the value of the research ismainly related to the shortening of the design
phase time execution, the automatic validation of the project and the trustworthiness
of the compliance with its objectives, and the automatic release of payments. The
innovation of the research relies on the possibility to notarise the automatic BIM
validation and connecting the approval procedure to payment release.

The suggested framework (Fig. 1) proposes how the integration between informa-
tionmanagement using BIM and blockchain could improve the engagement between
the client and the design team. The use of a common digital environment allows
participants to share and access the same information during the process. Its connec-
tionwith blockchain enables information to become traceable and unchangeable, thus
the trust among the parties increases. Indeed, the distributed environment can help in



The Integration of Automatic BIM Validation and Smart Contracts … 57

Fig. 1 High-level framework of the research

reducing themisunderstanding frequently due to discrepancies and non-conformities
among the client’s requirements and the design team’s documents.

The combination of information management procedures and blockchain could
offer enormous value and could be considered the appropriate direction for the effi-
cient development of the sector. As stated at the beginning of the section, the research
framework delineates the performing process of the design phase, created on the
adoption of innovative methods and technologies, which promise considerable bene-
fits. Themainpurpose of the framework is, at the present time, limited to the automatic
compliance of the client’s information requirements, therefore other verifications to
be accomplished in the information models (such as code checking and clash detec-
tion) are out of the research scope. This means that the automatic payment release
concerns the completion of one part of the overall BIM model checking expected
for the final approval of the design documents. During the progress of the research,
the framework could be extended and generalised to include other types of model
verification and define the entire automation process for the validation of the BIM
models.

This decision is related to the project selected for the implementation and vali-
dation of the framework of the research, through a proof of concept. The selected
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project is placed in the design phase and is led by a specific private client. The client
is represented by RAI, the exclusive concessionaire of public service broadcasting in
Italy. RAI has developed the RAI-BIM guidelines to digitalise its real estate assets,
composed of both new construction and existing buildings used for offices, recording
studios, theatres and warehouses. The result of this innovation consists of an inte-
grated digital system, structured in several proprietary BIM guidelines, respectively
for the information modelling and management of: (i) new construction interven-
tions, (ii) interventions on existing buildings and (iii) ordinary and extraordinary
maintenance interventions. The presented framework of the research will be then
configured, customised and tested in the design process followed by RAI that gener-
ally consists of the development by appointed design teams, of the BIM models (i.e.
architectural, structural, mechanical and electrical) and their verification in compli-
ance with the RAI-BIM guidelines. In the case of RAI, the level of compliance for
which the delivered models are approved by the client is 90%.

To show the business logic of the research, the dynamics of interaction among
the parties and the use of innovative technological tools, here below an example of
the application of the framework is explained step-by-step. With the commitment to
verify the client’s information requirements during the execution of the design phase
driven by the content of proprietary BIM guidelines, the process outlined is based
on structured procedures for information management as recommended by the ISO
19650 series. As previously stated, the participants in the information production
and management process have specific responsibilities and tasks. In the research
case, the acting parties are the client, the design team and the verifier (Fig. 1). The
client, as the owner or for whom the project is carried out, must conduct all the
activities to ensure that accurate information management is satisfied. Therefore,
the client defines the project information requirements, protocols for information
production, delivery milestones and sets a common data environment (CDE) solu-
tion to support the production, sharing and archiving of models and information
among the interested parties. In compliance with what is stated in the ISO 19650
series and ISO/TS 12911, the client has personalised and set out the desired informa-
tion requirements, protocols andmilestones in the proprietary BIMguidelines. These
guidelines are transmitted to the design team during the appointment process. Once
the appointment has been awarded, the design team develops the project based on
proprietary BIM guidelines content. The team produces all the information included
in BIM models following the defined information requirements. In this way, the
produced information will respond entirely to the requirements set out by the client,
and therefore the design will be realised in a compliant and optimised way. Simulta-
neously with the development of the information models, the verifier, appointed by
the client, also receives the proprietary BIM guidelines. The verifier is a consultant of
the client that undertakes the detailed analysis of the guidelines to translate the infor-
mation requirements from semantic language to machine-readable language through
the configuration of adequate tools. Since the creation and management of a BIM
project requires the production of a large amount of digital information, manual veri-
fications are difficult to be performed objectively and exhaustively. For these reasons,
to ensure that the information requirements are completely met, the verifier identifies
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a suitable application to develop automatic rulesets compliant with the content of
the guidelines. Such a tool, which can be implemented in the modelling software, is
capable of automatically and completely validating the information content produced
according to the client’s requirements (see Sect. 4). Once the production of informa-
tion is completed, the design team delivers the BIMmodels produced for each project
discipline (i. e. architectural, structural, mechanical and electrical) to the client. The
delivered models are uniquely stored in the CDE solution, considered the off-chain
database. The files stored in the CDE are also stored and linked with a blockchain
network, using a distributed storage system, to keep track of the model delivery
cycle. Due to the large size of the models, the system creates for each delivered BIM
model a cryptographic hash that is stored in the blockchain network through smart
contracts. The hash added to the blockchain network enables the inspection of the
mapped BIMmodel that is stored on the computer memory of the peer with the same
name as the hash. This makes it possible to control access and changes to the BIM
models in a uniform and secure way. When a new model is delivered, its hash and
the hash of the already stored models are compared. This makes it possible to check
transparently both that the same model has been delivered twice and that the model,
claimed to have been revised after validation procedures, has not been modified.

Following the delivery procedure, the verifier uses the programmed application to
automatically verify and validate the information included in the BIM models. For
each model verified, the application independently produces a report containing the
results of the verification. The created reports are stored in the CDE and, likely for the
models, their hashes are recorded on the blockchain network hence the progress of the
modelling process could be recorded and mapped transparently. In this environment,
project verification and validation activities are managed evidently, improving the
communication between the client and the design team. The automatic validation
of the information speeds up and optimises the review and delivery process. The
archiving of results allows the client to assess the compliance with the information
requirements. This framework also ensures the absence of non-conformities and
disputes during the phase progress. The outcome of the report reveals the compliance
of the information produced with the client’s requirements and the timing of the
delivery. The level of compliance for which the delivered models are approved is
defined at the beginning by the client and communicated to the design team at the
time of the appointment. The automatic validation of information included in the
models takes place separately for each discipline, so four separate reports are created
for each verification cycle.

If the automatic verification of information models produces a report with a
result that is below the set level of compliance, the design team receives the report
containing all the detected non-conformities and it must proceed with the changes
and indicated corrections. The design team must then subsequently make a new
delivery. If, on the other hand, the set level of compliance is met, i.e. information
produced has met the client’s information requirements, the model is accepted and
stored in the CDE, for the future steps towards construction and/or building opera-
tion and maintenance. Therefore, the automatic validation process, connected to a
blockchain network, is combined with the automation of contractual performance
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through the adoption of a smart contract between the client and the design team.
Since blockchain cannot retrieve directly external information, an oracle is required
to create the connection between the smart contract and the off-chain data source. At
the time of the appointment, the client and the design team have established the terms
and conditions of payment approval upon the completion of the assigned tasks. These
conditions impose the authorisation for the release of payment when the delivered
models’ verification lines up to the set level of compliance. To automate this approval
process and link it directly to the results of themodel verification, the payment condi-
tions are translated into a smart contract. Therefore, a back-end oracle ensures the
connection between the verification report’s result and blockchain to transmit and
store the result in an oracle smart contract. The data stored in the oracle smart contract
can be retrieved by the smart contract for payment that compares whether the level
of compliance achieved is equal to or greater than the established level and, if so,
initiates the transaction. The smart contract for payment is linked with an escrow
account, that holds and only disburses funds when the task is completed as expected,
ensuring the payment release to the design team.

The pursued business logic makes the coded payment conditions self-execute at
the end of each verification cycle of the information model, if the level of compliance
is equal to or higher than the one set by the client. Indeed, in each model verification
cycle, the application operation reports the type of model verified, the time of verifi-
cation and the level of compliance reached and automatically compares it with the set
level agreed upon between the parties. This process incentivises the participants to
perform their assigned tasks as stated under the contract. Information produced and
included in the BIM models is developed by observing the client’s requirements and
the design team is approved for payments through a smart contract for each completed
delivery step. Therefore, the design cycle, and the subsequent validation, is an iter-
ative process. Design information models are only approved when they meet the
information requirements contained in the proprietary BIM guidelines. Only when
the outcome of the report equals or exceeds the defined threshold of the level of
compliance allowing the verification flag, the model is archived and the payment for
the activity is automatically approved.

4 Proposed Technologies for the Framework
of the Research

The previous section illustrated the overall process on which the framework of the
research is based on. The innovation and value of the framework lie in the integra-
tion between automatic BIM validation and smart contracts applications. For these
reasons, although the explanation of the suggested framework remains at a theoretical
level, this section is committed to describing the general functioning of the technolo-
gies that are intended to be configured and used in the actual testing of the framework
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through the proof of concept. Therefore, in principle, the importance of the verifi-
cation and validation of information is highlighted. Then, the general approach for
setting up the application for automatic verification of BIM models based on the
client’s requirements is explained. The second part focuses on the architecture of
the potential blockchain network, defining the components and rules for its use. The
integration between the design development and validation using BIM and the design
tracking using blockchain is illustrated.

4.1 Approach to the Automatic Validation of Information

Information production, review, validation and management underlying the research
framework are accomplished with the agreement of the information requirements
made clear by the client in the proprietary BIM guidelines. As stated above, the
scope of the research is limited to the design phase, where a client plays the role of
the appointing party, requiring the production andmanagement of digital information
in accordance with its BIM guidelines. The proposed framework of the research is
developed to test its operation, validity and innovation tangibly on a project briefly
presented in Sect. 3, considered as the proof of concept of the research. For these
reasons the software requested by the client and used by the design team for the
realisation of the models in the design phase is known and it is the Autodesk Revit
authoring tool. Consequently, the application identified to perform the automatic
validation of the digital informationmust be able to communicatewith thatmodelling
software. Among the Revit applications that permit the performance of personalised
checks on BIM models, Autodesk Model Checker for Revit has been chosen as it
allows the creation of customisable verification and validation rulesets for data and
naming conventions checks. The progressive digitisation of information during the
project development has caused a significant increase in its quantity and complexity.
BIMmodels can be defined as repositories of all project information thatmust comply
with the information requirements expressed by the client [22, 24]. Indeed, according
to the international standards, information produced and managed during the project
development must be verified at the end of each planned phase of the process. In
the context of the research, the review and validation of information produced and
included in the BIM models, therefore, becomes a fundamental activity to achieve
the compliance with the guidelines content.

The setting up of an application for the automatic information validation becomes
crucial as frequently the verification of the BIM models is manually implemented.
This activity is time-consuming and error-prone, with the plausible generation of
disputes and discontent in the subsequent phases. Since these operations for verifica-
tion demonstrate to be critical, the creation of an automated BIM validation process
is vital in the digital information management. To start solving these issues, the
first objective of the research is the description of the tool-operating framework for
the information validation. Aiming at giving greater reliability and integrity to the
information review process, the overall approach defined to validate the activities
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Information model verifier’s tasks

Each rule must contain:
• Name and description of the rule type

• Condition for error detection warning

• Category/family/type to be analysed

• Type or instance object

• Property or value to be verified

Analysis of proprietary BIM guidelines
(semantic language)1

Creation of each rule, for each ruleset, 
for the automatic validation (from 

semantic to machine readable language)
2

Automatic rulesets implementation in 
each BIM model (developed based on 

proprietary guidelines)
3

Verification report showing specific 
errors and percentages of compliance4

Fig. 2 Process approach to automatic validation

of the BIM models is illustrated in Fig. 2. The approach is implemented starting
from the analysis and interpretation of the proprietary BIM guidelines. The client
uses a semantic language to define the information requirements for the design and,
to integrate them in an application for automatic validation, they must be trans-
lated into a machine-readable language that can be interpreted by the chosen soft-
ware (i.e. Autodesk Model Checker Configurator). The mediation between the two
languages takes place through a domain-oriented language, whose terms allow a
simple and immediate definition of the domain in which professionals operate. The
identified application does notmodify the informationmodel to be analysed, however
based on rulesets, it reports any error messages if the model presents inconsistencies
with respect to the domain. The rulesets consist of the translation of the guidelines
information requirements and represent the verification domain.

Therefore, the functioning logic of the automatic verification is based on the
creation of a validation domain (i.e. the content of the guidelines) used as a refer-
ence to verify that the model falls within this domain. The rulesets implementation
in the BIM models generates the result “approved” or “rejected” for each verified
requirement. The rulesets are in fact implemented and executed in each BIM model
(i.e. architectural, structural, mechanical and electrical), concluding an exhaustive
verification cycle. The activity ends with the production, for each BIM model, of a
report containing the results of the verification. The reports contain all errors and
inconsistencies between information contained in the models and the information
requirements contained in the proprietary BIM guidelines. The approach for the
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setup of the automatic information validation process starts with the identification
of the content of the proprietary BIM guidelines to be translated and included in
the application and with the definition of the general organisation to be respected
for the setup of each ruleset. Since the amount of information is increased due to
the digital transformation of the construction process, the information requirements
established by the client are abundant. In particular, the content of the proprietary
BIM guidelines of the selected project can be divided into three macro-categories
of information requirements to be verified: (i) BIM objects naming conventions, (ii)
BIM model templates naming conventions and (iii) BIM object parameters. In the
first category are defined, for each discipline (i.e. architectural, structural, mechan-
ical and electrical), the naming conventions of the BIM model, the designations of
loadable families, system families and their types, the designations of sheets and
materials. In the second category, for each discipline, the naming conventions of
the levels, views (drawings, fronts, and sections), schedules and grids are defined.
Finally, the third category defines the association of the parameters with each object
and their value. Evaluated the significant content of the proprietary BIM guidelines,
the work related to the interpretation and translation of the information requirements
using the Autodesk Model Checker for Revit application is undoubtedly onerous.
The operating framework of the application has to involve the two macro-categories
of rulesets identified for each discipline, namely one related to all naming conven-
tions rules and the other related to rules for parameters. Through the support of the
chosen application, these two macro rulesets are translated from semantic language
to machine-readable language to be implemented in the BIM models.

In this way, each rule to be included in the larger ruleset founding the verification
domain is created. Each verification ruleset is then implemented in the model, and
at the end of the performance of the application, the verification report, containing
the errors detected, is automatically obtained. In order to display a tangible example,
Fig. 3 shows the implementation and verification of a rule within a structural BIM
model developed in accordance with the proprietary BIM guidelines to test the auto-
matic verification tool. The implemented rule intends to verify the naming conven-
tions of the structural wall types and, at the end of the performance, the verification
report is obtained. The report is detailed for each identified element. In this case, two
types of structural wall, compared to those included in the structural BIMmodel, are
detected with different names from the guidelines. The percentage of compliance
between the naming conventions applied for the wall types used in the structural
model and the naming conventions defined in the client’s requirements, according
to the application report is 82%. As this illustration intends to show, as an example,
only the verification of the naming convention of the structural wall types, the 82%
obtained represents the level of compliance of the model related to a single infor-
mation requirement, and not to the overall content of the BIM guidelines. Figure 3
illustrates that for each rejected element the report shows the ID, thus facilitating
its rapid identification in the model and appropriate correction. Through the brief
illustration of the architecture setup of the chosen application, it is possible to under-
stand that, once the logical process has been defined, the exhaustive realisation of
the rulesets in the application initially requires time to be invested in its creation
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Fig. 3 Example of the implementation of a rule in the structural BIM model

and definition nevertheless it saves a lot of time in the future design and verification
processes.

4.2 Potential Blockchain Network to Be Integrated
with the Automatic Validation of Information

As illustrated for the automatic validation of information included in theBIMmodels,
the second main objective of the research framework is the definition of the architec-
ture of the potential blockchain network selected. Section 2.2 indicates Hyperledger
Fabric (HLF) as the potential blockchain network to be evaluated. As previously
declared, the research project is contextualised in a proprietary environment. For
this reason, the identification and the future use of a network that stands out for
identity management, privacy and efficient processing are shown to be appropriate.
From a technological point of view, the key features of HLF architecture include
(i) identity management, (ii) channels, (iii) ledger, (iv) consensus mechanism, (v)
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smart contracts and (vi) policies. Unlike permissionless networks, where unknown
identities participate in the network, HLF enrols members via the assignment of a
digital identity certificate, that manages user IDs and enables the authentication of
all the network participants, creating an access control list [41]. In this way, privacy
becomes a key requirement for the functioning of the network in which parties,
known to each other, exchange sensitive and confidential information. By creating
channels, participants can form groups to create different transaction ledgers. The
channel enables the exchange of information (transactions) to a set of peers (partici-
pants), pursuant to the agreed policies. The creation of private channels enables any
groups that require confidential transactions to coexist on the same permissioned
network. As a blockchain network, the HLF ledger is immutable, and it encodes the
history and current state of transactions in each channel. There is one ledger for each
channel and each peer keeps a copy of the ledger for each channel in which it is a
member. In HLF the consensus mechanism is chosen by the network to identify the
one that best represents the type of relationships existing among the participants. The
consensus mechanism allows the network to verify the correctness of transactions
included in a block. The consensus is achieved when the order and result of the
transactions in a block satisfy the policies of the network. The use of endorsement
policies is what differentiates HLF from other blockchains. In fact, HLF models the
actual world more realistically, so transactions must be validated by trusted parties
of the network. The endorsement policies are associated with each chaincode that,
in HLF, represents smart contracts (see Sect. 2.2). Each smart contract allows the
encoding of the logic with which a certain type of transaction is invoked on the
channel. Other policies exist, e.g. relating to who can query or update the ledger, or
who can add or remove participants. Finally, HLF can manage assets that represent
tangible or non-tangible values through which almost anything with monetary value
is exchanged on the network.

The above overview facilitates the understanding of the possible HLF architecture
suggested for the research framework. Indeed, regarding the key features described
and the parties pinpointed in the high-level framework (Fig. 1), the components of
HLF that define and determine the capabilities of the system are here identified and
illustrated in the consecutive order of creation (Fig. 4). In particular, the participants
are the parties involved in the blockchain network, the assets are the values exchanged
between the participants and the transactions are the logical smart contracts that
specify certain events of the process and control its development. Thanks to identity
management, each participant is identified reliably with a name and unique ID.
Through the privacy of the network, accesses are controlled based on the roles of
each participant that, in this environment, are known to each other. Each asset is
recognised with name, ID and type. Likewise, each transaction is defined with a
unique ID, name, timestamp and sender. Policies and rules based on consensus are
defined and checked before each transaction takes place.

The endorsement policy is established to indicate which participants must sign the
transactions to declare them valid. Only valid transactions can indeed update the state
of the ledger. In the research, this policy ismainly entrusted to the clientwho is respon-
sible for validating the transactions. The design team proposes the transaction for
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Fig. 4 Blockchain network components

the BIM models delivery and the verifier proposes the one for the verification report
produced. The second policy concerns the responsibility of updating and querying
the ledger. In the research, the design team and verifier are the parties primarily
responsible for updating and maintaining the data in the ledger, while the client can
query to retrieve point-in-time data. The identification of the elements and logic of
the HLF network to be implemented in the research allows a complete picture of
the integration and operation architecture of the technologies involved in the system.
Since the scope of the proposed framework is the combination of the automatic
BIM validation and smart contracts, the architecture requires the implementation of
oracles. The introduction of an oracle requires the creation of a dedicated channel,
namely the global channel, in which a network participant operates as the trusted
person responsible for maintaining and updating the ledger with external sources.
This channel is provided with an oracle smart contract that updates the network and
that can be queried for the updated data (Fig. 5).

The participants, operating in the other channel, can indeed query the ledger to
consult and obtain certain updated information. As already explained, the process
starts with the definition of the client’s information requirements through proprietary
BIM guidelines. Then, the BIM models developed by the design team, based on the
guidelines, are submitted and automatically verified by the verifier, through the use
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Query

Update

ID: BIM model’s report 
(model verified and date)
Key: Set level of 
compliance
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obtained
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BIM models 
upload

BIM models 
delivery

START

Appointment and delivery 
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Design team
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BIM models 
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compliant?
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Validation 
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External data 
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END

Appointment 
completed

Payment release 
notification

Smart contract 
for payment

release

Oracle smart 
contract

Fig. 5 High-level integration structure

of the setup application. The verification automatically produces a validation report
containing the level of compliance achieved. The report, containing the indication of
the model verified, the date of the verification, the failed elements and the percentage
of compliance, represents the external data source to be connected to the blockchain
network (i.e. the smart contract protocol) because it is produced by a tool external
to the network. The verifier, as the supervisor of the verification activity, operates in
the global channel representing the trusted provider of data. The verifier is indeed
authorised by rules and policy to invoke the update of the ledger with the validation
report. The smart contract deployed on the global channel, requests the external data
and provides an update and a query transaction. From the other channel, namely
the client-design team channel, the client can then invoke the smart contract which,
exploiting the cross-channel query capability, retrieves the latest updated value. The
smart contracts logic is activated, verifying that the value of the external source
is equal to or greater than the established compliance level. If this is the case the
logic executes, in compliance with rules based on consensus, issuing the approval
to release the payment. This means that the smart contract logic setup executes the
given instructions if some other given conditions are met. It could repeatedly verify
the condition established (the achievement of the set level of compliance) and only
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perform the planned actionwhen the condition has beenmet (BIMmodel has reached
the set level of compliance).

5 Discussion of the Expected Outcomes

Through the automatic validation of the information content of the BIM models and
the application of smart contracts, the research framework aims at shortening the
execution time of the design phase, ensuring the fulfilment of the client’s require-
ments and the approval for the release of payment to the design team. Due to the
increased complexity of the projects, the information requirements achievement and
late payments are relevant factors in the trend of the industry [1]. The presented
framework of the research is still at its theoretical level, in Sect. 3 the project on
which the framework will be tangibly tested as a proof of concept has been antici-
pated. The future testing of the framework and the analysis of the results obtained
will indeed be the next steps of the proposed research development. Therefore, in
this section, the expected outcomes are disclosed and discussed, and their identi-
fication can be considered as a benchmark for comparing the future results. The
main purpose of the framework relies on the integration between the information
management based on BIM and the blockchain network to improve the link between
the client and the design team, in the design phase. The combined environment
presented in the research enables contracting parties to produce, review and main-
tain the same information exhaustively. Using the focus on process automation, the
activities of controlling and validating the information, as well as those of approving
the payment release, are executed by coded applications instead of humans’ imple-
mented procedures. This innovative approach boosts the shortening of the design
phase execution, facilitates the control of any rework and ensures the approval for
the release of payments when the contractual conditions are met.

The information management practices recommended by the ISO 19650 series
promote constant interaction among the parties in the process. The information
management based on BIM is characterised by the complete exchange of digital
information whose revisions are dynamically reported and integrated, improving
control over the project’s progress and reducing non-conformities. Due to the high
information content of BIM models, it is appropriate to adopt applications that auto-
matically detect errors and non-conformities, facilitating a positive response to the
client’s information requirements. Once all information included in the BIMmodels
is completed, it is necessary to proceed with its verification to confirm compliance
with the guidelines’ requirements. As earlier underlined, in the BIM environment
the validation of information produced by the design team becomes a fundamental
activity for the respect of the client’s requirements. Indeed, the imprecise execution
of this activity would not only have a negative effect on the project development
and management, nevertheless, it would also generate potentially costly inaccura-
cies, therefore, necessarily to be avoided. To support this task, the development of
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an application that allows the automatic verification of information becomes crucial
to check comprehensively the compliance with the BIM guidelines.

With the aim of automatically and digitally validating the fulfilment of the client’s
information requirements, the architecture of the application was developed through
four main activities. Thanks to the first tests of this application, some expected bene-
fits can be summarised. Firstly, the setup of an application for automatic information
validation could provide the client with an effective tool for reviewing carefully the
information produced by the design team. The adoption of such a verification process
supports the improvement of the communication between the client and the design
team. The validation of information produced during the design phase is no longer a
manual, time-consuming and jagged activity, in fact it becomes comprehensive and
detailed. Secondly, the design teamwould, therefore, be encouraged to produce infor-
mation in compliance with the client’s information requirements to reduce working
time and the likelihood of rework. At the same time, in the event of a negative review
result, obtaining a detailed report containing all the rejected elements facilitates the
design team in implementing targeted and fast corrections and supplementations.
Finally, the client can monitor the actual progress of the project and the accuracy of
the design teams. The detailed verification of the models ensures that the information
requirements are met, and the automation of the process considerably reduces the
traditional verification and validation time. Based on some initial experimentations,
a statistical comparison between the time spent to verify the project using the tradi-
tional process and the automated one shows a time reduction of nearly 60% with a
sample of two buildings (Fig. 6). The BIM models related to these buildings were
developed by the external design teams for the real digitalisation of the real estate
assets requested and initiated by RAI. The BIM models are related to office build-
ings and recording studios, and their surface is about 15000sqm for project A and
12000 sqm for project B. For each BIM model, the appointed design teams devel-
oped four BIMmodels covering the fourmain disciplines. To highlight the innovative
value of the automatic verification proposed in the research, the verifications of these
models were carried out in both manual and automatic ways, in compliance with the
two macro-categories of rule sets illustrated in Sect. 4.1. The statistical analysis will
be further developed and improved during the evolution of the research.

Meaning to implement a blockchain network in the design phase, its architec-
ture requires an appropriate selection and configuration. Among the possible types

Fig. 6 Time comparison between manual and automatic design verification and validation
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of blockchains, the permissioned ones were considered the most suitable types of
networks for the research, which is set in a proprietary environment. Hyperledger
Fabric was proposed as it is built for enterprise business. The permissioned network
allows only selected participants to collaborate and transact, indeed network partic-
ipants are known and acknowledged when setting up and running the network. This
network guarantees privacy and the control of identity. Thanks to the correspondence
between the digital identities and the social ones of each peer, the private network
is easier to be implemented in the real scene than the public one, with higher oper-
ating efficiency, better transactions performance and lower costs [42]. In the explored
design phase, the use of such a network allows the client to filter accesses, identify
participants and guarantee the privacy and security of communication and informa-
tion exchange. To set up and test the identified network in the research, its architecture
was defined by pinpointing the working channel, participants, assets and expected
transactions. The goal of automating both the validation of information included
in BIM models and the consequent approval of the release of the payment, using
smart contracts, highlighted the need to reliably connect the BIM process with the
blockchain network. The import of external data into blockchain is made using an
oracle, able to connect in a trusted way the application previously defined for the
automatic BIM validation and the automatic business logic at the basis of the smart
contract. This means that a participant, in this case, the verifier of the BIM models,
becomes the trusted organisation operating in a separate channel. Only the oracle is
authorised to post updates to the oracle smart contract, these updates would be the
external data related to the results of the automatic validation. Since the oracle added
operates in a different channel, the smart contract between the client and the design
team would access the desired data (i.e. the validation report) via an inter-channel
smart contract query.

The potential setup of a permissioned network allows the identification of some
expected advantages. Firstly, the integration of a blockchain network in the general
framework supports the implementation of automated activities. This means that
the network can come along with the information management in the design phase,
eliminating any intermediaries and ensuring the confidentiality of shared information
using consensus protocols and smart contracts. Secondly, the smart contract between
the client and the design team would assure the contracting party of the client’s
willingness to pay and the certain delivery of payment upon automatic approval.

In this theoretical stage of the research, a permissioned network was chosen
because, from an architectural and functional point of view, it offers the appropriate
network for the environment of the framework of the research. In addition, consid-
ering the selected real project, this choice was made to avoid the problems related
to the public visualisation of information and the operating costs due to the fees for
using a public network. During the actual development of the blockchain network for
the proof of concept, it will be possible that other types of networks will be consid-
ered, investigated and tested as well as the possible link with a public blockchain,
to maintain the nature and original meaning of the technology. The possible adop-
tion of a public network should consider the organisational, economic and regula-
tory problems, and also analyse possible alternative solutions capable of minimising
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the operating costs. The system that better will truly perform and respond to the
research objectives will be the one chosen and used during the implementation of the
proof of concept in the future research development. To conclude, the main expected
outcomes are related to: (i) the growth of the process efficiency, (ii) the improvement
of information production, review and validation, (iii) the increased automation of
procedures and (iv) the respect for delivery times and release of payments.

6 Conclusion and Further Developments

The presented framework of the research intends to demonstrate that the advent
of new technologies could support positively the digitalisation of the construction
industry. The proposed framework illustrates how the adoption of the automatic BIM
validation and smart contracts could streamline and shorten the design phase execu-
tion. The chapter points out the integration between the information management
based on BIM and blockchain as a solution to the weaknesses of the client’s require-
ments fulfilment, reliable information review and validation, and late payments. The
combination of the two technologies offers enormous value and could be consid-
ered an appropriate direction for the efficient development of the design phase,
thus attracting industry players. The potential offered by the framework could fully
exploit the information of aBIM-based project. During the discussion of the expected
outcomes, it was briefly shown how the automated verification of the information
contained in the BIM models can significantly reduce the time taken to verify the
project in compliance with the client’s information requirements. The application
of the automatic design validation would allow, through the integration and use of
blockchain, to automate the entire process until complete validation and this would
be demonstrated through the development and testing of the proof of concept. Further
developments of the research could involve the validation of the framework for the
other verification procedures such as clash detection and code checking, so that the
approved BIM models could be used as a legal reference both in the tender and
construction phase, as a reference for monitoring the fulfilment of all the project
requirements and specifications, or in the maintenance and operational phase, as an
updated database of the building life cycle.
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Capturing and Transforming Planning
Processes for Smart Contracts

Marijana Srećković, Goran Šibenik, and Dominik Breitfuß

Abstract This chapter presents a conceptual framework for the application of
blockchain technology with Building Information Modeling (BIM) in the design
phase, with a further use case exploration of Smart Contracts implementation. One
of the main challenges in BIMworkflows is the traceability of changes within a BIM
model and closely coupled with it, the accountability for clearances and the sharing
of model information. We argue that the different value chain activities, actors, and
digital assets in the design phase could be linked on the basis of Blockchain (BC) and
Smart Contracts (SC).OurBIMd.sign framework showsmainly three factorswhyBC
and SC can be considered to deliver benefits to a BIM-based process if implemented:
documentation, traceability, and transparency. We argue that the gained information
from this analysis will give enough insight to evaluate the needed “level of detail” of
repeating acts or sequences, in which traceability through SC can deliver a sufficient
supplement respectively optimization for planning processes in the design phase.
Furthermore, based on our research,we suggest that possible applications of SC in the
design phase require a transformation of existing workflows for the implementation
of digital technologies.

Keywords Design phase · Blockchain · Framework · 3A · BIMd.sign

1 Introduction

The implementation of Blockchain (BC) and Smart Contracts (SC) in the design
phase and planning processes of building projects, has not been sufficiently addressed
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so far or found its application in practice, although numerous pieces of the litera-
ture suggest possible theoretical or conceptual applications of this technology in
the Architecture, Engineering, Construction (AEC) industry [14, 18, 30]. As far as
research shows, AEC could potentially benefit from the implementation of BC and
SC [25, 32] and gain efficiency in the design phase of a building project through
more transparency and traceability. Nevertheless, the applied technology has to be
analyzed through the lens of a sociotechnical system and its applicability for differing
value chain activities existing in the design, construction, and operational phase.

One of the main challenges in Building Information Modeling (BIM) workflows
is the traceability of changes within a BIM model and closely coupled with it, the
accountability for clearances and the sharing of model information [10]. In order to
understand BIM workflows and find possible intersection points with BC and SC in
AEC, an extensive exploration of process participants, data exchanges, and process
steps is imperative.

We present the results from the ongoing research project BIMd.sign, which has
been developed so far, including: (1) a conceptual framework for process modeling
and (2) a 3A pattern for process analysis, needed for the digitalization of the design
phase. A prototype with a demonstration application is currently in its development
stage and therefore not the focus of this chapter. In our research, we argue that the
different value chain activities, actors and digital assets in the design phase could be
linked on the basis of BC and SC. Hence in the first step, a developed methodological
framework for the analysis of design workflows, which is a combination of three
underlying theories—design, configuration, and task-technology fit, is presented. In
the second step, based on a quantitative study, a 3A pattern analysis is displayed. The
pattern divides each process into three sub-layers: stakeholders (actors), data (assets),
and processes (activities). This separation into three layers ensures a highly detailed
representation of the processes, showing the sequenced work of the stakeholders and
the occurring communication and collaboration during the design phase. The used
method allows identification of iterating processes as well, which can be seen on two
different levels: a repeating act (a singular action) in the regular process, or a repeating
sequence (a number of actions in the same order) due to insufficient outcomes. Based
on the framework for process modeling and the 3A pattern, which are extended into
the BIMd.sign framework, a conceptual application of SC in the design phase is
proposed, grounded in a use case, where we explore the process/workflow, domain-
specific data exchange, stakeholders, and existing iterating processes in practice.
The BIMd.sign framework focuses herewith on the design phase and the use of BC
and SC for traceable documentation of the delivery and approval of BIM models.
Thus, important activities and decisions during the design phase are documented
transparently.

We argue that the gained information from this analysis will give enough insight
to evaluate the needed “level of detail” of repeating acts or sequences, in which
traceability throughSCcandeliver a sufficient supplement, respectively, optimization
for planning processes in the design phase. Furthermore, based on our analysis, we
suggest that possible applications of SC in the design phase require a transformation
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of existing workflows, which will be implemented as a proof-of-concept prototype
in the final stage of our research project.

2 Background

2.1 Processes in the Design Phase

The characteristics of AEC are represented in its “loose organization of the different
participants that each perform a specific role in a building project and have a specific
view on the building project data” [45], due to their domain-specific expertise and
assigned tasks within the design process.

The design process can be viewed as an endless reciprocal flow [24], where
dependencies need to be understood [22] in order to be managed. Design process
definitions exist in various forms as plans of work and services or organizational
models in building projects—specific to a country (e.g., [17, 26, 35]) or field, such
as project management [33]. They explain the stages, their desired core tasks and
outcomes, as well as necessary information exchanges in each stage. Although this
literature on design processes can be useful as a point of departure for further devel-
opment—since it promotes common structures in the highly heterogeneous AEC
industry, it can also slow down innovation while referring to traditional workflows
without considering the latest technological developments [43].

Both processes and standards need to evolve together if the digitalization poten-
tials are to be fully realized [43]. There are approaches to standardize the processes
as information delivery manuals (IDMs) [19, 20], which originate from the work of
the buildingSmart organization. buildingSmart [6] recognizes that the development
of IDMs is difficult for some domains, and that it should be accompanied by software
development. IDM is a standard, which “provides help in getting the full benefit from
a BIM” [19]. It describes amethodology to identify and describe processes within the
context of BIM to support use cases by providing the information of a satisfactory
quality at the required time. It is another component, which forms a fundamental
part of our analysis framework. Nevertheless, for our research purposes, a deviation
from IDMs was necessary—where the focus is on the detail of the comprehensive
procedures of the complete project; whereas our framework connects aspects from
a theoretical point of view and a practice point of view, delivering an integrative
configurational fit of task-technology-people, embedded in an organizational struc-
ture resp. environment. Additionally, the focus in our presented conceptual model
development is on smaller and more scaled process scenarios, which furthermore are
the entry points for an SC implementation.
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2.2 BIM and BC

Building Information Modeling enables information from all project phases to be
stored in a single digital model [27]. In connection with BIM, the potential of BC
lies in the so-called record of changes, where traceability of modifications and
updates to the BIM-Model could help the standardization of BIM processes [29],
and make design workflows more transparent and in parts even automated through
the implementation of SC.

While BC forms the infrastructure, SCs functionalize it, i.e., the properties are
often not clearly separable and are partly dependent on each other [3]. On the basis
of BC, the immutability of the data is one of the key factors for its implementation
in the AEC. Oraee et al. [31] describe this property as the starting point for better
collaborations in the context of BIM projects. A so-called “BIM execution plan”
(BeP), in combination with SCs, could help to define services and deliverables and
accelerate their implementation.Thedefinitionof responsibility is also highlightedby
Dounas et al. [13]. Another effect that Dounas et al. [13] emphasize is the possibility
of creating decentralized planning teams, as intellectual property and BIM models
can be referenced through BC due to the transparency of data and the traceability of
the origin of this data [31]. Perera et al. [32] see traceability as an essential tool to
operate an efficient asset management. While asset management is only mentioned
as a secondary benefit in the digital area, Cecconi et al. [8] describe BIM as a digital
object-oriented process and combine asset management with BIM models.

The automatic documentation in the BC also leads to an exact image of the
decisions and actions made. Dounas et al. [13] explain in this context how BIM
models with hash references could be stored in the BC. In this way, the individual
versions of the BIM models would be verified and used as a log in the case of legal
disputes. This could make the resolution of such disputes much easier, if not even
preventable [1, 29].

2.3 Information Management and Exchange

The increasing use of BIM as a working method has enhanced the need for close
and coordinated collaboration and information management. Common Data Envi-
ronments (CDEs) offer further support in terms of data exchange and collaboration.
CDEs are […] internet-based platforms for the management of processes and infor-
mation in all phases of the life cycle of a building [12, p. 9]. They serve as a plat-
form for the exchange of data and information in a regulated environment [34]. In
Srećković et al. [41] theCDE is defined as a combination of different technologies that
promote the exchange of information. An “Information Container for linked Docu-
ment Delivery” [11] is used, in which the exchanged data, structured (e.g. geometry
models, XML files, mass calculations, etc.) or unstructured (photos, PDF files, etc.)
are filed (see use case). A CDE is a well-suited and secure data storage for digital
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assets in construction projects. Storing a large amount of data on a public BC is very
expensive and not efficient, otherwise private BC is critical in terms of security and
trust. Hence, it is proposed to keep all the sensitive and important information in
a centralized off-chain storage. Thus, only unique cryptographic hashes of the files
deposited in the CDE can be recorded on the BC.

3 Frameworks

3.1 Conceptual Framework for Process Modelling

An implementation of SC and BC in the increasingly complex system of BIM-based
planning requires an analysis from different points of view. In order to investigate a
BIM workflow during the design phase of a building project, and keep the focus on
process modeling, a framework was developed, based on three underlying theo-
ries—design, configuration, and task-technology fit as presented in Table 1 and
Fig. 1. The conceptual framework shown in Fig. 1 connects theory and practice.
The analysis framework constitutes the connection between people, organization,
and technology interaction. Hence, the design of a process with a task-technology-
configurational fit requires an adaptive interactionof implementedprocesses (through
people), organization (actions anddelivery order), and technology (software anddata)
[40].

Table 1 Integration of 3 theories (from Srećković et al. [40])

Theory Main idea Point of our analysis

Design Conceptualization of design
principles and action

Design workflow

Configuration Alignment of structure,
process, environment

Process modeling
Information processing

Task-technology fit Fit between IT and business
processes

BIM, Blockchain, DApps, data
exchange and transferability, data
formats

Fig. 1 Connecting theory and practice (from Srećković et al. [40])
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We define designworkflow as the flowof information, deliverables, specifications,
and other design resources between the project stakeholders [16], which are included
in numerous processes in the building design phase (e.g., information process, data
management process, BIM workflow). In practice, these processes are not linear or
rigid, but rather dynamic andvery complex.Hence,workflow ismore than a technique
to model a process. It is a method to analyze and improve a process, including its
modeling. Processes are relationships between inputs and outputs, where inputs
are transformed into outputs using a series of activities or tasks which add value
to the inputs [2]. One or more software systems, one or a team of humans, or a
combination of these can perform a task. Task-technology fit (TTF) is the degree
to which a technology supports the performance of tasks, where task requirements,
individual abilities and the functionality of technology are in accordance [15]. In the
context of TTF theory, technology has to match business processes [23], enabling a
tight coupling of IT function, business strategy, and the organization’s information
needs [42].

3.2 3A Pattern

Dynamic, spontaneous, and informal communication patterns occur during unex-
pected events during the construction project, which is not supported by most of the
available technological solutions [44]. With our developed triple-A or 3A method
[38], patterns are recognized by analyzing the actor, activity, and asset sequences
separately aswell as their combinations. In the later presentedBIMd.sign framework,
the 3A analysis divides the design workflow into actor, action, and asset from a single
sub-process in the design process. The definition of an actor from ISO [19] being
a “person, organization or organizational unit involved in a construction process”.
Further on, ISO [19] distinguishes two types of actors: initiator who makes a request
and executor who responds to the request. Activity is used as an atomic sub-process
of a design phase, required for digitalization purposes. We consider the process a
sequence of activities, which transforms inputs into outputs. Assets as in Succar and
Poirier [43] are addressing both digital and physical assets used in construction. They
are interrelated, whereby the digital ones can be documents, models, and data. The
patterns were identified by statistical analysis of the 3As, where multiple sequences
of actor, activity, and asset were compared. For this quantitative analysis, in total 100
listings of protocols and respective process documentation of two existing building
projects, at different stages in the design process were explored, which is explained
in more detail in Sibenik et al. [38]. This quantitative analysis enabled the patterns
extrapolation and discovery of commonly occurring sequences that provide a base for
future automation of processes. Our approach was validated by BC experts involved
with the project BIMd.sign, who expressed their views regarding the required scope
of the design activities information, for supporting and eventually automating the
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workflows with BC. They acknowledged the usefulness and usability of the 3A anal-
ysis for future implementation, especially due to a lack of documented workflows
on the building element level.

3.3 BIMd.Sign Framework

As previously shown, in order to capture processes, it is necessary first to understand
how they are designed, second how they need to be configured for BIM, BC and
SC and third, how to continuously adjust the fit between digital technologies and
business processes or workflows. Figure 2 presents the configuration of an exemplary
workflow in the designphase basedonourmethodological framework and3Apattern,
showing information processing of digital assets (data-flow) and coordination of
activities (process flow) between different actors (client, domain-specific planners).
It reflects the exchange during a design activity and shows the complexity resp.
interrelatedness in the information processing of different digital assets. Each step
in the process flow has actors responsible for their own domain-specific tasks and
fulfillment.

In the BIMd.sign framework, the role of BC and SC in the design phase is to trace
the activities performed on the specific digital assets (e.g., BIM-Model, plans) during
the whole phase and allow these activities to be transparent for the relevant partici-
pating actors. Hence, SCs would facilitate the traceability of relevant modifications
in the digital model, where the author and date of a change would be documented
on the BC. Furthermore, process steps, which are executed in iterative loops (such
as the repeated exchange of digital assets between different domain-specific plan-
ners), could be automatized with SC, generating a more efficient workflow (see also
Chapter Use Case).

The conceptual framework starts with the commissioning of the design services
according to the contract by the client (Fig. 3). The services of the General Planner
(GP)—based on the procurement model in Austria resp. Germany [17, 26]—usually
assumed by a superordinate architecture firm, including the complete design package
and often further management services in the project if so contractually agreed. The
project requirements are defined by the client and are the basis for the execution of
the project and the assessment of all activities addressing function, form, budget,
and time [7], as well as the evaluation of the delivered digital and physical assets.

Fig. 2 Actor/asset/activity workflow (from Srećković et al. [41])
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Fig. 3 Procurement model

At the end of each process or stage in the design phase, the GP presents the results
to the client, who either accepts to move forward or requires changes, which end
in iteration until the design is approved. According to the procurement model, the
GP is coordinating and organizing all design services and acting as the intermediary
between the client and the domain-specific planners.

In the BIMd.sign framework (Fig. 4), the architect (domain-specific planner)
develops, e.g., the conceptual design and uploads it to the common data environment
(CDE, see [21]). The structural engineer (domain-specific planner) is responsible
to check if the uploaded model fulfills all the domain-specific requirements. If not
approved, a list of required changes is uploaded for the architect, who modifies the
design and uploads the updated model for the structural engineer to the CDE. If
approved by the structural engineer, the architect then authorizes further steps. In
this case, the SC would be able to document the changes and responsibilities of the

Fig. 4 BIMd.sign framework (from Srećković et al. [41])
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involved actors, as well as give clearance for further steps, when all approvals are
met, completing this SC and possibly triggering a new one. Hence, each of these
steps is supported with an SC, which also partly automatically defines the possible
next steps. The actors are also able to define the next steps by choosing an SC, which
is regarded as another digital asset during the design phase.

In the BIMd.sign framework, any new version of digital assets could reference the
previous one, which creates a transparent design workflow progress. Hence, based
on the data stored on the BC, the SC enables the tracing of the workflow progress’
status and automatically (according to code) permits further processing of data, if
the specified requirements, defined within an SC, are fulfilled.

4 Use Case Scenario

As mentioned in the introduction, this chapter presents the research results achieved
so far from the BIMd.sign project, where the focus is on the use of BC and SC
for traceable documentation of delivery and approval of BIM models or parts
of it. Thus, important activities and decisions during the design phase are docu-
mented transparently. For the contextualization of our framework, two conditions
are assumed:

• The implementation of BIM has progressed so far that data can be exchanged
between those involved in the project without any problems.

• Central data management using CDE is used, which makes it possible to ensure
that all data is stored in a central location.

Basically, the framework (Fig. 5) can be divided into four parts, each of which
forms a relevant component. The described process step (action) in the use case
scenario is the first “column” of the framework. The second part is the BC. As a
decentralized memory, it maps the process and the actions carried out in the form of
references (hash) and the executed SCs. The third part is a central data storage, such
as a CDE. It is responsible for the storing of all relevant data (documents, models,
etc.). The fourth and last part are the SCs themselves, which functionalize the system.

For a more detailed conceptual demonstration of an SC implementation in the
design phase, based on this framework, we have chosen the following scenario as
the base layer, which occurs in numerous iterations in practice: the architect makes
a necessary change in design to a load-bearing wall. The next step includes a needed
verification and clearance from the structural engineer, as the aforementioned change
includes a structural element. Figure 5 shows this process,where our proposed system
is divided into four columns, asmentioned:Action,Blockchain,Database (CDE), and
Smart Contract. The first column describes the actions, which are taking place during
this process. The framed actions are additionally indicating an SC implementation.
The blockchain hosts the SCs and themodel references, the database mainly contains
the model data in an exchangeable format.
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Fig. 5 Use case scenario with SC (from Breitfuß et al. [5])

AnSC is basically addressed through two different approaches. Firstly, amanually
triggered input is needed. This could be for instance the upload of a new model
version to the system. In this case, the SC is responsible for creating a reference
and storing it on the BC. Secondly, an SC could be triggered by another SC. When
the before mentioned SC creates the reference, it simultaneously can monitor the
changes in the model version. Due to an object-based file, object parameters could
be one possible indicator for an automatization, such as the parameter load-bearing
indicates a verification from the structural engineer, who then will be automatically
informed. The project manager, in this case, will only be notified of the progress and
will not be bothered to intervene.

Within the scenario that we analyzed, data management in the context of a BIM
workflow has been file-based. However, to achieve object-based changemanagement
a data-centric approach is required. The potential of data-centricmanagement has not
been fully exhausted within the AEC industry [9]. In order to provide a suitable data
management concept, we reformatted the industry foundation classes (IFC) models
to a JSON format. In that way, the IFC models can be used on a database such as
Mongo DB [37].
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IFC is the most widely used standard to define neutral building models. This
format can be used for the file-based data exchange which is still burdenedwithmany
problems [36]. Lack of standards, heterogeneous building model representations,
and slow digitalization make this task highly complex. As a first step, we use the
available IFC models, but the issues such as inconsistent building element IDs and
non-synchronous links with the database, prevent it from being suitable for all data
management aspects which are required.

The existing solution provides a way to reference a building element from the SC,
but it does not fully correspond to BIM-based workflows from the technical side. To
further improve data management, the aim is to directly connect proprietary software
tools with the central database.

5 Discussion and Conclusion

With our BIMd.sign framework, we have demonstrated how different value chain
activities, actors, and digital assets in the design phase could be linked on the basis of
BC and SC. This could lead to higher quality in building design, as well as faster and
more efficient processes, due to an easy adaption for each project through modular
sets of SCs. The information filtered from a BIM model could help to automatize
certain tasks during a project and save redundant steps. This automatization requires
a step-by-step description [4] of each process and its possible outcomes to fully use
all potentials. An overall automatization of all the BIM-based processes is not seen at
this point, as there is a need for human input to start and direct certain processes [28].
In addition, the high complexity of data exchange and a vast number of activities
present in the design workflow, which are not standardized, make an effort for overall
automatization impossible in practice so far.

Our conceptual framework shows mainly three factors, why BC and SC can be
considered to deliver benefits to a BIM-based process is implemented:

• Documentation: In the traditional planning processes, documentation was not an
issue, as each document was stamped and in paper version [39], but due to BIM
methods, the exchange rate of data increased drastically, which often leads to data
loss and unused information [14].

• Transparency: Due to the process design conducted through SC, a new level of
process integrity can be reached, which is transparent to all project stakeholders
and agreed upon, before the project starts. This could foster and strengthen a new
way of trust between the project stakeholders [13, 25].

• Traceability: Documentation and Transparency create the base layer for trace-
ability in the design phases. SC can enable automatized reference-making on
a BC and therefore create a revision-safe database. With a BIM element-based
system, SCs facilitate the traceability of each change in the model. Author and
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date of a change, can be tracked on the BC. The traceability enforces a respon-
sible decision-making process and can help avoid legal disputes upfront, as well
as minimize the restraint of using BIM in an inter-organizational setting.

In conclusion, we argue, that the implementation of process-based SCs could
foster a better environment for BIM-based projects, due to a required standardiza-
tion of these processes, which would also deliver benefits in the form of efficiency
and speed. Nevertheless, the identification of intersections between people (project-
stakeholders), technology (data-flow and software), and tasks (process flow) has not
yet been fully adjusted to the needed requirements for SCs. The next steps in our
research will include exploitation of further scenarios and use cases, standardization
of terms for SCs (taxonomy), and the development of a proof-of-concept applica-
tion in the final stage of our research project. Furthermore, the significant digital-
ization potential identified within this research, will be realized as a high-quality
meta-analysis of the 3A pattern in the future steps of BIMd.sign.
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Blockchain for Supply Chain Ledgers:
Tracking Toxicity Information
of Construction Materials

Emina Kristina Petrović, Alan Colin Brent, Catherine Iorns Magallanes,
Lydia Hamer, and Daniel van Eijck

Abstract Reducing toxicity in construction materials is paramount to improving
the sustainability of the construction industry. This necessitates better knowledge of
the content of these materials or products. However, there is no central register nor
mandated ledger of component materials. Furthermore, from a global supply chain
management perspective, it is very difficult to have access to full value chain infor-
mation even from the manufacturer of the final product. This chapter explores ways
to establish a supply chain ledger to track components of construction materials by
using blockchain technology; to provide reliable and fully disclosed information on
their chemical content and providence. It focuses on the example of PVC, but its
findings are relevant to the manufacture of any other products from different compo-
nent parts or materials. The findings depend on what are the most desirable features
in supply chain networks. But, in general, the most suitable solution appears to be
a permissioned blockchain using a proof of authority consensus mechanism. Such
a system can be a closed, private network, with a set of verified and trustworthy
stakeholders as participants that provide public verification via a device such as a
QR code. Such a system is fast and can accommodate a large number of transactions
per second, so can thus scale up in the future even if a network starts small. Given
the concern with tracing materials for the purposes of sustainability, the chapter also
highlights the issue of energy consumption, which is necessary for maintaining the
blockchain itself, and suggests that this should be a relevant feature in the design
of any supply chain system. The framework of analysis emphasises the complexi-
ties in choosing the various technical and non-technical aspects of any such supply
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chain systems.Nevertheless, it is achievablewith existing, bespoke blockchain-based
solutions, as is illustrated with the PVC supply chain network.

1 Introduction

The construction industry is key to achieving ecological sustainability worldwide.
For example, construction contributes significantly to global warming: according to
the United Nations Environment Programme [61], when adding emissions from the
building construction industry on top of operational emissions, the sector accounted
for 38% of total global energy-related CO2 emissions. Also, by volume, the construc-
tion industry makes a very significant impact: it contributes well over 40% of global
extractions of natural resources [51, 52], and subsequent construction and demolition
waste disposal, can contribute more than two-thirds of total municipal waste gener-
ated [18]. Toxicity of construction materials is also an issue: it is well known that
toxicity in constructionmaterials can have an adverse impact not only on the building
users, but also on the natural environment [43, 45]. Therefore, improvements in how
the construction industry removes toxicity from the materials could have a very real
positive impact on human and planetary health.

Currently, it is challenging to find detailed information on all chemicals used
in the production of construction materials, and especially to ensure that these are
not toxic. Yet an increasing number of sustainability labelling schemes, including
the Living Building Challenge, require such information [31, 39]. Many synthetic
materials are comprised of a number of components that are manufactured in various
facilities by different companies dispersed geographically, making it very difficult to
obtain access to full value chain information, even from the manufacturer of the final
product. A real challenge is how to provide such information in a way that effectively
captures the difference between different variations of the same core material manu-
factured in more than one country, under different regulatory frameworks. Devel-
oping upon the existingwork by Petrović [46, 47], this chapter explores if Blockchain
technology can offer real opportunities to assist with tracking and reporting the issues
with toxicity as the materials are manufactured. Emerging digital technologies offer
real opportunities for innovation in terms of how to drive change in this area. To this
end, this chapter evaluates the effectiveness of blockchain technology for collecting
such information, and explores how blockchain technology can be applied to iden-
tify the toxicity of construction materials. The particular focus is on establishing the
applicability of blockchain technology for sharing information on the sustainability
of construction materials, by providing reliable and fully disclosed information on
their chemical content and provenance.

This chapter uses one specific example, namely polyvinyl chloride (PVC). As
established in the earlier work, there is a range of issues with the toxicity of PVC and
its manufacture [47]. For this reason, PVC is a good example for exploring potential
blockchain applications aimed at an effective recording of toxicity information in
construction materials. This chapter develops upon the earlier work by identifying a
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range of key thresholds in the manufacturing value chain, where records would be
required as part of normal contractual and financial transactions between companies.
Based on this, the chapter proceeds to evaluate the (blockchain) technical frameworks
suitable for the management of such records.

One important issue to recognise with all applications of blockchain technology
for sustainability is the ongoing energy consumption, which is necessary for main-
taining the blockchain itself. This could question whether blockchain technology can
be usefully or validly used for sustainability purposes.

Finally, the chapter proposes a preliminarymethodological framework to evaluate
the potential for using blockchain transactions for constructionmaterial selection and
acquisition in the construction sector. The framework highlights the complexities
that are necessary to consider in terms of technical and non-technical aspects that
are necessary for any applications of this nature.

2 Polyvinyl Chloride (PVC)

This chapter focuses on PVC in the construction industry. This section develops
on the results of the previous projects and summarises elements of findings from
these [46, 47]. Currently, the construction industry is the single most significant
user of PVC, representing as much as about 60–70% of its total consumption [10,
28]. Because of its toxicity, Greenpeace has been campaigning for a global ban
on PVC/vinyl manufacture for the past 30 years [25]. Similarly, some of the more
progressive systems in architecture already identify PVC as an issue. For example,
the Living Building Challenge insists on the removal of all chemicals from their Red
List, which stipulates chlorinated polymers, thus including all PVC products [31].
Yet, despite these limitations, PVC is the third largest commodity plastic [67], and
in 2016, world consumption of PVC was around 40 million tonnes, and this is still
expected to rise by 2.3% per year until 2024 [10]. It is thus an important product to
consider in relation to sustainability.

In the construction industry, PVC is used in applications such as pipes, wiring,
films, profiles, sheets, fastening elements, flooring, wallpaper, and coatings. There-
fore, any significant changes in construction applications could have a direct impact
on global production and consumption of this toxic material. While the full phasing
out of PVC is the best long-term approach, by examining the supply chain of PVC,
this chapter contributes to raising the awareness of how problematic its use is, and
maps out the series of steps for the potential application of blockchain technology in
tracking toxicity in construction materials.
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2.1 Issues Associated with Vinyl Chloride (VCM)
in the Manufacture of PVC

PVC is a polymer of vinyl chloride or VCM,which is a known human carcinogen and
therefore classified as a Group A by the US Environmental Protection Agency (EPA)
[16]. It is toxic to cardiovascular, liver, organ development, and immune systems,
genotoxic, and harmful to aquatic life [48]. In 2017, the Agency for Toxic Substances
andDiseaseRegistry (ATSDR) ranked vinyl chloride fourth on the Substance Priority
List, after arsenic, lead, and mercury [2].

Unfortunately, there is a long history of limited recognition of the toxicity of vinyl
chloride starting with two studies undertaken in 1930 at the Pittsburgh Experiment
Station of the US Bureau of Mines and focused on assessing acute toxicity from
single exposure to guinea pigs [44, 50]. Although high-level exposure led to the
deaths of testing animals, harmfulness of vinyl chloride was reported in relative
terms, emphasizing that there was no observed damage at lower levels of exposure
and by comparing these to other chemicals, leading to a suggestion of its possible
use for surgical anaesthesia [44], and subsequent research on such applications [41].

The carcinogenicity of vinyl chloride was formally recognised in 1974, based
on studies of liver cancer and angiosarcoma of the liver in workers involved with
the production of vinyl chloride or PVC [30]. Subsequently, in many countries,
regulationswere set to limit exposure to vinyl chloride. These vary between countries,
but even with low exposure limits which are considered to minimise the potential for
cancer [64], it is recognised that vinyl chloride might cause damage to other systems.

Although some of the chloride-containing chemicals are essential to life, such
as sodium chloride (table salt), unfortunately, a number of issues have also been
observed with many synthetically generated organic chemicals which contain chlo-
ride. It is most alarming that chloride-containing chemicals tend to be persis-
tent organic pollutants [57]. In plastics, a number of chlorinated polymers have
been developed often with excellent performance properties, such as chlorinated
polyethylene (CPE), chlorinated polyvinylchloride (CPVC), and chlorosulfonated
polyethylene (CSPE), which have all been introduced into the construction industry
[4]. However, chlorinated polymers can contain volatile components which can be
released while in use, and it is increasingly known that the use of such products can
lead to the potential for the release of dioxins and other issues [4]. Consequently,
there has been a reduction in the manufacture of many such materials. The exception
to this trend is the use of chlorine in PVC.

2.2 Issues Associated with PVC Additives

However, vinyl chloride is not the only risk associated with PVC. On its own, PVC is
a white powdery dust, which is why it tookmore than 50 years after it was discovered
for its potential application to be recognised [3]. In order to make this powdery dust
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to be useful, other materials need to be added to it. The most common additives are
heat stabilisers, fillers, pigments, gliders, and plasticisers [12]. The most important
additives are heat stabilizers and gliding agents which stop thermal decomposition
during processing and moulding [67]. Otherwise, PVC would thermally decompose
intoVCM.Historically, common stabilizers includedheavymetals, such as cadmium,
lead, tin, and zinc, only recently have such toxic heavy metals cadmium and lead
begun to be removed from PVC, even when PVC is used for water supply piping
[59, 67].

Other common PVC additives improve the appearance of the product and, if
needed, add flexibility. Plasticisers are commonly used to increase flexibility and
achieve transparency of PVC, and for this, often plasticisers might be used in fairly
high proportions as 10–60% of the final PVC products [37]. There is a range of
substances that can be used as plasticisers including phthalates, aliphatics, epoxy,
terephthalates, trimellitates, polymerics, and phosphates [29]. Phthalates have been
the group of the most commonly used plasticisers, until the increase in recognition
of issues associated with phthalates. Since 2008, an increasing number of phthalate
plasticisers have been listed as substances of very high concern [20]. Plasticisers
have been known to be released from the plasticised PVCwhile in use, and this tends
to be the area of most recognised concerns when it comes to PVC in use [46].

Unfortunately, in recent years, replacement substances for the heavy metal stabi-
lizers and the phthalate plasticisers have tended to be introduced without being thor-
oughly tested for their impacts on human health [46, 47]. One of the core problems
with the use of PVC is that it will always require the use of a number of additives,
and additives tend to be released relatively easily from the polymer mixture under a
range of conditions while in use, during disposal, or while recycled. The toxicity of
the additives used means that any release can have adverse health effects, human and
environmental. However, if it is not known what is in any particular PVC product,
no one knows exactly what or how to provide for it.

In addition to these problems caused by toxic additives, there are many other
issues of toxicity related to the manufacture, use, and disposal of PVC [47]. Figure 1
summarises the key issues, by signalling toxic steps in red. For example, mercury or
asbestos are commonly used as part of the process for obtaining the initial ingredients
for PVC [17, 22, 34, 36, 40]. For another example, the intermediate chemicals, such
as vinyl chloride and ethylene dichloride, which have to be used in themanufacture of
PRC are also toxic and are thus barriers to environmental sustainability [20, 47, 48].
The final processing and shaping of the products use heat, which is associated with
additional toxicity issues [47]. Because of the range of different toxic ingredients
and steps, it is hard to recycle the PVC without exposing workers to these toxins,
and landfill disposal also causes them to leach into the environment over time. There
are thus many human and environmental health problems potentially caused by PVC
at the different stages of its life cycle. If they are to be avoided, the first step is to
know what is in any particular PVC product. And for that, its production needs to be
documented and tracked from start to finish.
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Fig. 1 Diagram summarising the most common PVC manufacture processes: circled in red are
toxic stages; circled in yellow are other concerning steps.Diagram Lydia Hamer and EminaKristina
Petrović

3 PVC Production in Europe and China

Following the existing work on the toxicity issues associated with PVC, an anal-
ysis of the manufacture of PVC was undertaken in order to identify points for
blockchain tracking of transactions. The manufacture of PVC can use a range of
different processes, and each might be undertaken by a series of different compa-
nies. It is thus hard even for the manufacturer of a final PVC product to know exactly
what it contains. This section reviews the production chain to illustrate this, and to
provide a context for the information that any supply chain materials ledger will need
to collect and from whom.

This review focuses on the typical PVC production chain in Europe and China
because these are significant manufacturers of PVC and have very different regu-
lative settings. The information provided here represents either specific or general
production information, based on what is available in scientific literature and freely
online. Industry body reports and websites of specific manufacturers were significant
sources of useful information. Other sources included reports from government or
research agencies and news articles.

The two main methods or processes for producing PVC are the ‘ethylene’ and
‘acetylene’ processes. The main production method used in Europe is the ethylene
process. The main production method used in China is the acetylene process.
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3.1 PVC Production in Europe

The PVC industry in Europe consists of four main parts: PVC resin manufac-
turers, PVC stabiliser producers, PVC plasticiser producers, and PVC compounding
and converting manufacturers. Each of these groups is represented by their own
industry organisations: The European Council of Vinyl Manufacturers (ECVM),
European Stabilizer Producers (ESPA), European Plasticisers, and European Plastics
Converters (EuPC) [24].

Even for those using the ethylene method, there are different models for PVC
resin production in Europe, four of which are shown in Table 1. The main model for
PVC resin production in Europe is ‘integrated’ production from chlorine through to
PVC resin (Method 2). In this model, chlorine, EDC, VCM, and PVC are produced
in the same company (or partner companies) in the same or multiple manufacturing
locations [21]. Many companies also rely on occasional purchases of EDC or VCM
to supplement their own production [21] (Fig. 2).

According to the European Council of Vinyl Manufacturers (ECVM), the ‘six
leading European PVC resin manufacturers’ are Ercros (Spain), Inovyn (Belgium,
France, Germany, Italy, Norway, Spain, Sweden, United Kingdom), Mexichem

Table 1 PVC resin manufacturing models in Europe

Model number Figure Type Details

1 2 Fully integrated Ethylene and chlorine produced
within the company

2 2 Integrated up to chlorine Ethylene supplied by others

3 2 Integrated up to EDC EDC supplied by others

4 2 Partially integrated up to chlorine A mixture of Methods 2 and 3

Fig. 2 Diagram summarising PVC resignmanufacture for ethylene process.Diagram LydiaHamer
and Emina Kristina Petrović
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Table 2 Primary production models of some European PVC resin manufacturers

Company Primary method Supplementary information and references

Anwil 1 Anwil is a subsidiary of Orlen. Orlen
produces ethylene via other subsidiaries [5,
21]

Spolana 1 Spolana is a subsidiary of Orlen which
produces ethylene via other subsidiaries [56]

Inovyn 2 Receives ethylene via ARG pipeline [1, 35]

Vynova 2 Receives ethylene via ARG pipeline [1, 35]

Mexichem (formerly Vestolit) 2 Ethylene supplied by others [21]

Vinnolit 2 Ethylene supplied by others [21]

BorsodChem 2 Ethylene supplied by others [21]

Fortischem 2 Ethylene supplied by others [21]

Shin Etsu 3 Ethylene and chlorine currently supplied by
others [53]. As of 2014 Shell and Akzo
respectively supplied ethylene and chlorine
[21]

Ercros 4 Ercros produce some EDC and purchase
some EDC [19, 21]

(formerly Vestolit GmbH & Co. KG, Germany), Shin Etsu (The Netherlands),
Vinnolit (Germany, United Kingdom) and Vynova (Belgium, Germany, France, The
Netherlands, United Kingdom) [15]. These manufacturers produce approximately
75% of European PVC resin [15]. Some other former members of the ECVM and
current European PVC resin manufacturers include Anwil (Poland), BorsodChem
(Hungary), Fortischem A.S. (Slovakia), and Spolana (Czech Republic) [42] (Table
2).

PVC additives include stabilisers, plasticisers and pigments are produced within
separate industries. These are combined by ‘converters’, to produce PVC products
[24].

3.2 PVC Production in China

China is the world’s largest PVC producer and consumer [8], accounting for more
than one-third of global production [62]. Despite this, there is relatively little detailed
information about the production chain from raw materials through to consumable
products.

There are twomain production processes used for PVC resin production in China.
The most common method used is the acetylene process, used by 83% of China’s 21
largest PVC resin producers [62]. The other production process is via ethylene. Of
those using the ethylene process, many rely on imported ethane, ethylene dichloride,
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and/or VCM from the Middle East, Indonesia, and U.S. [62]. Unlike in Europe, it
is not as clear as to whether the PVC resin and additives manufacturers, and PVC
converters are partially or fully separate industries.

There are three main models for PVC resin production in China (Table 3), which
vary between regions due to the availability of raw materials. In general, abundant
coal resources are concentrated in the north-western, northern, and south-western
regions, whilst salt sources are situated along the eastern coastline and in mid-west
China [11]. Consequently,manufacturers in the north- andmid-west use the acetylene
process and are fully integrated or partially integrated up to chlorine. Manufacturers
along the eastern coast (i.e. in Tianjin and Shandong) are integrated up to chlorine
and rely on imported ethylene and/or imported EDC and VCM [11, 62]. Of the 27
largest Chinese Chlor-alkali plants, all but one also produce PVC or VCM on-site
[62] (Fig. 3).

The three largest PVC resin producers in China are Xinjiang Zhongtai Chemical
Co., Ltd., Xinjiang Tianye Co., Ltd, and Shaanxi Beiyuan Chemical Co., Ltd. [27,

Table 3 PVC resin manufacturing models in China

Method number Figure Type Details

5 3 Fully integrated Acetylene and chlorine in the same
company

6 3 Integrated up to chlorine Acetylene supplied by others

1 2 Fully integrated Ethylene and chlorine in the same
company

2 2 Integrated up to chlorine Ethylene supplied by others

3 2/3 Integrated up to EDC/VCM EDC and/or VCM supplied by
others

Fig. 3 Diagram summarising PVC resign manufacture using acetylene process. Diagram Lydia
Hamer and Emina Kristina Petrović
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Table 4 Primary production models for some Chinese PVC resin manufacturers

Company name Primary method Supplementary information and
references

Xinjiang Zhongtai Chemical 5 Acetylene process [27]. Salt and
coal sources in the same company
[65]

Tianye Group 5 or 6 Acetylene process [27] and
producer of chlorine [65]

Shaanxi Beiyuan Chemical (Group)
Co., Ltd.

5 or 6 Acetylene process [27]. Coal and
chlorine produced within the
company or subsidiaries

Tianjin Dagu Chemical Co., Ltd. 2 Ethylene process [27]. Chlorine
produced within the company.
Ethylene supplied by others via
pipeline to the Dagang Oil Field

Inner Mongolia Junzheng Energy &
Chemical Group Co., Ltd.

5 or 6 Acetylene process [27]

Shandong Qilu Petrochemical Co.,
Ltd. (QPEC) Chlor-Alkali Plant

1 Ethylene process [27]. Ethylene
produced within the company

Shandong Xinfa Chemical Co., Ltd. 5 or 6 Acetylene process [27]

Hongda Xingye Group 5 or 6 Acetylene process [27]

Inner Mongolia Elion Chemical
Industry Co., Ltd.

5 or 6 Acetylene process [27]

Qinghai Salt Lake Magnesium
Industry Co., Ltd.

5 or 6 Acetylene process [27]

62]. Like the majority of PVC resin manufacturers in China, these manufacturers use
the acetylene process. Although final numbers vary between sources, these producers
each have a PVC production capacity of over 1 million tonnes [62]. Table 4 shows
the 10 largest PVC resin manufacturers, and their primary production methods.

Themost common downstream PVC products in China are constructionmaterials
[27]. PVC produced via the acetylene process is generally used in the production
of low-end pipes, due to large amounts of toxic VCM residue. PVC produced via
the ethylene process is used to produce ‘high-end’ PVC products, including doors
and windows, pipes, and other construction materials [8]. These products are used
domestically and exported [62]. In 2017, approximately 85% of imported PVC floor,
wall, and ceiling coverings in the United States (U.S.) came from China [62]. In
recent years, despite political debates over trade between China and the US, large
numbers of Chinese products have continued to enter the US [62].
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3.3 Issues with Tracking Toxic Material Components

As discussed above, and listed in the tables, there are several components of PVC
that are toxic, and can have adverse environmental and human health effects at the
different stages of its life cycle. If we are concerned with managing the product
in the best way so as to avoid the effects of PVC’s toxic components, we need to
know all chemicals and substances, which form component parts of the resulting
product. As it cannot be determined simply by looking at the final product, this
information needs to be gathered throughout the process, especially where different
companies manufacture different components. There thus needs to be some kind of
ledger providing a record of these for each finished product.

Information on any product’s life cycle is essential for anyone purchasing that
product to make an informed choice about its use. This applies to the intended end-
use—such as by architect, builder or consumer—to its disposal afterwards, or even
use by another manufacturer. If one PVC product is produced more sustainably than
another, or without a particular toxic additive, then users will want to know this, and
for there to be a verified and trusted statement about its component parts. Without
such visibility, unsustainable practices can continue without anyone other than the
manufacturer knowing. Certainly, in the absence of regulatory mechanisms within
and between states, the only method of management for sustainability purposes will
come viamore open knowledge about the contents of the constructionmaterials being
considered. It is with this goal in mind that we now turn to the use of blockchain
as a potential method for recording and tracking the component parts of a finished
product.

4 PVC Supply Chain Solution Using Blockchain

Blockchain is ideal for recording and tracking the materials used in PVC production,
and for enabling purchasers to verify the different components and thus its sustain-
ability. Other chapters in this book have addressed the background and technical
workings of Blockchain; so, the remainder of this chapter addresses how it could
usefully be used to track PVC production. There are different choices to be made
for options available at different stages, with some options being more suitable than
others.

Figure 4 demonstrates how blockchain could be utilized to keep track of assets in
the PVC manufacturing supply chain. The first digital mirror asset that is produced
is for acetylene. In order for the digital asset to be created, a set of trusted oracles are
needed that can capture the information associated with the physical asset and upload
this information to the blockchain. These would perhaps be a set of measurements,
such as the weight of the acetylene batch collected by hardware oracles, which a
software oracle could then verify and upload to the blockchain (oracles are discussed
below). Once the digital mirror asset has been created, some kind of tags, such as a
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Radio Frequency Identification tag or a QR code, would be attached to the physical
asset, linking it to the digital one.

Then the acetylene is purchased from Company A by Company B through a
transaction. In the physical world, the asset is picked up for transit and sent to
Company B. It would be possible for the courier to scan the physical asset’s tag upon
pickup and then use special oracles to upload information to the blockchain, such as
live location tracking and confirmation of delivery. Once the asset has been marked
as delivered, smart contracts can be used to automatically send the digital asset to
Company B’s wallet. When Company B processes the acetylene with chlorine to
produce VCM, a new digital mirror asset is created for VCM. This digital asset is
linked to the digital asset of the acetylene. The link between digital mirror assets is
needed for the ability to track the production history of an asset. Company B then
produces the PVC resin, along with its own digital mirror asset, which is given to
Company C through another transaction process.

Company C then converts the PVC resin into the PVC compound, and a new
digital mirror asset is created that contains information on what additives were used
to convert the resin into the PVC compound. Then PVC products are produced, with
their own digital mirror assets that are linked to the batch of PVC compound that
was used to produce them.

Finally, when the PVC products make it into the hands of the consumer through
the retail process, information about each product can be accessed through the Radio
tag or QR code that is attached to the physical product. The consumer will be able
to see a complete history of the manufacturing process that was used to produce the
product.

A number of options need to be considered when implementing an appropriate
blockchain for the PVC supply chain.

4.1 Permissioned Versus Non-permissioned Blockchains

There are commonly two types of blockchains: permissioned and non-permissioned.
A non-permissioned blockchain allows anyone to join the network. This means
that everyone in the system can interact anonymously without having to trust each
other [7]. In a permissioned blockchain, a user requires access in order to join
the network. This feature eliminates the ability to interact with the blockchain
in an anonymous way. Permissioned blockchains are crafted to take advantage of
blockchain technology without losing the central authority aspect of a centralized
system [32]. For the purposes of supply chains, permissioned networks are most
appropriate as they are faster and only expect to have a defined set of users adding
information blocks to the ledger chain. Yet their advantages and disadvantages still
need to be clear and identified in order to ensure the integrity of a system.

Permissioned blockchains often have a much smaller number of nodes in the
system compared to a normal blockchain. This makes the process of verifying
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transactions much more efficient, because permissioned blockchains often have pre-
determined nodes for performing the consensus mechanism. However, due to the
small number of nodes in a permission blockchain, it is easier for the security of the
system to be compromised. The security of a permissioned blockchain is propor-
tional to the member’s integrity. If enough members work together, then information
on the blockchain can be modified [32].

Permissioned blockchains have a proper governance structure, which comes with
a few benefits. Updating the rules of the network can be completed much faster
compared to a public network due to the smaller number of nodes. Every node in
a permissioned blockchain works together to move the updates faster. However,
there are also some drawbacks that come with having a governance structure and
regulations. Having regulations on the network introduces censorship. An example
of such censorship is where the central authority can choose to restrict a transaction
or even stop it from occurring. This is a major threat to any of the organizations that
are part of the system, because their cash flow can be interrupted at any time by the
central governing authority.

Permissioned blockchains are much more cost-effective than public blockchains,
especially when using a consensus mechanism like proof of stake [38] with pre-
determined nodes for performing validation.

4.2 Scalability

In the domain of blockchain technology, scalability refers to the ability of a
blockchain to accommodate a growing number of users, while still retaining a fast
consensus. Currently, public blockchains are unable to scale up because of the inef-
ficiency of consensus protocols when used with large numbers of users. This ineffi-
ciency results in a longer ‘block time’, which is the time it takes for new blocks to be
added to the chain. A long block time means that transactions on the network take
longer to verify and complete. Permissioned blockchains often have much smaller
block times compared to public blockchains. For example, Bitcoin (public and non-
permissioned) has a block size of 1 megabyte that fits 2000 transactions [26]. It takes
approximately 10min for one block to bemined and added to the chain, which results
in a transaction throughput of 7 transactions per second. The Ethereum blockchain
(also public and non-permissioned) can process a maximum of 20 transactions per
second. In contrast, the permissioned HyperLedger blockchain can process up to
100,000 transactions per second [58]. It is unclear howmany transactions per second
might be needed for the purposes of supply chain ledgers, but a permissioned proof of
authority [6] blockchain will be more scalable than those made using other formats.
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4.3 Decentralized Autonomous Organizations (DAO)

A decentralized autonomous organization (DAO) is a network of agents interacting
with each other according to an open-source self-enforcing blockchain protocol [54].
In traditional organizations, all agents involved with the organization have some kind
of employment contract that states their relationship with the organization and with
each other. If an agent breaks the rules of their employment contract or something
else goes wrong, the legal contract will be enforced in a court of law according to the
law of the country the organization resides. However, in a DAO, there are no legal
contracts that determine the relationships between agents. Instead, agents are steered
by incentives tied to the network tokens and fully transparent rules that are written
into smart contracts.

DAOs have many advantages over traditional organizations [54], for example:
coordinating resources when not all parties know/trust one another,aligning a large
number of stakeholder contributions towards shared goals; running organizations
in a way that is resistant to censorship; tracking and validating participation and
contribution to a project; accommodating a variety of levels of contribution; allowing
people and entities to contribute work in a jurisdiction-agnostic fashion.

Given the type of networks and information involved with supply chains, a DAO
appears to be ideal for the creation of supply chain ledgers. Because of the ability
to add smart contracts, Ethereum has been the most popular platform to date for
DAOs to be built upon [49]. If scalability is not an issue—or if Ethereum 2.0 fixes
the current low throughput of Ethereum—then this would work well for the creation
of supply chain ledgers.

4.4 Supply Chain DAOs

As discussed with the PVC supply chain, it is desirable for companies in a supply
chain to track physical assets digitally in order to be informed about the location, to
trigger processes, to certify ownership, and to perform the corresponding payments.
Although it is often stated that certain organizations in the same supply chain are in
‘trusted partnerships’, they are still different organisations each pursuing their own
interests, which means there is only a limited amount of trust.

When there is a high rate of exchange of goods it becomes hard to monitor,
especially at a global scale. In traditional systems, this information is stored and
used in many different systems that are most likely in many different countries. This
is one of the key problems that using the blockchain can solve: the tracking and
tracing of exchanged goods on a global scale. A DAO enforces trust between parties
with different interests, so that they can work together towards a shared goal in a
unifiedway. TheDAOallows products to be tracked and traced throughout the supply
chain and this provides an immutable dataset of history for each product that is open
and transparent.
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A challenge for any system is having a trusted source of input data that translates
events in the real world into data on the blockchain. One method for achieving this
is the use of ’oracles’: devices or entities that translate events in the real world into
transactions on the blockchain [13]. The use of oracles to ensure the effectiveness
of blockchain technology for sustainability issues has received little attention [9].
However, we suggest that they could be very effective for this purpose.

The key features of such a supply chain management system would be as follows:

Digital ownership certificates: A digital ownership certificate is a digital mirror
asset that links to the physical asset. The blockchain maintains information about
each asset such as a unique ID or serial number that links the physical asset and
the wallet address of the owner. The blockchain is immutable, so only legitimate
transactions can take place, and therefore the ownership of an asset cannot be stolen
by manipulating the blockchain.

Asset tracking: Assets need to be tracked as they move along the supply chain. For
each transaction, a timestamp, and which parties were involved, are recorded. In
order to implement asset traceability, smart contract trees are used to link different
assets to a common product. Transactions become expensive, because each time a
product is passed on, the ownership certificates for each asset linked to that product
need to be updated.

Proof of origin: There needs to be a mechanism to allow both producers and
consumers to validate that an asset is genuine and original, and is not a pirated
or fake product.

Trusted maintenance tracking: The lifecycle of a product does not end as soon as it
is in the hands of the customer. Maintenance of products is an important part of the
supply chain for many different reasons, such as ensuring safety and providing addi-
tional services to the consumer. For warranty concerns, it is important that mainte-
nance events are stored with a timestamp and remain unmanipulated. Smart contracts
can be used to issue maintenance work to a worker via the product’s unique ID. The
worker then completes the work and records the work tasks and required work effort
and submits a confirming transaction on the blockchain. The owner then signs the
transaction, confirming that the work has been done.

Integrated financial transaction: Because smart contracts allow for the linking of data
transactions and financial transactions, it is possible to make payments to agents
in the network as soon as a task is completed. For example, as soon as a PVC
material shipment is scanned as delivered, payment for the shipment can be executed
immediately via the use of an integrated financial transaction linked to the chain.

Distributed product master data: Places such as retail stores that are selling products
that come from the supply chain can use the blockchain to get a comprehensive
overview of product master data, such as title, description, pictures, serial numbers,
and a breakdown of where each component of the product came from.
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4.5 Components that Enable the Features of a Supply Chain
DAO

Trusted devices, or oracles, change the state of the blockchain. For example, such
an oracle might be a device that spawns a digital mirror asset on the blockchain at
the moment the physical asset is produced. Or it may be a mobile phone scanning a
product QR code in order to confirm the delivery of a product.

Another essential component is an asset management platform, or in-the-field
interface, which allows manufacturers or owners of assets to manage their assets. It
is a platform to manage everything from checking transaction history to transferring
assets to a new owner. However, this should not just be designed to run on a standard
desktop computer. The use of NFC and QR codes allows assets to be physically
scanned in the field to access information.

4.6 Existing Blockchain-Based Solutions

There are already some existing services and products that target supply chains
using the blockchain. Here, we summarise three that are relevant to the tracing of
component materials within products for the purposes of sustainability.

Everledger is an independent technology company that provides businesses with
secure technologies including blockchain, artificial intelligence, and the linking of
products to the internet [23]. The company utilises the IBM Blockchain Platform
Hyperledger, it thereby provides permissioned systems that are each open only for
a community of users, who are known in advance and are therefore identifiable
and traceable [55]. Everledger has a range of industry solutions that are being used
today. An example of one of their supply chain solutions is Everledger minerals.
This platform provides traceability throughout the lifecycle of high-risk products
and helps to support the reuse and responsible recycling of material. One of the key
features of the system is the ability tomonitor sustainability. Being able to trace assets
through the production line enables higher visibility and control over responsible and
ethical sourcing throughout supply chains.

Transparency-One enables companies to discover, analyse, and monitor all
suppliers, components and facilities from source to store [60]. It is built onMicrosoft
Azure’s blockchain service, which uses the Ethereum protocol to encrypt data [49].
Transparency-One claims to help companies identify potential issues in their supply
chains, such as modern slavery and product fraud. Companies have complete access
to information on where and when assets are modified and exchanged, which helps
them prove that their products come from ethically sound sources.

VeChain is an open-source blockchain platform made to enhance supply chain
management and business processes [63]. The VeChain platform consists of two
coins, or tokens, called VeChain Token (VET) and VeChainThor Energy (VTHO).
VET is used to store and transfer value, while VTHO is used to pay for interacting
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with the blockchain (transaction fees). Users are rewarded with VTHO for holding
VET. This essentially allows users to use their VET for free as long as they own
an adequate amount of VET that is generating VTHO. As more parties begin using
the VeChainThor blockchain, the demand for VTHO will also increase, along with
its price. This will also drive up the price of VET, since it can be used to generate
VTHO.

The platform allows authorized stakeholders to view a full breakdown of infor-
mation linked to a product and its business processes, such as storage, transporta-
tion, and supply. In order to accomplish this, VeChain uses Radio-Frequency Iden-
tification tags and smart sensors that broadcast relevant product information onto
the blockchain network. VeChain uses a proof of authority consensus mechanism
to validate transactions and incorporates a unique governance structure and voting
mechanisms for deciding on changes to the platform. VeChain uses a permissioned
blockchain, meaning that all nodes are validated and approved by a central trusted
party (the VeChain foundation), which means that blocks can be validated faster and
more efficiently compared to proof of work or proof of stake consensus mechanisms.

Any of these products would work for the PVC supply chains described above;
they would all be a vast improvement on not using any blockchain system. VeChain
may appear to be developed for a situation most closely resembling the PVC supply
chain, and most closely matching the suggested options discussed above.

4.7 Energy Consumption

The energy consumed by a blockchain supply chain solution comes down to two
main components: the energy used to process each transaction on the blockchain,
and the energy used by the hardware and software oracles that capture information
and upload it to the blockchain [14]. The latter is dependent on factors that will be
specific to a real-world setup, including the power efficiency of the hardware being
used, and the throughput of the supply chain.

In terms of the blockchain itself, for the hypothetical PVC supply chain, the most
suitable solution would be a permissioned blockchain using a proof of authority
consensus mechanism, as the system is comprised of a set of verified and trustworthy
stakeholders as participants. Unlike with proof of work consensus [33], there is
no technical competition between block validators, which means that the proof of
authority mechanism requires almost no computing power and therefore almost no
electricity for its operation.
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5 Conclusion

Currently, it is very hard to find detailed information on all of the chemicals used in
the production of construction materials. If one wants to reduce toxicity in construc-
tion materials, it is necessary to know what is in a particular product; yet there is no
central register nor mandated ledger of component materials. Moreover, for many
synthetic materials, different components are manufactured in different facilities by
different companies, making it very difficult to have access to full value chain infor-
mation even from the manufacturer of the final product. Yet an increasing number of
sustainability labelling schemes, including the Living Building Challenge, require
such information. And there is increasing realisation that the use of toxics worldwide
is producing adverse effects on environmental and human health, and that they need
to be phased out.

The first step to action is knowledge, which is why we have focused on the ways
to establish a supply chain ledger to track components of constructionmaterials. This
chapter has focused on the use of blockchain technology for providing reliable and
fully disclosed information on their chemical content and providence. It has focused
on the example of PVC, but its findings are relevant to the manufacture of any other
products from different component parts or materials.

The findings depend on what are the most desirable features in your supply chain
network. For example, for a generic, hypothetical supply chain, the most suitable
solution appears to be a permissioned blockchain using a proof of authority consensus
mechanism. Such a system can be a closed, private network, with a set of verified and
trustworthy stakeholders as participants. Yet it can provide a public verification via
a device such as a QR code at the end. Such a system is fast and can accommodate a
large number of transactions per second, so can thus scale up in the future even if a
network starts small. Yet, if there is a need to add smart contracts and use an existing
technology, and no need for speed because of a small number of operators on a
network, then perhaps one based on Ethereummight be more appropriate. Moreover,
as technology evolves, this preference may change. For example, Ethereum 2.0 aims
to be much faster while still having the capability to attach smart contracts. Overall,
all of those kinds of decisions will need to be based on the particular features needed
for the supply ledger network in question.

Given we are concerned with tracing materials for the purposes of sustainability,
we have also chosen to mention the issue of energy consumption, which is necessary
formaintaining the blockchain itself.We suggest that this should be a relevant feature
in the design of any supply chain system, and there should be more of a move toward
proof of authority systems instead of proof of work systems if only for this reason.

Our framework has highlighted the complexities in choosing the various technical
and non-technical aspects of any such supply chain systems. But the important part
is to note that it can be done, and can probably even be achieved with existing
blockchain-based solutions. Bespoke solutions will no doubt add functionality, and
our suggested PVC supply chain network illustrates what might be achieved. It
is essential that we address the issues posed by the uses of toxics in construction
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materials, for the health of ourselves as well as of the natural world, and blockchain
just might be able to help us in that quest.
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Integrating Flows: Lessons from Sweden
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Abstract The economic, information and material flows in construction logistics
are usually disintegrated—but blockchain could integrate them into a shared digital
ledger supported by smart contracts, thus creating value for the relevant actors (e.g.
contractors, suppliers). Therefore,we explore such a solution’s potential by conceptu-
alizing, developing, implementing, and testing a relevant pilot in the Swedish context.
Theoretically, we adopt sociomateriality, thus understanding blockchain as a digital
facilitator of transactions, flow integration, social interactions, and trust develop-
ment. Methodologically, we review the literature on blockchain for construction
logistics, and report from our empirical studies in Sweden. The literature review
showed that core blockchain properties can generate value for construction logis-
tics (e.g. reduction of accounting rework)—however, there currently exist no use
cases beyond concepts and pilots. Moreover, implementation can be challenging due
to practical and security constraints—also reflected in our own empirical material.
Regardless, the solution was conceptualized as a permissioned private proof-of-
authority blockchain named BlogCHAIN, and developed into an online application
based on Hyperledger Besu. Testing BLogCHAIN revealed that the practitioners’
resistance and powerplay required a simplification of our initial concept. Indeed,
the flows were integrated, more decentralization and transparency were achieved,
and previously time-consuming processes were facilitated—but the main contractor
retained control over critical logistics segments. Our lessons-learned showed that
several issues can jeopardize the adoption of blockchain, like existing power balances
and unrealistic hopes of transparency and accountability beyond established business
practices. The solution could be integrated with the IoT and machine learning in the
future.
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1 Introduction

The integration of flows within construction supply chains and logistics has long
been identified as crucial for the optimization of logistics and the overall success of
construction projects [1, 2]. The information, material, and financial flows have been
identified in [3], where the criticality of their integration for effective construction
supply chain and logistics management had also been noted. The information flow
can be understood as the bidirectional flow of prompts and requirements received
and released by a construction supply chain partner [3]; the material flow as the
flow of physical assets, and the financial flow as the exchange of pecuniary assets
while encompassing things like the operational cost [3, 4]. Other descriptions for
the latter flow include ‘cash flow’ (i.e. cash transactions) [5, 6], and ‘money flow’
(i.e. monetary affairs) [7]. More recently, it was considered that such descriptions
of the latter flow only partially account for transactions integrating data on prices,
billing, and invoices [8]. Therefore, the term ‘economic flow’ was introduced in [8],
in order to complement the information and material flows. The flow disintegration
was also noted in [8], given that such flows can include material and service supplies,
payments, accounting, and other tasks that are often treated second-handedly by site
management, subcontractors, transporters, retailers, and suppliers. The economic
flow is a source of disturbances and delays in construction, including partial, delayed,
or even absent payments, cost of finance, long payment cycle, retention, disputes over
payments, and security of payments [9, 10].

It has been envisioned that a way to ameliorate the disintegration of the three flows
is by integrating them in an event-driven way; such ‘events’ can include the issuing
of invoices and payments to the associated actors (e.g. suppliers) via direct peer-to-
peer information exchange after the successful completion of other ‘events’, such
as the delivery of materials, correct on-site component placement, and completion
of related work packages [11]. However, the actual benefits, framework, appropriate
technology, and implications of such an integration, have been explored in only a
few studies (e.g. in [8]), while the evaluation of a relevant solution’s live testing and
user experience has not been adequately investigated yet.

Given the aforementioned considerations, the research question for the current
chapter is: What would a solution for construction logistics, in which the infor-
mation, material and economic flows are integrated in an event-driven way via a
suitable technology, be—and what results would come out of its conceptualization,
development, implementation and testing in a context-conscious manner? We aim
to answer this question by following the work in [8, 12–14], and exploring the func-
tionality and potential value of such a solution realized through blockchain. We
report from our research in the Swedish context, where we conceptualized, devel-
oped, implemented, and tested a blockchain pilot (named BLogCHAIN—Building
Logistics blockCHAIN) for digitalized construction logistics with integrated flows.
We adopt the theory of sociomateriality, in order to understand blockchain as a digital
facilitator of transactions and flow integration, and relate it to social interactions and
the development of trust. Methodologically, we systematically review the literature
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on blockchain-related research for construction logistics, and report from two years
of empirical studies in Sweden, including the results of implementing and testing
BLogCHAIN on a large construction site.

Following this introduction, we elaborate on the theoretical framework of this
chapter. Afterward, the research method adopted is described. Then, a systematic
literature review is offered. The empirical part of our study includes the establishment
of our empirical context, the iterative development and testing of BLogCHAIN,
and the evaluation of the test results through an appropriate analysis. The chapter
then proceeds with a critical discussion and concludes with some final remarks and
recommendations for future work.

2 Theory

2.1 Sociomateriality

Sociomateriality is an approach that emphasizes the way technologies are co-shaped
with practices (also applying to digital technologies) [15, 16]. According to socio-
materiality, the material and social aspects of digital technologies are inseparable
and fused in practice [16]. This is reflected in the agency of the actors while they
are utilizing the digital technology, since actions are considered to cease being
exclusively human properties but are rather performed through interactions between
humans and non-humans [17]. This sociomaterial co-shaping can affect the structure
of an organization or a constellation of actors [17, 18].

Important notions in understanding sociomateriality are entanglement and perfor-
mativity [16]. Entanglement implies that a technology’s material and social aspects
are not merely realized as being progressively intertwined (which could foster an
understanding that they initially exist separately), but actually understood as not
having an independent, self-contained state [15, 16, 19]. Performativity alludes to
a world getting reshaped through ongoing reconfigurations [16, 19]. This position,
posing that a technology’s performativity emerges through social practices, strongly
contrasts with the more dominant one posing a world that is made up of self-standing
entities of technology and actors with a priori properties [15, 16].

We argue that the inseparable entanglement of the material and social aspects is
particularly suitable to describe the reconfigurations of work practices induced by
the introduction of a digital technology [16].
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2.2 A Sociomaterial Blockchain Solution for Construction
Logistics with Integrated Flows

Sociomaterial understandings of blockchain are relatively few, but have given partic-
ular insights. In detail, blockchain is intertwined with the social world in both its
protocol and implementation levels [20]. Thus, the stakeholders’ actions and issues
of governance are critical when it comes to the consensus mechanisms of the oper-
ation protocols (e.g. smart contracts, permission regulation, etc.), as well as the
framing and constraints of the technology’s implementation [20]. This framing also
shapes the way the actors in the blockchain constellation understand trust, informa-
tion privacy, scalability, security, user behavior, disintermediation, and environmental
sustainability [20]. It can also lead to blockchains with different privacy settings
[20]. Furthermore, blockchain can facilitate a complex sociomaterial system among
actors, by digitizing the value chain, integrating various flows, shifting routines and
capabilities, and reconfiguring existing infrastructure [18].

Building on those sociomaterial insights, a sociomaterial definition of a
blockchain solution for construction logisticswith integrated flowswas offered in [8],
as a permissioned private digital ledger for partially decentralized peer-to-peer infor-
mation and economic transactions across a project-specific network/constellation of
supply chain actors (e.g. clients, contractors, logistics consultants, and suppliers).
This digital ledger is append-only, permanent, stored and accessed in a historical
record updated through consensus, and shared across all network nodes reflecting
the actors in the constellation [8]. As a permissioned system, it features a reduced
but existing need for in-between verification, security and settlement of transac-
tions, and the consensus updates are based on proof-of-authority—where consensus
features identity as a stake and is agreed between the authorized participants [8]. In
addition, it creates power shifts within the constellation, aligned with the sociomate-
rial autonomy-control paradox [21]. The economic transactions are event-driven and
event-inducing, i.e. they are triggered when certain events in the information flow
(e.g. issuing purchasing orders) and/or the material flow (e.g. on-site material deliv-
eries) take place, and can trigger other events (e.g. issuing invoices when transactions
are completed); thus, the economic, material and information flows get integrated
[8].

As such, a solution for the latter segment of downstream construction supply
chains and logistics within Sweden was conceptualized in [8] (see Fig. 1).

As shown in Fig. 1, this concept considers that the solution is implemented by
independent logistics consultants (usually hired as third-party logistics facilitators by
the clients), and the suppliers are interchangeablewith the transporters and/or subcon-
tractors (as is the case in many real projects) [8]. The order placement, approval and
renewal (economic+ information flows) can be done directly through the blockchain
system itself (e.g. with the storing of hashes of files pertaining to these transactions),
and subsequently trigger the on-site transportation and delivery (economic + infor-
mation + material flows). Finally, the successful on-site checks of the deliveries are
stored as smart contracts (information + material flows), the issuing of invoices is



The Proof-of-Concept of a Blockchain Solution for Construction … 117

Fig. 1 Supply chain and logistics setup sociomaterially facilitated by the blockchain solution
(adapted from [8])

event-triggered within smart contract clauses (economic + information + material
flows), and the release of payments is predefined, again, through smart contracts
(economic + information flows). As such, the solution is shown to simplify and
integrate the flows, thus accelerating processes and countering delivery failures,
imprecise data retrieval, delays, withheld payments, multiple ledger structures, and
faulty intra-systemic data transfers [8].

Moreover, the setup’s transparency and traceability are enhanced through all the
actors’ active involvement in the consensus checks of the smart contracts—even
clients and the suppliers, who were more passive in a pre-blockchain setup [8]. By
being actively involved in shaping all three flows, clients and suppliers can have a
more detailed and transparent overview of the construction supply chain and logistics
[8]. Moreover, the independent logistics consultants actively help shape the flows by
implementing the solution and fostering accountability through the consensus checks
[8]. However, it should also be noted that in line with the sociomaterial autonomy-
control paradox [21], the general contractor may lose a lot of their centralized power
over the supply chain—as this powerwouldbediffused, through the consensus checks
and the automated processes of the blockchain, to the rest of the actors. On the other
hand, blockchain solutions also risk getting too decentralized, leading to participants
developing their own variants (‘forks’) [22].

In this study, we pick up after the concept in [8], combine it with our aforemen-
tioned underpinnings about flow integration, sociomateriality, and value, inform it
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with our literature review and empirical insights, and develop, implement, test and
evaluate the relevant proof-of-concept, namely BLogCHAIN.

3 Method

The research method consists of: (a) a systematic literature review on blockchain
research for construction logistics (both in general, and particularly in the Swedish
context), (b) BLogCHAIN’s iterative development and testing, and the collection of
empirical data before, during, and after each phase, and (c) evaluating BLogCHAIN
by integrating our sociomaterial understanding, literature review results, empirical
data, and test results.

For the systematic literature review, we used the concept-centric framework
augmented by units of analysis [23]. The units of analysis emerged during the
review, facilitating its revision in iterations. These iterations, partly attributed to
the quickly expanding related research field, followed the abductive reasoning of
qualitative research [24]. Furthermore, the review was strengthened with the use of
the references-of-references and ‘snowballing’ techniques [25], while the conducted
search was comprehensive in order to avoid a narrow sample [26]. Finally, exclusion
and inclusion criteria were applied [27], for finally selecting the references featured
in the review section, such as the sources’ relevance, high quality (impact factor
of their publication contexts, and the number of cross-references), methodological
rigorousness, clarity of results, and sound basing on previous research output.

When it comes to the study’s empirical part, we focused on the Swedish construc-
tion sector context; this methodological choice accounted for the national institu-
tional and socioeconomic forces uniquely impacting each industry (even if it can
share similarities or interfaces with others). As such, we were initially informed by
the empirical mapping of the Swedish context featured in [8, 12–14]. Then, we gath-
ered new empirical data to establish a testing context (i.e. a construction site with
willing testers) and the iterative development, testing and evaluation ofBLogCHAIN,
by following the sociomaterial qualitative techniques described in [17]: contextual
zooming in-and-out, observations, interviews, and participant mapping.

In particular, the search for a suitable construction site started in the autumn
of 2018 and ended in the summer of 2020. In early September 2020, a site was
found (a school building), and we commenced the collaboration with the associated
actors (i.e. suppliers and the contractor’s operatives and site managers) willing to
test our prospective prototype there. Seven semi-structured interviews were carried
out in September 2020 and provided material on the supply chain and logistics work
practices in that specific context (e.g. the existence of other IT solutions, and different
degrees of systemic integration between the contractor and each supplier).

The results from the aforementioned interviews, as well as our previous concep-
tualizations, constituted the platform for developing BLogCHAIN—but also intro-
duced constraints and alterations, eventually leading its design, functionality, and
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user interface to depart (in certain respects) from the initial concept in [8]. This plat-
form informed the first development iteration (before the first field testing iteration),
roughly between September and early November 2020 and starting before the last
round of the preliminary interviews was finished. In the second development iter-
ation (in January 2021, before the second field testing iteration), evaluation results
after the first field testing iteration were considered. As such, three improvements
were introduced in the subsequent development: the conditional re-involvement of
the client and the logistics consultants, the deployment of a notification function for
the transporters approaching the construction site, and accommodating the different
roles of sales managers and invoice issuers within the same supplier company.

The tests were carried out in two iterations, each following the corresponding
development round. When the first test round was planned for August 2020, it was
hoped that we could conduct on-site introductory training, observations, and inter-
views. However, all of these were carried out online throughMicrosoft Teams, due to
COVID-19-related restrictions that were still ongoing as of the second half of 2020
and the first half of 2021. In the first field testing iteration, a series of meetings were
conducted with the testers over the span of twoweeks, in order to guide them through
the installation, functionality and interface of BLogCHAIN.Afterward, the tests took
place through the rest ofNovember andDecember, having designated the end-of-year
vacation period as the stopping point of the tests. The tests consisted of the collabo-
rating suppliers and contractor’s operatives carryingout logistics transactions through
BLogCHAIN. In order to not disturb the everyday work, we agreed with the testers
that the implementation of BLogCHAINwould run in parallel to the established way
in which the supply chain transactions were already made—and not in replacement
of those practices. During the tests, we conducted semi-structured interviews with
the testers and engaged in observations as they used the application. The feedback
after the first field testing iteration was received through semi-structured interviews
with all the testers, in order to record their user experiences. This amounted to four
interviews with supplier representatives and one group interview with four of the
contractor’s site managers, where the previously mentioned improvements for the
second development iteration were proposed.

The second field testing iteration was carried out in February 2021. Some new
suppliers served as the testers, and more transactions occurred. The feedback after
this iteration was also organized as a series of interviews with site management and
suppliers. Moreover, we attempted to include interviewees from transport compa-
nies, but this was hampered by practical barriers. This feedback was used to evaluate
the proof-of-concept, by aiming at understanding the potential alterations in the work
practices realized through BLogCHAIN, noting which of the previously envisioned
benefits and drawbacks of the blockchain solution did or did not materialize, docu-
menting the pilot’s limitations, and gathering recommendations for its improvement
and expansion. This was complemented by our literature review insights, our socio-
material understanding, and the ten-step decision path to determine when to use
blockchain technologies in [28].
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4 Literature Review

Although there have been numerous studies mapping the potential of blockchain
technology within several fields of the construction industry (see, e.g. in [29]),
the current chapter is particularly interested in blockchain research for construc-
tion supply chains and logistics [30]. Within that focus, it has been claimed that
digital distributed ledger technologies (DLTs), which include blockchains, can miti-
gate the disorder caused by changes in the construction supply chain strategy, thus
reducing the suppliers’ uneasiness due to withheld payments or other insolvencies
[31]. References [11, 32, 33] posed that the information flow in downstream supply
chain segments can be improved through the transparency and traceability brought by
blockchain, and following [33], an expert panel feasibility assessment of blockchain’s
ability to mitigate payment issues was carried out in [10]. The possible improvement
of on-site logistics through the integration of blockchain with RFID sensor data was
studied in [34]. The claim that transactions through a blockchain network can result in
dynamic and instant payments for suppliers, transporters, and subcontractors, as well
as better communicationwith themain contractor, wasmade in [35]; however, in [10]
there is more caution in the evaluation of possible improvements of payment prac-
tices, which on the other hand do point to the potential of shorter payment times (even
if not instant). Moreover, the visibility of the complete transactional history across
the supply chain, as well as the consensus requirement for the block updates, are
positively noted for possibly tackling the tampering with past logistics data [35], and
productivity and efficiency issues [36, 37]. Furthermore, blockchain is envisioned to
reduce administrative rework (e.g.matching data among different supplier ledgers for
multiple deliveries) and data errors and outages across the supply chain, thus leading
to time and cost savings, better changemanagement, better planning, and quick (even
instant) delivery notice for the contractors [35]. Accordingly, three key legal issues
were identified in the potential of a relevant implementation: the restricted use of
smart contracts to prescribed outcomes, the shared data access and ownership, and
multi-jurisdiction concerns related to governing regulations and laws [38]. The utility
of blockchain in making data transactions transparent and immutable in order to esti-
mate the embodied carbon emissions along construction supply chains, was explored
in [39]. To accommodate blockchain, construction supply chains and logistics would
require the conceptualization and development of operational processes that align
with the roles and responsibilities of the supply chain actors [40]. This alignment
involves tackling issues of data tracking and contracting and transferring resources—
thus mitigating the opportunistic behaviors of supply chain actors and shifting the
trust from relational to system- and cognition-based [41]. Furthermore, it has been
shown that crypto-assets [42] and non-fungible tokens (NFTs) [43] can enhance
both the granularity and the atomicity of the integration between the ‘cash’ and
‘product’ flows in construction supply chains. In a relevant vein, three blockchain-
based models were developed, namely project bank accounts for payments, reverse
auction-based tendering for bidding, and asset tokenization for project financing; the
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need to upscale the legacy IT systems and facilitate regulatory compliance, was high-
lighted [44]. Finally, while in [30] blockchain is envisioned to streamline a ‘green
lean’ construction supply chain, [45] elaborates on turning construction resources
(e.g. materials, components) into smart construction objects by infusing their prop-
erties with a ‘smart’ layer of awareness, communicativeness, and autonomy, and
then using those as blockchain oracles in construction supply chain management. In
this context, an oracle is understood as a middleware capturing, validating, and then
feeding information into a smart contract [45].

These studies largely investigate the relevant blockchain solutions on a conceptual
level, mostly consider the economic and information flows, place the potential for
added value for construction logistics within core blockchain properties, and focus
mainly on the aspects of DLTs and smart contracts. Nevertheless, [40, 41, 44] have
also considered social issues, such as the facilitation of trust across the supply chain.
However, none of the aforementioned studies elaborate explicitly on the simultaneous
integration of the information, material, and economic flows, nor do they adopt
sociomateriality.

When it comes to construction logistics in the Swedish context, [12–14] and
then [8] have gradually investigated the integration of the material, economic and
information flows along the supply chain, through a blockchain solution forming
part of the value proposition in independent logistic consultants’ business models. In
particular, [12] investigated the suitability of Swedish construction supply chains and
logistics for accommodating a blockchain solution integrating the logistics flows, by
involving independent logistics consultants that can incorporate such a solution in
their digital business model; the study then proceeded with a preliminary mapping
of such consultancies operating in Sweden. The perspective of sociomateriality in
relation to a potential blockchain solution for integrated logistics flows, and the power
shifts that such a solution would bring in constellations of supply chain actors in the
Swedish context, were introduced in [13]. These constellations included the typical
case of large contractors internalizing logistics services, the atypical case of using
independent logistics consultants, and the emergent case of third-party actors offering
dedicated digital building logistics services [13]. Moreover, sociomateriality was
used tomap potential benefits and threats related to blockchain visions and prototypes
for construction (documented mainly in industry reports), and discuss the way those
can be extrapolated to a solution for integrated supply chain and logistics flows in the
Swedish context [14]. Finally, a sociomaterial conceptualization of such a solution
was offered in [8], where the ways a generic logistics setup can be transformed,
were mapped; then, it was planted in a conceptual digital business model canvas for
independent logistics consultants, and the canvas was customized on the business
case of a specific firm (with the input of the company’s representatives themselves)
[8].

The aforementioned Sweden-specific references [8, 12–14] represent a gradual
research development undertaken by the authors of the current chapter and serve
as a backdrop for the study shown here. However, those efforts are not referenced
here in a manner of obtuse iteration—but rather, we hereby comment upon them for
their delimitations. Particularly, it can be understood that the Sweden-specific studies
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introduce sociomateriality for a deeper consideration of the transformation of work
practices that could be realized through the implementation of a blockchain solution
and bring attention to the issue of flow integration. However, while their context-
specific approach can be considered methodologically strong due to taking institu-
tional particularities into account, it also makes their conceptualizations (especially
in [8]) vulnerable to any departure from that particular context.

Critically, this vulnerability also serves as the basis of insights for the final devel-
opmental steps and then evaluation of the current study, showing the evolution of
the undertaken research beyond the aforementioned references and into the material
presented only in this current chapter. In particular, such a vulnerability materialized
in the empirical part of our research, since the absence and/or inactivity of certain
supply chain actors initially considered in the conceptualized solution (the logis-
tics consultants and clients, respectively), forced the development and testing of a
proof-of-concept that was reduced in comparison to the initial vision.

Finally, the potential constraints and security issues regarding the implementa-
tion of blockchain in construction logistics, were explicitly considered only in [8,
14, 36]. Interestingly, all of these studies looked into blockchain-related research
outside construction to formulate their argumentation. Regarding implementation
constraints, these studies collectively posed that for supply chains and logistics,
blockchain should only be adopted if it leads to the achievement of strategic objec-
tives (e.g. reduction of rework), and that there are strategic factors that can impede
blockchain’s adoption, including a limited engagement with the technology and a
limited context awareness. Considering security, these studies highlight two common
denominators. The first is a presumptive mistrust of the potential of blockchain as a
viable technological investment. The second is an anticipated abuse of the properties
of blockchain; the anonymity of the distributed node network could lead to illicit
activities, the use of cryptocurrencies to losing grasp of the value of fiat currencies,
and the inflexibility of transactions through smart contracts to potentially emerging
tensions among the actors in the blockchain network.

5 Development and Testing of Prototype

5.1 Development and Testing Iterations

The findings from our preparatory interviews at the elected test site showed that the
development of our application would have to depart from the concept in Fig. 1, and
lead to a simplified and/or altered proof-of-concept (see also ‘Method’). Specifically,
the only actors enacting transactions, as well as participating in the consensus checks,
would be the contractor’s site managers, the suppliers’ sales representatives, and
(conditionally) the transporters. The design of the prototype was updated to reflect
that the stream of the material, economic and information flows on which it was to be
implemented and attempt the flow integration, would start when the supplier issued
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Fig. 2 Updated concept of the blockchain solution

the confirmation of the order already placed by the contractor, and finish with the
contractor accepting (or not) the supplier’s invoice (issued after the material delivery
had taken place). As such, the new concept, used for the first development iteration
of BLogCHAIN, is summarily depicted in Fig. 2.

The smart contract clauses and checks depicted in Fig. 1 were replaced with the
following partially different statements:

1. Is the purchasing order confirmation accepted? (mandatory)
2. Is the delivery receipt accepted? (mandatory)
3. Did the transporters of the delivery notify the construction before their arrival

(if such an action had been agreed upon beforehand)? (optional check)
4. Was the material delivered to the right place? (optional check)
5. Were the labeling and the quantities of the delivery correct? (optional check)
6. Is the delivery’s packaging (when applicable) undamaged? (optional check)
7. Is the invoice accepted? (mandatory)

The difference between the mandatory and optional clauses reflects their
ability (or inability, respectively) to block the process in case of non-satisfaction.
Non-satisfaction with the mandatory clauses prevents the transaction from being
completed, while non-satisfaction with the optional clauses shows stumbles in the
process but does not prevent the next step from initiating. The clauses were deemed
mandatory or optional according to the overall interpretation of the interviewees’
input. Moreover, the setting of the sociomaterial constellation of actors led to a
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setup where, within the proof-of-authority algorithm, the consensus checks were to
be replaced by checks performed by the contractor, and the transporters assumed a
passive observant role.

BLogCHAIN was then developed as an online application. Its user interface
is suitable for both desktop computers and smartphones, and is in Swedish. The
blockchain infrastructure ofBLogCHAINutilizes the open-sourceHyperledgerBesu
framework, and can be accessed through MetaMask, a crypto-wallet and gateway to
blockchain applications. MetaMask functions as an extension for Google Chrome,
and can also be downloaded as an app in Google Play and the App Store (for smart-
phones, and iPhones, respectively). The files to be uploaded to the online repository
connected to BLogCHAIN (e.g. invoices) should be in PDF format, and they are
encrypted in Microsoft Azure. As BLogCHAIN constitutes a private permissioned
blockchain that is eligible for access only through an actively permitted MetaMask
account, the website cannot be openly accessed, and as such, the respective URL is
not shown here.

The choice, combination, and implementation of the aforementioned tools and
setup were contextually dictated, in a sociomaterial manner, by the needs of the
case at hand—but also pragmatically bounded by the available resources in the
relevant research project. However, it should be noted that relevant publications
have framed different ways of integrating blockchain with the Architecture, Engi-
neering and Construction (AEC) industry, also providing evidence of computational
strategies to achieve such an integration [46, 47]—as well as getting inspired by
blockchain-powered business models in other industries [48].

Indicatively, Figs. 3 and 4 (next page) feature screenshots showing the user inter-
face (UI) of the first iteration of BLogCHAIN (smartphone version). As the interface
of the actual app is in Swedish, we modified the screenshots to feature the English
translations of the respective prompts, and thus appeal to the international audience
of this book. It should be noted that the UI can be differentiated according to the role
of the respective user (contractor, supplier, and transporter).

By tapping on ‘Show the order list’, the user can advance on the order list menu
(Fig. 4), where they can navigate through drop-down menus to, respectively, choose
the supplier and then the active and/or already finished orders they need to oversee.
It should be noted that while a contractor can see all suppliers and all orders, a
transporter can see only the suppliers (and their respective orders) with which they
are affiliated. The interface in Fig. 4 is followed by screens where the supplier can
initiate a new blockchain transaction by following the ensuing steps: uploading an
order confirmation (in PDF format); choosing the transporter affiliated to them, and
the contractor to whom they are going to deliver; giving an ID to the order (in
alphanumeric characters); and confirming the initiation of the transaction.

The subsequent process flow is shown from the supplier’s and transporter’s
perspective in Figs. 5, 6 and 7 (next page), which relates to the updated concept
in Fig. 2. The status of each of the three mandatory ((1–2) and (7)) and optional
((3–6)) smart contract clauses, is color-coded: green for an accepted clause, yellow
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Fig. 3 Starting screen
(contractor, transporter)

Fig. 4 Order lists
(contractor, supplier,
transporter)
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Fig. 5 Order processing 1
(contractor, supplier,
transporter)

Fig. 6 Order processing 2
(supplier, transporter)
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Fig. 7 Order processing 3
(supplier, transporter)

for a tentative/unchecked clause, red for rejected clause. In the indicative screenshots
(Figs. 5, 6 and 7), the three mandatory clauses are green, namely:

1. The acceptance of the order confirmation.
2. The acceptance of the delivery receipt.
3. The acceptance of the invoice, which was previously uploaded by the supplier.

When it comes to the optional checks, the following are shown:

3. Check 1 (red): Did the transporters notify the construction site of their arrival?
4. Check 2 (green): Were the orders delivered at the right place?
5. Check 3 (green): Were the deliveries’ labels and quantities correct?
6. Check 4 (green): Was the deliveries’ packaging undamaged?

It should be noted that the UI from the contractor’s side is almost identical;
however, all mandatory clauses have a ‘Yes’ and a ‘No’ button (by tapping them, the
contractor signals a green or red notification, respectively), and all optional clauses
have ‘Yes’, ‘No’ and ‘No agreement’ buttons, with the latter signaling a yellow
notification.

Right after the first development iteration of BLogCHAIN, a series of in-house
checkswere conducted on the stability and utility of the alpha version. The developers
created dummy contractor, supplier and transporter accounts and conducted test
transactions. This process lasted for about a week, in which various minor bugs
and UI issues were tackled. Afterward, a series of remote meetings were held with
the actual testers, in order to introduce and train them in installing and using the
application. In some cases, short subsequent meetings were held for clarifications.
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Following was the first testing iteration, which consisted of transactions between
the contractor and two out of the three suppliers that were contacted. One supplier
was responsible for delivering concrete and aggregates of a varying granulometric
gradation, and the other delivering an assortment of lighter materials (primarily
wood). These transactions were infrequent and spread during the testing period of
late November and into December 2020. As a result, only a handful of transactions
were recorded on BLogCHAIN by the end of this testing period. This infrequency
and sparseness had to do with the construction phase, which mostly entailed a few
bulk deliveries of construction materials, as well as the COVID-19 pandemic crisis,
which detained (to a certain degree) the supply chain and logistics processes.

The third supplier (delivering reinforcement steel) had been present in the prepara-
tory stage and had also installed BLogCHAIN after its development, but they ended
up not using the application at all. Shortly after the installation, this supplier informed
us that their company already deployed an automated digital system for handling
the flows between them and the contractor (e.g. issuing invoices). This system was
deemed by the supplier to be as optimized as needed for the company’s business
model, and therefore the supplier declined participating in testing BLogCHAIN even
in parallel to their established work practices.

It should be noted that during the tests, the developers maintained their dummy
accountswithinBLogCHAIN for technical and functional reasons.Moreover, several
informal correspondences and communications were held with the testers, in order
to monitor their testing attempts on a hands-on basis and offer continuous technical
support.

After the completion of the first testing iteration, a series of semi-structured inter-
views were held with the testers, in order to record their experiences from imple-
menting BLogCHAIN. The interviews covered issues of participating actors, aspects
and processes of the test. The aspects included integration, efficiency, value creation,
collaboration and work environment (including UI). By comparing their estab-
lished supply chain and logistics practices to the test transactions conducted through
BLogCHAIN in parallel, the interviewees indicated a number of envisioned benefits
in the implementation of the application: tampering with past data was avoided; the
integration of the logistics flows led to a streamlining of the process; and a somewhat
higher degree of trust among the testers was fostered. However, the test did confirm
the practitioners’ almost absent previous engagement with blockchain, which made
it more difficult for them to experience the technology’s potential. Regardless, the
interviewees provided proposals for improving BLogCHAIN, central among which
were:

1. The re-involvement of the client and the logistics consultants, under the condi-
tion that they would have a strictly observatory role, i.e. not participating in the
consensus checks, but having a full overview of all conducted transactions.

2. Deploying a notification function for the transporters as they approach the
construction site, which was included in a smart contract clause (see Fig. 2).
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3. Making provisions to accommodate the different roles of sales managers and
invoice issuers within the same supplier company, which were facilitated
through the integral functionality of MetaMask.

As can be understood, the accommodation of these three proposals updated the
concept only slightly, and did not actually alter the process flow in Fig. 2. The
proposals were of a rather functional nature. As such, there was no need to produce a
third process flow diagram. Following this updated concept, the second development
iteration was conducted between late December 2020 and late January 2021.

Following the seconddevelopment iteration, the second (andfinal) testing iteration
featured both more suppliers and more transactions than the first round. In particular,
four suppliers now acted as testers (compared to the two suppliers in the first testing
iteration), who conducted, in total, more than double the transactions. The tests were
conducted during the two middle weeks of February 2021. The initial plan was to
use only one week, but utilitarian issues forced some of the deliveries to be spread
over a second week, so that was included in the testing period as well.

The feedback after the second testing iterationwas acquired through one interview
with each of the supplies, and one with the contractor’s site management representa-
tives. Overall, the feedback consisted of mainly positive and constructive comments.
With regard to the positive comments, it was mentioned that BLogCHAIN creates a
clear connection between the supplier and the contractor,while the confirmation func-
tion in the app allows this connection to be documented and available for different
roles in the supply chain (and not just individuals). Moreover, its ability to bring
together and connect the supply chain actors was highlighted as an improvement, as
‘in current practices, e.g. e-mails between individuals, they cannot do the same thing,
as the individual can disappear, and the information can disappear or get mixed up
among different people, or it is even difficult to access/follow it up’ (according to
one interviewee). It can possibly be understood that this comment mainly referred
to the information flow. Furthermore, BLogCHAIN creates a ready-made platform
where everyone can join, as ‘the key is that everyone in the industry must gather
around a common interface’ (according to one interviewee). It was also noted that
even though there might be no major problems with invoices and approvals today,
planned meetings for clarifications (e.g. at the end of the month) were needed—
and the app, through the overview it offers, could potentially reduce the need for
such meetings. Finally, the app was praised for making it possible to quickly satisfy
requests of finding and showing the right order confirmation—throughBLogCHAIN,
it is possible to quickly get details out of the purchase, and know exactly what the
customer previously bought (and of which they now want to buy more, or on which
they now want to make a complaint).

When it comes to the constructive comments, it should bementioned that we were
not given a really critical feedback. However, not all testers felt that any substantial
value was generated for them by using BLogCHAIN. Specifically, one company
shared that they are in the process of developing a system with similar functions,
although not based on blockchain; it remains to be seen how another base technology
can lead to ‘similar functions’. The benefits, costs and risks of handling payments
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via a common blockchain solution instead of the parties’ current systems, were
considered to be not self-evident and impossible to calculate. The cost of internal
administration at each party is not clear and there are probablymore aspects that need
to be highlighted. Another supplier declared that apart from a visible approval of the
order confirmation, no major benefit was generated for them, as they already have
a functioning system. The same company highlights that there are different issues
depending on thematerial to be delivered, and therefore the app is too generic to be of
real interest. However, the same company highlighted that they distrust the industry’s
ability to adapt to new technologies (regardless of the type). This last comment can
be interpreted as emanating mostly from a concern on the institutional aspects of the
industry (‘slow to adapt’), rather than the app in itself.

6 Results and Analysis

The results and analysis of this study are organized along the following: (1) The
evaluation of the prototype’s potential as a solution for construction logistics with
integration flows within the Swedish context, according to five dimensions: integra-
tion, reduction of transactions, transparency, value creation, and implementation; (2)
The sociomaterial understanding of the in-between professional relationships of the
participating testing parties; (3) Considerations on the feedback given by the testers
for the improvement of BLogCHAIN.

6.1 Evaluation

Regarding integration, the material flow is currently affected adversely by a lack
of joint planning, a risk of parallel orders and other processes, and disorientation
among actors active in the pursuit of integrating and defragmenting parallel material
flows and logistics. The tests of the prototype showed the way a more integrated
management of received goods can be done on-site, by using BLogCHAIN as a
common tool. The tests also showed that stronger integration between, on the one
hand, suppliers and their IT systems and, on the other hand, accountants and their
ledger systems, is an attractive potential.

Taking the reduction of transactions into account, the information and economic
flows nowadays require constant checking by a series of professionals. These checks
thus imply constant human intermediation. As such, disintermediation (i.e. reducing
human intervention), has a large potential for generating a surplus for the involved
companies [20, 46]. However, our tests did not directly show a realization of
this potential. BLogCHAIN operated as a stand-alone application, and as such, it
increased rather than decreased the needed intermediation.Moreover, the longer-term
possibilities of overseeing, e.g., monthly transactions, have not been tested.
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Considering transparency,we characterize blockchain as a trust-based technology:
it requires trust amongst the logistics actors but can also develop transparency-based
trust. Public permissionless blockchains (such as the ones based on proof-of-work),
do constitute open systems accessible to all. Such transparency is believed to be paired
with the irreversibility of the conducted transactions, which is seen to assure that the
system cannot be tampered with. However, BLogCHAIN is a permissioned system,
only allowing actual members of the supply chain as users [28]. This type of limited
trust, higher security and partial information privacy appears to have worked well
in the tests and did not receive any negative comments. It actually seemed to have
been taken for granted, as expected in blockchain applications [28]. Nonetheless,
if blockchain is supposed to support a more client-oriented constellation, then it
is more suitable in an atypical (‘more egalitarian’) constellation, e.g. a partnering
project where mutual trust (‘opening one’s books’) is declared.

For the dimension of value creation, we consider that presently, construction
logistics are hampered by continuous tensions about deliveries and payments. In
2019, Swedish companies paid their bills on an average of 33 days after receiving
them [44]—even if standard conditions clearly delimit this span to 28 days.Moreover,
conscious late payment is viewed as accounting for 50% of the total payments.
Therefore, the potential for agreeing on an automated payment is huge. The creditor
can realize direct monetary advantages when receiving payment just 3–5 days earlier
than the present average practice, and the debtor can avoid constant attention to
paying at a late time, thus reducing human intermediation.Moreover, one can imagine
rebates and other services included in agreements for the purchaser [9, 49]. It should
therefore be possible to create a joint value creation—a win–win situation—with
smart contracts.

In particular, smart contracts can support agreements specifying e.g. annual
purchasing volumes, delivery, and quality conditions, and set prices. However, it
is likely that the ability to deviate from the smart contracts at a later stage will be
welcomed, as site managers are quite often able to negotiate better conditions than
the initial (and by convention, immutable) clauses prescribed in a smart contract. In
other words, there is a risk related to smart contracts, where they become a top-down
instrument for management, to the detriment of the project constellation. As a case in
point, we introduced optional checks as flexible clauses in BLogCHAIN. These were
received well by the suppliers, but treated with some skepticism by the contractor’s
site managers. However, it remains to be seen if such simple solutions can account
for a larger-scale implementation, where numerous conflicting flows and hundreds
of transactions might have to be performed simultaneously.

Finally, the results on the dimension of implementation show that while substan-
tial time and resources were invested in the initial concept of BLogCHAIN, updates
and remarks that came later were also important—as those latter updates were very
specific to the context of the construction site that served as the testing ground. Even
little conceptual and preparatory changes had a far-reaching effect on the devel-
opment process itself. Moreover, a set of interesting insights regarding late invoice
payments and their possible amelioration through blockchain, emerged from the final
round of interviews. Specifically, it was discussed that there are different driving
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forces for those delays, such as the client having difficulties paying due to financial
problems, consciously paying late (either to make capital gains, or due to uncertain-
ties about the deal), and even withholding the entire payment in case of ambiguity
of parts of the delivery. Suppliers tend to avoid clients with financial difficulties, but
the issue of consciously paying late appears mainly in ‘serious’ clients. There is a
consensus among suppliers and clients that both parties contribute to this situation
and it is not the respective company’s internal payment routines per se that are the
problem. As no interviewed party had a clear picture of the cost of internal adminis-
tration of complaints/disputes regarding invoices, the actual problems seem to arise
during the validation of the received goods and getting the correct information in
the invoice. As such, late payments by ‘serious’ customers seem to be largely due to
deficiencies in the contractor’s delivery receipt control, which are only discovered
when it is the time for the contractors to administer the payment.

6.2 Sociomaterial Understanding

The sociomaterial focus on the intertwinement of human and non-human elements
frames a mutual interaction of artifacts with humans. However, the strong embed-
ding of BLogCHAIN in human practice was prevented by its stand-alone char-
acter. BLogCHAIN would need several application programming interfaces (APIs)
to become smoothly integrated into the IT setup, which is required to obtain reduced
and/or changed human intermediation.

Nonetheless, both iterations of the development were sociomaterially informed
by the in-between professional relationships of the participating testing parties. The
resulting simplification of the concept, and as such the developmental process itself,
led to the choice of widely used and relatively standard development tools in the field
of blockchain and smart contracts (i.e. Hyperledger Besu, MetaMask, and Microsoft
Azure). The absence of more ‘exotic’ choices did not harm the development of
BLogCHAIN, but rather the opposite—it facilitated a streamlined process, and a
relatively simple, understandable functionality and UI in the prototype itself, which
helped the testers grasp it quicker. Streamlining, quickness and ease were essential
for the testers, as this meant fewer disruptions in their normal day-to-day tasks. Such
a reduced disruption was also facilitated by running the tests in parallel to (and not
replacing) the business-as-usual transactions, after a bilateral agreement with the
testers.

The sociomaterial perspective can also emphasize the way blockchain would be
intertwined with changes in practices through implementation. In the current case,
such an implementation encompassed preparatory interviews, introduction meetings
when the prototype was ready for testing, and one-to-one sessions with each user
setting up their account for BLogCHAIN. During the tests, a continuous online
support was offered. The kickoff was a typical example of a common implementation
process of digitalization—first-time users struggling with the basic function of the
MetaMask shell and the entries in the blockchain itself. But these ‘early symptoms’
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were overcome relatively quickly. Amore thorough embeddingwould extend beyond
the two testing periods, and a crucial moment for future adoption would be when the
use of the system goes beyond a single case and becomes standard software for the
central users.

As a future sociomaterial perspective, it is maintained that blockchain can
bring about a complex sociomaterial system among actors, by digitizing the value
chain, integrating various flows, shifting routines and capabilities, and reconfiguring
existing infrastructure [18]. But this requires roughly at least five more years, as
pointed out by Arup in their technology forecast for blockchain in the built environ-
ment [49, 50]. They predict that the period of 2023–2028 is needed for the emergence
of a similar blockchain solution to the one described in this chapter.

6.3 Consideration on Test Feedback

For the future improvement of the app, it was highlighted that it needs to be integrated
with the respective supplier’s own ledger system, so that the order confirmations and
invoices can enter the app automatically. Expansions in its utility, like the coupling
with a scanning function upon receipt of incoming goods, enacting payments (prob-
ably requiring cryptocurrencies), connecting the information in the app with future
additional sales from, e.g. the end customer, and using it as an interface between the
parties’ internal business systems for coherent information flows, were discussed.
The future facilitation of partial invoice payments (e.g. when a defect is found in
parts of the delivered goods), as well as regulating transactional disputes within the
contractor firm itself, were suggested. Finally, a major proposal was the creation of
an aftermarket case in the app; interestingly, to illustrate the need for this, a piece
of the received feedback by an interviewee went thus: ‘If a part of the invoice is
questioned, the supplier can accept or reject the complaint; the contractor can then
withhold payment for the disputed part—but pay the rest of the invoice. Today it is
common for the contractor to withhold the entire amount. To make things clearer,
let’s say that a supplier delivers with a 30-day payment time. Receipt is approved.
The material is assembled after 15 days, and after assembly a defect is found in the
material. The contractor then withholds the entire invoice. It then becomes a dispute
where the supplier must subsequently prove that the material now complained upon,
was formerly received and approved by the contractor’.

7 Discussion

The discussion elaborates on the literature review, goes on with pointers regarding
our choice of sociomateriality, deliberates the development, test and evaluation of
BLogCHAIN, and concludes with insights on the system’s evaluation.
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Our literature review on blockchain for construction logistics shows that the core
properties of blockchain, such as peer-to-peer transactions, record immutability and
a degree of decentralization, are generally expected to generate the majority of the
potential value-adding benefits—but few implementation experiences exist yet, as
well as no actual business cases. Nonetheless, the associated research literature is
growing quickly. However, this growth has to be coupled with more engagement
with the technology within the construction supply chain and logistics context, and
not only in regard to its functional aspects—but also its effect on work practices.

The choice of sociomateriality as our theoretical framework reflects not only our
considerations on the way blockchain, a general-purpose technology, can be properly
contextualized within Swedish construction supply chain and logistics setups—but
also our empirical understanding of the real-life function of such setups. Rather than
viewing the respective actions as technical choices among rationally discernible oper-
ational models (which is recurrent in the approaches of operations management and
business economics), we interpret them as different solutions involving characteristic
distributions of power. This evidently means that the investigated operational frame-
work is not limited to knowledge exchange [51], but also constitutes a political game
that is co-shaped along the utilized technological framework. Moreover, since large
urban construction sites can suffer from theft and shrinkage in material supplies, at
least internal trust among the actors in a (partially) decentralized blockchain network,
should be cultivated. However, supporting an outright permissionless setup can be
difficult. Thus, a permissioned private system (like BLogCHAIN) that can establish
procedures to protect the blockchain network both from external threats and internal
instabilities, is informed by existing sociomaterial conditions. Furthermore, deeply
integrating the new technology evidently involves technical interoperability issues,
as well as changes in the participating companies’ work practices, social setups
and organizational structure. Our sociomaterial understanding (also reflected in the
testing of BLogCHAIN) places the blockchain solution in parallel or on top of an
information infrastructure consisting of different accounting, project planning, site
planning, quality control, and access control systems; then, the adoption of common
standards for the structuring of ledgers should ensue.

The created value for the users and companies involved was limited in the
tests, but nonetheless demonstrated the utility of blockchain in four dimensions:
increasing integration, facilitating the opportunity of a reduced number of transac-
tions, increasing transparency, and creating opportunities for future value creation.
The integration occurred amongmembers of sitemanagement supporting transparent
coordination. Deficiencies in coordination are known to create quality defects, and
transparency can help in amending those (e.g. more precise information on truck
deliveries can reduce waiting times and on-site work interruptions). The opportunity
for reduced transactions relates to the order and accounting processes in the partici-
pating companies, where a common ledger can lead to less human intermediation—
which is currently substantial, if not voluminous. The prototype also highlighted
the possibility of a more active and digitally supported role of the clients, despite
not having included a client node in the distributed digital ledger of the 1st itera-
tion. Enabling the online surveillance of the logistics flows (especially the economic
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flow) can provide the client with valuable knowledge, which could otherwise have
been mostly accessed by the contractor, or indirectly through independent logistics
consultants.

A dilemma of compulsory versus voluntary clauses within smart contracts in
blockchain surfaced. Some users (e.g. site managers) requested making blockchain
transactions obligatory,while others (e.g. suppliers) preferred amoreflexible solution
maintaining some transactions as voluntary. This is a dilemma for future develop-
ment; however, it can already be considered that to avoid unnecessary bottlenecks
in the process, it is maybe advisable to keep most steps voluntary. Nonetheless, it is
possible that in the future, blockchain can support standardized processes involving
obligatory steps.

System disintegration through APIs seems to be a major deficit in the operation
of BLogCHAIN. Integration with other systems is crucial for the creation of value
for the participating actors. Moreover, such value may be demarcated by the scope
of this study; BLogCHAIN can be interpreted as positioning itself in a small niche,
compared to the large number of articulated visions and prototypes of blockchain
applications in the international construction context [51, 52]. It can be argued that
the present ongoing differentiation of the industry into niches can be instrumental
for moving the development and application of blockchain closer to actual use.
However, it may also imply that this general-purpose technology is dispersed into a
number of dissimilar applications, where construction logistics is only just one—and
not widely researched yet. Thus, it should also be recognized that blockchain is a
general-purpose technology in need of contextualization—in other words, an empty
shell with wide application possibilities that need to be developed before any value
creation really materializes.

The hindrances and barriers in adopting the solution, should also be contextualized
and attributed to current issues that need to be overcome—such as data unavailability,
relative lack of blockchain awareness, and the existing power balances within socio-
material constellations. In the future, it would be interesting to also address the issues
around payments. As mentioned above, if a blockchain- and smart contract-based
solution can obtain payments just a few days quicker than the current practice, the
business value potential is huge [9, 10, 50].

8 Conclusions

This study addresses the researchquestionofwhat a solution for construction logistics
(in which the information, material and economic flows are integrated in an event-
driven way via a suitable technology), as well as the results of its conceptualization,
development, implementation and testing in a context-conscious manner, could be—
by proposing a blockchain solution.
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Our literature review on, specifically, blockchain for construction supply chains
and logistics, delineates a number of benefits emanating from core blockchain prop-
erties (e.g. the reduction of administrative and accounting rework, and a more effi-
cient payment practice); however, the studies reflect a maturity level no higher than
that of prototypes, and no solutions implemented into actual use cases have been
found. Moreover, few studies have adopted a sociomaterial lens considering a strong
embedding in practices.

The conceptual solution described in the current chapter, emerged into an event-
driven, blockchain-induced flow integration across a segment of downstream logis-
tics, i.e. from the issuing of purchasing orders until the completion of the on-
site deliveries. The envisaged benefits of the solution included (among others)
the streamlining, integration and transparency of logistics processes, and value
creation. However, certain issues (mostly tied to the wider construction context)
have to be addressed, so that the realization of such value will not be hindered; such
issues include, among others, data unavailability, a relative lack of wide blockchain
awareness, and the existing power balances within sociomaterial constellations.

The development, tests and evaluation of BLogCHAIN commenced with the
prospective testers’ experiences informing the development process itself, the evolu-
tion of the pilot’s utility was informed by the way it was used during the tests, and
the recommendations we got afterward were informed by the work practices in the
supply chain and logistics constellation at the testing site. These have thus consti-
tuted a sociomaterial co-shaping of the digital technology with the related practices
during testing, and with further implications for future implementation. Moreover,
the sociomaterial approach considers the distribution of power within the logistics
setup and leads to the understanding of mutual trust as a crucial issue in blockchain
adoption. A permissioned private system can establish procedures to protect the
blockchain network both from external and internal threats and/or abuse; in other
words, supporting an outright permissionless system is here seen as an abstracted
vision with little bearing. From a future perspective, integrating the new technology
would change the work practices and social setups of the participating actors.

The created value for the users and companies involved was limited in the test,
but nonetheless demonstrated the utility of blockchain in increasing integration,
facilitating the opportunity of a reduced number of transactions, increasing trans-
parency, and creating opportunities for future value creation. The integration and
transparency occurred among members of site management supporting transparent
coordination. The opportunity for reduced transactions and value creation remained
mostly as future options, as the system was tested in a context-specific, stand-alone
prototype. BLogCHAIN also highlighted the possibility of a more active and digi-
tally supported client’s role, by providing themwith valuable knowledge through the
online surveillance of logistics flows (especially the economic flow).

The limitations of this study include the choice of a particular context in a specific
construction logistics setup, for which the presented blockchain solution was devel-
oped. The main downside of this choice is that the same conceptualization cannot
be easily replicated for other contexts unless new context-specific analyses are first
conducted. Moreover, it was planned from the outset to interact with a limited set of
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suppliers and transporters. The amount of such partners was further reduced when
focusing on an early phase of a building project that served as the testing ground. This
subsequently reduced the input concerning improvements for the app—making the
number of participants and corresponding transactions more manageable, but also
tending to simplify the test. An additional test iteration in a later (and more complex)
phase of the building project was originally planned, but this proved impossible
to follow through. Furthermore, due to the COVID-19 pandemic restrictions, the
preparatory interviews and the follow-up evaluation interviews were carried out over
virtual communication tools. The empirical material generated in this manner was
interpreted as sufficient to fulfil the study’s goals—but we believe that had we been
able to be on-site during the preparatory work and the tests, it would have generated
stronger researchmaterial. Additionally, it should be noted that the conceptual devel-
opment, the prototype, and the testing, came to be focused on the logistics segment
until delivery at the site gate, whereas processes inside the construction site were not
prioritized. Finally, BLogCHAIN emerged as a stand-alone system that was tested
in parallel to established work practices. This limits the test results, as a tighter inte-
gration with the ordering/accounting systems (and the respective flows) might have
strengthened the test participants’ understanding of the blockchain’s potential.

Recommendations for future work include further sociomaterial field studies,
the further updating of BLogCHAIN, and the testing of the latter in at least one
construction site. This canbe tiedwith a focus onhorizontal integration in the logistics
processes, thus tackling logistics processeswithin the site itself. Furthermore, amajor
proposal for future improvements has to do with the system checking the clients’
creditworthiness on behalf of the suppliers.

As a concluding remark, blockchain has the potential to play a positive role in the
ongoing digitalization within the construction industry (in general) and construction
supply chains and logistics (in particular), and can complementwell-established tech-
nologies such as BIM, and/or other currently investigated cutting-edge technologies,
such as machine learning and IoT.
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Conceptual Model Utilizing Blockchain
to Automate Project Bank Account (PBA)
Payments in the Construction Industry

Denis J. Scott, Tim Broyd, and Ling Ma

Abstract TheUK (UnitedKingdom) government published a guidance document in
2012 stipulating the use of project bank accounts (PBA) to promote fair and prompt
payment practices in the construction industry. This article provides a high-level
conceptual model utilising blockchain to automate project bank account payments.
In PBA, project funds are partitioned in a separate bank account, like an escrow.Tradi-
tionally, before PBA, the main contractor would use the client’s project payments
to reinvest in new work, or strategically withhold supply chain payments to sustain
positive cash flow. PBA revokes the main contractor as the sole recipient of the
project budget and provides the client with transparency over project expenditures.
The proposed conceptual model allows project participants to approve and execute
automated payments through user dashboards. Part of the security of smart contracts
is their unchangeable properties once deployed; however, this is problematic, as
construction projects regularly undergo change orders and programme alterations.
Furthermore, Ethereum-based smart contracts in the current environment are limited
due to the costs associated with auditing and on-chain hosting fees. To mitigate
this, transactions in the PBA blockchain model are instantiated through an off-chain
application, which stores pre-executed transactions in the form of signed messages.
These messages are pushed to the blockchain and converted to transactions once they
are approved by validating authorities. The result is a strategy to achieve payment
automation at a more economical cost. The proposed model illustrates a high-level
amalgamation of PBA, blockchain, off-chain, and asset tokenization. A limitation of
this article is that it does not include any programming and the ideas are presented
in the form of a flowchart. Future work includes programming the solution.
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1 Introduction

The construction industry is known for having bad payment practices like overex-
tended periods of delayed payments [1]. Furthermore, the industry is still recu-
perating from the pertaining effects of the 2008 financial crisis, which left many
construction companies with elevated capital expenditure, increased competition,
and greater exposure to financial uncertainty [2]. Commercial solutions to miti-
gate this include parent company guarantees, collateral warranties, and counter-
party risk assessments [3]. However, these do not address the primary concern of
reducing delayed payments. Solving this problem would increase the stability of the
industry by improving liquidity and reducing supply chain insolvencies, which leads
to increased trust and reduced project risk [4]. Data from the UK National Office of
statistics in 2019 suggested that for every large company in the construction industry,
there are on average 1000 small and medium enterprises [5]. This imbalance creates
over-competition and forces subcontractors to accept unfair contractual conditions,
such as high-risk work for less pay [6].

The construction and civil engineering industry is known for being risk-averse.
From a structural perspective, the risk of collapse is linked to public safety; therefore,
by default, safety standards are high [7]. From a financial perspective, innovation is
challenging due to low margins, which results in the overuse of legacy systems
[8]. Lack of innovation in technology systems is the principal contributor to poor
productivity, adversarial supply chain relationships, and negative workflow fragmen-
tation [9]. Neighbouring industries such as manufacturing have managed to increase
efficiencies annually throughout many generations, resulting in progressive produc-
tivity year after year [10]. Due to a lack of innovation, infrastructure projects are on
average 80% over budget and 20% behind schedule; furthermore, productivity has
been declining since 1990 [11]. Construction also suffers from a lack of transparency
in company reports, whereby, stakeholders are subjected to inaccurate feedback on
the state of a project [12].

The increasing global population has put additional pressure on the construction
industry to build more with less, whilst in a skills shortage [13]. Additionally, the
industry is facing pressure to incorporate smart technologies and decarbonization
solutions throughout the lifecycle of built assets [14]. The demand for digital reform is
required tomeet the industrial dependencies of themodern economy [15].Blockchain
includes the potential to increase efficiencies inmultiple areas, such as payments, data
management, automation, and systems integration [16]. However, blockchain alone
cannot be relied upon to drive the digital revolution. It is one of many components
that need to work in harmony as part of an ecosystem of technology services.

Thefirst documented use of a project bank account (PBA)on a construction project
was in 2005, through a joint venture between theUKMinistry ofDefence (MOD) and
themain contractor, whichwas created to ensure the auditability of government funds
throughout an entire project [17]. The UK government PBA guidance document was
published in 2012, which discussed the partitioning of the project account away from
the contractor to mitigate against cash farming and cascading payments down each
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tier of the supply chain [18]. Cash farming is when a contractor unfairly withholds
payments to their supply chain to improve internal cash flow.

This article presents a conceptual model that amalgamates blockchain with PBA
to automate the processing of supply chain payments, without having to use an
intermediary to manage the PBA. In the proposed model, the partitioned account is
represented by an off-chain database that controls the release of funds from the client
to the supply chain. The PBA blockchain model attempts to bypass hosting on-chain
(on the blockchain) smart contracts to mitigate transaction fees, development costs,
and recoding when projects undergo change orders. The off-chain database is used
to store pre-executed transactions that covert to transactions at a later point in time.
This article provided a high-level process flow of the PBA blockchain model and the
responsibilities of each transacting party.

2 Literature Review

The detrimental effects of delayed payments in the UK construction industry were
documented in the 1964 Banwell Report [19], authored by Sir Harold Banwell, who
was tasked with documenting the state of the industry. The construction industry is a
large contributor to global GDP (Gross Domestic Product); however, it can increase
its contribution further through innovating longstanding and outdated processes [20].
The industry is particularly known for having a lack of trust caused by poor procure-
ment practices, cash flow, and lack of collaboration [21]. As a result, clients are
hesitant to take on new work due to undisclosed risks and tight margins, which
results in projects being selected based on low cost rather than long-term value [22].
Innovation remains a perpetuating problem despite advancements in digital solutions
such as building information modelling (BIM) [23].

The supply chain in the construction industry transacts and communicates through
fragmented systems that do not integrate efficiently [24]. These systems make it
difficult to accurately report the state of a project with transparency and traceability
[24]. Despite this, the industry is pushing towards greater standardisation to increase
productivity through bodies such as the International Standard Organisation (ISO),
Industry Foundation Class (IFC) by building Smart, and governmental mandates that
support digital tools such as BIM [25].

The construction industry is dominated by a small selection of main contractors
who provide work for many small and medium enterprises (SMEs), which causes
over-competition amongst SMEs and provides main contractors with controlling
authority over the supply chain [26]. SMEs are forced to accept unfair contractual
conditions with overextended payment terms due to the hierarchical nature of the
industry; whereby, contractors exercise cash farming techniques and pay when paid
clauses [4].Cash farming is a strategy implemented by contractors to improve internal
cash flow at the cost of delayed payments to their supply chain, furthermore, it allows
the project budget to be used for investing in newwork rather than paying outstanding
debts [27]. Despite the benefits of cash farming to contractors, it is the primary cause
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of SME insolvencies [28]. Data from the Office of National Statistics suggest that
the average quantity of individual insolvencies in the UK construction industry is
recorded at 2595 cases annually, which accounts for 18% of the overall insolvent
population in the UK and is the highest across all other industries [29]. The danger
of bad cash flow management is exemplified by the insolvency of Carillion, who in
2017 was the second-largest construction company in the UK (based on turnover);
however, at the time of liquidation in 2018, it owed GBP 1.3 billion worth of unpaid
liabilities to SMEs [30]. From 2009 to 2018, Carillion’s debt increased from GBP
242million toGBP1.3 billion; furthermore, they imposed payment terms of 120 days
to SMEs, which is four times the duration of what is typically agreed in construction
contracts in the UK [31].

Dispute resolution in the construction industry is typicallymanaged throughmedi-
ation, which is a lightweight process that involves an impartial third party to manage
and settle the dispute; however, large companies can enforce costlier methods against
unsatisfactory settling, through methods such as litigation [32]. This places SMEs
at a disadvantage because payments to the supply chain are withheld until a court
settlement takes place, which can take over 12 months to process [32]. Countries
such as France and Australia include regulations that allow SMEs to request overdue
payments directly from the client; furthermore, Japan includes severe governmen-
tally enforced penalties on construction companies that impose unfair payment terms
[33].

2.1 UK Government Fair Payment Legislations

This section provides a brief overview of the UK legislation documents that promote
fair payment practices. A common trend in this includes how to protect small and
medium enterprises (SMEs) from unfair contract conditions, through the incorpora-
tion of reduced payment terms and requesting that contractors provide promissory
notes as proof of goodwill to their supply chain. These legislations are variants of the
same solution, as the payment problem remains unsolved and different approaches
are incorporated. The UK Government has requested that some of these listed legis-
lations be compulsory; however, construction companies in the UK continue to treat
these as advisory documents due to a lack of governmental oversight. The following
is an overview of several payment legislations that are currently active in the UK.

2021: Prompt Payment Code (originally published 2008): The Department for
Business, Energy & Industrial Strategy revised their legislation to reduce payment
terms to SMEs from 60 to 30 days [34]. Non-compliance from contractors includes
membership suspension that requires a compulsory reinstatement program to retain
status [35].

2014: Construction Supply Chain Payment Charter: The Construction Lead-
ership Council requests that all contractors provide a signed commitment to fair
payment terms, which provides clients and their supply chain with the assurance of
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good cash flow management [36]. The charter stipulates a maximum payment term
of 30 days and advises the use of project bank accounts (PBA) in public sector work;
furthermore, the charter enforces periodic checks on key performance indicators to
ensure adherence by contractors [37].

2013: The Revised Late Payment of Commercial Debts Regulations (originally
1998): Published by the Department for Business, Innovation and Skills [38]. This
legislation allows the supply chain to charge 8.5% statutory interest on invoices
that have been left unpaid for 30 days [39]. However, this does not include a 30-day
checking period, therefore, contractors can strategically delay payments for up to 60-
days before interest is charged (30 days to check works and 30 days post-approval
of works) [40].

2012: Project bank account (PBA) guidance document: Published by the UK
Government Cabinet Office, PBA utilises a project-specific bank account that is
partitioned away from the main contractor’s bank account, which provides the client
with full auditability of project expenditures throughout the entire construction stage
of a project. All payments to the supply chain would be executed directly from the
PBA, which mitigates the risk of contractors performing cash farming [18].

2012: Supply Chain Finance Scheme: Established in 2012 by the UK government
to support SMEs in obtaining supply chain finance, it encourages banks to supply
low-interest loans to the construction supply chain based on invoices that have been
approved by clients [41].

2011: Part 2 of the Housing Grants Construction and Regeneration Act 1996:
This legislation was put forward by the UK parliament in conjunction with the
Department for Business, Energy & Industrial Strategy [42, 43]. The act allows
the supply chain to legally withdraw from continuing with works in the event of
non-payment from their employer; furthermore, it requests that employers provide
signed proof of their obligation to make fair payments to their supply within the
contractually agreed payment terms [44].

2.2 Project Bank Accounts (PBA)

The first recorded use of a project bank account (PBA) in a construction project was
in 2005, through a joint venture between a public sector client (UK Defence Estates)
and a main contractor; furthermore, the PBA was set up due to the adversarial nature
of the construction industry and the client having a trusted relationship with their
SMEs [17]. The result was successful, with the PBA managing all payments to
subcontractors on time and within the agreed budget; furthermore, all expenditures
were openly auditable throughout the entire construction process [17]. According to
the UKOffice of Government Commerce report on PBA implementation, clients can
save up to 2.5% on public sector projects [45]. PBA was trialed in the public sector
between 2012 and 2015 and was used to manage over GBP 4 billion worth of work
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[18]. In 2013, the Northern Ireland government has mandated PBA in construction
projects worth over GBP 1million GBP; similarly, in the same year,Wales mandated
the use of PBA in projects worth over GBP 2 million [46].

In a typical construction contract, main contractors customise contract clauses to
protect themselves against legal disputes [47]. A barrier to SMEs requesting PBA in
contracts is the fear of potential reprisal from main contractors, which may include
exclusion from future work [48]. In a questionnaire conducted by PhD researchers
Rachel Griffiths and Wayne Lord from Loughborough University on the topic of
PBA adoption, consisting of a total sample of 58 respondents from the construction
supply chain, 42% voted fear of reprisal as the principal factor preventing the adop-
tion of PBA, followed by 34% legal expenses, and 25% culture of the industry [49].
Additionally, standard forms of contracts include various certifications, valuations,
and compliance checks that require amending to suit the implementation of PBA;
however, the interviewees suggested these as non-technical barriers [49]. Further-
more, the UK governmental department Cabinet Office asserted that PBA would not
cause interference with contract valuations and certifications [50].

Removing the risk of main contractors performing cash farming promotes respon-
sible working practices [50]. Progress on the uptake of PBA in existing contracts
such as NEC, JCT, and FIDIC has steadily increased; however, PBA is challenging
to enforce across all built environment contracts due to the diverse and bespoke
nature of construction projects [51]. A similar variant to PBA emerged in Canada,
called theOntario Construction LienAct, which discussed using amulti-project bank
account [52]. Whereby, a partitioned bank account is used for executing payments
across multiple projects [53]. The payment duration for this is 28 days from the
client to the contractor and seven days from the contractor to the subcontractors;
however, it permits a paid when paid clause, thus is prone to delays caused by
cascading payments down the supply chain [54]. Furthermore, it suffers from liability
and trust issues regarding the appointment of an account manager that can oversee
private/sensitive data across multiple projects.

Blockchain includes the potential to integrate with PBA by linking payments
directly to signed approvals, through smart contracts that automate the release of
payments to the supply chain [55]. Benefits include reduced delays caused by admin-
istrative processing, and increased transaction traceability [56]. Payments can be
automated through preprogrammed functions that control the execution of transac-
tions; furthermore, these codified instructions can be audited by regulatory controls
to ensure compliance with government-enforced legislation [57]. The inbuilt proper-
ties of blockchain, such as immutability and data trust, make it a suitable medium for
value transfer, which provides a reliable data trail in the event of dispute resolution
[58]. Data stored on the blockchain can be relayed into enterprise systems through
an application programming interface (API) that integrates blockchain with legacy
systems [59]. For example, services that are typically managed across various IT
systems such as asset ownership certificates, accounting data, and signed contract
agreements can potentially be integrated through a blockchain-based system [60].
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2.3 Cryptography and Encryption

Blockchain incorporates asymmetric encryption (synonymously called public-key
cryptography), which comprises the use of a public–private key pair [61]. These
keys serve two main functions, encryption, and signatures [62]. The public key is
the digital address that is used for receiving funds (like the account number written
on a person’s bank card), while the private key provides the authority to execute
transactions from a user’s wallet (like a person’s card number on their bank card)
[63]. Due to asymmetric encryption, public keys can be shared openly without the
risk of revealing their associated private key [64]. It was invented in 1976 and is
the evolution of symmetric encryption [65]. Symmetric encryption uses only one
key to encrypt and decrypt data, while asymmetric encryption uses two keys, a
public–private key pair [66].

Additionally, asymmetric keys are also used to provide encryption when sending
data across a peer-to-peer network, which allows users to provide signed proof that a
particular piece of datawas notmanipulated or changed [67]. Asymmetric encryption
also plays a fundamental role in internet security, by allowing computers to exchange
data online with privacy, such as with internet banking, e-commerce, email, and any
other online data exchange system [68].

2.4 Off-Chain Messages

Asymmetric keys are not a product of the blockchain, despite their vital role in its
functionality [69]. Asymmetric keys are produced through the Elliptic Curve Digital
Signature Algorithm (ECDSA), which is available in most programming languages
[70]. Because of this, public–private key pairs can be created whilst disconnected
from the internet to increase security [71].

A blockchain transaction can also be instantiated off-chain (off the blockchain)
by storing a signed message that states the intention to send a transaction at a future
point in time, this can be incorporated as part of a payment application to automate
payments for delivered works [123]. An example of an off-chain application that is
usedubiquitously across blockchain is a decentralised exchange (DEX),which allows
users to trade currencies peer-to-peer without a centralised exchange. Decentralised
applications such asDEXsmitigate against hacks, provide lower transaction fees, and
allows users to trade peer-to-peer [122]. DEXs include a unique property, whereby,
the public keys of transacting parties are not required to perform the trade, therefore,
swaps take place anonymously [124]. The off-chain features of a DEX are adapted
and implemented into the PBA blockchain model.
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2.5 Smart Contracts

Currently, smart contracts are costly to build due to the auditing, development, andon-
chain deployment fees [72]. The estimated cost for outsourcing a smart contract can
range from USD 7000 to 100,000 each, depending on the complexity of its business
logic [73]. However, outsourcing a smart contract is only part of the equation, it must
also be audited, which can range from USD 4000 to 100,000 each [74]. The number
of smart contracts required to fully automate payments in a construction project
can realistically reach thousands, due to the volume of participants and activities
involved in a typical project. Additionally, including more technical features into a
smart contract simultaneously increases its cost, thus there is a level of diminishing
returns that applies to smart contracts as they increase in complexity [75].

The technical functions of the PBA blockchain model derive its ideation from a
decentralised application (dApp) with off-chain functionalities. A blockchain trans-
action is a signedmessagewhich states the intention to send cryptocurrency from one
person to another [76]. However, this intent can be stored off-chain and is the basis of
the proposed dApp. The rules that permit the release of messages to the blockchain
would be governed by conditions pre-programmed into an off-chain database. The
conditions would be openly auditable for all users to verify its terms and condi-
tions before entering blockchain-based agreements. A downside to using off-chain
as opposed to on-chain is the higher rate of centralization [77]. To increase security,
the PBA dApp would need to be hosted by many nodes to revoke any one party from
having controlling authority over the dApp. The most practical selection of partici-
pants would be the ones directly involved in the project, such as the client and the
supply chain. External participants of the dApp could include banks, governmental
authorities, and standards organizations.

3 Methodology

The research topic was selected through an investigation of the longstanding detri-
mental payment practices of the construction industry, which are caused by delayed
payments and unfair contract conditions that are enforced by upper-tier contractors.
From1998 to 2008, the average rate of individual insolvencies in theUKconstruction
industry totalled 2145 cases annually, at 14% of the UK insolvent population, which
is the highest amongst all other industries [28]. Furthermore, more recent figures
from the Office of National Statistics based on 2018 to 2020, displayed an average
of 2595 recorded cases annually, accounting for 18% of the UK insolvent popula-
tion [29]. This article provides a conceptual model that discusses how blockchain can
potentially be incorporated as part of a payment system to automatePBA transactions.

The proposed PBA blockchain model was conceptualised through a compilation
of ideas adapted from existing literature [78]. This included reviewing governmental
payment strategies and existing blockchain applications. Of these, the UK govern-
mental guidance document on project bank accounts (PBA) was selected as a viable
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strategy that can benefit from the inclusion of blockchain [79]. The ideation of the
PBA blockchain application was derived from a decentralised off-chain payment
application that allows users to predefine transaction conditions without having to
use a smart contract [80].

4 Conceptual Model

The conceptual model uses three flowchart diagrams to explain the functionalities of
how the blockchain-based off-chain application operates. Figure 1 explains the core
functions of message signing, Fig. 2 provides a holistic view of how transactions are
processed through the PBA blockchain application, and Fig. 3 discusses how project
participants set up contract agreements through the proposed system.

Fig. 1 Off-chain message signing

Fig. 2 PBA blockchain model process flow
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Fig. 3 Payment guarantee process flow

4.1 Message Signing

Blockchain transactions are signed messages that provide cryptographic proof that
a payer wishes to send cryptocurrency from their wallet to a recipient. However,
these messages can be instantiated and managed off-chain, which is the purpose
of the proposed application. The intention is to use signed messages that include
instructions to execute project payments to the supply chain participants upon vali-
dated completion of works. Each message would be signed with the account holder’s
private key, which provides the authorization for the message to convert to a transac-
tion when it is uploaded to the blockchain [81]. Furthermore, signedmessages can be
used in conjunction with a promissory note, which provides evidence of the client’s
intention to make fair payments. The message signing process is displayed in Fig. 1
and is numerically annotated to discuss the sequential steps of the message signing
function.

1. Private key: This is primarily used to authorize blockchain transactions that can
be instantiated off-chain through a cryptographic signature. The private key can
also be used to encrypt/decrypt data. For example, a file can be encrypted with
a user’s public key that allows only the corresponding private key to decrypt the
data.

2. Signedmessages: This can only be conducted using an account holder’s private
key. Each message is signed to ensure its authenticity and provide proof that
it has not been tampered with. The algorithm used to sign these messages is
the Elliptic Curve Digital Signature Algorithm (ECDSA), which is supported
in most programming languages and allows the signing process to take place
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whilst disconnected from the internet or off-chain [82]. Blockchain transactions
also include the ability to store short strings of text in their data input field, which
can be used to store reference codes or repository links that are stored in the
form of a data hash [83].

3. Off-chain database: This is a repository for storing signed messages. An off-
chain database can host its own IF/THEN statements that can be used to control
the release of messages to the blockchain [84]. A front-end application would
allow users to perform the message signing process with their blockchain wallet
address without requiring any coding knowledge. A Public-key Recovery algo-
rithm (PKR) exists for public blockchains that allow users to sign off-chain
messages anonymously without revealing their public key, thus increasing the
security of off-chain applications [85]. Public blockchains such as Ethereum
include PKR built into their protocol, thus when messages are uploaded on-
chain, the sender’s public key is autonomously generated, and the transactions
can execute [86]. Because of PKR, the digital keys of the payment participants
in an off-chain application are not required to be disclosed, thus mitigating data
privacy risks.

4. Blockchain: This is used to process signedmessages received from the off-chain
database. As soon as messages are pushed from the off-chain database to the
blockchain, the transaction would execute provided that the sender has enough
funds in their wallet. Blockchain wallets cannot go overdrawn. Therefore, a
blockchain-based payment guarantee would be required to cover any missing
liabilities. More on this will be discussed in a later section.

4.2 Project Bank Account (PBA) Blockchain Model

Figure 2 flowchart is numerically annotated displaying the sequential steps of the
envisioned PBA blockchain model. It discusses the responsibilities of each actor
and process flow. The PBA blockchain application would utilise various interfaces
that interoperate to control the flow of messages from the off-chain database to the
blockchain. Off-chain would be used for data storage, management, and computa-
tional processing, while the blockchain is used for payment executions and indexing
of hashes.

1. Client: This user is responsible for approving the project budget through the
PBA application. Approval is conducted through signed messages that state the
intention to make payments to the supply chain upon validated completion of
works. Appointed project validators, such as the main contractor and consul-
tants, would be provided with the authority to control the release of signed
messages from the off-chain database to the blockchain.

2. Project Bank Account (PBA) payment application: This is the front-end
interface that allows users to instantiate signed messages, input project data,
validate works, and provide completion certificates. Primary actors of the PBA
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blockchain model would include the client, bank, main contractor, consultants,
and subcontractor.

3. Off-chain database: This is used to represent the partitioned PBA account. Off-
chain applications include greater modularity in allowing its governing council
(such as client, contractor, and bank) to select the level of scalability (measured
in transactions per second) and privacy that is suitable for the project [87].

4. Blockchain: This would autonomously and periodically receive signed
messages from the off-chain database for transaction execution. The data input
field of on-chain transactions can be used to store validation signatures that
were instantiated off-chain, such as hashed completion of works signatures [83].
This data can interoperate with enterprise systems through the integration of an
application programming interface that filters and relays relevant blockchain
data through user dashboards [88].

Steps five to seven include the process of obtaining project finance if the
client is unable to pay liabilities at project milestones. This process is auto-
mated through a financial authority (such as a bank) that signs a message
stating its intention to cover unpaid liabilities. The message is stored in the
off-chain database and would execute autonomously when the non-payment
event is triggered.

5. Tokenised collateral: This can potentially provide liquidity in the event of
non-payment from the client, through a blockchain-based tokenised securities
service provided by a financial institution [89]. Whereby, a financial provider
such as a bank can potentially supply project finance in exchange for the client’s
tokenised collateral. Despite this being a nascent aspect of blockchain, major
banks such as HSBC, JPMorgan, Bank of China, China Construction Bank, and
Santander have been tokenising securities since 2019, each migrating billions
of US dollars’ worth of assets to blockchain securities [90]. Alternatively,
decentralised finance (DeFi) is another nascent blockchain-based service that
emerged in 2020, which introduced collateralised peer-to-peer lending through
a decentralised network [91]. However, in the current environment, DeFi has
not matured enough to extend its services to business-to-business or peer-to-
business lending, as DeFi for businesses is more burdensome with regulatory
compliance, and regulation is one of blockchain’s biggest challenges.

6. Asset-based lending: This is an existing financial service offered by banks
to provide compensation to the client in the event of non-delivery from the
contractor, similarly, contractors also obtain payment guarantees to insure
against non-payment from their client [92]. Both compensation events are typi-
cally implemented in construction contracts to hedge against risk, however, this
process also increases the project budget due to the bank charging high fees
for their services [93]. Stock Exchange Group, IBM, and Borsa Italiana have
collaborated to develop an asset exchange platform hosted on the blockchain,
that allows enterprises to tokenise securities without having to use the services
of a bank [94]. These tokens include the potential to be utilised in conjunction
with decentralised finance.
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7. Payment guarantee: This is currently an administratively time-consuming task
to process, as it requires the bank to refamiliarise themselves with agreements
that were signed many months before the payment guarantee pay-out request,
causing unnecessary data reprocessing and delays [92]. This can be mitigated
through the bank storing signed blockchain messages which state the intention
to execute compensations according to the liability amount owed by the client.
These messages would be stored in the PBA off-chain database and released
autonomously based on the trigger of a non-payment event.

8. Main contractor: This party is relieved of their responsibility as sole proprietor
of the project budget; however, they play a vital role in validating subcontractor
works through the PBA-blockchain application. The contractor is responsible
for validating the percentage of works completed, while consultants are respon-
sible for ensuring works are delivered to the agreed standard. Validations are
performed through signed blockchain messages conducted through the PBA
front-end application. Successful validations permit the flow of messages from
the off-chain database to the blockchain. The contractor’s role also includes
uploading project cost and schedule data through the PBA front-end for signed
approval by the client. The clientwould approve these through signedblockchain
messages that instruct the transfer of funds from their wallet to the supply chain.

9. Subcontractors: These parties have sustained longstanding detrimental
payment conditions in the construction industry for many generations. Statistics
from the UK’s leading retail payment authority suggest that 78% of small and
medium enterprises are forced to wait 30 days or longer beyond agreed payment
terms [95]. Once a subcontractor registers completion of works through the
PBA application, this autonomously notifies validators of their responsibility to
approveworks.Once approved, an automated paymentwould execute according
to the project’s milestone schedule. The release of payments from the off-chain
database would be controlled by a predefined IF/THEN statement that is codi-
fied into the application. To protect against negligence from validating parties,
an automated reward/penalty system can be embedded into the PBA blockchain
application.

5 Payment Guarantee

Figure 3 displays a high-level process flow of the documentation, storage, and
execution of the payment guarantee.

1. Main contractor: This party can obtain payment guarantees from multiple
banks through a syndicate finance approach, whereby several banks can aggre-
gate their services to mitigate short-term variance like high-value payouts
[96]. Syndicate finance is a service that is typically requested by the payment
guarantee recipient; however, it can also be offered by the bank. The first
syndicate loan delivered through blockchain was in 2018, valued at USD 150
million, which comprised of a joint venture between three banks, these were
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Banco Bilbao Vizcaya Argentaria (BBVA), Mitsubishi UFJ Financial Group
(MUFG), and Banque Nationale de Paris (BNP) [97].

2. Banks: This party is the current supplier of payment guarantees in construction
projects [98]. Their involvement in the PBA blockchain model is crucial, and
they would need incentivising to integrate their services with it. However, the
architecture of this is beyond the scope of this article to investigation. An
entirely separate article can be written on whether banks would be willing to
provide blockchain-based finance to construction projects.

3. Payment guarantee contracts: This guarantee is implemented in existing
construction agreements to provide financial security to investors, stake-
holders, and the supply chain, because construction projects have a long-
standing reputation of being elevated risk and low reward [98]. This payment
guarantee is a complicated service provided by banks, thus high fees are
charged for it, which contributes to reducing project margin [92]. The auto-
mated and traceable features of blockchain make it a suitable technology for
the reliable dissemination of payment guarantees without incurring excessive
intermediary fees and processing delays.

4. Hashing of signed documents: This is a way to generate a unique identi-
fier for any given digital file [99]. Hashes can be algorithmically produced
using any computer; therefore, it is universally acceptable and mathematically
accurate without having to rely on a trusted third party to generate the hash
[100]. Websites such as this: https://emn178.github.io/online-tools/sha256_
checksum.html allow users to test the hashing function by uploading a file to
it, which autonomously generates a unique hash for the file.

5. Data repository: This is a mandatory requirement if the intention is to link
documents to the blockchain, as the blockchain can only be used for storing
short strings of text such as hashes. Decentralised storage providers such as
IPFS integrate with blockchain to add an extra layer of security when storing
data in a decentralised repository, as centralised storage is at greater risk of
being hacked and at themercy of datamining from service providers [101]. The
digital keys used for signing messages on the blockchain can also be used for
encrypting and decrypting files, whereby, a sender can encrypt a file with the
recipient’s public key, which allows only the recipient to decrypt the file with
their private key. This allows documents to be stored and exchanged safely in a
public domain without the risk of data privacy breaches. However, should the
file need to be stored without encryption while simultaneously allowing the
public to verify its authenticity, then this can be achieved by the sender hashing
the file, encrypting this hash with their private key, and storing the encrypted
hash with their public key in a publicly accessible folder, thereby, allowing
anyone to decrypt the file’s hash with the sender’s public-key to verify its
authenticity [102]. This allows documents to be stored publicly while allowing
all parties to verify their authenticity without having to rely on trust.

6. PBA payment application: The front-end of this application allows the bank
to sign a blockchain message stating the intention to guarantee the client’s
project payments up to an agreed sum, this message later transpires into a

https://emn178.github.io/online-tools/sha256_checksum.html
https://emn178.github.io/online-tools/sha256_checksum.html
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transaction when it is pushed to the blockchain. Data such as payment codes
can be stored in the data input field of each blockchain transaction, which
allows for the referencing of off-chain data on the blockchain [83].

7. Off-chain database: This stores the bank’s signed blockchainmessages which
are ready for deploymentwhen a compensation event is triggered.Due to asym-
metric encryption, signed messages cannot be falsified because each message
is signed with the account holder’s private key.

8. Subcontractor: This partywould register the completion of theirwork through
the PBAblockchain application, whichwould simultaneously notify validators
of their responsibility to approve completed works. If the client is insufficient
with funds on the payment due date, then the subcontractor would receive
an automated compensation payment from the bank at the sum owed by the
client. It is typical for payment guarantees to only cover a fraction of the client’s
overall budget. However, all supply chain parties would be made aware of this
through a contractual agreement that they would sign beforehand. To reassure
the subcontractors, the proposed PBA application would provide a tally of the
bank’s pending compensation payments that would be verifiably through an
application programming interface (API).

9. Client: This party would autonomously receive a notification regarding their
obligation to repay the payment guarantee loan through the PBA application.
Privacy of the loan repayment can be maintained through zero-knowledge
proofs, which is a cryptographic mechanism that allows private transactions
to occur on a public blockchain [103]. Alternatively, the client can repay the
bank by manually sending them a blockchain transaction of the amount owed.

10. Loan repayment: This activity would be conducted through the PBA
blockchain application. This allows reference codes to be managed
autonomously (through APIs) to reduce data entry errors. The APIs can also
be designed to integrate with existing legacy enterprise systems.

6 Discussions

The 1964 Banwell report, titled The Placing and Management of Contracts for
Building and Civil Engineering Work, discussed the importance of change in the
payment culture of the construction industry and outlined the importance of collab-
orative contracts; however, 50 + years later, the same problems are still existent
[19]. This was reiterated in the 1994 Latham report [104], and the 1998 Construction
Task Force Egan report [105]. Furthermore, across 25-years, spanning from 1996
to 2021, the UK government published six major legislation documents regarding
sustainable payment practices in the construction industry. Despite this, from 2008
to 2013, the duration of overdue payments increased by 22%, while bank lending
for construction projects decreased by 38% [106]. This places small and medium
enterprises (SMEs) under increasing pressure to sustain financial adversity, due to
banks increasingly refusing to provide financial support and construction contracts
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that allow for unsupportive payment conditions. For example, unfairly withholding
supply chain payments (cash farming) and unnecessary processing delays caused by
cascading payments down each tier of the supply chain.

Building information modelling (BIM) did not provide the digital reform that was
expected of it, which is due to many factors that are beyond the scope of this article to
investigate; however, someof these include the culture of the industry to resist change,
skills shortage, and cost of the technology [107]. Additionally, many of the expecta-
tions of BIM were overinflated and based on premature forecasting. While BIM is
a construction industry-focused innovation, blockchain includes substantial devel-
opment in other industries, which includes solutions adaptable to the construction
industry [108]. Technology leaders such as Facebook, Amazon, Microsoft, Google,
and Apple, (FAMGA) are providing blockchain-based services for enterprises and
consumers to integrate with existing IT systems [109]. Due to blockchain being a
multi-industry innovation, it includes greater contribution and development from a
wider community, unlike BIM, which is a construction industry-centred innovation.

Project bank account (PBA) shares several principal characteristics with
blockchains, such as transparency, auditability, and disintermediation, through
creating a partitioned bank account that is co-managed by project participants. The
ideation of the PBA blockchain model is taken from a decentralised application. It
includes payment conditions preprogrammed into a blockchain application to auto-
mate the execution of payments to the supply chain. The proposed PBA blockchain
model assumes that banks have adopted blockchain and can offer payment guar-
antees through tokenised collateral; however, the readiness of banks to provide
blockchain services to the construction industry requires further research [110]. If
banks are reluctant to assist in providing guarantees, opportunities exist with decen-
tralised finance (DeFi), and asset tokenisation through collateral-backed lending
[111]. However, the technical aspect of DeFi for enterprise is in the conceptual-
isation and testing stage and requires regulatory maturity. Furthermore, insuring
against blockchain-related risks is difficult to forecast in the current environment
due to the nascency of the technology. This disincentivizes an already risk-averse
construction industry. DeFi came into fruition in 2020, and in the same year, a USD
25millionUSD hack of a DeFi platform took place, whichwas untraceable due to the
pseudonymous nature of public blockchains [112]. Collateral lending through DeFi
is currently only available for peer-to-peer borrowing/lending, which is unsuitable
for DeFi-based peer-to-business or business-to-business finance [113].

When the client approves the project budget through a signed blockchain message
instantiated through the PBAapplication, this can be used as part of a promissory note
that guarantees a level of financial certainty to the supply chain. It is envisaged that the
client’s signedmessage could integrate as part of a formal digital document to provide
legal assurance of the intention to provide good payment practices. Since the PBA
application is off-chain, it can adapt more easily to contract-specific alterations or
new regulations that may be imposed byGDPR. This can be achieved without having
to obtain consensus from a large public blockchain network since the application is
off-chain. Some of the primary risks associated with blockchain include incorrectly
written code and hacks. If the project funds are stolen due to a hack, they will be
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almost impossible to retrieve due to the pseudonymous nature of user wallets on the
blockchain.

The proposed PBA blockchain model imposes automated loans to the client based
on their unpaid liabilities; however, clients are likely to dispute this, as they are not
typically penalised for overdue payments. To combat this, a small percentage of
the project budget can be pooled to cover any overdue payment fees. If the client
does not incur any late fees, then they would receive reimbursement at the handover
stage. Incentives for the client to use the PBA blockchain application include the
ability to provide payment guarantees to the supply chain, payment automation, and
mathematical proof of good payment practices.

The cost of developing the PBA blockchain application was not investigated
quantitatively; however, the incorporation of an off-chain application provides a
more economical alternative than having to deploy smart contracts directly on the
blockchain. These overheads are reduced though diverting computational processing
off-chain [114]. Since the proposed application is off-chain, privacy features are
easier to incorporate and customise; however, increased modularity is exchanged
for a greater centralization; therefore, this tradeoff is important to consider when
designing the security aspects of the off-chain application and the governance team
that will be appointed to manage it.

The proposed PBAblockchainmodel bypasses having to use smart contracts. This
mitigates costs associated with their development, auditing, and on-chain hosting
fees. According to Andrew Zapotochnyi, CEO of Block Geeks, which is a smart
contract auditing and education company, the estimated cost for auditing a smart
contract can range fromUSD 4000 to 100,000 each, depending on how advanced the
coding is [74].While iOlite, a non-profit organisation for smart contract technologies,
estimated that the cost of developing a smart contract can range from USD 7000
to 100,000 each, based on the complexity of its business logic [73]. Furthermore,
deploying smart contracts directly on the blockchain incurs hosting fees that need
to be considered. Despite the generalised nature of these costs, even the lowest
spectrum is uneconomically feasible, as potentially thousands of smart contracts
would be required to fully automate payments in a construction project, due to the
volume of participants and activities that occur in a typical project. Despite this, as
blockchain and smart contracts mature, it is likely to become exponentially more
affordable. Until then, other options such as off-chain must be explored.

Due to the volatility of cryptocurrencies, payments would need to be conducted
through stablecoins or central bank digital currencies (CBDC). CBDCs are a digital
reproduction of a national currency, issued andmanagedby the government; however,
it is currently in the testing stage,withChina being thefirst to conduct a full-scale pilot
in 2021 [115]. The Bank of England and HM Treasury created the CBDC taskforce
in 2021 to further explore its viability as legal tender [116]. Stablecoins are like
CBDCs in that they are cryptocurrencies pegged at a one-to-one ratio with a national
currency, such as the US dollar or Euro; however, they are not minted or controlled
by a central bank [117]. Adoption of the PBA blockchain model is dependent on the
host country having a stablecoin or CBDC in their national currency. Many major
currencies such as USD, Euro, and GBP include a stablecoin variant; however, these
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stablecoins have a limited circulating supply, they also lack government regulation,
and it is difficult for liquidity providers instantaneously converted them back into
national currencies at a large scale.

A survey conducted by the Construction Industry Training Board (CITB) and
Construction Skills Certification Scheme (CSCS), of 419 certificate verifiers in the
construction industry, revealed that 18%of the verifiers encountered at least one coun-
terfeit certificate being used on projects within the past 12 months [118]. The British
Standards Institute (BSI) has partnered up with the OriginTrail blockchain applica-
tion to store certificate verifications on the Ethereum blockchain. This allows subcon-
tractors to append QR codes onto certificates that link directly to the blockchain to
provide proof of compliance with standards [119]. This is a prime example of a
private enterprise application hosted on a public blockchain platform. Most of the
innovations in blockchain emerge from public platforms due to their permission-
less nature, which provides free protocol infrastructure and unrestricted access for
developers to test and build applications, without incurring fees or having to request
permission from the platform [120].

7 Conclusion

From 1996 to 2021, six major UK governmental legislative documents were
published to address the payment problem in the construction industry. From these,
the project bank account (PBA) strategy was identified as an area that could benefit
from the integration of blockchain. Despite its nascency, blockchain is rapidly
evolving and changing the outlook of how businesses, people, and services operate.
In a report which discusses the potential impact of blockchain, it was identified
as potentially transforming 58 industries globally, which includes the construction
industry [121]. The proposed PBA blockchain model provides a high-level overview
of how project participants could interact with a blockchain application to upload
payment activities, validate works, and automate the execution of liabilities to the
supply chain. ThePBAmodel also discussed potential blockchain solutions regarding
how to mitigate the risk of non-payment from the client, through tokenised collateral
that can be used as a medium of exchange with a bank, thereby allowing the bank to
automate the execution of overdue payments in exchange for collateral.

The values of PBA and blockchain harmonise across several key attributes such
as transparency, auditability, and disintermediation. However, this study requires
further investigation through developing and codifying the proposed PBAblockchain
application and simulating its process flows. Additionally, interviews with industry
practitioners knowledgeable in PBA would provide constructive criticism on areas
within the proposed model that were overlooked, such as formal decision processes
that are required in setting up the PBA.



Conceptual Model Utilizing Blockchain to Automate Project … 159

References

1. Noushad, Naseem A, Ali NA (2006) A construction industry payment and adjudication act:
reducing payment-default and increasing dispute resolution efficiency in construction. Master
Build 4–6. http://www.cicqs.my/main/files/PaymentAct_Article_Part1%5B1%5D.pdf

2. Purnus A, Bodea C (2016)Multi-criteria cash flow analysis in construction projects. Proc Eng
164:98–105

3. Cheng T, Soo G, Kumaraswamy M, Jin W (2010) Security of payment for Hong Kong
construction industry. Proc Inst Civ Eng Manage Procurement Law 163(1):17–28. https://
doi.org/10.1680/mpal.2010.163.1.17

4. Kenley R (2003) Financing construction: cash flows and cash farming. Routledge. ISBN:
1134573480. https://books.google.co.uk/books?hl=en&lr=&id=daGBAgAAQBAJ&oi=
fnd&pg=PP1&dq=construction+cash+flow&ots=saPc2rbzRI&sig=hATMEAGZHaRSC97
le1eqL2XXLoI&redir_esc=y#v=onepage&q&f=false

5. Office_for_National_Statistics, SME by size and section (2019). https://www.ons.gov.uk/bus
inessindustryandtrade/business/activitysizeandlocation/adhocs/10412smebysizeandsection.
Accessed 14 April 2021

6. Gruneberg SL, Ive GJ (2000) The economics of the modern construction firm. Macmillan
Press Ltd, Hampshire, UK. ISBN: 978-0-230-51043-2. https://doi.org/10.1057/978023051
0432

7. Broyd T (2017) Engineering a digital future. Proc Inst Civ Eng Civ Eng 170:3–8. https://doi.
org/10.1680/jcien.2017.170.1.3

8. Oesterreich TD, Teuteberg F (2016) Understanding the implications of digitisation and
automation in the context of industry 4.0: a triangulation approach and elements of a research
agenda for the construction industry. Comput Ind 83:121–139. https://doi.org/10.1016/j.com
pind.2016.09.006

9. Ive G, Murray A (2013) Trade credit in the UK construction industry: an empir-
ical analysis of construction contractor financial positioning and performance. Crown
Copyright. https://assets.publishing.service.gov.uk/government/uploads/system/uploads/att
achment_data/file/210964/bis-13-956-trade_credit-in-uk-construction-industry-analysis.pdf

10. Farmer M (2016) The farmer review of the UK construction labour model. http://www.constr
uctionleadershipcouncil.co.uk/wp-content/uploads/2016/10/Farmer-Review.pdf

11. Agarwal R, Chandrasekaran S, Sridhar M (2016) Imagining construction’s digital future.
https://www.mckinsey.com/industries/capital-projects-and-infrastructure/our-insights/ima
gining-constructions-digital-future

12. HaffarN,HouallaM, PalkW, SimkovaM,McColl C,Mitchel SA,WoodT, Jatain S, Talwalker
C,MajidM, Suri R (2019) Perspectives on government services, cities and technology. https://
assets.kpmg/content/dam/kpmg/ae/pdf/wgs-kpmg-2019-.pdf

13. Woodhead R, Stephenson P, Morrey D (2018) Digital construction: from point solutions to
IoT ecosystem. Autom Constr 93:35–46. https://doi.org/10.1016/j.autcon.2018.05.004

14. Hua W, Jiang J, Sun H, Wu J (2020) A blockchain based peer-to-peer trading framework
integrating energy and carbon markets. Appl Energy 279. https://doi.org/10.1016/j.apenergy.
2020.115539

15. Kypriotaki K, Zamani E, Giaglis G (2015) From bitcoin to decentralized autonomous
corporations—extending the application scope of decentralized peer-to-peer networks and
blockchains. Enterprise Information Systems, 3, Barcelona, Spain, pp 284–290. https://doi.
org/10.5220/0005378402840290

16. Mathews M, Robles D, Bowe B (2017) BIM+Blockchain: a solution to the trust problem in
collaboration? CITA BIM Gathering 2017

17. National Audit Office (2005) Improving public services through better construction. https://
www.nao.org.uk/wp-content/uploads/2005/03/0405364.pdf

18. Cabinet Office (2012) Project bank accounts—briefing document UK government. London

http://www.cicqs.my/main/files/PaymentAct_Article_Part1\%5B1\%5D.pdf
https://doi.org/10.1680/mpal.2010.163.1.17
https://doi.org/10.1680/mpal.2010.163.1.17
https://books.google.co.uk/books?hl=en&amp;lr=&amp;id=daGBAgAAQBAJ&amp;oi=fnd&amp;pg=PP1&amp;dq=construction+cash+flow&amp;ots=saPc2rbzRI&amp;sig=hATMEAGZHaRSC97le1eqL2XXLoI&amp;redir_esc=y\#v=onepage&amp;q&amp;f=false
https://books.google.co.uk/books?hl=en&amp;lr=&amp;id=daGBAgAAQBAJ&amp;oi=fnd&amp;pg=PP1&amp;dq=construction+cash+flow&amp;ots=saPc2rbzRI&amp;sig=hATMEAGZHaRSC97le1eqL2XXLoI&amp;redir_esc=y#v=onepage&amp;q&amp;f=false
https://books.google.co.uk/books?hl=en&amp;lr=&amp;id=daGBAgAAQBAJ&amp;oi=fnd&amp;pg=PP1&amp;dq=construction+cash+flow&amp;ots=saPc2rbzRI&amp;sig=hATMEAGZHaRSC97le1eqL2XXLoI&amp;redir_esc=y#v=onepage&amp;q&amp;f=false
https://www.ons.gov.uk/businessindustryandtrade/business/activitysizeandlocation/adhocs/10412smebysizeandsection
https://www.ons.gov.uk/businessindustryandtrade/business/activitysizeandlocation/adhocs/10412smebysizeandsection
https://doi.org/10.1057/9780230510432
https://doi.org/10.1057/9780230510432
https://doi.org/10.1680/jcien.2017.170.1.3
https://doi.org/10.1680/jcien.2017.170.1.3
https://doi.org/10.1016/j.compind.2016.09.006
https://doi.org/10.1016/j.compind.2016.09.006
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/210964/bis-13-956-trade_credit-in-uk-construction-industry-analysis.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/210964/bis-13-956-trade_credit-in-uk-construction-industry-analysis.pdf
http://www.constructionleadershipcouncil.co.uk/wp-content/uploads/2016/10/Farmer-Review.pdf
http://www.constructionleadershipcouncil.co.uk/wp-content/uploads/2016/10/Farmer-Review.pdf
https://www.mckinsey.com/industries/capital-projects-and-infrastructure/our-insights/imagining-constructions-digital-future
https://www.mckinsey.com/industries/capital-projects-and-infrastructure/our-insights/imagining-constructions-digital-future
https://assets.kpmg/content/dam/kpmg/ae/pdf/wgs-kpmg-2019-.pdf
https://assets.kpmg/content/dam/kpmg/ae/pdf/wgs-kpmg-2019-.pdf
https://doi.org/10.1016/j.autcon.2018.05.004
https://doi.org/10.1016/j.apenergy.2020.115539
https://doi.org/10.1016/j.apenergy.2020.115539
https://doi.org/10.5220/0005378402840290
https://doi.org/10.5220/0005378402840290
https://www.nao.org.uk/wp-content/uploads/2005/03/0405364.pdf
https://www.nao.org.uk/wp-content/uploads/2005/03/0405364.pdf


160 D. J. Scott et al.

19. Banwell H (1964) The placing andmanagement of contracts for building and civil engineering
work: report of the committee [on the placing and management of contracts for building and
civil engineering work]. HM Stationery Office

20. Wu J, Kumaraswamy M, Soo G (2008) Payment problems and regulatory responses in the
construction industry: Mainland China perspective. J Prof Issues Eng Educ Pract 134(4):399–
407. https://doi.org/10.1061/(ASCE)1052-3928(2008)134:4(399)

21. Tai S, Sun C, Zhang S (2016) Exploring factors affecting owners’ trust of contractors in
construction projects: a case of China. Springerplus 5(1):1783–1783. https://doi.org/10.1186/
s40064-016-3393-9

22. McDermott P, Khalfan M, Swan W (2005) Trust in construction projects. J Financ Manage
Property Constr. http://alliancecontractingelectroniclawjournal.com/wp-content/uploads/
2017/04/McDermott-P.-Khalfan-M.-and-Swan-W.-2005-%E2%80%98Trust-in-Construct
ion-Projects%E2%80%99.pdf

23. Xu J (2019) The value of trust in construction supply chains. PhD Thesis, UCL University
College London

24. Safa M, Baeza S, Weeks K (2019) Incorporating blockchain technology in construction
management. Strateg Dir 35(10):1–3. https://doi.org/10.1108/SD-03-2019-0062

25. Hargaden V, Papakostas N, Newell A, Khavia A, Scanlon A (2019) The role of blockchain
technologies in construction engineering project management. In: 2019 IEEE international
conference on engineering, technology and innovation (ICE/ITMC). Institute of Electrical
and Electronics Engineers, pp 1–6. https://doi.org/10.1109/ICE.2019.8792582

26. Cui Q, Hastak M, Halpin D (2010) Systems analysis of project cash flow management
strategies. Constr Manag Econ 28(4):361–376. https://doi.org/10.1080/01446191003702484

27. Gyles RV, Yeldham DA, Holland KJ (1992) Reports of hearings, royal commission into
productivity in the building industry in New South, Wales 3

28. Lowe JG, Moroke E (2010) Insolvency in the UK construction sector. In: Proceedings 26th
annual ARCOM conference, pp 6–8

29. HM_Government (2021) Monthly insolvency service statistics. Crown, London
30. Thurley D, Mor F, Booth L, Conway L (2018) The collapse of Carillion. https://commonsli

brary.parliament.uk/research-briefings/cbp-8206/
31. Hajikazemi S, Aaltonen K, Ahola T, Aarseth W, Andersen B (2020) Normalising deviance in

construction project organizations: a case study on the collapse of Carillion. Constr Manag
Econ 38(12):1122–1138. https://doi.org/10.1080/01446193.2020.1804069

32. Goodman Derrick_LLP (2016) Different methods of dispute resolution in construc-
tion disputes. https://www.gdlaw.co.uk/site/blog/sectors-blog/construction-blog/different-
methods-of-dispute-resolution-in-construction-disputes

33. Greenwood D (2020) Digital processes can reform payment practices in UK construc-
tion. https://www.pinsentmasons.com/out-law/analysis/digital-processes-payment-practices-
construction

34. Gov_UK (2021) Government tackles late payments to small firms to protect jobs. https://
www.gov.uk/government/news/government-tackles-late-payments-to-small-firms-to-pro
tect-jobs. Accessed 1 April 2021

35. CICM (2008) Prompt payment code, The Chartered Institute of Credit Management. The
Chartered Institute of Credit Management

36. BuildUK (2017) Implementing the construction supply chain payment charter. http://builduk.
org/wp-content/uploads/2017/01/Implementing-the-Construction-Supply-Chain-Payment-
Charter-Guidance-Note.pdf

37. Const Leader Council (2018) Construction supply chain payment charter construction lead-
ership council. https://assets.publishing.service.gov.uk/government/uploads/system/uploads/
attachment_data/file/541454/construction-supply-chain-payment-charter.pdf

38. GovUK (1998) Late payment of commercial debts act. UK Government, London
39. GovUK (2013) Late payment of commercial debts regulations (Amended from 1998) UK

Gov. Department for Business, Innovation and Skills London

https://doi.org/10.1061/(ASCE)1052-3928(2008)134:4(399)
https://doi.org/10.1186/s40064-016-3393-9
https://doi.org/10.1186/s40064-016-3393-9
http://alliancecontractingelectroniclawjournal.com/wp-content/uploads/2017/04/McDermott-P.-Khalfan-M.-and-Swan-W.-2005-\%E2\%80\%98Trust-in-Construction-Projects\%E2\%80\%99.pdf
http://alliancecontractingelectroniclawjournal.com/wp-content/uploads/2017/04/McDermott-P.-Khalfan-M.-and-Swan-W.-2005-%E2%80%98Trust-in-Construction-Projects%E2%80%99.pdf
http://alliancecontractingelectroniclawjournal.com/wp-content/uploads/2017/04/McDermott-P.-Khalfan-M.-and-Swan-W.-2005-%E2%80%98Trust-in-Construction-Projects%E2%80%99.pdf
https://doi.org/10.1108/SD-03-2019-0062
https://doi.org/10.1109/ICE.2019.8792582
https://doi.org/10.1080/01446191003702484
https://commonslibrary.parliament.uk/research-briefings/cbp-8206/
https://commonslibrary.parliament.uk/research-briefings/cbp-8206/
https://doi.org/10.1080/01446193.2020.1804069
https://www.gdlaw.co.uk/site/blog/sectors-blog/construction-blog/different-methods-of-dispute-resolution-in-construction-disputes
https://www.gdlaw.co.uk/site/blog/sectors-blog/construction-blog/different-methods-of-dispute-resolution-in-construction-disputes
https://www.pinsentmasons.com/out-law/analysis/digital-processes-payment-practices-construction
https://www.pinsentmasons.com/out-law/analysis/digital-processes-payment-practices-construction
https://www.gov.uk/government/news/government-tackles-late-payments-to-small-firms-to-protect-jobs
https://www.gov.uk/government/news/government-tackles-late-payments-to-small-firms-to-protect-jobs
https://www.gov.uk/government/news/government-tackles-late-payments-to-small-firms-to-protect-jobs
http://builduk.org/wp-content/uploads/2017/01/Implementing-the-Construction-Supply-Chain-Payment-Charter-Guidance-Note.pdf
http://builduk.org/wp-content/uploads/2017/01/Implementing-the-Construction-Supply-Chain-Payment-Charter-Guidance-Note.pdf
http://builduk.org/wp-content/uploads/2017/01/Implementing-the-Construction-Supply-Chain-Payment-Charter-Guidance-Note.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/541454/construction-supply-chain-payment-charter.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/541454/construction-supply-chain-payment-charter.pdf


Conceptual Model Utilizing Blockchain to Automate Project … 161

40. Jones E (2013) Late payment of commercial debts. https://www.osborneclarke.com/media/
filer_public/19/8e/198e3129-4118-45fa-9801-eb34d34204e2/late-payments-of-commercial-
debts.pdf

41. GovUK SC (2012) Finance initiative 2012. Crown, London
42. GovUK (1996) Housing grants construction and regeneration act. UK Government, London
43. GovUK (2021) Part 2 of the housing grants, construction and regeneration act 1996. In: E.I.S.

Department for Business (Ed.), Crown, London
44. Claremont T (2011) Housing grants, construction and regeneration act 1996 changes—10

things you need to know. https://www.brownejacobson.com/training-and-resources/resour
ces/legal-updates/2011/07/housing-grants-construction-and-regeneration-act-1996-changes-
10-things-you-need-to-know

45. OfficeGovCommerceUK (2007) Guide to best ‘fair payment’ practices UK office of
Government Commerce, Office of HM Treasury

46. Hooks N (2019) Project bank accounts—is 2019 the year they are finally adopted? https://
medium.com/@neal.hooks.zuuse/project-bank-accounts-is-2019-the-year-they-are-finally-
adopted-c65f7251bd75

47. Theodore J (2009) Risk management. https://www.sciencedirect.com/topics/engineering/sub
contractor

48. Brand MC, Uher T (2010) Follow-up empirical study of the performance of the New South
Wales construction industry security of payment legislation. Int J Law Built Environ. https://
doi.org/10.1108/17561451011036496

49. Griffiths R, Lord W, Coggins J (2017) Project bank accounts: the second wave of security of
payment? J Financ Manag Prop Constr 22(3):322–338. https://doi.org/10.1108/JFMPC-04-
2017-0011

50. CabinetOffice (2012) A guide to the implementation of project bank accounts (PBAs) in
construction for government clients UK Government. London, pp 1–45

51. Penzes B (2018) Blockchain technology in the construction industry: digital transformation
for high productivity. Institution of Civil Engineers. https://www.ice.org.uk/ICEDevelopme
ntWebPortal/media/Documents/News/Blog/Blockchain-technology-in-Construction-2018-
12-17.pdf

52. Gowling WLG (2017) It’s finally here! Ontario reforms the construction lien act. https://gow
lingwlg.com/en/insights-resources/articles/2017/ontario-reforms-the-construction-lien-act/

53. Reynolds B, Vogel S (2016) Striking the balance: expert review of Ontario’s construction
lien act. Ministry of the Attorney General and the Ministry of Economic Development,
Employment and Infrastructure, Ontario

54. ThomasG, HeintzmanOC,MamedovaM (2011) The trust fund provisions of the construction
lien act (Ontario): new developments relating to suppliers and third parties. http://www.con
structionlawcanada.com/construction-and-builders-liens/442/

55. Li J, Kassem M (2018) Blockchain and construction: opportunities and challenges. http://
www.bimplus.co.uk/explainers/blockchain-and-construction-opportunities-challeng/

56. Wang J,WuP,WangX, ShouW (2017) The outlook of blockchain technology for construction
engineering management. Front Eng Manage 4:67–75. https://doi.org/10.15302/J-FEM-201
7006

57. Cohn A, West T, Parker C (2017) Smart after all: blockchain, smart contracts, parametric
insurance, and smart energy grids. Georgetown Law Technol Rev 1:273–304, https://geo
rgetownlawtechreview.org/smart-after-all-blockchain-smart-contracts-parametric-insurance-
and-smart-energy-grids/GLTR-04-2017/

58. Shumsky P (2019) Blockchain use cases for banks in 2020. https://www.finextra.com/blogpo
sting/17857/blockchain-use-cases-for-banks-in-2020

59. Shojaei A (2019) Exploring applications of blockchain technology in the construction
industry. Interdependence Between Structural Engineering and Construction Management,
ISEC Press Chicago

60. Higginson M, Hilal A, Yugac E (2019) Blockchain and retail banking: making
the connection. https://www.mckinsey.com/industries/financial-services/our-insights/blockc
hain-and-retail-banking-making-the-connection

https://www.osborneclarke.com/media/filer_public/19/8e/198e3129-4118-45fa-9801-eb34d34204e2/late-payments-of-commercial-debts.pdf
https://www.osborneclarke.com/media/filer_public/19/8e/198e3129-4118-45fa-9801-eb34d34204e2/late-payments-of-commercial-debts.pdf
https://www.osborneclarke.com/media/filer_public/19/8e/198e3129-4118-45fa-9801-eb34d34204e2/late-payments-of-commercial-debts.pdf
https://www.brownejacobson.com/training-and-resources/resources/legal-updates/2011/07/housing-grants-construction-and-regeneration-act-1996-changes-10-things-you-need-to-know
https://www.brownejacobson.com/training-and-resources/resources/legal-updates/2011/07/housing-grants-construction-and-regeneration-act-1996-changes-10-things-you-need-to-know
https://www.brownejacobson.com/training-and-resources/resources/legal-updates/2011/07/housing-grants-construction-and-regeneration-act-1996-changes-10-things-you-need-to-know
https://www.sciencedirect.com/topics/engineering/subcontractor
https://www.sciencedirect.com/topics/engineering/subcontractor
https://doi.org/10.1108/17561451011036496
https://doi.org/10.1108/17561451011036496
https://doi.org/10.1108/JFMPC-04-2017-0011
https://doi.org/10.1108/JFMPC-04-2017-0011
https://www.ice.org.uk/ICEDevelopmentWebPortal/media/Documents/News/Blog/Blockchain-technology-in-Construction-2018-12-17.pdf
https://www.ice.org.uk/ICEDevelopmentWebPortal/media/Documents/News/Blog/Blockchain-technology-in-Construction-2018-12-17.pdf
https://www.ice.org.uk/ICEDevelopmentWebPortal/media/Documents/News/Blog/Blockchain-technology-in-Construction-2018-12-17.pdf
https://gowlingwlg.com/en/insights-resources/articles/2017/ontario-reforms-the-construction-lien-act/
https://gowlingwlg.com/en/insights-resources/articles/2017/ontario-reforms-the-construction-lien-act/
http://www.constructionlawcanada.com/construction-and-builders-liens/442/
http://www.constructionlawcanada.com/construction-and-builders-liens/442/
http://www.bimplus.co.uk/explainers/blockchain-and-construction-opportunities-challeng/
http://www.bimplus.co.uk/explainers/blockchain-and-construction-opportunities-challeng/
https://doi.org/10.15302/J-FEM-2017006
https://doi.org/10.15302/J-FEM-2017006
https://georgetownlawtechreview.org/smart-after-all-blockchain-smart-contracts-parametric-insurance-and-smart-energy-grids/GLTR-04-2017/
https://georgetownlawtechreview.org/smart-after-all-blockchain-smart-contracts-parametric-insurance-and-smart-energy-grids/GLTR-04-2017/
https://georgetownlawtechreview.org/smart-after-all-blockchain-smart-contracts-parametric-insurance-and-smart-energy-grids/GLTR-04-2017/
https://www.finextra.com/blogposting/17857/blockchain-use-cases-for-banks-in-2020
https://www.finextra.com/blogposting/17857/blockchain-use-cases-for-banks-in-2020
https://www.mckinsey.com/industries/financial-services/our-insights/blockchain-and-retail-banking-making-the-connection
https://www.mckinsey.com/industries/financial-services/our-insights/blockchain-and-retail-banking-making-the-connection


162 D. J. Scott et al.

61. Ray S (2017) Cryptographic hashing. https://medium.com/hackernoon/cryptographic-has
hing-c25da23609c3

62. Agrawal R (2018) Digital signature from blockchain context. https://medium.com/@xragra
wal/digital-signature-from-blockchain-context-cedcd563eee5

63. Pal O, Alam B, Thakur V, Singh S (2019) Key management for blockchain technology. JCT
Express. https://doi.org/10.1016/j.icte.2019.08.002

64. Bhakhra S (2020) Public key encryption. https://www.geeksforgeeks.org/public-key-encryp
tion/

65. Simmons GJ (1979) Symmetric and asymmetric encryption. ACM Comput Surv (CSUR)
11(4):305–330. https://doi.org/10.1145/356789.356793

66. Zhang ZY, Yuan ZM,Ni GD, LinH, LuYJ (2020) The quality traceability system for prefabri-
cated buildings using blockchain: an integrated framework. Front EngManage 7(4):528–546.
https://doi.org/10.1007/s42524-020-0127-z

67. Wong A (2019) Signing a message and encryption. https://itnext.io/signing-a-message-e30
3c2954499

68. Mousavi SK, Ghaffari A, Besharat S, Afshari H (2021) Security of internet of things based
on cryptographic algorithms: a survey. Wireless Netw 27(2):1515–1555. https://doi.org/10.
1007/s11276-020-02535-5

69. Wirdum AV (2019) Statechains: sending keys, not coins, to scale bitcoin off-chain. https://bit
coinmagazine.com/articles/statechains-sending-keys-not-coins-to-scale-bitcoin-off-chain

70. Marx S (2018) Signing and verifying messages in ethereum. https://programtheblockchain.
com/posts/2018/02/17/signing-and-verifying-messages-in-ethereum/

71. Asolo B (2019) Blockchain public key & private key: a detailed guide. https://www.mycryp
topedia.com/public-key-private-key-explained/

72. Igbojekwe C (2019) How to create an ethereum automated smart contract auditor for
the web. https://medium.com/swlh/how-to-create-an-ethereum-automated-smart-contract-
auditor-for-the-web-e0ac5c9dfa77

73. iOlite (2018) Problems & costs of smart contract development. https://medium.com/@iolite/
problems-costs-of-smart-contract-development-649d88eedd1f#:~:text=A%20simple%20s
mart%20contract%20with,contract%20on%20the%20main%20net. Accessed 8 April 2021

74. Zapotochny A (2018) Why are smart contract security audits so important? https://blockg
eeks.com/smart-contract-security-audits/. Accessed 5 May 2021

75. Levi SD, Lipton AB (2018) An introduction to smart contracts and their potential and inherent
limitations. https://corpgov.law.harvard.edu/2018/05/26/an-introduction-to-smart-contracts-
and-their-potential-and-inherent-limitations/. Accessed 10 June 2021

76. Scott DJ, BroydT,MaL (2021) Exploratory literature review of blockchain in the construction
industry. Autom Constr 132:103914. https://doi.org/10.1016/j.autcon.2021.103914

77. Scott DJ, Broyd T, Ma L (2020) Archival study of blockchain applications in the construc-
tion industry from literature published in 2019 and 2020, Exploring the mutual role of BIM,
Blockchain and IoT in changing the design, construction and operation of built assets. Associ-
ation of Researchers in ConstructionMangament (ARCOM). https://itc.scix.net/paper/ADW-
2020-05

78. Adom D, Hussein EK, Agyem JA (2018) Theoretical and conceptual framework: mandatory
ingredients of a quality research. Int J Sci Res 7(1):438–441. https://www.researchgate.net/
publication/322204158_THEORETICAL_AND_CONCEPTUAL_FRAMEWORK_MAN
DATORY_INGREDIENTS_OF_A_QUALITY_RESEARCH

79. Li J, Greenwood D, Kassem M (2019) Blockchain in the built environment and construction
industry: a systematic review, conceptual models and practical use cases. Autom Constr
102:288–307. https://doi.org/10.1016/j.autcon.2019.02.005

80. Lin LX (2019) Deconstructing decentralized exchanges. Stanford J Blockchain Law Policy.
https://stanford-jblp.pubpub.org/pub/deconstructing-dex

81. Walker H (2016) How digital signatures and blockchains can work together. https://www.
cryptomathic.com/news-events/blog/how-digital-signatures-and-blockchains-can-work-tog
ether. Accessed 27 April 2021

https://medium.com/hackernoon/cryptographic-hashing-c25da23609c3
https://medium.com/hackernoon/cryptographic-hashing-c25da23609c3
https://doi.org/10.1016/j.icte.2019.08.002
https://www.geeksforgeeks.org/public-key-encryption/
https://www.geeksforgeeks.org/public-key-encryption/
https://doi.org/10.1145/356789.356793
https://doi.org/10.1007/s42524-020-0127-z
https://itnext.io/signing-a-message-e303c2954499
https://itnext.io/signing-a-message-e303c2954499
https://doi.org/10.1007/s11276-020-02535-5
https://doi.org/10.1007/s11276-020-02535-5
https://bitcoinmagazine.com/articles/statechains-sending-keys-not-coins-to-scale-bitcoin-off-chain
https://bitcoinmagazine.com/articles/statechains-sending-keys-not-coins-to-scale-bitcoin-off-chain
https://programtheblockchain.com/posts/2018/02/17/signing-and-verifying-messages-in-ethereum/
https://programtheblockchain.com/posts/2018/02/17/signing-and-verifying-messages-in-ethereum/
https://www.mycryptopedia.com/public-key-private-key-explained/
https://www.mycryptopedia.com/public-key-private-key-explained/
https://medium.com/swlh/how-to-create-an-ethereum-automated-smart-contract-auditor-for-the-web-e0ac5c9dfa77
https://medium.com/swlh/how-to-create-an-ethereum-automated-smart-contract-auditor-for-the-web-e0ac5c9dfa77
https://blockgeeks.com/smart-contract-security-audits/
https://blockgeeks.com/smart-contract-security-audits/
https://corpgov.law.harvard.edu/2018/05/26/an-introduction-to-smart-contracts-and-their-potential-and-inherent-limitations/
https://corpgov.law.harvard.edu/2018/05/26/an-introduction-to-smart-contracts-and-their-potential-and-inherent-limitations/
https://doi.org/10.1016/j.autcon.2021.103914
https://itc.scix.net/paper/ADW-2020-05
https://itc.scix.net/paper/ADW-2020-05
https://www.researchgate.net/publication/322204158_THEORETICAL_AND_CONCEPTUAL_FRAMEWORK_MANDATORY_INGREDIENTS_OF_A_QUALITY_RESEARCH
https://www.researchgate.net/publication/322204158_THEORETICAL_AND_CONCEPTUAL_FRAMEWORK_MANDATORY_INGREDIENTS_OF_A_QUALITY_RESEARCH
https://www.researchgate.net/publication/322204158_THEORETICAL_AND_CONCEPTUAL_FRAMEWORK_MANDATORY_INGREDIENTS_OF_A_QUALITY_RESEARCH
https://doi.org/10.1016/j.autcon.2019.02.005
https://stanford-jblp.pubpub.org/pub/deconstructing-dex
https://www.cryptomathic.com/news-events/blog/how-digital-signatures-and-blockchains-can-work-together
https://www.cryptomathic.com/news-events/blog/how-digital-signatures-and-blockchains-can-work-together
https://www.cryptomathic.com/news-events/blog/how-digital-signatures-and-blockchains-can-work-together


Conceptual Model Utilizing Blockchain to Automate Project … 163

82. Griffith AT (2018) Ethereum meta transactions. https://medium.com/@austin_48503/eth
ereum-meta-transactions-90ccf0859e84

83. Davies E, Kirby N, Bond J, Grogan T, Moore A, Roche N, Rose A, Tasca P, Vadgama N
(2020) Towards a distributed ledger of residential title deeds in the UK: It’s business. But it’s
personal. https://www.mishcon.com/news/hm-land-registry-towards-a-distributed-ledger-of-
residential-title-deeds-in-the-uk

84. Sklaroff J (2017) Smart contracts and the cost of inflexibility. https://papers.ssrn.com/sol3/
papers.cfm?abstract_id=3008899

85. Wuille P (2018)How is public key extracted from (message, digital signature, address). https://
bitcoin.stackexchange.com/questions/81232/how-is-public-key-extracted-from-message-dig
ital-signature-address#:~:text=An%20algorithm%20called%20Public%20Key,and%20sign
ature%20would%20be%20valid.&text=This%20technique%20is%20used%20in,rather%
20than%20a%20public%20key. Accessed 6 April 2021

86. Zuidhoorn M (2020) The magic of digital signatures on ethereum. https://medium.com/myc
rypto/the-magic-of-digital-signatures-on-ethereum-98fe184dc9c7. Accessed 10 June 2021

87. Bai L, Hu M, Liu M, Wang J (2019) BPIIOT: a light-weighted blockchain-based platform for
industrial IoT. Inst Electr Electron Eng (IEEE) 7:58381–58393. https://doi.org/10.1109/ACC
ESS.2019.2914223

88. Tempesta S (2019) Blockchain API for the enterprise. https://www.apiscene.io/api-business-
models/blockchain-api-for-the-enterprise/. Accessed 12 May 2021

89. Shen C, Pena-Mora F (2018) Blockchain for cities—a systematic literature review. IEEE
Access 6:76787–76819. https://doi.org/10.1109/ACCESS.2018.2880744

90. Security_Token_Advisors (2020) Biggest banks in the world working on security tokens &
blockchain. https://blog.stomarket.com/biggest-banks-in-the-world-working-on-security-tok
ens-blockchain-9c25daa2f439. Accessed 6 May 2021

91. Mitra R (2019) DeFi—what in the world is decentralized finance? The most comprehensive
guide. https://blockgeeks.com/guides/demystifying-defi-ultimate-guide/. Accessed 13March
2020

92. Chovancova J, Krejza Z, Vankova L (2019) Bank guarantees of construction projects, their
concept in management accounting and role in regional development. IOP Conf Ser Mater
Sci Eng 471:022017. https://doi.org/10.1088/1757-899X/471/2/022017

93. Maritz T (2011) Doubts raised on the validity of construction and payment guarantees.
Acta Structilia 18(1):1–26. https://cdn.ymaws.com/www.sacqsp.org.za/resource/collection/
876D0B9A-72A3-4AA9-B6F8-1BD0B2760F04/E-version_Acta_Structilia_18(1).pdf

94. Biedrzycki N (2019) Will blockchain transform the stock market? https://www.datadrive
ninvestor.com/2019/04/09/will-blockchain-transform-the-stock-market/. Accessed 11March
2020

95. Pay.UK (2019) UK SMEs face debt burden of £23.4 billion. https://www.wearepay.uk/uk-
smes-face-debt-burden-of-23-4-billion/

96. Lin C, Ma Y, Malatesta P, Xuan Y (2012) Corporate ownership structure and bank loan
syndicate structure. J Financ Econ 104(1):1–22. https://doi.org/10.1016/j.jfineco.2011.10.006

97. Noonan L (2018) Banks complete first syndicated loan on blockchain. https://www.ft.com/
content/2b12d338-e1d1-11e8-a6e5-792428919cee. Accessed 7 April 2021

98. Barru DJ (2005) How to guarantee contractor performance on international construction
projects: comparing surety bonds with bank guarantees and standby letters of credit. Geo
Wash Int Law Rev 37:51. https://heinonline.org/HOL/Page?handle=hein.journals/gwilr37&
id=61&collection=journals&index=

99. Sheng D, Ding L, Zhong B, Love PED, Luo H, Chen J (2020) Construction quality infor-
mation management with blockchains. Autom Constr 120. https://doi.org/10.1016/j.autcon.
2020.103373

100. Dakhli Z, Lafhaj Z, Mossman A (2019) The potential of blockchain in building construction.
Buildings 9(4). https://doi.org/10.3390/buildings9040077

101. Terado T (2018) What is decentralized storage? (IPFS, FileCoin, Sia, Storj & Swarm).
https://medium.com/bitfwd/what-is-decentralised-storage-ipfs-filecoin-sia-storj-swarm-550
9e476995f

https://www.mishcon.com/news/hm-land-registry-towards-a-distributed-ledger-of-residential-title-deeds-in-the-uk
https://www.mishcon.com/news/hm-land-registry-towards-a-distributed-ledger-of-residential-title-deeds-in-the-uk
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3008899
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3008899
https://bitcoin.stackexchange.com/questions/81232/how-is-public-key-extracted-from-message-digital-signature-address\#:~:text=An\%20algorithm\%20called\%20Public\%20Key,and\%20signature\%20would\%20be\%20valid.&amp;text=This\%20technique\%20is\%20used\%20in,rather\%20than\%20a\%20public\%20key
https://bitcoin.stackexchange.com/questions/81232/how-is-public-key-extracted-from-message-digital-signature-address#:~:text=An%20algorithm%20called%20Public%20Key,and%20signature%20would%20be%20valid.&amp;text=This%20technique%20is%20used%20in,rather%20than%20a%20public%20key
https://bitcoin.stackexchange.com/questions/81232/how-is-public-key-extracted-from-message-digital-signature-address#:~:text=An%20algorithm%20called%20Public%20Key,and%20signature%20would%20be%20valid.&amp;text=This%20technique%20is%20used%20in,rather%20than%20a%20public%20key
https://bitcoin.stackexchange.com/questions/81232/how-is-public-key-extracted-from-message-digital-signature-address#:~:text=An%20algorithm%20called%20Public%20Key,and%20signature%20would%20be%20valid.&amp;text=This%20technique%20is%20used%20in,rather%20than%20a%20public%20key
https://bitcoin.stackexchange.com/questions/81232/how-is-public-key-extracted-from-message-digital-signature-address#:~:text=An%20algorithm%20called%20Public%20Key,and%20signature%20would%20be%20valid.&amp;text=This%20technique%20is%20used%20in,rather%20than%20a%20public%20key
https://medium.com/mycrypto/the-magic-of-digital-signatures-on-ethereum-98fe184dc9c7
https://medium.com/mycrypto/the-magic-of-digital-signatures-on-ethereum-98fe184dc9c7
https://doi.org/10.1109/ACCESS.2019.2914223
https://doi.org/10.1109/ACCESS.2019.2914223
https://www.apiscene.io/api-business-models/blockchain-api-for-the-enterprise/
https://www.apiscene.io/api-business-models/blockchain-api-for-the-enterprise/
https://doi.org/10.1109/ACCESS.2018.2880744
https://blog.stomarket.com/biggest-banks-in-the-world-working-on-security-tokens-blockchain-9c25daa2f439
https://blog.stomarket.com/biggest-banks-in-the-world-working-on-security-tokens-blockchain-9c25daa2f439
https://blockgeeks.com/guides/demystifying-defi-ultimate-guide/
https://doi.org/10.1088/1757-899X/471/2/022017
https://cdn.ymaws.com/www.sacqsp.org.za/resource/collection/876D0B9A-72A3-4AA9-B6F8-1BD0B2760F04/E-version_Acta_Structilia_18(1).pdf
https://cdn.ymaws.com/www.sacqsp.org.za/resource/collection/876D0B9A-72A3-4AA9-B6F8-1BD0B2760F04/E-version_Acta_Structilia_18(1).pdf
https://www.datadriveninvestor.com/2019/04/09/will-blockchain-transform-the-stock-market/
https://www.datadriveninvestor.com/2019/04/09/will-blockchain-transform-the-stock-market/
https://www.wearepay.uk/uk-smes-face-debt-burden-of-23-4-billion/
https://www.wearepay.uk/uk-smes-face-debt-burden-of-23-4-billion/
https://doi.org/10.1016/j.jfineco.2011.10.006
https://www.ft.com/content/2b12d338-e1d1-11e8-a6e5-792428919cee
https://www.ft.com/content/2b12d338-e1d1-11e8-a6e5-792428919cee
https://heinonline.org/HOL/Page?handle=hein.journals/gwilr37&amp;id=61&amp;collection=journals&amp;index
https://heinonline.org/HOL/Page?handle=hein.journals/gwilr37&amp;id=61&amp;collection=journals&amp;index
https://doi.org/10.1016/j.autcon.2020.103373
https://doi.org/10.1016/j.autcon.2020.103373
https://doi.org/10.3390/buildings9040077
https://medium.com/bitfwd/what-is-decentralised-storage-ipfs-filecoin-sia-storj-swarm-5509e476995f
https://medium.com/bitfwd/what-is-decentralised-storage-ipfs-filecoin-sia-storj-swarm-5509e476995f


164 D. J. Scott et al.

102. OpenLearn (2020) Digital signatures and certificates. https://www.open.edu/openlearn/ocw/
mod/oucontent/view.php?id=48322&section=3.2. Accessed 7 April 2021

103. Banerjee A, Clear M, Tewari H (2020) Demystifying the role of zk-SNARKs in Zcash. In:
2020 IEEE conference on application, information and network security (AINS). Institute of
Electrical and Electronics Engineers Inc., Kota Kinabalu, Malaysia, pp 12–19. https://doi.org/
10.1109/AINS50155.2020.9315064

104. Latham M (1994) Constructing the team: final report of the government/industry review
of procurement and contractual arrangements in the UK construction industry, Crown
copyright. https://constructingexcellence.org.uk/wp-content/uploads/2014/10/Constructing-
the-team-The-Latham-Report.pdf

105. Egan J (1998) Rethinking construction, Department of Trade and Industry. https://construct
ingexcellence.org.uk/wp-content/uploads/2014/10/rethinking_construction_report.pdf

106. ConstructingExcellence (2019) The payments minefield. https://constructingexcellence.org.
uk/wp-content/uploads/2016/07/Payments-Minefield-%E2%80%93-A-review-of-payment-
practices-within-the-UK-Construction-industry.pdf

107. Tulubas Gokuc Y, Arditi D (2017) Adoption of BIM in architectural design firms. Architect
Sci Rev 60(6):483–492. https://doi.org/10.1080/00038628.2017.1383228

108. Di Giuda GM, Pattini G, Seghezzi E, Schievano M, Paleari F (2020) Digital transformation
of the design, construction and management processes of the built environment. Springer, pp
27–36, ISBN: 21987300. https://doi.org/10.1007/978-3-030-33570-0_3

109. Liang Y, Qin Y (2020) Cross-lingual public opinion tracing based on blockchain technology.
In: International conference on web information systems and applications. Springer, pp 607–
617. https://doi.org/10.1007/978-3-030-60029-7_54

110. McNamara AJ, Sepasgozar SME (2021) Intelligent contract adoption in the construction
industry: concept development. Autom Constr 122. https://doi.org/10.1016/j.autcon.2020.
103452

111. Hobbs D, Moll RD, Griswold D (2018) Crunch time IV blockchain for finance. https://
www2.deloitte.com/content/dam/Deloitte/sg/Documents/finance-transformation/sea-ft-cru
nch-time-iv-blockchain.pdf

112. Chong N (2020) Deal with the devil: ethereum DeFi protocol negotiates with hacker of
$25 million. https://cryptoslate.com/deal-with-the-devil-ethereum-defi-protocol-negotiates-
with-hacker-of-25-million/

113. Salami I (2020) Decentralised finance: the case for a holistic approach to regulating the crypto
industry. J Int Banking Financ Law 35(7):496–499. https://doi.org/10.2139/ssrn.3733647

114. Hepp T, Sharinghousen M, Ehret P, Schoenhals A, Gipp B (2018) On-chain versus off-chain
storage for supply-and blockchain integration. Inf Technol 60(5–6):283–291. https://doi.org/
10.1515/itit-2018-0019

115. Becky (2021) The rise of crypto: countries with their own CBDCs. https://www.coininsider.
com/the-rise-of-crypto-countries-with-their-own-cbdcs/#:~:text=Since%20China%20anno
unced%20the%20pilot,Japan%2C%20Turkey%2C%20and%20Switzerland. Accessed 27
April 2021

116. Bank Of England (2021) Bank of England statement on Central Bank Digital Currency.
https://www.bankofengland.co.uk/news/2021/april/bank-of-england-statement-on-central-
bank-digital-currency. Accessed 27 April 2021

117. Calle G, Zalles DB (2019) Will businesses ever use stablecoins? http://www.r3.com/wp-con
tent/uploads/2019/03/R3_Stablecoin_Mar2019-New.pdf

118. CITB_CSCS (2015) Card fraud and onsite card checking survey, Ask for Research
Limited. https://www.cscs.uk.com/wp-content/uploads/2015/06/card-fraud-and-onsite-card-
checking-survey-report.pdf

119. TraceLabs (2020) British standards institution releaseswhite paper on use of origintrail decen-
tralised network. https://medium.com/origintrail/british-standards-institution-releases-white-
paper-on-use-of-origintrail-decentralised-network-b8c32937ea39. Accessed 21 April 2021

120. Yang R, Wakefield R, Lyu S, Jayasuriya S, Han F, Yi X, Yang X, Amarasinghe G, Chen
S (2020) Public and private blockchain in construction business process and information
integration. Autom Constr 118. https://doi.org/10.1016/j.autcon.2020.103276

https://www.open.edu/openlearn/ocw/mod/oucontent/view.php?id=48322&amp;section=3.2
https://www.open.edu/openlearn/ocw/mod/oucontent/view.php?id=48322&amp;section=3.2
https://doi.org/10.1109/AINS50155.2020.9315064
https://doi.org/10.1109/AINS50155.2020.9315064
https://constructingexcellence.org.uk/wp-content/uploads/2014/10/Constructing-the-team-The-Latham-Report.pdf
https://constructingexcellence.org.uk/wp-content/uploads/2014/10/Constructing-the-team-The-Latham-Report.pdf
https://constructingexcellence.org.uk/wp-content/uploads/2014/10/rethinking_construction_report.pdf
https://constructingexcellence.org.uk/wp-content/uploads/2014/10/rethinking_construction_report.pdf
https://constructingexcellence.org.uk/wp-content/uploads/2016/07/Payments-Minefield-\%E2\%80\%93-A-review-of-payment-practices-within-the-UK-Construction-industry.pdf
https://constructingexcellence.org.uk/wp-content/uploads/2016/07/Payments-Minefield-%E2%80%93-A-review-of-payment-practices-within-the-UK-Construction-industry.pdf
https://constructingexcellence.org.uk/wp-content/uploads/2016/07/Payments-Minefield-%E2%80%93-A-review-of-payment-practices-within-the-UK-Construction-industry.pdf
https://doi.org/10.1080/00038628.2017.1383228
https://doi.org/10.1007/978-3-030-33570-0_3
https://doi.org/10.1007/978-3-030-60029-7_54
https://doi.org/10.1016/j.autcon.2020.103452
https://doi.org/10.1016/j.autcon.2020.103452
https://www2.deloitte.com/content/dam/Deloitte/sg/Documents/finance-transformation/sea-ft-crunch-time-iv-blockchain.pdf
https://www2.deloitte.com/content/dam/Deloitte/sg/Documents/finance-transformation/sea-ft-crunch-time-iv-blockchain.pdf
https://www2.deloitte.com/content/dam/Deloitte/sg/Documents/finance-transformation/sea-ft-crunch-time-iv-blockchain.pdf
https://cryptoslate.com/deal-with-the-devil-ethereum-defi-protocol-negotiates-with-hacker-of-25-million/
https://cryptoslate.com/deal-with-the-devil-ethereum-defi-protocol-negotiates-with-hacker-of-25-million/
https://doi.org/10.2139/ssrn.3733647
https://doi.org/10.1515/itit-2018-0019
https://doi.org/10.1515/itit-2018-0019
https://www.coininsider.com/the-rise-of-crypto-countries-with-their-own-cbdcs/\#:~:text=Since\%20China\%20announced\%20the\%20pilot,Japan\%2C\%20Turkey\%2C\%20and\%20Switzerland
https://www.coininsider.com/the-rise-of-crypto-countries-with-their-own-cbdcs/#:~:text=Since%20China%20announced%20the%20pilot,Japan%2C%20Turkey%2C%20and%20Switzerland
https://www.coininsider.com/the-rise-of-crypto-countries-with-their-own-cbdcs/#:~:text=Since%20China%20announced%20the%20pilot,Japan%2C%20Turkey%2C%20and%20Switzerland
https://www.bankofengland.co.uk/news/2021/april/bank-of-england-statement-on-central-bank-digital-currency
https://www.bankofengland.co.uk/news/2021/april/bank-of-england-statement-on-central-bank-digital-currency
http://www.r3.com/wp-content/uploads/2019/03/R3_Stablecoin_Mar2019-New.pdf
http://www.r3.com/wp-content/uploads/2019/03/R3_Stablecoin_Mar2019-New.pdf
https://www.cscs.uk.com/wp-content/uploads/2015/06/card-fraud-and-onsite-card-checking-survey-report.pdf
https://www.cscs.uk.com/wp-content/uploads/2015/06/card-fraud-and-onsite-card-checking-survey-report.pdf
https://medium.com/origintrail/british-standards-institution-releases-white-paper-on-use-of-origintrail-decentralised-network-b8c32937ea39
https://medium.com/origintrail/british-standards-institution-releases-white-paper-on-use-of-origintrail-decentralised-network-b8c32937ea39
https://doi.org/10.1016/j.autcon.2020.103276


Conceptual Model Utilizing Blockchain to Automate Project … 165

121. CB_Insights (2021) Banking is only the beginning: 58 big industries blockchain could
transform. https://www.cbinsights.com/research/industries-disrupted-blockchain/. Accessed
4 May 2021

122. https://yos.io/2019/12/08/decentralized-finance-explained/
123. On or Off the Blockchain? Insights on Off-Chaining Computation and Data
124. Ter Heide, Dominiek (2018). Understanding Decentralized Exchanges. https://hackernoon.

com/understanding-decentralized-exchanges-51b70ed3fe67 Retrieved 12 April 2019

https://www.cbinsights.com/research/industries-disrupted-blockchain/
https://yos.io/2019/12/08/decentralized-finance-explained/
https://hackernoon.com/understanding-decentralized-exchanges-51b70ed3fe67
https://hackernoon.com/understanding-decentralized-exchanges-51b70ed3fe67


Smart Contracts and Payment in the UK
Construction: The Legal Framework

David S. Christie and Joseph Mante

Abstract This chapter critically evaluates the way in which the existing United
Kingdom (UK) construction payment regime will function with—and assist—
payment mechanisms which utilise smart contracts. Blockchain is one of several
new developments in the increasingly technologically developing UK construction
industry. Whilst the law translates real-world actions into legal obligations to pay
and then assists in turning those obligations into payment, the blockchain with smart
contract mechanisms will automate that process, providing security and removing
any intermediationwhich could stop or slow the process down illegitimately. Coupled
with the use of smart contracts, therefore, blockchain technology has the potential
to facilitate a solution to the payment and cash flow issues in the UK construc-
tion industry. To achieve the added functionality described and thereby make it a
useful tool for payment in construction, however, these developments would need to
coexist with the existing legal framework. There are important points in the detail that
should be more fully understood by users of the blockchain/smart contract systems,
and which are explored in this chapter.

Keywords Blockchain · Smart contracts · Payment · Law · Housing Grants
Construction and Regeneration Act 1996 · Legal frameworks · Oracle problem

1 Introduction

For lawyers, blockchain technology represents an opportunity—but it remains some-
what unknown (see e.g., Low and Mik [11]). For the construction industry, the prac-
tice of combining human ingenuity and technology has a long history. The desire to
achieve efficiency in the industry has led to a call to embrace recent and emerging
technological developments. Blockchain is the latest of these. The UKGovernment’s
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recent guidance on sourcing and contracting public works, projects and programme
(the Construction Playbook) published in December 2020 has a whole chapter
addressing modern methods of construction. A recent report by McKinsey and Co
identifies several areas of construction technology ripe for growth in the industry [14].
These include BIM and Electronic management, robotics and technology infrastruc-
ture (such as wireless connectivity, construction drones, electric vehicle docking
areas, etc.). These opportunities provide ways to gather, assess and present the infor-
mation at the core of construction management. Nevertheless, longstanding issues
remain; in particular, the problem of cash flow.

The problem of facilitating cash flow has been in the industry for decades and
it is rightly the focus of work done by the Construction Blockchain Consortium to
see how technology can facilitate it [3]. The interaction of that technology with the
legislative solution is identified within the CBC white paper on construction cash
flow. The white paper concludes at para 4.4.1 on this point that:

Strict application of legal concepts will prevent, or at least reduce, improper implementation
and inadequate execution of those concepts and process failures, e.g., failure to issue pay
less notices on time will prevent inappropriate withholding or deduction at the time payment
is due.

It is therefore helpful to explore how the regime imposed by law will interact with
a smart contract that facilitates payment. Whilst ‘strict application’ is required, this
does not necessarily mean that the system is rigid. A more general observation of the
white paper is that it takes a very cautious approach to what could be achieved by
deploying blockchain technology with a smart contract to aid the payment process,
soon. This hesitation can be gleaned from the description of what is possible in
the short term—automation of interparty payments, acceleration of payment and
automation of the accounting process—and what is not. There is a sense in which
this perspective of the white paper is connected to the very definition of ‘smart
contracts’ adopted ([3], p. 17).

In this chapter, we take the view that both at this nascent stage of development
or in future, the ‘smart contract’ will likely have legal implications for the parties
involved in construction transactions and therefore should be conceptualised as such.
Conceiving the ‘smart contract’ as more than just an ‘application’ (see [3], p. 17),
will allow for a discussion of content and how that is ‘translated’ into computer codes
for the purposes of the operation of the smart contract.

There is scope for scepticism about the application of legal rules and indeed much
of the discussion of smart contracts has, rightfully, focussed on the revolutionary
possibilities of the decentralised nature of the information held. However, there is a
key distinction relevant to construction where—if the smart contract (or system of
smart contracts) operates as it should—then there is amark and impact on the physical
world. No matter how distributed and decentralised the activity on the blockchain is,
the outcome will end up in one actual place where the construction has happened.
The legal framework therefore provides some certainty to the sort of questions that
lawyers will set out to their clients to quantify and manage risk.
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One of the challenges of implementation in smart contracts is the so-called ‘oracle
problem’ where the quality of the inputs into the blockchain from the outside world
drive the acceptability of the outputs generated through the smart contract process
([11], p. 26), “garbage in/garbage out” being the axiom (see e.g., the discussion with
industry in Mason ([13] p. 16). That is also significant in terms of the process of
changing work done into an obligation to pay, and then into actual payment. The UK
payment legislation discussed below can help in understanding that process.

2 Methodology

Using payment legislation, relevant case law and academic literature, a legal doctrinal
research approach is used to critically examine the extent to which the combination
of smart contract and blockchain technologies on one hand and the existing statutory
payment system in the UK construction industry on the other can facilitate and
indeed address some of the bottlenecks around that process. The basic tenets of
this methodology have been described in detail elsewhere [12]. Also identified are
ways in which the legal framework is relevant to the payment issues in construction
contracts—both in terms of how it might create obligatory force and in terms of the
sort of issues that might need to be determined in setting up the contract.

The chapter begins by identifying the emerging legal context of smart contracts
and related issues. From this legal perspective, discussions around the introduction
of new technologies such as smart contracts will involve what they are, the extent to
which such technologies will comply, or indeed conform to, the existing legal frame-
work or operate around it. Then there is the question of how the use of the technology
will interact with various aspects of the law. The origins and the importance of the
underlying policy surrounding the legal framework for payment in the UK are iden-
tified. The relevance of this approach is to underscore the need to maintain the logic
underpinning the legal policy even when the ‘form’ of the payment arrangement is
facilitated by technology. Finally, the chapter attempts to examine how the current
legal framework would apply to the processes and operation of a smart contract for
payment in a construction contract (as at the time of writing in 2021). This will focus
on how the framework would apply to smart contract payment mechanisms for work
done and highlight possible issues which the use of the technology might give rise
to.

3 Legal Framework and Issues

The combined features of the blockchain and smart contracts (with the ability to
self-execute agreements when certain agreed conditions aremet [4]) havemade these
technologies potentially effective substitutes for interventions by human experts. The
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idea of the smart contract is viewed differently by different people. Three dominant
views are gleanable from the literature.

Thefirst set of definitions conceptualise smart contracts by their formand function.
An example of this category of definitions is seen on page 17 of the CBCWhitepaper.
Citing the Ethereum Foundation [5]. The report describes smart contracts as ‘appli-
cations that run exactly as programmed without any possibility of downtime, censor-
ship, fraud or third-party interference’. Missing from this definition is any reference
to a contract. This definition, like others in the same category, emphasises the form
of the concept (computer programme, application, computer code, etc.), the absence
of human intervention and the self-executing elements of smart contracts. The input
is often viewed as a set of instructions, and conditions; not necessarily as something
legal.

The second set of definitions leaves readers with no doubt that the smart contract
is a legal instrument. The English Law Commission’s perspective falls under this
category. It defines smart contract as ‘a legally binding contract inwhich someor all of
the contractual obligations are recorded in or performed automatically by a computer
programme deployed on a distributed ledger’ [10]. This definition, like many others,
highlights the legally bindingnature of smart contracts and the contractual obligations
they embody [17].

There are other definitions that straddle the two categories of definitions described
above. Temte [18] defines smart contracts as “a set of promises, specified in digital
form, including protocols within which the parties perform on these promises.” Ng
defines smart contracts as self-executing contracts the terms of which are directly
written into a line of code [15].1

The last set of definitions highlights the nature, creation (reducing the terms into a
computer code) and the execution of the contract [19]. Ng’s definition notes that once
terms are incorporated into lines of code, the terms of the contract are automatically
executed by computer transaction protocols based on conditions agreed by consensus
and incorporated into the computer programme. These are referred to as “oracles,”
mutually agreed real-time data providers used to confirm triggering events [2].2

There is a need for agreement on what these oracles will be since one of the key
parts ensuring the smart contract’s credible operation is an agreement (a contract)
between those who are using it. It is the mutual agreement that gives force to the
oracle—taking the ‘real world’ information ‘into’ the smart contract operation.

The implication of the above views on the smart contract is significant. Those of
the view that smart contracts are not necessarily equivalent to legal contracts tend
to play down discussions about the validity or otherwise of smart contracts within
the context of the legal system. That way, the argument as to the legal status of the
contracts is reduced to general compliancewith thewider legal framework and not the

1 Tsui S. Ng, ‘Blockchain and Beyond: Smart Contracts,’ Bus. L. Today (September 2017) (Am.
Bar Assoc.)). This definition was endorsed in the American case Rensel v. Centra Tech Inc., 17–
24,500-CIV, 2018 WL 4,410,110, at 10 (S. D. Fla. June 14, 2018). See also Kevin Werbach &
Nicolas Cornell, Contracts Ex Machina, 67 Duke L. J. 313, 319 (2017).
2 ‘A Primer on Smart Contracts,’ U.S. Commodity Futures Trading Commission, Lab CFTC, Nov.
27, 2018, available at cftc.gov/PressRoom/PressReleases/7847-18.
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legal status of the terms themselves. In this chapter, it is argued that given the role that
smart contracts may play in the short and medium term in the construction industry,
it is vital that they are conceptualised from the onset as legal agreements to allow for
a thorough examination of their legal status. This will also encourage conversation
around how legal language in the form of a contract in a natural language may be
translated into a computer code language.

If the ‘smart contracts’ are legal agreements in substance, then there are a number
of questions that need to be addressed. Some of these are highlighted in Table 1,
along with some observations which flow generally from the literature.

For the construction lawyer, the issues in the table will not be the only legal issues
that need attention. For those engaged in the actual design and construction work,
the key question is: ‘when will I get paid?’

4 Cash Flow Is the Lifeblood of the Industry

The background to the current UK legal position in terms of construction cash flow
is well known and the importance is acknowledged in exercises such as the CBC
white paper. It is not proposed to reiterate that here beyond setting out the necessary
information for what follows: the origin and reasons for the legal framework for
construction payment in the UK are important in understanding how it might operate
on or alongside a smart contract.

The need for reform to promote cash flowwas recognised by Sir Michael Latham
[9] and others who produced several reports on the state of the UK construction
industry in the early to mid-1990s. These reports were produced as joint efforts of
the industry and government. At the core of the problems underlying, the industry
was said to be an adversarial culture. This exacerbated structural problems where
lack of cash flowwas a major issue in the industry (although that diagnosis goes back
decadeswith the phrase ‘cashflow is the lifeblood of the industry’ being immortalised
in construction law by Lord Denning in the early 1970s.3)

The recommendations in the reports became the basis of a legislative response
culminating in the passing of theHousingGrants, Construction andRegenerationAct
1996, later amended by theLocalDemocracy, EconomicDevelopment andConstruc-
tion Act 2009. Part II of the 1996 Act (as amended) responded directly to the two key
challenges facing the industry, namely costly dispute resolution and cashflow prob-
lems. The first saw the emergence of the process of construction adjudication, which
has now become the primary means of speedy resolution of construction disputes
in the UK. The second set of rules established a statutory payment system. This
essentially set the standard for payment for construction works falling under the Act
and also provides default rules—the Scheme for Construction Contracts4—which

3 Gilbert-Ash (Northern) Ltd v Modern Engineering (Bristol) Ltd (1973) 71 L. G. R. 162, 167.
4 The Scheme for Construction Contracts (England and Wales) Regulations 1998/649 (there is an
equivalent set for Scotland).
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Table 1 Summary of issues from interaction of contract law with smart contracts

Stage of
contracting
process

Questions Problems Challenges Examples of
solutions

Agreement
of contract

• When is the smart
contract agreed?

• How does it
interact with the
broader concept of
agreement in law?

• How is
consideration
(where relevant)
conceptualised?

• What type of
contract are they?
For example are
they unilateral?

• Is acceptance by
perfor-
mance/conduct
only?

• There are
traditionally
considered to be
essentials of a
contract,
offer/acceptance,
and relevant
intention to
create a legal
relationship.
These might not
exist in the smart
contract.

• There needs to be
parties to the
contract who
have legal
capacity to enter
into a contract.

• There are issues
with anonymity
of parties in the
blockchain and a
full
understanding of
the subject matter
of the contract
will need to be
conveyed

• There are
existing rules for
the giving of
legal personality
to incorporeal
entities, such as
the creation of
limited
companies.
Alternatively,
certain
individuals need
to be given
delegated
authority

Form of
contract

• Is the smart
contract distinct
from the traditional
written contract, or
part of it?

• How are implied
terms of
performance
incorporated?

• What provisions
and protocols
govern the use of
the smart contract?

• The Law
Commission of
England and
Wales envisages
that smart
contracts may
take on at least
three different
forms—it may be
a normal contract
in a written
human language
with automated
performance; it
may be a hybrid
or a
fully/completely
coded contract.
The emphasis on
payment is an
example of an
instance where
only an element
of the contract
may be coded

• Smart contracts
are seen as
automated and
self-executing
therefore distinct
from the parties’
agreement. That
means that there
is no questioning
of the contents or
context

• It is important to
be clear on the
distinction
between the
traditional
contract and the
smart contract
and the means of
interactions
between them.
There is no
reason to
consider them
separately
however, they
should be seen as
part of the same
‘contract’—with
the smart
contract being
the more
prescriptively
operation part

(continued)
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Table 1 (continued)

Stage of
contracting
process

Questions Problems Challenges Examples of
solutions

Operation of
contracts

• What values apply
to the interpretation
of the underlying
code of a smart
contract?

• How are errors
dealt with?

• What happens if
the smart contract
facilitates a breach
of contract?

• How are security
breaches
occasioned by third
parties addressed?

• How are variations
to be handled?

• The automation
of the contract
should in theory
prevent breaches
but that is only as
good as the
performance
specifications put
in the contract
and the nature of
the real-world
inputs made

• The ‘oracle
problem’ is an
issue: ‘garbage
in/garbage out’ as
discussed
elsewhere in the
paper

• The transparency
of the blockchain
as a means of
storing
information is
helpful but it can
mean that it
requires technical
specialism to
work out from
where a problem
has arisen

• This clearly
points to the need
for pre-planning
and certainty at
the outset

• Mechanisms
should be put in
place to deal
with change and
to change the
operation of the
smart contract

• Dispute and
conflict
resolution
mechanisms are
important but
need to be
something which
the parties accept

Termination
of contract

• How is a smart
contract brought to
an end?

• What are the
consequences of
this and how are
they quantified?

• An end date
ought to be easy
enough to code
into a smart
contract.
However, if there
is an unexpected
ending to a
project as a result
of changing
circumstances
this can be
difficult to
unwind. In
particular, even if
provision is made
for unwinding, it
may not always
be done in a way
which satisfies
the parties at the
time

• The automation
of the smart
contract means
that issues can
arise without
necessarily being
highlighted to the
users (an
inversion of the
traditional
‘transparency’
feature of the
blockchain). This
can make
unwinding errors
difficult

• Kill mechanisms
need to be
considered
carefully—the
interaction of
their use with
rules around
repudiatory
breach should be
done with care

Planning needs to
be undertaken to
anticipate these
issues

(continued)
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Table 1 (continued)

Stage of
contracting
process

Questions Problems Challenges Examples of
solutions

Enforcement
of
obligations

• How are smart
contracts enforced?

• What rules of
private
international law
apply?

• The decentralised
nature of the
blockchain may
mean that there
are issues with
the identification
of parties and
assets which
presents a
challenge to the
ultimate
enforcement of
these obligations

• The credibility of
the process is
important in
achieving
engagement with
by both parties.
That should
include
safeguards in
terms of
enforcement—
such as access to
insurance or other
‘real world’
protections

• Alternative
means of
assurance to
traditional
mechanisms for
payment might
be required

• Alternatively,
parties may
assume the risk
in return for
other benefits of
the blockchain

• As noted above,
the dispute
resolution
process should
be clear and
accepted

apply in situations where the parties fail to agree on a payment arrangement that is
compliantwith theAct. TheAct sets the scope of its application bydefining ‘construc-
tion contracts’ and ‘construction operations’ and specifically excludes certain types
of contracts from its purview (Sections. 104–106).

On payment, the Act establishes entitlement to instalment, stage, or other periodic
payments for works that take over 45 days (Section 109). The literature tends to
emphasise instalment payments specifically, but it is clear from the language of the
Act, as applied, that the law envisages a flexible system where parties can agree
different periodic payment arrangements.

Section 109(2) provides that the parties are free to agree: (i) the amounts of the
payments; (ii) the intervals at which they become due and (iii) the circumstances in
which they become due. The start of the payment period is marked by an established
‘due date.’ This sets a baseline of 5 days for the provision of a notice by the payer
of what is considered due. If the payer fails to do so, then there is a provision that
an earlier application for payment by the payee can stand in its stead. There is then
an obligation on the payee to pay the sum in the payment notice by the final date for
payment (contractually agreed) unless they serve a further notice within a time from
that final date.

The parties can—by agreement—make provision for the detail within this mech-
anism, but it must be an ‘adequate mechanism’.5 The Act provides for a further
consequence of non-payment, which is allowing for the suspension of works by the

5 S110(1).
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contractor if they are not paid. The Act also provides that if the relevant notices are
not served then payment of the amounts set out in the notices should be made.6 This
means that if a payer does not engage in the process, they suffer the consequence
of having to pay a sum claimed, even if it is not an accurate reflection of the work
done (and then having to undertake further proceedings to correct any inaccuracies,
without the benefit of holding onto the cash).

The operation of these provisions is to highlight issues quickly and then allow for
their resolution—potentially by construction adjudication if not capable of amicable
negotiation. The notices serve in a way as ‘oracles’ into the parties’ decision-making
processes: setting out and explaining the inputs for decision making. The process
has fall-back options if a party does not comply: it continues without their input.

The processes imposed by the 1996 Act are generally considered to have been
successful and this can be seen from the fact that:

(i) they have remained in place for over twenty years;
(ii) the key concepts underpinning the process have remained largely unchanged

in spite of the opportunity for reform in 2009;
(iii) the solution adopted in the 1996 Act has been the foundation for reforms that

are at least similar in structure in other jurisdictions.7

On the basis of the above, it can be said that these rules are accepted by the
industry and treated seriously. However, some of the challenges the payment system
was created to address still remain.

In terms of the interaction of this framework with smart contracts, the first point of
significance to note is that this solution is not prescriptive. It would have been possible
for the Act to mandate specific processes or outcomes (such as is seen in the building
regulations) or to prescribe more flexible duties on the parties—but in further detail
(as in the Construction, Design and Management regulations 2015).8 However, for
payment, the solution is not a wholly regulatory one. Rather than prescribe specific
processes, the Act preserves some freedom of contract for the parties and allows
them to decide how to implement the requirements. In introducing the Bill which
became the Act, the Minister speaking explained the aims as follows:

There is a multiplicity of possible payment arrangements for construction contracts. It is not
for Government to decide that one is better than another ….

However, Parliament can legislate to ensure that contracts are clear about what payments
become due and when. We can ensure that information about payment is available to the
payee. We can agree arrangements which expose unreasonable grounds for withholding

6 S110B and the subject of a number of cases on the ‘smash and grab’ adjudications which arise as
a result.
7 The operation of these different systems is set out well in Pickavance [16], part II (albeit it needs
an update).
8 The distinction was discussed, albeit in a different context by Judith Hackitt in her review of the
Building Regulations following the Grenfell Tower fire [8] pp 6–8).
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payment and which can be challenged before an adjudicator. That is the basis of what we
propose.9

The legislative regime is flexible in allowing parties to work out the detail of what
they proposewithin constraints and in allowing the approach to evolve as the industry
and technology evolve. The framework is therefore potentially operable with a smart
contract mechanism. As noted above, the CBC considers compliance with the legal
framework will be beneficial.

The operationalisation of that aim is worth considering both in terms of under-
standing these benefits and—through that understanding—gaining insights into how
the smart contract may be operated within the legal framework.

5 Does the 1996 Act Apply to Smart Contracts
in Construction?

Even while maintaining contractual agreements, there is scope for parties to agree to
be bound by the law of any jurisdiction—and to cherry-pick particular legal rules for
particular contractual issues. Indeed, since smart contracts can provide significant
gains in contract management and efficiency, they may even facilitate this sort of
segmentation (different rules for different parts of an arrangement) in the future. In
theory, therefore, what is to prevent parties from simply disapplying of the Act by
agreeing that their contract and smart contract will be governed by the law of another
jurisdiction?

In answering this question, the starting point is whether (or inwhat circumstances)
the 1996 Act is at all relevant for governing smart contracts (as envisaged here). The
legal answer is clear. It is the parties cannot decide that the Act does not apply by
agreeing that a contract should be bound by the laws of a different legal system.
In Motacus Constructions Ltd v Paolo Castelli SpA,10 there was an argument about
whether the Act applied to a contract for construction works in England, but under a
contract that was said to be governed by the law of France. In reaching their decision,
the court was keen to ensure that the policy of ensuring a quick adjudication decision
and the ensuing cash flow could not be thwarted by a party simply agreeing to
contract under the law of a different jurisdiction. It is suggested that the reasoning on
that point would apply equally to the payment provisions (although there are some
interesting questions around how valuation might work in different jurisdictions).
The courts held that the Act governed ‘construction operations’ in the UK. They
noted that the legislation is itself clear that the scope of the Act is over all works in
the UK—not just those which have an agreement to be governed by the law of one
of the UK jurisdictions (see Section 107(4) of the Act). Rather than looking at the
abstract agreement of the parties as to the ‘location’ of the contract, the court looked

9 Housing Grants, Construction and Regeneration Bill [Lords] HC Deb 07 May 1996 vol 277
cc45-122 at col. 53.
10 [2021] EWHC 356 (TCC) (22 February 2021).
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at where the work was actually being done. That real-world impact was in the UK
and so it was the UK framework that applied.

This demonstrates the point made above; at the point of delivery, a construction
project needs to be about the creation of a physical thing and that will be in a physical
place. The process of creation will also have to happen in that place for at least some
of that period (albeit modular construction techniques may decrease the length of
time in which that is to happen). Without getting too metaphysical and conceptual
on the way in which laws apply, the country or region which governs the site where
the project is being built will have an interest in it. The general laws of that state will
apply to that building and the people who are working there. The question is how
the particular features of the more complex regime of the 1996 Act will apply as it
sits—consciously—on the border between regulation and freedom of contract.

The Act defines when these features will apply. Not all activity carried out by a
smart contract will necessarily be caught, but some will. Payment for design work
(which falls within the definition of ‘construction operations’ in the Act) can happen
without being in any particular ‘place’ and so poses a particular test for the appli-
cation of the Act. For payment, there is a significant issue that payment or value
can be automatically transferred anywhere (or indeed to some sort of conception of
‘nowhere’) andmore generally, the generation of intellectual property, such as design
can occur virtually anywhere (although then the question becomes one of how it is
protected—an issue for others to consider).

5.1 Court’s Approach

The courts in the UK11 way, justified have tended to approach the assessment of
when the Act applies in an expansive way ,justified by reference to the clear policy
aims of the 1996 Act. The technical term for this is to take a ‘purposive’ approach12

to interpretation: that is to read the language of the legislation in the context of what
purpose the legislation is trying to achieve. So, for example, The House of Lords13

Judicial Committee criticized ‘over literal’14 attempts to interpret the legislation in
Melville Dundas v Wimpey Homes—and said that the Act ‘was intended to have
practical application to a wide variety of contractual relationships.’15

In the case of the 1996 Act, that clarity of purpose has translated into a clear idea
of how the legislation should operate. Going back to the initial cases on the Act, the
courts have been less concerned about the formal detail of the way the process works,

11 That is, of the three jurisdictions: Scotland, Northern Ireland and England andWales which make
it up.
12 see e.g., S&T v Grove Developments Ltd 2018 EWCA 2448 at para 108 per Jackson LJ.
13 then the UK’s highest court.
14 Melville Dundas Limited (in receivership) and others (Respondents) v. George Wimpey UK
Limited and others (Appellants) (Scotland) 2007 UKHL 18 Para 9.
15 Ibid.
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in favour of what is referred to as ‘rough justice’16 and a spirit that the ethos of the
Act is to get parties to ‘pay now, argue later’.17 The need for cash flow is paramount.
While many of the discussions have focused specifically on the adjudication process
(the ‘argue later’ part of the equation); the ‘pay now’ part is integral to the conception
of the law. This means that even novel approaches such as those facilitated by smart
contracts are likely to be approached in the same way—where they can be said to
fall under the Act.

5.2 Definition of Construction Contract

The Act applies to ‘construction contracts’. These are widely defined (with some
exceptions) to mean contracts for the ‘carrying out of construction operations’18 or
arranging for others to do those. As noted above, these operations must happen in
the UK.

This clearly locates the subject matter of the contract in the physical realm—and
therefore subject to the law. However, the Act also makes clear that more intellectual
work such as design, surveying and advice on building, engineering or decoration are
also ‘construction contracts’, where this is in ‘relation to’ construction operations.19

This then means that even activities on the intellectual plane are caught where
they ‘relate to’ physical works. In terms of what the ‘relationship’ must be, there
does not appear to be any specific case law on this provision. However, it has been
said (in a more general way than construction specific) that

the words ‘in relation to’ invariably are words of connection. But there can, in my opinion,
be no set meaning as to the ambit and reach of that phrase. It will depend on the particular
context, be it statutory or contractual, in which those words appear. As always, context is
all20

Applying this to the 1996 Act and the wider interpretation given by the courts to
its application, it is difficult to identify design work that would be sufficiently closely
linked to a particular construction project such that payment might be made but not
somehow ‘relate to’ it. Therefore, it should be considered that design work for at
least an identifiable construction project would likely be considered to ‘relate to’ it
and to fall within the Act.

16 See, for example, Pentland Investments Ltd v Aitken Turnbull Architects Ltd 2018 SLT (Sh Ct)
284 at para. 36 (although the origins of the phrase in the context of adjudication go back to Lord
Howie in the debates on the then Bill in Parliament, and beyond).
17 Commonly referred to in case law, the phrase appears to have been coined by Robert Fenwick
Elliott see Fenwick Elliot [6].
18 S105 of the 1996 Act.
19 S104(2).
20 Re National Crime Agency [2020] EWHC 268 (Admin) at para 50.
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6 Applying the Act to Smart Contracts

If the Act applies, then the way in which a smart contract might operate along with
it are discussed as follows.

6.1 Instalment Payments?

The Act prescribes payment in stages where work is done over a period of more than
45 days.21

This is a sensible approach to take and ensures cashflow. In termsof the intellectual
work being done in contract management and the contractual arrangements, there
may be some scope for doubt about the extent of work being done by particular smart
contracts if that has led to segmentation of tasks into smaller components. It may be
that this provision does not apply and this might cause a potential problem. However,
the courts are likely to look at the arrangement as a whole to see what is being done
and achieved. It would be analogous to the existing approach taken for framework
agreements. In that case, each ‘call off’ is treated as a separate contract. It might be
that a similar approach is taken for the sort of use of smart contracts envisaged—each
segment of work is treated differently. That might mean that even if the Act applies—
there is no right to installment payments. That gives rise to three observations.

1. If payment is made automatically for each ‘micro task’ then there is no need for
installments.

2. Payment not being made for each microtask might give rise to the courts inter-
preting a broader set of micro-arrangements as one ‘contract’. Again, the fixed
physical location of the works can anchor the otherwise distributed work and
smart contractual arrangements

3. More philosophically, the policy goal of payment by instalments is enshrined in
legislation. The lesson of this is the ‘good’ that this approach has. One reason
to have the lower time limit is/was to avoid the administrative difficulty of
processing multiple payments. Smart contracts allow for that more detailed,
granular approach.

6.2 Payment Cycle

Even if there is no right to installment payments, the Act still makes provisions for
a payment process.22

21 S109(1).
22 Sections 109 to 114.
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There are three key parts to this. There is the need, firstly, for a process that is
intelligible (an ‘adequate mechanism’ in the legislation23); secondly, there is detail
on how the information is to be presented and thirdly, that there are remedies if the
process is not followed.

6.2.1 Adequate Mechanism

The Act provides for an adequate mechanism for payment to be agreed upon by the
parties.24 The precise latitude given for this mechanism is unclear. If the model in
the Scheme is taken as indicative,25 then significant detail is required. However, the
courts have been seemingly happy to leave this to the parties. To some extent, this
is in line with the general freedom of contract approach facilitated by the Act. The
principal guidance can be seen in the case of Bennett (Construction) Limited v CIMC
MBS Limited (formerly Verbus Systems Ltd)26 which said:

As previously noted, in relation to payment provisions, the purpose of the Act was to provide
for certain minimum, mandatory standards so as to achieve certainty and regular cash flow.
Save in perhaps exceptional circumstances, it was not designed to delete a workable payment
regime which the parties had agreed and replace it with an entirely different payment regime
based on a radically changed set of parameters. It seems to me that that could only happen
where the regime which had been agreed was so deficient that wholesale replacement was
the only viable option. That is plainly not this case.

So, it appears that ‘adequate’ is broadly synonymous with ‘workable’ in this
situation. It had been made clear in Maxi Construction v Morton Rolls that the
mechanism had to both specify what was due, and when it was due.27

The main challenge for smart contracts, therefore, is having a sufficiently certain
and clear process that can be explained to a judge or other decision-maker satisfacto-
rily. Beyond that, there is significant latitude. More broadly, the process is important
as a means of ensuring transparency and mandating communication on this point.
This is done through the notice provisions.

6.2.2 Notice Provisions

The sequence of notices is set out above. The requirements for the notices are that
those who are seeking payment need to set out:

1. The sum due and
2. The basis on which that sum is calculated.28

23 S110(1).
24 Ibid.
25 See n. 4 above.
26 2019 EWCA Civ 1515.
27 [2001] ScotCS 199, discussed in paras. 20–30.
28 S110A (2).
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If a lesser sum is to be paid, the notice must provide information as to the grounds
on which that deduction is based, and the basis for calculation.

These provisions are important as they indicate the nature of the notices as being
somewhat analogous to the ‘oracles’ in a smart contract: they take the situation on
site and turn it into a legal obligation to pay. In this context, it is notable that the judge
who gave the lead judgement in S&T v Grove compared one of the key sections on
this point to a ‘philosopher’s stone’ (albeit unfavourably)29—the echoes of the oracle
problem arewithin that framing—what is the alchemywhich leads from construction
operations to payment?

In terms of translating those requirements into action, there are various legal
issues. These include understanding what constitutes a notice (what form does it
take, whether and how documents can be incorporated into it and so on) and about
how clear it should be. The bottom line comes from the Court of Appeal decision in
S&T v Grove. In that case, an earlier decision of the UK House of Lords about the
interpretation of documents30 was applied and the key question was said to be ‘how
a reasonable recipient would have understood the notice.’31

These provisions, therefore, operate in the following way:
Firstly, they show the need for clarity. It is necessary to assess understanding on

an objective basis, rather than making assumptions about what parties understand.
Some degree of empathy is needed. This helps with building trust. It builds on
the opportunity of the blockchain in building trust between parties: fostering the
transparency which is critical to it.

That need for objective clarity also helps with assuring the credibility of the
process—and of the relationship. This can be seen in the following example: one
of the opportunities of blockchain technology is that participants can potentially
remain anonymous, or at least have their identities shielded behind another entity.
This could limit the confidence that others might have in contracting with that party.
However, in many cases, the confidence which is needed to contract is not over the
identity of the other as such, but confidence that they will do what they should.
This transparency over payment is a good way of building this trust. To a significant
extent, it does not matter who is carrying out an obligation; as long as they are. Thus,
the payment mechanism provides a useful means of demonstrating how some of the
flexibility of blockchains and smart contracts can be enhanced.

6.2.3 Remedies

Rights under the payment provisions of the Act would, of course, have less benefit
if they could not be enforced. The concerns about moving the legal framework away
from the UK, and of anonymity, or small work package sizes will tend to be judged in

29 S&T v Grove Developments Ltd 2018 EWCA 2448 at Para 92.
30 Mannai Investment Co Ltd v Eagle Star Life Assurance Co Ltd [1997] AC 749 (in particular 768
A–D).
31 S&T v Grove Developments Ltd 2018 EWCA at para 50.
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the context of both parties needing to be reasonably confident that they will achieve
what they want from the contract. One outcome might be the provision of some form
of assurance, such as payment deposits or bonds, or so on (see Bailey [1]). These all
have a cost.

The Act provides two routes that assist in addressing this challenge by providing
some level of assurance as a baseline, which acts to enforce the obligation to pay
which arises as set out above.

These routes are:

(i) A fast-track dispute resolution process, construction adjudication. A detailed
examination of this point is beyond the scope of this chapter. It suffices to state
that this engagement with a third party to verify the information is a useful
step in meeting the oracle problem and that the blockchain more generally
may provide useful opportunities in developing and supporting construction
dispute resolution. As with the payment provisions discussed, the adjudication
process has a degree of flexibility built in and so could be adapted to deal with
disputes arising from smart contract operation.

(ii) The second remedy is the right to suspend works where a party is not paid,
under s112 of the Act. This is essentially, a self-help remedy. Combined with
the right to instalment payments it provides a real-world, factual remedy if
there is non-payment. This right is enshrined in the 1996 Act (and it might be
that similar rights exist in Scots law, as a matter of course).32

The right to suspend works—with consequences for not doing so and rights to
claim the costs of this is often overlooked and subject to relatively little discussion
in the case law.33 That might be because the other remedies for enforcing payment
operate effectively within the current regime. However, this may be an important tool
to complement smart contracts as it has a real-world consequence to non-payment,
whether that is a party ‘downing tools’ on-site—or simplywithdrawing their intellec-
tual engagement. Itmay prove difficult—onoccasion—to enforce some rights against
parties sitting on a blockchain: but the self-help realworld remedyof suspension takes
some of the power away from them. If that were combined with an effective form of
adjudication, there would be teeth to the ability to recover payment.

This remedy also alignswith the likely incentives for the delivery of a construction
project. The paying party is most likely to be the one who wishes to avoid their
obligation (that is, to pay)—but they are also the party who has the greatest interest
in the real-world outcome of the successful delivery of the project. Suspension can
prevent that outcome—and so encourages payment to facilitate it.

The provision of these remedies—and the mechanisms to reach these remedies—
provides parties with an incentive to comply. It shifts the balance of power somewhat
by making it easier to enforce and to do so in the real world where the enforcement

32 Scottish Law Commission (2018) Report on Review of Contract Law: Formation, Interpretation,
Remedies for Breach, and Penalty Clauses, Ch. 11.
33 COD Hyde Limited v Space Change Management Limited [2016] EWHC 820 (Ch) is a rare
example—and see discussion in paras. 43 to 51.
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has consequences. By way of example, it is entirely possible for the parties who
intend to use the blockchain and smart contract to facilitate payment to incorporate a
process that incentivises early or timely payment. This could be in the form of a built-
in discount system that rewards a conscientious payer and discourages any behaviour
that frustrates the smooth running of the automated payment system. In other words,
there could be further research into how smart contracts and blockchains could drive
an incentive system that promotes desired behaviour and entrenches trust. Another
example would be the use of the smart contract to adjust the payment process to
make timely payment a default position provided agreed criteria are met and against
which non-payment is to be justified rather than payment actively claimed.

7 Conclusion

The Act is likely to be applied to some construction operations facilitated by smart
contracts—if not all. That means that steps should be taken, when designing and
writing a smart contract, to ensure that there is payment by instalments, and that the
mechanism by which payment is made is clear, sufficient, and operational—within
the confines of adequacy under the Act—and that notifications are generated which
are intelligible and which provide for the level of detail needed by the Act.

Doing so is a formal requirement and a strength. The process reinforces the aims
of transparency and trust which are so important to the blockchain being taken
up as a useful tool. That is done because it focuses on construction operations—
actions in a physical, centralised place—and builds from there. By creating a mech-
anism that is intelligible to the parties involved, it allows for understanding and
transparency—assuring the credibility of the payment mechanism. By providing for
means of enforcement, which again operate in terms of a particular place, it means
that there is a reason to comply: which reinforces the whole edifice. The incentives
of the contract shift by requiring the parties to consider and justify their decisions.
That brings benefits to the whole project—and helps facilitate the use of the smart
contract.
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Private Distributed Ledger for Indoor
Scene Annotation

Vladeta Stojanovic, Matthias Trapp, Jan Klimke, Rico Richter,
and Jürgen Döllner

Abstract Visualization of annotation recording using a digital indoor model (e.g.,
point clouds, 3D models, 2D floorplans) allows stakeholders to see exactly how,
e.g., furniture items or machinery have been moved from one location in a build-
ing to another. The recording of such actions is vital for record keeping and future
decision-making within the realm of facility management (FM), and especially con-
cerning operations and maintenance (O&M) procedures. The use of a digital ledger
enables immutable recording of attributes associated with a given indoor represen-
tation, e.g., recording of stakeholder annotations onto a point cloud representation.
We present a conceptual approach based on blockchain technology (BT) for anno-
tation of indoor scenes, with a focus on point cloud representations of such scenes.
We present a case study describing the design and implementation of a private dis-
tributed ledger (PDL) as a service-oriented software (SOS) component—where any
user annotations are recorded and verified, for proof of immutability for enhancing
decision-making among FM stakeholders. We implement the visualization compo-
nent using a Web3D-based client-side viewer and interface. Our approach sets the
foundation for a development of a PDL-based system for indoor scene annotation,
with potential to be further integrated into digital twin (DT) platforms.
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1 Introduction

Digital representation of indoor environments plays a critical role in modern facility
management (FM), especially with adaptation of building information modeling
(BIM) practices [1]. Digital representations of indoor environment can make use of
existing 2D or 3D floorplans, BIM and CAD data, as well point clouds.

Point clouds allow the capture and representation of the current physical state
of the built environment, with enormous potential for further analysis and decision-
making [2]. Point clouds are also very useful for visualization and analysis applica-
tions within built environment and geospatial domains [3], being able to capture the
current physical state of an environment as a “digital snapshot”. Methods for indoor
capture rely on using either photogrammetry or light detection and ranging (LiDAR)
systems (e.g., terrestrial laser scanning (TLS)) as well modern commodity mobile
devices that include integrated LiDAR sensors. The captured point clouds include
the spatial representation in 3D space, along with color and/or intensity attributes.

Using such a representation of indoor environments, FMpersonnel is able to assess
the indoor environments current state, and make decisions concerning operation and
maintenance (O&M) procedures, e.g., the generation of inventory for items such
as a furniture or machinery, which can be detected in the point cloud using deep
learning [4].Being able to record any changes anduser annotations, using a physically
accurate representation of indoor environments provided by point clouds, allows
users to make decisions with enhanced spatial context for an for a particular point in
time. The use of annotation is an important tool for establishing an ontology for FM
decision-making concerning indoor environments, as it adds semantics to otherwise
possibly ambiguous point cloud representations of real-world environments [5]. Any
such annotation recording can then be stored as textual and/or numeric data that is
associated with a particular digital representation (in this case being point clouds).

This has additional important implications in various architecture, engineering,
construction, owner, and occupant (AECOO) domains for generation of immutable
digital documentation (e.g., tracking of construction site progress, recording of anno-
tations during renovations/retrofitting of buildings, etc.). This digital documentation
can then be used for further analysis, review of decisions or even as proof of con-
tractual obligations with third parties.

1.1 Motivation and Contributions

Annotation recording based on a digital representation and in an non-modifiable
manner requires the use of a specific data structure that ensure immutability between
current and previously recorded data segments. The use of a private distributed ledger
(PDL), basedonblockchain technology (BT) principals, allows for immutable record-
ing of such transaction data. The immutably recorded data can be based on, e.g.,
user annotations of common office furniture and areas using a point cloud (Fig. 1).
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Fig. 1 Example of annotations of an indoor point cloud using the prototypical implementation of
a PDL. In this case, a new proposed location for a sofa object is recorded, along with an annotation
of an arbitrary distance measurement. All of the blocks within the private ledger are immutably
recorded, based on the users interactions with the point cloud scene, and presented using a Web3D-
based software component

While such data could be stored and queried using a databasemanagement system
(DBMS), there is a need for a lightweight software component implementation,
especially for usewithin a service-oriented system (SOS). The use of SOSs allows for
decoupling of hardware requirements between the client and the server and enables
flexible computation and streaming of result to various client configurations [6].

While a common shortcoming with public blockchains is that they are expected
to be ever increasing in size, for private distributed ledgers, it may be the case that for
each new scenario, a new blockchain is generated and used—after which, e.g., it can
be securely archived and kept on the server for future reference. Another possibility
would be to use a “master PDL” for each stakeholder group, which would be updated
for every newO&Mscenario that is shared, annotated, and reviewed by stakeholders.

Such a SOS software component should not require the overhead of implementing
and maintaining a traditional database and should be suitable for securely recording
transactions between involved stakeholders, with validation of each new transaction
being accepted by a consensus of trusted stakeholders. This is also important for
integration with digital twin (DT) platforms, as such platforms attempt to combine
multiple data sources of the built environment in order to create a cyberphysical
counterpart and often require inputs and decision-making frommultiple stakeholders
as well [7].

We present a conceptual approach, system design, and prototypical implementa-
tion of a PDL. We present and discuss a case study where we implement and test
a prototypical PDL as a SOS component for recording of user annotations using
indoor point clouds. A Web3D-based client-side software component is used for
visualization of the point clouds and user-driven interaction, specifically for annota-
tion recording within an 3D scene via the client Web-browser (Fig. 2).
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Fig. 2 Example of user-based annotations of an indoor point cloud. These annotation operations
are recorded as blockchain data in the presented case study, using the prototypical PDL software
component

2 Related Work

2.1 Blockchain Technology for AECOO Applications

BT is based on a decentralized and distributed collection of ever-growing records,
where the validity of each new added record is computed using a specified consensus
algorithm, thus ensuring immutable digital record keeping. BT first appeared with
the introduction of Bitcoin [8], as has since been adapted in various domains, with
more recent adaptations focusing on use cases for smart cities [9], and the digital
built environment representations [10]. A blockchain data structure is an example of a
Merkle tree [11], allowing for immutable record keeping by using a hash verification
mechanism. The decoupling of BT from cryptocurrency, and its subsequent use for
various real-world applications, has led the development of Blockchain 2.0, and
related distributed ladger technologies (DLT) based on the key concepts of BT [12].

A distributed ledger is a system where each record in a digital ledger is kept
distributed and synchronized across all involved stakeholders, and any additions to
it require the computation of the validity of all previous records in order to ensure
immutability (e.g., that no previous records have been tampered with). This has
significant applications for AECOO and related domains, e.g., BIM-based and smart
building domains [10, 13, 14], digital twins (DTs) [15, 16], and smart cities [9,
17, 18]—since any changes made to, e.g., BIM or a point cloud representation, can
be recorded immutably and used as potential legal and contractual documentation.
Another comprehensive review of applications of DLTs for AECOO is provided by
[19].

As noted by Turk and Klinc, the most notable difference between document-
based and current BIM-based practices is that any legally binding documentation
was previously kept in physical form where it would pass through different level of
bureaucracy [20]. Research by Gunasekara et al. advocates the use of BT, DLT, and
smart contracts for replacing current procurement practices in FM, by providing a
conceptual framework that aims to digitize each of the main bottleneck processes in
the pre-tendering, tendering, and post-award phases [21].
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With the use of BIM practices, particularly with the use of the common data envi-
ronments (CDEs) concept, sharing of digital data used for all representational aspects
of a building poses particular challenges concerning its ownership [1]. Research by
Suliyanti and Sari presents a prototypical implementation of a BT-based multi-party
BIM-management platform, where the aim is to allow multiple parties to record
important transactions concerning the whole building lifecycle using a permissioned
blockchain [22]. The authors take note that a single “network admin” is still required
to oversee the maintenance and integrity of the blockchain through fully granted
access permissions using creating, reading, updating, and deleting (CRUD) opera-
tions on assets that represent the key phases of a buildings lifecycle.

While the use of DLTs based on BT are still new to the AECOO industry, their
use has already been researched for various BIM-related applications. Dounas and
Lombardi investigate the use and multi-level integration of BT with CAD and BIM
applications, particularly for tracking any changes and annotations to the BIMs, as
well as CAD models [23]. Lemeš and Lemeš discuss the potential use of BT for use
distributed CAD and BIM software environments [24]. Hargaden et al. discuss the
benefits and challenges of using BT for construction progress monitoring, and the
feasibility of integrating such systems with existing BIM practices [25].

DLTs based on BT can either be public consortium-based or private [26]. For
example, a private DLTs, referred to as a PDL in this research, are commonly found
in organizations where there is a high level of trust between all users. Thus, the PDL
can be used without needing to compute any proof-of-work results when adding new
records—but the validity of the records in the ledger is still ensured using the same
method as in public and consortium-based blockchains (e.g., the ledger is distributed
to trusted clients who form a consensus for any new data that is added). The use of
PDLs are therefore suitable for integration into BIM and DT platforms [12, 27].

2.2 Point Cloud-Based Annotation Recording

Point clouds can provide 3D and textured up-to-date physical representations of the
built environment up to high resolutions (millions of points per square meter), and
featuring intricate details [28]. According to Richter, point clouds can “represent
almost any type of physical object, site, landscape, geographic region, or infras-
tructure … at all scales and with any precision” [29]. The processes of capture,
post-processing, and semantic enrichment are all required before the point cloud
be analyzed and/or visualized [5]. The final output of a semantically-enriched or
processed point cloud can provide great benefit to AECOO practitioners and stake-
holders such as FM operators who want a deeper insight into the current state of the
built environment [30].

The use of point clouds representations of the built environment for annotation
recording is thus a natural extension of their use, as frequently captured point clouds
of of the same area can be compared for spatial deviations and changes over time
[31]. For indoor environments, point clouds provide a good source for generation of
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semantically-enriched representations, especially those used to represent complex
indoor spaces such a university campuses and offices [32]. Semantic enrichment
of point clouds using annotations added by users, or as results of various semantic
enrichment processes (e.g., semantic segmentation using deep learning approaches
[33]), can further engage stakeholders, especially using Web-based visualization
where multiple users are able to inspect the same point cloud scene [34].

While domain expertise is usually required for reviewing and decision-making
based on BIM [35], the use of point clouds provides a more intuitive way for inspect-
ing the physical representation of the as-is built environment. By capturing the phys-
ical state of objects such as furniture and equipment, including their spatial attributes
at the time of the scan, point clouds can capture physical features that are otherwise
often omitted or difficult to model using high-level geometric representations typi-
cally found in as-designed/as-built BIMs [36]. Any changes made by users reviewing
a point cloud can thus be based on the real-world representation rather than an as-
designed or as-built BIM.

3 Approach

The presented PDL software component is based onBT principals, except that it does
not use any proof-of-work mechanism. Rather, any changes such as spatial and/or
user annotations are recorded within an block with a unique hash code, and this
block is added by a trusted user upon theoretical agreement between all stakeholders
(e.g., a PDL “administrator” or multiple stakeholders with specific permissions). As
such, all of the stakeholders are able to inspect and view the current scene with the
annotations via the Web3D-based client-side user interface. This way, any changes
can be communicated by stakeholders and referenced as immutable documentation.

3.1 System Design and Implementation

The prototypical PDL is implemented within a service-oriented paradigm, with
decoupling between client and server processing tasks (Fig. 3). The blockchain com-
ponent of thePDL is implemented as a server-side software component usingNode.js,
and it is responsible for creating and maintaining the blockchain. The blockchain is
updated with specific attributes after the user records any changes or annotations
made to the point cloud (Sect. 3.3). Three different servers are also implemented,
one for sending data updates to the blockchain, one for updating the blockchain, and
one for updating the blockchain across all connected stakeholders.
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3.2 Servers Design and Implementation

The primary server dealing with updating the blockchain is implemented as an
express server,1 using the Sockets.io framework to enable bi-directional commu-
nication between the client and the server. The server is REST-based and utilizes
HTTP POST and GET commands in order to add new blocks to the blockchain, as
well as to send back the current contents of the blockchain. The secondary server is
a re-direction server, which is also an express server that runs simultaneously along-
side the main server, and passes the recorded annotations and scene changes from the
client-side as HTML 5 hidden attribute form data. This server redirects the HTML
5 hidden form-data attributes to the HTTP server port running on the main express
server, where a POST operation is triggered—thus creating a new block with the
parsed form attributes and broadcasting a message to all connected peers that a new
block has been added to the blockchain.

In order to allow more than one trusted stakeholder access to the blockchain,
and to implement a basic conflict resolution mechanism, a third peer-to-peer (P2P)
server architecture is implemented using WebSockets. The P2P server listens simul-
taneously at the same time as the HTPP server, except that instead of updating the
blockchain from input by the client-side interface, it checks which peers have con-
nected to the server and sends them a copy of the blockchain. The P2P server also
constantly checks that each of the connected peers has the most recent version of
the blockchain, and synchronizes it with the most recent version by updating the
blockchain with the latest transactions, or replaces the current blockchain of a peer
that is not up-to-date with the longest (and most recent) blockchain. The updating
frequency of the blockchain implemented by the P2P server can be set to check,
e.g., every couple of seconds, or can be triggered by a certain action, e.g., a specific
stakeholder adds an annotation to the active scene. Finally, the P2P server can also
add new blocks to the current blockchain by validating the hash of the last block in
the current chain with the hash of the latest block received from any of the connected
peers (Sect. 3.4). This way for every new block that is added by the user, the block
chain can be synchronized across all connected peers.

3.3 Block Structure

The blockchain records specific attributes of an indoor environment, using its point
cloud representation, at a particular point in time. These attributes provide an example
of attributes that could be important for forming O&M decisions (a comprehensive
list of attributes relative to FM is discussed by [37]). The block structure used to
store the transactions for the ledger is composed of the following data members:

• Index: The index of the current block in the chain.

1 Express: https://expressjs.com/.

https://expressjs.com/
 2015 57867 a 2015 57867 a
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• Previous Hash: The unique hash of the previous block.
• Timestamp: The timestamp of the current block.
• User ID: The ID or name of the current user making annotations to the scene.
• Scene Comments: User annotations of the current point cloud scene.
• Scene Objects: The current point cloud clusters in the scene.
• Selected Objects: The selected point cloud clusters.
• Selected Objects Position: The position of the selected point cloud clusters.
• Current Hash: The computed hash of the current block.

The blockchain is first formed using an initial block, called the genesis block,
which is set with default values. This genesis block is then used as the foundation
block for computing the subsequent hash values of the next blocks that are added
to the blockchain. The most notable data member of the block is the current hash,
which is computed using all of the current data members. This unique hash value is
computed as a 32 byte random character string using the SHA-256 pseudo-random
number generator (PRNG) [38], which is provided using the CryptoJS library.2

Once the new block has been added with all of the data members set, and with
a unique hash code based on the hash of the previous block, it is added to a global
block array that is initiated and used during the run-time of the application. For
the prototypical implementation, we used an in-memory approach for accessing and
updating the blockchain. This blockchain array is shared and synchronized with all
connected peers as well.

Since we are using a “trusted ledger” approach, we do not compute any proof of
work when accepting a new block to be added to the blockchain. A trusted ledger is
intended to be used internally by trusted stakeholders, where there is no need to for
any of the stakeholders to “mine” any of the blocks, as everyonewho is generating and
adding new blocks is known to all other stakeholders using the blockchain. Mining
of the blocks usually requires spending vast amounts of computational power in
order to generate a valid signature based on the computed hash value that meets
certain requirements (e.g., having a certain number of zeros as the first characters
of the signature) and is common in public and decentralized ledgers and blockchain
implementations.

3.4 Blockchain Validation

A blockchain has the ability to immutably record transactions. The meaning of
immutability in this sense means that the validity of the entire blockchain structure
is based on the computed hash values of the sequential blocks containing previously
recorded attributes and unique hash values (Fig. 4). As such, assurance against tem-
pering with previously inserted blocks can be obtained by validating the hash values
of the current and the previous block in the blockchain and comparing them. If the

2 CryptoJS: https://cryptojs.gitbook.io/.
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Fig. 4 Example generation of blockchain data, where each new block contains a hash code gener-
ated from the current block attributes and the hash of the previous block

hash value of current block, which was computed based on the hash value of the
previous block along with any of its current attributes, is the same as the previous
block hash value, then we can be certain that the these blocks contain attributes that
were not tempered in any way.

If transaction values within any of the inserted blocks in the blockchain were
tempered with, the generated hash of the new block will be different than that of the
same block in the copies of the blockchain used by other stakeholders. As all of the
blocks are known to the stakeholders, it will be visiblewhich blocks contain attributes
that were tampered with. In essence, this process assumes that the blockchain is
shared between trusted stakeholders, and as such each stakeholder has a copy of the
blockchain that is updated and synchronized with other stakeholders.

In the prototypical PDL implementation, we have implemented three different
blockchain validation methods, namely (1) index validation of the current and the
previous block, (2) validation of the hash of the previous block, and (3) validation
of the hash of the current block. Additionally, these three validation methods are
used to validate the consensus blockchain once it has been synchronized across all
connected peers.

4 Client Design and Implementation

4.1 Web3D-Based Visualization and Scene Interaction

The client-side implementation makes use of HTML 5 and Three.js for the main
visualization and user input tasks.3 Via the web-based user interface, users are able
to load in a point cloud and add in any annotations, which are recorded in the PDL.

The visualization component is able to display the complete point cloud of a
indoor scene (typically of about 100,000 points per 20 m2). The current limit for
visualizing a number of points per scene is approximately four million points (due
to the use of non-optimized point cloud rendering). The use of Three.js enables the
rendering of other useful visualization idioms [39], e.g., billboard sprite rendering

3 Three.js: https://threejs.org/.

https://threejs.org/
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(used for displaying text), and various shading operations that can be performed on
the point cloud via the programmable graphics pipeline (e.g., changing of color of a
point cluster or its opacity).

A user is able to add annotations to the 3D point cloud scene, either for the
entire scene or for specifically selected point clusters. Currently, this includes textual
annotation and distance and area measurements (Fig. 2). For annotation generation
purposes, a portion of the original point cloud, used for generating annotations,
can be copied without modifying the original data (Sect. 6.1). Apart from textual
annotations, the user can also select given cluster and transform its position and
rotation in the 3D scene. Both the annotation and transformation actions can be
captured as updated scene attributes that are sent to the server as a new block update.
Each stakeholder can add blockswithout explicit permission, due to the trusted nature
of the PDL.

4.2 Stakeholder Block Update Consensus

If some of the stakeholders are required to add annotations that need to be approved
by other stakeholders, an consensus-based approach is required. We propose an
approach for such a situation: Once the annotations have been made, the user who
made the changes can send a preview of the scene and changes as an image and
textual description to all involved stakeholders. The connected stakeholders can then
approve or reject the changes. If the majority of stakeholders approve the changes,
the user whomade the suggested changes is then able to upload the proposed changes
as a new block to the blockchain.

5 Case Study

We present an experimental case study where we made use of point cloud represen-
tations of typical office environment. The office environment was captured using a
commodity mobile device and presents an open office area of approximately 15 m2,
along with common office furniture (e.g., chairs, sofas, tables). The point cloud con-
tains 318,589 points, featuring spatial, and RGB color attributes. We performed both
annotation and transformation tasks, where we annotated common office furniture
and transformed the segmented point clusters to new locations in the scene. These
changes were then recorded in the blockchain and updated to all connected peers.
We assessed the integrity of the blockchain after it has been updated, using three
different validation techniques (index, previous, and current hash validation).
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5.1 Annotation and Transformation Task

The annotation and transformation task present a typical scenario in FM, where
furniture has to be moved from one location to another by the O&M personnel,
with instructions and result inspections carried out the O&M manager (Fig. 5). This
scenario is broken down into six different tasks, with tasks 1–3 illustrated in result
Fig. 6, and showing the transaction results of recorded annotations between the three
involved stakeholders. Once the task has been completed by the O&M employee in
this scenario, the physical result of the task can be compared by the O&MManager
with the version of the point cloud scene that contains the annotated and agreed
instructions of where to move the chairs. If the task is carried out to the satisfaction
of the O&Mmanager, both the O&M employee and building manager would receive
notification of a successfully completed task and this would be recorded as well in
the PDL.

5.2 Blockchain Computation Performance

We further provide preliminary results in terms of computational performance of key
block creation andvalidationmethods (Table 1),which are implemented and executed
server-side using Node.js. The server used for testing is a commodity desktop PC,
with an Intel Core i5-6500 CPU at 3.2 GHz with 8 GB RAM, using Node.js version
14.0.0.

Each performance attributemeasures the average time taken to complete a specific
blockchain operation. The average time taken was measured using 15 consecutively
recorded samples for each operation. The selected performance attributes are split
up into three different types of operations: (1) block creation, (2) validation, and (3)
retrieval. We used a blockchain with 15 different block elements.

The block creation attributes include time taken to generate a new block, and the
time taken to compute a unique hash for the new block. The validation attributes
include validation of the current block index, and the validation of the previous and
current hashes of two consecutive blocks. The validation of the complete block chain
is performed using all three validation methods (index, current, and previous hash
validation). The retrieval performance attributes were used to evaluate the time taken
to retrieve the first block in the blockchain (the genesis block), and well as the time
taken select and retrieve a random block from the complete blockchain.

6 Discussion

The presented case study demonstrates the feasibility of our approach of tracking of
spatial and user-annotated changedwithin a point cloud scene using aPDL.The use of
a PDL based on BT principals offers promising alternative for storing of immutable
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Table 1 Preliminary evaluation of the PDL in terms of performance of key block creation and
validation methods

Performance attribute Time (ms)

Block creation 5.608

Block hash computation 0.306

Block index validation 1.072

Previous block hash validation 1.031

Current block hash validation 1.278

Complete chain validation 62.431

Genesis block retrieval 7.810

Random block retrieval 7.744

data related to decision-making within the realm of FM, and integration with DT
platforms. However, there are additional important points to take into account when
considering the use of a PDL for FM-related-decision making tasks.

6.1 Data Transfer and Storage Considerations

In the presented case study,we focus on simple annotations (e.g.,measuring distances
between two points or adding simple work order instructions), though the number of
attributes recorded by each block for each transaction could increase to include many
more details e.g., complete scene editing or selected object transformation history.
This would also inevitably increase the processing overhead of the block hashing,
synchronization, and validation operations.

The presented approach does not explicitly store any point cloud data within the
blockchain, but rather attributes associated with a given point cloud. As such, it is
assumed that all stakeholders have access to the same and most recent version of the
point cloud. Since point clouds tend to be very large (potentially millions or billions
of points with gigabytes in size), their transmission, and storage remains impractical,
especially using SOS implementations.

Due to this presumably large size of point clouds, it ismore practical to identify and
make use of metadata of point clouds when using them for versioning and decision-
making within a PDL. This can include timestamps of when the point cloud was
created, number of points, size on hard disk, etc., and more importantly, the point
cloud that is used can be stored on a secure server that provides read-only access to
it for PDL-based versioning. This way all of the of the stakeholders can use the same
and unmodified version of the point cloud for recording of user annotations, with
the annotations becoming proposed changes that can be implemented in the updated
version of the point cloud once a consensus has been reached.
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However, in order to prove that the stakeholders are using the original version of
the point cloud, an initial verification step can be implemented using the actual point
cloud data. A hash of the complete point cloud can be computed using SHA-256 as
the main PRNG component. This hash value can then be compared and verified prior
to any further stakeholder use and annotation of the point cloud, thus ensuring that
the original and non-modified version of the point cloud is being used.

It should also be noted that while the validity of the blockchain is ensured, the
actual point cloud data should be treated as read-only data, so that it cannot be modi-
fied by any of the stakeholders. A portion of the original point cloud used for annota-
tion purposes can be copied and stored temporarily (e.g., either in systemmemory or
a DBMS), and this copied portion can be used for making any changes that enable the
illustration of important scene changes for communication with stakeholders (e.g.,
showing where to move machinery or furniture items within a room).

Furthermore, the annotations and illustrations made using the temporary point
cloud portion can be transmitted to other stakeholders as e.g., image-based anno-
tations. This way, a single and valid version of the point cloud is used between
all stakeholders, on to which the various annotations are projected, and images are
captured and shared for decision-making—without the original point cloud being
modified.

6.2 Potential Stakeholder Use Cases

A notable use case of the blockchain-based scene annotation would be integration
into DT platforms for FM. As mentioned, it is impractical to include actual point
cloud data in the blockchain, therefore criteria for inclusion of useful metadata would
need to be investigated. The selection of appropriate metadata becomes particularly
important for DT systems that integrate various data sources (e.g., BIM, CAD, floor-
plan, digital documents, sensor data—all in addition to point cloud data). For exam-
ple, in a hypothetical DT platform, a BIM model would form only one of the key
“base-data” sources. The combined use of multiple historic, current, and real-time
digital data related to the operational lifecycle of a building can bemerged together to
form an “asset informationmodel” (AIM), which is essentially what the DT platform
uses and maintains [40]. Additionally, a DT would be implemented within a digital
twin environment (DTE), where the use of service-oriented architecture and system
implementation could be benefit the integration of various processing components
[41].

This is in contrast with current AECOO practices, where a BIM model and asso-
ciated digital documentation are generated, shared and maintained using a common
data environment (CDE)—usually with proprietary BIM software. Stakeholders can
view the BIM model within a static state (e.g., not usually dynamically updated),
where time, cost, and spatial clash detection properties can be computed using a
given level-of-detail (LOD) BIM representation [1, 42].
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AnAIMcan bemade up of a number of different file formats that facilitate capture,
semantic enrichment, and exchange of information between stakeholders. Common
file formats for such data exchange include IFC,4 CoBIE,5 and the BIM collaborative
format.6 BCF is of notable interest due to the design of its API that enables sharing
of important of BIM data, based on the IFC model, through a REST-based API that
enables integration into a SOS. BCF is also a good potential candidate for use in a
PDL since it is designed to share the metadata of an IFC model, instead of the IFC
model itself. A possible use case scenario for a PDL could be to keep track of any
changes to the IFC model via the specification of the BCF format, where each of the
defined block datatypes and attributes correspond to their counterparts in the BCF
specification.

An alternative would be to use the model view definition (MVD)7 for select-
ing specific attributes, using a subset of the IFC specification to define the block
structure of the blockchain based on the pre-defined usage requirements (e.g., usage
for mechanical, electrical, and plumbing (MEP) components tracking versus spatial
change tracking that can be captured at a LOD-300 IFC specification).

Scenarios where the use of BT would benefit stakeholders could include, e.g.,
managing payments to third parties for maintenance of a building. This could further
be extendedwith the use of smart contracts, where a transaction can trigger a scripted
mechanism within the blockchain once a certain transaction is recorded [43]. Stake-
holders could also use a point cloud representation of an indoor environment to agree
with responsible parties what changes need to be made by spatially selecting an area
of interest and annotating it. As this is recorded immutably once all parties agree,
it could be used for tracking of various building inventory tasks, e.g., movement of
furniture or machinery from one specific location to another.

Using the presented approach, the level of stakeholder interaction and annotation
using the point cloud representation at minimum requires that the user selects a point
cluster and annotates it by adding a textual note associated with it. This enables fast
and easy overview and annotation, and potentially enhanced decision-making using
theas-ispoint cloud representationof the built environment.While the the use of point
clouds is advocated as the preferred means to convey key geometrical representation
of the built environment, the presented approach of using PDL-based annotation can
be applied to other geometric representations (e.g., triangulated meshes, boundary
representations, 2D floorplans, etc.).

Furthermore, building managers and sub-contractors could use the blockchain
to track changes such as on-going renovation and retrofitting work, e.g., multiple
point clouds of an area that is being renovated could be captured, along with relevant
documentation, and stored asmetadatawhere a unique hash is associatedwith a given
point cloud captured at a particular time. This way the involved stakeholders could
useBT to track changes andmonitor progress for such renovation or retrofittingwork.

4 https://www.iso.org/standard/70303.html.
5 https://www.nibs.org/page/bsa_cobie.
6 https://technical.buildingsmart.org/standards/bcf/.
7 https://technical.buildingsmart.org/standards/mvd/.
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6.3 Comparison with DBMSs

A PDL can be thought of as a database in the sense that it is able to record, retrieve,
and verify information in block-based data structures using BT APIs or protocols.
However, a traditional database is designed to store data that cannot only be retrieved,
but also modified (i.e., CRUD operations). A DBMS is usually installed on a single
server, and copies of it are not intended to be distributed among users—unless they
have special database administrator privileges. Since the blockchain is distributed,
it has better fault tolerance than a traditional DBMS as all connected stakeholders
have a copy of it, where as a DBMS usually has limited copies with privileged access
rights.

Additionally, DBMSs are designed to hold any kind of data, including very large
spatial datasets such as point clouds, images, CAD models, and associated digi-
tal data. The speed of retrieval of such data in specialized DBMSs is also critical,
and thus, they are designed around advanced data retrieval algorithms, e.g., spatial
hash indexing for use in GIS [44]. In comparison, a blockchain is designed to hold
“lightweight” data—mostly textual and numerical data associated with transactions
or metadata related to larger datasets that may be kept on a database or remote server.
In terms of storage requirements, the average size of our PDL for a single scenario
with 10 elements is 5.69 kb—using the specified block attributes stored and parsed
in the JSON data format (Sect. 3.3).

DBMS are also designed to deal with data types that can change based on use
cases and data storage requirements. A blockchain block has hard-coded data types
and attributes, and these cannot be changed unless a new blockchain is implemented
from scratch. APDL also does not have the same kind of flexibility as a non-relational
DBMS for dealing with unstructured data, nor data whose attributes change once it
is in use. Therefore, it is a requirement to decide among stakeholders which data
attributes need to be included in the initial block design prior to deploying and using
a PDL.

In terms of security, a PDL can be thought as always being secure—as all involved
stakeholders have a copy of it, and in a trusted setting only blocks that have been
approved by a majority of stakeholders or an appointed admin can be added to the
blockchain. A DBMS usually requires one or more administrators to control who
has access to and to grant required credentials to users to have specified access to
complete or select parts of it when creating ormodifying data. Therefore, the security
and maintenance overhead of using a DBMS also tend to be higher in comparison
with using a PDL.

6.4 Attack Possibilities on the Blockchain

A notable hypothetical weakness of public blockchains that they are susceptible to
the “51%” or “double spending” attack [45]. In the classic decentralized blockchain
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architecture, if the attacker manages to mine more blocks (51%more than the rest of
the users), all of the connected users of the blockchainwould use the attackers version
of the blockchain since it would be the “consensus” or most up-to-date version. The
attacker could then invalidate or modify any previously recorded transactions with
their copy of the blockchain, which all other peers would be using.

This is mainly a problem in decentralized and public blockchains, where there are
many anonymous users and proof of work is required prior to adding each new block.
For PDLs, each of the blockswould usually be validated and added by a trusted person
or party—and be dependant on social control rather than technical protection. The
trusted stakeholders responsible for validation could, e.g., form a consensus when
attempting or rejecting to add each new block with recorded transactions (Sect. 4.2).
This prevents the copying of the blockchain and adding blocks to it unless this was
performed by a trusted client or group.

Another possibility for preventing modification of the PDL would be to create
snapshots of it and back these up on a secure server with strong encryption. The
snaphsots could be generated after each, e.g., important meeting between stake-
holders, where the PDL and point cloud scene are used to annotate agreed items of
discussion that may, e.g., form a part of a contractual obligation. Such a mechanism
would reduce the possibility for any of the parties to claim that a tampered PDL is
a valid one (if the valid one is stored safely as a snapshot and can be produced as
evidence when required).

7 Conclusions and Outlook

In this paper, we have described a conceptual approach for tracking of user annota-
tions of indoor point clouds for FM applications using a prototypical PDL software
component. The provided experimental results demonstrate the feasibility of our
approach, and we demonstrated its use in a typical O&M scenario. We have also dis-
cussed potential use of the blockchain for FM-related use by taking into account the
kind of data types and attributes such a system would need to record immutably for
O&M related tasks, and how stakeholders would be able to interact with it by view-
ing or adding new data using a Web3D-based user interface and visualization. The
case study results also show that the prototypical PDL is able to record stakeholder
annotations immutably, and that the validity of the blockchain cannot be compro-
mised undetected. Furthermore, the preliminary performance results demonstrate
the feasibility of the PDL as a lightweight SOS component that is able to perform
key blockchain computations efficiently. Furthermore, the presented approach is not
explicitly tied to using point clouds for representation and can be used for all scenar-
ios using digital representations of various environments requiring immutable user
annotations (e.g., city planning using CityGML-based representations).

For the prototypical PDL implementation, the point cloud is kept on the server and
loaded by the client user interface (copied into the clients system memory). A more
efficient streaming-based method that provides read-only access to the point cloud
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that is stored securely on the server will be investigated. We have also proposed an
approach for stakeholder consensus for adding new data to the blockchain, which we
aim to implement and test for future work. Finally, we plan to expand the attributes
of the blockchain to match those of the BCF specification, and test this approach
using multiple stakeholders.
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Collective Digital Factories for Buildings:
Stigmergic Collaboration Through
Cryptoeconomics
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Abstract The chapter describes conceptually how a blockchain (BC), through smart
contracts (SC) and tokenisation, can act as a stigmergic information layer for the
creation of collective digital factories in construction. The chapter focuses on the
orchestration of a series of design agents and tools in the design of buildings; however,
the presented framework can be extended to the whole lifecycle of the AEC industry.
Furthermore, a cryptoeconomics-like strategy for theAEC industry is explored, based
on smart contracts, having the potential to operationalise the stigmergic coordina-
tion via token incentivemechanisms.We expect that stigmergic coordination through
cryptoeconomic incentives on the blockchain is a better fit for the fragmented nature
of the construction industry, compared to current modes of organisation; conse-
quently, the scope for presenting this strategy is threefold: the incentives mechanism
can lead to an increase in productivity, a reduction in bothwhole-lifecycle carbon and
waste, and a decentralised governance through smart contracts.While blockchain and
decentralised ledger technologies have proven to have the potential to be embedded
deeply as an information governance layer in many industries, the scope within the
paper is limited to the digital aspects of the AEC industry, forming what we call
“collective digital factories”. An engagement strategy of the manufacturing sector
of the AEC industry is presented with arising open questions discussed at the end.
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1 Introduction

Value in Architectural design is a controversial subject, as it normally is related
to the cost of a building rather than the value of the act of design. Academic and
professional sources that reference value in architectural design tend to come from
allied disciplines in evaluating costs of design, for example, quantity surveying [RICS
source] or specifiers [7, 15].

Value is also ascribed to the level of control an individual or group has over the
design of a building [15], where a sense of ownership for the design will develop in
the designer, by having a high degree of autonomy and control in making decisions.
Architectural design, however, is not a solitary act. It involves a variety of stake-
holders, and in most cases encompasses groups of architectural designers working
together to achieve a common goal. Design Value is the value attached to the design
specification in relation to cost. In that sense, valuemanagement or value engineering
exercises are driven towards cost reduction against a requirement specification for
the client. As such, architects have surrogated value and the discussion around value
to other professions, whether these are specifiers or quantity surveyors or construc-
tion managers, that value and cost estimate the physical object of the building. In
a similar manner, the Target Value Design process structures design processes that
work towards the budget the client has available, instead of designing, then evalu-
ating the design, and then optimising the existing design to fit the available budget.
Target Value Design “relies on clusters of collaboration organised by systems (e.g.
envelopes, structures, mechanical)” [38]. Tillman et al. [40] have found that costs
in TVD appearing in three categories, (a) product design (b) process design, and
(c) service design. Product design affects the design and costs associated with the
building itself, process design impacts the costs of the building production system,
and service design affects the service andmaintenance of the building.Design activity
however is when the true value gets created [3] as the designer brings the process
of physical resources together in a coordinated manner. These value judgements by
the designer are executed according to Broadbent, via the comparison and relative
performance of parameters and conflicting factors that are inherent into the design
process. In a sense, value in the design arises from the act of prioritising one parameter
over another.

Within the chapter, we develop a strategy that allows architectural designers to
do just that, and as an operational example, we present how our strategy can be used
to prioritise the performance of designs in terms of carbon and waste impact (where
the designs minimise them) and productivity in design (where the designs maximise
it).

Our strategy employs blockchain and a schema of tokens implemented unto smart
contracts. The schema of tokens binds the designers and the digital tools they use in
what we call collective digital factories for the design of buildings.

To help the reader, the chapter structure is presented thus: First, some definitions
are briefly introduced on BC, SC, tokens and DAOs, then secondly a discussion on
productivity, carbon and waste impact of the AEC industry is briefly discussed, to
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explain why we have chosen these parameters to embed value. Thirdly, stigmergic
collaboration is discussed as applied to the design process of a building, and fourthly
our BC/SC framework is presented that creates the collective digital factories for
buildings, using cryptoeconomic incentives to address issues of productivity, carbon,
waste.

2 Blockchain and Decentralised Ledger Technologies

Blockchain in the context of this paper is meant as a decentralised ledger, hosted
in a distributed nodes network where each node retains a copy of the ledger and
has an algorithmic mean to arrive at a consensus. This does not prejudice specific
algorithms over others, as long as they are reliable and elect to record the truth.
Transactions or changes on the network are batch-recorded cryptographically into
blocks of information, where each block contains the cryptographic hash of the
previous block. As such blockchains are very difficult to tamper with their data but
also impossible to erase entries on them in the past [33].

3 Smart Contracts: Tokens and Incentives

The blockchain is essentially a distributed state machine that records its current state,
but also has themeans to change it. To do so a virtualmachine is introduced, run by all
nodes on the network, so that themachine runs software codes to effect change, called
“SmartContracts”. SmartContracts are the equivalent of a software vendingmachine:
with the introduction of a token the machine executes an action automatically and
reliably. This allows us to encapsulate relationships, rules, incentives, and other
functions on the blockchain. Within a smart contract, developers can encode tokens
and incentive systems that can enable a particular behaviour or shape collective efforts
towards a desirable goal in the ecosystem the smart contract is operating within. As
such, Smart Contracts can be also used to produce work. Tokens, encoded within
smart contracts, are used as proxies for the value and functionality of the system.

Within the tokenisation analysis, we examine here, there are three types of tokens
that are used in the system we describe: Utility Tokens, used to access functionality,
Security tokenswhich represent the value in an underlying asset, and Payment Tokens
used to pay in transactions. Each token can integrate more than one type of function.
All these can be either Fungible or Non-Fungible: Fungible tokens, are used when
we need to create tokens that are interchangeable, with each other, Non-Fungible
Tokens, are used to denote a unique digital asset—and if a trustworthy bridge exists,
a unique physical entity.
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4 Decentralised Autonomous Organisations (DAOs)

The blockchain is essentially a distributed state machine that records its current state,
but also has themeans to change it. To do so a virtualmachine is introduced, run by all
nodes on the network, so that themachine runs software codes to effect change, called
“SmartContracts”. SmartContracts are the equivalent of a software vendingmachine:
with the introduction of a token the machine executes an action automatically and
reliably. This allows us to encapsulate relationships, rules, incentives, and other
functions on the blockchain. Within a smart contract, developers can encode tokens
and incentive systems that can enable a particular behaviour or shape collective efforts
towards a desirable goal in the ecosystem the smart contract is operating within. As
such, Smart Contracts can be also used to produce work. Tokens, encoded within
smart contracts, are used as proxies for the value and functionality of the system.

5 Methodology

The chapter uses hybrid methods to develop: Literature review has helped extract
the key knowledge for each section of the chapter, while a combination of design
research and software conceptual prototyping has been applied for the latter parts
of the chapter. The literature review provided secondary data while the conceptual
prototyping and the design research provided primary data to inform the strategy
discussed in the end. To be able to address issues of carbon, waste and productivity
we propose the integration of early architectural design tools (including capabilities
for simulation and validation) with the governance of the project via blockchain
smart contracts, where the decrease in carbon impact and waste and the increase
in productivity are coupled with economic incentives on the smart contracts. The
description of this coupling takes place through the lens of Stigmergic collaboration.
Stigmergic collaboration provides the coordination mechanism within the context of
the AEC industry. The mechanisms we are proposing can be framed as collective
design processes, rather than as a single sequence of authoritative design processes
by a single person, even though they can be used for that as well.

6 Productivity

Construction in the past two decades has underperformed, as it has shown only a 1%
productivity growth, while it represents a 13% of the global industrial base. Hasan
et al. [23], in a 30 years systematic review of the factors impeding productivity
in construction, mention the scarcity or “non-availability of materials, inadequate
supervision, skills shortage, lack of proper tools and equipment and incomplete
drawings and specification”. At the same time, theymention that researchers have not
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examined processes in construction and project culture alongwith the implications of
technology in productivity [8]. Loosemore [31] examines the often-neglected point
of view of subcontractors in construction productivity; furthermore, the studies find
that productivity from the subcontractors’ point of view is framed on the quality of
the relationships with the principal contractors, the opportunity for early involvement
in design transparent tender practices, document control and design management,
along with planning, scheduling, coordination and risk management.

In 2015, the Farmer review [18] found that non only the construction industry was
not productive, but also that the level of profits did not warrant a further investment in
innovation andproductivity improvements,which alongwith a chronic skills shortage
created a vicious cycle [28]. Within that framework, Heiskanen [24] mentions inno-
vative, socio-technical mechanisms leading to explosive advances in capability and
productivity, by doing three things at once: engender trust between stakeholders,
standardise essential information, and rationalise the cost of production.

7 Supply Chain Integration in the AEC Industry

The impact of organisational structures on productivity can not be addressed without
discussing the structure of supply chains. These structures in sequence have a deep
impact on the value chain of the AEC industry, and due to the low productivity
of the construction industry globally [32] they are subject to disruption by new
organisational structures and models. The shifts taking place though in sustainability
requirements, costs, skills scarcity [18], materials and industrial approaches [41],
digitisation [11] and the emergence of a new class of industrial competitors in the
face of digital companies entering the construction industry, are set to transform the
production of the value chain. Some of the future trends predicted by the McKinsey
report “the new normal” in construction include Value-Chain Control and integra-
tion with industrial-grade supply chains, consolidation, and sustainability. Within
the emergence of industrial-grade supply chains, the importance lies within modu-
larisation and off-site production, and the shift of the construction supply chain
towards a product and assembly-based approach. This industrial shift, coupled with
digitisation of products and services, leads to various strategies where companies
attempt to integrate design with the value chain [30] by harnessing the collaborative
power of Building Information Modelling, shifting crucial decision-making early in
the design and construction process rather than have construction and design run in
parallel modes. The employment of BIM, and the incorporation of scheduling and
cost as additional information layers, alongwith automated parametric design and the
use of blockchain technologies have the potential to radically transform construction.
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8 Carbon Impact

Low carbon materials and efficiencies in the operation of buildings are considered
two of the mitigation solutions to the emissions of greenhouse gases that contribute
to climate change. (IPCC report, [4] Chap. 4). “Built environment is responsible
for significant use of energy (62%) and is a major source of greenhouse emissions
(55%) [2] Embodied carbon and carbon fromoperational use are the dominant factors
in the environmental impact of a built asset, with the construction phase surpris-
ingly contributing only 2%. Embodied carbon and operational carbon are interre-
lated: decreasing one, increases the other. Significant gains in both are possible with
optimised architectural designs. In parallel, carbon efficiencies are interconnected
with supply chain structure, which in turn is integral to the social and economic
aspects of the Architecture-Engineering-Construction (AEC) industry, making the
carbon impact of the built environment a difficult problem to solve. As such an
interdisciplinary collaboration framework that allows AEC stakeholders to create
improved carbon mitigation and adaptation strategies is needed [35]. Such a collab-
oration framework may be thought to exist within Building Information Modelling
(BIM) paradigm, however, the paradigm has so far not delivered radical improve-
ments in carbon reductions due to the complexity of the models being used, lack of
interdependence, and data on supply chains, lack of stakeholders’ engagement, and
non-availability of carbon performance data in the full life-cycle analysis.

9 Policy and Carbon Incentives in the AEC Industry

The AEC industry is a fragmented industry with various stakeholders having friction
in collaboration due to misaligned incentives in the delivery of projects. This leads to
reduced productivity, increased waste, and conflicting economic and environmental
scopes and targets that have an impact on carbon-equivalent emissions. In parallel, the
reduction of embodied carbon and operational carbon emissions are not aggressively
scoped into legislation as they are perceived to create an economic performance
deficit for the industry. Economic decisions are taken by building users and industry
stakeholders affect the environmental outcome of the design and construction of
buildings, embedding chronic issues with little momentum for change, despite the
various government’s efforts to introduce Building Information Modelling in the
industry to address this.

Others such as Stadel et al. [39] propose to tackle the carbon issues faced by the
industry via integration of carbon accounting with Building Information Modelling.
Within this integration, it becomes apparent that certain BIM tools (aggregate the
lifecycle assessment information for many off the building components in their
database and as such the designer/researcher needs to disaggregate the data from
the components. This leads to a need for a better, more accurate and well accounted
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process for accounting for embodied carbon in the design process. Certain prac-
tices in the UK for an example, also believe in the same processes resulting in the
creation of dedicated embodied carbon accounting plugins [37]. Fenner et al. [20]
take a holistic look at the Lifecycle assessment of the buildings and focus on which
parts of the lifecycle should most mitigate actions. They find great discrepancies
in the measurement of carbon emissions amongst the literature. The result is that
the construction part of an asset does not account for much in the Lifecycle Carbon
Assessment process, however the production phase of the asset and the operational
phase account for the majority of emissions. The paper also calls for the creation of
a benchmark system that can be used to compare carbon intensities among build-
ings and help inform policy and design. Within this policy envelope, Evans et al.
[16] call for the forging of an environmental governance, where the management
of carbon emissions is transformed into an issue of carbon governance, executed in
parallel with a transition to a low carbon economy. They identify then three types of
experimental governance: policy, technology, and urban laboratories. The latter is a
type of experimental governance project, a policy envelope where decarbonisation is
married with economic development. These projects are normally run with a heavy
research university involvement and develop an integration with their urban context
to avoid a kind of “island” effect in their relationshipwith the city.Within the example
they provide in the Manchester’s Oxford corridor, they mention that the pooling of
resources of a range of stakeholders, can result in reducing ecological impact and
increasing economic growth, if the stakeholders orchestrate the resource utilisation
in a coordinated manner. Within the Oxford Road experiment, they describe the use
of embedded IoT sensors to examine and test not only the carbon performance but
also the ecological performance of various materials in an urban setting. They use
then the data to inform policy of where to plant trees, resulting in an ever-optimised
recursive cycle, as the planting of trees will in turn inform the data in the future. We
can reflect though that the governance of this type of projects focuses on quantitative
measurements in a wider technocratisation of decision-making approaches, which
are not always easy for the public, non-expert stakeholders to participate in [16].

We can understand from all this that carbon reduction in the built environment
extends beyond simple technical decisions in the design and construction of the
building but extend to the supply chain and its integration with the design process.
Subsequently, policy, governance and technical decisions need to be orchestrated in
a socio-technical framework that is both informed by data also in such a manner
where data and evidence from it are applied in a recursive manner of continuous
improvement, both in the same project but also globally from project to project.
The challenge thus is to conceive and maintain methods of project governance that
optimise and reduce carbon, with the most important areas of focus being embodied
and operational, but also do it via collective governance.
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10 Stigmergy and Coordination

While we might be able to look at Common Pool resources problems and Ostrom
Design Principles [27, 34] to be able to structure the boundaries of the local environ-
ment where design collaboration might occur [22], the structure and mechanisms of
the collaboration still remain a question. For this, we turn to stigmergy.

Grassé [21] created the term Stigmergy (stigmergie in the original French),
combining the Greek words stigma (meaning sign) and ergo (meaning work),
signalling that previouswork signals and triggers newbuilding actions in ant colonies.
His was essentially a decentralised informational infrastructure used by social insects
like ants to build their lairs. A variant of stigmergy where the building is the medium
that carries information is through pheromones, biological material that insects leave
behind to signal the importance of a path to other insects.

Cybernetician Heylighten [25] discusses stigmergy as a universal coordination
mechanism, analysing its basic components and dimensions. Within Heylighten’s
analysis stigmergy is presented as an example of self-organisation, a mechanism to
provide spontaneous ordering. Delving within the mechanisms that structure stig-
mergy, Heylghten discusses stigmergy as a state machine with production rules,
where the rules affect and change the state, and the state provides feedback and
direction on where the rules need to be applied within a body of “work”. Forming
this parallel, Heylighten frames condition as the antecedent of the state and action
as the consequence of the state, where the condition is the current state of the world,
and action changes that state to form a new condition (Fig. 1).

Heylighten’s definition of stigmergy does not need or necessitate the concept of
the agent as a decision-maker, instead, stigmergy is defined with ignorance on the
agent level,with agent-less process, for example, physical events or processes. This in
effectmakes stigmergy as a concept compatible with the notion of creating collabora-
tive work using the blockchain, as within the blockchain automation actions change

Fig. 1 Stigmergy Medium and production rules, drawn by the first author
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the current state to a new one. Agents do participate in the system, but only when
defined as external to the blockchain actor. Additionally, the medium of stigmergy,
for example, lumps of muds for termites, is forming the state itself, and undergoes
changes through actions, whose states are sensed as conditions for other subsequent
actions. Hence the medium, in our case the blockchain, carries the communication
between subsequent actions, and coordinates indirectly the agents that act stigmergi-
cally. Constructed within the medium, the overall goal of the system is encoded. To
provide an example, Heylighten describes the problems of coordination in construc-
tion, that arise from planning and from its contingencies and structural interconnect-
edness and points to well-established issues of coordination in construction. With
this description, a proposal is made for a website where all construction actions and
states are recorded by construction workers so that everyone has the most up-to-
date, current state of affairs in their hands, a description that sounds accurately like
a decentralised ledger that records all action.

Stigmergic coordination in construction is also analysed by Christensen [6], in an
effort to provide a self-organised, emerging framework for collaboration in construc-
tion. Initially, Christensen compares and contrasts Stigmergy with other coordina-
tion and collaboration concepts. Specifically, stigmergy is compared to articulation,
awareness, feedthrough.With all three concepts, stigmergy is unique in the sense that
it differs from having to develop the work and an articulation about the work (articu-
lation) nor is it needed to develop awareness for certain activities for certain workers
(awareness) as stigmergic means already plays that role globally for the system of
work, while also it differs from a conduit metaphor, where workers communicate
through the feeding information through artefacts, as actors engaged in Stigmergy
have a different basis for their actions than telementation. Still construction workers
pay heed to the material evidence of work previously executed, while performing
their own tasks, a very strong indication that construction activities are stigmergic.
This incorporates the idea that workers coordinating through the material field of
work are mindful of the material work that needs to be developed by others in the
future, rather than just paying heed to work accomplished in the past.

Similarly, architectural design is coordinated by the virtue of actors paying heed to
the material evidence of work previously accomplished by others while performing
their own tasks, and concurrently, design is paying heed to the tasks that need to be
done in the future as part of a larger AEC project. Within that, design agents can be
configured to collaborate using blockchain smart contracts [10–13] in a transparent,
agile, stigmergic manner, where the material artefact of the blockchain is integrated
with the digital tools the architects use [9]. Additionally, framing this stigmergic
design collaboration is the common pool resource problem of minimising carbon
impact, waste and increasing productivity while integrating the design system with
the supply chain information of the AEC project.

Albrecht discusses decentralised supply chain planning along with coordination
mechanisms for supply chain planning, which for construction would contribute
towards a solution. Albrecht discusses the lack of coordination in decentralised
planning of supply chains and sets forward the need for collaborative planning and
the need to motivate or incentivise coordination. Notably he writes this in 2009,
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just before the first blockchain appears. Within decentralised planning, he notes
that without a system-wide optimum, the profits are generated mainly for the large
players within the system, and to counter that argues for optimal coordination. This
then introduces the understanding of a coordination system: “A coordination scheme
is a set of rules specifying actions whose implementation by decentralized parties
potentially coordinates a system” [1].

Which then is upgraded into a coordination mechanism: “A coordination mech-
anism is a mechanism for which the implementation of the optimal strategies by
decentralized, self-interested parties may lead to a coordinated outcome and neither
violates the individual rationality of the participating parties nor the budget balance
of the system.” Within decentralised planning as such Albrecht identifies informa-
tion asymmetry as one of the main reasons why decentralised planning might fail:
i.e. not all participants have the best information possible. The alternative, of sharing
private data with everybody, is identified as problematic, as it might lead to the loss
of a competitive advantage. As such the mathematical models developed up until
then discuss only the planning that one participant in the supply chain will execute
not the decentralised planning as a whole supply chain, coordinating every aspect of
supply. Albrecht provides examples of early or late decentralised supply chains that
result in suboptimal execution, even if all parties agree to upstream planning, i.e.
planning with the needs of the buyer in mind, and proposes “collaborative” planning
as the solution to the sub-optimisation of supply chains.

11 Stigmergy and Coordination

The mechanism that we propose uses stigmergy, realised through cryptoeconomic
incentives, to integrate digital design tools with smart contracts, so that the carbon
impact, waste reduction and productivity increase in AEC can be achieved.

Architectural design has a large impact on the carbon, waste and productivity
performance of an AEC project as already discussed previously. Still, this impact
can be managed strategically in an improved manner if the value in the design shifts
from optimising impact to directly addressing it. For carbon, the material and supply
chains choices in the design stage affect the embodied carbon impact of the project,
while the whole design and its operation has a direct impact on the operational energy
use of the building, hence its carbon footprint during operations.Waste, is also part of
the equation here, as the architectural design can via elegantly constructed geometry,
supply chain choices and strategic choices of methods of construction embedded
within design, directly increase and decrease waste. Productivity in the AEC sector,
more so in construction, also firstly is affected by design choices and the complexity
with which one develops a design.

Additionally to these, Building Performance is of course directly affected by
design choices and as such forms part of the goal and part of the incentives’ scheme.
Beyond the design phase the operational framework we present forms a smaller part
of a larger ecosystem which is designed to incentivise the same behaviour in all
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other phases of a project (construction and assembly, operations and then decom-
missioning). The mechanism that we propose for design works best then as part of a
larger cryptoeconomic shift in the manner in which AEC projects are run.

12 Smart Contracts Architecture and Project Lifecycle

We propose this to introduce collective digital factories for buildings, a form
of Decentralised Autonomous Organisation (DAO), the collective digital facto-
ries for buildings, that tackles through cryptoeconomics issues of waste, carbon,
performance, and productivity.

The collective factories for architectural design consist of a series of design
agents (Fig. 2) that collaborate in assuming an architectural design work, four smart
contracts that regulate the “factory” and three tokens that are used for incentivising

Fig. 2 Collective digital factories for architectural design, drawn by the first author
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Fig. 3 Stake, governance and funds token setup, connected with the design agents and the
performance targets, drawn by the first author

work towards carbon and waste reduction, increase in productivity and building
performance (Fig. 3).

The design agent each “lock” their tokens A on the smart contract that regulates
participation, by staking them. This acts both as a declaration that they are working
on the problem and also as claims function on the larger pot of funds that is funding
the project. The staked tokens have a claim on the funds smart contract that funds
the project.

Each design agent then receives a proportion of governance tokens G, in exchange
for their stake in the project. The governance tokens are used for voting on design
proposals, or as utility tokens to be able to write in the smart contracts that
measure/validate design performance (Fig. 4).

Access to the DAO is provided via a Non-Fungible Token contract that plays the
role of an ID system, that also records each agent’s abilities and track record. We use
a modified ERC721 contract to represent these abilities, within a struct, i.e. with an
on-chain information rather than with referencing metadata. The NFT also contains
a state function that activates it by requiring validation by other agents-members of
the DAO, acting hence as an onboarding mechanism [17] (Fig. 5).

The Staking contract uses a modified ERC20 fungible smart contract code with
special functions on adding an agent as a stakeholder, creating stakes and rewards and
functions that connect the stakingwith the rewards. For security purposes the rewards
are not automatic, but use a push–pull mechanism, i.e. the agent needs to activate
the reward [14]. This protects against spoofing attacks on the staking contract, where
attackers might trigger mechanisms through which funds are sent automatically to
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Fig. 4 Iterative design connected with a smart contract on the blockchain, drawn by the first author

Fig. 5 Modified ERC721 solidity smart contract code. The rest of the contract uses the OpenZep-
pelin ERC721 template, code written by the first author

an unauthorised account. The push–pull mechanism prevents that (Figs. 6, 7, 8 and
9).

For the governance tokens, we use a standard OpenZeppelin template with gover-
nance functionality added. While there are many alternative governance models,
for example, from lazy consensus, where voting is not required but there are dispute
mechanisms to stop undesirable actions by certain agents, within our present example
we use a voting system that allows agents to only record solutions that have clear
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Fig. 6 Modified ERC20 staking smart contract, code written by the first author, on a solution by
Alberto Cuesta Cañada

collective benefits. A DAO can always decide to modify its governance model and
this will be reflected in the on-chain/off-chain mechanisms (Fig. 10).

13 Digital Design Tools: Topologic

The tools the digital factories use are shaped for integration with smart contracts
and a web3 approach. Within our paradigm presented here, the digital factories use
Topologic as the main digital tool for design [29].

Topologic is a software system that supports the creation of succinct spatialmodels
that encode new layers of information and enable deeper analysis. Topologic uses
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Fig. 7 Modified ERC20 staking smart contract showing stakes, code written by the first author, on
a solution by Alberto Cuesta Cañada

boundary representation (brep) as the basis of its models. Objects in Topologic are
represented by one or more Vertices, Edges, Wires, Faces, Shells, Cells, CellCom-
plexes, and Clusters. A Vertex represents a location in space stored as three coordi-
nates (X, Y, Z). An Edge is a line in space represented by its start Vertex and end
Vertex. A Wire is represented by a set of connected Edges in any configuration.
Edges in a Wire must connect through shared Vertices. A Face is a surface that is
represented by one external boundary (a closedWire) and a set of internal boundaries
(a set of closed Wires) that represent holes in the Face. A Shell is represented by a
set of connected Faces in any configuration. Faces in a Shell must connect through
shared Edges. A Cell is a volume of space that is represented by an external boundary
(a closed Shell) and a set of internal boundaries (a set of closed Shells) that repre-
sent voids in the Cell. A CellComplex is represented by a set of connected Cells in
any configuration. The Cells in a CellComplex must connect through shared Faces.
Lastly, a Cluster is represented as an ad-hoc group of objects in any configuration.
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Fig. 8 Modified ERC20 staking smart contract creating and removing stakes, code written by the
first author, on a solution by Alberto Cuesta Cañada

The aforementioned objects are hierarchically connected which allows the user to
deconstruct any object into its constituent sub-topologies. For example, a CellCom-
plex can be decomposed into its constituent Cells which in turn can be decomposed
into Faces, Edges, and Vertices. This hierarchical connection is bi-directional which
means that lower-dimensional entities can be queried for the higher dimensional
parents of which they are a member. It is important to note that objects in Topo-
logic are spatially resolved which means that overlapping entities do not exist. For
example, if we ask a Cube (Cell) for its number of Faces, Edges, and Vertices, the
answer will be six (6), twelve (12), and eight (8), respectively. There is no need in
Topologic to check for overlapping entities and to remove redundant shapes.

In addition to bi-directional hierarchical connectivity, Topologic supports bi-
directional lateral connectivity. This means that you can query a Topologic entity
for any of its adjacent entities. For example, you can ask a Cell in a CellComplex for
its adjacent Cells (neighbours) that share a Face with it. You can also ask two entities
to return any shared entities between them (e.g. ask two Cells in a CellComplex to
return the face that they share).

More formally, one can implement the above as a topological graph made of
vertices and edges where a vertex (V ) represents any entity in a Topologic model,
and an edge (E). In fact, Topologic implements a Graph class that can convert any
Topologicmodel into a graph.This allows the user to apply graph theory to analyse the
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Fig. 9 Modified ERC20 staking smart contract showing rewards, code written by the first author,
on a solution by Alberto Cuesta Cañada

model including computing the shortest distance between elements and measuring
the centrality of vertices in a graph among others.

Topologic also allows the user to store ad hoc entities within other entities in the
model using a Content/Context mechanism. This type of relationship is many-to-
many in that an object can exist as the content within more than one entity and thus
it can exist in more than one Context. For example, a window entity can be stored
in the contents of the wall to which it belongs, but also in the contents of the room
to which it also belongs. In this case, one can say that the window exists in the two
contexts: The context of the wall, and the context of the room.

Topologic allows the user to modify entities and build more complex entities
according to constructive solid geometry (CSG) rules.

Beyond geometry and topology, Topologic supports the encoding of semantic
information through the creation of dictionaries. A dictionary stores an ad hoc set
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Fig. 10 Modified ERC20 governance smart contract G code written by the first author based on
the ERC20 OpenZeppelin

of keys and values. Dictionaries can be associated with an entity as well as with its
sub-topologies. For example, a Cell can have a dictionary describing its attributes.
In addition, the Cell’s Faces can each have their own dictionaries, their Edges, and
Vertices can also each have their own dictionaries. This allows for granular and
hierarchical encoding of information in a Topologic model. Dictionaries can affect
and be affected by geometric Boolean operations. New entities that emerge for such
operations can inherit and merge the dictionaries of their parents. For example, if a
Cell named “A” is merged with another Cell named “B” the resulting intersection
will automatically inherit and merge the dictionaries of the parent cells resulting in
its name being listed as (A, B). Lastly, values in dictionaries can be retrieved at any
point and used to affect the outcome of any geometric operation using pre-specified
rules.

Through the extensive and unique features of Topologic, it has found several
applications in theArchitecture, Construction, and Engineering sector. Topologic has
been used in the conceptual design phase to analyse a project before the complexity
of building information modelling (BIM) sets in. Calculations of areas, volumes,
centrality, congestion, and fit to adjacency requirements can all be conducted at an
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early stage in the design process. Topologic models with their inherent connectivity
are also highly compatible with the input requirements of energy and structural
analysis engines. One of the early applications of Topologic is Topologic Energy,
which converts a Topologic model into a Building EnergyModel (BEM) for analysis
in openstudio/EnergyPlus [5].

Given the consistent, hierarchical, and connected nature of Topologicmodels have
a consistent, hierarchical and connected nature, allowing shape grammar rules to be
applied to the models to convert them into fully detailed BIM models ready for the
design development stage.One such effort convertedTopologicmodels (derived from
Test Fit models) into Autodesk Revit models and a second effort converted Topologic
models into highly detailed IFCmodels with embedded energy and structural models
[36].

Topologic helps the designers build lightweight models with a spatial-information
first approach, on top of which other information is overlayed, whether this is for
energy usage, structural analysis or other. This makes Topologic highly useful in our
model of collective digital factories for buildings as compared to a full BIM approach
it allows the use of JSON files which are highly compatible with SC/BC, but also
from an information data-wrangling perspective makes the development of variants
of architectural design solutions more elegant than full BIM model approaches.

14 Design Tool Integration with Smart Contracts

Within the Collective Digital Factories, the agents apply iterative design through
Topologic, to develop simple spatialmodels that organise the core of theAECproject.
With each iteration, the Topologic diagram produces three different outputs: a BIM
model, an energy model and a waste and circular economy model. Key parameters
of performance of these models are measured and recorded on a “continuous evalua-
tion” smart contract. To develop the next design decisions, the design agents use the
governance tokens to participate in voting rounds for which model to develop next,
but also their governance tokens identify them to the “continuous evaluation” smart
contract of the system.

Through the state changes in the “continuous evaluation” smart contract, one can
have a stigmergic understanding of where the project lies in terms of performance,
through a situation dashboard that all project agents use to display the achieved
performance of their proposal. This reflects exactly the mechanisms that Heylighten
predicts in his example of stigmergy in construction.

The state changes in the contract are then able to be reflected against specific
targets for the AEC project in terms of carbon, waste productivity, and overall quality
in regards to the performance of the building. Topologic canwrite directly to the smart
contracts via simple scripting mechanisms written on python [43].

The cryptoeconomic loop closes then by increasing the value of the fund contract,
allowing essentially the design agents to earn a higher value of the fund against their
proportion of the staked tokens. To retrieve the funds, the designers need to run the
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process in reverse, by returning the staked tokens, which then can be swapped with
the proportion of the funds that they can claim.

The structure of the tokens is developed as thus: the funds’ tokens are fungible
ERC20 tokens [42] that are used as a payment and funding mechanism. The gover-
nance tokens are fungible ERC20 tokens [17] that represent the design agent’s their
governance rights. A Non-Fungible ERC721 token represents the identity, compe-
tence and track record of the agent. This last part of the track record needs to be a
dynamic part of the NFT, including the potential to be used in many other parts of the
decision-making framework. The continuous evaluation smart contract records and
activates via the governance tokens, in our case a weighted voting system. The state
change of the continuous evaluation changes then the overall performance indices
for carbon, waste, building performance and productivity.

15 Conclusions: Strategy and Constraints

We developed an incentives cryptoeconomics mechanism for Architectural Design
teams in the AEC industry, that operates through stigmergic coordination, directly
connecting the value of architectural design with carbon and waste reduction and
productivity increase. The tight integration between tools such as Topologic and
SC on a blockchain is key for our mechanisms, while the novelty lies in not only
connecting carbon and waste reduction and increase in productivity with value in
name only but directly through cryptoeconomics. The use of Topologic instead of a
full BIM solution, allows for the creation of nimble, fast, accurate design iterations
early in the design phase of the building, minimising the investment in time and effort
that is frequently needed for developing full BIMmodels to test design solutions [26].
Further, our solution canbe expanded to thewhole lifecycle of a building incentivising
full AEC teams for a particular performance, and shifting the value from immediate
task-based gains to a better performance of the design and built asset. The intricacies
of themechanisms involved in the token design, have beenmodelled and proof-tested
already in decentralised finance applications, however, the capital and entrenched
structure of AEC projects make it difficult to test the mechanisms in a real project.
Still our model, we posit, provides another step forward in proofing the validity of
using cryptoeconomics in incentivising a better-built environment.
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