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Abstract. There are tens of thousands of power equipment and network equip-
ment in the power grid system, including a large-scale heterogeneous network
composed of intelligent terminals, sensors, databases and so on. These heteroge-
neous networks often belong to different business systems with a different logic
and will produce a considerable amount of data at the edge of the network all the
time. By studying the big data monitoring and analysis technology for enterprise
operation decision-making, we can explore various values in heterogeneous data
of power grid. For different types of data, the value in historical data is analyzed
through algorithms such as data analysis, data mining and machine learning, and
the law and value in real-time data are found through flow calculation.
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1 Introduction

To further promote green, low-carbon and sustainable development of energy, compre-
hensive energy services have developed rapidly in the world in recent years, which has
triggered profound changes in the energy system and become the focus of new strategic
competition and cooperation among countries and enterprises. At present, the power
industry has three main characteristics and needs to speed up the service transformation:
first, more and more new energy needs unified access to the network such as photo-
voltaic, wind power and hydropower; second, more and more new businesses adapt to
the emergence of various business forms such as energy sales services, information ser-
vices, market transactions and intelligent power grid value-added services, The third is
the increasingly complex power grid dispatching and maintenance, which requires the
use of ICT technologies, such as the Internet of things and big data to build an infor-
mation management and control platform, realize the deep integration of power flow,
information flow and business flow, ensure the supply and demand balance of multi-
energy and support the transformation of comprehensive energy services. At present,
with the development of integrated energy service business, there are unprecedented
challenges to energy perception from breadth to depth, as illustrated in Fig. 1.

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023
I. Ahmad et al. (Eds.): STSIoT 2021, LNDECT 122, pp. 119–127, 2023.
https://doi.org/10.1007/978-981-19-3632-6_16

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-19-3632-6_16&domain=pdf
https://doi.org/10.1007/978-981-19-3632-6_16


120 H. Wang et al.

Fig. 1. A typical multi-energy system

At present, energy perception equipment still faces the following problems:

• There are barriers to energy collection. Today’s energy collection is characterized by
single energy collection, island storage, and chimney data upload. There are barriers
to energy collection.

• The existing terminal technology is backward. The existing terminal is bulky, difficult
to install, expensive, and single communication mode, which cannot meet the needs
of large-scale distribution.

• The networking operation and maintenance costs are high, the communication tech-
nology is single, the communication distribution is dense, the equipment and network-
ing cost is high, and the business upgrading needs to replace the hardware or upgrade
to the site for debugging, which costs a lot of operation and maintenance.

• The operationmanagement level is low, and the energymanagement is only supervised
without control or manual control, which cannot realize the automatic diagnosis and
optimal regulation of energy system utilization strategy, resulting in great waste.

• Low intelligence, unable tomake independent decisions, need to upload a large amount
of data, but great pressure on communication bandwidth and cloud platform comput-
ing, and cannot generate real-time control strategy according to real-time working
conditions.

• The security is low. Due to the risk of insufficient security protection of existing
equipment, external personnel can tamper with data and control equipment to threaten
the security of the power grid.

Therefore, it is urgent to carry out technical research on energy consumption data
acquisition andmonitoring in the context of comprehensive energy, build data acquisition
and monitoring system with comprehensive state perception and processing.
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2 Related Work

2.1 Data Acquisition

The work in [1] introduced the structure, acquisition principle, and networking mode of
the data acquisition system as a whole, and designs and implements a data acquisition
terminal, including detailed hardware design, underlying software design, and applica-
tion program design of the data acquisition system, The feasibility of the software and
hardware design of the data acquisition system is verified by the indoor environment
data acquisition system. The study in [2] described the design and implementation of
the pulse acquisition circuit of acquisition terminal, as well as the design of each soft-
ware module of the acquisition terminal. This acquisition terminal can not only collect
pulse watt-hour meter but also collect watt-hour meter with RS485 interface. The work
in [3] provided a new design method of terminal unified management interface with
good flexibility and expansibility, which provides bottom communication support for
heterogeneous terminal unified management systems in next-generation networks. For
the applicability of the wireless communication module, the authors in [4] designed and
developed a LoRa wireless communication module based on the relevant specifications
of the power consumption information acquisition system, and uses the actual watt-hour
meter and watt-hour meter protocol test software to carry out the actual meter reading
test. The experimental results show that the technical indexes and meter reading of the
module meets the design requirements, it can be applied in the future power wireless
meter reading. Thework in [5] analyzes the accessmode and security problems ofmobile
terminals of power grid enterprises, puts forward the security protection countermeasures
of mobile terminals of power grid enterprises, and puts forward corresponding feasible
schemes for power grid enterprises to widely carry out mobile terminal business and
application and improve the security of information intranet of power grid enterprises.

2.2 Multi-energy Data Acquisition and Processing

The studies in [6] have realized enterprise energy consumption data collection through
Internet of things technology, global positioning system and wireless sensor network
technology. However, there are few types of monitored energy, so the collected energy
information can only be subject to simple statistical analysis, rather than deeper data
mining. The work in [7] applied the Internet of things technology to the real-time mon-
itoring of energy conservation and emission reduction in industrial parks and describes
the real-timemonitoring system of energy conservation and emission reduction in detail.
However, the monitoring of the system can only be aimed at the location where sensors
can be fixed, and the processing and analysis of the collected energy data are not suf-
ficient, so it does not have the ability of energy conservation management. In [8], the
Internet of things technology combines the upper computer monitoring platform and
network and uses the fault diagnosis system and various monitoring equipment running
on-site to obtain the operation data and operation status of high-frequency power supply
in real-time from a long distance. However, the system designed in this document adopts
C/S architecture.
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2.3 Internet of Things Framework

The work in [9] divided the Internet of things into three parts from top to bottom: per-
ception layer, network transmission layer and application layer. The sensing layer of the
Internet of things is at the bottom of the Internet of things architecture, which is com-
posed of various sensors, control modules, networking communication modules and
intelligent gateways for accessing sensors, aggregating data, and connecting the sensing
layer and the network layer. The network layer is composed of the Internet, personal
local area network, mobile communication network, network transmission system and
data resource integration and open business platform, which provides open network and
data resource integration and opening services for the Internet of things. The application
layer is the user-oriented “interface” of the Internet of things. Combinedwith the specific
industry needs, it constructs the Internet of things application environment monitoring,
natural disaster early warning, smart home and intelligent transportation for all walks
of life-based on the perception layer and network layer. In [10], the work described the
development process of Lora, introduces three-terminal devices of Lora modulation and
LoRa-WAN, finally analyzes the key technologies of Lora, describes in detail and lists
some specific examples of Lora application. The study in [6] analyzed and summarized
the current RS485 communication interface design scheme of intelligent electric energy
meter, and puts forward suggestions and solutions for the RS485 interface design from
the aspects of RS485 chip itself, data receiving sensitivity, carrying capacity, commu-
nication reliability, and so on. The study in [11] designed a wireless gateway based on
ZigBee andWiFi to realize ZigBee data interaction of intelligent terminal in home envi-
ronment and remote. The authors in [12] introduced the LoRa technology and compared
different wireless communication technologies. The work in [13] discussed the NB-IoT
enhancement technology under the Internet of things coverage, analyzes the applica-
tion of Nb-IoT Internet of things coverage enhancement technology, puts forward a
method to evaluate NB-IoT technology based on the coverage enhancement technology,
and focuses on the coverage enhancement of repeated transmission. The enhancement
technologies in the current 3GPP proposal are simulated and compared.

3 Cloud-Edge Cooperation Data Acquisition and Processing

3.1 System Architecture Design

The network system of multi-function acquisition on the user side is shown in Fig. 2.
The network architecture is a hierarchical network structure, including sensor node,

gateway node (intelligent acquisition terminal), the local base station (energy controller),
and transmission network and finally connected to the cloud service platform. To obtain
data more accurately, the distribution of sensor nodes is usually very dense, which may
be distributed in different monitoring areas, which constitutes multiple sensor networks.
In the practical application of this sensor network system structure, the data is measured
by the sensor node, and then transmitted to the network management node (intelligent
acquisition terminal), and then the acquisition terminal transmits the collected data to
the edge controller.
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Fig. 2. Cloud-edge cooperative data acquisition and processing framework

Sensor nodes can carry out data calculation anddata communication.They can realize
data fusion in sensor networks, reduce data traffic and alleviate the forwarding burden of
sensor nodes. The gateway node is mainly responsible for collecting the data transmitted
from the sensor node. All gateway nodes will connect with the transmission network and
transmit the collected data to the superior node. Sensor network includes sensor nodes
and gateway nodes. The whole sensor network plays the role of data preprocessing and
data uploading.

The base station node is a controller connected to the cloud node with certain com-
puting, storage, analysis and decision-making capabilities. It is mainly responsible for
collecting the data uploaded from the gateway node and sending the data to the cloud
data processing center through the transmission network. At the same time, it is also a
local database, which can cache sensor data in the local database. The base station node
can process and analyze local data and realize local decision-making.

3.2 System Functionalities and Specifications

(1) Energy consumption acquisition
Using the existing intelligent electric energy meter, gas meter, water meter and

other collection technologies and the collection terminal in the energy efficiency
monitoring subsystem of industrial, commercial and residential users, collect the
user’s energy consumption data and the data of multiple accounting quantities of
the intelligent collection terminal by installing the collection module in the user or
replacing the intelligent collection terminals.

(2) Multi-energy data analysis and processing
On the one hand, the collected energy consumption data should be intuitively

displayed to users to let users understand their energy consumption level; on the
other hand, it should be used as the data basis for evaluating users’ energy-saving
levels. The data collected by the intelligent acquisition terminal is transmitted to
the energy controller after multi-energy data aggregation for centralized storage
and local processing. When the intelligent acquisition terminal and the energy
controller are in the local LAN, it is considered to transmit the sensing layer data
to the energy controller through RS-485, WiFi and LoRa. Data analysis is the core
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of energy data acquisition and monitoring systems. To process, store and display
energy efficiency data, analyze whether users’ energy consumption behavior is
reasonable and feasible through data evaluation methods. Further, the user energy
consumption mode can be regulated according to the user energy consumption
data, and the optimal regulation strategy can be automatically obtained according
to the user energy consumption mode. The manager can evaluate the information
of the energy efficiency management scheme provided by the user. Among them,
it is necessary to formulate a comprehensive and reasonable evaluation system for
user energy consumption. Machine learning techniques can be adopted in the data
process, e.g., Random Forest based algorithms, as illustrated in Fig. 3.

Fig. 3. Basic structure of Random Forest method

(3) Equipment monitoring
At the system terminal, the energy consumption status of each device inside the

user is visually presented to the user through the software management system. The
user can select to add, change and delete internal energy consumption devices in the
user interface of the system according to their own needs. It can not only realize the
operation through the web but also control the energy consumption devices through
control devices such as terminal software, such as setting timing startup Stop and
control the equipment remotely through the terminal. You can view the working
conditions of the energy controller, as well as the energy consumption and data
analysis results of various energy-consuming equipment in real-time, to obtain the
local optimal control strategy. Also, the edge computing devices can be adopted,
as shown in Fig. 4 and Fig. 5.

(4) System function realization process
According to the simple description of the system hierarchy andmain functions,

the functions to be realized by the system mainly include completing the real-time
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Fig. 4. A basic design of the edge device

Fig. 5. Installation of the monitoring devices

acquisition, processing and analysis of user energy consumption data and complet-
ing the local energy efficiency analysis and optimization regulation. For example,
the energy consumption of a typical data center can be described as follows:

The components of the server include CPU, memory, hard disk, network, etc.
the required components are configured reasonably according to the needs of the
service. The existing nonlinear relationship model is given in (1).

Pused = Pidle +
(
Pbusy − Pidle

) × u (1)

where Pused , Pidle, Pbusy and u represent the actual power, idle power, full operation
power and utilization rate.

The above can be further simplified as follows:

Pused = β · Pbusy + (1− β) · Pbusy · u (2)
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Further the energy consumption of data center can be described as

E =
∫ t2

t1
Pused (t)dt (3)

The idle operational energy consumption is

DEj =
∫ Tdormancy

j

0
Pdormancy
j dt (4)

where Pdormancy
j and Tdormancy

j are the idle energy and idle time.

4 Conclusions and Remarks

In this paper, through the research on the key technologies of data acquisition and
monitoring of energy consumption control system, master the technical architecture
of energy consumption data acquisition and monitoring in multiple scenarios such as
commercial buildings, industrial enterprises and park services, the dynamic perception
and online analysis technology of energy consumption information based on Internet
of things and edge computing, and the application method of edge computing gateway
in power Internet of things, to realize business sinking Reduce the underlying data
processing from the cloud to the ground, solve the problem of low resource utilization
efficiency and time processing efficiency under a single cloud computing model, and
provide support for building a secure, intelligent, professional and integrated Internet of
things management platform.
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