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Abstract The major problem in today’s data creation and monetization is that the
data creators (individual people trading, traveling, and interacting on social media)
are not the data aggregators (the Googles, Facebooks, and Amazons of the world).
As such, the full potential of the personal data value in the age of informatics has
yet to fully materialize. This leads to constant conflict within the data ecosystem
regarding who has the right to own and monetize data; the creators or aggregators.
It has also led to a protracted debate on data sovereignty and expanded legislation
for data privacy that we deal with every day when we navigate any website. The
holy-grail solution for such a problem is vertical integration, i.e., integrating the data
value chain by combining and ensuring that data creators and aggregators are the
same in the data value stack. Until recently, this was deemed technologically impos-
sible because individuals in society cannot be their own bank, e-commerce platform,
their own search engine, and their own social media. However, the advent of minia-
turized sensors driven by advancements in device engineering and miniaturization
ushered in a new age of multifunctional sensors, often called the Internet of Things
(IoT). In particular, the distributed miniaturized devices that measure the biolog-
ical attributes of individuals are called the Internet of Medical Things (IoMT). This
chapter describes an end-to-end ecosystem that offers a solution to this problem and
the commercial pilot model it has implemented utilizing the nascent but promising
blockchain technology.
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1 Introduction

The major problem in today’s data ecosystem harvested from individuals is creation,
control, and monetization. A core component of the problem is that data creators
(individual people trading, traveling, and interacting on social media) are not the
data aggregators (e.g., Google, Facebook, Amazon, etc.). Because of this split, the
full potential of the personal data value in the age of informatics has yet to fully
materialize. This resulted in constant conflict within the data ecosystem of who has
the right to own, control, and monetize data, the creators or aggregators, and led
to a protracted debate on data sovereignty along with expanded, and sometimes
conflicting, multi-jurisdiction legislations for data privacy that we deal with every
day. Our approach to addressing this conundrum is the holy-grail solution represented
in vertical integration, i.e., integrating the data value chain by combining and making
the data creators and aggregators the same entities in the data value stack. Until
recently, this was deemed technologically impossible since individuals in society
cannot be their own bank, e-commerce platform, search engine, and social media.
However, the advent of miniaturized sensors (through which individuals can create
their own data) driven by advancements in device engineering and miniaturization
ushered in a new age of multifunctional sensors, often called the Internet of Things
(IoT). In particular, the distributed miniaturized devices that measure the biological
attributes of individuals are called the Internet of Medical Things (IoMT). This
manuscript describes an end-to-end ecosystem that offers the solution to this problem
through a scalable network and the commercial pilot model in which it has been
implemented.

1.1 Data Ownership

Data ownership is a complicated topic that has been recently addressed globally in
academic, commercial, and legal circles. The European Union General Data Protec-
tion Regulation [1] and the California Consumer Privacy Act [2] are examples of
legal frameworks intended to protect individuals’ data. However, these regulations
are complicated, challenging to enforce, and could be circumvented through loop-
holes that individuals do not realize [3]. This situation may be experienced several
times a day as we navigate the internet and are asked to accept cookies, often with
limited choices [4]. (As a tip, website cookies can be manually removed at any time
from the site information icon in the URL field). Self-sovereignty is a concept that is
almost entirely addressed in connection with identity and credentialing leading to a
wide debate on Self-Sovereign Identity (e.g., [5]). However, within these elaborate
debates, the essential question of who owns the data has not received much atten-
tion, even though there is an overarching assumption that individuals in society own
their data (e.g., [6]). Within the context of life sciences research, three arguments
are made. First, do researchers “create” data from individuals’ devices? Second, do
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individuals “control” their data? Finally, do individuals monetize their data? These
concepts are analyzed below.

1.1.1 Data Creation

Data creation from IoMT is often defined as the digital rendering of a reality or
actions taken by an individual. This capture or rendering usually involves proprietary
technology, and the resulting data are stored or represented in a digital format [4]. For
example, when epidemiology researchers plot disease outbreaks using Google maps
mobile application, a digital route is generated using Google’s proprietary technology
(satellite-based GPS, software, algorithms, other sensors, etc.) and proprietary digital
format [7]. As such, this digital route becomes the property of Google.

Similar examples can be drawn from transacting with various commercial loMT
devices, so long as this digital rendering uses proprietary means. For example, Google
purchased Fitbit, a consumer-grade fitness monitor, in 2021, resulting in Google’s
ownership of all Fitbit services and user data [8]. However, in other situations like
capturing direct digital photography of a person, the images are owned by the photog-
rapher [9], medical images are often owned by healthcare facilities or providers [10].
The complicated ownership context suggests focusing more on privacy and control
of IoMT and device data.

It should be noted that the absence of direct or active permission does not change
the fundamental analysis that these technologies have knobs and controls that users
can utilize to prevent data capture. Further, users benefit from interactive products
and willingly agree to trade off data privacy for such free benefit [4].

1.1.2 Data Control from Devices

For individuals to exclusively control their data, there must be a protocol that ensures
a secure chain of custody of the data from the point of collection or rendering to the
endpoint where the data may be stored, utilized, or monetized in a marketplace.
The author argues that the data collection technology used must also be part of the
continuous chain of custody, owned and controlled by the individual, referred to as
vertical integration of the total value stack [11]. Thus, in most cases and especially for
bioinformatics, a hardware device or a “dongle” is most suitable for the inception of
data at the point of interaction. The collected data must be tamper-proof and traceable,
this condition is best served by a trusted network based on blockchain. Encryption
can be integrated into the process to guard against data copying, especially in open
(permissionless) blockchains. This security adds another layer of guaranteed control
by the individual. Finally, for such a blockchain-based network to fully function as a
truly decentralized network, a consensus protocol is needed, such as Proof-of-Identity
(Pol). Pol requires the initial registration of biometrics to ensure that the user identity
is confirmed before the hardware device collects bioinformatic data [12]. With Pol
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securing the authenticity of the data, the entire blockchain-based network becomes
trusted and self-sovereign, and the provenance of data is ensured.

1.1.3 Data Ownership from Devices

One exception to this analysis is medical/clinical data, which are regulated under
different laws. The analysis above is not to be confused with DNA data and personal
genome. These data are based on a body part (albeit nanoscale), and accordingly,
the sequence is more about measuring the ingredients of human tissue. Using the
aggregator’s proprietary means, any digital rendering of reality becomes its sole
property. No other party (including the person subject of data collection) has privacy
rights to someone else’s property.

Furthermore, different aggregators might simultaneously render reality in
different yet proprietary formats. For example, for a person making purchases on
an e-commerce platform using a credit card, both the credit card company and the
platform will have different digital profiles using their own proprietary software.
As a remedy to this significant problem, this chapter offers a solution based on a
breakthrough device owned by the individual. Individuals collect data with a model
that makes the owner both the creator and aggregator of their data. Further details
are offered in the next section.

The final element in building a genuinely user-owned network beyond data control
is the users’ exclusive right to monetize the data. This element stems from the fact
that if data are indeed considered private property, conditions in a free market imply
that individuals have the right to transfer this property (or rent it) to another owner
for compensation by fair market value. Irrespective of the scenarios that allow for
data monetization, which will be addressed later, the fundamental right of ownership
transfer follows immediately from true data ownership in a free society. As proposed
in this manuscript, the concept of true data ownership makes the individual’s data
property and capital.

1.2 Data in Blockchain-Based Network

Like any individually owned property, data can only be traded if processes and stan-
dards for data valuation may fluctuate by supply and demand and retain a fundamental
baseline. Data valuation remains one of the most intriguing business practices today.
The initial approach to data valuation was in bulk data sales for advertising and
marketing purposes (as Google and Facebook do). It then evolved as data inputs
to artificial intelligence and machine learning algorithms. Data valuation recently
became a rapidly expanding field in economics; there are several valuable treatises
on this topic (e.g., [13, 14]), and there are attempts to create semi-automated personal
data value calculators (e.g., calc.datum.org/, ig.ft.com/how-much-is-your-personal-
data-worth/).
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In this chapter, a blockchain-based data network—based on the vertical integra-
tion approach proposed—also benefits from the same principles of data valuation.
Furthermore, if structured as a Decentralized Autonomous Organization based on
these governance principles, such a network offers its participants the maximum
data value return on their data collected vertically integrated within the network. The
final point in this section involves handling encrypted data in the network described
above. Homomorphic Encryption Algorithms (HEAs) are readily available and able
to handle encrypted data, creating monetizable analytics that contribute to data valu-
ation to the extent that the valuation models are still valid [15]. For example, in the
Synsal network, an innovative miniaturized device [16, 17, 18] is accessed through a
combination of retinal and fingerprint identity verification, satisfying the Pol require-
ment. The device directly collects bioinformatics, converts raw data to encrypted data,
and uploads to a blockchain-based network. HEA-run analytics are sent back to the
user or are monetized. More details about the Synsal network are described in the
following section.

2 Case Implementation of Internet of Medical Things
(IoMT) with Real Ownership

This section demonstrates how the network described above is implemented in a
realistic pilot commercial ecosystem. As shown in Fig. 1, the Synsal ecosystem [16,
17, 18]) starts with users accessing the device using biometrics necessary for the
Pol protocol requirement. Data authenticity is guaranteed, as the Synsal device can
only be accessed if the pre-registered user is interacting with the device. The device
was engineered to make it challenging to maneuver around this step. For example,
if the device is operated in a blood drop collection mode, a miniaturized proprietary
cartridge is inserted into the device [16, 17, 18]. A micro-needle is mounted on the
device upward so that a finger prick and fingerprint actions are performed simultane-
ously. Another example involves a sputum sample deposited in a cartridge when the
user approaches the inserted cartridge. As shown in Fig. 2, a retina scanner on the
device simultaneously verifies the user’s identity. This level of engineering control
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Fig. 1 Dr. Ned Saleh demonstrates how a user would interact with a prototype Synsal device
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Fig. 2 The data process flow from users through the Synsal ecosystem

guarantees the fidelity of the data in the network and secures data ownership in the
entire network based on the vertical integration approach discussed earlier.

The Synsal device is an engineering innovation that can handle several bodily
fluids down to a few droplets (100 1) thanks to breakthroughs in microfluidics engi-
neering. The Synsal device is designed to be a non-invasive, general wellness Class-I
medical device. It falls under the U.S. Food and Drug Administration (FDA) regula-
tions related to Over The Counter and Direct-To-Consumer devices [19, 20]. Various
assays (e.g., metabolic, cardiac, infectious, etc.) were validated on this device. The
Synsal device creates a bioinformatics measurement from the electro-optical sensors
in the device that analyze the pre-calibrated raw signal then encrypt it before it is
transmitted to the network. The user-specific bioinformatics data enter the network
encrypted. The network operators cannot access the encrypted data, nor can they
decrypt it; only the original user can decrypt the data from a private key programmed
at the initial unpacking and device set up. The user—and the user alone—is the data
owner.

The data at this stage reside within the blockchain-based network, whether on-
chain or off-chain, as in an InterPlanetary File System. The HEA can now access the
data, perform analytics, and integrate these analytics with the rest of the network. It
should be noted that the near-immutability attribute built-in in the blockchain archi-
tecture alone does not guarantee data ownership in a blockchain network. While
the data are cryptographically tamper-free, it may still be transparent and visible to
other users in the network—especially if the network is public and/or permission-
less. Hence, encryption is necessary for exclusive control (and thus ownership) of the
data. The ability of the user to decrypt their data and the analytics-based derivatives
of the data generated by the network algorithms offers higher valuation of the users’
data and unlock the maximum potential of monetization in the data marketplace
connected to the network. It is also possible to program the encryption of the data
to be portable and interoperable with other blockchain networks; this further maxi-
mizes the data value and offers more flexibility—especially in cases where dynamic
consent is implemented. Fortunately, HEAs are themselves interoperable and can
be implemented universally. Today we are witnessing a plethora of programmable
blockchains and smart contract languages beyond Ethereum and Solidity that can
sustain this level of flexibility (e.g., Casper, Polygon, etc.)
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2.1 The Synsal Network

As stated in earlier sections, vertical integration of users’ data stack relies on owning
the initial aggregation layer, i.e., the hardware level that collects raw signals or a form
of digital rendering of a specific attribute of the user-related reality. In that sense, one
may question the availability of the technology, devices, or product practically acces-
sible to the users to own, rent, or utilize in any other way that does not impact their
exclusive ownership (including control and monetization) of their data. For example,
suppose a person would like to perform an MRI and exclusively own and monetize
his/her data. In that case, he/she would have to buy a next-generation portable MRI
scanner such as Hyperfine that costs approximately $50k [21]. Incidentally, this is a
remarkably inexpensive price point for an MRI device, yet it may not be accessible
to most ordinary middle-class individuals.

The market for miniaturized IoMT now includes home ultrasound scanners at
price points accessible to retail consumers and readily available on e-commerce
platforms like Amazon. Even whole genome sequencers are now available in portable
home devices priced around $1k thanks to advances in genomics technology like
the Nanopore [22]. Furthermore, the market for home-based Point of Care (PoC)
diagnostics and wearables is rapidly improving and covering vast areas of vitals
measurement. In the age of the COVID-19 pandemic, PoC home testing now covers
infectious diseases.

We are witnessing a blurring between wearables, home PoC diagnostics, and home
(semi-)clinical devices, including home hemodialysis [23]. Despite all the home-
based IoMT and PoC devices, no data ownership model is designed structurally
to guarantee absolute control and security of user data, this is especially true if
these devices are connected to databases or networks for data analysis straight to
medical records. The realm of patient clinical data ownership or medical records
remains outside the scope of this manuscript. However, it suffices to mention that a
complicated web of laws regulates the ownership of patient data and medical records,
which vary from one state to another within the USA and from one country to another.
The Health Insurance Portability and Accountability Act (HIPAA) regulates health
care providers’ patient records privacy and permissions. However, there are no legal
provisions on medical data monetization, especially if the data are deidentified [24].

Furthermore, disease reporting laws may override the HIPAA provisions per state
or federal law [25] under the U.S. Centers for Disease Control and Prevention. To
the best of the author’s knowledge, there are no known networks to date that involve
IoMT or home devices collecting clinical data or bioinformatics that comprise simul-
taneously engineering (as opposed to administrative) guarantee of legal ownership
(dynamic control and monetization) and maximum potential for collective and indi-
vidual analytics. Additionally, without explicit data encryption, blockchain-based
networks alone do not guarantee absolute ownership of user data—even in private
and permission-based networks. There remain risks of identity disclosure through
differential privacy [26] or zero-knowledge proof loopholes [27, 28]. As shown in
Fig. 3, a vertically integrated bioinformatics network is architected to achieve real
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Fig. 3 The creation and protection of data value through the Synsal Network

ownership of data where users exclusively control their data from the point of incep-
tion by guaranteed engineering encryption. The data reside on a blockchain-based
network with the maximum potential of data monetization through HEA that unlocks
the maximum potential of data value. If this network is connected to a marketplace,
it constitutes an end-to-end ecosystem for data ownership and monetization, a Data
As A Capital model.

2.2 Sensors, Device Engineering, and Scaling in the Synsal
Network

This section offers some technical glimpses into the Synsal device engineering [16,
17, 18]. The device addresses an essential aspect of the true miniaturization of a
home-based or decentralized analytical test lab. The approach taken in engineering
the device is not a “brute-force” miniaturization [29], where all device elements
are mechanically scaled-down and cramped in compact space. Such an approach
only scales down the physical sub-modules but does not scale down the raw sample
handling—especially if the samples are only a few drops of bodily fluid (blood, tears,
etc.). In addition, such an approach does not proportionately scale down mechanical
tolerances and thermal loading and becomes not feasible from the system engineering
design analysis. Proper scaling of an analytical home-based device must also include
scaling-down of the sample handling chemistry. Without such technological break-
through, the device will eventually have to analyze a diluted sample of the input
fluid. The biomarker concentration will drop significantly and will likely be below
the detection limits of any known sensor. The Synsal device is designed to imple-
ment the miniaturization and scale down on the microfluidics level, thanks to the
breakthrough in the proprietary surface activation technology [30, 31] that leads to
micro-splitting of fluids samples while preserving the biomarker concentration [16,
17, 18]. Specifically, the technology allows for creating programmable selective fluid
flow due to the ability to create different polarities of surface energy. When inter-
acting with lyophilized assays, this makes for natural chemistry scaling down. The
Synsal device is equipped with electrochemical and optical sensors designed and
validated for 1picoAmp-1pmol with high frequency ultrabright LED illumination
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to perform particle counting/cytometry and time/frequency-domain optical signal
processing, with usable signal-to-noise ratio.

Besides the ability to be programmed to measure various assays, the device can
also perform Nucleic Acid Amplification Tests, which are critical for viral detection
assays. However, unlike Polymerase Chain Reaction protocol, the device uses a well-
known isothermal protocol called Reverse Transcription-Loop-mediated isothermal
AMPlification (RT-LAMP). The device also has a biometric activation input user
interface and built-in encryption chips [32].

3 Tokenization and Value Scaling in the Blockchain-Based
Network of Hardware Devices

This section illustrates how a blockchain network can be tokenized to maximize
user-owned data valuation. The Synsal network is designed to implement the true
ownership model discussed above based on vertical integration of the data value stack.
Furthermore, data are processed to create maximum potential value from analytics
and monetizable reports. This model uses an innovative and proprietary network
effect based on Reed’s modified law in scaling [16, 17, 18]. Figure 4 displays the
scaling properties when following Reed’s modified law in scaling [33].

In a classical database where network effects are absent, each additional user
contributes to the growth of the network depending on the size of the network (Sarnoff
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Fig. 4 Differences in scaling properties when using Reed’s Law versus other laws used to predict
value in scaling
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Fig. 5 A depiction of the relationship between users and the total Synsal Network

Law). An additional small group of users increases the value of the network by a
factor proportional to An/N, where n is ‘number of users added’ and N is the total
number of users in the network (Fig. 5). The network’s scaling follows a logarithmic
pattern with the integration of such increments according to the formula:

— =log

/”+Ndn N +n
v N N

Accordingly, the network value increases logarithmically, but its growth stagnates
as it becomes larger. For example, the value of the data in a network of siloed users (as
in anetwork of protected medical records) follows such a logarithmic trend. However,
suppose the user’s data can be processed collectively. In that case, the network effect
will kick in and drive the value of the network higher than the logarithmic scaling,
depending on the way the users are clustered in inter-related groups. There are various
ways to model network effects discussed in the literature (e.g., [33]), the details of
which are outside the scope of this manuscript. It is of paramount importance to
notice that if the identity of the users is protected, then the clustering actually cannot
happen. The maximum value of the network remains logarithmic. However, for the
network to scale under the network effects depicted in Fig. 4, the identity of the
users must be known to the network operators. In most practical cases, the network
operators have access to the user’s identity and become the beneficiary of the data
valuation. This is very common in social media platforms where the users’ identity
is known to the data aggregators (owners or operators of the network) who are the
ultimate beneficiaries of the network value, as in advertising revenue.

To recap, the dilemma is that the network cannot simultaneously scale the value of
the data utilizing the network effects and keep the identity of the users protected. One
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way to resolve this dilemma—perhaps the only way possible—is using encryption
like HEA to cluster users in interrelated groups. In this case, the network operators
(data aggregators) could not monetize the data. However, the network can be set
up as is the case in the Synsal Network so that the individual users, and only the
individual users, can monetize the data and yet benefit from network effect driven
scaling since they can decrypt their profiles.

3.1 Tokenization and Value Scaling

This section offers additional means that the data value in the network can be further
scaled if the value is captured in the form of a token, typically and more suitably a
Utility Token (UT). In a blockchain-based network, the UT can be created using smart
contracts that are built-in automated code in the network that can offer users more
functionality and control and, perhaps most importantly, carry parameters of dynamic
consent. The tokenized data can be tightly or loosely tethered to the UT, which can
be traded on a platform or interoperably on a secondary market. The UT must be
carefully programmed in the smart contract regarding its utility rights. If the UTs are
finite while the number of new users is not, a condition of scarcity can be created that
drives the valuation of the UT in addition to the rules of network effect that continue
to apply to the UT. An additional feature unique to the Synsal Network (and any other
network based on acquiring a piece of hardware to participate in the network) can be
added. The device can be purchased using a value-based token considered a Security
Token (ST) similar to a stable coin. The advantage of incorporating an ST is that
network can operate with a dual token. This is particularly important to stabilize the
UT—especially if the latter is finite, making it otherwise prone to speculations often
called “pump-and-dump” actions. The coupling of the ST to the UT adds stability to
the network. This chapter does not, however, address the technology and regulatory
requirement to operate such a dual token network.

3.2 Basic Stabilization Tokenomics

Finally, it is important to provide some guidance on the token economics (toke-
nomics) of the dual token system described above, making for a stable and scalable
blockchain hardware-based network of bioinformatics data. It is fair to state that
many or most of the Initial Coin Offerings in the past several years irrecoverably lost
a significant portion of their initial value due to a lack of certain tokenomic guardrails
and bootstrapping mechanisms. It is exceptionally challenging to recover value once
the native UTs slump on a trading platform. To make a UT representing a network
like the Synsal Network, there should be some or all of the following factors:
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(1) Intrinsic value creation and growth mechanism from data created by users. UT
value is tethered to data

(2) Value creation from a single user in the network without scaling from the
network effect

(3) Security Token coupled to the UT to offer robust UT stabilization mechanism,
and liquidity exit

(4) UT participation is mandatory by users and data buyers, leading to high UT
velocity

(5) UT derivatives on the platform (options, futures, swaps) to be used when
applicable to offer another layer of valuation.

4 Future Directions

Engineering miniaturized IoMT devices improved on the heels of the COVID-19
pandemic. Home monitoring of vitals and other wellness needs provides crucial
indicators of underlying conditions behind elevated COVID-19 illness; telemedicine
also makes strides within the same context. Also, clinical, wellness, and medical data
are expected to accumulate significantly [34]. With increases in data volumes, we
will likely witness broader debates on data privacy, ownership, and monetization.
There are also questions regarding the rights of governments and medical health
record keepers to share data in semi-real-time to get insight on possible outbreaks
of a new pandemic—especially if new Coronavirus variants or other viruses may be
more contagious than the variants we witnessed in the course of the pandemic.

We also are witnessing expansion in the blockchain domain and utility-based cryp-
tocurrency offerings. Examples include Algorand (algorand.com/; [35], Avalanche
(https://www.avax.network/), Solana (solana.com/), Harmony (harmony.one/), and
in particular, BurstIQ (burstiq.com), a HIPAA-compliant blockchain network. This
massive momentum in Blockchain is also taking place as virtual reality applications
are moving to a new plateau with the emergence of the Metaverse [36]. Alongside this
momentum, we are also witnessing world governments, including the U.S. federal
and state governments [37], trying to stay abreast with the legislative demands to keep
the U.S. as a jurisdiction friendly to innovative blockchain companies and venture
capital to operate and grow. In total, it is hoped that all this momentum will help mate-
rialize and widen the adoption of vertically integrated blockchain hardware-based
networks similar to the one described in this manuscript by Synsal. Life sciences, clin-
ical research, and market analysts will benefit as more bioinformatics data, quantified
wellness, and analytics reports are generated thereof from such networks.
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5 Conclusions

This chapter addressed a rapidly increasing topic of importance in the age of bioin-
formatics and IoMT, namely, data ownership and monetization. In order to guarantee
true ownership of data (privacy, control, and monetization), vertical integration of
the full data stack is needed. As such, the initial point of data aggregation usually
involves hardware. This chapter presented a case study of the Synsal Network, where
an innovative device collects data from a network of participating users. The device
acts as a “dongle” to participate in the network. The network uses encryption and
algorithms to maintain ownership of the data and maximize the scaling of data value
to the users’ interest. As an added benefit, data tokenization can accelerate data valu-
ation and liquidity—especially when a data marketplace is part of this end-to-end
ecosystem.
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