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Abstract Blockchain is one of the emerging technologies with profound societal
and economic disruptive potential. It can also act as a catalyst for a new era where
boundaries between physical, biological, and digital worlds become increasingly
blended. This impact will likely trigger a complex cascade of adaptive changes in
how we live, work, and educate future generations. Although ethics and moral values
have been in existence for centuries, the digital era and rapid large-scale adoption of
emerging technologies such as blockchain are posing novel digital ethics challenges
that need to be addressed from a philosophical, legal, and self-sovereignty perspec-
tive. This chapter highlights how we can design proactive digital ethics programs
in life sciences that mitigate potential negative consequences of blockchain deploy-
ments. Further, design thinking methodology combined with ethics principles can
assist with building a human-centered blockchain ecosystem in the life sciences
industry that will protect human rights. Specific digital ethics nuances related to
various domains within life sciences as well as cultural or socioeconomic differ-
ences that can impact our blockchain ethical design frameworks will be addressed,
and topics for future research will be suggested.

Keywords Ethics - Life sciences + Blockchain + Data governance * Identity -
Research

1 Introduction

Ethics has been a very important discipline for centuries. After decades of marginal-
ization, we are currently witnessing a resurgence within the scientific and business
community due to the complex ethical issues we face while deploying emerging
technologies at a larger scale. The scientific and business communities, as well
as numerous not-for-profit and government agencies, are appropriately concerned
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about ethical issues that impact all industries. Topics such as bias, discrimination,
data privacy, data ownership, transparency, and trust are making the headlines daily.

Industry leaders wish to be prepared for entering the next industrial revolution.
Successful management of emerging technologies, such as distributed ledger tech-
nologies (DLTs, most notably blockchain), on all domains within the life sciences
ecosystem will be required to display a complex armamentarium of novel skills, such
as technology literacy and environmental, social, and governance (ESG) conscious-
ness, as well as mastery of digital and applied ethics [1]. Furthermore, it has become
evident that novel technologies like blockchain will also demand versatility in foun-
dational ethical concepts. It is recommended to design proactive ethics programs to
avoid negative consequences, and leaders that understand this imperative are poised
to be successful. Ethical leaders of our digital era will be defined by upholding moral
values, complementing state-of-the-art strategic planning, revising our education
system, and embarking on an arduous, complex digital transformation journey.

Blending boundaries between physical, digital, and biological worlds will likely
continue at an exponential pace. Emerging technologies such as DLTs, artificial intel-
ligence (Al), Internet of Things (IoT), or next-generation computing have the poten-
tial to make a profound disruptive global impact. Many experts consider DLTs—
and specifically blockchain technologies—to have a transformative impact across
multiple industry sectors (e.g., [2, 3]). The life sciences industry is one of the most
significantly affected post-pandemic and will demand unique ethics, business, and
leadership challenges.

Deloitte’s latest global life sciences outlook report highlights accelerated digiti-
zation, a new remote workforce, new customer-centric solutions, shortening of the
research and development cycles, cross-border reliance via supply chain optimiza-
tion [4]. One of the most significant challenges leaders face is the ethical and mindful
deployment of emerging technologies. The life sciences industry is represented by
a broad business ecosystem. Life sciences are also at the top of the agenda for
most digital ethics experts concerned about potential negative consequences during
deployments of emerging technologies (e.g., [, 6]). Blockchain technologies have
sparked numerous passionate debates among experts that emphasize the numerous
opportunities they bring to the life sciences industry and experts who caution about
all potential risks associated with their deployment.

The life sciences industry is undoubtedly experiencing tremendous growth.
Several trends demand attention from key stakeholders: a rise in genomics-powered
personalized and precision medicine, a rise of in silico trials, a reinvigorated focus on
specific specialties such as immunology, pathology, imaging, as well as a remarkable
increase in funding for some of the disinclines such as oncology or neurosciences
[7].

The ethical aspects of blockchain deployment are complex for any industry.
However, there are additional unique challenges related to the life sciences industry
that must be addressed proactively. There are essential nuances in the ethical
deployment of blockchain, which include societal and individual perspectives.
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Among all domains that represent the life sciences, research is one of the most
important to emphasize when considering blockchain deployments due to the expo-
nential and long-term impact on all other sciences, healthcare, and the global business
ecosystem.

At a basic level, we must ensure that blockchain deployments in life sciences
uphold the basic ethical principles such as justice, beneficence, non-maleficence,
confidentiality, integrity, and autonomy. A well-planned application of blockchain
in life sciences must meet the impartiality and equality conditions, as well as ensure
equal access and safeguard ownership of all data generated. The cryptography-
based security offered by blockchain technology can contribute to our quest to offer
maximum protection for the data stored and protect against unintended breaches,
as well as malicious cyber-attacks. The life sciences industry generates massive
datasets, numerous products, and solutions that are extremely difficult to safeguard.
Howeyver, in some situations, a blockchain’s attributes can offer a better solution for
confidentiality, fidelity, and integrity than traditional technology architectures [8].

Perhaps one of the most convincing arguments for blockchain can be made for
upholding the principle of autonomy. Self-sovereign identity has the potential to solve
one of the major power dynamics and allow an optimal solution by offering individ-
uals the right to their own digital identity and digital footprint [9]. Blockchain is the
technology that can offer the necessary infrastructure to achieve a scalable, secure,
decentralized model. In a recently published article about the use of blockchain in e-
health, [9] provides a detailed overview of a centralized user-centric self-sovereignty
model. The authors illustrate how the model gives users full control and provides the
necessary steps for a successful implementation, such as decentralized identifiers,
decentralized identifier documentation, and verifiable claims.

In addition to upholding the fundamental ethical principles, experts have called
for the creation of a new Code of Ethics and Code of Conduct for Blockchain. Neitz
[10] emphasizes the pros and cons of decentralization, as well as the dangers of
human bias and conflict of interest for blockchain developers and other agents of
interest. The author posits that while having a code of conduct would not eliminate
challenges and ethical dilemmas for blockchain deployments, it could provide basic
guidance to key stakeholders in the blockchain ecosystem [10].

Australia has taken the lead by drafting a Blockchain Code of Conduct that can
serve as a blueprint for other countries. While it certainly offers opportunities for
improvement, its content focuses on reputation, respect for rules, honesty, confi-
dentiality, privacy, fairness, competence, self-improvement, conflicts of interest, and
responsibility to others [11].
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2 Digital Ethics Programs Design for Blockchain in Life
Sciences

Digital ethics is a discipline that describes and addresses how we can translate clas-
sical ethics principles into the digital and virtual realms, such as beneficence, malefi-
cence, autonomy, justice, and the values we desire to uphold as a society. Furthermore,
applied ethics also aims to provide ethical guardrails that can assist us in maintaining
trust, respect, responsibility, fairness, and citizenship.

Business ethics include governance, social and fiduciary responsibilities, as well
as discrimination, fraud, abuse, or bribery [12]. Ethical life sciences leaders are
expected to display a high regard for moral values such as honesty, fairness, respect
for others. By striving to demonstrate ethical leadership in this digital era, leaders can
greatly improve a Global Life Sciences Ethics Culture [13]. This section provides
the overviews of digital ethics codes and summarizes the relevant literature.

2.1 General Application of Digital Ethics Across the Life
Sciences Continuum

When evaluating the key elements that constitute a state-of-the-art proactive digital
ethics program, we identify a need for a new code of digital ethics, a new code
of digital conduct, new digital data governance, and a new digital bill of rights in
addition to the traditional components. Gloria [14] forecasts a different future for
digital rights, and Neitz [10] has questioned if we need a blockchain-specific code of
ethics given “the libertarian origins of blockchain.” Neitz expresses concerns about
a potential backlash from blockchain developers “who embrace the libertarian ideal”
and foresees that they would likely argue that implementation of a common standard
goes against the very freedoms that make blockchain a revolutionary technology.

A recent systematic review of the blockchain literature reveals that most research
had initially focused on cryptocurrencies. Only lately, a transition has been observed
towards the ethical deployment of blockchain and the need for practical tools that
can be utilized by industry experts, practitioners, and scholars [15]. The authors
note that the spectrum of blockchain ethics research covers sustainability, greater
societal good versus the needs of individual citizens, impact on law and democracy,
the potential for digital twins and converging technologies, and the transformative
power of blockchain for all industries in the digital era. Several publications call for
the creation of international frameworks that can address the ethical considerations
of blockchain technology infrastructure development and blockchain applications
[15].
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2.2 Research

Digital ethics has application for all types of research and all stages within the
research lifecycle. There are numerous benefits of blockchain technologies in any
research enterprise spanning across all domains: IRB review, audits, compliance,
reporting, waste reduction, fraud prevention, informed consent, staff certification,
patient recruitment, data privacy, addressing conflicts of interest, and advanced
financial management [5, 6].

Enhancing the quality and safety in research is paramount to upholding the princi-
ples of beneficence and non-maleficence. Deploying blockchain for pharma research
could not only reduce errors, reduce adverse events, improve outcomes but also aid
with drug traceability, which has led to expanded use of blockchain in pharma-
ceutical supply chain management [16, 17]. A blockchain-powered pharma industry
ecosystem could leverage smart contracts in a secure private permissioned distributed
network of stakeholders and could lead to enhanced safety, improved integrity, and
efficiency by reducing intermediaries.

Whether we aim to enhance study design, study implementation, study tracking,
preparation for audits, or monitoring long-term impact, some of the unique benefits
of blockchain can prove to be highly beneficial when deployed mindfully and with a
strong data governance program [ 18]. Furthermore, the enhanced access, decentral-
ized features, automation, and scalability can optimize efficiencies for all types of
studies such as analysis of data and specimens, observational studies, interventional
studies, case-control studies, cohort studies, cross-sectional studies, or qualitative
studies [5]. Randomized controlled studies are often more complex and can serve
as s excellent illustrative example of how blockchain technology can be deployed
ethically by embedding guardrails and checkpoints during every process that ensures
efficiency and compliance.

A comprehensive blockchain-powered digital ethics program can facilitate
internal and external audit preparation. Additionally, many of blockchain’s char-
acteristics, such as proof of ownership and authority or its practical immutability,
can reduce the overhead burden for staff, reduce waste, minimize or eliminate fraud
[19].

A proactive robust data governance program requires transparency regarding data
controls. The transparency afforded by blockchain technology ensures that all deci-
sions and processes are auditable and confirms adequate data stewardship. Through
blockchain’s cryptographically backed-up infrastructure, we also achieve improved
accountability, and its consent-based features allow seamless cross-disciplinary
and inter-organizational collaboration without jeopardizing data sharing standards
[20, 21].

Some of the most promising benefits of blockchain in data governance are highly
desirable for any research enterprise. However, when deploying blockchain tech-
nologies for research, we must also mitigate some potentially negative aspects such
as cost, limited lifespan of encryption, or network maintenance breakdowns [5, 9].
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In life sciences research, multiple key stakeholders from a variety of public or
private organizations are involved, and a reliance on private keys is often required.
Therefore, a careful feasibility analysis of the specific type of blockchain technology
to be deployed is essential. Furthermore, deciding what data need to be stored on
and off-chain is also crucial and needs to occur early in the design phase [22]. For
most life sciences projects, a hybrid design that enhances privacy by storing specific
data elements on the chain and preserves some off-chain may prove to be an optimal
solution.

Another potential barrier that needs to be overcome for life sciences research is
the “zero state challenge.” Specifically, the provenance of many records used for
a specific research trial will require validation [23]. As described eloquently by La
Pointe and Fishbane in the Blockchain Ethical Design Framework [23], an intentional
design s essential to achieve optimal results. Specifically, the rules that govern human
interaction must be prioritized and decided early in the process. Decision-makers will
need to make tradeoffs that ensure the highest effectiveness of blockchain deploy-
ment. These tradeoffs can also impact inclusion, diversity, and enterprise return on
investment [23].

Asdescribed above, the successful deployment of blockchain technologies applies
to all domains within the life sciences continuum [16, 17]. However, several nuances
are worth highlighting for a few high-impact domains that require a higher degree
of customization for successful implementations, such as Genomics, Precision
Medicine, Pharma, Biopharma, Biotech, or Biomed. The customization would ensure
operational effectiveness and efficiency, as well as uphold ethical principles.

2.3 Genomics and Precision Medicine

Advanced genomic sequencing has opened a new world of opportunities in life
sciences, from direct to consumer testing to novel scientific discoveries and the devel-
opment of new personalized genomics-informed medical solutions. These solutions
can include new molecules, new pharmaceutical agents, new medical devices, and
new therapeutic pathways. All will require a safe, trusted method to access, store,
share, and analyze the massive genomic data sets generated globally. Several publi-
cations are highlighting the numerous benefits of blockchain platforms in genomics-
powered precision medicine. Most of them emphasize participatory access and
distributed data stewardship (e.g., [7, 21, 24, 25]), while others highlight the enhanced
security and self-sovereignty characteristics [9].

While there are clear opportunities for blockchain in genomics medicine, we must
also overcome several challenges. Thiebes [24] determined that there are 17 techno-
logical advantages. The author also outlined the opportunities blockchain brings for
increased flexibility, allowing dynamic access to various stakeholders and interde-
pendent privacy. This dynamic consent process enables blood relatives to give data
sharing permissions via smart contracts [24].
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2.4 Digital Identity

Digital identity is a foundational element to successful ethical blockchain deploy-
ments in any industry and is crucial for life sciences. Digital identity can be repre-
sented by a person, organization, application, or device and includes electronic
signatures, seals, website authentication, and registered delivery [9]. From an ethical
perspective, we must reflect on all expressions and understand the impact of digital
identity categorizations when deploying blockchain across the life science spectrum.
Cameron’s landmark publication [26] outlined identity principles, and blockchain is
conducive to attaining all of them: user control and consent, minimal disclosure for
a constrained use, justifiable parties, directed identity, pluralism of operators and
technologies, human integration, and consistent experience across contexts.

Another essential article by Allen [27] describes four models of online identity, and
each requires different digital ethics guardrails: centralized identity, federated iden-
tity, user-centric identity, and self-sovereign identity. He also drafted novel principles
of self-sovereign identity, which should be foundational to those developing digital
ethics blockchain playbooks: user-centricity, control, access, transparency, longevity,
portability, interoperability, consent, minimized data disclosure, and protection.

Bouras et al. [9] provide a comprehensive review and overview of the impact
of identity management and its importance in e-healthcare. The seven criteria of
identity management they outline fully apply to life sciences research; autonomy,
authority, availability, approval, confidentiality, tenacity, and interoperability. They
also represent crucial elements of success in life sciences research and can be deliv-
ered via blockchain technology. The authors provide a helpful comparison of iden-
tity management models and how each type impacts the seven identity management
criteria. Their findings suggest that decentralized models are the only ones offering
autonomy, as well as the highest authority, availability, and confidentiality. They
also highlight challenges with using centralized, federated, or user-centric identity
models, such as lack of autonomy and interoperability in centralized models or lack
of the approval feature in either centered or federated identity models [9].

3 Cultural, Legal, and Socioeconomic Influences

There is a complex and dynamic interplay between cultural factors, the legal land-
scape, and socioeconomic factors in each country or region that deeply influences the
adoption of emerging technologies and their ethical deployment. There are marked
differences in digital literacy and fluency that impact key stakeholders’ ability to
assess, design, develop, deploy, and monitor the deployment of all emerging tech-
nologies. However, blockchain has caused a marked cultural, legal, and socioeco-
nomic divide that must be addressed globally. For research in the life sciences industry
to thrive from leveraging blockchain technologies, we must develop new regulatory
frameworks and legislative clarity.
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A recent book, Future Law, eloquently highlights the challenges we encounter
when developing legislation for emerging technologies, as well as some of the main
regulatory and ethical intricacies lawmakers need to consider [28]. The authors also
emphasize that arts and culture play a mediating role between technology and law.
Mittelstadt and Floridi [29] also identify key societal issues and approaches that
rule the debate on the ethical deployment of new and emerging technologies while
calling for international collaboration to develop information governance policies.
The authors caution against exceptionalism, parochialism, and adventitious ethics in
life sciences research. While written to address ethical issues in big data management,
the fundamental problems, main conclusions, and recommendations can be easily
extrapolated and applied to blockchain technologies.

Another intriguing opinion highlights the convergence of ethics, law, and gover-
nance and the impact technology deployments in life sciences on significant decisions
in the healthcare, military, defense, and space industries [18]. The authors also high-
light how traditions and values in various global communities that share religious
beliefs markedly impact the ability to draft laws for emerging technologies. They
also point to the significant governmental bias, outdated regulations, and bureau-
cratic burdens existent in many geographic markets that preclude the development
of legislation or policies that can assist with deploying emerging technologies such
as blockchain [18]. The book calls out the tension between promoting innovation
and entrepreneurship that stimulates economic growth and the regulatory hurdles.
Examples are provided from various countries where the political process interferes
with appropriate assessment of the benefits and risks associated with emerging tech-
nologies such as blockchain. Safety, privacy, responsibility, and public health are
often crucial topics in the passionate debates, and key stakeholders within the life
sciences and blockchain industries often find themselves caught in the middle of the
polemic.

Carnevale and Occhipinti [30] pose several questions to all digital ethics advo-
cates: Who is authorized to make decisions in a decentralized system? What about the
mechanism for deciding? Authorized by whom? With what kind of consensus? To
which principles must the decision-making mechanism respond? Answering these
initial questions to optimize all aspects of the life sciences research industry is only
the beginning of the digital ethics odyssey. It constitutes a moral imperative for all
decision-makers [30].

Dierksmeier and Steel [12] forecast some of the moral dilemmas business leaders
will have to solve before and during blockchain technology deployments. The authors
share their views on the application of Habermasian corporate social responsibility
theory in blockchain applications. The life sciences research industries are particu-
larly amenable to data transparency to authorized stakeholders. State-of-the-art ethics
programs will be required to navigate the numerous sources of ambivalence caused
by those who endorse a utilitarianist, contractarianist, deontological, or virtue ethics
approach [12].

The impact of ethical deployment of blockchain in life sciences research will
inevitably also cause a recalibration of the educational and business processes
within life sciences and, therefore, a novel emphasis on blockchain business ethics
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and educational ethics-related aspects. Other authors (e.g., [10]) caution about the
ethical challenges with decision-making in all types of blockchain technologies that
influence state and governing regulatory bodies.

Zatti [31] calls attention to how the pandemic has highlighted the need to share
relevant biobank data and the benefits blockchain technologies offer while safe-
guarding intellectual property rights. The authors also echo other experts’ calls
to enhance legislation and more explicit regulatory guidelines that can facilitate
large-scale adoption of blockchain.

Several governments worldwide have acknowledged the need for new laws and
regulatory guidelines and already adopted blockchain. Europe and Asia are leading
the way. However, there are promising efforts in North America, South America,
Australia, and Africa. Lawmakers, policymakers, and ethicists will have to collab-
orate closely to align their new bodies of work with the global digital ethics frame-
works. At a global level, we have a few universal opportunities that can drive
successful blockchain deployments in life sciences and other industries, such as
increased digital ethics advocacy, sustainability, and inclusion.

4 Blockchain Ethics and Purpose in Life Sciences

Life sciences leaders have the opportunity to shape the future by fostering a culture
of digital ethics and contribute to the development of a Global Digital Ethics Frame-
work for the life sciences research industry. This global framework can facilitate
the attainment of the United Nations Sustainable Development Goals (SDGs) and
further validate the existing sense of purpose in life sciences research.

While the deployment of blockchain technologies can have a large-scale impact
on all United Nations SDGs, a few SDGs are more directly impacted by blockchain
solutions where a lack of ethical deployment can have devastating circumstances
on society. Blockchain technologies can augment and amplify sustainability efforts
related to reducing poverty, reducing hunger, improving access to quality educa-
tion, optimizing gender equality, promoting decent work and economic growth,
building a robust infrastructure, reducing inequality, and creating sustainable cities
[1]. Undoubtedly, blockchain technologies deeply influence the health and wellness
ecosystem and specifically the life sciences industry through enhanced capabilities
across various essential domains such as clinical trials, supply chain management,
contract management, financial transactions, credentialing, and safety. At a global
level, blockchain deployments can also accelerate research and development efforts,
as well as act as an enabler for the large-scale adoption of other emerging technologies
[6].

Perhaps one of the most important ethical aspects is blockchain’s impact in
ensuring appropriate assent, prosent, and consent in human research, as it transcends
ethics and elicits legal, social, and philosophical considerations. Blockchain-enabled
platforms also have a crucial potential to facilitate corporate ESG consciousness by
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becoming a foundational technology for data standardization, asset performance
assessments, and compliance with ESG mandates or standards [1].

Ethical deployment of blockchain can only be successful with strong ethical lead-
ership. We currently live in a globalized society that has become hyperconnected,
with a high degree of automation and digitization embedded in our daily lives. Busi-
ness leaders that wish to be successful in this new world must add a whole set of
novel skills to their portfolio, such as ability to translate ethical concepts into daily
practice, understand the basic methodologies defined by design thinking, enhance
their digital acumen and become global digital citizens [13]. When we develop a
state of the art enterprise digital ethics roadmap, it is recommended to align it with
other key strategic initiatives and to embed all elements that are included in an ethics
portfolio: social consciousness, concerns about climate impact, ethical use of cyber-
security software, as well as a customized digital code of conduct for the organization
and its employees.

The exponential adoption of blockchain in life sciences will require a robust,
sustainable digital ethics culture to avoid potential data breaches, optimize privacy
and ensure ownership in this highly virtualized and digitized era. Digital ethics
conscious leaders should be appropriately concerned about upholding core foun-
dational ethical values, as well as those unique to the life sciences research
ecosystem.

5 Future Directions: Disruption, Innovation, Evolution

The life sciences research industry has faced perhaps one of the highest pressures for
digital transformation and disruption during and in the current post-pandemic era.
The research enterprise has been disrupted by the global pandemic demands and has
continued to evolve to meet the demand of a highly volatile, high-risk environment.
From meeting novel regulatory and legislative guidelines, revising pricing structures
in the face of economic downturn, and increasing efficiency, effectiveness, and safety
while deploying the latest emerging technologies are just a few of the items life
sciences leaders have to consider. Blockchain technologies have proven themselves
feasible during the pandemic crisis and are now adopted at an accelerated pace within
the life sciences disciplines and particularly in research [6]. However, enterprises
must embark on a journey of continuous improvement, innovation, and disruption
to remain competitive and ensure sustainability. Having a contours improvement
mindset can facilitate the long-term success of digital ethics programs even in this
highly volatile and high-risk post-pandemic era.

Industry experts forecast that blockchain technologies will continue to promote
innovation and entrepreneurship while driving a new digital economy. For life
sciences research, a few potential trends are emerging that can all benefit from
blockchain deployments. These include novel use cases in various disciplines such
as Psychology and Behavioral Sciences, Endocrinology, Immunology, Embryology,
Neurobiology, as well as the emergence of new disciplines such as those that study
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the medical applications of brain—computer interfaces, human cloning, and bionic
humans [32].

These disciplines pose unique ethics challenges that require innovative ethics
approaches and a state of the art ethics governance. Organizations would be well
advised to seek ethics counsel and create a robust ethics governance model to avoid
or mitigate potential ethical breaches [33].

For all new use cases of blockchain technology deployment in life sciences, we
have also noticed an exponential increase of converging technologies to optimize
their impacts, such as the smart use of blockchain with Al, IoT, advanced computing
methodologies such as quantum computing to create new concepts that can enhance
development, quality, and safety such as digital health [34]. Designing state-of-the-
art digital ethics programs that can accommodate the exponential ethical challenges
brought upon by deploying multiple emerging technologies will become a moral
imperative for leaders in this digital era.

For example, the combined deployment of Al & DLTs leverages the benefits of
both technologies to optimize public health efforts, as well as facilitate the preven-
tion, treatment and management of diseases. Large-scale adoption of converging
emergent technologies such as blockchain Al, nanotechnology, and IoT can disrupt
the current health care ecosystem and lead to improve global population health. To
achieve long-term success, we must encourage and attain inter-and cross-disciplinary
collaboration. There is a need to redesign the current life-sciences and healthcare
delivery ecosystems to allow never paradigms such as precision and personalized
medicine to fully develop. A completely redesigned Al and DLT-powered global
health and life sciences ecosystem would be characterized by enhanced access to
precision medicine solutions for patients worldwide. Last but not least, it would
be essential to wisely and ethically deploy genomics-based precision medicine and
further stimulate life-sciences research.

Evangelatos et al. [20] described how the unique combination of open source
code software and blockchain technology could prove to be a viable solution for
public biobanks’ data governance. Building research ecosystems using decentral-
ized blockchain technology that addresses the free-riding problem in the research
community can lead to sustainability and aligns with free-market models.

By creating a virtual environment embodied as a digital twin, we can signifi-
cantly enhance our ability to exchange valuable information with other stakeholders,
enhance safety testing and optimize our data processing capabilities. Digital twins
are designed and deployed to enable virtual collaboration, absorb and process big
data, and assist us with managing the physical world more efficiently and safely [35].
The pandemic impact and disruption caused to the global economy have accelerated
the pace and adoption of digital twins globally [35]. The design and deployment of
digital twins are complex and intimately connected to other digital technologies such
as blockchain, cloud computing, Al IoT, 5G networks, virtual, augmented, or mixed
reality. By maximizing the use of digital virtual replicas, we can exponentially accel-
erate our efforts in research and development, optimize quality assurance and safety
testing, reduce waste, decrease operational inefficiencies and increase the return on
our investments [35].
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Life sciences and healthcare are examples where digital health twins could poten-
tially solve several of the major challenges we are facing globally and have a profound
disruptive effect. A global blockchain-powered precision medicine data exchange
supporting research enterprises would allow us to derive meaningful and actionable
insights exponentially and shorten the research and development lifecycle for novel
drugs, devices, and treatment pathways [34].

Futurists and emerging technologies’ advocacy groups are also envisioning
blockchain technologies as a gateway technology for smart cities due to their ability
to enable safer, more reliable, and transparent transactions among multiple stake-
holders involved in the governance of smart cities. Smart research, smart health
care, smart hospitals, smart research will hopefully become a golden standard for
upcoming generations.

Overall, industry experts estimate that we will witness the increased incorporation
of blockchain in the life sciences strategic planning process within the next few years
[6]. To be successful, leaders ready to embark on this journey must address all stages
from redesigning research processes, developing proofs of concept, deploying pilots,
demonstrating the ability to scale, and creating an ethics culture mindset for the
enterprise [15, 23].

A state-of-the-art digital ethics program for life sciences would have to start with
infusing core ethics values at all levels within the organization. Such a program
would require building an ethics mindset at the board level, including the C-suite,
as well as middle management, employees, and patients. This program would also
require developing a new vision and mission statement that emphasizes digital ethics,
new policies and guidelines, new operating procedures, and embedding digital ethics
guardrails into all relevant daily processes [36].

6 Conclusions

Beasley [37] questions if ethical leadership is an art. This author agrees and adds that
implementing digital ethics programs in any organization requires ethical leadership
and a proactive approach. Moral identity and moral imagination are not often included
in a leadership skills list, yet they are crucial in successfully navigating some of the
significant challenges leaders face, such as conflict management, ethical dilemmas,
and uncertainty. Emerging technologies such as blockchain are perfect examples
that showcase the complexity and need for inter-disciplinary collaboration of key
stakeholders to be successful. Another key takeaway from this chapter is the need to
develop and nurture a culture of digital ethics, encourage a continuous improvement
mindset, and develop key digital ethics performance indicators to measure the impact
of blockchain deployments in life sciences. Lastly, this author hopes that increased
attention will be given to ethical deployments of blockchain as a sizable blockchain
divide must first be overcome [38].
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Digital ethics could and should become an integral part of our global education
ecosystem and deeply embedded into the DNA of any life sciences research enter-
prise. Ideally, we would like to live and work in a world where we have designed,
adopted a new Hippocratic Oath customized for the Digital Era and a New Code of
Blockchain Ethics.

Key Terminology and Definitions

Applied ethics: Applied ethics is a branch of ethics devoted to treating moral
problems, practices, and policies in personal life, professions, technology, and
government.

Biobank: An extensive collection of biological or medical data and tissue samples
amassed for research purposes.

Bionic humans: A human being whose body has been taken over in whole or in part
by electromechanical devices.

Brain-computer interface (BCI): A system that measures the activity of the central
nervous system (CNS) and converts it into artificial output that replaces, restores,
enhances, supplements, or improves natural CNS output, and thereby changes the
ongoing interactions between the CNS and its external or internal environment.

Contractarianism: A theory stemming from the Hobbesian line of social contract
thought specifying that persons are primarily self-interested and that a rational assess-
ment of the best strategy for attaining the maximization of their self-interest will lead
them to act morally.

Cyberethics: The study of ethics pertaining to computers, covering user behavior
and what computers are programmed to do, and how this affects individuals and
society.

Digital ethics: The branch of ethics that applies to digital media, for example, in
online contexts, how users interact with each other, both in representing themselves
and controlling data about themselves in the platforms and technologies that they
use and in their respect for other users and other users’ rights to self-determination
and privacy.

Digital twin: A digital representation of a real-world entity or system.
DLT: Distributed ledger technologies.

Environmental, social, and governance (ESG): Criteria are a set of standards for
a company’s operations that socially conscious investors use to screen potential
investments.

Genomics: The branch of molecular biology concerned with the structure, function,
evolution, and mapping of genomes.

Habermasianism: The theory by Jurgen Habermas, Sociologist, and Philosopher.

Human cloning: The creation of a genetically identical copy (or clone) of a human.
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Open source code: Software for which the original source code is made freely
available and may be redistributed and modified according to the requirement of the
user.

Neurobiology: The branch of the life sciences that deals with the anatomy,
physiology, and pathology of the nervous system.

Self-sovereignty: A feature of an ID or identity system, whereby individual users
control when, to whom, and how they assert their identity.

Smart city: A smart city uses information and communication technology (ICT)
to improve operational efficiency, share information with the public and provide a
better quality of government service and citizen welfare.

Sustainable development goals (SDGs): A set of goals adopted by the United
Nations in 2015 as a universal call to action to end poverty, protect the planet, and
ensure that by 2030 all people enjoy peace and prosperity.

Utilitarianism: The doctrine that an action is right insofar as it promotes happiness,
and that the greatest happiness of the greatest number should be the guiding principle
of conduct.

Virtue ethics: Currently, one of three major approaches in normative ethics.
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