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Abstract As life sciences research organizations explore methods to facili-
tate patient-centered and innovative technologies, they are increasingly exploring
distributed ledger technologies (“blockchain”) to address many of these needs.
Blockchain is demonstrating the potential to transform life sciences research,
allowing more data capabilities and innovation. Blockchain-based applications vary
from audit trails for provenance to integrating remote devices to managing data for
decentralized trials. As blockchain is emerging in life sciences, there are questions
about the benefits and drawbacks of these technologies. This chapter introduces basic
information about the common characteristics of blockchain technologies and the
features they add to life sciences research. This chapter also addresses some of the
uses of blockchain and lays the groundwork for the real-world applications, benefits,
and drawbacks described in future chapters.
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1 Introduction

Life sciences organizations use computerized systems to perform many aspects of
research. Computerized systems can include laboratory processing equipment, as
well as software for electronic consent, electronic signatures, electronic data capture,
clinical trials management system, trial master files, statistical analysis software,
image graphics, and electronic transmissions to data coordinating centers and to the
regulatory agencies [1].

While life sciences research involves greater volumes of data, current electronic
data management and collection methods may not be flexible enough to meet modern
technological needs [2]. For example, there are increasing calls for patient-centered
technologies, such as offering “dynamic consent,” which involves methods to honor
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specific terms of individuals’ consent and data access for research participants [3].
Further, few efficient or cost-effective ways exist to combine data from many sources
or silos [4]. Therefore, distributed ledger technologies (collectively described as
“blockchain” throughout) feature characteristics and capabilities that could address
data challenges in life sciences research [5]. Most notably, blockchain offers oppor-
tunities to accelerate research innovation in ways not possible with current data
technologies [6].

There is increasing interest and development of blockchain technologies in life
sciences research [7]. In fact, “nearly 70% of all life sciences executives surveyed
specified that they planned to implement one or more blockchain projects in 2020”
([8], p. 2). Therefore, it is necessary for stakeholders in life sciences organizations to
become familiar with the nature of blockchain features that can be used to advance
life sciences research.

2 Blockchain Core Characteristics

Blockchain is not technically a new technology but a set of methods that bring
together standard techniques for recordkeeping. The concepts have evolved from a
trusted process for time-stamping digital documents in 1991 [9] to the exchange of
digital currency without intermediaries in 2008 [10]. Public interest and participation
in blockchain rose with the development of Bitcoin as a “cryptocurrency,” a digital
currency secured by cryptography that can be exchanged by individuals (“peers”) in
a peer-to-peer manner without financial institutions [11].

Since 2008, the sophistication of blockchain technologies has evolved beyond
the original blockchain technologies [12]. Andrianov and Kaganov [13] offer that
blockchain is similar to a cloud-based service not tied to a data center, utilizing
common cryptography characteristics, distributed data management, and synchro-
nized data flows [14]. With the development of different methods and platforms, it
is most accurate to consider blockchain as a set of tools and technologies rather than
any single technology. As a result, there are no consistent or standard definitions of
blockchain [15], including ongoing debates on whether private and/or centralized
networks can constitute blockchains [16, 17].

The following are common features of most types of blockchains.

2.1 Ledgers

The first characteristic of blockchain methodology involves using “ledgers” instead
of data tables or relational databases [18]. Like an audit log, an ever-growing ledger
records each instance where data are created, and previous records generally cannot
be modified or deleted. Modified data are instead appended to the ledger to show
that the value has changed, but the original value remains for historical data purposes
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[18]. With the ability to use a ledger instead of prescribed data fields, a blockchain
can import and track structured or unstructured data from diverse electronic sources,
depending on the data mapping and configurations [19].

When a prescribed number of entries are added to the ledger, the entries are
assembled in a “block” with time stamps, validation methods, historical structure,
and other selected metadata [13, 18]. When a block is formed, the entries contained
in the block cannot be modified.

2.2 Cryptography

Blockchains also utilize “cryptography,” a method of using codes and algorithms
to secure information and communication [20]. As shown in Fig. 1, when entries
of any type are added, they are represented with digital signatures comprised of
unique strings of alphanumeric characters referred to as “hashes” [18]. These one-
way hashes are created by complex algorithms that cannot be reversed to reveal the
input [19].

Hashes are not only used to record entries onto the ledger, but also to create a
digital summary of the entries in the block. As shown in Fig. 2, a block’s hash is also
the mechanism used to link blocks in sequential order. As a block is added to the
chain, it contains the hash of the previous block.

If it were possible to modify data within a block, the modification would change
the hash of that block (Fig. 3). Because blocks are linked with hashes, a change in
a block’s hash would change the hash in the next block, and so on in subsequent
blocks—a task that is exceptionally computationally challenging [21].

Input Hash

000 =——> Hash Function =—— 47AB9979 443FB7ED 1C193D06 773333BA 7876094F
001 —> Hash Function —— 78D2768A 843F28B5 C23D5BI1E 2D34BCC1 11BDE610
Test ——» Hash Function ——— E193A01E CF8D30AD 0AFFEFD3 32CE934E 32FFCE72
—> Hash Function =——— S8AEFB06C 426E07A0 A671A1E2 488B4858 D694A730

Fig. 1 Fictional examples of hashes. Regardless of input type, the alphanumeric hashes are unique
and sophisticated so that the hashes cannot be reversed to reveal the input
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Fig. 2 Simplified depiction of block design and mechanisms of linking blocks using hashes
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Fig. 3 Simplified depiction of how a data change in one block of an existing chain would require
changing the hashes in subsequent blocks. This would be an exceptionally challenging task

2.3 Immutability (Tamper Evidence and Tamper Resistance)

While blockchain is sometimes referred to as “immutable,” this book takes the
position offered by the U.S. National Institutes of Standards and Technology (NIST):

Most publications on blockchain technology describe blockchain ledgers as being
immutable. However, this is not strictly true. They are tamper evident and tamper resis-
tant, which is a reason they are trusted for financial transactions. They cannot be considered
completely immutable because there are situations in which the blockchain can be modified.

([18], p. 34)

Rather than immutable, NIST encourages using the terms “tamper resistant and
tamper evident” ([18], p. 34) to denote a blockchain’s strong, but not absolute, secu-
rity. A blockchain provides evidence that data existed at a specific time and that



Introduction to Blockchain 7

data were not altered [13]. This data integrity feature is particularly pertinent for life
sciences research systems that do not otherwise provide a complete chain of custody
or data security from data creation to data analyses.

2.4 Distribution

The last primary characteristic of blockchains involves the distribution or decentral-
ization of storage. Instead of central servers or centralized data centers, blockchain
utilizes storage distributed over many servers, referred to as “nodes” [18]. This
network structure, involving peer-to-peer/organization-to-organization connections,
typically creates multiple, identical copies of the ledger across the participating
servers in the network. The distributed storage allows data transfer without an inter-
mediary or risk of interference [22], preserves data integrity and availability [19],
and provides data redundancy to reduce vulnerabilities to viruses, ransomware, or
downtime [23]. Distributed nodes in life sciences organizations are optimally advan-
tageous for decentralized clinical trials where data collection and management are
distributed throughout the network [13]. Further data monitoring can occur from a
wider variety of locations.

For the nodes to agree on which data entries are the most current and to ensure
consistency across the network, blockchains use “consensus mechanisms” to reach
an agreement [24]. A thorough discussion of consensus mechanisms is beyond the
scope of this chapter, but the reader is encouraged to read some published overviews
(e.g., [15, 25, 26]).

3 Blockchain Features

This section introduces blockchain features that may be selected for life sciences
research. This section aims not to provide a comprehensive list of blockchain features
but to compare and contrast standard features. This section focuses on the differences
between permissioning, on- and off-chain storage designs, and smart contracts.

3.1 Permissionless Versus Permissioned

“Permissioning” involves access controls to specify which individuals, roles, or orga-
nizations are allowed to participate in a blockchain project. When blockchain permis-
sioning was first introduced, blockchains were described as public/permissionless
and private/permissioned. However, this distinction has since become more nuanced
as permissioning is now available on some public blockchains [6]. For example,
Enterprise Ethereum and Ethereum Private use the public Ethereum open-source
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code but offer private zones [27, 28]. While there are a few different ways that permis-
sioning features could be described, this chapter characterizes approaches as “per-

missionless,” “permissioned,” and “hybrid,” with a brief discussion of “consortium”
blockchains.

3.2 Permissionless

The first types of blockchain platforms used for cryptocurrency were designed to offer
a transparent environment for currency exchange [29]. Platforms such as Bitcoin and
Ethereum permitted anyone from the public to join, review, and approve transactions
[30]. These platforms use hundreds to thousands of nodes to strengthen network
integrity and security [31], making it practically infeasible to corrupt a network of
that size [32]. Popular permissionless blockchains are Bitcoin, Ethereum, Dash, and
Monero [33].

To provide incentives for public nodes to process transactions, permissionless
blockchains typically utilize consensus mechanisms where the submitter pays a
transaction fee in digital currency for the nodes to process the data [34]. These
transactions often use a consensus mechanism referred to as proof of work, where
nodes compete against each other to complete complex computational puzzles to win
the right to validate the transaction and form the block [35]. This computationally
intensive process is called “mining” and is sometimes criticized for relatively slow
transaction speeds, high electricity use, and pollution [36].

While large, permissionless networks are lauded for their transparency and broad
decentralization, the management of patient-level information would create major
privacy concerns [31]. In addition, due to the need for centralized project coordination
and compliance, a completely permissionless infrastructure does not allow for the
oversight required of regulated research [37]. Furthermore, permissionless networks
that use slow, computationally intensive processing would not meet the requirements
for high-speed processing needed for research collection and analyses [6]. Last, the
costs for processing large volumes of data would likely be high and cost-prohibitive
[16, 38]. Therefore, most life sciences organizations pursuing blockchain projects
are starting with permissioned blockchains.

3.2.1 Permissioned

Permissioned blockchains involve a governance structure that requires individuals or
organizations to receive permissions to join the network. For life sciences organiza-
tions, activities must be associated with an established, named identity for account-
ability [6]. Permissioned networks involve distributed and synchronized ledgers but
may be restricted to nodes within a single organization or a group of organizations
that invest in the governance and maintenance of the network, such as academic
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institutions or commercial sponsors [39]. Because these organizations provide finan-
cial support to the network, data activities do not typically require transaction fees
customary of permissionless blockchains [40].

Permissioned open-source blockchains include Hyperledger Fabric, Corda,
Ethereum Private, and MultiChain [33]. Permissioned blockchain companies
designed for health information or life sciences research include BurstIQ’s
BurstChain®, Carechain, Hashed Health, and Patientory, among others [39].

Permissioned blockchains offer many advantages for privacy and flexibility but
can manifest vulnerability to the limitations in protecting data integrity. Dai et al.
[32] point out that there is a risk of collusion among limited nodes that may lead to
excluding certain transactions or even rolling the chain back to an earlier recorded
state. Along these lines, permissioned blockchains may have a controlling authority
that can corrupt nodes or allow vulnerabilities that could be exploited by attackers
[13].

3.2.2 Hybrid Permissioning

“Hybrid” blockchains contain features of both permissionless and permissioned
blockchains. For example, a private network may manage confidential information
and permissions for access and data posting but stores metadata and pursues periodic
backup to a permissionless blockchain for additional data integrity [41, 42]. A hybrid
blockchain design may offer a distributed network with flexibility and usability of
permissioned features [41].

To ensure that permissioned blockchain research data remained trustworthy,
ConsenSys adds a Hyperledger Besu module to manage a private network while
connecting to the Ethereum network [43]. Similarly, Dai et al. [32] connect a private
clinical trials blockchain to the Ethereum network. A snapshot of the permissioned
chain is captured at periodic intervals (e.g., once per day, once per week) as a
transaction on the permissionless ledger.

3.2.3 Consortium
A “consortium” blockchain involves the cooperation of separate legal entities
that provide governance and support for blockchain operations [25]. A consor-

tium is considered a semi-decentralized infrastructure with control over operations,
maintenance, and regulatory compliance [13].

3.3 Off-Chain Versus On-Chain Storage

With consideration that life sciences research requires volumes of data across large
networks of users, it is necessary to create data management strategies that can
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effectively manage data processing needs. Data can be stored in secure organizational
storage with only the metadata on the ledger (“off chain”), or data could be stored
together with metadata on the ledger (“on chain”) [44]. These storage strategies are
compared and contrasted as follows:

3.3.1 Off-Chain Storage

The first permissioned blockchains were designed to maintain traditional storage
mechanisms in servers, while the blockchain was designed to record when data were
added or appended. This data storage strategy is also designed to manage files, such
as digital images and genomic information, too large for ledger storage [45]. This
strategy could also demonstrate data integrity when the hash is unaltered [41] with
time stamping by the blockchain [22].

As life sciences organizations have implemented blockchain projects, their
concern for protecting intellectual property and data confidentiality has initially
resulted in decisions to maintain storage off chain [38]. Such off-chain storage tech-
nology may use an InterPlanetary File System to track where each file is stored
among the distributed storage [46].

However, off-chain storage may not protect the actual data or files stored off chain.
Kogfal et al. [47] point out that there may be a hash on the blockchain to indicate
that data were deleted or altered, but the hash does not protect or restore the data
in the server. As an additional consideration, the extra copies of the ledger can be
expensive [22, 31].

3.3.2 On-Chain Storage

As an alternate strategy, data can be stored on the ledger with metadata and time
stamping. Raw data points can be stored with tags that allow data to be mapped for
grouping and aggregation. Some blockchains also allow small files to be stored on
chain [6]. While there is concern that on-chain storage could reduce scalability, a
measure of speed and performance, organizations using on-chain storage to create
an infrastructure of separate chains and mapping [6]. For example, BurstIQ created
a platform that stores data on chain with high-speed flexible mapping and access
permissions [48]. This blockchain is also capable of addressing the Health Informa-
tion Portability and Accountability Act (HIPAA) and the General Data Protection
Regulation (GDPR) to accommodate regulated health information and individually
identifiable information on the chain [49].
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3.3.3 Hybrid Storage

As a hybrid storage strategy, organizations have been exploring storing non-private
data on chain, such as demographic information, but storing sensitive data in off-
chain servers [13]. A hybrid approach is also desirable for organizations who wish
to store most data on chain, but need to manage large files off chain in data lakes
[31]. This strategy offers a combination of privacy and scalability, allowing ledger
length to remain more manageable [6].

Overall, blockchain-based data storage requires careful planning to ensure
consistent performance for the project’s duration [45].

3.4 Smart Contracts

Smart contracts are small computer programs or short code segments that execute
automatically when specific conditions or rules are met [50]. Because smart contracts
are designed to run automatically, smart contracts can increase efficiency and accu-
racy by eliminating human involvement [51]. From a computational standpoint, smart
contract code can only be executed or canceled [13]. This computational strategy
provides security and failover because smart contracts can be run and restarted if
there is a disruption [13].

4 Blockchain Benefits for Life Sciences

Considering the unique needs of life sciences research, blockchains provide the
following features-often exceeding what could be offered in a traditional data system
[39]. This section recognizes that life sciences organizations already utilize many
electronic systems that offer some of the features attributed to blockchain earlier
in this chapter. Blockchain offers many features included in traditional commer-
cial off-the-shelf clinical trial management systems or electronic data capture soft-
ware required by U.S. Food and Drug Administration (FDA) regulations since 1997
(21 CFR Part 11). These “Part 11” systems already offer access controls, error
checking, prevention of data alterations, data backups, and end-to-end audit trails
of all activities.

To determine where blockchain capabilities could exceed the capabilities of
conventional electronic data systems, NIST published a flowchart (initially created
by the Department of Homeland Security) [18]. Common decision points pertain to
(1) whether data need to be shared, (2) more than one organization is involved with
creating and managing data, (3) there are high requirements for data integrity, and
(4) there may not be trust among all parties. Some of these characteristics are slightly
outdated and do not necessarily reflect newer blockchain platform capabilities. Life
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sciences organizations recognize that newer technologies, such as blockchain, are
needed to enhance trust and security.

4.1 Trust

Beckstrom [52] points out that “trust is the foundational principle in clinical trials”
(p- 111). The issue of trust has been a longstanding concern of patients and communi-
ties toward research institutions due to historical abuses, such as enrolling participants
in research studies without their full knowledge. In the more modern era, individuals’
data have been used and distributed for research purposes without their awareness or
consent [53]. Unfortunately, even when individuals willingly participate in research
projects, most current electronic data capture systems are designed to restrict indi-
viduals’ access to the data collection or discoveries [54]. Both Benchoufi et al. [54]
and Beckstrom [52] suggest that individuals would not only like to contribute to
scientific advances, but would also like to gain visibility into the uses of their data to
verify that the terms of their preferences are honored. Benchoulfi et al. [41] argue that
cases of research fraud and dubious research findings have created a growing mistrust
of research institutions, stating that they can no longer be considered “trustable by
default” (p. 1).

Blockchain has been introduced into the life sciences sector precisely because
of the desire for more trust in data integrity, research outcomes, and collabora-
tions among organizations that may not completely trust each other. Beckstrom [52]
suggests that blockchain is a valuable addition to research collaborations where the
cooperation in the blockchain network enforces honest behavior, and the transparent
nature of the blockchain (within permissions) allows for better accountability [55].

Trust requires not only technology, but also coherent governance [41]. Specifi-
cally, “blockchain technologies offer a way to design governance systems: public,
permissioned or private Blockchains; open- or closed-source software and smart
contracts; fixed or evaluative governance rules” ([41], pp. 4-5).

4.2 Audit Trails—Provenance

The FDA defines an audit trail as “a secure, computer-generated, time-stamped elec-
tronic record that allows for reconstruction of the course of events relating to the
creation, modification, or deletion of an electronic record” ([56], p. 4). Audit trails
contain previous entries and metadata to associate activities with a time stamp, the
person associated with the change, and the previous and new entries. This feature
inherent in blockchain proves proof of existence [54].

While the FDA has required audit trails for electronic record systems since 1997,
some traditional systems have been designed with insufficient ability to trace data
back to original data sources—one of the top data system problems identified during
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FDA inspections [37]. Benchoufi and Ravaud [57] point out that a blockchain allows
additional metadata and end-to-end data provenance. This complex, enduring audit
trail allows researchers, quality assurance personnel, and/or regulatory authorities to
verify the authenticity of data entries [55] and is convenient for remote auditing [57].

4.3 Data Transparency Versus Privacy

With consideration that blockchains were initially designed for transparency as a
method to promote trust, blockchains designed for life sciences have had to find a
careful balance between transparency and privacy.

Life sciences research is structured to be a collaborative endeavor where scien-
tists share ideas and data. Scientists who receive research funding from government
agencies, such as the NIH, are required to create a Data Sharing Plan and make their
data available upon request [58]. However, individuals and academic institutions are
hesitant to share research datasets when there are desires to maintain a research edge
in a competitive funding climate and concerns that data may be misrepresented from
the context in which it was collected [59]. There are also often high costs for data
administration and disputes about ownership [60].

Additionally, there is a tradeoff between the desire to provide transparency and
trust among research participants [17], healthcare providers [22], and study spon-
sors [61]. This section describes different perspectives on the tradeoff between
transparency and privacy.

4.3.1 Need for Data Privacy

Within life sciences research, the privacy of individual participation is a regulatory
requirement [62]. Therefore, some life sciences organizations exposed to permis-
sionless blockchains may be hesitant to use blockchain to process sensitive or confi-
dential research information [63]. The emergence of private blockchains designed
with permissioning capabilities has created new opportunities to utilize the features
of blockchain while protecting the confidentiality of information.

As discussed earlier, some life sciences organizations utilize off-chain storage to
protect private information. Benchoufi et al. [41] further advocate that data queries
be designed to limit private information that recipients can receive. Angeletti et al.
[63] offer the prospect that individual participants’ data could even be stored in their
personal computers, allowing individuals more control over how their information
is used.

Blockchain also offers technological strategies to promote privacy. Differential
privacy is a cryptographic method for publicly sharing a research dataset where only
aggregate data are provided without allowing visibility of individual-level data. This
approach is based on the premise that aggregate data do not change much if an
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individual is added or excluded from the data, reducing the likelihood that individual
participants could be identified [63].

Organizations are also exploring opportunities to use blockchain and artificial
intelligence (AI) to create synthetic data. Sometimes referred to as “decentraliza-
tion intelligence” [64], data remain private within individual organizations’ storage.
However, the data can be modeled across organizations to create representative data
sets to be analyzed and used without compromising the privacy or confidentiality of
actual data.

Another privacy-preserving blockchain strategy involves ‘“zero-knowledge
proofs.” Zero-knowledge proofs are cryptographic protocols that “enable one party,
called prover, to prove that some statement is true to another party, called verifier, but
without revealing anything but the truth of the statement” ([65], p. 204448). While
promising, the technology for zero-knowledge proof capabilities is new and has not
achieved wide adoption yet.

Other privacy-preserving strategies for blockchain involve edge computing for
near real-time applications to manage privacy constraints associated with computing
in a cloud environment [66]. Another strategy involves homomorphic encryption,
where data are processed while encrypted, and the encrypted output can only be
decrypted later by authorized parties [67]. It is important to note that privacy-
preserving strategies continue to develop as more organizations are testing novel
advances in programming.

4.3.2 Need for More Transparency

Over the past several years, there have been many investigations and media reports
about research misconduct, unscientific research practices, and outright fraud within
life sciences organizations [59]. In a high-profile example, a former Duke University
pulmonary biology lab technician was accused of doctoring “nearly every experiment
or project in which she participated” ([68], p. 978). An investigation conducted by
the Office of Research Integrity found that this technician “engaged in research
misconduct by knowingly and intentionally falsifying and fabricating research data
included in one hundred and seventeen (117) figures and two (2) tables in thirty-
nine (39) published papers, three (3) manuscripts, and two (2) research records”
([69], p. 60097). This investigation resulted in a settlement where Duke University
agreed to pay the government $112.5 million for submitting falsified data to receive
federal grants that may not have otherwise been awarded [70]. Sivagnanam et al. [59]
noted that most questionable research findings do not involve deliberate fraud but
are difficult to replicate because the data and code are not available to the research
community.

Therefore, there has also been a call for more transparency of life sciences research
data due to concerns about fraud and misconduct in organizations that manage data
internally. While electronic data systems are designed to meet specific regulatory
requirements for the submission of new drugs or devices with protections against
data modifications, there is concern that other research systems could allow users



Introduction to Blockchain 15

or administrators to modify the primary data files, resulting in undetectable—and
unrecoverable—alterations [17, 32]. Blockchain-based electronic systems provide
transparency of research components critical for a study’s integrity, such as data,
programming code, research protocols, and statistical analysis plans [41].

Even though identifiable research participant information must be protected,
blockchain technologies offer privacy-preserving strategies that allow replicating
findings or sharing data without compromising research participants’ identities or
organizations’ intellectual property. Further, projects have demonstrated that granular
data sharing can be enabled that also protects intellectual property [71, 72].

4.4 Security

When blockchain technologies are used to store life sciences research data, the data
must be securely maintained to protect data integrity (21 CFR Part 11), the privacy of
research participants’ sensitive information (21 CFR 56.111(a)(7)), and intellectual
property [73]. Blockchain technologies offer several features that enhance the secu-
rity of information. While these features are likely to be implemented differently,
the following examples are recognized as common features. First, blockchains use
cryptographic hash functions extensively that provide platform operations security
and consistency [74]. Because the hash output has been created from a sophisti-
cated algorithm, it is practically impossible to reverse engineer this information to
determine the input [18]. This concept, called “collision resistance,” specifies that it
should be difficult for two raw text inputs to create the same output [74].

Within life sciences research, there is a frequent need to correct or update data.
This capability is achieved in a blockchain with “append-only” programming where
a correction/update is added as a new entry without overwriting the old entry
[37]. When data are corrected or updated, many blockchain platforms design query
programming that recognizes only the most current entries for the data queried, even
though the ledger contains all historical changes to data [75].

In addition, the distribution of ledgers across nodes in the network creates infor-
mation redundancy, preventing a single point of failure [63, 76]. Even when a node
goes offline, the ledgers replicated among other nodes remain available for continued
processing. Hirano et al. [77] confirmed blockchain network availability during an
unplanned AWS cloud server outage in Tokyo when a node became unavailable
during network testing. Because the blockchain maintained nodes in multiple loca-
tions, the redundant ledgers allowed for stable operation during the outage, and the
AWS autoscaling service updated the data without errors.

Last, the nature of decentralized blockchain architecture (for some blockchain
types) creates a network in which all individuals or organizations who maintain
nodes must agree to follow the same protocols to prevent any entity from interfering
or controlling blockchain operations [76]. This peer-to-peer environment creates a
system where the nodes provide group support and oversight to ensure consistent
functioning.
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4.5 Performance

With consideration of the blockchain features that appear promising for adding
benefit to life sciences research, the following are features that enhance capabilities
for efficiencies and flexibility.

4.5.1 Automation

Smart contracts may be used to automate quality controls and safety alerts [21].
These automation can extend to enrolling patients and automating study-related
visits, supplies, investigational products, and payments [13].

When clinical studies involve informed consent documents that grant or withdraw
permissions, smart contracts are used to execute individuals’ preferences about future
uses of their data or specimens or access to private health information [13]. These
smart contracts can execute granular permissions ranging from specific health values
to an entire medical record and for specified periods [13, 40].

To facilitate data sharing among researchers, smart contracts are used to automate
data sharing permissions among authorized parties. Specifically, smart contracts
are designed to verify researchers’ access to certain information and automate
information transfers depending on the specified terms [6, 40].

For a sponsor or Contract Research Organization, smart contracts are not contracts,
but are used to codify validation logic within legal contracts to validate transactions
and rules, reducing the need for arbiters [ 13, 40]. Further, smart contracts can execute
the terms of contracts, such as claims adjudication and billing to reduce reliance on
paid staff [13]. Smart contract automation further enhances efficiencies of calculating
outcomes and reports, including managing database closure [13].

4.5.2 Flexibility

Blockchain also offers electronic data system capabilities beyond the commercial off-
the-shelf software available for life sciences research. Rather than purchase all-in-one
commercial software, blockchain is used to create more functionality in existing soft-
ware, data systems, and Internet of Things devices by using application programming
interfaces to combine data streams for near real-time aggregation [6, 78].

4.5.3 Scalability

The performance of a blockchain can be measured in transactions per second,
computing power, or consensus response time [79]. While cryptocurrency
blockchains were designed to generate blocks slowly—an average of 10 min for
Bitcoin [80]—to instill trust among the nodes, this performance is too slow for most
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applications [81]. Because life sciences research blockchains require high-speed read
and write access, life sciences organizations utilize several features to improve speed.
These may include using a consensus mechanism aligned with the governance struc-
ture of a private network, such as Proof of Authority or Proof of Stake [82], breaking
files into chunks referred to as shards [83], and/or utilizing side chains [84]. There-
fore, speeds for private blockchain networks have increased between 2000-20,000
transactions per second [85, 86], allowing for acceptable speed and performance for
most life sciences tasks.

5 Conclusions

Blockchain is emerging to create more sophisticated and holistic data systems for life
sciences research [78]. Progressing far beyond the original features of blockchain for
cryptocurrency, the development of blockchain within life sciences research orga-
nizations includes many types of platforms, variations of consensus mechanisms,
combinations of storage, and more capabilities for smart contracts. Electronic data
systems need not be replaced by blockchain, but could be enhanced by adding these
capabilities. The goal is to move the life sciences industry toward a more collabo-
rative network with more data integrity and sharing among authorized parties while
providing checks and balances among partners [87].

The following chapters of this book introduce the complexity of how blockchain is
currently being used for many areas within life sciences research, with discussions of
the benefits and challenges of each of these applications. While blockchain promises
to create efficiencies and advancements in life sciences research, we are reminded
that blockchain is software—not magic. This technology cannot solve all—or even
most—problems inherent in life sciences research, but has been shown to enhance
trust in life sciences data.

6 Key Terminology and Definitions

Blockchain: “A distributed digital ledger of cryptographically signed transactions
that are grouped into blocks. Each block is cryptographically linked to the previous
one (making it tamper evident) after validation and undergoing a consensus decision.
As new blocks are added, older blocks become more difficult to modify (creating
tamper resistance). New blocks are replicated across copies of the ledger within the
network, and any conflicts are resolved automatically using established rules.” ([18],
p.- 49)

Consensus mechanism: A fault-tolerant mechanism used in blockchain systems
to achieve the necessary agreement on a single data value or a single state of the
network among distributed nodes or multi-agent systems [24].
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Dynamic consent: Dynamic consent describe personalized, online consent and
communication “designed to achieve two objectives: (1) facilitate the consent process
and (2) facilitate two-way, ongoing communication between researchers and research
participants” ([3], p. 3).

Hash: A unique output (also called a hash digest) for an input of nearly any size
(a file, text, image, etc.) by applying a cryptographic hash function to the input data
([18], p. 52).

Homomorphic encryption: A form of encryption allowing one to perform calcu-
lations on encrypted data without decrypting it first. The result of the computation
is in an encrypted form. When decrypted, the output is the same as if the operations
had been performed on the unencrypted data [67].

Scalability: The ability of a blockchain platform to manage increasing volumes
of transactions and increase the number of nodes in the network [79].

Smart contract: A segment of code or a small computer program deployed
designed to execute automatically when certain conditions are met. Nodes execute
the smart contract within the blockchain network; all nodes must derive the same
results for the execution, and the execution results are recorded on the blockchain
[88].

Zero-knowledge proofs: “A protocol that enables one party, called prover, to
prove that some statement is true to another party, called verifier, but without revealing
anything but the truth of the statement” ([65], p. 204448).
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