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Technologies Assisting the Paradigm M)
Shift from 5G to 6G o

Murari Kumar Singh, Rajnesh Singh, Narendra Singh,
and Chandra Shekhar Yadav

Abstract Artificial Intelligence (A.L.), Blockchain, and Internet of Thing (IoT)-
based applications require a massive resource, enormously high data rates, and
increased throughput of 1 Tbps. To accomplish these requirements, existing 5G
network may not be proficient. 5G will likely not have the ability to fully meet the
needs of new applications based on self-driven vehicles, drone technologies, virtual
reality (V.R.), augmented reality (A.R.), mixed reality (M.R.), and extended reality
(E.R.). 6G networks will be the data superhighway and make the intelligent cyber-
physical world fully connected. The 6G technologies are surprisingly helpful for inte-
grating people, devices, vehicles, sensors, information, cloud resources, and robot
specialists. 6G network enables great data rate, ultra-low latency, high bandwidth
speeds, high quality of services, energy efficiency, and intelligent spectrum utiliza-
tion. This chapter focuses on the evolution of 1G-6G and technological advancement
that enabled a paradigm shift from 5G to 6G. Performance metrics of 6G is compared
with 5G, and key features of 6G are also highlighted in the proposed chapter. Tera-
hertz communication, MIMO, and fast full-inclusion access will bring about the
densification of the 6G network. Further, the chapter also introduces 6G applications
with emerging technologies.
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1 Introduction

The 5G network system was designed to cater for the Internet of Everything (IoE)
[1]. The 5G systems were operating at high-frequency millimeter-wave frequencies.
The 5G systems can cope with basic IoE and ultra-reliable low latency commu-
nications, but emerging technologies of IoE that demand end-to-end co-design of
communication, control, and computing localization and Akyildiz sensors remain a
challenging area that might not fulfil. A, Blockchain, and IoE-based applications
need a tremendous amount of resources, extremely fast data rates, ultra-low latency,
and throughput of 1 Tbps. Moreover, there is a need for the best connected heteroge-
neous network environment [2] to serve the heterogeneous application requirements
of the user and system [3].

To overawe these encounters, the 6G network which is designed to meet the
demands of IoE applications came into existence. The 5G system could not capture
sensory inputs of Extended Reality (X.R.) because they could not deliver low latency
for high-capacity data rates. The emergence of drones, underwater communications,
and autonomous cars is a field where 5G could not meet the rate-reliability-latency
ratio. The cryptographical techniques used with 5G may not be able to secure the
IoE devices. Past systems used cellular base stations, but smart cities now require
electromagnetic surfaces such as roads and buildings to cater to wireless networks.

6G will play a critical role in transforming the IoT into related intelligent IoE,
Internet of Bodies, and Internet of Nano-things [4]. To achieve increased network
density, it will support extraordinarily high information rates of up to 1Tbps, a
very high frequency of up to terahertz (1 to 3 THz) [5], and more energy prod-
ucts to work on the liveness of IoT devices without batteries. 6G will necessitate
the creation of administration kinds beyond those offered by 5G. It will support
three new services: Computation-Oriented Communications (COC), Contextually
Agile eMBB Communications (CAeC), and Event-Defined uRLLC (EDuRLLC)
[6]. It will likewise operate with the arrangement of new technology, for example,
gigantic dazzling surfaces, extremely vast range receiving antennas, obvious light
interchanges, and so on.

In this chapter, author proposed a comparison of 5G and 6G with performance
metrics of 6G. The author presented the primary trend, architecture, characteris-
tics, heterogeneous aspect of the 6G wireless network, and applications of 6G with
emerging technology. The paper is organized into five sections. Section 2 provides
background and development of related works on performance analysis on 1 G to 6
G communication systems. Section 3 describes performance measurements for 6G
networks and contrasted and regular 5G. Section 4 describes the technical character-
istics of the 6G wireless network and the advantages of 6G mobile communication.



Technologies Assisting the Paradigm Shift from 5G to 6G 3

Section 5 describes the heterogeneous network aspect of the 6G wireless network.
Section 6 provides the application of 6G with Emerging Technologies, and Sect. 7
concludes the paper.

2 Background and Evolution of Mobile Communication
System

Mobile communication and network technology have started in the late 1970s and
evolved noticeably with successive generations from 1G to 6G, as represented by
Fig. 1. The evolution and revolution of wireless and mobile technology have reached
6G to provide a high-speed network, low latency, and integration of emerging
technology.

1G: Voice calling was the most fundamental assistance, the voice quality was
acceptable, and the networks were often all around covered. Fax services were acces-
sible, basically to some extent, and acoustic modems took into consideration a few
information transmissions. However, wireless standards were comprised of a large
number of restrictive, contrary principles. In 1G (Fig. 1), the Advanced Mobile Phone
System (AMPS), in view of simple balance, was set up in the United States, yet a few
European nations took on the Nordic Mobile Radio (NMR) System. In Germany, the
wireless system was known as the C-network. At that point, the transmission pace of
AMPS was 2.4 kbps, channel capacity 30 kHz, and frequency division multiple access
(FDMA) procedure were utilized for voice service. It had issues, for example, low-
range use, restricted help types, and slow information service speed, among others.
Roaming was unrealistic, and availability was exceptionally restricted. Therefore,
just around 10% of the total populace utilized such services.
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Fig. 1 Technical specifications of different generations
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2G: Second-generation mobile communication depends on computerized tech-
nology; the organizations like NOKIA had presented this technology dependent
on GSM (Global System for Mobile Communication) standard. Finland monetarily
dispatched it in 1991; it utilizes computerized regulation methods like Time Divi-
sion Multiple Access (TDMA) and Code Division Multiple Access (CDMA), 64
kbps data rate and transmission capacity up to 200 kHz, as shown in Fig. 1. 2G
supports global roaming with better quality and information services.

3G: A 3G mobile system was characterized by an association called the Third-
Generation Partnership Project (3GPP). WCDMA, CDMA2000, and TD-SCDMA
wireless are still up in the air to be 3G standards by the ITU (International Telecom-
munication Union). The first Universal Mobile Telecommunication System (UMTS)
PDAs show up. It was presented in 2000, with the objective of presenting up to 2
Mbps data rate appropriate for rapid speed Internet, 15 to 20 MHz data transmis-
sion. It could give sight and sound services like sound, video, pictures, messages,
and web perusing. It uses WCDMA (Wireless Code Division Multiple Access) tech-
nology for UMTS. Due to similarity issues among various standards (like WCDMA,
CDMA2000, and Wi-Max) in UMTS, self-impedance issue in CDMA, complected
design of WCDMA, and sending cost was high. It was hard to address the issue of
clients perusing the information for minimal price and rapid [7].

4G: Fourth era mobile networks were presented in the late 2010s, and the objec-
tive of 4G was to offer top-notch types of assistance like high speed, high capacity,
better security, and minimal expense services for information and voice. In this tech-
nology, all mobile devices are associated through I.P.-based network system. 4G
utilizes the OFDM procedures, which overcome the essential deficiency of CDMA
strategy utilized in 3G. Moreover, it fuses some more wireless technology like LAS-
CDMA, MC-CDMA, and organization LMDS to give smooth wandering from one
technology to another. However, Long-haul Evolution (LTE) and Wi-Max are more-
over considered as 4G technology. Hypothetically, it could present up to 1 Gbps
data rate with 20 MHz data capacity. Moreover, the data rate of this innovation had
met the fundamental prerequisite of clients, however because of novel and arising
technology applications, similar to AR/VR, IoT, UAV (Unmanned Arial Vehicle),
and so forth required more transfer speed and data rate required.

5G: The standard archive of 5G had been distributed by 3GPP authorita-
tively endorsed in the Plenary Meeting in June 2018. It incorporates ultra-Reliable
Low-Latency Communication (uRLLC), massive Machine-Type Communication
(mMTC), and enhanced Mobile Broadband (eMBB) administration. URLLC upholds
unwavering high quality and low inertness (in millisecond), eMBB upholds super
high throughput to address the need of clients getting to the original application,
AR/VR, video real time, and so forth. The objective of 5G is to accomplish the
communication between machine to machine(M2M), the interconnection between
individuals and machines and give rapid, full inclusion, limitless admittance to
information, capacity to share data whenever anyplace, and intelligence network.

The center technology of 5G incorporates an enormous scope of MIMO radio wire
at the actual layer to help higher transmission capacity. Albeit the fifth era support
ultra-reliable low-latency communication, it has the restriction of the short-packet,
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recognizing-based uRLLC limits that limit the movement of low-latency services
with higher data rate, similar to AR/VR, blended reality, arising Internet of Things,
and so forth.

2.1 Limitations of 5G: Driving Force to Move Toward 6G

Despite the way that 5G communication networks can help URLLC, the short-packet,
distinguishing-based URLLC components of 5G infer that there are impediments
to how well 5G can offer sorts of help that require low-latency and high-reliability
quality while ensuring high data rates. In the future, Industry 4.0 and Industry 5.0 will
have profoundly thick M2M (machine-to-machine communication), smart vehicles,
and driverless vehicles will require ultrabroad and real-time services, like AR/VR
cloud gaming, 8 K/4 K video, and 3D holographic video. A smart portable robot will
require superior registering assets through remote access.

Toward 2030, UAV, AGV (automated guided vehicle), and Swarm Networking
(S.N.) will be normal for the associated calculated and transport, and crisis reac-
tion, and so forth. They will request continuous administrations with hearty connec-
tivity [8]. The solicitations of low latency with high data rates, communication and
identifying gathering, and open interfaces require the first architecture engineering
design of 6G [9]. Subsequently, for example, the multisensory X.R. applications
(VR/ AR/MR) that need such extraordinary necessities can’t arrive at their maximum
capacity in a 5G cellular network. Additionally, the intermingling of capacities like
communication, control, processing, and detecting is a prerequisite for impending
applications of the Internet of Everything (IoE). This angle has been generally disre-
garded in 5G. All together for the fruitful activity of IoE services like independent
system, the organization needs to furnish heterogeneous devices with high data rates
and dependability, low latency for both uplink and downlink exchanges [10]. To
move beyond these downsides, a problematic 6G wireless organization is required
that has been planned while remembering the prerequisites of such applications and
all related patterns in expertise that may emerge from these arising IoE facilities.

6G: The 6G network will guarantee that all that will be associated profoundly,
wisely, and seamlessly. Based ashore, space, air, and ocean, the 6G organization
will utilize high-throughput satellites to establish circle satellite communication,
planes communication, acoustic communication, and so forth [11]. 6G will actu-
ally want to elevate satellites to meander and to shift between whichever two satel-
lites. It will incorporate different stages for marine Internet communication (in light
of the ocean) and ground mobile communication (in view of the land) to shape
a high-accuracy, high-dependability network covering the whole world. Numerous
6G-related technology is being created from various points [8].

Addresses the development of basic and massive machine-type communication
(MTC) toward 6G [12, 12]. However, the cultural turn of events and use-cases
relevant to machine-type communication toward 2030; distinguish key execution
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pointers (KPI) and prerequisites; and examine various expected specialized empow-
ering influences for MTC in future 6G networks. M. Katz et.al. present the underlying
vision of what is 6G, the creators have introduced the examination plan of the as of
late made thought 6GFP (6 Genesis Flagship Program). The 6GFP is an 8-year
research drive of a consortium shaped by driving Finnish scholastic and modern
accomplices, targeting creating, executing, and testing key empowering innovations
for 6G [13]. David and Berndt [14] have presented a vision of the 6G system and its
requirements, such as energy collection tactics, remote charging for battery life, and
the use of artificial intelligence to collaborate with creative administrations. They’ve
identified certain critical needs that 1G through 5G won’t be able to meet. Among
them are ultralong (preferably limitless) battery life and a lack of concentration on
high data rates (like in 5G), both of which are only available in single islands. In the
papers [15-17], creators have further elaborated the principal measurements, design
driver variables of 6G. P. E. Mogensen characterizes the six key measurements to
plan 6G, creators have distinguished the accompanying key innovation changes as
having the most elevated potential to characterize for the 6G network: (i) A.I/ML-
driven air interface plan and advancement; (ii) venture into novel choice groups
and new intellectual range sharing techniques; (iii) the integration of limitation and
detecting abilities into framework definition; (iv) the accomplishment of outrageous
execution necessities on latency and unwavering quality; (v) fresh network design
ideal models including sub-networks and RAN-Core intermingling; and (vi) new
security and protection plans [17, 18]. The 6G network looked at the vital provi-
sions of Intelligent Radio (I.R.), software-defined radio (SDR), and cognitive radio
(C.R.). They have endeavored to give a forward-looking examination guide for 6G
[15]. In [16], authors have researched the driver factors for 6G (i.e., holographic,
massive availability, and time delicate/time designed applications), the 6G networks
plan standards, and engendering qualities of the 6G organizations.

3 Performance Metrics for 6G Networks and Compared
with Conventional 5G

Differentiated and 5SG, 6G will have a high peak rate, a high customer experience rate,
low latency, high affiliation density, strong mobility, high traffic density, high faithful
quality, high network energy efficiency, high reach effectiveness, strong situating
ability, strong range support capacity, and so on. An examination is portrayed in the
accompanying Fig. 2.

The absolute most expected scenarios of uses like eMBB-Plus, Big commu-
nication (BigCom), Secure super ultra-reliable low-latency communications
(SURLLC), Three-dimensional incorporated interchanges (3D-InteCom), Uncon-
ventional Data Communications (UCDC), holographic communication, tactile inter-
changes, human-security communications that will be upheld by 6G communication
[19, 20]. These applications lead to recognize the key provisions that are needed in
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such communication. Yastrebova et.al. have anticipated various modern, still non-
existent wireless communication conditions for the 2030s, including holographic
calls and a material Internet [21]

Figure 3 shows the key features (high security, multi-band ultrafast transmission,
and energy productive correspondence) for future 6G.

3.1 High Security, Privacy, and Secrecy

Conventional encryption methods dependent on the cryptosystem like RSA (Rivest
Shamir—-Adleman) public-key algorithm are as yet utilized in 5G network to give
transmission security and privacy [21]. Under the interest of Big Data and AL tech-
nology, RSA cryptosystems have become unstable, yet original security assurance
strategies are as yet far off in the 5G future. Physical security and quantum key
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dissemination through VLC ought to be utilized to address information security chal-
lenges in 6G system. For a far-reaching guarded technique against digital assaults,
complex quantum figuring and quantum specialized strategies might demonstrate
useful [22-24]. Accomplishing absolute anonymization, decentralized security, non-
disseminated, and untraceability can be accomplished through the utilization of
blockchain technology [25].

3.2 Multi-Band Ultrafast Transmission

The information hungry applications such as M2M, smart vehicles, cloud gaming,
driverless vehicles, AR/VR, 3D holographic video 8 K/4 K video, UAV, AGV, and
Swarm Networking need an extremely high-range data transmission that is at present
inaccessible in the millimeter-wave (mm-wave) range. The present circumstance
has genuine ramifications for the region or ghostly spatial productivity, just as the
recurrence range groups are essential for connection. Thus, a more extensive radio
recurrence range data transmission is required, which must be found in the sub-THz
and THz groups (displayed in Fig. 4), generally known as the hole band among
microwave and optical spectra [26].

For high-velocity correspondences, the text has introduced a brief and thorough
investigation of the THz band in the 0.1-10 THz range [27]. As an aftereffect of late
developments in microwave communications, THz electrical and photonic advances
are presently conceivable. 6G hybrid handsets will doubtlessly utilize a THz/free-
space-optical hybrid. A THz signal can be produced by the optical laser, or an optical
signal can be sent [28].

Elcctronics THz Gap Photonics
—
Frequency o
S 1080 10Yge  10%m.  100m  10%m poig,  10M%me 10%H:
Microwaves IR uv X Rays
Wavelength 30cm 3 cm 3mm 300 pm 30pm apm  300pm  30nm

Fig. 4 E.M. (Electromagnetic) spectrum and wavelength of THz and mm waves
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4 The Technological Characteristics of 6G Wireless
Network and Advantages of 6G Mobile Communication

6G mobile communication technology has mechanical advances like universal
inclusion, security, and Al-inserted self-intelligence [18, 29].

Ubiquitous coverage: 6G has the capacity of incorporating air, space, ocean,
and land, eliminating signal vulnerable sides, and working with clients to get to a
smooth and far-reaching network. For instance, to tackle the issue of inadequate
inclusion of existing earthbound communication systems, 6G will acquaint air-with
space communication networks (e.g., satellite communication networks) to further
develop inclusion. In any case, the satellite communication network has the issue of
lacking limit. It will be important to consolidate the huge limit of the ground commu-
nication system with the high inclusion of the satellite communication network to
shape a crossbreed organization. Likewise, 6G will empower individuals and things
to get to the organization whenever and any place. Moreover, the performance of
wireless mobile technology is analyzed to increase the performance of infrastruc-
tureless networks in terms of packet loss, end-to-end delay, packet loss, node density,
routing overhead, number of acknowledgements, and node energy [30-32]. They
can rapidly partake in information trade without being tormented by constant system
heterogeneity. System development and network speed can coordinate with the lean
turn of events.

Security: 6G performs start to finish prejudgment and characterization of informa-
tion security. It upholds client characterized methodologies to guarantee the security
of terminal nodes, air interfaces, information transmission, and client discernment.
Simultaneously, 6G doesn’t have to meet the basic communication security prereq-
uisites yet gives separated security services to various situations. Henceforth, 6G can
adjust to an assortment of conventional or new network access draws near, ensure
client protection, and uphold open and dispatchable security abilities. In contrast to
the past ages, 6G incorporates both acknowledging and virtualizing resources. The
security prerequisites that relate to the physical and virtual conditions are unique.
This advances the requirement for higher necessities for security arranging, strategy
making, and algorithm design. As it understands and virtualizes network resources
(and, it ought to be noted, both physical and virtual assets will expand network
heterogeneity), 6G will manage both physical and virtual security necessities.

Al-embedded self-intelligence: 6G will be joined with A.L. to achieve mind-
fulness, self-learning, self-enhancement, and self-development. Taking the design,
activity, and streamlining of a 6G system dependent on A.I., for instance, the bene-
fits can be found in the accompanying situations: a client experience-driven network
setting, an adaptable and self-enhancing network, proactive network observing and
disappointment investigation, and proactive network security protection [33]. Some
more mechanical benefits of 6G portable correspondence relying on technological
forward leaps are displayed in Fig. 5.
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Fig. 5 The technological advantages of 6G mobile communication

4.1 Concept of Terahertz Communication

As indicated by [34, 35], sixth-generation communication technology arises around
2030. 6G requires a bigger transmission capacity to help high information rates
and ultrafast communication. These particulars lead to the foster Terahertz range
framework, which comprises the recurrence band of 0.1 to 10THz [36-38]. All
in all, Terahertz (THz) is a recurrence range in the far-infrared range, i.e., at the
interface of hardware and photonics. The lower limit is directly over the microwave
zone, which is utilized by satellite dishes and cell phones, and as far as possible
is close to the infrared frequencies utilized in T.V. controllers and other devices.
As an outcome, the THz hole consolidates microwave and infrared electromagnetic
range. This locale of the electromagnetic range is wealthy in detecting, imaging,
and correspondences prospects, just as one of a kind uses in evaluating for weapons,
explosives, and biohazards, just as water content and human skin.

The primary benefit of the terahertz antenna is to get exceptionally enormous
transfer speed, just as the most straightforward adjustment plans. This can be utilized
for different applications like security, research, adaptable electronic devices, far off
discovery, detecting and picture applications, energy protection devices, and special-
ized gadgets. It has a potential for very high information rates, for example, 1 Terabit
each second [40], which is a significant necessity of a 6G communication network.

At first, it has been utilized essentially for space and stargazing applications. New
application areas found in medication, the natural, and organic sciences, just as in
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security and quality control, have arisen as of late [41, 42]. Because of less free
space diffraction of the waves, terahertz communication is more directional than
microwave or millimeter links [43]. It can uphold ultrahigh transfer speed spread
range networks, which can empower secure communication enormous limit system,
and insurance against channel jamming attacks. There is a lower weakening of THz
radiation contrasted with I.R. under certain climatic conditions, e.g., haze. THz can
empower solid communication where IR-based networks would come up short under
certain climate conditions and for explicit link length necessities.

Interestingly, with 5G, 6G expected to help higher data rate or capacity (1 terabit
each second), higher intermingling, lower latency, higher reliability (10~), lower
energy and cost, high density [44], overall networks, free battery IoT devices,
associated intelligence with A.L. [12], and another blend of these prerequisites for
impending use-cases.

Since their extents are near the THz band’s frequency, atoms and infinitesimal
particles in the climate, like water fume and oxygen, assimilate or disperse the THz
recurrence band. Since way loss is very high for 6G, it forces a genuine constraint on
communication reach and inclusion region which is up to 10 m. So essential neces-
sity is to cultivate radio antennas which resound in THz locale and supports high
data transfer capacity just as exceptionally mandate. Graphene sheet-based antenna
is one of the fields which required further exploration. Channel and commotion
displaying, actual layer, connect layer, network layer, and transport layer are, for the
most part, issues in THz band communication networks. Physical layer difficulties
incorporate balance plans, channel coding plans, different info and numerous yield
(MIMO) networks, transfers, media access controlling (MAC) [45], and synchro-
nization. However, the antenna needed for 6G correspondence framework ought to
uphold high information rate, yet it ought to be a multi-band resounding radio wire.
Relies on the applications, now and then, an omnidirectional antenna is required,
while a profoundly directional antenna may likewise need for explicit purposes. The
size ought to be exceptionally minimal, creation cost ought to be extremely low and
ideally, it ought to be circularly captivated polarized antenna.

Multiple-Input Multiple-Output (MIMO) antenna cluster innovation might be
utilized for 6G reasons since it might give high addition and reciprocally upgrade
the correspondence reach and limit of the organization. Many examinations are as
yet proceeding to foster some maritime antenna [46] fostered a funnel-shaped horn
antenna that works at 0.270-0.330 THz which is created with wire-cutting EDM
technology, displayed in Fig. 6.

The 16-component planar exhibit of depression supported fix antenna is created
by [47] utilizing multi-facet high-frequency PCB technology, which reverberates
between 0.135 and 0.115 THz as shown in Fig. 3.
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4.2 Densification

Fast full-inclusion access will bring about the densification of the 6G network. The
thickness of associated devices will surpass 100 for every cubic meter. 6G base
stations will address the issue of getting to a great many remote devices simultane-
ously; subsequently, new access components will be expected to deal with a lot of
client information in a proficient and versatile way. Because of the densification of
6G system, the entrance capacity in excess of 100 devices for each cubic meter has
carried new applications to shrewd homes, keen urban communities, fiasco counter-
action, public well-being and protection, Medicare, and education. 6G will provide
communication among individuals and things, or among things and things [48].

4.3 Power

The drawn-out power request will lead 6G to develop new batteries and remote
energy transmission innovations. The coming of 6G will advance examination on
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new battery technologies, like strong state batteries and graphene batteries. Batteries
in 6G will have higher energy, lower cost, more significant amp-hour storage capacity,
and more convenient capacities. Utilizing remote energy transmission to charge 6G
batteries is relied upon to broaden battery life and make charging more helpful [49].

S Heterogeneous Network Aspect of the 6G Wireless
Network

6G networks will rely heavily on network intelligence, with the network performing
dynamic activities in response to changing environmental conditions. According to
experts, artificial intelligence will play a critical role in the Internet of Things (IoT)
and Internet of Bio-Networks (IoBNTs)-driven future. The most efficient technique
to transport data will be the key to moving from 5 to 6G. A system that does not
require human intervention will be perfect [46, 50].

Figure 7a shows a comparison between 5 and 6G network architectures. High
processing power, intelligence, and high capability have updated the 6G core network
to the 5G core network. Incorporating Base Stations (B.S.), satellites and unmanned
aerial vehicles (UAVs) will also improve the access network. In 6G, there is a vertical
hand besides the horizontal hand found in 5G. In addition, fog computing and Multi-
access Edge Computing (MEC) are essential elements in 6G network design, which
reduces the need of a great number of devices in the user plan by latency and band-
width for widely used services. Clouds, Edge, and Fog (CEF) computing are used
to provide quick access to services. Virtualization, softwarization, and slicing will
be used to accomplish the properties of self-organization, self-optimization, and
self-reconfiguration.

5.1 Cloudification/Fog/Edge

There are thousands of sensors in companies, and hundreds of sensors in homes are
installed to provide a significant amount of data and it is extremely difficult to wire
all of these sensors together. Furthermore, these equipment are sophisticated and
intelligent, capable of judiciously evaluating and using minimal computer resources.
Thus, the data must be downloaded from the cloud to the end of the gadget. To reduce
the processing latency from a cloud perspective, we require to move the processing
nearer to terminal devices. To enhance the service quality, we need to shift the burden
closer to the edge.
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5.2 Softwarization

Configurability, programmability, self-organization, flexibility, and heterogeneous
use-cases are the primary driving forces behind the creation of 6G networks. The
physical equipment that enables all of the aforementioned capabilities is tough to
install. Virtualization and softwarization are the two utmost challenging hypotheses
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for 6G networks since they enable underlying networks to realize functions. Soft-
warization is established of boundaries and conventions that allow the control and
user planes to be separated and the network to be established in software. The user
plan is often made up of a collection of distributed routing tables and stateless tables,
which execute high rates for packet switches. The centralized control plan, which
gives information on end-to-end routing for different services, updates these tables.
The service provider and SDN provider are in charge of data interchange and admin-
istration. The needed service will be sent to the service client by SDN providers at
the end. The service client can control these services by using these virtual resources.

5.3 Virtualization

Virtualization of the network function permits the implementation of software func-
tions on virtual machines while still providing access to common physical resources,
such as storage, networking, and computation. Within the same virtual machine,
several functions with containers can be created. Continuous virtual machines can
handle continuously varying network needs, such as network traffic and services. The
virtualized services include (i) service baseband processing, (ii) load management,
(ii1) mobility management, and (iv) evolved packet core (EPC).

5.4 Slicing

One of the center networks is included that will permit us to build an adaptable
network on top of an actual common infrastructure which is network cutting. More-
over, 5G comes to shape, it will end up being a center technology for empowering a
wide scope of utilizations. Utilizing a single piece of network equipment to provide
several logical networks across a shared physical infrastructure at a lower cost. Slices
can be given to certain use-cases such as [oTs, service classes, consumer classes, and
wireless network operators. It can also be attributed to other types of networks, such
as wire versus wireless or consumer versus commercial. To configure a new slice is
the most challenging job in network slicing since it impacts the complete network
components. We may also construct slices for health care, automotive, utilities, etc.

The 6G network, which includes undersea, ocean, and all aerial communica-
tions, is depicted in Fig. 7b. As illustrated in Fig. 7b, 6G will allow the devices
to connect with extremely low data rates, such as Internet of Things and biosensors
devices, and it also enables the high data rate communication, such as High-Definition
(H.D.) video transmission in smart cities. In a 6G network fast-moving vehicle or jet,
communication will be feasible. It also demonstrates that all of the networks will be
combined. In addition, the IRS may be installed on bridges, buildings, and surfaces
in smart cities to improve coverage and quality of service (QoS) for each commu-
nicating device. The reliable underwater data connections will permit connectivity
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among submarines, ships, and sensors at the undersea level in maritime communi-
cation situations. Furthermore, cutting-edge technology such as augmented reality
(AR/VR), haptics, and machine learning (ML) will further minimize the impact of
physical distances throughout the world.

6 Application of 6G with Emerging Technologies

This chapter explores recent results in several 6G wireless network aspects with the
integration of A.I. and Blockchain Technology and evaluates the performance of
technologies used in the future. A.I. and Blockchain have the potential for dynamic
resource management and mobility management in 6G network. The integration of
A.IL and Blockchain in 6G will enable the wireless network to monitor and manage
resource utilization and sharing efficiently. Due to a limited number of resources,
Blockchain users may have to compete for wireless channel to broadcast transac-
tions using a media access control (MAC) mechanism. The A.I. techniques enabled
an efficient and intelligent resource sharing mechanism. A.l. and Blockchain effi-
ciently optimized the network performance, Al-enabled wireless edge processing,
brilliant mobility of the executives, handover the board, and intelligent spectrum of
the executives, and decentralized network management in the parts of 6G.

6.1 Application of 6G with Blockchain

Blockchain and distributed ledger technology (DLT) applications might be seen as
the up-and-coming age of appropriated detecting administrations, requiring a syner-
gistic mix of URLLC and monstrous machine-type interchanges (mMTC) to offer
low latency, adaptability, and constancy. These are the most problematic IoE tech-
nologies. Zhang et al. [66] have completely considered ongoing scholastic work on
utilizing blockchain to remote organizations according to alternate points of view like
protection insurance, secure access control, asset sharing, management, and certifi-
cate. The creators likewise proposed a bound together engineering of Blockchain
Radio Access Network (B-RAN) as a dependable and safe paradigm for 6G networks
by utilizing blockchain technology with expanded proficiency and security [51].
Blockchain with 6G can revolutionize the health care and agriculture domain [52].
Sekaran et.al. have introduced the most well-known blockchain application like oV
(Internet of Vehicle), UAV, SCM, food ventures, agribusiness, smart network, smart
assembling, medical services, and so on, for 6G-empowered IoT as shown in Fig. 8
[53].

The authors [54] underscored the need for 6G, just as the latest 6G research
endeavors, applications, and fundamental empowering advances for 6G networks.
Intelligent resource of the executives, trust-building, fast, secure and transparent
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communication, cost decrease, and decentralization are the benefits of blockchain in
6G [55].

6.2 Application of 6G with A.L

6G networks can provide Al-enabled applications like optimization of healthcare
planning, financial market monitoring, and advance forecasting, and for a variety of
mobile devices by utilizing enhanced wireless communications. In some cases, it
may be able to do A.L. computations on par with a human brain and control in real
time. This section will look at two important A.I. applications in the context of 6G
wireless networks: scheduling of autonomous vehicles and indoor positioning [56].

6.2.1 Scheduling of Autonomous Vehicle

The difficulties of independent vehicle scheduling for keen urban communities
are anticipated to be settled by 6G coordinated with A.L. technology. To drive
securely and reliably out and about in the 6G future period, autonomous vehicles
can utilize installed sensors to procure data about the nearby climate and control the
bearing and speed dependent on information about a vehicle’s position, obstacles,
etc. Autonomous vehicles can communicate with other street clients, like walkers,
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cyclists, and other autonomous vehicles, as well as knowing their whereabouts, envi-
ronmental elements, and street conditions. At the point when an autonomous vehicle
moves toward a convergence, for instance, it can rapidly build a constant dynamic
network connected with the crossing point and suspend it in the wake of passing, as
shown in Fig. 9.

The data uploaded to the cloud server can subsequently be analyzed to deter-
mine a driving route and calculate travel times. Other application domains may
include healthcare optimization planning, financial market monitoring, and advanced
forecasting, among others.

6.2.2 Indoor Positioning

Indoor placement is critical for emergency rescue, safety surveillance, firefighting,
and other things. The crucial stage of rescue in earthquakes, fires, and other
catastrophes is to locate the trapped persons, as shown in Fig. 10 rapidly.

During an emergency rescue, it can give significant technological help and guar-
antee the security of trapped persons. Through data analysis, indoor situating may
catch a client’s movement, follow and trace the client’s situation with conduct and
interest preferences. It is utilized to find the constant development or position track of
an individual through the scientific method. Nowadays, indoor positioning is being
utilized extensively in mobile payment, indoor navigation, in-store shopping guid-
ance, person movement analysis, item monitoring, and other human-related tasks.
So it has great commercial value.
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Summary and Comparisons of 1G to 6G Technology

Table 1 provides a detailed comparisons between the main elements of 1G, 2G, 3G,
4G, 5G, and 6G architectures. It shows description about features like network charac-
teristics, technological development, bandwidth, multiplexing, latency, modulation,
web standards, application etc.

7 Conclusion

In this chapter, we have explored the progression of mobile generations through
1G to 6G. We initially introduced the 1G—6G system and compared the 6G and 5G
performance matrices. We have also highlighted all of 6G’s technological features
and important key technologies. High security, privacy, secrecy, and ultra-high-speed
transmission are some of the major advantages of 6G, and the use of 6G in blockchain
technology is clarified. The use of terahertz frequency communication, which enables
extremely high bandwidth and ultra-high-speed transmission, is also highlighted,
as these are the major demands for 6G. The specifications, needs, and designs of
antennas are provided, followed by a discussion of general difficulties in the THz
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band in 6G network communication systems. The 6G network’s heterogeneous archi-
tecture, which is a four-tier integrated space-air-ground-underwater network, has
been introduced. Then we looked into how A.I. and blockchain may be used in the
6G network.
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Key Technologies and Architectures )
for 6G and Beyond Wireless T
Communication System

Aman Kumar Mishra and Vijayakumar Ponnusamy

Abstract 6G and beyond wireless networks will satisfy the requirements of a
fully connected world and thereby provide ‘truly ubiquitous ‘connectivity every-
where. This chapter will discuss the following key technology for 6G and beyond
wireless network: Massive Cell-Free MIMO, Quantum Communication, Intelli-
gent Communication environment, Internet of Nano Things, Internet of Space
Things with CubeSats, Artificial Intelligence for 6G and beyond Network, Tera-
hertz band Communication, UAV-Based Communication, Visible Light Communica-
tion, Ambient Backscatter Communication, Context-aware cognitive radio, Recon-
figurable Transceiver Front-ends for 6G and beyond, Advanced 6G Applications,
Research and Project Activities. Each topic is discussed at length.

Keywords 6G and beyond - Cell-free massive MIMO * Quantum communication *
Artificial Intelligence - Internet of Things

1 Introduction

In this chapter, different technologies envisioned for 6G and beyond wireless
networks are discussed. We start with cell-free massive MIMO(Multiple Input
Multiple Output), which solves the issues faced by the current network’s cell-centric
(small cell) approach by providing ‘truly ubiquitous connectivity everywhere. The
next-generation network is slated to involve very complex computations due to the
number of users and various applications; this could be solved by quantum computing
(leading to quantum communication). The current wireless network faces propaga-
tion issues in the wireless environment, thus limiting its performance. An intelli-
gent communication environment will enable the environment to become ‘smart’ by

A. K. Mishra (<) - V. Ponnusamy

Department of Electronics and Communication Engineering, SRM Institute of Science and
Technology, Chengalpattu 603203, India

e-mail: aa4581 @srmist.edu.in

V. Ponnusamy
e-mail: vijayakp @srmist.edu.in

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2022 25
M. Dutta Borah et al. (eds.), Al and Blockchain Technology in 6G Wireless Network,
Blockchain Technologies, https://doi.org/10.1007/978-981-19-2868-0_2


http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-19-2868-0_2&domain=pdf
mailto:aa4581@srmist.edu.in
mailto:vijayakp@srmist.edu.in
https://doi.org/10.1007/978-981-19-2868-0_2

26 A. K. Mishra and V. Ponnusamy

employing unique materials in the surrounding facilitating hassle-free propagation
of electromagnetic waves. Migration to a higher level in the spectrum reduces the
wavelength of EM waves which enables the sizes of devices to be reduced and is
used in very advanced applications like nano cameras, among others. Due to terrain,
it is not possible to provide network infrastructure everywhere; CubeSats (a small
satellite) can be employed to give seamless connections to not only those terrains
but also applications like monitoring events and mobility, among others, making the
Internet of Space Things (IoST) pivotal for 6G and beyond the network. The current
wireless network faces many complex optimization problems which can be solved
very easily by employing machine learning or deep learning (as suggested by the liter-
ature) algorithms making artificial intelligence extremely crucial for 6G and beyond
the network. Then we discuss different key 6G and beyond technologies such as Tera-
hertz band Communication, UAV-Based Communication, Visible Light Communi-
cation, Ambient Backscatter Communication, Context-aware cognitive radio and
Reconfigurable Transceiver Front-ends for 6G and beyond.

Advanced 6G Applications like holographic and remote health care are discussed.
Finally, the chapter is concluded by discussing several 5G and beyond research
initiatives by governments and institutions across the globe.

2 Cell-Free Massive MIMO

Massive Multiple Input Multiple Output (mMIMO) has many advantages over
conventional MIMO. For instance, mMIMO has at least ten times better spectral
efficiency and much higher spatial resolution than the latter. However, mMIMO
suffers from large variations in signal-to-noise ratio between cell center and cell
edge users, leading to poor service to cell edge users. This issue can be solved
using the smaller cell, wherein a base station/Access Point (AP) serves a partic-
ular smaller geographical area. However, the installation of smaller cells leads to
very high inter-cell interference, which mars the network’s performance. Therefore,
a paradigm shift of the network is needed from a cellular network to a cell-free
network. Recently, cell-free massive MIMO has been proposed, which overcomes
the issues mentioned above. In cell-free massive MIMO, all the APs are connected to
the Central Processing Unit (CPU) via parallel fronthaul links and jointly serve the
User Equipment (UE) in a particular geographical area without considering any cell
boundary. In the next section, we discuss different architectures of cell-free massive
MIMO.

2.1 Architectures of Cell-Free Massive MIMO

Broadly, there are four architectures of cell-free massive MIMO based on different
degrees of cooperation among APs [1]. They are classified as given below.
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o op

Level 4 (fully centralized network)
Level 3

Level 2

Level 1 (fully distributed).

Level 4: We assume the cell-free massive MIMO consists of L. APs serving
K UEs and each AP consists of N antennas. In this form of cell-free massive
MIMO, all the L APs sent there received pilot signals and data signals to CPU
over parallel fronthaul links to CPU, which performs channel estimation and
data signal detection.

The received signal at the CPU is given by

N1 K | hi ny
=S s | | (M
yL =1 hiL nL
where yj, ya,..., yL are the received signals at L Aps, respectively, h; is the

channel between ith UE and Ith AP. s; is the transmitted symbol of ith UE, and
ny is the noise at Ith AP.
In compact form, it can be written as

K
y=) hisi+n )
i=1

Level 3: Instead of sending the received pilot signals and data signals directly
to the CPU, here, each AP performs a local estimate of the received signal and
passes to the CPU the same for final decoding. CPU processes the received
signals to perform joint detection.

Level 2: In level 2 architecture, the CPU performs detection directly by taking
the average of received local channel estimates from APs. Unlike level 3, level
2 architecture does not require any knowledge of channel statistics.

Level 1: Level 1 is basically a small cell network. Each AP performs a local
estimate by using a local channel estimate; one AP serves each UE, and no
information is exchanged with the CPU.

2.2 ASO (AP Switch-Off) Technique in Cell-Free Massive

MIMO

ASO techniques in cell-free massive MIMO are classified as shown below [2].

a.

Random selection ASO (RS-ASO): APs are turned off randomly and the only
parameter that is optimized is the maximization of energy efficiency. This



28 A. K. Mishra and V. Ponnusamy

scheme gives a lower bound of performance since it randomly switches off
the AP making QoS very poor.

b. Minimum propagation losses-aware ASO (MPL-ASO): The set of active APs
(M?) is selected for K UEs based on the minimum propagation loss. The rest
of the APs can be switched off. This scheme would require APs to be switched
off/on very fast, making its practical implementation very difficult since due to
mobility, the propagation losses between AP and UE changes.

c. Optimal energy efficiency-based greedy ASO (OG-ASO): It is an iterative
greedy approach. Here at the ith iteration, the approach evaluates (L + 1-
i) possible configuration of (L-i) active AP resulting from switching off one
of them and selects the configuration which maximizes the energy efficiency.
This scheme achieves the upper bound of performance when compared to other
schemes.

2.3 Practical Deployment Issues of Cell-Free Massive MIMO

The practical adoption of cell-free massive MIMO is facing stiff issues due to the
following reasons [3]:

a. Cost and complexity of deployment—As seen from Fig. 1, each AP has to be
connected to the CPU via parallel fronthaul. This leads to a huge cost burden on
service providers since large numbers of long cables would have to be installed.
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Fig. 1 Typical Cell-Free mMIMO (Level-4)
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Fig. 2 Radio Stripe deployment scenarios

b. Network synchronization—Achieving network synchronization would be
extremely difficult in such a network since cell-free massive MIMO would
involve large numbers of APs placed at different distances from the CPU.

c. The architecture of cell-free massive MIMO suited for practical adoption is
radio stripe, known as a cell-free massive MIMO system based on radio stripe.
Here, APs are connected in daisy-like architecture, wherein APs are connected
sequentially.

Researchers claim the adoption of radio stripe will lead to ‘truly ubiquitous
connectivity [3] since radio stripes can be deployed anywhere, including metro,
train, public places, etc., easily given their lightweight and easy installation.

3 Quantum Communication

The 6G network and beyond wireless network must support millions of applica-
tions for billions of devices with far greater reliability. However, this is expected to
increase the computational requirements of the wireless network manifold. Quantum
computing has been recognized as akey technology to realizing the complex network.
Quantum communication is defined as communication that adheres to the laws
of quantum physics. Broadly speaking, quantum communication has three major
advantages paving the way for its adoption in 6G and beyond the wireless network.

a. In the era where cyber security has taken the center space owing to the risk of
data hacking, quantum communication guarantees secure communication.
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b. Multiple data streams can be simultaneously encoded and transmitted.
c. It has the potential of making very large-scale parallel computation possible.

Four rules/postulates that govern the operations of the quantum system and hence
quantum communication [4] are:

Postulate 1—The quantum bit: Unlike the classical communication wherein data
is represented by O or 1, the quantum bit or qubit is the superposition of both 0 and
1. Qubit is given by

|D >= ap|0 > +a1|1 > 3)

& > is a 2D vector, ap and a; are the complex numbers, and 0 and 1 are the
binary bits.

Postulate 2—The quantum Register: The quantum register is used to store qubits.
However, the output of quantum registers is probabilistic; thus, the read value at
the output may be different than what is stored; this imposes a challenge on the
implementation of a quantum information exchange system.

Postulate 3—Exponential Speed-up: Unlike the traditional system, which employs
multiple computing units for parallel processing, a single quantum computing unit
can process multiple register states simultaneously. This reduces the time required
for computation significantly.

Postulate 4—The Q/C conversion: It is easy to visualize the information in terms
of 0 and 1, the binary bits. From (3), there is the classical interpretation that 0 would
be received with probability Py = lagl> and 1 with probability Py = la; .

3.1 Physical Components of a Quantum Network

a. Quantum Nodes—These are basically the quantum devices that communicate
with each other.

b. Communication link—The communication links interconnect quantum nodes;
the links may be classical or quantum links.

c. Entanglement generator—This device is responsible for generating the entan-
gled pairs, which are distributed among the nodes. Entanglement is the
phenomenon in which the quantum state of two or more particles is described
with reference to each other. Irrespective of the physical separation between
particles, any action on a particle (in entangled pair) immediately affects all
other particles within that pair.

d. Quantum memories—It is used for storing quantum states for enabling
communication.

e. Quantum measurement devices—The major role of such devices is to assess the
generated entangled states.
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4 Intelligent Communication Environment

Millimeter-Wave (mmW) and Terahertz (THz) band has shown the great poten-
tial of achieving fiber-like data rate in the wireless domain and thus is slated to
be adopted in 6G and beyond the wireless network. However, the communication
distance is limited to a few meters owing to higher propagation losses. To solve
this current issue, the state of research focuses on advanced transceiver design,
completely neglecting the wireless propagation medium. The objective of an intel-
ligent communication environment is to control how the electromagnetic waves
interact with the scatters/environment. The controllable behavior of electromagnetic
waves is controlled reflection, absorption, wave collimation, signal waveguiding and
polarization tuning. In the subsection below, the different layers of the intelligent
communication environment are discussed.

4.1 The Layered Structure of an Intelligent Communication
Environment

Generally, an intelligent communication environment consists of four layers. These
are the metamaterial plane, sensing and actuation plane, computing plane and
communication plane.

a. Metamaterial plane: Metamaterial plane is basically the surface plane, as shown
in Fig. 3. The metamaterial plane consists of reflect array, which has a phase
shifter on every element to constructively add the useful signal and cancel
interferences [6, 7]. Metamaterial tiles behave like surfaces with tunable local
impedance; the incident EM wave can be routed by tuning the local impedance
across the tile.

b. Sensing and actuation plane: To control the EM wave, the surface needs to sense
the environment and actuate the upper surface plane accordingly.

c. Computing plane: It is an important part of the intelligent communica-
tion environment in the sense that it carries out processing functions. The

Sensing and Actuation Plane Melaimational Plsie

Shielding Plane @@@
©
Computing Plane @@%%(@ @@
Communications Plane @©©@@©@@
©

Fig. 3 Conceptual design of a plasmonic reflectarray [5]
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computing plane comprises the computing hardware, which controls the actu-
ation and sensing elements. Generally, FPGA-based controller performs these
computations.

d. Communication Plane: The communication plane primarily has two func-
tions. Firstly, it passes the signal from the processing layer to the metasurface
layer. Secondly, it collects the signal from the sensing and actuation plane.
The communication plane employs command signals to communicate between
planes and operate at very low frequencies. For simplicity, a communication
plane is implemented within computing hardware.

4.2 Applications of Intelligent Communication Environment

a.  On signal propagation enhancement: There are several aspects related to EM
propagation in the intelligent communication environment:

1.

Transmission distance: Intelligent communication environment can extend
the coverage area in an NLOS environment. The results [8] indicate the
coverage area in the NLOS area can be extended to 60GHZ.

Interference mitigation: Owing to multiple users, interference becomes a
cause of concern in the wireless network. Since each unit of the intelligent
environment is dedicated to a particular user, the problem of interference
mitigation will be no major issue in an intelligent environment.
Reliability: Intelligent environments are expected to provide greater reli-
ability and security when compared to conventional communication envi-
ronments. This is due to two reasons. Firstly, the eavesdropper does not
have knowledge of the frequency where packages are being transmitted.
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Secondly, even if the eavesdropper is at the same frequency, it experiences
much higher noise making the decoding of intercepted data impossible [9],
making the dedicated link in an intelligent environment secure.

b.  On the physical layer security: The 6G and beyond wireless network is expected
to provide enhanced physical layer security. Intelligent environments have been
envisioned to sense the location of a legitimate user and exchange the same with
the controller in order to verify the user’s authenticity. Any attempt by an eaves-
dropper to establish a connection will be nullified. At the same time, the legiti-
mate user will reap the benefits of an intelligent environment. An eavesdropper
will receive an attenuated signal. Simulation results [10] show attenuation of
6 dB of the received signal at the eavesdropper.

5 Internet of Nano Things (IoNT)

Owing to the demand for a higher data rate per user and subsequent migration of
internet service providers (ISP) to mmW and THz bands, the wavelength of signals
falls into the nanometer range (107°-10"7 m); this motivates the researchers for nano-
network communication. The device employed in nano-network communication is
on the scale of nanometers; thus, they are very different from traditional wireless
communication devices [11]. Given such tiny sizes, each nano thing node is envi-
sioned to be self-powered, besides being able to perform basic processing and data
storage. Recent advances in nanotechnologies provide several promising materials
such as thin strips of graphene named graphene nanoribbons, 3D graphene known
as carbon nanotube and graphene spheres.

5.1 Applications of IONT

IoNT finds applications in body area networks and short distance local environments

[5]:

a. Nano camera: Nano camera comprises nano photodetectors, nano-lens, nano-
batteries and nano-memories and is used to sense, combine and process the light
signal, thereby transforming them into electric signals. These cameras can be
used for fracture detection in oil pipes, and intravascular imaging.

b. On-Chip network: The wired connections on the conventional chip can be
replaced by a nano-network to perform short-range communication at THz
frequency.

c. Nano-robots for IoNT: Nano-robots can be deployed to collect data that are
hazardous to human beings. By forming an ad-hoc network, nanorobots can
aggregate and forward data packets to gateways in IoNT.
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6 Internet of Space Things with CubeSats

The Internet of Space Things (IoST) is a spatial expansion of the Internet of Things
focusing on terrestrial uses primarily. Since the Internet of Space Things involves
satellites, the performance of satellites has become very important. Traditional satel-
lite faces severe drawbacks such as long deployment cycles, high costs and high
risk exposure. CubeSats, which are a set of miniaturized satellites with size ranging
from 1 to 6U (‘U’ denotes 10 x 10 x 10 cm?), has the potential of being part of
the Internet of Space Things to provide ubiquitous connectivity on ground, air and
space. CubeSats have several advantages over traditional satellite systems, such as
lower cost, shorter development cycles, higher flexibility and scalability.

6.1 Application Scenarios of IoST

a. Monitoring and reconnaissance: CubeSats has the potential to play a key role in
aerial reconnaissance and monitoring. The multi-resolution camera installed on
CubeSats can capture infra-red, visible and ultra-violet images, which is impor-
tant for applications relating to the monitoring of terrain, disaster prevention,
etc. Sensors can be mounted on the CubeSats for environmental monitoring.

b. In-space backhaul: In remote areas where the population density is quite less,
internet service providers show little interest in investing in necessary infras-
tructure and maintenance. [oST/CubeSats can provide connectivity in such areas
since it does not require ground connections. IoST can also be employed for
connectivity wherein emergency connections are needed, for example, in a place
affected by earthquakes, or tsunamis damaging the existing infrastructure on the
ground.

c. Cyber-physical Integration: Future advanced applications such as autonomous
driving require the sensor network on earth and space to combine their data to
achieve the best performance. [oST can request data from the local sensor and
combine it with its own data to ensure maximum safety and performance of
autonomous driving vehicles. [oST also finds similar applications for tracking
in-transit consignments. [oST can keep track of drones flying over the same
area, in order to avoid collisions among them. CubeSats can combine the data
from the ground controller (which has limited sight due to obstruction) and its
own data.

7 Artificial Intelligence for 6G and Beyond Network

Researchers claim the discussion on 6G and beyond wireless networks is incomplete
without applications of Machine Learning (ML)/Artificial Intelligence (AI)/Deep
Learning (DL). The reason for this is very obvious. The next-generation wireless
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network will involve millions of diverse applications serving billions of devices
ranging from D-2-D, M-2-M, IoT and handheld devices. Deep Learning (DL) has
the ability to solve a problem involving complex optimization very efficiently. For
example, the problem of resource allocation in heterogeneous networks, routing
problems and network management are all very complex non-convex optimization
problems. The literature shows these problems are solved very efficiently and easily
by employing DL [12-16]. The adoption of DL is all set to bring a paradigm shift
in the future wireless network. In the subsection below, important aspects relating to
the application of DL in the wireless network are discussed.

7.1 Channel Estimation

The challenge of channel estimation in future networks (for example, Cell-Free
mMIMO) would be very immense because many APs with many antennas serve
large numbers of User Equipment (UE) in the uplink and downlink.

Moreover, the next-generation network is envisioned to provide uninterrupted
and high-quality service (HD video live streaming) to moving UE, where channel
conditions keep changing very quickly. The channel estimations in such scenarios
are not only challenging but also lead to very high computational complexity. DL
has been successfully applied to solve such problems in mMIMO, cell-Free massive
MIMO [12-14].

7.2 Resource Management

Researchers have always advocated for reinforcement learning for solving the prob-
lems relating to resource allocation [5]. This can be attributed to four reasons. Firstly,
the decision made by RL algorithms is highly repetitive, thereby generating a large
amount of training data for RL algorithms. Secondly, the RL approach has the ability
to model complex systems and decision-making policies as game-playing agents.
Thirdly, for problems that are difficult to be modeled accurately, the RL frameworks
can be used for such problems if there exists a reward signal that correlates with
the objective. Lastly, the RL agent has the ability to optimize for any specific work-
load by performing well under varying conditions. Therefore, owing to the nature of
problem reinforcement, learning is best suited for resource allocation/management
[15, 16].
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8 Key 6G and Beyond Technologies

In this subsection, different topics relating to 6G and beyond are discussed: Terahertz
band Communication, UAV-Based Communication, Visible Light Communication
(VLC), Ambient Backscatter Communication, Context-aware cognitive radio and
Reconfigurable Transceiver Front-ends for 6G and beyond. These technologies will
not only change the nature of communication when compared to the current world
but will also ensure great user experiences in terms of ultra-low latency, very high
throughput and ubiquitous connectivity.

8.1 Terahertz Band Communication

Owing to the dramatic rise in wireless traffic, the service providers are experiencing
the ‘spectrum crunch’. Moreover, in order to fulfill the requirements of very high data
rates (in order of terabits per second) in the wireless domain, the service providers
need to find a large amount of spectrum in the higher range of EM spectrum. Terahertz
band (0.1-10THz) is envisioned as one of the key technologies to fulfill the require-
ments of ‘extremely high data per user’ in 6G and beyond networks. However, prop-
agation losses mar its adoption for long-range communication. It is slated to be used
in Terabit wireless communication, local area network and for videoconferencing
among devices in a small geographical area.

The THz band can be exploited in the following scenarios:

a. Local Area Networks: spectrum bands of 625-725 GHz and 780-910 GHz
bands are suitable for short-range link communication [17]. This can also be
used as a bridge to ensure the transition between fiber-optics and THz band links
with zero latency.

b. Personal area network: THz band communication can provide data rate of
terabits per second; it can be exploited to communicate between devices that
are meters apart. This comes in handy in indoor offices.

c. Data Center Network: The conventional data center employs wired connections
among different nodes, which results in high installation and maintenance costs.
THz links can be exploited to establish seamless connectivity at ultra-high speed
between nodes.

d. Nano-Networks: Wavelength of THz band falls in the nanometer range (10~).
Hence, THz band is best suited for nano-network given the size of devices in
the nano-network being in the nanometer range. The band can be exploited in
nano-networks for data exchange/transfer.

e. Inter-satellite communication: Unlike the earth’s atmosphere, the THz band is
not constrained by attenuation, making the THz band very attractive for inter-
satellite links. Moreover, the THz band can provide link stability even if satellites
drift slightly from their orbit.
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f.  Wireless network on Chip: As the trend of transceiver development gains
momentum, there is a need for a higher level of miniaturization and weight
reduction. THz links can replace the wired connections among different modules
on the chip.

8.2 UAV-Based Communication

Figure 5 shows a typical UAV communication scenario where the UAV communicates
with ground users (in cellular or cell-free scenario); at the backend, UAV is connected
with a satellite or cloud-based network. Reliability is one of the most important
performance measuring metrics in any network. There have been many incidents in
the history of humankind where natural calamities such as earthquake, floods and
tsunamis have caused heavy losses to communication infrastructure on the ground
causing isolation from the outside world. An Unmanned Aerial Vehicle (UAV) has
been envisioned to provide service to these affected areas, thus ensuring the reliability
of the network. UAVs and drones are used interchangeably in the literature. UAV
communication exhibits the following attractive features [18]:

a. Line of sightlinks: UAVs providing service to ground users can hover at different
altitudes in order to ensure that ground user experiences line of sight with it.
Since, unlike base station/AP, the drone can hover in the air, it has a very high
probability of having LOS links to ground users.

b. Dynamic Deployment Ability: As per need, UAVs can be deployed to any
geographical location, ensuring connectivity to ground users. Moreover, the
deployment of UAVs will save the cost of service providers since they do not
need to rent the sites, or install towers and cables.

c. UAV-based swarm networks: Swarms of UAVs can form a scalable multi-UAV
network to provide ubiquitous connectivity to ground users.
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Fig. 5 A typical UAV/drone communication Scenario
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UAVs have many applications in the modern world, like pizza and consignment
delivery. The major issue that mars the adoption of UAV is their battery life. Once
fully charged, UAVs can hover over different altitudes for a maximum period of
4-6 h. Moreover, the next-generation network will require the base station/AP to be
installed with hundreds of antennas which seems extremely difficult for UAVs given
the size and payload limitations.

8.3 Visible Light Communication (VLC)

Figure 6 shows a visible light communication scenario inside the room where a
particular LED serves a particular user; due to propagation issues of light that cannot
cross walls, VLC is envisioned for indoor applications and short-distance communi-
cation. Visible Light Communication (VLC) is an attractive technology for 6G and
beyond wireless networks, owing to four reasons [19-21]:

a. The band used for VLC is between 430 and 790 THz, which is an unlicensed

band and hence is free to use.
. The band employed for VLC has a very high bandwidth.

c. Since visible light is blocked by the walls, it has high spatial reusability.

d. VLC supports a very high data rate (10 Gbps using LED and 100 Gbps using
LASER diode) in the wireless network.

e. The use of LEDs results in low energy consumption.

f. It is less costly when compared to RF communication in Millimeter Wave
(mmW) and TeraHertz band. This is because, unlike the former, which needs a
sophisticated transceiver, VLC employs Light Emitting Diode (LED) and Light

Fig. 6 A Visible light communication scenario inside the room
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Amplification by Stimulated Emission of Radiation (LASER) diode as a trans-
mitter, whereas it employs silicon photodiode, PIN photodiode (PD) and PIN
avalanche photodiode (APD) as a detector which has comparatively very low
costs.

g.  Oneofthe mostexciting features of VLC communication is it being interference-
free since visible light bands are well separated.

VLC is a wireless optical technology, which attracts applications like vehicular
communication, underwater communication, homes and offices, among others. VLC
has matured over the last two decades for it to be considered as a technology for 6G
and beyond [22] and [23]. Like THz, VLC is also best suited for short communication
since visible light cannot penetrate walls.

8.4 Ambient Backscatter Communication

It is envisioned that next-generation wireless networks will involve large numbers of
sensors for different applications such as collecting information and transmitting data
to nearby devices, among others. Since these sensors are not connected to any infras-
tructure, they need long-lasting battery life. Radio Frequency Identification (RFID)
is one such technology that can help cater to this need. RFID exploits backscatter
communication techniques. In backscatter communication, the reflected signal (from
RF source) has impinged on a backscatter transmitter, which modulates and sends
it back to the receiver. In ambient backscatter, the communication transmitter can
harvest energy from surrounding owing to radiated EM waves from base station/AP,
among others, and thereby use the simple circuit for modulation for reflecting it
toward the receiver [5].

However, the existing backscatter communication requires the transmitter to be
placed in closed proximity among the RF sources and backscatter transmitter. It was
owing to the attenuation of signals over long distances. Furthermore, in existing
backscatter, the backscatter transmitter is passive in nature; that is, it cannot transmit
until requested by the backscatter receiver.

8.5 Context-Aware Cognitive Radio

Cognitive radio was developed to solve the issues of spectrum scarcity. Cogni-
tive radio is an intelligent radio, which aims to use the ‘unused’ spectrum of
licensed/primary users by sensing the ‘white space’. Conventional cognitive radio
is envisioned to be used for a specific purpose. However, owing to the require-
ments of 6G and beyond wireless networks, cognitive radio should be developed
for multi-scenario purposes or in other words, context-aware cognitive radio should
be developed [24]. Such radio will enhance the user experience by modifying the
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parameters of transmission such as power, modulation and frequency channel (band).
The objective of such radios is to ensure the best quality of service, reliability for
end-users and is hence envisioned to be part of 6G and beyond the wireless network.

8.6 Reconfigurable Transceiver Front-Ends for 6G
and Beyond

The next-generation radio is expected to sense and communicate over the full EM
spectrum (1 GHz—-10 THz), given their different applications and spectrum allocation.
Limits of CMOS technology mar the prospects of reconfigurable transceivers.

8.6.1 Dynamic All-Spectrum Sensing and Access

‘6G Mitola Radio’, a research project by Research and Innovation Program in the
United Kingdom, aims to establish a self-regulating society for wireless communica-
tion. This will ensure the convergence of heterogeneous networks with radio making
intelligent decisions to maximize the quality of experience of end-users. However,
the major challenge for this remains cross-layer control protocols and cognition
framework.

One of the solutions to implementing such a transceiver is by employing software-
defined radio. However, such a transceiver will lead to high energy consumption.
Novel approaches should be used to use such transceiver front-ends, such as MEMS
switches, nanoelectromechanical systems (NEMS), which can sense the full EM
spectrum (1 GHz-10 THz). Moreover, deep learning algorithms may be employed
for developing solutions for identifying free available spectrum, tuning channels and
adjusting power levels [5].

9 Advanced 6G Applications

In this section, we discuss some very advanced applications, which can be realized
in 6G and beyond networks.

a. Holographic Teleportation: Holographic Teleportation is a 3D capture tech-
nology that leverages all five senses—hearing, sight, touch, taste and smell—
and allows the same 3D model to be compressed, transmitted and reconstructed
anywhere across the globe. This advanced technology cannot be carted by
Virtual Reality (VR) and augmented reality (AR), since holographic telepor-
tation would require a data rate close to 5Tbps and end-to-end latency of less
than 1 ms [25]. As discussed above, the THz band can provide terabits per second
of data rate and is hence best suited for holographic teleportation. Holographic
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teleportation is envisioned for applications like real-time video conferencing at
multiple locations and remote diagnosis, among others.

b. Real-time remote health care: The success of real-time health care depends
on the quality and availability of connectivity [26]. It requires a very high-
speed and ultra-low latency communication link, which can be fulfilled by 6G
and beyond networks like THz band communication. Internet of Space Things
has been envisioned to provide connectivity for rural healthcare solutions. It is
envisioned that 6G and beyond networks will help doctors to treat diseases [5].

c. High-Performance Precision Agriculture: Based on the crop, soil parameters
and weather, the wireless network can be exploited to take decisions regarding
irrigation. For accurate time decisions, such a system will require very high data
rate communication links in rural areas.

d. Intelligent Industrial Automation: Much is being talked about industrial automa-
tion, which would not only increase the industrial output but will also save costs.
The upcoming Industry X.0 paradigm aims to bring Artificial Intelligence (AI)
[27]. This would require high data connectivity to collect, store and process the
data in real time.

e. Automation Cyber-Physical Systems: UAV/drones are one of the most
promising cyber-physical systems today [5,28 and 29]. UAVs need ultra-
fast communication links with high reliability for avoiding collision and
communicating with infrastructure on the ground.

10 Research and Project Activities

There are several 6G research and development works going around the globe.

a.  6G Flagship (May 2018-April 2026): The 6G flagship project [30] is a research
project funded by the Academy of Finland, which aims to develop standards
for 5G and commercialization of the same, along with the development of 6G
standards for the future digital society. The objective of this research is commu-
nication between devices, processes and objects to enable an automated and
smart society. It plans to carry out large pilot tests with support from academia
and industry.

b. HEXA-X (January 2021-June 2023): Hexa-X [31] is the European Commission
flagship program for realizing beyond 5G/6G network with the vision of fully
connected human, physical and digital worlds. Hexa-X is explorative research
that focuses on the following:

i. Realizing new radio access technologies at higher frequencies (mmW, THz
band), sensing and high-resolution localization.
ii. Al-driven network.

c. TERAFLOW (January 2021-June 2023): Teraflow’s [32] project aims to employ
software-defined networking (SDN) controller for realizing beyond 5G/6G
wireless network.
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d. DAEMON (January 2021-December 2023): Daemon project [33] focuses on
network intelligence (NI) for realizing beyond 5G/6G wireless network. It aims
to design end-to-end NI architecture beyond the 5G network. They envision
exploiting machine learning and other AI model for this purpose.

e. 6G BRAINS (January 2021-December 2023): 6G BRAINS [34] aims at
exploiting deep reinforcement learning (DRL) by considering Al-driven multi-
agent DRL for 6G radio. It aims to provide a cross-layer DRL-driven resource
allocation framework for sub 6 GHz, THz and optical wireless communication
(OWQ). It aims to provide connectivity for D2D communication.

f.  South Korean MSIT 6G research program: South Korean ministry of science
and ICT (MSIT) [35] is planning to launch the first 6G network in the world,
expecting it to be commercially available to people between 2028 and 2030, for
which it plans to invest $169 million during the period of 2021-2026, funding
the necessary research and development. Five applications, namely self-driving
cars, smart cities, smart factories, digital health care and immersive content,
have been identified by the government for pilot projects.

11 Conclusions

In this chapter, we discuss different technologies and architectures slated to be 6G
and beyond the wireless network. Next-generation 6G and beyond networks will go
through a paradigm shift in order to satisfy the demand for end-users. Architectures
such as ‘radio stripe’ (an implementation of cell-free massive MIMO) will provide
truly ubiquitous connectivity everywhere, while quantum computation will solve
many complex problems very efficiently. An intelligent environment will change the
propagation characteristics of EM in the environment. The adoption of Deep Learning
(DL) will solve complex problems efficiently and reduce computational complexity.
Technologies like UAV can be used at the time of natural calamity to ensure the
reliability of the network. To achieve terabits/second of data rate, THz band can be
exploited, while Visible Light Communication can be used for achieving extremely
high data rate communication for short-range communication. These technologies
will change the wireless network to provide the best user experience and satisfy the
expectations of end-users.
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Abstract The Internet has evolved from a fault-tolerant infrastructure to support
both social networking and a semantic web for machine users. Trust in the data, and
the infrastructure, has become increasingly important as cyber threats and privacy
concerns rise. Communication services become increasingly delivered through virtu-
alized, software-defined infrastructures, like overlays across multiple infrastructure
providers. Increasing recognition of the need for services to be not only fault-tolerant
but also censorship-resistant while delivering an increasing variety of services
through a complex ecosystem of service providers drives the need for decentralized
solutions like blockchains. Service providers have traditionally relied on contrac-
tual arrangements to deliver end-to-end services globally. Some of the contract
terms can now be automated through smart contracts on blockchains. This is a
complex distributed environment with multiple actors and resources. Blockchains
are not only proposed for use at a business services level but also in the opera-
tion of the network infrastructure including dynamic spectrum management, SDN
and resource management, metering and IoT services. Traditional approaches to
network management have relied on client—server protocols and centralized architec-
tures. Digital transformation at both network operators and many of their customers
has led to a software-defined infrastructure for communication services, based on
virtualized network functions. Decentralized approaches for network management
have gained increasing attention from researchers. The operators increased need
for mechanisms to assure trust in data, operations and commercial transactions
while maintaining business continuity through software and equipment failures, and
cyberattacks provide further motivations for blockchain-based approaches.
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1 Introduction

The Internet has evolved from a fault-tolerant infrastructure to support both social
networking and a semantic web for machine users. 6G radio technologies bring
network performance improvements (e.g., in bandwidth and latency) that promise
not only performance improvements for existing applications but also the possibility
of enabling new types of applications at scale. Haptic technologies are perhaps the
most easily recognizable new category of applications because they bring a new
sensory mechanism (touch) to communications. Touch is a human sensory mecha-
nism, but machine users of the Internet have different communication needs. The
scale of deployments and breadth of applications for machine uses of network
technologies are larger than human communication deployments, and billions of
devices are already deployed in the Internet of Things (IoT). Human commu-
nication through networks has evolved through telegraph, voice, video and now
haptic services requiring significantly more data. The data generated and analysed
through distributed IoT devices is also expected to grow significantly [1]. Progress in
analytics, and semantic annotation of available data, also supports increased machine
uses of communication services. The law of large numbers dictates that failures are
inevitable in systems of this scale. Sophisticated architectures and redundant deploy-
ments have largely constrained the scope of physical failures. As communications
have become more data-centric, and used by machines rather than humans, issues
related to data failures (e.g., incomplete, improperly formatted, unverifiable and
untrustworthy data) become more problematic.

Trust in the data, and the infrastructure, has become increasingly important as
cyber threats and privacy concerns rise. Trust and reputation have historically been
human evaluations, but these concepts are increasingly applied in computational and
communication contexts. Trust in wireless networks has been studied for more than
10 years [2]. Trust is an increasingly important characteristic of IoT applications
[3]. Artificial Intelligence (AI) approaches have become increasingly important in
evaluating trust computationally [4]. Blockchains have also gained broad attention
as a trust machine design pattern. Trust is critical in the uncertain and evolving rela-
tionships between entities. As applications, including network management, evolve
from centralized monolithic architectures towards decentralized microservice archi-
tectures, the number of communicating entities necessarily increases and so does the
importance of trust in those communications. Network management is not just the
trustworthiness of the data it consumes, but also the management of trust relationships
required for the proper operation of the infrastructure.

Communication services become increasingly delivered through virtualized,
software-defined infrastructures, like overlays across multiple infrastructure
providers. Virtualized infrastructures are based on some model or abstraction of
the underlying resources. That model may have limited accuracy, precision or
range of operating validity. The underlying resources are multidimensional (e.g.,
computing, storage and bandwidth), distributed and heterogeneous in nature. While
there have been significant theoretical efforts associated with optimizing these
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resources, experimental approaches to characterizing the resources can also be expe-
dient [5]. Software-defined infrastructures enable automated configuration of those
infrastructures, but the optimal degree of configurability and level of resource gran-
ularity remain open issues [6]. This has not, however, precluded applications of
large-scale virtualized infrastructures in 5G [7]. Traditional networks have always
required multiple operators to provide a global infrastructure. 5SG networks. The
higher bandwidths of 5G (and 6G) come through higher frequency carriers at a
trade-off of a more limited range, resulting in a bias towards deployments of small
cells as infrastructure. A variety of different business models have been proposed
to support large-scale deployments of small cells [8]. The net result seems likely
to be an increased number of infrastructure providers that need to be dynamically
assembled in order to provide global services. This adds to the complexity of the
tasks in the management of such external, decentralized resources.

Increasing recognition of the need for services to be not only fault-tolerant but
also censorship-resistant, while delivering an increasing variety of services through a
complex ecosystem of service providers, drives the need for decentralized solutions
like blockchains. Communication infrastructures have been designed and developed
to be resilient in the face of a wide variety of physical and environmental disasters
(e.g., hurricanes, tornados). As the global economy has become more data-driven,
it has become more sensitive not just to infrastructure availability but also to the
validity of the information being passed. Censorship of communications for polit-
ical, commercial or personal reasons can be viewed as an attack on the integrity of
the information infrastructure, but the scope and scale of such attacks is a subject
of ongoing study [9]. These types of attacks seem likely to increase rather than fade
away, and hence infrastructure architectural approaches that provide resilience in the
face of censorship attacks seem likely to be needed in the 6G context. Blockchain
infrastructures have been proposed as a mechanism to provide some degree of censor-
ship resistance. Whether through deletion or distortion of data, censorship is a funda-
mental threat to communication integrity. Detecting, measuring and controlling such
threats is a significant challenge for communication networks to manage.

Service providers have traditionally relied on contractual arrangements to deliver
end-to-end services globally. With 6G, the variety of services and the number of
service providers are both expected to increase. This leads to pressure for automated
mechanisms for service providers to dynamically assemble the required service part-
ners to deliver services to their customers. With the rise of IoT and other machine
users, APIs and other automation become necessary to enable service delivery.
Blockchains have been proposed as a mechanism for financial settlements between
remote parties. Some of the contract terms (e.g., liquidated damages in the event
of service failures) can now be automated through smart contracts on blockchains.
Automation in the contracting for service invocation and modification (e.g., via APIs)
may be a novelty for communication services today. As the proportion of machine
users increases in 6G, however, it becomes more of a necessity. This automation of
contracting activities increases the scope of network management responsibilities.

Upgrading infrastructure and evolving services while operating at a large scale
is a complex task. Virtualization of infrastructure enables data-driven automation.
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Without trustworthy data to drive that software automation, the management opera-
tions of the service provider can be subverted. Automation can also exacerbate the
scope and scale of failures. Carefully targeted automation can help overcome fragility
in the infrastructure. The inevitability of failures in large-scale systems emphasizes
the importance of automated mechanisms for failover and service restoral. Decen-
tralization eliminates the single point of failure in centralized systems. With 5G
deployments commencing now, 6G deployments are targeted to start in the 2030s.

Framing this discussion on blockchain-enabled decentralized network manage-
ment in 6G requires an understanding of the 6G context. The following section
provides an overview of 6G with an emphasis on the scope of the resource and service
management required. Section 3 reviews the evolution of decentralized network
management technologies and architectures. Blockchain technology was initially
developed to support fintech applications, particularly transactions between remote
parties. While network management has always had an implied concern with oper-
ational costs, the use of blockchain infrastructure in communication markets is a
disruptive approach to what have been heavily regulated markets. Economic models
for network management in 6G are considered in Sect. 4. Smart contracts have been
used to automate financial transactions. Section 5 considers the role of smart contracts
and APIs in decentralized network management. Smart contracts are but one form
of automation. The volume, variety, velocity, value and veracity of the data driving
network management in large communication infrastructures is a clearly a big data
problem requiring automated support. Artificial Intelligence (Al) is often proposed
as a mechanism to support automation in the context of big data problems. The role
of Alin decentralized network management is reviewed in Sect. 6. While blockchain
approaches may be promising, that does not mean they are without challenges in their
design, implementation and operation. Section 7 looks at the challenges for network
operators in decentralizing network management with blockchains. Conclusions are
then presented in Sect. 8.

2 Scope of Network Management in 6G: Service Evolution
and Resource Versus Service Management

The scope of network management in 6G is driven by expectations of the context
in terms of infrastructure and the commercial environment. 5G infrastructures
have already evolved into a complex distributed environment with multiple actors.
Communication infrastructure has evolved from service-specific infrastructures (e.g.,
telegraphy, telephony) to a more complex mix of services. The communication
services in the 6G era are expected to be more diverse for both human and machine
users.

As the complexity of the infrastructure and business environment has grown,
network management has been evolving from managing devices to more abstract
models—managing resources and services. The initial data models and information
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models were very focused on device capabilities, but virtualization of the infras-
tructure through NFV/SDN brought increased abstraction from the underlying hard-
ware, and software implementations executing on generic computing infrastructure.
Industry forums have specified and standardized new network management archi-
tectures based on Software Defined Network, Network Function Virtualization, and
orchestration or automation of many networks provisioning functions [10]. The scope
of network management includes not only the physical layer (radio, fibre, etc.) infras-
tructure but also the virtualized network functions and the computing infrastructure
they execute in. The range of infrastructure functions being automated or orchestrated
is expected to increase in the context of 6G. These new paradigms have had a great
impact on the legacy Network Management Systems and the Operations Support
System (OSS). The increased complexity of the business environment required more
automation of business support services associated with operating the commercial
infrastructure (e.g., quoting, ordering and billing). Industry responded with archi-
tectural frameworks such as TMFs Open Digital Architecture (ODA) [11] and the
more service-specific Lifecycle Service Orchestration (LSO) from the MEF [12].
Frameworks like these help enable end-to-end automation across multiple service
providers—including those delivering services through 5G and 6G wireless inter-
faces. The new spectrum deployed for 5G and 6G is at higher frequencies, with a
correspondingly shorter range, favouring small cells. The specialized services in 5G
and the small cell focus reinforce private network deployment models rather than
basic wide-area public services. The need to deliver end-to-end services through a
variety of private networks reinforces the need for these architectural frameworks in
the 6G context. The scope of services to be managed in the infrastructure includes
not only the traditional connectivity services but also these additional automated
business support functions.

The trend from universal service-to-service fragmentation is expected to continue
in 6G. Virtualization of the infrastructure with NFV-SDN makes prevalent the
concepts of network overlays, network underlays and network slices. Blockchain
implementations of SDN controllers have been proposed for increased security
[13]. The option of virtualized infrastructure also enables virtual operators that
rely on under infrastructure service providers. Current NFV-SDN implementations
enable network slicing, but are not adapted to support business agreements among
mobile network operators (MNOs). The variety of services provided in the current
4G network already includes content services (e.g., video) and security services
(e.g., Identity Management). The increasing deployment of IoT devices and edge
computing can be expected to increase the requirement for service providers to
offer a variety of non-traditional, trusted services. The new services in 5G and 6G
(e.g., URLLC) use network slices to target industry verticals such as automobiles or
smart cities. Network slices can be independently administered, adding complexity
to the network management scope [14]. As these service-specific network slices
reach deployment and maturity, these new forms of service diversity add further
variety to the business models that may need to be supported by the service provider.
Increasingly diverse, and dynamic, business models are expected, with many service
providers relying on other service providers to deliver end-to-end services. In this 6G
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context, service management, not just resource management, becomes increasingly
required for end-to-end services to be provisioned, assured and appropriate revenue
collected by the parties involved. Blockchain approaches have been proposed for a
variety of billing and settlement use cases [15]. Industry standards to support such
blockchain use cases are also starting to emerge [16] as are open-source imple-
mentations [17]. Service fragmentation in 6G creates a more complex commercial
environment requiring a corresponding increase in the scope of network management
required to deliver those services.

Network management’s scope has traditionally included categories such as Fault,
Configuration, Accounting, Performance and Security (FCAPS). Service assurance
in this context has traditionally devolved to availability, but that may no longer be
adequate for 6G. Governments, enterprises and individuals are becoming increas-
ingly dependent on data-driven information systems. Information access design
patterns are also trending to embrace zero-trust network architectures [18]. Such
approaches required finer grained controls over data access. Such controls also need
to be managed efficiently at scale. With cybersecurity threats on the rise, the risk
of data tampering, poisoning or censorship gains increasing attention as well as
privacy risks associated with unauthorized or unwelcome data exposures. These
can be viewed as failures of the information infrastructure. In the 6G era, it seems
that service providers will need to provide network management service assurance
beyond availability including aspects such as identities, trustworthiness and censor-
ship resistance. The scope of 6G network management needs to expand to include
the trustworthiness and censorship resistance of the data underlying the delivered
services and the various identities engaged in service delivery. The scope of 6G
network management responsibility in configuration and accounting may remain
like current practices; albeit with new resources and services to be configured and
accounted for. The scope of network management responsibilities in fault, perfor-
mance and security would seem to be increased with attention to new dimensions
for data resources and services. 6G network management will require new metrics,
measurement and control techniques to provide service assurances in data dimensions
such as privacy, trustworthiness and censorship resistance.

Traditional approaches to network management have relied on client—server proto-
cols and a centralized architecture for the network manager. Blockchains are not only
proposed for use at a business services level but also in the operation of the network
infrastructure including dynamic spectrum management, SDN and resource manage-
ment, metering and [oT services. [19] proposed a unified SDN and blockchain archi-
tecture with enhanced spectrum management features for enabling seamless user
roaming capabilities between MNOs. [20] proposed a tokenized model for sharing
spectrum and infrastructure using smart contracts. Centralized approaches to network
management provide operational efficiencies by aggregating analysis and control for
a single service provider. The infrastructure scale and service complexity expected
in the 6G era argue for network management perspectives being available to the
multiple parties required for service delivery. With multiple parties required to coop-
erate for service delivery, mechanisms are needed to support trust and consensus in
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operations. In this context, traditional centralized network management approaches
seem likely to be displaced by more decentralized network management approaches.

Blockchains have been proposed for a variety of roles in the 6G network [21].
Blockchain-enabled decentralized network management can be viewed from the two
perspectives—decentralized network management needs to administer blockchains
as a resource, or the decentralized network management itself is implemented using
blockchain technology. For the purpose of scoping the 6G network management
tasks, however, it is more pertinent to focus on the resources being administered and
the services being delivered. The following subsections explore further the scope of
6G resource management and 6G service management.

2.1 6G Resource Management

The infrastructure resources to be managed in 6G can be categorized in various
ways, while 6G is associated with radio infrastructure for wireless services. Much
of the core network infrastructure has traditionally been non-radio communication
infrastructure. In addition, the introduction of NFV brings computing infrastructure
resources into the purview of network management, and edge computing exacerbates
this trend. Blockchain has been proposed for resource management and sharing in 6G
using multiple application scenarios, including Internet of Things, device-to-device
communications, network slicing and inter-domain blockchain ecosystems [22]. 6G
infrastructure resources will need to include a large base of non-radio communication
infrastructure, 6G radio resources and 6G computational resources.

Network management resources of non-radio communication infrastructure in the
6G era are traditional network management resources. Communication links (e.g.,
fibre optics) and switches or routers provide a traditional layer 2 and 3 connectivity
between the cell towers, small cells and other nodes of 6G architectures. Information
models for these resources are well developed in the industry. Multiple central-
ized protocols (e.g., SNMP) exist for operating networks based on these informa-
tion models. These resources are typically managed by a single operator. Non-radio
communication infrastructure is expected to remain a significant infrastructure base
providing connectivity and other services to 6G radio resources at the edges.

Network management of 6G radio resources provides the opportunity for manage-
ment of dedicated (licensed) spectrum as well as shared (unlicensed) spectrum. Spec-
trum licensing has allocated frequency bands within specified geographic areas to
specific service providers. These independent frequency band selections in different
geographic areas provide a basis for decentralized solutions. Unlicensed spectrum
may be used by multiple parties—typically accepting the risk of interference. Even
licensed spectrum may not always be used—offering the potential for innovation. To
leverage such spectrum whitespace typically requires regulatory or licensing changes,
and also, coordination mechanisms to reduce interference. The deployment of small
cells, particularly in private networks, provides a specific context for spectrum sharing
that seems likely to be prevalent in 6G. Blockchain mechanisms have been proposed
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for spectrum sharing. [23] proposed blockchains as a trusted mechanism for spec-
trum sharing between the multiple network operators. The large-scale deployment
of IoT infrastructure is also driven by multiple parties in a distributed and decen-
tralized pattern. ITU-T Y.4464 provides a framework for a Blockchain of Things as
a decentralized service platform [24]. Network management of 6G radio resources
seems likely to require decentralized solutions.

Network Management of computational resources in the 6G era perhaps requires
a new resource type for some communication service providers. Management of
cloud computing resources is, however, a well-known technology. Cloud computing
is typically a centralized resource, and several service providers have developed their
own cloud infrastructure or leveraged public cloud infrastructures. Edge computing,
however, creates a new, and more decentralized, computing resource deployment to
support data-intensive, low-latency 6G services. Physical computing resources may
be centralized in data centres or distributed at the edge. The service provider may
operate the computing resources directly, or outsource this to another (e.g., cloud)
service provider. The service provider may deploy VNF:s for its own services in those
computing resources or offer them to other service providers. 6G services targeting
lower latency typically require additional edge computing resources. Network
management of decentralized 6G computational resources will become a neces-
sary operational skill for service providers delivering data-intensive, low-latency 6G
services.

2.2 6G Service Management

The range of services offered over 6G wireless that need to be managed is expected
to be larger than the variety of services over existing networks. Each of those services
needs to have network management support for the life cycles of the components
supporting the service as well as the service instances and client operations. Beyond
life cycle operations, the quality of the services delivered also needs to be assured.
This requires the appropriate service-specific metrics and measurement techniques.
Management of connectivity-based communication services (e.g., ethernet, Internet)
is business as usual for most service providers today. These services primarily require
partners to assist with the scope and scale of market coverage. More complex,
data-intensive services may require additional partners to provide necessary func-
tions. Scaling delivery may also require additional partners to provide the appro-
priate market coverage. Management of 6G services needs to support more complex
services in a more complex commercial environment, and yet perform effectively as
the services and infrastructure scale.

Industry vertical services (Retail, Manufacturing 4.0, Healthcare 4.0) provide
customized network configurations optimized for specific industries. These often
include additional design and assurance aspects to be compliant with industry-
specific guidelines. With the advent of 5G verticals and the Internet of Things
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paradigm, Edge Computing has emerged as the most dominant service delivery archi-
tecture, placing augmented computing resources in the proximity of end users. The
resource orchestration of edge clouds relies on the concept of network slicing, which
provides logically isolated computing and network resources. The orchestration of
multi-domain infrastructure or multi-administrative domain is still an open challenge.
Reference [25] proposes a blockchain-based service orchestrator that leverages the
automation capabilities of smart contracts to establish cross-service communication
between network slices of different tenants. They also introduce a multi-tier archi-
tecture of a Blockchain-based network marketplace, and design the life cycle of the
cross-service orchestration. By customizing services to industry verticals, service
providers deliver greater value at the cost of having to manage a greater number
of more complex services. Since these industry vertical services are not collo-
cated, the infrastructure necessarily becomes more fragmented and decentralized.
Industry vertical services imply increased scale, complexity and decentralization of
the network management tasks the service provider needs to deliver these services.
Figure 1 illustrates the increasing complexity of service provider relationships. In
Fig. 1a, the client relationship with the service provider is the major focus, but this
assumes that a single service provider can meet the client’s needs. For more global
services (e.g., Internet), collaboration across multiple service providers is needed and
this has traditionally been achieved through manual curation of a set of commercial
relationships by the service provider, who then masks these relationships from the
consumer as shown in Fig. 1b. As the variety of services becomes both more frag-
mented (with more types of service providers) and more dynamic (e.g., transactional
rather than subscription), the commercial trust relationships become more complex

O—G

(c) Client Service Provider Relationship  (b) Manually Curated Service Provider Relationships

(a) Dynamic Service Provider Relationships

Fig. 1 Service provider Relationship models
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and dynamic. Emerging crowdsourced infrastructure (e.g., Helium network, https://
www.helium.com) provides an early example of the increasing variety of service
providers (as shown in Fig. 1¢) that consumers of services will need to interact with.

The management of trusted services (identity services, trusted computing, privacy
services) requires both an understanding of the appropriate trust models and also the
threats to those models. These services are primarily concerned with access to data
and other resources. These services also often rely on other service partners for
specific functionality, e.g., specific data sets and tools. With the expected domi-
nance of IoT devices in 6G wireless networks, the trustworthiness of the IoT data
becomes a significant challenge. There has been little work on trust computation in
IoT environments for service management. The case of misbehaving owners of IoT
devices that provide services to other IoT devices in the system seems to be one of
particular concern. Reference [26] classified existing trust computation models for
service management in IoT systems based on five essential design dimensions for
a trust computation model: trust composition, trust propagation, trust aggregation,
trust update and trust formation. To cope with cybersecurity threats, most 6G services
will require delivery in a zero-trust context. The diverse, and dynamic nature of the
commercial relationships at the invocation of most 6G services, requires the infras-
tructure to provide automated protocols to establish and maintain the trust underlying
these commercial relationships.

Management of 6G services, uniquely enabled by 6G (e.g., haptics), often requires
specific I/O devices for the human interface to these services. The new human I/O
devices for these services will require management to assure proper operation. Many
5G, and 6G, services are also provided for machines—e.g., [oT devices. The service
assurance task for machine users is qualitatively different than for human users. As
a trivial example, machines typically do not call the service providers’ help desk and
ask for assistance. While service providers seek to minimize problems that could
result in human call help desks, the identification and resolution of troubles, at scale,
for machine users is a significantly harder task. The new services uniquely enabled
by 6G will require management. This may be required to be zero-touch management
to enable operational scale and consumer ease of use; but increased administrative
functionality will also be required for zero-trust environments.

3 Evolution of Decentralized Network Management
Technologies and Architectures

Decentralized approaches for network management have gained increasing atten-
tion from researchers. In 1997, Baldi et al. [27] recognized the rigidity of central-
ized client—server architectures for network management, but they approached the
problem of decentralized network management by emphasizing code mobility as a
design paradigm. Mobile agents performing network management distribute some of
the data collection bandwidth and data processing but do not provide a consolidated
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view of the network resources and services being managed. In 2009, Brunner et al.
[28] proposed a probabilistic paradigm for decentralized network management. This
probabilistic approach was targeted at reducing network resources associated with
not only the collection and analysis of network data, but even the authors were some-
what sceptical of the acceptability of such an approach for network operators who
are used to more deterministic network management systems as well as risk-averse
due to regulatory penalties from infrastructure outages.

Policy-based management has been deployed in many networks to provide a
higher level abstraction of network resources. While policy-based management is
not new [29], recent trends in policy-based management have been towards capturing
and structuring policies to capture the operational intent. There is little work which
empirically analyses network management practice with respect to policy creation
and maintenance. Reference [30] carried out semi-structured interviews of network
administrators to identify dimensions for network policy including User, Device,
Locus, Traffic features, Physical location, Temporality, Authentication and Trigger
Action. Much of the recent policy- based network management work has been
targeting intent with domain-specific, declarative languages to capture the poli-
cies. This trend was intensified by digital transformation and virtualization efforts
at both network operators and many of their customers, starting around 2012. This
digital transformation has led to a software-defined infrastructure for communication
services, based on virtualized network functions. Valocchi et al. [31] proposed recog-
nizing the increased complexity of centralized network management in the context
of virtualized network functions and software-defined network infrastructures. They
proposed a signalling framework to support decentralized management and control of
virtualized communication infrastructure. While this approach partitioned the work-
load amongst local controllers, it lacks the consensus mechanisms of blockchains for
coherent views of resources—especially shared resources. Policy-based approaches
for network management remain an important strategy for developing the neces-
sary abstractions to manage the scale, and diversity of modern communication
infrastructures.

The explosive growth in wireless applications has provided an impetus for new
network architectures beyond fixed wireless. New network architectures such as
peer-to-peer networking, mobile ad hoc networking, delay-tolerant networking and
pervasive computing networks. Many of these network architectures are distributed
and self-organized leading some to refer to them as autonomous networks [32].
Autonomy in networks is often conflated with the use of artificial intelligence,
particularly run-time learning behaviours [33]. While significant strides in artifi-
cial intelligence have been made in recent years, cognitive autonomous networks
have several areas requiring further research [34]. Measuring the various dimensions
of autonomy is not a simple task as these dimensions are often derived from social
or psychological studies of human behaviour rather than the physics underlying
most network engineering. Some blockchain structures, Decentralized Autonomous
Organizations (DAOs), are designed to operate autonomously [35]. Autonomous
networks are emerging from a research topic to industrialization among commercial
service providers [36]. The complexity in operating and managing 5G and beyond
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networks has reinforced a trend towards closed-loop automation of network and
service management operations. ETSI Zero-touch network and Service Management
(ZSM) framework is envisaged as a next-generation management system that aims
to have all operational processes and tasks executed automatically [37]. Al-based
approaches are seen as likely implementation technologies to realize these architec-
tures. Such ZSM architectures are already being proposed in wireless networks [38].
Zero-trust networks evolve the cybersecurity paradigms to move defences from static,
network-based perimeters to focus on users, assets and resources. Zero trust assumes
there is no implicit trust granted to assets or user accounts based solely on their phys-
ical or network location (i.e., local area networks versus the Internet) or based on
asset ownership (enterprise or personally owned). Authentication and authorization
(both subject and device) are discrete functions performed before establishing a
session with a resource. There are already proposals for zero-trust architectures for
5G healthcare applications [39]. These architectural trends towards autonomy, zero
touch and zero trust are expected to continue as a response to networking require-
ments. Blockchain infrastructures seem to provide an approach to address some of
these requirements.

Maksymyuk et al. [40] proposed the use of blockchain mechanisms for intelli-
gent network management in the context of sharing unlicensed 5G spectrum and
infrastructure. This approach relied on a novel blockchain token corresponding to
180 kHz of the unlicensed spectrum resource being managed. This approach did not
address the breadth of network management challenges in 5G and 6G, nor does it
account for other users of unlicensed spectrum that may be non-cooperative. In a
broader survey on the convergence of Blockchain and 5G, Nguyen, Pathirana, Ding
and Seneviratne [41] identified roles for blockchains in 5G enabling technologies
(e.g., NFV-SDN), 5G services and 5G IoT applications. Management roles identi-
fied for blockchains included spectrum management, interference management and
resource management. [42] surveyed a broad range of ideas related to Blockchain
integration in 5G and beyond networks that address issues such as interoperability,
security, mobility, resource allocation, resource sharing and management, energy
efficiency and other desirable features and proposed a taxonomy of blockchain
for 5G categorizing applications as network management, computing management,
communication management, security and privacy, applications and services. This
taxonomy reflects a very narrow scope of network management (only SDN, NFV and
network slicing), while many of the other categories identified are also involved in
the operation, administration maintenance and provisioning of the infrastructure to
meet the business objectives of the operator. When comparing different architectural
approaches for network management, the availability of suitable metrics is helpful
for comparing the effectiveness of divergent solutions. Wang Lu et al. [43] provide
an example of such an evaluation comparing operational quality in the context of
specific centralized and decentralized network management architectures. Unfortu-
nately, the decentralization approach they chose was based on a traditional geographic
hierarchy rather than a blockchain. The operators increased need for mechanisms to
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assure trust in data, operations and commercial transactions while maintaining busi-
ness continuity through software and equipment failures and cyberattacks provide
further motivations for blockchain-based approaches.

While there are proposals for blockchain use cases, proper design techniques
are required for successful applications of the technology. The application function-
ality needs to be allocated between the blockchain system and other components.
Crowcroft [44] suggests considering the performance requirements (e.g., transaction
throughput, latency) before selecting blockchains as other architectures have higher
transaction performance. Large-scale applications using blockchains are likely to
move significant computation and storage tasks off-chain [45]. Others [46—48] have
proposed more rigorous methodologies for selecting the appropriate blockchains
aligned to application characteristics and requirements. After understanding the
application requirements and characteristics, an evaluation can then be made of
the degree of support provided by various alternative blockchains infrastructures in
areas such as permissioned versus permissionless architecture, consensus mechanism
selection, performance objectives and scaling considerations. Blockchains operate
using distributed ledgers to record transactions of tokens. The design considera-
tions need to include the token life cycles and the binding mechanism between
those tokens and underlying assets. In the context of decentralized network manage-
ment, either those tokens are associated with the network asset being managed or
the network management task becomes the administration of the blockchain itself.
The use of design patterns is a common practice in engineering. Design patterns
for network architectures are more commonly discussed than network management
design patterns. [49] discussed APIs for NMIs and the need for application frame-
works, describe and illustrate the pattern system underlying the Layla framework,
detail three of its key patterns, and put the pattern system into perspective. Design
patterns for applications based on blockchains are also starting to emerge [S0-52].
In the case of blockchains deployed for trust assurance, design patterns for business
and trust models are also needed. Trust patterns for collaborative business processes
are also starting to emerge [53]. While blockchains have demonstrated consider-
able potential, further maturity is required for commercial practice in the network
context. Given the plethora of proposals, it seems reasonable to expect maturity of
the technology and design practices by the time of 6G deployments.

Deployment of decentralized network management solutions using blockchains
is a commercial rather than purely technical decision. Commercial evaluations for
deployment consider not only technical design choices but also an evaluation of the
company’s ability to deliver, operate and maintain the solution. Readiness models
[54] or maturity models [55] have been used to measure organizational readiness for
transformative technology deployments. Blockchain network management systems
would certainly be a transformative technology deployment, but I am not aware of any
widely accepted maturity models for organizational readiness to support blockchain
deployments. Blockchain software engineering is an emerging area of technical
expertise where an industry consensus on the required technical skills, education and
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experience has not yet developed [56]. From a commercial perspective, the identi-
fication and staffing of the appropriate technical capabilities is an important organi-
zational prerequisite for the organizational maturity needed to successfully deploy
blockchain solutions. Many blockchain solutions rely on open-source blockchain
software. In such cases, the maturity of the community supporting the open-source
blockchain also needs to be considered. Commercial judgements of organizational
readiness and maturity are critical for successfully deploying network blockchains.

4 Economic Models for Network Management in 6G

Economic modelling implies the existence of markets with transactions with buyers
and sellers of, in this case, network management services. Most blockchains are
designed to support transactions recorded in distributed ledgers. One approach to
categorizing economic markets for network management in 6G is to look at the
structure of the market in comparison with the organization boundary of the service
provider. Here, we can distinguish between markets that are internal to a single
service provider; markets where a single service provider offers its services; and
markets for communication resources where multiple service providers operate as
buyers and sellers.

Internal markets can exist for Network Management services within service
providers. For regulatory, tax and other business reasons, service providers may
choose to organize themselves into multiple internal organizations that provide
services to each other. For example, a corporate holding company may have
multiple legal entities operating in different jurisdictions; or form different orga-
nizations to market specific services. Internal markets are often centralized rather
than decentralized. Because it is all one firm, there is less need for protocols to build
trust.

A recent trend has emerged for operators’ communication APIs, products and
services to be made available to external users through digital marketplaces. While
this provides an alternative channel for human users, these digital marketplaces
become essential for machine users. Many of these network service offerings today
are targeted at larger enterprises or government rather than consumer markets.
Consider, for example, a connected vehicle that moves between the geographic
coverage areas of different service providers. A more futuristic scenario might be a
DAO that relies on an underlying communication infrastructure, periodically rebid-
ding for communication services to optimize its ongoing business costs. In the context
of such digital marketplaces, multiple actors are buying or selling network services
creating a need for mechanisms to support the trustworthiness of those transactions.
Settlements between service providers are already a commonplace activity from
roaming voice services. Industry bodies have been developing standards [16] and
open-source implementations [17] of blockchains to support these settlements. This
provides some operational efficiency by eliminating external clearing houses for
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settlement activities. Such settlement arrangements can also be considered a type of
digital marketplace.

There are a variety of different types of markets. Markets for shared resources are
typically separated by the type of resource. Computing resources both in centralized
clouds and in edge computing can be allocated using markets. Not all economic
models provide the same benefits for users in utilizing the resources; nor in the profit
earned by resource providers. Economic models can be effective in the collaborative
use of large-scale heterogeneous resources that are typically owned by different orga-
nizations. Economic models may differ from one another as they are used for interac-
tion among users and providers; they are used for pricing, and they adapt to evaluate
different requirements. [57] studied diverse market models for allocating resources in
the context of grid computing including commodity market, double auction, English
auction, bargaining, proportional share, proportional resource sharing, first price
sealed bid and contract net protocol. Markets for networking resources or services
can use any of these approaches, subject, of course, to regulatory constraints.

Blockchain technology can reduce transaction costs, generate distributed trust
and empower decentralized platforms. Those decentralized platforms may provide a
foundation for novel decentralized business models. In the financial industry, decen-
tralized financial services tend to be more decentralized, innovative, interoperable,
borderless and transparent. [58] identified decentralized financial business models:
decentralized currencies, decentralized payment services, decentralized fundraising
and decentralized contracting. Not all network management functions have a finan-
cial aspect, but the service fragmentation expected in the 6G era argues for increased
use of markets for different services and resources. The economics and operation
of blockchain systems can significantly differ between permissioned (consortium)
and permissionless (public) blockchain infrastructures. In the networking context,
different markets may require different blockchain features. Markets for settlements
amongst service providers may have relatively few participants and favour a permis-
sioned consortium blockchain. Marketplaces for consumer network services based
on blockchains may be better suited to public, permissionless blockchains.

Blockchains perform transactions using tokens. Decentralized finance applica-
tions rely on tokens as a form of financial asset (e.g., a crypto currency, security
or commodity). Tokens as financial assets imply a corresponding regulatory treat-
ment as financial assets. Settlement applications in the telecom industry may use
existing financial cryptocurrencies, but could also be designed to use some other
more industry-specific usage measures (e.g., call data records of usage minutes, and
bandwidth). Tokens for other more novel applications (e.g., spectrum sharing) could
also be created. The token life cycle operations (e.g., creation, deletion, partition and
transfer) can significantly affect the economic significance of the token. The regula-
tory classification of blockchain tokens is still emerging. Inadvertent regulatory clas-
sification of tokens could have significant unanticipated commercial consequences
(e.g., taxes or reporting burdens).
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5 Role of Smart Contracts and APIs in Decentralized
Network Management

Smart contracts are programs executing in a decentralized blockchain which permits
them to leverage the underlying blockchain’s consensus mechanism to provide
computation results with a degree of resilience to failures, tampering and censor-
ship attempts. While several blockchains support smart contracts, there is a cost to
doing so in the internal bandwidth, block storage and compute resources required to
support these smart contracts. In many cases, off-chain computations or storage may
be used for efficiency, with the blockchain primarily used to store signatures of the
results of the computations. Note that off-chain computations may have additional
requirements (e.g., for confidential computing technologies) in order to preserve
end-to-end service assurance objectives. Smart contracts were originally proposed
in the context of decentralized finance applications where they could automate the
execution of portions of financial contracts. Smart contracts are not self-activating;
they only act in response to a transaction on the blockchain. Oracles are required
to bring off-chain events into the blockchain context. In the network management
context, the potential volume of events to be monitored and off-chain devices to be
controlled is significantly greater than the data series typically used for the standard-
ized financial contracts (e.g., options contracts). Smart contracts operate on digital
assets, tokens that are supported by the underlying blockchain. Those tokens can
be associated with physical assets or other digital assets. The literature increasingly
shows examples of blockchain smart contracts being used for network applications.

Reviews of the smart contract literature reflect the original focus on decentralized
finance applications. Smart contract applications for IoT have emerged as an impor-
tant research category with network management implications. Smart contracts are
usually specific to the blockchain architecture in which they are expected to execute.
Ethereum is the most frequently cited blockchain within the smart contract literature,
but there are other blockchains (e.g., [IOTA) which are more focused on IoT applica-
tions [59]. Smart contracts have been proposed for a variety of networking-related
tasks. These include spectrum sensing [60], DDoS Mitigation [61], distributed cloud
storage [62], VANETS [63], software-defined networks [64] and resource allocation
[65]. These network applications for blockchain smart contracts are increasingly
relying on nonfinancial tokens, i.e., tokens associated with a network resource rather
than a financial asset.

Smart contracts were developed to provide automated execution of some financial
terms in the context of a financial contract, but network operators are no strangers
to automation. As a computational mechanism, smart contracts are significantly
less efficient because of the decentralization and consensus mechanisms. That effi-
ciency is traded off for the trust assertions available through the consensus process.
A common design pattern from the financial industry is to use smart contracts in
decentralized settlements rather than a centralized clearing house. Such settlement
arrangements certainly exist today between service providers. Other decentralized
applications and design patterns requiring a strong basis of trust are also starting to
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emerge in the network context. The increasing diversity of service partners, and the
trend towards service invocation through APIs, argue for more automated mecha-
nisms to assure trust in transactions. The trend towards zero-trust architectures also
argues for decentralized identity and authorization services than can be invoked with
smart contracts. Applying zero-trust architecture in the networks of the scale of IoT
further drives towards automated mechanisms to build trust relationships. The need
for an automated, large-scale mechanism to support trusted networking transactions
between independent entities creates a basis for expecting the wider deployment of
smart contracts.

6 Role of Al in Decentralized Network Management

Applying Artificial Intelligence to the problem of network management is not a new
approach [66, 67]. Progress in computing infrastructure, data science and artificial
intelligence techniques have become sufficiently mainstream for network manage-
ment applications that standard bodies have started to respond with architectures and
more detailed specifications. Such specifications provide a basis for further indus-
trialization and deployment in operator networks. It is noteworthy that the range of
network management tasks is also expanding from fault identification and classifi-
cation to closed-loop controls where the Al system is optimizing resource usage in
response to some set of policy directives [68]. A fully operative and efficient 5G
network cannot be complete without the inclusion of artificial intelligence software.
Existing 4G network operations are based on a reactive concept, leading to the poor
efficiency of the spectrum. Al and its subcategories like machine learning and deep
learning have been evolving to the point that this mechanism allows 5G wireless
networks to be predictive and proactive [69]. 6G networks can be expected to build
on the Al deployments from earlier deployments, and see Al deployed in a broader
range of network management tasks.

6G networks not only transform and transport massive amounts of customer data,
they also have the potential to generate a massive amount of data for network manage-
ment purposes. Al technologies and particularly ML have the potential to efficiently
solve unstructured and seemingly intractable problems by involving large amounts
of data. Al role is well recognized in learning systems as a mechanism for opti-
mization. The application of Al in wireless is moving from large scale, centralized
optimizations with average overall performance, to more independent localized opti-
mizations with the better overall performance for the end user. Network management
is evolving from model-based to data-driven optimization of the network using online
software-based network orchestration, NFV-SDN and proactive wireless networking.
[70] surveyed Al applications on different aspects of wireless network design and
optimization, including channel measurements, modelling, estimation, physical layer
research and network management and optimization. The types of applications for
Al deployments are changing from classification to run-time operations. The massive
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data transported and generated by 6G networks creates the opportunity for creative
Al designs impacting network management.

Artificial Intelligence and Machine Learning have recently developed the
following from academia and industry in solving very complex problems in several
fields. [71] surveyed the main application areas of AI/ML in SDN and NFV-based
networks. AI/ML is expected to be a pivotal technology in the deployment of self-
configured, self-adaptive and self-managed networks. Challenges in realizing this
potential include computational complexity and latency, computational resource
requirements, access to data resources and archival storage of network manage-
ment data. Multiple industry bodies are working on AI/ML for networks including
3GPP, 5G PPP, FuTURE, ITU and TIP. Standards for operations of Al systems are
starting to emerge, e.g., [72], but these have not yet been tempered with a lot of
diverse operational experience. Al Operations is emerging as a field of expertise as
the technology moves into large-scale deployment among service providers.

7 Challenges for Network Operators in Decentralizing
Network Management with Blockchains

Historical challenges for service providers have centred around deploying connec-
tivity and bandwidth. Fibre optic technologies improved backbone bandwidth, while
increased cellular coverage brought connectivity to greater populations. Network
operators have skilfully managed multiple technology transitions in their infrastruc-
ture—1G (analog)- > 2G (digital), 2G (circuit)- > 3G (packet) and 3G (voice)- >
4G (video). 5G marked a more radical shift by catering to diverse requirements of
several use cases. These requirements include Ultra-Reliable Low Latency Commu-
nications, Massive Machine-Type Communications and Enhanced Mobile Broad-
band. 4G - > 5G transitions the infrastructure from physical - > virtualized and the
predominant usage from humans with cell phones - > IoT devices. Several technolo-
gies, such as software-defined networking, network function virtualization, machine
learning and cloud computing, are being integrated into the 5G networks to fulfil
these diverse requirements. These technologies, however, give rise to several chal-
lenges associated with decentralization, transparency, interoperability, privacy and
security. To address these issues, Blockchain has emerged as a potential solution due
to its distributed architecture capabilities including transparency, data encryption,
auditability and immutability. The 5G- > 6G transition promises additional chal-
lenges from the diversity of services to be supported both for human and machine
users.

The operation of communication infrastructure is business with significant scale
effects. The value of the network scales increases with size, as do the cost and
complexity of managing it. Evolution at scale is still an issue in the 6G era as
operators seek to deliver value through an increasingly dynamic and diverse set



Blockchain-Enabled Decentralized Network Management in 6G 63

of services while managing the costs of the underlying infrastructure. The decen-
tralization of functionality to the edge (e.g., edge computing) exacerbates this chal-
lenge by increasing the number of locations where operational tasks need to be
performed. While virtualization of many network functions enables more automated
network management, there are still significant scale impacts. Consider the scale
of the problem associated with managing software updates for VNFs. A typical
VNF may have a development life cycle supporting updates every 6 months, with
perhaps some emergency patches at more frequent intervals if security issues are
found. For an edge node supporting a marketplace of 100 different types of VNFs
to support the different services offered, it implies the average interval between
software update operations on VNF types is < 2 days. If each VNF type has 100
operating instances in the edge computing node, then the average interval between
updating instances is < 1/2 h. For a national scale operator with say 10,000 edge
nodes located by cell towers, the scale of automation required to maintain the infras-
tructure at the latest release becomes obvious. This does not consider the additional
administrative burden of moves, adds and changes, or new service deployments. The
required level of automation is increasingly driven by AL. Managing Al operations at
scale is a new competency that operators will need to develop. The performance of
various blockchain architectures at scale is an ongoing area of blockchain research.
The challenge for network operators comes from the variety of infrastructures—
e.g., a blockchain for settlements may not use the same underlying technology as
a blockchain for IoT devices. Operators may need to manage multiple different
decentralized infrastructures to support different network and business functions.

Service requirement diversity creates a challenge for service providers. Should
they attempt to “cover the waterfront”, i.e., maintain broad coverage of different
services as a “one stop shop”’; or specialize in one or more niches, and risk them
being commoditized or overcome by changes in demand? The network manage-
ment challenge increases as the number of services to be managed increases. Many
communication services require extensive geographic coverage. Globalization trends
and the recent pandemic have emphasized the importance of remote working capabil-
ities, often across multiple time zones. No single service provider has the resources
to meet the required geographic scope, and so inter-provider commercial relation-
ships are required to provide the required functionality. Service requirement diver-
sity increased the challenge of managing those commercial relationships—e.g., not
all service providers will be able to provide all services as they make commercial
decisions about which set of services to provide based on their resources, regula-
tory environment, competitive pressures, etc. The challenges of service requirement
diversity add complexity to the network management task as these services become
more decentralized.

Business models drive deployments of infrastructure and services and will do so
again in 6G. Business model diversity is already increasing in existing networks.
Consider the rise of service providers that do not provide their own infrastructure,
e.g., virtual mobile network operators. 5G radio characteristics and service special-
izations favour densification and localization deployment strategies. Private landlords
may have better commercial visibility to drive 5G deployments in specific venues,
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e.g., entertainment, manufacturing and health campuses. Sophisticated services like
AR/VR and smart environments are by their nature very localized, and reinforce the
need for edge computing to reduce service latency below perceptible limits. Latency
is not the only performance metric of interest, but it does provide a challenge for
many general-purpose blockchain systems. Spectrum availability and service diver-
sification in the 6G context may exacerbate these trends resulting in an increasing
diversity of 6G deployment locations and business models. Service providers then
have the challenge of stitching together an end-to-end service in such an environment.
The network management challenges are increased by this diversity of deployment
models for 6G infrastructure.

Consumer expectations for communication services are evolving from service
availability towards service trustworthiness. The dependence of modern society
on access to Internet data and computer systems for individuals, enterprises and
governments has highlighted a variety of different threats when those systems and
data are compromised. Data on individuals may be exposed for commercial gain or
public embarrassment in a privacy violation. Trust in the integrity of various societal
processes can be undermined by tampering with data. Censorship of data sources
can also provide an implicit bias by selectively removing data access. Models and
metrics for trust, privacy, censorship resistance, etc. are still evolving. Many of these
are based on specific technologies rather than broader legal notions of privacy, trust,
censorship, etc. Without appropriate metrics and measurement techniques, it would
be difficult to design and operate the communication infrastructure to provide assur-
ances on these points. Network management and control operations will need further
progress in these areas to support 6G infrastructures and services to support evolving
consumer expectations for data trustworthiness.

IoT traffic has taken on increasing importance with billions of devices deployed
and new network services designed for them being deployed as part of 5G. A further
expansion of IoT traffic sources and services is expected for additional types of
machine users of communication services in 6G. Blockchains have been proposed
as a mechanism to support the integrity of IoT infrastructures, while the scale of IoT
infrastructure remains a network management challenge. Adequately designing and
operating such blockchain systems requires an understanding of the threat models
these blockchain systems are required to protect against. [73] provided a detailed
analysis of potential security attacks and presents existing blockchain solutions that
can be deployed as countermeasures to such attacks, including blockchain security
enhancement solutions. Identified blockchain security issues included transaction
malleability, network security, privacy, redundancy, regulatory compliance, criminal
activity and vulnerabilities in smart contracts. The scale of IoT infrastructures is a
challenge for network management, driving the need for zero-touch network manage-
ment capabilities. The network security challenges of such large-scale distributed IoT
infrastructures drive towards zero-trust mechanisms to identify compromised devices
and constrain the scope of further spread.

The network security capabilities of today’s infrastructure have been developed
using cryptography within the context of contemporary von Neuman computer archi-
tectures. 6G era, however, is expected to start in the 2030s. By then, quantum
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computing technologies threaten the integrity of many current cryptographic algo-
rithms. Quantum supremacy refers to the goal of using a quantum computer to solve
a problem that no classical computer can solve in a reasonable amount of time.
Several research teams have already claimed to have achieved examples of quantum
supremacy. While current quantum computing capabilities may be limited, consider-
able progress in quantum computing technologies may be expected by 2030. Network
management, including blockchains, that relies on cryptography will need to tran-
sition to post-quantum cryptographic methods. This may imply additional costs for
early movers than then need to update cryptographic software. This problem of
needing post-quantum cryptographic methods, however, is not unique to blockchains.
Network security is expected to remain a challenging part of network management,
even in a decentralized context.

Blockchains provide an infrastructure for smart contracts executing business logic
code in a decentralized architecture. In this context, the execution outcomes have a
basis for trust, agreed upon by the consensus of the executing nodes. Smart contracts
can be viewed as a form of distributed computing; however, the software engineering
body of knowledge to support professional practices in this area is still emerging.
The design patterns and other practices for blockchain software engineering are
expected to develop as blockchains are deployed, and operated, in a wide variety of
environments. In multiparty environments, the standardization of data semantics and
operational governance of systems are important matters to resolve. The communi-
cation industry is well used to the development of industry standardization to support
such initiatives. Blockchains use oracles to adapt off-chain, external data sources and
controls to their distributed architecture. Independent oracles as trusted data sources
may be a new type of business partner required for some services. [74] proposed
a taxonomy for blockchain oracles classifying them based on the data source, trust
model, design pattern and interaction model. The commercial roles and responsibil-
ities may prove more challenging as decentralized architectures often imply signif-
icant reengineering of business processes. Coordinating such process reengineering
across multiple parties during the migration of existing operating services to smart
contracts on blockchain infrastructures could prove challenging for many operators.

8 Conclusions

Blockchain-enabled decentralized network management is a disruptive change to
existing network management processes. The scope and scale of the 6G network
management challenge support the need for these types of network management
architectures. The network context of the 6G era of the 2030s and beyond is expected
to be more complex than current communication networks from both technology
and commercial perspectives. As machine usage dominates over human usage, the
services offered and their invocation methods become more data-centric. Even for
human users, cybersecurity threats create a demand for service assurances that data
is trustworthy, private and resistant to censorship attacks. Service fragmentation,
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resource variety and the resulting complexity in the 6G commercial environment
reinforce the need for automated protocols to support trustworthy transactions at a
massive network scale. Al techniques have shown promise in managing the scale of
the network management data collection and analysis problem. Blockchains have
also shown promise as an enabling technology for trustworthy transactions and
censorship-resistant data. Both technical and commercial or organizational chal-
lenges remain before the wider adoption of these technologies. Blockchain-enabled
decentralized network management provides a promising framework for considering
the operational and administrative challenges expected in the 6G communication
infrastructure.
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Al-Enabled Intelligent Resource )
Management in 6G ek

Vijayakumar Ponnusamy and A. Vasuki

Abstract The next-generation 6G mobile networks are likely to be intelligent,
highly dynamic, and extremely low latency to satisfy the needs of different diversi-
fied applications. With the increasing demand for wireless communications, resource
management plays an essential role in providing higher data rates and extreme
quality of service with the available resources. However, the complexity of allocating
resources will become greater in the current ultra-dense heterogeneous infrastruc-
tures. With massive data and computing resources, the rapid progress of Artificial
Intelligence (AI) eventually lightens the enormous capabilities needed for the future
regularization of 6G and beyond. As a result, an Al-enabled network will be the most
appropriate and suitable technique for intelligent resource management, automated
network operations, and support in future complex 6G networks. This chapter will
discuss the different machine learning techniques used for resource management in
6G networks, effective usage of available spectrum, prediction of the spectrum, and
dynamic resource allocation.

Keywords Resource management - Massive connectivity -+ Network management

1 Essentials of Al in Resource Management

Development in wireless technologies still continues to satisfy demands for quick
response time, higher bandwidth, and secure communication. All affordable physical
layer technologies are utilized thoroughly after the development of post-3G systems
inindustries. This has led to the requirement of intelligent and optimized consumption
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of the available resources. In this section, we discuss the importance of resource
management and the role of Al in resource management toward achieving efficient
next-generation 6G networks [1].

1.1 Challenges in Resource Management Toward Massive
Connected Networks

Resource management aims to obtain proper employment of constrained phys-
ical sources to fulfill numerous traffic needs and enhance the machine’s overall
performance. The existing resource management techniques in academic usage are
often developed for fixed networks. It depends upon the mathematical functions. In
contrast, the conditions of the realistic wireless network are variable, which leads
to regression of algorithms with high computational complexity. The application of
assumed mathematical conditions of a static network in practical cases results in
drastic performance loss. In addition to that, standard management schemes may
be superior in extracting beneficial records related to users and networks. Various
resource management techniques are desired for the massive number of nodes.

1.2 Resource Management in 5G

After the deployment of the 5G standards, academia and industries have started to
focus on the next-generation wireless communication standard 6G. This technology
achieves a high data rate of up to 1 Tb/s and a broadband frequency of 100 GHz to 3
THz [2]. Apart from important evaluation parameters of communication, Artificial
Intelligence (AI) has been accepted as the essential feature of 6G by researchers in
recent times. Wherein the applications of machine learning algorithms are believed to
provide an appropriate solution for many complex scenarios. Network intelligence
is expected to meet the challenges of heterogeneous networks. Though machine
learning techniques have been employed in various applications, there is still scope
for the realization of automated cellular communication systems. The existing prob-
lems in communication systems, architectures, and their performance should be
focused on making use of 6G technologies.

1.3 Resource Management from 5G to 6G

The existence of Al can be seen in everyday scenarios. Nowadays, the amount of
produced data by both machines and human is overwhelming, which exceeds the
ability of humans to understand and digest that data and make decisions depending
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on that data. Thus, a hand of help from Al is needed to overcome such challenges.
The 5G LTE communication system is a promising solution to provide a high user
experience in terms of the provided speed, amount of data, and cost. However, due to
its complexity, the technology of LTE needs some improvement in terms of resource
management and optimization. With the aid of Al, these two challenges can be
overcome. The Al represented by the improved Q-learning algorithm with the Self-
Organizing Network (SON) concept in LTE is used to manage and optimize Handover
(HO) parameters and processes in the system [3].

Al has become necessary in day-to-day activities. The data produced by humans
and machines is huge. There is a need for humans to understand the generated data and
analyze it. This helps in making appropriate decisions. This can be easily solved by
employing Al. The 5G LTE in communication has been considered as an auspicious
solution in terms of speed, data rate, and cost. However, there is a need for some
enhancements in resource management and optimization techniques which could be
overcome by using Al techniques. Al-aided Q-learning algorithm along with Self-
Organizing Network (SON) in LTE manages and optimizes the handover parameters
and different stages in the system [4]. The challenges in Al-based 6G networks are
depicted in Fig. 1. The role of Al-based algorithms is illustrated in Fig. 2.

End-to-end qualified Learning efficiency
service provision

Physical layer to ap- Efficient dataset
plication layer -\ /- generation
. . Challenges )
Dynamlc onllng for advancing Computation over-
learning for exploration ML based 6G head deployment
Distributed or cen- _/ \ Feasibility verifica-
tralized tion
Scalability for global Standardization
intelligence

Fig. 1 Challenges in 6G networks
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Fig. 2 Role of Al algorithms in wireless networks

2 Application of Machine Learning Techniques in Network
Management

To fulfill the enormous requesting management, the growth of 6G has been considered
as progress that overcomes the limits of improved broadband, unlimited access, and
ultra-reliable latent management in 5G remote networks. As of late, the construction
of 6G networks has been amazingly heterogeneous, thickly conveyed, and dynamic.
In order to reach the best tight Quality of Service (QoS), this complex structure will
lead to a defect in network activity routines. Therefore, machine learning is emerging
as a crucial answer to acknowledge completely wise organization coordination and
the executives. By gaining from unsure and dynamic conditions, machine learning-
based medium assessment and bandwidth management will allow the executives
to open up promising circumstances for bringing the amazing presentation of ultra-
broadband strategies, like terahertz interchanges. Furthermore, difficulties carried by
ultra-massive networks concerning power and end-to-end secure communication can
be moderated by employing appropriate machine learning-based techniques. Also,
shrewd versatility among the executives and asset assignment will ensure the ultra-
unwavering quality and low inactivity of administrations. Concerning these issues,
this chapter presents and studies some cutting-edge methods dependent on machine
learning and their applications in 6G to help with ultra-broadband, ultra-massive
access, and low inertness management [5].

2.1 ML-Enabled Broadband Transmission in 6G Networks

The available spectrum is scarcely enough to satisfy the expanding needs. For
example, some arising applications, like holography, may require a data rate of up
Tb/sec, which is roughly three times of magnitude faster compared to average 5G
correspondences. Accordingly, THz correspondences, using groups within the scope
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of 0.1-10 THz such as 140, 220, and 340 GHz frequencies, are required to help an
information pace of up to terabits each second. To accomplish such a limit moving
toward execution, exact data of time-shifting channels is particularly imperative to
advance the terahertz transfer speed portion and further develop range productivity. In
this segment, we present some cutting-edge AI/ML applications in terahertz channel
assessment and range the executives [6].

At the terahertz recurrence groups, the channels experience the ill effects of high
climatic retention coming about because of the water fume noticeable all around,
which impacts misfortunes fundamentally. Moreover, the free-space path loss is
likewise unavoidable actually as far as climatic constriction is concerned. More-
over, terahertz channels are seen as non-fixed, particularly for dynamic situations
where the two clients and items may be moving. Accordingly, customary channel
models dependent on suppositions of being fixed or semi-fixed can’t currently have
any significant bearing on the ultra-wideband spectrum. Machine learning calcula-
tions are equipped to examine the correspondence information and foresee likely
signs of misfortune in a guaranteed or obscure climate. Subsequently, a wide range
of Atrtificial Intelligence calculations could be employed to the physical layer of
6G organizations that manage the hardships portrayed for ultra-wideband spectrum
assessment.

In many applications, in order to further develop assessment precision in powerful
situations, the Bayesian filter based on reinforcement learning has been acquainted
with the direction of arrival assessment in THz directs in present examinations. In
particular, the Bayesian channel executes the assessment of the current direction of
arrival from both current estimation and past gauges. In this methodology, the earlier
change probabilities between framework states are essential to the assessment execu-
tion of the Bayesian filter. A reinforcement learning algorithm could be employed to
enhance the probabilities of state changes from the results of previous measures and
henceforth work on the exhibition of the Bayesian filter. The major classifications
and applications of machine learning algorithms are described below.

e The learning algorithm which is based on enough and efficient training with
labeled data is known as supervised learning. These algorithms can be acquainted
with transmission path loss and shadowing forecast, obstruction board, channel
assessment, etc. Some of the architectures, such as Deep Neural Networks (DNN),
K-Nearest Neighbor (KNN), and Support Vector Machines (SVM), are based on
supervised learning algorithms.

KNN algorithm is used for identifying and allocating the resources (spec-
trum/power/positioning) requirements. For example, as shown in Fig. 3, the new
requirement can be categorized using KNN algorithm, where K = 3 represents the
distance from the new sample (data) is calculated with three nearest data points.
KNN uses Euclidean distance (d) for classification which is expressed in (1)

N ()
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Similarly, SVM also is used to solve handover problems in heterogeneous

networks. Antenna selection in massive MIMO is achieved with the aid of an SVM
classifier among hundreds of antennas. Estimating channel noise for effective
network management.
In any wireless communication network, channel estimation and modeling play
an essential role in determining the end-to-end performance of the communication
system. These problems could be easily solved by yet another category of machine
learning called unsupervised learning mechanisms. Unsupervised learning does
not require training with labeled data. The major applications are suppressing
interference, user clustering, and overcoming challenges in duplex mode. K-
means clustering and fuzzy-C-means algorithms are some of the most popular
unsupervised learning mechanisms in recent communication technologies.

The Multipath Component (MPC) analysis is an essential task in gathering infor-

mation on the wireless channel. K-means clustering algorithm forms the grouping

the MPC to reduce the Euclidean distance between the data until it becomes

converging. It groups the parameters such as the delay (t), azimuth angle of arrival
(AoA), azimuth angle of departure (AoD), the elevation angle of arrival (EoA), and
the elevation angle of departure (EoD) which have similar behavior. The following
example illustrates the step by execution of K-means clustering:

Stepl: It starts initial clusters randomly with centers (kj, ko, k3), as shown in Fig. 4a.
Step 2: It assigns each data point closest cluster center, as shown in Fig. 4b.

Step 3: Move each cluster center to the mean of each cluster as shown in Fig. 4c.
Step 4: It calculates the clusters related to the new data points as shown in Fig. 4d.
Step 5: Recomputes the cluster centers as shown in Fig. 4e.

Step 6: Move the cluster centers to cluster means as shown in Fig. 4f.
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Fig. 5 An LSTM architecture

Another important category is Deep learning. Deep learning algorithms are
employed for extracting channel characteristics, finding dynamic channel infor-
mation, detecting different modulated signals/symbols, and recovering the orig-
inal raw input from encoded data. The major deep learning structures such as
Convolutional Neural Network (CNN), Recurrent Neural Network, Deep feed
Forward Neural Network, and Deep Belief Networks (DBN) could be employed
depending upon the applications.

CNN could be applied for dynamic power control for improving Non-Line of

Sight (NLOS) transmission, automatic modulation classification, and channel esti-
mation in a next-generation wireless communication system. Localization in wireless
networks is a challenging task because of shadowing and multi-path fading in indoor
environments. In order to fulfill the requirements of 6G wireless communication,
the THz spectrum provides ultra-wideband for application. An LSTM architecture
(as illustrated in Fig. 5) could explore the channel state information of THz wireless
signals, AoA, received power, and delay which are useful parameters of the indoor
environment. A series of temporal data (X,, X, ...Xy) is given input to the LSTM.

Reinforcement learning is a combination of supervised and unsupervised learning
algorithms. These algorithms are based on action rewards. The agent in the
application continuously gets the information from the environment to take
appropriate action. If the action is successful, the algorithm gets positive feed-
back to further explore the new unknown state. Reinforcement learning-based
algorithms are mainly used in tracking the unknown wireless medium and
choosing feasible modulation modes. Markov decision process, Q-learning, and
fuzzy-reinforcement learning are algorithms used often.

Markov decision process applies probability to predict the future requirements

based on the present observed state in the channel estimation process which is
illustrated in Fig. 6.

The application of the deep learning/machine learning algorithm in various levels

of the 6G network is illustrated in Fig. 7.
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Fig. 6 An example of the Markov process

3 Application of Machine Learning Techniques in Network
Management

In this section, the necessity of machine learning in a massive connected network,
spectrum prediction based on ML will be discussed [7].

3.1 Need for Massive Connectivity Management in 6G
Network

In high-dimensional networks, connectivity among different devices can allow the
terminals to create diversified integration with various levels of network and make the
network to reach uplift in coverage. Because of the dynamic nature of the connec-
tivity, there is a chance for inserting and removing devices to cope with massive
connectivity effectively. The connectivity between network and physical layer bears
with high delay in higher order networks. This delay results in data transfer, which
could be optimized in their end-to-end connectivity. Managing connectivity among
numerous devices depends on present wireless channel conditions, wherein the
portability of Base Stations (BSs) makes getting channel state information more
tedious.

3.2 Radio Resource Management in High-Dimensional
Networks

In massively connected networks, coverage of indistinguishable areas is done by
allowing many devices to the network. This results in severe interference in the
network, which could be suppressed by using a scheduling mechanism. This tech-
nique provides information about the dynamic channel to improve scheduling among
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Fig. 7 Application of deep learning/machine learning algorithm in 6G network

users. In contrast to hyperlinks between terrestrial BSs, the inter-satellite, inter-
aerial, inter-satellite—aerial, and inter-satellite—terrestrial are non-ideal, and hence
has a poor delay. So, there is a necessity for collaborative scheduling in massively
connected networks. Moreover, long-distance and high-mobility shifting BSs lead to
the severity in channel approximation, which makes designing the feasible algorithm
as a complex one.
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3.3 AI-Enabled Automated 6G Networks

The key enables methods used in 5G networks such as software-defined networks;
network function virtualization is considered in 6G networks also. These tech-
niques have the capability of making self-defined networks that are suitable for 6G
networks. Anyhow, these networks should be introduced with intelligence in the case
of 6G networks. With the integration of artificial intelligence in wireless networks,
intelligence could be achieved with sufficient training. So, machine learning/deep
learning/Artificial Intelligence has been considered as the most suitable technique
for developing 6G networks as self-defined networks.

The integration of Artificial Intelligence in software-defined networks can obtain
effective network architecture. Good optimization applied in 6G makes it autonomous
networks compared to 5G networks.

Machine learning-based network management has the ability to organize the
network architecture, slice and collect different channel access technologies to get
smooth networks, and satisfy the requirements of dynamic services and applications.
The network performance metrics are continuously observed with the aid of Al-based
optimization techniques. Based on the observations, network parameters could be
updated to maintain the best services. These Al-based techniques can get practical
network performance, which is considered as historical data. Network intelligence
can also be obtained by deploying multilevel Al In huge connected networks, Al
could be integrated at the routers to forward the data. Al-enabled techniques were
introduced in Radio Access Networks to manage multiple BS-related processes like
portability and interference suppression. Al will enable the large IoT network to shift
from the facts center to the edge of the community.

4 Application of Machine Learning Techniques in Network
Management

In this section, we will discuss how machine learning/deep learning techniques are
used for allocating the available resources in terms of multi-access edge computing,
mobility, handover management, and spectrum management [8].

4.1 Deep Learning-Based Multi-Access Edge Computing

Multi-access edge computing has become inevitable in the 6G networks. MEC
furnishes mathematical and analytical computations and brings radio access networks
to mere closeness with other devices. Because of their multidimensional, randomly
uncertain, and dynamic properties, MEC’s firm-level maximization, whereabouts,
and sample training are important aspects. Hence, a conventional Lagrangian duality
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algorithm may face threads under complex networks. Al-enabled strategies can
retrieve past records to know and assist for optimization, forecasting, and choice
in MEC. Figure 4 llustrates the architecture of Al-enabled cell edge computing,
cloud and edge computing. As proven because of the confined capability, lightweight
Al algorithms may be applied to offer clever programs for other situations like
transportation and agriculture. For instance, reinforcement learning-based edge
computing is helpful in resource management and is considered a model-free scheme
since it is not essential to have any prerequisite knowledge about any area. This
can be implemented in analyzing the changes in the environment and choosing the
appropriate method in practice.

e Extensive deep learning algorithms are expected to furnish functional training
on the central cloud server. The Al-enabled classification algorithm is utilized to
optimize traffic flow decisions for different service applications that are dynamic
and different. An Al-based cluster is used to reduce complexity in MEC servers
instead of individual decisions.

e The data received from the edge computing servers can be well trained to extract
inherent features automatically. In such cases, the deep learning algorithm could
be suited to train the system model to obtain the type of service, traffic, and
security for which it is designed.

e In addition to that, Deep Reinforcement Learning (DRL) is made active in finding
adequate resource management policy in extremely complex and time-varying
MEC networks. To map the decisions and the environment, optimal resource
management policies are used. Edge devices are supported with high-quality
services by adopting DRL to use historical knowledge by improving efficiency
and accuracy.

4.2 Al-Based Handover Management

Being 6G networks are highly discrete, multi-layer and large-dimensional, mobility,
and handover management are highly challenging issues of 6G networks. Mobility
prediction and handover are achieved by applying suitable Al techniques to achieve
uninterrupted services.

Role of Al in UAV networks: In the case of integrating UAV communication with
6G networks, this results in frequent handovers. Suppose, if UAV communications
are combined with 6G networks, and the fast dynamic mobility of UAVs results in
established handovers. Furthermore, the subject is extended in processing efficient
handover due to the numerous provider needs such as high statistics, high trusta-
bility, and low latency. The immoderate mobility of devices and UAVs results in
unpredictability about their locations. This problem could be resolved by one of
the Al techniques, reinforcement learning. It learns to optimize the handover tech-
niques in the practical scenario to explore the mobility behaviors of devices/UAVs
in online mode. This approach reduces the transmission delay and ensures reliable
Wi-Fi connectivity.
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Figure 4 shows the factors of shrewd mobility and handover management based
on DRL in UAV-enabled networks. In these networks, every UAV can act as an agent
to interact with the environment, thereby enhancing the network coverage. Each
agent observes the nearby states and finds the most appropriate action to achieve the
positive reward. The reward can be manipulated with the help of connectivity, delay,
and feedback from the environment. DRL-based UAV network can have the ability
to process handover mechanically and reduce the delay, handover failure probability.
At the same time, it offers the best grade of service.

Role of Al in Vehicular networks: Large-scale vehicular networks should have
ultra-high speed and low delay insensitive with the evolution of 6G networks. There-
fore, efficient mobility management is an essential parameter to achieve end-to-
end reliable and low latent communication. The mobility patterns of high-speed
vehicular users are continuously learned by the popular deep learning structures
like RNN and ANN. These Al-enabled techniques successfully mitigate conven-
tional handovers, handover failures. Similarly, another deep learning model called
Long Short-Term-Memory (LSTM) is utilized for solving handover problems, where
it exploits the history of past and future mobility and provides the prediction of
sequence, trajectories of vehicles to optimize the handover parameters.

A multilayered LSTM integrated with autoencoder is used to resolve the frequent
handover problems in wireless communication.

4.3 Al-Based Spectrum Management

The evolution of 6G networks requires exceptional frequency spectrum such as low
RF, millimeter wave, THz, and visible band to provide excessive information data
rates, as illustrated in Fig. 4 [9, 10]. When a broad range of gadgets are used in 6G
networks, it leads to spectrum management. Al enabled is considered a successful
technique for making massive connectivities among devices, as shown in Fig. 4.

e In general, Al-based structures have three layers, namely, input layer, hidden layer,
and output layer. A wide range of spectrum datasets is given as input. Then it trains
the hidden layers to find out considerable characteristics of spectrum utilization.
At last, the effective spectrum management methods are derived in the output
layer in the practical scenario to support numerous connectivity among devices.

e The proper training of the Al framework forces an offline training model to easily
recognize online spectrum management solutions. Various spectrum bands could
be better used for making remarkable transmissions with massive bandwidth,
wherein low-frequency bands could be allocated for broadcasting information for
satellite-ground transmissions.
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5 Al-Enabled Dynamic Resource Allocation

In any wireless network, spectrum utilization, process computation, and architectures
are crucial resources beyond 6G. Therefore, the enhancement of useful resource
allocation is achieved by introducing dynamic resource allocation methods. Dynamic
resource allocation is implemented with the aid of Al and blockchain technologies.
Al-based dynamic resource utilization is discussed in this section [11-16].

5.1 Efficient Sharing of Radio Sources

In wireless communication systems, effective usage of available radio resources is
an essential process to improve uninterrupted service providing for users. Radio
resource allocation methods are restricted based on various network parameters.
For example, the uncertainty caused in information transmission at Wi-Fi networks
subsequently affects the data rate and processing time. Dynamic, varying channel
parameter creates interference, which is because of high traffic and mobility in the
environment. Radio resource allocation has become a highly challenging task when
forecasting the services for different kinds of users with a limited spectrum.

Categories of resource allocation: Effective allocation of radio resources is
classified as centralized or decentralized.

Centralized method: These methods are processed mainly based on a single core
entity that gathers information from the users of the wireless networks. After that,
resources are allocated based on the capabilities of the network. These methods
provide outstanding responses with compromised data transfer.

Decentralized method: In the case of decentralized techniques, users are permitted
to make selections on their own. These techniques are more flexible than centralized
with the aid of sub-optimal results.

The above-discussed resource allocation schemes change based on the optimiza-
tion techniques used for achieving throughput enhancement, processing delay, user
fairness, energy, and spectral efficiency. So, the effective resource allocations are
categorized based on the type of networks, optimization technique, and proposed
machine learning algorithms.

Achieving optimal results in radio resource allocation is a tedious objective due
to the requirement of various parameters. This could be solved by the heuristic
approach, which loosens up the network expectations and finds a sensible alternate
solution. But these methods are not promised to obtain excellent results. The other
approach is theory-based game techniques; the network nodes are considered players
are interrelating and influencing the other’s options. Each player has a couple of
options to maximize utility. The main advantage of game theory approaches is the
flexibility to alter based on network dynamics.
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5.2 Al-Based Dynamic Spectrum Allocation

Dynamic spectrum allocation could be solved by multi-agent deep reinforcement
learning methods, wherein each user occupancy in the spectrum is referred to as the
agent. In this approach, a multi-agent environment is considered a Markov game
model. A Neighbor-Agent-Actor-Critic (NAAC) model is proposed to tackle the
uncertainties in the environment. This model trains the neighbor nodes from the
statistics in a centralized manner. The relationship among devices that share the
spectrum at the same instance improves device performance like achievable data
rate and spectrum efficiency. Reinforcement learning is used in such a network for
training the nodes based on past records.

5.3 AlI-Based Distributed Spectrum Access

Distributed dynamic resource access could be developed for common real-time
networks effectively. At the same time, the computational consumption of huge
networks and incomplete observations in the network should be eliminated. LSTM
approach is employed to achieve the mentioned objective, which has an internal layer
with combinations of previously measured values. A dual Deep-Q-Network (DQN)
is also employed to reach expected rewards from unknown states. Users need to use
their trained DQN weight values by communicating with the central unit and then
map its local commentary to spectrum get entry to move based on the learned DQN.

6 Al-Enabled Dynamic Resource Allocation

As of now, there is no limitation on terahertz frequency band utilization. The spectra
play an important role in some different applications, like satellite services, spec-
troscopy, and meteorology. As of late, the Federal Communications Commission
has been putting resources into using terahertz ranges for portable administrations
and applications. Accordingly, range sharing strategies are important in conjunc-
tion with future terahertz interchanges and the other applications recorded before-
hand. What’s more, as examined in the past area, 6G networks will, in general, be
multidimensional, super thick, and heterogeneous. Consequently, taking into account
that the engendering medium and divert trademark in coordinated 6G networks are
altogether unmistakable contrasted and earthbound organizations in 5G, it requires
more exertion to upgrade the range of the executives of terahertz interchanges in 6G
[17-20].

Reinforcement learning can possibly acknowledge the keen or astute range of the
board to manage these issues, particularly when a lot of information can be utilized
to prepare and anticipate. These preparation and forecast results can be exploited
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to settle on choices concerning whether the bandwidth is involved and to make a
move, for example, getting to or delivering the range band. What’s more, through
the collaboration among clients and the remote climate, clients can enhance their
methodologies iteratively to amplify the worth of remuneration capacities, which
can be set up thinking about range productivity, network limit, devoured energy,
obstruction, etc. Notwithstanding, reinforcement learning isn’t skilled for learning a
viable activity esteem strategy when there exist arbitrary commotion or estimation
blunders involving the state perceptions, implying that the quantity of states within
sight of irregular clamor is endless by and by. Resolving this issue of arbitrary state
estimations, deep reinforcement learning is considered as an appropriate method to
solve the streamline options in 6G networks, which incorporate flexible spectrum
access, transmit power optimization, and radio spectrum allocation.

6.1 Reinforcement Learning-Enabled 6G Network

Recently, intensive analysis on developing Beyond 5G networks has been developed,
moreover delivered up into 6G wireless networks which have geared toward trans-
portation, ultra-reliable, low-latency conversation services. Reinforcement learning-
based algorithms are adapted to obtain the possible resources from the environment
to optimize the capacity in heterogeneous networks. For instance, if deep learning
algorithms are used to improve performance, it requires huge memory for storing the
data and high computational tasks. In the case of the reinforcement learning mech-
anism, the agent or device understands the actions to be taken in order to maximize
the reward for the related actions. Therefore, a reinforcement learning-based algo-
rithm learns the possible protocols and actions to match the recent dynamic unknown
states. These algorithms create a new environment with states, actions, rewards, and
state-action transition probabilities. It has been proven that reinforcement learning
algorithms are more suitable for future generation networks.

Basics RL-based approach: The conventional interaction between agent and envi-
ronment is illustrated in Fig. 6. The standard reinforcement learning algorithm has
three terms such as (i) Policy, (i) Reward, and (iii) States. Policy: Policy is an essen-
tial part of reinforcement learning algorithm; it defines the method to describe about
how an agent could interact with the environment. Reward: For every action, the agent
gains reward/feedback from the system. Based on the value obtained as a reward,
decide the possible state-action policy for that particular application/environment.
QO-function: It describes how long the algorithm earns a reward for the action taken.
The reward for the accurate action must be small, but it would be considered as a
worthy Q-value for long-haul operation (Figs. 8 and 9).

Q-value for the action taken is given

O(s,a) =r(s,a) + ymaxQ(s’, a) 2)
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The expression (2) states that Q-value achieved from being at state s and taking
an action a, with the reward of r(s,a) plus the possible Q-value from the next state s .
The typical Q-learning and deep Q-network is illustrated as shown in Fig. 10.

Suppose the high-value action is taken very often with the help of the agent results
in exploitation in unknown surroundings. Q-learning must be a part of all model-
free reinforcement learning algorithms to solve the channel behavioral problems. It
sets use of learning rate to change the ability of learning, bargain problem to carry
higher/lower well worth to the long-run reward, immediate reward, and update in
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(a) Q- Table

Value

Fig. 10 a Q-learning. b Deep-Q-network
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Q-value function to replace present Q-value perform. Most appropriate action deci-
sions maximize the Q-value in the proposed algorithm. Deep-Q-learning methods
are mostly used in cognitive radios and channel access in Wi-Fi networks.

6.2 Realization of RL-Based Framework for 6G Networks

In this section, the approximation of reinforcement learning algorithms to realize
the channel state estimation for WLAN networks is discussed. A hybrid RL aware
framework is proposed, wherein the main module executes the action plans (policy).
Learning phase: The algorithm/model learns the channel behaviors from the stored
channel state (data). Exploitation: The model optimizes the useful resources based
on the training. Figure 11 illustrates the important layers of reinforcement learning-
based architecture for WLANSs in mIoT (mobile Internet of Things) environment.
The model/system is trained at the AP to collect the channel behavior statistics from
many state actions. The model placement is also performed to get quick responses
to circumstance actions. The model could be re-trained again and again based on the
updated measured records.

Training phase:

In the reinforcement learning framework, the model in a Wi-Fi environment learns the
channel for state transition, which avoids possible collisions. Then, the BS collects the
information of various agents/models during the uplink transmission. The probability
of collision could be used for learning and algorithm to help the Medium Access
Control (MAC)-Resource Allocation layer during frequency band selection. Then
the gathered record is pre-processed with the reinforcement learning technique to
learn the medium accurately. For example, the application of Q-learning transforms
the gathered information as a reward value. Based on the application, the reward
can be scaled between 0 and 1. Even as developing the reinforcement learning-based
model, protocols have to be considered. For instance, based on available resources, an
AP may require the widest variety of related STAs. The policies are strongly related
to the competencies of the Wi-Fi gadgets. Once the reinforcement learning algorithm
on the BS produces the output, it’s far disbursed all over the network environments
to the STAs, which can be then arranged/remodeled to provide fast ideal spectrum
aid allocation to new requests.

Placement phase:

In this phase, BS can allocate a new spectrum for the requests or hand over the
spectrum based on the stored behavior from state actions. BS processes the collected
records as a part of the learning phase. The well-known Q-learning algorithm is
applied on the AP to provide a reward-based response for future requests. The channel
access or allocation status is communicated to the corresponding state actions.
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6.3 Reinforcement Learning-Based Spectrum Management

There are no restrictions on using the THz spectrum. Satellite-TV link, spec-
troscopy, and meteorology occupied the THz spectrum already. Nowadays, cellular
services and applications are also allowed to use the THz band. So, spectrum
allocation and sharing methods proposed for sub-GHz [21-23] are essential in
THz communications. Based on the discussion about 6G networks in the previous
sections, future generation networks are high-dimensional, ultra-high density, and
heterogeneous networks. Therefore, 6G networks should have better propagation
medium and channel state estimation compared with conventional 5G networks.
That is, more efforts should be involved in achieving spectrum management in THz
communications.

e Reinforcement learning algorithms have greater capabilities to solve the spectrum
management problems in THz communication, though it involves a large amount
of the previous history of records for learning. These learning and prediction
mechanism results in high advantage while taking decisions for action. The actions
find whether the spectrum is already occupied or free to further access/allocate
the spectrum.

e The continuous interaction between users and the wireless environment makes to
optimize the proposed technique for the achievement of maximum reward values.
The reward values are referred to spectrum efficiency, networkability, and inter-
ference mitigation and received signal strength depending upon the applications.
Reinforcement learning also has a significant state-action-reward policy, which
could process precisely though there is a constant presence of randomness in
channel noise. In order to address these problems, deep reinforcement learning
is utilized as an appropriate method for spectrum management of massively
connected networks (Figs. 11 and 12).

7 Conclusions

This chapter discusses the importance of resource management in Ultra-Reliable
Low-Latent Communication (URLLC). The challenges and problems in the high-
dimensional networks can be resolved by utilizing suitable machine learning/deep
learning algorithms. We discussed the opportunities in terms of essentials of Al
in resource management, applications of machine learning techniques in network
management, machine learning-based spectrum prediction, efficient utilization of
resources, dynamic resource allocation, and the role of reinforcement learning in
solving problems.
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Abstract In the coming era, 6G is expected to bring a new reality that contains
billions of things, humans, connected cars, robots and drones that will produce
Zettabytes of digital data. 6G is mainly used to design an inclusive digital and phys-
ical environment, which is able to sense it, understand it and programme it. Several
countries around the world are competing to own 6G infrastructures and solutions
since this new technology provides huge capabilities that will reshape how enter-
prises operate. Although 6G provides several advantages over existing technologies,
security and privacy issues still need to be addressed. This is because 6G provides
automatization of most critical processes, which produce a more wide and complex
attack surface. Also, with 6G, the network becomes more vulnerable not only to direct
security attacks but also to misbehaviour of automated processes that require to be
recognized, and their effect should be minimized. This chapter provides a discus-
sion of security and privacy issues in 6G and how the integration of blockchain and
Artificial Intelligence (AI) with 6G can provide possible solutions to overcome these
issues. The chapter starts by providing an overview of wireless communications tech-
nologies from 0 to 6G. This is followed by discussing the main security and privacy
issues in 6G networks. Then, the integration of blockchain with 6G will be discussed
by highlighting possible solutions to overcome security and privacy issues associ-
ated with 6G. The integration of 6G with Al will be also discussed by highlighting
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the importance of Al in 6G and how AI with 6G can provide better and effective
security and privacy solutions. In the end, healthcare with 6G is presented as a use
case by highlighting security issues and discussing the role of Al and blockchain in
providing effective security solutions in the healthcare sector.

Keywords 6G - Security - Privacy - Security and privacy * Blockchain - AI -
Blockchain with 6G - Al with 6G

1 Introduction

Although the fifth generation or 5G of mobile communication network is not fully
implemented, several studies started to talk about 6G (Sixth Generation) and its
potentials. 6G is anticipated to enable unprecedented Internet of Everything (IoE)
applications with enormously varied and challenging demands. 6G is intended as a
space-aerial-terrestrial-ocean interconnected three-dimension network with multiple
sorts of parts enabled by new technologies and standards to make the system more
intelligent and flexible to meet varied requirements efficiently [1]. Some people
argue that 6G networks will be just a faster version of 5G, but the reality is 6G,
is a new improved version of 5G in almost all aspects. For instance, unlike the 5G
network, coverage will not be confined to the ground level. Instead, it should cover
the entire undersea surface area. Artificial Intelligence (Al) capabilities also will be
substantially higher on the 6G network [2].

6G provides new attractive characteristics that will integrate capabilities of
previous mobile communication technologies such as high reliability, massive
connectivity, high throughput and network densification. 6G can be able to provide
several benefits to various applications such as autonomous vehicles, sensing,
implants, computing reality devices, smart wearables, and 3D mapping [3, 4]. 6G
will also improve performance and maximize user Quality of Service (QoS). 6G is
predicted to offer 1000 times faster wireless connectivity than 5G. Additionally, 6G
is projected to enable ultra-long-range communication with a latency of less than
1 ms [5].

Although 6G provides unlimited advantages for various applications due to the
huge capabilities it provides, security and privacy are the major issues that 6G need
to address. The integration of Al in 6G can be used to develop safer and secure
systems, but it can also be used to create more dangerous attacks. Physical layer
security measures can also be used as the first line of defence for safeguarding
network portions that haven’t been thoroughly explored. Therefore, there is a need
for effective solutions to security and privacy challenges in 6G networks.

Adopting one of the Distributed Ledger Technologies (DLTs) such as blockchain is
one of the solutions for overcoming security and privacy challenges in 6G. Blockchain
is distributed, decentralized, and trustless network by eliminating the centralized
authority. This improves transparency by sharing the transaction details between
the participants in the network, provides rigorous security to prevent cyber-attacks
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such as Denial of Service (DoS) and privacy to protect sensitive information and
prevent data manipulation [6]. Blockchain is also capable of storing data across the
network immutably and securely. This eliminates the single point of failure and data
manipulation [7].

Another technology that can provide an effective solution for security and privacy
issues in 6G is Al The integration of Al with 6G will bring several benefits for
overcoming 6G’s security and privacy issues. Multi-layered intrusion detection
and prevention employing deep reinforcement learning and Deep Neural Networks
(DNN) can protect 6G against IP spoofing attacks, flow table overloading attacks,
Distributed Denial of Service (DDoS) attacks, control plane saturation attacks, and
host location hijacking attacks. Machine learning (ML) techniques like Decision
Trees and Random Forest can be also beneficial for detecting DDoS attacks in SDN
systems because of their speed and accuracy.

This chapter aims to provide a discussion of security and privacy issues in 6G and
how the integration of blockchain and AI with 6G can provide effective solutions
to overcome these issues. The chapter starts by providing an overview of wireless
communications technologies from 0 to 6G. This is followed by discussing the main
security and privacy issues in 6G networks. Then, the integration of blockchain
with 6G will be discussed by highlighting possible solutions to overcome security
and privacy issues associated with 6G. The integration of 6G with Al will also be
discussed by highlighting the importance of Alin 6G and how Al with 6G can provide
better and effective security and privacy solutions. In the end, healthcare with 6G is
presented as a use case by highlighting security issues and discussing the role of Al
and blockchain in providing effective security solutions in the healthcare sector.

The remainder of this chapter is organized as follows: Sect. 2 presents an overview
of mobile communication generations from O to 6G; Sect. 3 discusses security and
privacy issues of 6G; Sect. 4 presents the integration of blockchain with 6G; Sect. 5
discusses the integration of Al with 6G; Sect. 6 presents use case of healthcare with
6G, and Sect. 7 is the Conclusion.

2 From 0G to 6G: An Overview

The evolution of mobile communication technologies passed through different
phases. This section provides an overview of these different phases by highlighting
the main advantages and drawbacks introduced by each generation. The discussion
started from OG or pre-cellular mobile telephony in 1970 to 6G that expected to be
implemented in 2030.

0G or Zero Generation refers to the pre-cellular mobile telephony technology used
in the 1970s such as Radio telephones and the telephone in cars, which was intro-
duced before the invention of cell phones. 0G utilized technologies including IMTS
(Improved Mobile Telephone Service), OLT (Norwegian for Offentlig Landmobil
Telefoni), PTT (Push to Talk), AMTS (Advanced Mobile Telephone System), and
MTS (Mobile Telephone System) [8]. Early example that utilized 0G technology was
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Autoradiopuhelin (ARP), which was introduced by Finland in 1971 and become the
first public commercial mobile phone network. Also, Germany introduced B-NetZ
in 1972 as a public commercial mobile phone network [9].

1G or First-Generation technology for cellular networks was presented in the
1980s. Nippon Telephone & Telegraph (NTT) in Tokyo, Japan, introduced the world’s
first cellular system in 1979. Also, Nordic Mobile Telephone (NMT) and (TACS) in
1980 started to introduce their cellular systems across Europe [8]. 1G was mainly
designed for voice services in which it uses analogue signals to transmit information
[10]. 1G was the first step in the road to provide public and commercial mobile
telephony. Although all 1G systems provided handover and roaming capability, the
interoperability between countries was the major issue that faced 1G. This allows
users to make voice calls only in one country. Also, 1G suffered from the lack
of security and privacy as voice calls were transmitted back to the radio towers,
which make these calls susceptible to various attacks. Also, since voice calls are not
encrypted, the data transmission and calls can neither be secure, nor private. 1G also
suffered from poor voice links and low capacity and unreliable handoff [11].

2G or Second-Generation technology was introduced in the early 1990s. The
first 2G system was introduced by Finland in 1991. 2G is mainly based on digital
modulation techniques, which enable both voice and short message services [12].
GSM (Global System for Mobile Communications) is the most well-known and
commonly utilized 2G mobile communication system [13]. GSM overcomes the
limitation of 1G by allowing international roaming between phone providers, which
enable users to utilize their phones in different places around the globe. Compared
to 1G, 2G provides better security and privacy since the encryption is applied on
all text messages, which provide better security and allow only interned receiver to
obtain messages and read it. Although 2G provides better security over 1G, it still
has some issues such as crypto flaws, eavesdropping attack, SIM attack, fake base
station (BS), absence of replay protection and DOS attack.

3G or Third-Generation technology of mobile communication was first intro-
duced in 2000. It was the first wireless communication technology that enables data
transfer of 2 Mbps [14]. 3G provides several advantages over 2G technology in which
it provides faster communications that enable sending and receiving a large amount of
data and enable high-speed video conferencing and 3D games. Also, with increased
bandwidth and broadband capabilities with 3G, this allows web-based applications
and audio and video streaming to work efficiently. On the other hand, 3G presents
some challenges or drawbacks. One of the major issues is energy efficiency in which
3G consumes significantly more power than 2G, so 3G needs different devices and
drivers. This makes building an infrastructure for 3G more challenging. Also, 3G
needs high bandwidth requirements and costly fees for 3G licenses and agreements
[15]. UMTS (universal mobile telecommunications service) or what was called W-
CDMA is the primacy technology in 3G. It represents the recessive that is compat-
ible with prior generations of wireless technologies through its heterogeneity with
the legacy GSM and AMPS technologies. The evolution of UMTS into high-speed
packet access (HSPA) and advanced HSPA (HSPA + ) allowed for greater end-to-end
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network efficiency and eventually led to the advancement of the next generation of
networks [16].

4G or Fourth-Generation technology of mobile communication was first intro-
duced in Stockholm in 2009. 4G represents the communication standard that delivers
demands for broadband data transmission and broadcasting. 4G was the main driver
for the Internet of Things (IoT) that enables users and physical objects to connect
anytime, anywhere using any network path. 4G is the successor of 3G that is produced
to overcome limitations associated with 3G and enable broader bandwidth, better
security and privacy and high-speed internet access. According to the ITU union, 4G
provides a data rate of 100 Mbps [17]. 4G is mainly based on the invention of LTE
(Long-Term Evolution), which provides an IP-based invention for data transmission.
LTE provides seamless mobility, QoS, and low latency for packet-switched traffic.
4G provides high-speed data rates up to 1Gbps, which provide high quality for audio
and video streaming applications and online games. 4G also provides better security
and privacy. On the other hand, 4G introduces some issues in which 4G consumes
more power and need complicated and expensive hardware for implementation [8].

5G or Fifth-Generation technology of mobile communication was first introduced
in the late 2010s. The demands for considerably faster data rates for users, and the
exponentially growing loT applications and services have meant the telecom industry
has had to evolve around these pressures. 5G can satisfy the demands of the public
and companies by creating a truly mobile and wired connected community. This will
only be achieved by improving the radio access interface, which requires a new larger
range of frequency, expanded bandwidth for the increasing user base, and support
for the ever-expanding IoT [18]. There are various advantages to 5G. It transports
a world with much improved mobile data broadband, ultra-responsiveness, ultra-
reliability, ultra-low latency, ultra-fast data rates, and huge IoT capabilities. 5G can
support around one million per square kilometre while 4G can only support about
4,000 devices. This can enable more video and audio streaming without disruption.
Massive MIMO (Multiple Input Multiple Output) is a new digital technique used in
5G that uses multiple targeted beams to highlight and follow users throughout a cell
site. Coverage, speed, and capacity are all improved as a result [19]. 5G is extremely
compatible with WWWW (Wireless World Wide Web), which will create several
applications using the high capabilities it provides.

6G or Sixth-Generation technology of mobile communication attracted the
attention of several researchers, although 5G coverage is not yet being provided
completely. The research has been started in 2019 to develop the 6G wireless tech-
nology. 6G provides new attractive characteristics that will integrate capabilities
of previous mobile communication technologies such as high reliability, massive
connectivity, high throughput and network densification. 6G with new capabilities
will be able to provide several benefits to various applications such as Al, smart
wearables, implants, autonomous vehicles, computing reality devices, sensing, and
3D mapping [3, 4]. 6G will improve performance and maximize user QoS. 6G is
predicted to offer 1000 times faster wireless connectivity than 5G. Additionally, 6G
is projected to enable ultra-long-range communication with a latency of less than
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I ms [5]. The average experienced downlink (DL) data rates for 6G are expected to
be 100 Gbps and the number of devices per km? will be 10°.

The development of mobile communication technologies passed through various
stages with each generation provided added capabilities, as shown in Fig. 1. The
evolution started with supporting only voice calls with 1G and over the time the
next generation focused on increasing bandwidth and speed of data transmission that
allowed the appearance of novel web and internet applications. The developments
continued to generate 5G that is the main driver for massive broadband and various
IoT applications and services. The expectation talks about 6G and how it can change
how businesses work by allowing automation and Al and creating a connected world.

Table 1 provides a summary of the advantages and disadvantages of each mobile
communication technology that was previously introduced. Besides, a comparison
of various features of 4G, 5G and 6G is presented in Table 2.

3 Security and Privacy Issues in 6G

Although 6G provide countless benefits by providing ubiquitous access and connec-
tivity to various applications, security and privacy are still major issues that need to
be addressed to provide more trust for the customers. This section discusses some of
the security and privacy threats that are presented by 6G.

3.1 Security Issues in 6G

The old generation of mobile communication technologies (i.e., 1G, 2G, 3G) did
not consider the security and privacy of users in their priorities. This makes these
technologies suffer from severe security and privacy issues including cloning, eaves-
dropping, authentication and authorization issues. Because of the execution of wire-
less applications, 4G began to consider security, although it faced numerous security
and privacy issues [20]. Then, 5G and 6G did the same but with security threats that
need to be handled to take all the benefits of 6G wireless networks. Looking at the
security in 6G should be combined with Al as 5G and 6G have almost fully inte-
grated with Al, which led to what is called security automation. At the same time,
adversaries with the power of Al have become more powerful and intelligent that
makes detecting their attacks not an easy task.

Flash network traffic is one of the common vulnerabilities in both 5G and 6G
networks. With the growing amount of IoT devices, the network capacity has to
reach a demand fast. Wireless local area networks or even Femtocells, for example,
are preferred when trying to increase the capacity of a network; However, trans-
mitted information intended for the certified user equipment is more vulnerable to
eavesdroppers and unauthorized users. This is because of broadcasting features of
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Table 1 Summary of advantages of different mobile communication technologies from 1 to 6G

Technology | Advantages Disadvantages
1G The first technology to provide public | Unable to interoperate between
and commercial mobile telephony countries
Allows voice calls Low spectral efficiency
Use analogue signal Major security and privacy issues
Limited capacity
Large phone size
Poor handoff reliability
2G Use digital signals Unable to support internet and e-mail
Allows services including text services
messaging, image messages, and MMS | Limited data rates
Provides better quality and capacity Security and privacy issues
Better response time. 10 times better | Unable to handle complex data such as
than 3G videos
Require strong digital signals
3G Provide high-speed network Failure of WAP for internet access
communication for data transmission | Consumes more power
Faster than previous networks Require installing new 3G equipment
Provide very good voice call and huge | Require different handsets
MMS Require closer base stations
4G Very high voice quality Require new complicated and expensive
High bandwidth hardware as it uses new frequencies
10 times faster than 3G Consumes more power
Support interactive multimedia and High cost for users
other broadband services Previous components are not
Easily access the Internet and other compatible with 4G
services
5G Low latency capabilities Limited coverage as it is not yet
Increased speed and bandwidth implemented fully
Increased connectivity and access to Security and privacy issues
various online services Higher expensive and complicated
Provides energy efficiency plans hardware equipment
Improved WAN connection Not compatible with previous
Data bandwidth of > 1 Gbps technologies, so need new equipment
Dynamic information access
6G Provide ultra-broadband internet Need expensive and complicated

services

Very low latency capabilities
Support higher number of users per
km?

Higher downlink data rate that is
expected to be 100Gbps

Uses visible lights which leverage the
benefits of LEDs

Uses THz (Terahertz) frequencies,
which has several benefits

Support home automation and other
IoT applications

hardware equipment

Security and privacy issues

Since it uses THz frequencies, it will
face issues of THz, which is more
dangerous for the environment

Lack of information control

Since it uses light, it will face issues of
VLC

Require new expensive equipment
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Table 2 Comparison of 4G, 5G and 6G
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Feature 4G 5G 6G
Development period | 2009 2018 2030
End-to-end (E2E) 100 ms 10 ms 1 ms
latency
Mobility support Up to 350 km/hr Up to 500 km/hr Up to 1000 km/hr
Satellite integration | No No Fully
Per device peak data | 1 Gbps 10 Gbps 1 Tbps
rate
XR No Partial Fully
THz No Limited Widely
Communication
Haptic No Partial Fully
Communication
Maximum spectral | 15 bps/Hz 30 bps/Hz 100 bps/Hz
efficiency
Architecture MIMO Massive MIMO Intelligent surface
Maximum 6 GHz 90 GHz 10 THz
frequency
Al No Partial Fully
Autonomous vehicle | No Partial Fully
Service level Video VR, AR Tactile
Applications High-speed High-resolution video | Al, smart wearables,
applications, mobile | streaming, remote implants, autonomous
TV, wearables control of cars, robots | vehicles, computing
and medical procedures | reality devices, sensing,
and 3D mapping

wireless communications and open system architecture. The traffic from servers to
machines must be protected to prevent traffic sniffing attacks [21].

DoS and DDoS are other common security threats in 6G. It is one of the most
obvious attacks that occur to any device connected to the network and can damage
the system as a whole. The use of various radio access network technologies is
another security threat. Different radio access network technologies are starting to
be integrated with 6G, these include mmWave, Wi-Fi, NB-IoT and Li-Fi. There are
potential risks with the integration of these technologies and could pose a risk to the
5G network when systems are not tested or trailed to see whether or not they have
any unknown/known vulnerabilities [22].

Integrity-based attack is one of the common attacks in 6G networks. This type of
attack is implemented using a fake eNodeB, when consumer equipment is convinced
to connect to the network, this is known as a malicious relay. This malicious relay
is using the network as a Man-in-the-Middle attack. Because there is no integrity
defence on this channel the attacker can take advantage of this, the intruder, who has
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Table 3 Summary of some of security attacks/threats in 6G

Security threat in 6G Description

Flash network traffic Transmitted information needed for the intended user is vulnerable to
eavesdroppers and unauthorized users. This is because of broadcasting
features of wireless communications and open system architecture

Poisonous attack in Al | This attack is performed by tampering with malicious samples in the
training data, which affect the learning outcomes of the Al system,
which result in misclassification or incorrect regression outcomes

DoS and DDoS DoS and DDoS attacks are carried out by continuously injecting fake
heavy load in virtual network functions (VNFs)

Evasion attack in Al This attack is similar to the poisonous attack but with tampering with
the testing data instead to affect the result of the AI model

AI/ML frameworks Most Al models use existing or traditional Al/Machine Learning (ML)
frameworks that have several vulnerabilities that can be used as a way
to hack or attack the integrity of data

51% attack Controlling the public blockchain with at least 51% of its mining
power allows the attacker to gain control over the blockchain and
manipulate its blocks and transactions

Quantum collision In a quantum environment, a quantum collision occurs when two
entirely independent inputs of a hash function produce the same
result/output

Access control Access control policies are broken, data or user credentials are stolen,

and unauthorized resources or system parameters are accessed or
modified by adversaries

Eavesdropping Although transmissions in narrow beams with strong directionality are
resistant to interception attacks, rogue nodes can still intercept the
signal

access to the intended user’s encrypted communications, manipulates or changes the
transmitted information such that the attacker fabricates the message that enters the
intended receiver [23]. Other security attacks in 6G are summarized in Table 3.

3.2 Privacy Issues in 6G

6G is expected to provide ubiquitous access to various devices, objects, sensors, and
autonomous applications. This will enable various devices in different IoT appli-
cations to share a huge quantity of data between various applications. However,
this type of data can be personal data including financial data, habits, etc. [24]. For
instance, although a smart light, which turns on and off as you move, provides an
effective way of utilizing the energy, it can be used to identify the pattern of life in
your house to identify which room you use and when and if there are other people in
the house. Although the energy service provider can utilize your data to provide more
efficient lighting service, for example, and create more customized and individually
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Table 4 How blockchain can address the challenges of 6G

6G Issues How blockchain can address the challenge

Availability and transparency | The data in the blockchain network do not rely on centralized
authority. Instead, the blockchain stores and distributes data
across the network, where all the information are accessible
across the blockchain network [42]. Additionally, smart
contracts in the blockchain can provide reliable data exchange
between the users [36]

Data integrity The data in the blockchain have a unique encrypted hash to
guarantee its integrity [43]

Access control Smart contracts are capable of providing direct access between
requestors and data centres with no need for a central authority
(36]

Authentication The blockchain-based public-key infrastructure is capable to

identify entities in the network [7]

Privacy The blockchain is capable of providing better and effective
privacy in many forms. Firstly, the data are stored in a
time-stamped and immutable mode to prevent data modification.
In terms of data exchange across the network, smart contracts
can protect data from malicious users by providing user
authenticity [44]. Also, blockchain could enforce user data
privacy policies using smart contracts by tracking and log the
transaction across the network [42]

Scalability The blockchain improves scalability through its ability to share
the services between edge nodes across the network,
interoperability across devices, and the link between IoT devices
with no need for trusted intermediaries [38]

Security The blockchain is a decentralized and distributed ledger in which
transactions are added to the network and confirmed by a
majority of the nodes participating in the network. SHA-256
hash was then used to link the new block to the preceding one.
As a result, the blockchain provides a secure and immutable
environment [36]

personalized services based on personal preference, privacy is still the nightmare to
customers and how service providers can leak their data and identifying the amount
and type of information to be collected by these devices or services [25].

With the increase of adoption of Al-enabled smart applications that need situa-
tional and context-aware services, the traditional privacy-preserving techniques will
not provide the required functionality due to various privacy issues encountered with
6G. Therefore, there is a need to adopt new technologies that provide better security
and privacy. One of these technologies is Distributed Ledger Technology (DLT) such
as blockchain, which provides more effective security solutions and provides privacy-
preserving data sharing using DLT security features such as integrity, immutability,
accountability and traceability [26, 27]. Other privacy-preserving techniques like
Privacy protection using differential privacy (DP) also can provide an effective
privacy-preserving solution for 6G wireless applications. Before sending the final
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output to the specified server, DP disturbs the actual data using fake design random
noise functions. This eliminates the need for statistical analysis of the data collected
and the inference of any personal information [28]. These approaches can be a solu-
tion to the privacy nightmare in 6G, but this does not change the fact that there is
a need for new privacy-preserving technologies that can provide effective privacy
solutions with the ubiquitous access and connectivity provided by 6G.

4 Blockchain for 6G

Adopting one of the technologies of DLT such as blockchain can provide better secu-
rity and privacy for 6G. Blockchain provides effective security solutions utilizing
immutability, tamper-proof, integrity, and accountability features. This section
presents the integration of blockchain with 6G. It begins by outlining blockchain and
its characteristics, benefits/advantages, integration with 6G and how this integration
can utilize various features of blockchain in 6G.

4.1 Overview of Blockchain

Blockchain technology is relatively a recent technology that has been grasped by
several scholars to explore more after success in the financial sector, cryptocur-
rency. In 2009, an anonymous person namely Satoshi Nakamoto published a white
paper that solved a double-spending problem in an electronic cash transaction. It
allows individuals to receive or send online payments without financial intuition
using blockchain technology [29].

Blockchain is defined as distributed and decentralized ledger in which each node
in the network contributes to managing transactions. The transactions are encrypted
and stored in a block. Each block is time-stamped and encompasses a hash function
of the preceding blocks to link the blocks together. The time-stamp and hash func-
tions are used to protect the integrity and immutability of the transactions that are
distributed across the network. To keep the network secure, the majority of the nodes
in the network should agree to add a block to the chain through a mechanism called
a consensus algorithm. The consensus verifies and authenticates the transactions
without a central authority [30].

4.2 Benefits of Blockchain

The structure of building a blockchain network gives its own benefits that would
not be found in other technologies. Although blockchain is one of the common
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DLT technologies, it has its key benefits. This section provides the key benefits of
blockchain including:

e Persistency: After validating and adding a block into the chain by the agreement
of the majority of participant nodes in the blockchain network, data could not
be modified or deleted because each block contains a timestamp of creating the
block and hash function of all blocks in the chain. This maintains the integrity of
the data [31].

e Auditability: The auditability in blockchain comes from the fact that each block
stores the hash value of the previous block, which allows the current block to be
connected with the previous block. This allows the data to be verified and tracked
back [31].

e Availability: Because the data are shared among all nodes in the blockchain
network, it can be accessed from other nodes even if one node is down.

e Decentralized Management: The automation of management comes from using
a consensus protocol where each node in the network must follow the protocol
to run the network. The consensus is an agreement between the nodes to validate
the transaction and adding the block to the chain [32].

e Transparency: Because all data are shared throughout the network nodes, every
participant node has access to it, blockchain provides a high level of transparency
[33].

e Privacy: Privacy could be a great challenge in the blockchain because of the
transparency factor [32]. However, with Public Key Infrastructure (PKI) and
adding smart contracts in the blockchain network, privacy could be enhanced.
PKI provides each user with their unique public key to represent their identity
whereas, smart contracts could be used to add access to the data, enforce privacy
policy, and add automation network tracking.

e Security: Blockchain provides a high level of security in two forms: PKI and
cryptographic. Every user in the network has its own unique public key to represent
the identity that protects them from malicious attacks. The cryptographic is used to
encrypt data using SHA-256 that protects the data from being deleted or modified
[32].

4.3 Integration of Blockchain with 6G

Despite the recent development of the 5G mobile network, academia and industry
have commenced envisions in the next generation; the 6G mobile network by
reviewing the development of the 5G [34], and highlighting the requirements in
the 6G [22]. The requirements of 6G will enhance in terms of data rate, high system
capacity, efficient high spectrum, lower data delay, and expected wider and deeper
coverage. These requirements are a response to the emergence of new technologies,
such as the Internet of Vehicles and the Internet of Everything that require high
convergence of a massive number of sensors and devices, which are far beyond the
capability of 5G [35].
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The envisioned 6G mobile network would enable system services beyond 5G.
However, the limitation in the technology adopted in 5G could not enable to reach
expectation on 6G because of the extraordinary explosive growth in mobile traffic
[36]. The growth has led to perceptible challenges in developing the next-generation
mobile network. These challenges are not only related to the massive connectivity
but are related to security and privacy [36]. The unprecedented in increasing mobile
users, machine-to-machine and device-to-device connections, and the number of
transactions, scalability, minimize latency, higher throughput of the network are
main challenges in the future generation network [37]. These challenges rise series
of security and privacy against cyber-attacks, protecting the massive data transmis-
sion between devices, and preventing unauthorized manipulation [38]. Therefore,
integration with enabler technologies is essential to address the challenges.

5G provides network services through several underlying technologies, such as
cloud computing. Although cloud computing paved the 5G to its objectives such as
unlimited storage and communication power, the centralized architecture remains an
obstacle to response to the massive amount of data and IoT devices [34, 36]. The
challenges in centralized cloud computing remain unsolved in terms of security and
privacy. Single point of failure and cyber activities lead to failure in security services
such as data availability, privacy, and data integrity. Additionally, cloud services are
provided through cloud service providers and users’ data are stored in the cloud.
These raise an issue in privacy services such as the method used to access the data,
and the personal information of the users [36].

The integration with other enabler technologies such as decentralized architec-
ture such as blockchain will bring the prospect to tackle the challenges. Blockchain
is distributed, decentralized, and trustless network that operates without a central-
ized authority. This could improve transparency by sharing the transaction details
between the participants in the network, provides rigorous security to prevent cyber-
attacks such as DoS and privacy to protect sensitive information and prevent data
manipulation [6].

Many studies have shown that blockchain could address the limitations associated
with 6G [37-40]. Blockchain is capable of storing data across the network immutably
and securely. This eliminates the single point of failure and data manipulation by
malicious attacks, which ensures data availability and data integrity [7]. Additionally,
blockchain is used to enhance the accessibility and authentication of data using
smart contracts [27, 41]. Smart contracts can add restrictions to access data through
decentralized rules.

Maintaining data transparency is a critical issue regarding data modification,
user personal information, and access control, however, blockchain technology has
the capability of maintaining data transparency while considering the security and
privacy of data. This is due to many reasons. Firstly, every transaction on the
blockchain network is approved through a consensus mechanism and agreed upon by
the majority of the nodes in the network. These transactions are stored in a block and
add blocks to the previous ones using SHA-256 encryption. Additionally, every user
in the network has their public key to represent their identity and keep their personal
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information anonymity. Lastly, smart contracts are capable of providing restrictions
to whom to access the data and can enforce privacy policies to access the data [36].
Moreover, integration of 6G with blockchain would enhance the network perfor-
mance and increase scalability with low-latency services. The scalability improve-
ment would be enhanced through the integration of the blockchain with mobile edge
computing. Instead of centralized computing, a distributed structure would enable
to share of reliable resources between edge nodes. Accordingly, the interoperability
across devices could be improved because of the structure of the blockchain [38].

4.4 Blockchain for Better Security in 6G

Security issues are critical when it comes to mobile communication networks. It
could be range from DoS, single point of failure, data tampering, and data leakage.
Many studies illustrated that security issues still existed in the deployment of 5G [22,
36]. However, 6G is expected to work with trillions of devices and millions of mobile
users. Investigation of these security issues and tackle them before developing the
6G is vital.

DoS attack is one of the challenging threats in 6G. Although many solutions have
been proposed to mitigating the issue such as using Al techniques to detect the DoS,
this issue is going to be crucial challenging in the 6G due to the massive connectivity.
This threat could result in low latency to mobile uses, affect the scalability, and
availability of the network [45].

The single point of failure threat is a result of the dependency on central-
ized systems. Even though the centralized systems in the computing model, edge
computers, and others provide services that could not be available in previous
networks such as on-demand and minimized the management efforts [36], the expan-
sion of mobile uses and IoT devices would not be met. This threat could affect the
performance and the security services in the network [39].

Data tampering threat concerns are about modifying the data by malicious attacks
across the mobile network. Because the network services are remote communication
between many actors, [oT devices, and intermediate provider services, providing
data integrity is important. Although many cryptographic tools are used to protect
the data integrity such as keyless signature infrastructure (KSI) or using a third party
to validate data, these techniques would not be efficient with the massive increase
in connectivity [7]. Data leakage threat is highly vulnerable in data sharing in the
networks because of the cyber-attacks. This could lead to losing valuable customer
personal information in the mobile networks, or location information of cars in
vehicular networks. Data leakage is high-risk in centralized systems where data are
stored in a single location. This model put the entire database at risk [46].

Blockchain is one of the promising technologies to tackle security threats.
Blockchain features such as data sharing, the protocol to preserve the data, and
access control are innovative features to enhance security. Firstly, instead of relying
on a single point, blockchain is decentralized distributed ledgers across a network
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of nodes. This structure provides robustness and availability of data stored in the
blockchain network. Additionally, the data in the network are immutable, which
could not be changed or modified since each block is hashed with time-stamped and
linked to the previous ones in such a way that could not modify the content of the
blocks. Furthermore, the users in the network are using PKI to recognize their iden-
tities. Lastly, the network is not controlled by a single entity. Instead, the network is
autonomous management using a consensus mechanism that provides a guarantee
for agreement between participant nodes [47].

The integration of 6G with blockchain would help to tackle the limitations in
network security. The decentralized and distributed structure would help to overcome
the single point of failure and DoS. The immutability of data increases the integrity
of the data and prevents it from being changed by malicious attacks [7].

5 Alfor 6G

Because Al can learn to achieve self-configuration, self-optimization, self-
organization, and self-healing, and therefore improve feasibility, intelligence is a
vital element of 6G networks. This section discusses the integration of Al with 6G
and how this integration can overcome security and privacy issues associated with
6G.

5.1 An Overview of AI

Al is an emerging and rapidly developing technology. Its applications are becoming
more prevalent with every passing day. Al is an exciting emerging technology with
many possible applications that could revolutionize society. It is predicted that the
number of Al digital voice assistants will surpass Earth’s human population by 2024
and hit 8.4 billion units [48]. Al can play games, aid healthcare, drive cars, assist law
enforcement, and possibly control autonomous weapons. Considering its potentially
powerful applications, Al, therefore, must be developed to ensure it is safely imple-
mented. Some experts argue that confidentiality, integrity, and availability (CIA) are
key security requirements for Al [49]. Ensuring the integrity of Al output is a clear
issue and of huge importance, because Al can interfere with digital media [50].

Al is defined as “computers that are able to perform tasks typically carried out by
humans” [50]. Due to the exponential growth of computing performance outlined by
Moore’s Law, some predict that computers with human general intelligence could
exist within the next twenty years [S1]. The concept of Al has been known for at
least 80 years. The 1950 paper by Alan Turing, considered the possibility of real
thinking machines. Turing devised a test for assessing a machine’s ability to think.
A benchmark was proposed that if a computer can fool an interrogator at least 30%
of the time, then the test is passed.
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A significant subset and evolution of Al is ML. Key developments were made in
the 1950s—1970s [51]. ML can be described as a process of complicated computation
involving intelligent decision-making and automated pattern recognition based on
training sample data. It is considered a supervisory method because it requires initial
data to be supplied by human users. ML plays a role in cybersecurity, for example,
the use of Artificial Neural Networks (ANNSs) in misuse/signature detection systems
[52].

5.2 Integration of Al with 6G for Effective Security

Implementing 6G networks needs Al to empower autonomous networks. Hence,
security attacks on Al systems particularly ML techniques will impact 6G. This
includes poisoning attacks, logic corruption data injection, model inversion, model
evasion, and membership inference attacks [53]. However, the integration of Al with
6G will provide several advantages to overcome security and privacy challenges in
6G. For example, IP spoofing, flow table overloading, DDoS, control plane satu-
ration, and host location hijacking attacks can all be prevented by multi-layered
intrusion detection and prevention employing deep reinforcement learning and Deep
Neural Networks (DNN) [54]. Furthermore, because of their speed and precision,
DDoS attacks in SDN systems can be detected using machine learning techniques
such as Decision Trees (DT) and Random Forest (RF). ML-based adaptive security
techniques are also effective against SDN/NFV threats, as 6G networks presume
dynamic deployment of virtual services on-demand [55].

In contrast to current centralized cloud-based Al systems, 6G will rely heavily on
edge intelligence. In the vast device and data regime, the distributed nature facili-
tates the implementation of edge-based federated learning to ensure communication
efficiency [56]. 6G network architecture envisions connected intelligence and Al at
multiple levels of the network structure. Al has the potential to prevent DoS attacks
on cloud servers at the cellular level [57]. Also, in a mesh network, a device’s multi-
connectivity allows numerous base stations to utilize Al classification algorithms to
analyse the device’s behaviour and use weighted average ways to collectively decide
on its authenticity [58].

Furthermore, utilizing Al-powered predictive analytics, attacks on the blockchain,
such as 51% attacks, can be predicted before they happen. A quantum computer might
jeopardize asymmetric key cryptography. They can, however, provide exponential
speedups for AI/ML techniques, know how to complete previously impossible jobs
much faster. As a consequence, quantum machine learning for network security can
be a valid strategy against quantum computer-based attacks [59].

Also, in Visible Light Communication (VLC) systems, intelligent beamforming
approaches based on RL give the best beamforming plan to protect from eavesdropper
threats. Also, a possible option for detecting jamming attacks is anomaly-based
detection systems using Al. Node compromise attacks can also be prevented with
Al-based authentication and authorization systems [60].
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Al also can provide better solutions for privacy issues in 6G. For instance, edge-
based ML approaches can be utilized to detect privacy-preserving routes dynamically
and transmit data over the highest rank privacy-preserving routes. Also, federated
learning, as compared to cloud-based centralized learning, maintains data close to
the user, enhancing data privacy and location privacy. Furthermore, due to the vast
variety of applications in 6G and the massive data collection required to feed intel-
ligent models, customers will demand varying levels of privacy on different appli-
cations. Al-based service-oriented privacy-preserving policy changes could enable
fully automated 6G networks with retained privacy [61].

6 Use Case: Healthcare with 6G

Healthcare is one of the major applications that 6G can provide numerous advantages.
6G communication technology is projected to dramatically transform healthcare,
with healthcare being wholly reliant on communication technology [62]. Telesurgery
will be performed more efficiently thanks to high-speed communication provided by
6G. Also, 6G will provide numerous benefits in health monitoring with smart wear-
able devices [63]. 6G will also play a vital role in the development of the Intelligent
Internet of Medical Things (IIoMT), which are mainly Al-driven intelligent machines
that make their own decisions using communication technologies. 6G can also be
utilized in the development of precision medicine, which can allow more precise and
customized healthcare [64].

6.1 Security Issues in Healthcare with 6G

Although 6G provide numerous benefits in the healthcare domain, security is still
one of the major issues that need to be addressed. Some security threats in healthcare
include:

e Data Integrity: Protecting the integrity of patients’ data is the priority for any
healthcare provider. However, due to the high accessibility and connectivity
provided by 6G, maintaining data integrity will be one of the main challenges
in the healthcare system.

e Phishing: It is a popular method of stealing personal information, particularly
employee information from healthcare firms. The phishing approach is a social
engineering technique that manipulates people into sharing personal information.
For example, a hacker may create a website that imitates an official website to
obtain access to employee information and thus patient information [65].

¢ DoS and DDoS: These attacks are used to block authorized users from accessing
the healthcare system by overloading the healthcare system with a flood of fake
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traffic that shut down all healthcare services. DoS and DDoS will be serious
attacks that target healthcare systems with 6G.

¢ Social Engineering: Humans are always the weakest point in the security chain.
By using various social engineering attacks, hackers can deceive employees
including doctors, nurses, etc. to steal sensitive information thanks to their lack
of security awareness.

e Eavesdropping: With the use of 6G in healthcare, eavesdropping will be one of
the security issues that result from signal interception due to the nature of wireless
communication.

e Al-based Attacks: Although 6G utilize Al to provide several automation services
in the healthcare sector, this can create several security vulnerabilities that can be
used as a way to hack or attack the integrity of data.

e Blockchain and Al for Effective Security in Healthcare with 6G

Integrating blockchain with 6G in the healthcare system can provide effective
security solutions to overcome most security challenges in the healthcare sector.
Blockchain can overcome security issues associated with data integrity by gathering
patient data and storing them in an internal catalogue. Then, smart contracts can be
utilized to access patient data controlled by patients and their suitable policies. As
a result, a patient can share his or her medical information on his or her own terms
[66]. Patients can also have access control thanks to blockchain cryptographic keys.
Each patient has a “master” key that allows them to “unlock” their health data and
share a copy with healthcare providers as needed. Patients can limit their actions to
reading or writing information, and they can revoke keys if the device on which the
key is stored becomes hacked [67].

Also, blockchain stores data in a time-stamped and immutable mode to prevent
data modification. Furthermore, with the help of Al with 6G, DoS and DDoS attacks
can be detected and provide availability and accessibility of healthcare services 24/7
for authorized users. As blockchain is a distributed and decentralized ledger, a single
point of failure associated with centralized systems will not exist and data can be
accessed from any node in the blockchain network. The combination of 6G with
Al can also provide an effective security solution to social engineering and phishing
attacks by utilizing multi-layered intrusion detection and prevention techniques [68].

7 Conclusion

Although 6G provides unlimited advantages for various applications due to the huge
capabilities it provides, security and privacy are the major issues that 6G need to
address. Blockchain technology can play an important role to resolve some of these
issues. The integration of 6G with blockchain can help to tackle the limitations in
network security. The decentralized and distributed features can help to overcome
the single point of failure and DoS attacks. The immutability of data can also increase
data integrity. In the same regard, intelligence is a key feature of 6G networks, as
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the integration of Al with 6G networks can learn to achieve self-configuration, self-
optimization, self-organization, and self-healing, and ultimately improving feasi-
bility. The integration can also provide several advantages to overcome security
and privacy challenges in 6G. For instance, multi-layered intrusion detection and
prevention employing deep reinforcement learning and DNN can protect 6G against
DDoS, flow table overloading, control plane saturation, IP spoofing, and host loca-
tion hijacking attacks. The chapter provided an overview of 6G by discussing the
main security and privacy issues in 6G networks. Then, the integration of blockchain
with 6G was discussed by highlighting possible solutions to overcome security and
privacy issues associated with 6G. The integration of 6G with Al was presented by
highlighting the importance of Al in 6G and how Al can provide better and effective
security and privacy solutions in 6G. In the end, healthcare with 6G was presented as
ause case by highlighting security issues and discussing the role of Al and blockchain
in providing effective security solutions in the healthcare sector.

References

1. Yang P, Xiao Y, Xiao M, Li S (2019) 6G Wireless Communications: Vision and Potential
Techniques. IEEE Netw 33(4):70-75. https://doi.org/10.1109/MNET.2019.1800418

2. Letaief KB, Chen W, Shi Y, Zhang J, Zhang A (2019) The Roadmap to 6G: Al Empowered
Wireless Networks. IEEE Commun Mag 57(8):84-90. https://doi.org/10.1109/MCOM.2019.
1900271

3. David K, Berndt H (2018) 6G Vision and requirements: Is there any need for beyond 5g? IEEE
Veh Technol Mag 13(3):72—-80. https://doi.org/10.1109/MVT.2018.2848498

4. Elmeadawy S, Shubair RM (2019) 6G wireless communications: future technologies and
research challenges. In: 2019 international conference electrical Comput. Technol. Appl.
https://doi.org/10.1109/ICECTA48151.2019.8959607.


https://doi.org/10.1109/MNET.2019.1800418
https://doi.org/10.1109/MCOM.2019.1900271
https://doi.org/10.1109/MCOM.2019.1900271
https://doi.org/10.1109/MVT.2018.2848498
https://doi.org/10.1109/ICECTA48151.2019.8959607

112

5.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

H. F. Atlam et al.

F. Clazzer, A. Munari, G. Liva, F. Lazaro, C. Stefanovic, P. Popovski (2019) From 5G to 6G:
Has the Time for Modern Random Access Come?, Accessed: Aug. 10, 2021. https://arxiv.org/
abs/1903.03063v1.

. H.F. Atlam, A. Alenezi, M. O. Alassafi, G. B. Wills (2018) Blockchain with Internet of Things:

Benefits, challenges, and future directions, Int. J. Intell. Syst. Appl., vol. 10, no. 6, doi: https://
doi.org/10.5815/ijisa.2018.06.05.

. Salman T, Zolanvari M, Erbad A, Jain R, Samaka M (2019) Security services using blockchains:

A state of the art survey. IEEE Commun. Surv. Tutorials 21(1):858-880. https://doi.org/10.
1109/COMST.2018.2863956

. Meraj M, Mir I, Kumar S (2015) Evolution of Mobile Wireless Technology from 0G to 5G.

Int. J. Comput. Sci. Inf. Technol. 6(3):2545-2551

. Lopa M, Vora J (2015) Evolution of mobile generation technology: 1G to 5G. Int. J. Mod.

Trends Eng. Res. 02:281-291

Wang M, Zhu T, Zhang T, Zhang J, Yu S, Zhou W (2020) Security and privacy in 6G networks:
New areas and new challenges. Digit. Commun. Networks 6(3):281-291. https://doi.org/10.
1016/j.dcan.2020.07.003

J. H. Schiller (2003) Mobile Communications. 2nd Edition, Pearson Education Limited.
Stojmenovic I (2002) Handbook of Wireless Networks and Mobile Computing. John Wiley &
Sons Inc.

J. G. Shinde, P. Shamuvel, K. Sunil (2018) Review Paper on Development of Rice Transplanter,
IRE Journals 2(5), pp. 94-100

A. K. Pachauri, O. Singh (2021) G Technology—Redefining wireless Communication in
upcoming years, Int. J. Comput. Sci. Manag. Res., 1(1)

Nguyen VG, Brunstrom A, Grinnemo KJ, Taheri J (2017) SDN/NFV-Based Mobile Packet
Core Network Architectures: A Survey. [EEE Commun. Surv. Tutorials 19(3):1567-1602
Gupta A, Jha RK (2015) A Survey of 5G Network: Architecture and Emerging Technologies.
IEEE Access 3:1206-1232. https://doi.org/10.1109/ACCESS.2015.2461602

Nitesh GS, Kakkar A (2016) Generations of Mobile Communication. Int. J. Adv. Res. Comput.
Sci. Softw. Eng. 6(3):320-324

Karla B, C. DK, (2014) A comparative study of mobile wireless communication network: 1g
to 5g. Int. J. Comput. Sci. Inf. Technol. Res. 2:430-433

Eluwole OT, Udoh N, Ojo M, Okoro C, Akinyoade AJ (2018) From 1G to 5G, what next?
TAENG Int J Comput Sci 45(3):413-434

Porambage P, Gur G, Osorio DPM, Liyanage M, Gurtov A, Ylianttila M (2021) The Roadmap
to 6G Security and Privacy, IEEE Open. J. Commun. Soc. 2:1094—1122. https://doi.org/10.
1109/0JCOMS.2021.3078081

Wang HM, Zheng TX, Yuan J, Towsley D, Lee MH (2016) Physical Layer Security in Hetero-
geneous Cellular Networks. IEEE Trans Commun 64(3):1204-1219. https://doi.org/10.1109/
TCOMM.2016.2519402

De Alwis C (2021) Survey on 6G Frontiers: Trends, Applications, Requirements, Technologies
and Future Research, IEEE Open. J. Commun. Soc. 2:836-886. https://doi.org/10.1109/0JC
OMS.2021.3071496

V. Ziegler, P. Schneider, H. Viswanathan, M. Montag, S. Kanugovi, A. Rezaki (2020) Security
and trust in the 6G era, NOKIA Bell Labs.

Ahmad I, Shahabuddin S, Kumar T, Okwuibe J, Gurtov A, Ylianttila M (2019) Security for
5G and beyond. IEEE Commun. Surv. Tutorials 21(4):3682-3722. https://doi.org/10.1109/
COMST.2019.2916180

Y. Section, A. Gurtov, L. Mucchi, I. Oppermann (2020) 6G-White-Paper-Trust-Security-
Privacy.

Atlam HF, Walters RJ, Wills GB (2018) Fog Computing and the Internet of Things: A Review,
big data Cognitive. Computing 2(2):1-18

H.F. Atlam, G. B. Wills (2018) Technical aspects of blockchain and 10T, In Role of Blockchain
Technology in [oT Applications, Advances in Computers, pp. 1-35.


https://arxiv.org/abs/1903.03063v1
https://arxiv.org/abs/1903.03063v1
https://doi.org/10.5815/ijisa.2018.06.05
https://doi.org/10.5815/ijisa.2018.06.05
https://doi.org/10.1109/COMST.2018.2863956
https://doi.org/10.1109/COMST.2018.2863956
https://doi.org/10.1016/j.dcan.2020.07.003
https://doi.org/10.1016/j.dcan.2020.07.003
https://doi.org/10.1109/ACCESS.2015.2461602
https://doi.org/10.1109/OJCOMS.2021.3078081
https://doi.org/10.1109/OJCOMS.2021.3078081
https://doi.org/10.1109/TCOMM.2016.2519402
https://doi.org/10.1109/TCOMM.2016.2519402
https://doi.org/10.1109/OJCOMS.2021.3071496
https://doi.org/10.1109/OJCOMS.2021.3071496
https://doi.org/10.1109/COMST.2019.2916180
https://doi.org/10.1109/COMST.2019.2916180

Role of Blockchain and Al in Security and Privacy of 6G 113

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

Wang Q, Chen D, Zhang N, Ding Z, Qin Z (2017) PCP: A Privacy-Preserving Content-Based
Publish-Subscribe Scheme with Differential Privacy in Fog Computing. IEEE Access 5:17962—
17974. https://doi.org/10.1109/ACCESS.2017.2748956

S. Nakamoto (2009) Bitcoin: A Peer-to-Peer Electronic Cash System, DOI: https://doi.org/10.
1007/s10838-008-9062-0.

Atlam HF, Wills GB (2019) Intersections between IoT and distributed ledger, In Role of
Blockchain Technology in IoT Applications. Adv Comput 115:2019

Zheng Z, Xie S, Dai H, Chen X, Wang H (2017) An Overview of Blockchain Technology:
Architecture, Consensus, and Future Trends, Proc. - 2017 IEEE 6th Int. Congr. Big Data,
BigData Congr. 2017:557-564. https://doi.org/10.1109/BIGDATACONGRESS.2017.85

Tt K, He K, O.-M. L, (2017) Blockchain distributed ledger technologies for biomedical and
health care applications. ] Am Med Inform Assoc 24(6):1211-1220. https://doi.org/10.1093/
JAMIA/OCX068

H. F. Atlam, M. O. Alassafi, A.Alenezi, R.Walters, G. B. Wills (2018) XACML for Building
Access Control Policies in Internet of Things, In Proceedings of the 3rd International
Conference on Internet of Things, Big Data and Security (IoTBDS 2018), pp. 253 -260.
Chen S, Liang YC, Sun S, Kang S, Cheng W, Peng M (2020) Vision, Requirements, and
Technology Trend of 6G: How to Tackle the Challenges of System Coverage, Capacity, User
Data-Rate and Movement Speed. IEEE Wirel Commun 27(2):218-228

Zong B, Fan C, Wang X, Duan X, Wang B, Wang J (2019) 6G Technologies: Key Drivers,
Core Requirements, System Architectures, and Enabling Technologies. IEEE Veh Technol Mag
14(3):18-27. https://doi.org/10.1109/MVT.2019.2921398

Nguyen DC, Pathirana PN, Ding M, Seneviratne A (2020) Blockchain for 5G and beyond
networks: A state of the art survey. ] Netw Comput Appl 166:102693. https://doi.org/10.1016/
J.JNCA.2020.102693

T.Hewa, G. Gur, A. Kalla, M. Ylianttila, A. Bracken, M. Liyanage (2020) The role of blockchain
in 6G: Challenges, opportunities and research directions, 2nd 6G Wirel. Summit 2020 Gain
Edge 6G Era, 6G SUMMIT 2020, doi: https://doi.org/10.1109/6GSUMMIT49458.2020.908
3784.

Chowdhury MZ, Shahjalal M, Ahmed S, Jang YM (2020) 6G Wireless Communication
Systems: Applications, Requirements, Technologies, Challenges, and Research Directions,
IEEE Open. J. Commun. Soc. 1:957-975

Jiang W, Han B, Habibi MA, Schotten HD (2021) The Road Towards 6G: A Comprehensive
Survey, IEEE Open. J. Commun. Soc. 2:334-366

Xu H, Klaine PV, Onireti O, Cao B, Imran M, Zhang L (2020) Blockchain-enabled resource
management and sharing for 6G communications. Digit. Commun. Networks 6(3):261-269.
https://doi.org/10.1016/J.DCAN.2020.06.002

H. E. Atlam, A. Alenezi, R. J. Walters, G. B. Wills (2017) An overview of risk estima-
tion techniques in risk-based access control for the internet of things, In Proceedings of the
2nd International Conference on Internet of Things, Big Data and Security (IoTBDS 2017),
pages 254-260.

A. Banerjee, K. P. Joshi (2017) Link before you share: Managing privacy policies through
blockchain, Proc. - 2017 IEEE Int. Conf. Big Data, Big Data, pp. 4438-4447, doi: https://doi.
org/10.1109/BIGDATA.2017.8258482.

Maksymyuk T (2020) Blockchain-Empowered Framework for Decentralized Network
Management in 6G. IEEE Commun Mag 58(9):86-92. https://doi.org/10.1109/MCOM.001.
2000175

Butt TA, Igbal R, Salah K, Aloqaily M, Jararweh Y (2019) Privacy Management in Social
Internet of Vehicles: Review. Challenges and Blockchain Based Solutions, IEEE Access
7:79694-79713. https://doi.org/10.1109/ACCESS.2019.2922236

Amaizu GC, Nwakanma CI, Bhardwaj S, Lee JM, Kim DS (2021) Composite and efficient
DDoS attack detection framework for B5G networks. Comput. Networks 188:107871


https://doi.org/10.1109/ACCESS.2017.2748956
https://doi.org/10.1007/s10838-008-9062-0
https://doi.org/10.1007/s10838-008-9062-0
https://doi.org/10.1109/BIGDATACONGRESS.2017.85
https://doi.org/10.1093/JAMIA/OCX068
https://doi.org/10.1093/JAMIA/OCX068
https://doi.org/10.1109/MVT.2019.2921398
https://doi.org/10.1016/J.JNCA.2020.102693
https://doi.org/10.1016/J.JNCA.2020.102693
https://doi.org/10.1109/6GSUMMIT49458.2020.9083784
https://doi.org/10.1109/6GSUMMIT49458.2020.9083784
https://doi.org/10.1016/J.DCAN.2020.06.002
https://doi.org/10.1109/BIGDATA.2017.8258482
https://doi.org/10.1109/BIGDATA.2017.8258482
https://doi.org/10.1109/MCOM.001.2000175
https://doi.org/10.1109/MCOM.001.2000175
https://doi.org/10.1109/ACCESS.2019.2922236

114

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

H. F. Atlam et al.

X.Liang, S. Shetty, D. Tosh, C. Kamhoua, K. Kwiat, L. Njilla (2017) ProvChain: A Blockchain-
Based Data Provenance Architecture in Cloud Environment with Enhanced Privacy and Avail-
ability, Proc. - 2017 17th IEEE/ACM Int. Symp. Clust. Cloud Grid Comput, pp. 468—477, doi:
https://doi.org/10.1109/CCGRID.2017.8.

M. W. Akhtar, S. A. Hassan, R. Ghaffar, H. Jung, S. Garg, M. S. Hossain, (2020) The shift
to 6G communications: vision and requirements, Human-centric Comput. Inf. Sci. 2020 101,
vol. 10, no. 1, pp. 1-27, doi: https://doi.org/10.1186/S13673-020-00258-2.

D. Silver (2017) Mastering the game of Go without human knowledge, Nat. 2017 5507676,
vol. 550, no. 7676, pp. 354-359, doi: https://doi.org/10.1038/nature24270.

Bhatnagar S (2018) The Malicious Use of Artificial Intelligence: Forecasting, Prevention, and
Mitigation Authors are listed in order of contribution Design Direction. Cornell Univ, New
York

Reedy P (2020) Interpol review of digital evidence 2016-2019, Forensic Sci. Int. Synerg.
2:489-520. https://doi.org/10.1016/J.FSISYN.2020.01.015

R. Anyoha (2017) The History of Artificial Intelligence - Science in the News, Harvard Univer-
sity, 28 August 2017, 2018. https://sitn.hms.harvard.edu/flash/2017/history-artificial-intellige
nce/ (accessed Oct. 09, 2021).

Dua S, Du X (2011) Data mining and machine learning in cybersecurity. Taylor & Francis
Benzaid C, Taleb T (2020) Al for beyond 5G Networks: A Cyber-Security Defense or Offense
Enabler? IEEE Netw 34(6):140-147. https://doi.org/10.1109/MNET.011.2000088
Abdulgadder IH, Zhou S, Zou D, Aziz IT, Akber SMA (2020) Multi-layered intrusion
detection and prevention in the SDN/NFV enabled cloud of 5G networks using Al-based
defence mechanisms. Comput. Networks 179:107364. https://doi.org/10.1016/J.COMNET.
2020.107364

Santos R, Souza D, Santo W, Ribeiro A, Moreno E (2020) Machine learning algorithms to
detect DDoS attacks in SDN. Concurr. Comput. Pract. Exp. 32(16):e5402. https://doi.org/10.
1002/CPE.5402

Lu Y, Huang X, Zhang K, Maharjan S, Zhang Y (2021) Low-Latency Federated Learning and
Blockchain for Edge Association in Digital Twin Empowered 6G Networks. IEEE Trans. Ind.
Informatics 17(7):5098-5107. https://doi.org/10.1109/T11.2020.3017668

Ma C (2019) On Safeguarding Privacy and Security in the Framework of Federated Learning.
IEEE Netw 34(4):242-248

H. E. Atlam, M. A. Azad, A. G. Alzahrani, G. Wills (2020) A review of blockchain in internet
of things and Ai, Big Data Cogn. Comput., vol. 4, no. 4, doi: https://doi.org/10.3390/bdcc40
40028.

Biamonte J, Wittek P, Pancotti N, Rebentrost P, Wiebe N, Lloyd S (2017) Quantum machine
learning, Nat. 2017 5497671, vol. 549, no. 7671, pp. 195-202, doi: https://doi.org/10.1038/nat
ure23474.

Xiao L, Sheng G, Liu S, Dai H, Peng M, Song J (2019) Deep reinforcement learning-enabled
secure visible light communication against eavesdropping. IEEE Trans Commun 67(10):6994—
7005. https://doi.org/10.1109/TCOMM.2019.2930247

M. Liyanage, J. Salo, A. Braeken, T. Kumar, S. Seneviratne, M. Ylianttila (2018) 5G Privacy:
scenarios and solutions, IEEE 5G World Forum, SGWF 2018 - Conf. Proc., pp. 197-203.
https://doi.org/10.1109/5GWF.2018.8516981.

Nayak S, Patgiri R, Member S (2020) 6G Communication Technology: A Vision on Intelligent
Healthcare. IEEE Internet of Things Journal.

Saad W, Bennis M, Chen M (2019) A vision of 6g wireless systems: Applications, trends,
technologies, and open research problems. IEEE Netw 1-9.

Reddy B, Hassan U, Seymour C et al (2018) (2018) Point-of-care sensors for the management
of sepsis. Nat Biomed Eng 29(2):640-648. https://doi.org/10.1038/s41551-018-0288-9
Mohammad RM, Thabtah F, McCluskey L (2015) Tutorial and critical analysis of phishing
websites methods. Comput Sci Rev 17:1-24. https://doi.org/10.1016/J.COSREV.2015.04.001
Partala J, Nguyen TH, Pirttikangas S (2020) Non-interactive zero knowledge for blockchain:
a survey. IEEE Access 8:227945-227961


https://doi.org/10.1109/CCGRID.2017.8
https://doi.org/10.1186/S13673-020-00258-2
https://doi.org/10.1038/nature24270
https://doi.org/10.1016/J.FSISYN.2020.01.015
https://sitn.hms.harvard.edu/flash/2017/history-artificial-intelligence/
https://sitn.hms.harvard.edu/flash/2017/history-artificial-intelligence/
https://doi.org/10.1109/MNET.011.2000088
https://doi.org/10.1016/J.COMNET.2020.107364
https://doi.org/10.1016/J.COMNET.2020.107364
https://doi.org/10.1002/CPE.5402
https://doi.org/10.1002/CPE.5402
https://doi.org/10.1109/TII.2020.3017668
https://doi.org/10.3390/bdcc4040028
https://doi.org/10.3390/bdcc4040028
https://doi.org/10.1038/nature23474
https://doi.org/10.1038/nature23474
https://doi.org/10.1109/TCOMM.2019.2930247
https://doi.org/10.1109/5GWF.2018.8516981
https://doi.org/10.1038/s41551-018-0288-9
https://doi.org/10.1016/J.COSREV.2015.04.001

Role of Blockchain and Al in Security and Privacy of 6G 115

67. Ji Y, Zhang J, Ma J et al (2018) BMPLS: Blockchain-Based Multi-level Privacy-Preserving
Location Sharing Scheme for Telecare Medical Information Systems. J Med Syst 42. https://
doi.org/10.1007/S10916-018-0998-2

68. Saha A, Amin R, Kunal S et al (2019) Review on “Blockchain technology based medical
healthcare system with privacy issues. Secur Priv 2:e83. https://doi.org/10.1002/SPY2.83


https://doi.org/10.1007/S10916-018-0998-2
https://doi.org/10.1007/S10916-018-0998-2
https://doi.org/10.1002/SPY2.83

Security, Privacy Challenges )
and Solutions for Various Applications T
in Blockchain Distributed Ledger

for Wireless-Based Communication

Networks

Vivekanandan Manojkumar, V. N. Sastry, and U. Srinivasulu Reddy

Abstract Blockchain is a secure computing technology which could be used in a
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care, and education. To obtain services from various service providers, users or
consumers register with the Registration Center Authority (RAC) via., wireless
communications networks. However, RAC has flaws such as insider threat and Single
Point of Failure (SPoF). To circumvent these problems, if user registration based on
blockchain for any service is required through wireless communication networks
and also blockchain networks has the Distributed Ledger (DL) for storing identity
information about the users or consumers. In this chapter, we will discuss about the
security and privacy issues that come with each of the applications mentioned above
and also some of the key challenges in each applications such as data confidentiality,
integrity, authentication, access control, and privacy. Public Key Infrastructure (PKI)
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1 Introduction

1.1 Blockchain

Satoshi Nakamoto [1] introduced blockchain technology for Bitcoin cryptocurrency
and the transaction is executed based on peer-to-peer mode without a centralized
authority. Blockchain is a secure DL, which has a list of transactions and the transac-
tions records are maintained in the growing chains of a block. Each block is secured by
cryptography techniques for providing integrity to the transactions records. The new
transaction records are added in the global blockchain based on consensus mecha-
nisms, the consensus mechanisms are performed by the minors (who have the higher
capacity of computing power to perform the consensus mechanisms). Apart from
that, each block has the entire hash of the block and each block has the hash of the
preceding block. The consensus mechanisms are “Proof of Work (PoW)”, “Proof of
State (PoS)”, “Byzantine Fault Tolerant (BFT)-based”, “Sleepy”, “Proof of Elapsed
Time (PoET)”, “Proof of Authority (PoA)”, “Proof of Reputation (PoR),” etc., There
are three types of blockchains, namely “private blockchain”, “public blockchain”,
“consortium blockchain”. Private blockchain: The read permission is open to all
or read permission is restricted to specific network of nodes and write permission
is performed by a single organization. Public blockchain: It is open to anyone to
write, send, and receive. A public blockchain network allows the block added in to
the blockchain based on the successful completion of the consensus mechanism.
Consortium blockchain: The set of selected nodes only have write permission in the
blockchain network and read operation is open to all [41].

1.2 Blockchain Architecture

The blockchain has five layers, i.e., physical, network, consensus, propagation, and
application. The physical layer consists of blockchain nodes. The nodes are intercon-
nected to form a blockchain. In the blockchain network, there are two types of nodes:
Full nodes and light nodes. The full node consists of a full copy of DL. The full node is
participating in the mining process. If the full node is completing a successful mining
process, the miners get a reward. The light nodes are not required for higher hard-
ware. They maintain only the last block of the blockchain network. The information
goes from the full node to the light node. Network layer: Data delivery services are
provided in this layer. All the nodes communicate to each other to process consensus
mechanisms. There is no central authority to approve the transactions. In blockchain
networks, the decentralized procedure is to approve the transactions. Consensus
layer: This layer is responsible for incentives to the minor nodes, who complete
the successful mining process. Propagation layer: It has the rules that follow how
the blocks and messages are propagated through communication protocols in the
network [2].
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1.3 Distributed Ledger (DL) Technology

The blockchain networks has the DL. DL is a more powerful technology and nowa-
days many use cases are used for identity management and machine-to-machine
transactions. “Decentralization”, “immutability”, and “distributed” are the proper-
ties of the DL. In decentralized, there is no single entity to maintain the data, therefore
it is available at network nodes based on blockchain types. As a result, it safeguards
against single points of failure as well as insider threats. Immutability: The data is
recorded in the DL and can be verified at any moment during the auditing process.
Distributed: All participating network nodes have access to DL, and it is visible to
all network nodes based on blockchain type. Consistency, Availability, and Partition
Tolerance (CAP) are the properties of distributed systems, and these characteristics
are applicable to DL. The consistency property states that all computing nodes have
the most recent version of DL. Availability refers to the total amount of data that can
be accessed via., DL in the network at any time. Partition tolerance means that if one
or more computational nodes fail, other nodes will continue to function, ensuring
that there is no SPoF. As a result, blockchain-based services are required for a variety
of applications [3].

1.4 Wireless Communication Networks

In the 1980s, the first generation (1G) of mobile communication networks was intro-
duced, and also itis used for voice-over communication. They used analog technology
for mobile communications. In the second generation (2G) of mobile communica-
tions based on analog to digital conversion with supported additional features such
as voice over communication and Short Message Service (SMS) was introduced. In
the third generation (3G) of mobile communications, video calling facility, mobile
TV, broadband services and Multimedia Message Services (MMS) were introduced.
Fourth generation (4G) was introduced with improved broadband services, video
streaming with high definition, voice over IP, and online gaming. 5G supports mobile
broadband enhanced features with 10 Gbps data rates, latency with up to 1 ms, and
network availability of 99.99% [43].

1.5 Limitation of 5G and Opportunities of Blockchain in 6G

5G technology has limitations such as reliability, data-rate, latency, processing, avail-
ability, global coverage, connection density, and ground over spanning. These limi-
tations are overcome in the 6G communication network [43]. The 6G technology
has the features such as data rates of 1Tpbs, delay below 10 ms, availability of
network 99.99%, 107 devices/km? connection in the Internet of Everything (IoE)
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environment. Nowadays, blockchain is an emerging technology and it is used in
many industries such as business and academics etc., Blockchain contains a shared
ledger and it provides properties such as non-replicated transactions, confidentiality-
based authentication, and decentralization. The blockchain maintains many users
in the distributed environment for 6G networks. The smart contracts are used to
execute (simulationusly on between users) the transactions in blockchain [44]. 6G
is used in various applications such as Internet of Everything (IoE), smart grid,
UAY, autonomous vehicle, Industry 5.0 and health care [43]. In each application, DL,
technology is used for various purposes as discussed in Sect. 4.

Now, we discuss the privacy and security challenges connected with 6G-based
applications in this chapter, as well as solutions to those challenges. Some of the
security and privacy key challenges in each application are “data confidentiality”,
“integrity”, “authentication”, “access control”, and “privacy”. Public Key Infrastruc-
ture (PKI) is giving the solution for data confidentiality, integrity, and authentication.
Access control is processed by the access control [17] policies (to restrict the user
permission for accessing the resources) and the privacy is achieved through secure
authentication. We discuss the following major aspects in this chapter:

e The blockchain distributed ledger based 6G applications such as banking, finance,
COVID-19, supply chain, land registration, health care, media and entertainment,
and education sector;

e Each application’s security and privacy challenges;

Solutions for solving security challenges in blockchain-based applications.

1.6 Section Organization

The following is a summary of the organization of the sections in this chapter.
The mathematical preliminaries are presented in Sect. 2, and the system model is
presented in Sect. 3. Blockchain Distributed Ledger (BLT) based 6G applications are
shown in Sect. 4. Security analysis is presented in Sect. 5. The comparative research
of blockchain-based security protocols is presented in Sect. 6. The future challenges
of DL privacy and security are discussed in Sect. 7. Section 8 concludes with a
conclusion.

2 Mathematical Preliminaries

The cryptographic techniques needed to solve security and privacy issues in
blockchain [19] DL-based 6G applications.
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2.1 Hash Function

Definition 1 Hash function (H) takes an arbitrary length of the input such as a €
{0,1}" and it produces a fixed size of the outputs such as b € {0, 1}" such that b =
H (a). H has the following properties:

1. One-way property: For a given b, it is difficult to find the input message such
that b = H(a).

2. Weak collision resistance: For a given input X, it is difficult to find input y i.e.,
y # x such that H(y) = H(x).

3. Strong collision resistance: It is difficult to find messagel and message?2 pairs
such that H(messagel) = H(message2).

The details about different hash functions are represented in Stallings [4].

2.2 Elliptic Curve Cryptography (ECC)

ECC is one of the public-key cryptography methods. It is based on the over finite
field (Zp) using elliptic curves. The elliptic curve is defined as follows:

Definition 2 The elliptic curve equation is y?> = x* + ax + b over Zp, where
p is prime and p > 3, x and y are solutions (X, y) € Zp X Zp to the congruence
y? = x3 4+ ax + b (mod p), where a and b are constants a, b € Zp such that 4a> +
27b% # 0 (mod p), together with infinity in the point. A detailed explanation of the
elliptic curve is given in Kobliz [5]. The elliptic curve is applicable for key exchange,
encryption/decryption, and digital signature algorithms.

2.3 Bilinear Pairing

Definition3 Let G, and G; are additive cyclic groups over E,, (a, b) and multiplicative
cyclic groups over Zp with the order of large prime q. The bilinear map e: G| x G,
— G has the following properties:

Bilinearity: Leta, b € Z*p and A, B, C € Gj. The bilinear paring (see Eq. 1):

ela+p,y) =elay) e, y) 6]

6’(0[, B+V) = e(ot, ﬂ) : e(a, J/)
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e(aa,bB) = e(aa, bB)

= e(a. B
Non-degeneracy: e (a, o) #~ 1.

Computability: e is to be computed efficiently. A detailed explanation is given in
Menezes [6].

2.4 Fuzzy Extractor

Definition 4 Fuzzy extractor is one of the techniques for user authentication using
user biometric [7]. It has the generation function Gen(.) and reproduction function
Rep(.), respectively. Gen(.) takes the biometric (BIO) from the user and it produces
a biometric key, i.e., 0; €{0,1}* and public reproduction, i.e., 7;.. Rep(.) takes the
user biometric (BIO’) and public reproduction string 7; as an input and output is
biometric key o; such that the hamming distance is the calculated distance (BIO,
BIO’) < t, where t is a threshold value. A detailed explanation of the fuzzy extractor
function is given in Dodis et al. [8].

2.5 Bio Hash Function

Definition 5 Bio hashing is one of the techniques for user authentication using user
biometrics [9]. It takes biometric input from the user and produces a particular code
called biocode. The biocode is generated based on the user input biometric data with
arandom salt value. First, the feature is extracted from the fingerprint or face image.
The biometric feature is added with the random salt value and finally the biocode
is generated. A detailed explanation of the biohash function is given in Lumini and
Nanni [10].

2.6 Chebyshev Chaotic Map

Definition 6 Chebyshev polynomials (CP) is defined as CP, (x):[-1, 1]—[-1,1]
based on degree n and it is represented as follows (See Eq. 2, 3, 4):

cos(n.arccos(x))if x € [—1, 1]

coostx 2
cos(nf)if x = cosh, 6 €[0, ]

CPy(x) = {
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The CP can be defined as recursively as follows:
1 ifn=1
CP,y(x) =1x ifn=1 (3)

2x Py 1y — Poay ifn 22

The enhanced CP has the interval of [-0o, +00] and it is presented as follows
[39, 40]:

CPa(CPb(x)) = CPab(x) = CPa(x)(CPn(x))(mod p) 4)

p is a prime (large) number and n > 2, x € [-00, +0o0].

3 System Model with the 6G Applications

Figure 1 shows the system model. In the system model, the blockchain distributed
ledger is applicable for 6G-based different applications such as finance (banking), e-
voting, supply chain, health care, media and entertainment, land registry, education,

Blockchain Distributed Ledger (BLT)

Energy market
Healthcare

Education Sector

Media &
Entertainment

Land Registration

Fig.1 System model
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energy management, and real estate. In each application, security and privacy are the
major challenges. In Sect. 4, we discuss the privacy and security challenges of each
application and we have given solutions for those challenges.

4 Blockchain DL Based 6G Applications

4.1 Blockchain DL in Banking

In banking, blockchain distributed ledger will play an important role. In general, all
the bank transaction data is stored in a centralized server and all the customer data is
also stored in a centralized server. Therefore, there is some possibility of SPoF and
insider threats. In order to avoid these problems and to maintain all the customer data
and customer transactions data, the decentralized server i.e., blockchain is needed.
When compared to traditional banking and Fintech 1.0, the Fintech 2.0 (Blockchain +
banks) provides a good customer experience, high efficiency, low cost, and distributed
ledger safety [33].

4.2 Blockchain DL in Finance

In finance [32] industry, blockchain plays a vital role. Blockchain distributed ledger is
used for many purposes such as identity management, integrity checking, machine to-
machine communication, and multiparty computation. In identity management,
storing the user data into a blockchain distributed ledger has security and privacy
challenges. To solve the challenges of privacy and security, the user data is stored
in the encryption format in a blockchain distributed ledger. In integrity checking,
the part of user data is stored in the blockchain and at the time of verification the
server will verify the integrity of user data. In machine-to-machine communica-
tion, the devices are registered with the blockchain in the IoT environment. At the
time of authentication, devices are authenticate with each other without the help of
GWN/RAC [35] in IoT. In multiparty computation, multiple nodes participate in the
process of computation without trusting any authority. After successful computation
by a minor node, that node will get incentives for the jobs [34].

4.3 Blockchain DL in COVID-19

Today’s world is very much affected by the “Coronavirus (COVID-19)”. Around
239,007,759 confirmed cases people were infected with the COVID-19 [38] and
around 4,871,841 people died around the world due to coronavirus based on World
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Health Organization (WHO) report reported on 14-10-2021 [37]. In this scenario,
blockchain distributed ledger will play an important role. If any person is affected
with the COVID-19, then their data (user locations, user information, etc.) stored in
a blockchain distributed ledger will help to identify their location, contact tracing,
home quarantine details, etc., For the user privacy, the user data encrypted is based
on the cryptography techniques and health authority have the key of encrypted
data. Whenever the health authority needs user data, data can have retrieved from
blockchain DL and decrypt the data with the private key.

4.4 Blockchain DL in Supply Chain

DL is used in supply chain management to track product information such as where
the product is created and delivered as well as the whole history of product infor-
mation. Whenever product verification is needed, at the time the verification of
product information is retrieved from DL. In food supply chain management [36], the
blockchain distributed ledger maintains all the entities involved in the food supply
chain. The entities are retailers, farmers, food manufacturers, and consumers. These
entities are having the permission to access a full copy of the ledger. For others based
on access write permission [42].

4.5 Blockchain DL in Land Registration

To avoid fraud and suspicious registrations, DL keeps a record of purchasing details
(buyer and seller information) for the land registry.

4.6 Blockchain DL in Health Care

Patients’ sensitive data is stored in DL in the healthcare sector; later, the data can
be used for patient health analysis, and DL keeps track of the patient’s data history,
allowing clinicians to follow the exact health of the patient’s condition. By using
a private blockchain, different organizations will share the same distributed ledger
for patient information. It has several security challenges such as data privacy and
integrity. The patient’s data is stored in blockchain based on the patient’s permission.
The patient’s data is encrypted and it can be stored in a private blockchain to solve
the privacy and security issues.
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4.7 Blockchain DL in Entertainment and Media

If the entertainment media data is available in the blockchain DL, then the user have
less latency and quality of media data accessing from the blockchain DL is increased.
The blockchain distributed ledger is maintained in all minor nodes, so that the latency
of media getting to the user has less latency when compared to centralized systems.

4.8 Blockchain DL in Education Sector

A DL is stored for each student’s records in the educational sector, and if a student
loses any information, it can be restored from the DL. The DL link can also be
provided with any authority for verification of student information based on student
access permissions.

5 Security Analysis

The following formal security verification tools and formal security analysis methods
are needed for security analysis protocols [28, 29].

5.1 Avispa

AVISPA tool is a formal security verification tool. In this tool, the security protocol is
written in the HLPSL format. The AVISPA tool validates the security protocol to be
secure from the man-in-the-middle (MITM) attack and replay attack. The architec-
ture of the AVISPA tool consists of four backbends such as TA4SP, CLAtSe, SATMC,
and OFMC. The security protocol [20] is written through HLPSL language and it is
represented by each participant role. After each role of participant, session and envi-
ronment roles are also represented. AVISPA tool supports cryptographic primitives
such as encryption, signature, hash function, and XOR operation. In the environment
role, intruder (i) also participates as a legitimate user based on the Dolev—Yao model.
The HLPSL is converted to intermediate format using the HLPSL2IF translator. The
Intermediate Format (IF) produces output through backbends (anyone). After back-
bends test, it shows the results. From the results, we know that security protocol
is against replay attack and MITM attack or not. The detailed explanations of the
AVISPA tool are given in Guide [21].



Security, Privacy Challenges and Solutions for Various Applications ... 127

5.2 Scyther

Scyther tool is used for formal security verification of security protocols. In this tool,
it is assumed that all the cryptographic primitives are perfect. It is based on like
Cl/java syntax. In the Scyther tool, the security protocol is specified in the security
protocol description language (SPDL). In this tool, the security protocol roles of the
participant are represented. Each role of the participant has a set of events such as
receive, send, declaration, and claim. Scyther tool supports cryptography primitives
such as symmetric encryption/decryption, public key infrastructure, hash function,
etc. The output shows the claims of the events in the security protocol. The detailed
document of the Scythe tool is presented in Cremers [22].

5.3 Proverif

Proverif tool is used for formal security verification of security protocol. It
supports cryptography primitives such as symmetric encryption/decryption, asym-
metric encryption/decryption, digital signatures, hash functions, non-interactive
zero-knowledge proofs, and bit commitment. In Proverif tool, the security protocol
is written through pi-calculus. It is having three parts such as declaration, process
macros, and main process. Proverif tool is to verify reachability, authenticity, and
secrecy. Proverif tool is having the Dolev—Yao threat model. In the output of the
Proverif tool, it shows three kinds of the results such as queries are true, false, and
cannot be proved. A detailed explanation of the Proverif tool is given by Blanchet
et al. [23].

5.4 Tamarin Prover

Tamarin prover [24, 25] is a formal security verification tool for verifying security
protocols [26]. The input of the Tamarin prover tool is the security protocol model.
The security protocol model is constructed based on the different roles of the entities
involved in the security protocol and with the involvement of the adversary. Tamarin
prover supports additional cryptographic techniques such as bilinear pairings and
Diffie-Hellman exponentiation. Tamarin prover tool gives constructing proofs in two
methods such as fully automated mode and interactive mode. A detailed explanation
is given in Li et al. [18].
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5.5 BAN Logic

BAN logic was proposed by Burrows et al. [27]. The BAN logic is used to analyze
the formal security proof of security protocols [22, 23]. In BAN logic, it consists
of hypotheses, rules, and proofs. The hypotheses (assumptions) are made to analyze
the security protocol and this assumption is constructed based on freshness. The
assumptions are used to prove the security protocol to avoid replay attacks. In BAN
logic, rules such as message meaning, nonce verification, jurisdiction, freshness,
and belief to achieve the goals of the security protocols based on proofs. A detailed
explanation of the BAN logic is given by Burrows et al. [27].

5.6 RoM Model

Random oracle Model (RoM) was proposed by Bellare and Rogaway [27]. The RoM
model [30] is used for formal security analysis of security protocols. It is a black
box. The black box gives random response output from its output domain based on
the individual query. If the query is repeated many times, the same method responds
to the requested query. A detailed explanation of the RoM model is given in Bellare
and Rogaway [27].

6 Comparative Analysis

6.1 Comparative Study of DL-Based Security Protocols

Jangirala et al. [11] designed blockchain-based RFID-enabled authentication
protocol for supply chains in mobile edge computing using 5G technology. In their
protocol, they designed protocol based on hash function, XOR operation, and bitwise
rotation operations. The session key was generated between the supply chain node
and Tag (T) with the help of Reader (T). They performed security analysis using
informal and formal security verification using the AVISPA tool. The Jangirala et al.
[11] protocol does not verify using formal analysis, and the communication cost is
high.

Guo et al. [12] suggested a blockchain-based authentication protocol for edge
computing. Their protocol is designed based on Elliptic Curve Cryptography (ECC),
bilinear paring, and consortium blockchain is adopted for authentication. In their
protocol, the consensus algorithm is executed for storing authentication logs and
verifying the identity based on the blockchain network. They performed simulations
using MATLAB and hyper-ledger fabric. The security analysis of their protocol
is performed with fewer parameters and also their protocol does not verify using
“formal security analysis” and “formal security verification”.
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Lin et al. [13] designed a “mutual authentication” protocol for smart homes using
blockchain. Their protocol was designed based on public key encryption and group
signatures. They used permission blockchain for their protocol based on the PBFT
consensus mechanism. The “mutual authentication” was performed between the
home gateway and users. The drawback of their protocol: does not have formal
security verification.

Odelu [14] designed biometric-based user authentication protocol using consor-
tium blockchain for identity management. Their protocol was developed based on
bilinear pairing and ECC. In their protocol at the time of initialization phase Regis-
tration Center (RC) and Authentication Server (AS) generates public/private key
pairs and joins to the blockchain network with their public keys. In user registra-
tion phase, RC generates some secrets for user and RC puts information about user
in blockchain network. In authentication phase, the user gives login request with
their identity to authentication server and the authentication server will verify the
identity with the help of blockchain. After verification of identity, the Session Key
(SK) is generated between user and the authentication server for secure communi-
cation. In their protocol they used consortium blockchain for identity verification
of user. They performed security analysis through informal security analysis. The
protocol drawbacks of this protocol are they did not do the “formal security analysis”,
“formal security verification” and also their protocol takes high communication and
computation cost.

Kumar et al. [15] suggested iris authentication using blockchain-based on addi-
tive Elgamal homomorphic encryption. In their protocol, they used homomorphic
encryption, hash function, and blockchain. In their protocol, they performed authen-
tication using blockchain. In their protocol at the time of the enrollment phase, the
encrypted user iris template is stored in the blockchain with user identity information.
At the time of authentication, the client device sends the user identity and encrypted
user iris template to the blockchain and the blockchain gets the encrypted user iris
template from the server. The blockchain computes a hash of the encrypted user
iris template and finally, blockchain compares user iris template values and retrieved
server values. If both values are the same, then the blockchain computes the distances
and it can be sent to the client device for authentication test. The drawbacks of their
scheme are it does not provide user anonymity and un-traceability property at the
time of the authentication phase, does not provide formal security analysis and does
not have formal security verification.

Shen [16] designed Support Vector Machine (SVM) training for blockchain-based
Internet of Things (IoT) data in a smart city environment. In their method, they used a
homomorphic cryptosystem to secure IoT data and blockchain for storing encrypted
IoT data. SVM for data classification and its application are disease diagnosis and
anomaly detection. The training and testing phase is performed based on encrypted
data stored in the blockchain.

Zhang et al. [18] designed integrity checking data stored in the cloud through
blockchain against procrastinating auditors. In their protocol, they used hash func-
tion, bilinear pairing, and blockchain. They have five phases such as setup, store,
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audit, log generation, and check log. In the setup phase, initial parameters are deter-
mined by Key Generation Center (KGC). In the store phase, the user (U) outsources
their data into the cloud along with some security parameter (SP) (i.e., Data (D;),
i.e., [ =1 to n, SP). In the audit phase, a third-party auditor checks the integrity of
the outsourced user data in the cloud with the help of blockchain. In the log gener-
ation phase, third-party auditor generates the log file, and the log file is uploaded
into the blockchain. In the check log phase, the user audits the log file stored in the
blockchain. The drawbacks of their scheme are they performed security analysis in
some of the attacks only and they did not perform detailed security analysis, does
not have “formal security verification” and the outsourced data blocks are plain text
format.

6.2 Quantitative Analysis

Table 1 shows the quantitative analysis for DL-based protocols.

7 Future Challenges

¢ In the blockchain, a distributed ledger is used to solve the centralized system
problems, but each node in the network takes huge storage space for blockchain.

e In a blockchain network, the possibility of an attack is 51%. To solve these issues,
cryptography techniques are needed for secure data storage. We listed some of the
cryptography techniques and also we listed some of the security analysis methods
in Sects. 2 and 5, respectively.

e The challenges were discussed in Sect. 6.4. In the literature survey also, we
discussed blockchain-based security protocol and also we listed the security
challenges of the existing works.

e PKI schemes are possible with quantum attacks, therefore lattice-based cryptog-
raphy techniques are needed to solve security and privacy challenges.

8 Conclusion

In this chapter, we have analyzed various security and privacy challenges of
blockchain distributed ledger based applications and we have presented some of
the recent security protocols based on blockchain distributed ledger. Solutions for
solving security and privacy challenges of blockchain distributed ledger based appli-
cations are addressed. The security and privacy challenges of “blockchain distributed
ledger” based applications will play important role in upcoming years.
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Table 1 Quantitative analysis

131

Author and Year

Cryptography
techniques and
technology used

Security analysis

Disadvantage

Jangirala et al. [11]

Hash, XOR, bitwise
rotation operations and

Informal, formal
security verification

Does not verify using
formal analysis,

blockchain using AVISPA communication cost is
high
Guo et al. [12] ECC, bilinear paring Informal Security analysis is

and consortium
blockchain

performed with less
parameter, Does not
verify using formal
security analysis and
formal security
verification

Lin et al. [13]

Public-key encryption,
group signatures,
permission blockchain

Random oracle
model, informal
security analysis

Does not have verify
using formal security
verification

Odelu [14]

Bilinear pairing, ECC,
consortium blockchain

Informal

Does not verify through
informal security
analysis and formal
security verification,
high communication and
computation costs

Kumar et al. [14]

Elgamal homomorphic
encryption, blockchain,
hash function

Informal

Does not provide user
anonymity and
untraceability at the time
of authentication, does
not provide formal
security analysis, and
does not have formal
security verification

Shen [16]

Homomorphic
cryptosystem,
blockchain, SVM

Security proof

Does not have formal
security verification and
formal security analysis

Zhang et al. [18]

Hash, bilinear pairing
and blockchain

Informal

Did not perform detailed
security analysis, does
not have formal security
verification, and
outsourced data blocks
are plain text format
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Computation Time Estimation )
of Switches and Controllers Process Sechie
on 6G-Based SDN-Cyber Security

Forensics Architecture

in the Blockchain-Based IoT

Environment

Deepashika J. Rathnayake and Malka Halgamuge

Abstract Improving the security of blockchain-based Software-Defined
Networking (SDN) is discussed in recent studies. The blockchain is utilized
on the SDN-based Internet of Things to meet some security provisioning challenges,
data integrity, and evidence alternation in digital forensics in cybersecurity. Finding
a computation time estimation solution is prominent to overcome the computational
time complexity of the 6G-based SDN-forensic architecture in a blockchain-based
IoT environment. Functionalities of Software-Defined Networking dynamically
control the network flow on the 6G-based SDN-forensic architecture. We develop a
model to estimate the computational time on the SDN-cyber forensics architecture
that works in a blockchain-based IoT environment in the 6G network. Our results
demonstrate the total time consumption on the SDN-forensic network is high regard-
less of the number of IoT devices. We show the time consumption of controllers is
higher than the time consumption on switches. Additionally, we observe the impact
of the number of IoT devices on time consumption in switches and controllers.
Basic sense, forensic-based processing delay affects the total network progress in
the SDN-forensic network. The lower scalability of the 6G-based forensic network
is not able to perform securely, as the traffic provided is less. As a result, it can have
a significant impact on the final productivity. The low scalable forensic network
continuously engages in a wasteful activity and thus is unable to fully benefit
as a result of latency and scalability concerns. Therefore, it has the potential to
significantly affect final throughput. In conclusion, this chapter presents a compre-
hensive analysis of computation time for future research to find ways to overcome
the time complexity of blockchain-based Software-Defined Networking in the 6G
environment.
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1 Introduction

The network management system in 6G is evolving toward integration, distribution,
diversity, and intelligence as information technology advances. The 6G will enable
revolutionary applications by merging sensing, imaging, and precise timing with
mobility and truly leveraging artificial intelligence and intelligent networks such
as forensic software-defined networks. The 6G-based forensic network system will
improve 5G in terms of performance and user Quality of Service (QoS) while also
adding some fascinating new features in the SDN-forensic network. It will protect
the forensic system and user information. It will offer convenient services. The SDN
is also seen as a key technology for the 6G network. One of the most significant
criteria for a 6G network architecture is flexibility, as well as the improvement of 6G
network performance, which SDN technology can achieve. There is a novel network
management approach which has a massive network with heterogeneous devices.
By decoupling the control plane from the data plan in the 6G network, SDN can
overcome the vertical integration.

Blockchain is the solution for SDN that can audit forensically unchanged logs.
Blockchain is the leading software platform globally that helps for security enhance-
ment and the quality control perspective of digital forensics. Private key cryptog-
raphy, shared ledger distributed network, and network service transaction incentives
are the three technologies that keep blockchain records securely [1]. In previous
studies, secure automation is discussed. However, it is becoming increasingly diffi-
cult to ignore controllers’ computation time and switches in 6G SDN-cyber forensics
architecture in cybersecurity in the blockchain-based IoT environment. The computa-
tion time of switches and controllers plays a vital role in SDN-forensics architecture
in cybersecurity. Usually, a large number of IoT devices connect with blockchain
networks through a gateway.

Estimating computation time allows identifying the time consumption of switches
in the data plane and controllers in the control plane. Furthermore, we study the effect
of security in signature verification and the digital signature providing secure control
ownership. The purpose of this chapter is to review the recent estimation of compu-
tation time during the SDN-forensics lifecycle in cybersecurity of the blockchain-
based IoT environment. A novel blockchain-based distributed cloud architecture
with software defined networking enables controller fog nodes at the edge of the
network to meet the required design principles [1, 2]. Cyber Forensics users are
validated by using the hash algorithm in the control plane, and data is secured by
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homomorphic encryption with high privacy in a decentralized model. It protects non-
authorized modifications, authenticity, and non-repudiation. The novel blockchain-
based architecture provides low-cost, secure, and on-demand access and addresses
high availability, real-time data delivery, scalability, security, resilience, and low
latency.

An electric vehicle power trading model based on blockchain and smart contract
dramatically improves energy efficiency and cost-effectiveness, achieving efficient
operation [4]. The SDN-based energy internet is a distributed architecture supported
by blockchain that achieves a good match of the transaction object protection [5].
So far, there has been little discussion about the security and privacy of blockchain
and SDN. We have found a computational time estimation model on the 6G-based
SDN-forensics architecture in a cybersecurity blockchain-based [oT environment.

1.1 Motivation

The time estimation of SDN-forensic architecture in a blockchain-based IoT envi-
ronment is the prominent solution to overcome the computation complexity of
blockchain-based 6G SDN. Most of the previous work focused on security issues,
network complexity, and latency issues of Software-Defined Networking. To address
these security issues, blockchain technology is used. However, there is no system-
atic model to estimate the computational time on SDN-forensics architecture in a
cybersecurity blockchain-based 6G IoT environment. Therefore, our motivation is
to propose a model to estimate total time consumption to overcome the high-level
complexity of computational time.

1.2 Main Contribution of the Chapter

The computational time estimation model proposed in this study analyzes the time
consumption of switches and controllers on 6G-based SDN-forensic architecture in
a cybersecurity blockchain-based 6G IoT environment. Therefore:

e We propose a model to estimate the total time consumption on SDN-forensic
architecture in cybersecurity for switches and controllers on SDN-cyber forensic
architecture in a blockchain-based IoT environment.

e We observe the time consumption for switches and controllers with the increment
of the number of [oT devices and the amount of data.
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The rest of this chapter is organized as follows: Sect. 2 begins by laying out the
materials and methodology of the research, and Sect. 3 illustrates the significant
achievements of the proposed work, along with the results obtained. Finally, Sect. 4
concludes this chapter by outlining future directions.

2 Materials and Methods

The digital signature is the critical control in forensic SDN. The forensic network
uses a mathematical algorithm to provide authenticity of the data and protection
against forgery. Blockchain allows multiple signatures. Blockchain adds the most
value in the concept of consensus; transactions cannot be edited or deleted, which
significantly secures transactions and signature technologies. Hence, the security
issues related to the blockchain are essential in conditions for cybersecurity. In this
sense, security experts need to fully understand the scope and impact of security and
privacy challenges related to the blockchain before predicting potential harm from an
attack and checking if current technology can withstand constant hacking attempts.
There is a threat from hackers that they use many different ways to infiltrate a cyber-
forensic network, this could be a phishing attack in which hackers mimic a Wi-Fi
network or program and urge employees of an organization to log in and give them
their credentials. The hash key is utilized for integrity checking as it is the digital
signature. When considering SDN controller forensics architecture in cybersecu-
rity, it develops an algorithm to verify the user. Each user signature validates before
getting permission to the data logs, and then it becomes authentic and legitimate.
Blockchain is utilized in the control plane, and y has made significant contributions
to cybersecurity due to its immutability, traceability, decentralization, and trans-
parency. Encryption and verification are two of the essential parts of a cybersecurity
network, and blockchain offers both. In cyber-forensic architecture, the algorithm
is running in a blockchain network. Block 1, block 2, block 3, and block 4 are the
secondary evidence databases, and each block contains block_header, block_body,
hash, previous_block_hash, time_stamp, forensic_data_set, consensus_algorithm,
nonce, version, and evidence source. Once the evidence reaches from the IoT device,
its destination is signed. The signature is created using a private key and securely
stored by the signer. No matter about any kind of cyber-attack, we use a decentralized
database in the forensic network as the blockchain is decentralized by nature, which
means there is no single point of penetration for hackers to invade. Also, it mitigates
the risk that comes from any single node being compromised. The blockchain is
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Fig. 1 Digital signature works in SDN-forensic architecture in the blockchain-based IoT environ-
ment with secure access for the evidence database. The forensic user enters the digital signature on
an electronic document that is encrypted. After the verification process, the user obtains a block of
evidence for the blockchain network

also operating on a multi-signature authentication model, which avoids usernames
and passwords in favor of user authentication by confirming that they have access
to multiple devices. This is a more secure way to grant network access, ultimately
reducing the ease and frequency of breaches and better protecting forensic data

(Fig. 1).

3 Computation Time Estimation on SDN-Forensic
Architecture in Blockchain-IoT Environment

Blockchain technology is utilized in the cyber forensics environment to facilitate
modern digital cyber forensics. The Internet of Things is incorporated with digital
cyber forensics introducing complexity to cyberspace. Records generated by IoT
devices can assist with event reconstruction. The ubiquitous deployment of IoT
devices enhances connectivity and communication through the 6G network. Its
integrity and thus, its acceptability can only be achieved if the chain of custody
(CoC) is maintained as its blockchain within the broader context of the ongoing
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Fig. 2 Total computation time estimation for SDN-forensic architecture in the blockchain-IoT
environment. Step 1 to Step 5 is used to obtain the total time consumption on switches in data plane
as Section A. Step 6 to Step 13 is run in the data plane as Section B. Finally, combining Section
A and Section B, the total computational time of SDN-forensic architecture in the blockchain-IoT
environment can be estimated (Fig. 3 corresponds to Fig. 2)

digital investigation. Therefore, the blockchain acts as a controller of lacking data
and server compromise of service quality in the digital forensics’ environment with
cybersecurity 6G network.

Figure 2 demonstrates the total Time Computation Estimation for 6G SDN-

forensic architecture in the blockchain-IoT environment:

Step 1: there are n number of 10T devices that come from the device plane and
start the IoT device initialization at the data plane.

Step 2 identifying network traffic of each data packet allows traffic types of VoIP,
HTTP, and FTP.

Step 3 the endpoint of logical connection in the 6G SDN-forensic network that
is used for specialized services.

Step 4: priority scheduling engages with traffic processing; generally, the packet
priority is used only when the service requires consistent high performance, which
is extremely important.

Step 5: flow entries verification typically updates the switch with new flow entries
while receiving new packet patterns, whereas the switch can handle it locally.
Step 6: time consumption for packet identification, in the blockchain network,
which is done by the packet parser, dynamically monitors the packets which are
coming from the devices.

Step 7: OpenFlow controllers in manipulating flow tables allow for the control
of switching rules because OpenFlow is a control protocol that communicates
policies and traffic management information between switches and controllers.
Step 8: the creation of binary backups is essential to store binary images of forensic
evidence.

Step 9: a new block is added into the forensic network with a hash key.

Step 10: the feature analysis is used to extract packet features that arrived from the
data plane. All packet features are not extracted at this stage, except for specific
features.
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e Step 11: signature validation phase-in, authenticates the blockchain which is
running to complete the validation process.
Step 12: packet classification is always done after the feature extraction.
Step 13: controllers store evidence records to data logs with the hash keys for
secure access after the packet classification. Then time consumption on switches
(Ts), controllers (T¢), and the total time consumption on SDN-forensic archi-
tecture in the blockchain-based [oT environment (Trspy) are represented in
Fig. 2.

Figure 3 corresponds to Fig. 2 and is explained as follows. Equation (1) shows
the data plane with appropriate steps from Step 1 to Step 5 and Eq. (2) shows
the control plane with respective steps from Step 6 to Step 13 on SDN-forensic
architecture (Fig. 3). There are four separate layers in the SDN-forensic network,
including IoT device plane, data plane, control plane, and application plane. An
IoT gateway maintains the communication gap between the IoT device plane and
the data plane. We assume IoT devices offer local processing and storage solutions
when systematically connected with the data plane. Each block contains an OpenFlow
controller to support 6G SDN. The northbound interface is the connection between
the controller and the forensic network’s applications, and the southbound interface is
the connection between the controllers. Blockchain is set for transaction verification
where it has become an emerging technology with decentralized, transparent, and
immutable features. Clusters of computers manage and distribute a time-stamped
series of records of evidence in the 6G SDN-forensic network, which is used by
the blockchain network. Forensic users carry out every write operation, and these
operations are validated through consensus checks, where the entire network should
agree to make the changes. The software-defined network is protected from attacks
that provide automatic and programmable rules. The flexibility and resilience of the
forensic network can be improved by a distributed control plane. The OpenFlow
controllers take routing decisions allowed by OpenFlow switches, push forwarding
rules, and security rules on switches to control the network switches. This would
help manage traffic in the forensic network. The control plane automatically stores
evidence in a forensic database that can be modified according to forensic purposes
and can create binary backups. However, the primary evidence database is the main
database that stores binary images of evidence. We present Algorithm 1 for the time
estimation process and Eq. (3) for time calculation.

Time estimation is based on the IoT environment due to IoT generating vast
amounts of forensic data and delivers large amounts of data in real-time. Developing
a computation model on SDN is that separating the control plane from the data plane
and the network is centrally managed and programmable. Although the Network
Function Virtualization (NFV) is a function of 6G SDN, there are some limitations
not to use in the forensic deployment computation model. Because NFV environ-
ments are more dynamic and might require scaling up with additional features to
cope. We are also not supposed to develop the computation model on any SDN-
based architecture, and security issues come with routers and switches. Also, the
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Fig. 3 Switches and controllers’ behavior in SDN-forensic architecture in blockchain-IoT envi-
ronment. [oT devices send packets to the data plane, then start the operation with the IoT device
initialization. After traffic processing is completed, validate the port numbers. Packets reach the
switches after the priority scheduling, start flow entries verification process, then packets migrate
to the next available switch when the switch is overloaded. Step 1 to Step 5 are in the data plane.
After the process of the data plane, packets reach the control plane. Step 6 to Step 13 is explained
as follows. Once the packet identification is made, the controllers manipulate the flow tables. Next,
create binary backups to store binary images, feature extraction, which is completed by feature
analyzer, and validate the signature of the forensic user for authentication purposes. When packet
classification is completed, evidence records are stored in the blockchain with the hash key
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Fig. 4 Flowchart for switch and controller operations in the SDN-forensic architecture in
blockchain-based IoT environment

computation model we proposed is unique, and the steps of the forensic network
steps are not similar to any SDN/NFV architecture based on 6G (Fig. 4).

Algorithm 1: Computation time on data plane, and blockchain network plane of
the 6G SDN-forensic architecture in blockchain-based IoT environment.

Begin //start the process
Establish connection //sync data with data plan
Initialize IoT devices I, 2, 3,...n //n number of IoT devices
If (Status = True)
Verify 1oT Device
If (malicious traffic)
{
Allow 10T Device /allow access to the network
Else
0. Discard IoT Device //access denied

L}

e A ol e
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—
N

End if //end for IoT devices initialization phase
13. Process traffic //identify the legitimate and illegitimate traffics
14. If (traffic type = VoIP, FTP, HTTP)

15. {

16. Grant Access //legitimate network traffic types
17. Else

18. Deny Access //illegitimate network traffics

19. }

20.  End if //end for traffic identification phase

21. Validate port numbers /identify valid port numbers
22. If (Port number = True)

23. Verify port

24. If (valid port number)

25. ¢

26. Accept user /allow to access- Legitimate users
27. Else

28. Discard user //discard illegitimate users

29.}

30.  End if //end of port validation process

31. Schedule priority //packets prioritization

32. Verify flow entries //choose the maximum size of flow entries for the
switch

33. If (Flow entry =<e,,.)

34. Identify flow limit

35. If (maximum limit)

36. {

37. Accept data packets //switches allow data packets

38. Else

39. Migrate //when exceed the limit, migrate to nearly switch
40. }

41.  End if //end for switches process on SDN

42. Identify packets /monitor the packets status — regular/irregular

43. Manipulate flow tables //use methods for manipulating flow tables on
switches- add, update, and delete

44. Create binary backups //collect binary images of forensic evidence -
Primary source

45. Add block — Adding up new block into blockchain recursively

46. Analyze features //analyze packet features which arrive from data

plane
47. Validate signature //identify valid and invalid user authentication
48. For all evidence
49. If (valid signature)
50. {
51. Authenticate user //allow access for data logs
52. Else
53. Block user //deny user access
54.
55. Else
56. Block user //deny user access
57.}

58.  End if //end of the authentication process

59. Classify packets //packet classification rules

60. Store forensic records //save data in the forensic database with -
hashes

61. End for //end for controller process on SDN

62. End /ffinish the process on Software-Defined Networking
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Algorithm 1 describes the complete process of SDN-forensic architecture in the
blockchain-based IoT environment of the 6G network. If device status is true at
the initial stage, it is malicious traffic and allows access to the network otherwise,
discards the IoT device. Port numbers belong to VoIP, FTP, and HTTP. At the port
number validation phase, the users are accepted who have valid port numbers. Packet
prioritization is done using basic scheduling, First Come First Serve-Push Out (FCFS-
PO), or First Come First Serve-Push Out-Priority (FCFS-PO-P) scheduling. The
maximum size of flow entries is identified at the flow entry verification phase. Both
regular and irregular packets are identified using a packet parser, then manipulated
flow tables in the next stage. After creating binary backups, a new block is added
to the blockchain with a timestamp. Thereafter, the packet features are analyzed. At
the signature validation, the valid and invalid user access is identified. The packets
are classified according to packet features at the next stage and finally stored in the
evidence records after the modification.

3.1 Computation Time of Data Plane in Which IoT Devices
Work

Attacks targeting southbound API and data plane components are included in
the SDN-forensic network. We identify device attacks, protocol attacks, and slide
channel attacks. The most common attack in the forensic network is a device attack.
A vast number of devices reach the data plane. Therefore, a device attack is a major
threat to the 6G-based SDN-forensic network because it refers to all attacks. The
device attack targets software or hardware vulnerabilities of switches to compro-
mise the SDN data plan. In the simple term of cybersecurity, an attacker may target
forwarding devices’ software bugs or hardware features. OpenFlow allows direct
access to the infrastructure or redirection level of a cybersecurity forensic network
with software to allow manipulation and control of its operation. With OpenFlow,
provide control of all elements, including switches and other devices at the infras-
tructure level. There are some forwarding policies that are associated with the data
plane, and they are dependent upon the type of device. These devices can be either
collocated or dislocated. At the same time, both types of devices might reach the
forensic data plane. The collocated devices can be either physical or virtual, and
these devices use distributed control planes. The dislocated devices distribute across
multiple elements that are centrally controlled. OpenFlow enables the control plane
to define the required forwarding behavior of the data plane in a centralized manner.
The specified network control policies are reflected by traffic forwarding decisions
and are translated by controllers into actual packet-forwarding rules which are in
flow tables of OpenFlow switches.

In more specific terms, a flow table and an OpenFlow secure channel consist of
OpenFlow switches for external OpenFlow controllers. Flow entries are maintained
by forwarding tables, and each flow entry compromises match fields containing
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header values. The switch processes all incoming packets compared against flow
tables that match the entries with packets based on priority order which the controller
specifies. If a matching entry was found, increasing the flow counter and the proce-
dures associated with entering a specific flow entry are performed on an incoming
package that belongs to the flow counter. According to the Open flow specification,
there are several actions including forwarding a packet out on a specific port, drop-
ping the packet, removing, or updating packet headers. The SDN-forensic network
links the advantages including flexibility and innovation to network management.
There are some issues such as scalability and performances that mainly all forensic
network intelligence and control the logic to OpenFlow controllers, hence restricting
the OpenFlow task to dumb execution of redirect actions. DevoFlow, which is an
OpenFlow rule, claims to reduce switch interactions to the controller by introducing
new control mechanisms inside the switches. In this way, local control decisions
can be taken by switches while dealing with recurring events, without engaging
controllers whose primary tasks will be limited to maintaining centralized control
over a much smaller number of important events that require network-wide visibility.
The forensic network uses OpenFlow switches using additional state tables to reduce
reliance on remote controllers for applications involving local states such as MAC
learning processes and port knocking on firewalls.

The OpenFlow protocol is the core of the 6G-based SDN technology, SDN with
OpenFlow key promises flexibility and the forensic network’s rapid configuration.
It is important to note that the forensic network has a dynamic environment that
continually changes its evidence and decision-making process. Therefore, OpenFlow
protocol is the programmable protocol that is used by the forensic network as it sepa-
rates the programming of network devices from the underlying hardware and offers a
standardized way of delivering a centralized, programmable network that can quickly
adapt to changing network requirements. Therefore, the OpenFlow switch enables
data to communicate over the OpenFlow channel to an external controller. The packet
lookup and forwarding are performed following one or more flow tables and a group
table. The SDN-forensic architecture in the 6G network has functioned with three
essential elements that are flow tables installed on switches, a controller, and a propri-
etary OpenFlow protocol for the controller to talk securely with switches. Controllers
impose policies on flows through switches and paths designed by controllers on
OpenFlow switches to provide traffic management consistency. Enabling OpenFlow
on physical keys and migrating to an OpenFlow key is something that most clients
are working toward. We assume that the 100 GB switch supports OpenFlow 1.3,
which OpenFlow switches in the 6G-based SDN-forensic networking environment.
The packet-forwarding plane is disaggregated from the control plane, and switching
decisions are made by the forwarding plane. OpenFlow aims to enable an open-
source network architecture. There are some benefits due to the decoupling of the
data plane from the control plane, including improvement of traffic management
capabilities.
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(1) Time for Initializing IoT Devices (tp).

IoT device initialization is the process of identifying devices on the software-defined
network. The Internet of Things (IoT) is becoming an increasingly attractive target
for cybercriminals. Furthermore, IoT devices are not high-power devices that have
minimal embedded security solutions. Therefore, IoT devices gain access to the
forensic network after providing identities appropriately and accurately. These device
identifiers are closely related to its features, either hardware or software. However,
the IoT plane does not reside in the middle of the SDN-forensic architecture of the
6G network as it is the initial point of the network that the entire forensic network
depends on the IoT device plane. IoT devices work individually and independently in
the forensic network. Many illegitimate device attempts are neglected by themselves.
Alongside, 0T devices fail to handle vast amounts of attacks at the same time due
to a lack of computing capabilities to handle these attacks. IoT devices use network
scanning for particular attacks because certain [oT ports open all the time. Each IoT
device in the forensic network can consist of a sensor, actuator, and communication
infrastructure.

As we mentioned before, some more devices are identified by using explicit iden-
tities, including IP address, MAC address, and other network identities. In the SDN-
forensic network, IoT devices are classified as resource-constrained devices that have
the processing power, communication capability, memory, and energy when there
are some complex cryptography algorithms used for the security of device identity.
We identify two phases in IoT device initialization. IoT devices that are connected
to the forensic network are first authenticated. These IoT devices use a lightweight
authentication protocol, as the IoT devices are resource-constrained. The sharp rise
in the use of Internet of Things (I0T) devices has imposed new challenges in device
identification due to a variety of devices, protocols, and control interfaces. Also, all
devices are heterogeneous with different operating systems and connectivity capa-
bilities. In the second phase, the forensic network determines that service requests
from authenticated IoT devices are authorized.

Connectivity, interoperability, and dynamic composability to facilitate commu-
nication, data flow, device management, system customization, and service person-
alization are offered by the IoT device platform. Also, it integrates with all other
layers; data plane, control plane, and application plane to streamline infrastructure
management and support security at multiple points across the IoT stack. Then data
packets are forwarded to the switches, and the algorithm is executed in a loop until all
n number of IoT devices are identified. An increase of malware-loaded IoT devices is
a threat for the Software-Defined Network and filters malicious traffic by IoT device
initializing.

(2) Time for Traffic Processing (typ).

In the traffic processing stage, forensic data is moving across the network. The
important component for network traffic measurement, control, and simulation is
network traffic. Certain flow rules are used by switches that are present on the data
plane that are generated based on the type of traffic, protocol, and port numbers.
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Traffic is classified with a more advanced monitoring approach following flow’s
importance. Traffic types can be identified as VoIP, FTP, and HTTP in the forensic
architecture and generated on switches in the data plane. The IoT devices are allowed
only with these traffic types and unnecessary illegitimate network traffic is ignored.
Network traffic processing is one part of security analysis and it is a critical element
in the 6G forensic network as it detects network threats earlier. More advanced
monitoring approaches try to classify traffic according to the flow’s importance.
Then it takes time for this process. There is specific maximum traffic for each traffic
type and when exceeds the size of relevant traffic, which is suspected.

(3) Time for Port Number Validation (tpy).

Network ports are standardized connected devices, and each port is assigned a
number. Most ports are reserved for certain protocols, and messages go to the relevant
port. A port number is always associated with an IP address of a host, and the type
of transport protocol used for communication and specific port numbers are reserved
to identify specific services. The ports are closed when required transactions are
completed. This provides another layer of security by not leaving these ports open
for attack. The flow rules are majorly defined from the port numbers for each traffic.
There are different Internet-based apps such as email, web browser, and cloud storage
drivers connected with the forensic network. Each of these applications has one or
more port numbers. The forensic network allows VoIP, HTTP, and FTP, respective
port numbers are 5060, 80, and 21 and they are unique identifiers over a forensic
network by specifying both the host and the service. Generally, a port number is
associated with an IP address of a network host and the type of transport protocol
used for communication in the forensic network.

Port numbers provide firewall security by stipulating the destination of forensic
information on the network. We assume that IoT devices within both the internet and
the internet access the forensic network through IoT device users’ web servers via
6G, by the way, a firewall can be set for network security purposes and then prohibit
other packets destined to port 5060,80, and 21 from passing through switches. In the
port number validation, reserved specific port numbers to identify specific services.
Then an arriving forensic data packet can be easily forwarded to a running appli-
cation. We suppose that the algorithm runs for each traffic type, then discards the
illegitimate users. In simple terms, if any software requires communication with a
forensic network system, it will expose a port for the particular software. Allowed
port numbers are already identified in the forensic network system, and they are
well-known port numbers. Running an algorithm of port number validation for each
traffic takes time to proceed and cannot be ignored.

(4) Time for Priority Scheduling with Multiple Switches (tpg).

We assume that there is at least one flow table in an OpenFlow switch. The first
flow table matches the incoming packets. The next step is done following the current
stage and forms the basic structure. The next scheduling method is FCFS-PO. If
the buffer is full when a packet reaches the buffer, it is put at the tail of the queue
while the packet at the head is pushed out. Then all the packets move forward in
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one position. The number of waiting packets decided the position of a packet in the
buffer. The last scheduling method is FCFS-PO-P and the process of both arrival
and incoming packets are the same as the previous scheduling method. The newly
incoming packet has the highest priority, and it will be put in the front position to get
service first. Packet prioritization depends on an algorithm that shows log end-to-end
data transmission delay, high energy consumption, and deprivation of high priority
real-time data packets. Improper allocation of data packets to the queue is the result
of this process. The algorithm is static for every priority scheduling method that does
not matter on the forensic network’s changing requirements.

In simple terms, the purpose of packet scheduling is to select which packet to be
dropped or serviced. Therefore, forensic users ensure that the forensic data packet is
delivered based on priority and fairness with minimum latency. Also, it ensures the
Quality of Service (QoS) of forensic data which in turn increases the transmission
rate. There are several network parameters in the 6G-based SDN-forensic network
such as bandwidth, packet arrival rate, packet deadline, and packet size. The data
packet servicing and dropping are based on these parameters. Therefore, packet
scheduling time is based on these parameters. However, time needs to be considered
based on which schedule is selected. Therefore, priority scheduling is a long process,
together with these three scheduling types.

(5) Time for Flow Entries Verification (tg,).

Flexible routing control is enabled by transferring packets according to the flow inputs
on the switch. There are a specific number of flow entries for every switch; meanwhile,
the verifier chooses the switch’s maximum size of flow entries. When packets arrive
at a switch during network operation, the arrival packet flow is compared to the flow
entries in the flow table. If no match is found, the switch will contact the controller to
update the flow table with entries that allow the packet to reach its destination. In the
forensic network, medium access control source and destination address, ethernet
type, Internet protocol source—destination address are packet meta information, and
matching fields are used to match this information. In the flow entry verification, flow
entry installation is the critical role, and time for flow entry verification is considered
based on every task relative flow entry verification. Then there are two modes of
flow entries installation as reactive and proactive mode. In case, the occurrences of
failure or change of flow table rules, the flow table is to be updated. Then old flow
entries need to be deleted, and new flow entries need to be installed. Apart from that,
the flow entry update operation is complicated and takes a long delay due to the flow
table reaching its highest capacity. Initially, the primary flow table stores flow entries
with timeout calculated by the controller using flow entry knowledge. The secure
cyber-forensic SDN environment is maintained through flow entry verification in a
forensic 6G SDN. We assume that the running time of flow entries can vary. The flow
table is relatively small when compared with the number of required flow rules. There
are some performance and security issues in the flow tables, and majorly attackers
may overwhelm the flow table with multiple Denial of Service (DoS) attacks. Also,
legitimate flow entries will be refused by manipulating the controller.
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Time consumption on switches of SDN is given by

Ts = n(t;p + trp + tpy + tps + tr.) (D

3.2 Computation Time of Blockchain Network Layer Which
SDN Controllers Work

The SDN-forensic architecture does not specify the SDN controller’s internal imple-
mentation, and it is the strategic control point in the 6G SDN-forensic network. The
most fundamental building entity in the 6G-based SDN-forensic architecture, the
control plane contains distributed software controllers which handle the communi-
cation through forensic network devices and application via open interfaces. SDN
controllers play a significant role in the forensic network as clients of the blockchain,
demonstrating excellent network scalability. Once SDN controllers install the flow
in switches, associating network states are recorded. SDN controllers manage flow
control to switches via southbound APIs and the application plane via northbound
APIs. The SDN controller receives instructions and requirements from the SDN
application layers as it is the logical entity of the SDN-forensic network and relays
them to the networking components. The controller extracts forensic information
once received from hardware devices and communication back to the SDN appli-
cation plane, which contains virtual services including statistics and events. In the
specific term, application layer requirements are translated by SDN controllers which
underline data plane elements and provide necessary forensic information up to
SDN applications. The network control logic is supported, and the application layer
abstracted view is provided by the SDN control layer, which is referred to as the
Network Operating System (NOS). Apart from that, it contains enough information
to specify policies while hiding the implementation details of the forensic network
architecture. The forensic network’s infrastructure layer is associated with IoT
devices with basic network functionality for handling and forwarding data packets
based on decisions given by the SDN controller.

Blockchain technology solves the problems of consensus and synchronization of
multiple distributed SDN controllers in the SDN-forensic network. Each controller
gathers OpenFlow commands, and forensic messages are digitally signed with an
authentication code to ensure integrity and authentication. Later, it issues a consensus
to the third-party blockchain system. The access of validated and unvalidated blocks
is verified by controllers and forwarded to blocks to the remaining controllers. There
is a heavy workload in the forensic network, as many actions will be carried out at the
same time. Therefore, forensic SDN controllers help to simplify network manage-
ment and reduce the workload of configuration. However, controllers must make sure
the information it receives is trustworthy. The SDN controller uses OpenFlow proto-
cols to communicate with switches. The main purpose of the controller is for path
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calculation. Further individual users are submitting the messages, and controllers are
identifying the packets at the initial stage. The message is formed as packet = <
sourcelP, destinationlP, sourcePort, destinationPort, protocol > in the absence of an
existing flow rule. Controllers are responsible for managing the resources with fine-
grained access by encrypting each resource with a set of related attributes. The data
packets will reach the controller through switches and gateway. For each forensic data
stored in the forensic database server, the SDN controller creates a block, distributes
it over the blockchain network, and supports evidence collection. SDN implemen-
tations allow users to access network resources, deploy new rules, and manipulate
network behavior by interacting with a control plane. There may be some abnormal
behavior flowing between blockchain nodes and controllers. Then, it immediately
blocks the attacking node, such as IoT devices with malicious traffic.

The SDN controller efficiently works and controls both physical and virtual
switching in forensic architecture, as well as provides comprehensive network
monitoring. However, the control plane is logically centralized and implemented
as a physically distributed system. There are two types of controllers that can be
used in software-defined networking, such as centralized and distributed. When
distributed controllers are compared to centralized controllers, there are some advan-
tages of centralized controllers such as scalability and high performance during
the increment of demand requests. As the key component of a software-defined
network is the control plane, it ensures smooth management and operation of
the entire forensic network. The SDN single centralized controller offers network
resilience and availability; however, it is likely to cause single-point failure. There-
fore, distributed controllers are recommended for the forensic network rather than
ensuring network resilience and availability. We consider that control logic solves the
specific networking issues and adjusts the network policy’s particular network policy
and provides a facility to change the configuration on the SDN-forensic network.
Multiple controllers are enabled in the forensic system’s blockchain control network
to communicate with each other and exchange forensic data over the network, and
it is the distributed control configuration. Despite numerous attempts to standardize
SDN protocols, there has not yet been any East—West API standard that remains
every controller vendor’s property. Additional protocols are not required at the data-
store level of the SDN-forensic network; however, communication happens there.
Therefore, the standardized communication interface provides more comprehensive
interoperability between controllers in the SDN-forensic network. Simple high-level
policies are allowed by the SDN-forensic network to modify the forensic network as
the device level dependency is eliminated to some extent. The controller is designed as
asingle software console as it facilitates viewing the entire forensic network globally.
The forensic SDN controllers introduce new functionality or programs. Nevertheless,
it just places them in the centralized controller. There are various controllers with
their pros and cons. In the 6G-based SDN-forensic network, we develop a model
based on distributed controllers as it brings fruitful results for the forensic require-
ments. On the other hand, the control plane contains the server as it is the distributed
SDN, and it performs the controller’s task.
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Logical functionalities are implemented on controllers as it is the brain of the SDN-
forensic network architecture. Forensic SDN controllers perform various tasks that
are really based on forensic investigation. They build flow entries inside the routing
devices and keep track of forensic data packets. The flow table is similar to the routing
table as flow entries are stored in the SDN controller flow tables. Matching rules,
action, and counter are three portions of the flow table. Matching rules include the set
of various fields of header portions such as source IP and destination IP. Then, action
compromises of operations that perform on the packet processing include packet
forwarding to its destination port, packet dropping, and more. Each packet’s default
action is forward to the controller as the switch does not contain the entry for the
relevant flow. Therefore, packets are passed toward the controller. Then controllers
begin the packet processing task once it is done and send them back to the switches
along with the flow entries. The forensic information which is passed through the
network can be grouped based on flow, table, port basis. The controller decided to
flow rules in the switch forwarding table. As previously mentioned OpenFlow is the
most widely deployed southbound standard from the open-source community. The
event-based messages are generated by the OpenFlow controller when it is needed.

(1) Time for Packet Identification (tpp).

The controller’s first step is packet identification, which dynamically monitors the
packets from devices by packet parser as the forensic data is transmitted along with
the network as packets. At the same time, several packets reach the control plane,
and controllers will look at the destination address in the header and compare it
to their lookup table to find out where to send the packet. There are two phases in
jacket identification: identifying fragmented packets and identifying when the sender
transmits individual packets. The Control plane combines the identification with the
source address to identify a packet uniquely and uses these unique identifiers to
reassemble data from packets. However, the IP ID value is specific to each packet,
not specific for the entire forensic network. Although data packets get fragmented
for packet identification, the IP ID number is the same for all. It is easy to identify
switching loops in the forensic network due to the same IP IDs’ in the same packet
capture.

Fragmentations travel to their destination and where they are reassembled. The
packet identification is a 16-bit value used to identify all fragments of a data packet,
allowing the destination host to perform packet reassembly. However, In the packet
transmission, some packets were dropped, and the IP packet identification numbers
facilitated the identification of which packet was dropped. Each packet contains
the same attributes: header, payload, and trailer. The packet includes Flow_Mod,
Packet_In, Stats_Reply, and other necessary packet features, and we assume that
many packets with various sizes are exchanged in the SDN-cyber-forensic network,
and the running time varies depending on the packet length.

(2) Time for Manipulating Flow Tables of the Switch (ty).

It is essential to manipulate the flow table at the SDN switch effectively. Flow infor-
mation is stored and managed by the flow entry unit in the flow table. OpenFlow
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switches have flow tables and packet-forwarding information that they obtain from a
controller, and the controller in software-defined networking manipulates these flow
tables. There are two types of flow tables that are used in switches as hash-based
flow tables and wildcard-based flow tables. The hash-based flow table requires a
large memory capacity while the wildcard-based flow table utilizes wildcards to
store large amounts of flow information in small memory. Although the flow entry
search speed is fast in hash-based flow, entry searching speed is slow in wildcard-
based flow tables. Therefore, each type of flow table has its own processing time
and processing speed to manipulate in its own way. The controller is responsible for
maintaining the cybersecurity forensic network state in real time. Typically, a flow
table is populated with rules or policies ex: quality of service (QoS), access control
lists (ACLs), and IP route tables for fast-forwarding. We can identify the two various
occurrences where this operation is done. The first one is reactive as the controller
receives a packet from the switch, and the second one is proactive according to the
implementation of the OpenFlow controller. Manipulating flow tables is compulsory
because it writes legitimate flow entries.

(3) Time for Creating Binary Backups (tcp).

Original data considered as binary backups, therefore, are not used in the analysis
phase, whereas secondary data is used. In the software-defined forensic network,
binary backups create guesswork and complication in the process. The binary images
are used due to the reason that they are the replica of the original data. SDN-forensic
network consults the backup controller only when there is a suspicious attack on
its primary controller. There is a possibility of missing important data in standard
backups, and hence binary backups are used to avoid this issue. Backup data stores
ensure that each master controller has a view of the whole network. These data stores
can save the forensic network state during the failure time. The backup controllers
guarantee the resilience of the control plane with minimum cost. Software-defined
backups automate backup and restore while enabling the ability to perform restore
independently and on-demand. We consider the software-defined backup environ-
ment as it requires individual deployment, configuration, monitoring, and provi-
sioning. We assume that the time is different for each backup due to the size of
the original data file. It takes a very long time for and restoring backups for a large
database and that could make forensic backups useless.

There is a possibility that the backup path may fail before the primary path due to
dynamic network updates. Therefore, when the link fails, the proactively configured
route will not be available to route packets on the alternate path. Furthermore, the
binary backups may fail earlier than the binary images. As a result of this, the perfor-
mance is affected, because the incoming data packets are matched with the flow
rules, because of the redundancy of backup flow entries. Apart from that, the Backup
algorithm is running and uses fewer processing cycles on dedicated controllers, and
more parallel backups can be taken, more often. Creating binary backups is not a
simple task. Some steps need to be followed to complete the creating binary backups:
configure forensic data file, configure sender processes, configure authentication,
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and create backups. As we see, the whole process of creating binary backups is more
complicated.

(4) Time for Adding Block (t,p).

All nodes in the forensic blockchain network are involved in the verification of
freshly mined blocks. In simple terms, block time is a measure of the time it takes
to produce a new blockchain network block. Similarly, new forensic data needs to
be added into the 6G-based SDN-forensic blockchain for the investigation decision
process as new forensic information is found in a timely manner. It’s basically the
amount of time it takes a blockchain miner to find a hash solution, which is a random
string of characters associated with a block. However, the exact time to mine the
next block is unknown. The actual amount of time it takes to create the block varies
depending on the difficulty of hashing. Thus, block time is the average time it takes
a miner to solve a math puzzle and build a blockchain block. Therefore, a newly
mined block is added to the forensic blockchain based on a consensus algorithm,
and it becomes publicly available for anyone to view. The new transaction means a
new block that contains transactions and miners validate new transactions. The last
block is mined every 10 min, thus adding these transactions to the blockchain. Then
transactions become part of a block. Thereby new blocks allow the new owners, and
the blocks are considered as confirmed.

Any new transaction added to the blockchain will change the state of the ledger.
New transactions are constantly processed by the miners in new blocks added to
the end of the chain. However, each block contains its current time. We identify
seven steps for adding new blocks into the blockchain as transaction data, chaining
the blocks, creating hash signatures, and deciding whether a person can sign the
block once the signature is qualified, making the blockchain immutable, governing
blockchain, and determining rules. The time is considered based on all the steps. In
simple terms, whenever any new block is added to the blockchain, numerous nodes
within the same blockchain implementation are required to execute algorithms to
evaluate, verify, and process the blockchain block’s history. It’s common for any
blockchain network to include SDN-forensic blockchain. If most of the nodes authen-
ticate the blockchain record and signature, the new block of blockchain transactions
will be accepted into the ledger, and the new block containing the data is added to the
blockchain. Each blockchain block consists of certain forensic data in the forensic
network, the block hash, and the hash from the previous block.

From a cybersecurity perspective, there is an additional level of assurance that
the forensic data block is authentic and has not been tampered with. Then, the time
for adding blocks increases with the number of IoT devices. The validity of the
blocks plays a major role in the cybersecurity forensic network. All the forensic
network nodes will check the mined block and add them to the blockchain if it
follows the rules stated by the consensus mechanism. The SDN-forensic network
simply rejects an invalid block. During the normal operation of the SDN-forensic
network, authorized users pay attention to the data logs and periodically check the
forensic data blocks’ status to ensure the performance of the blockchain network. A
blockchain-based log system confirms the forensic network’s security as it avoids log
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tampering by sealing the forensic logs cryptographically. Thus, adding the data logs
to a hierarchical ledger, hence, provides an immutable platform for data log storage.

(5) Time for Feature Analyzing (tg4).

Forensic data packets are used in forensic investigations after being captured, stored,
and processed efficiently and provide admissible evidence against a suspect in a court
case. In the SDN-forensic network, packet analysis is a primary traceback technique.
It provides sufficiently detailed packet details and playback even the entire network
traffic for a particular point in time. The purposes of feature analysis in the forensic
network are finding traces of nefarious online behavior, unauthorized user access,
data breaches, malware infection, intrusion attempts, reconstructing forensic data
files, etc. Network devices communicate using protocols. These protocols estab-
lish connections, and format rules and conventions for data transfer in the forensic
network. Packet analyzers do packet feature analysis. These software tools intercept
and log network traffic over a digital network or part of a network through packet
capture. The utilization of packet feature analysis to its full potential relies on full
packet capture,

We identify the message features such as source_port_number, source_IP, desti-
nation_port_number, destination_IP, header_length, protocol, time_to_live, and
service_type. Each packet feature is analyzed with proper evidence, and the feature
analysis of messages is performed by running the algorithm providing the final output.
In practice, time consumption may not be performed by an individual feature, where
all features need to get the total duration of feature extraction.

Features are extracted by a feature analyzer and therefore, no difference between
feature extraction and feature analyzing. A feature extraction algorithm does feature
analysis. We identify two stages of feature extraction as primary feature extraction
and secondary feature extraction. In the primary stage, the subset of features is
extracted from the dataset having the highest percentage of the target population.
Features that can differentiate the target and nested classes are added to the subset of
features in the secondary stage. Similarly, feature extraction is an essential component
in the forensic network’s anomaly detection, summarizing network behavior from a
packet stream. Forensic data gathering in high-speed links is a complex process, and
therefore existing techniques analyze a small number of packet features and limit
their effectiveness. More forensic information is available once the feature extraction
is done at the packet level. Besides, a single packet does not offer much information
at the packet payload.

(6) Time for Signature Validation (tgy).

The algorithm is running for signature validation and for the computation of network
paths and slices. The algorithm runs linearly making all steps to submit at each entry.
If user input matches with the system, the signature becomes valid and allows the user.
The logger needs to have a keypair as the private key is used to encrypt the forensic
data, and the public key is used for decryption. There are several steps in the signature
validation phase, such as creating digital signatures, signing forensic messages with
private keys, and verifying the forensic message with a public key. These steps took
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a considerable amount of time to proceed. At this stage, the cryptographic value
of the signature is checked using signature verification data. Signature validity is
determined by validating the authenticity of the signature’s digital ID certificate
status and document integrity.

Authenticity verification confirms that the signer’s certificate or its original certifi-
cates are in the validator’s trusted identities list. Thus, it confirms the signing docu-
ment’s validity based on the user’s Acrobat and Reader configuration. The document
integrity check confirms whether the signed content has changed after it was signed.
If the content changes, a document integrity check confirms whether the content has
changed in the way the signer allows. There is a signature panel that displays infor-
mation about each digital signature in the forensic document. Each digital signature
contains an icon to identify the verification status. Verification details are listed in
each signature and can be viewed by expanding the signature. The signature panel
provides information about the signed time and the signer’s details. Similarly, a
digital signature verifies the integrity of a forensic data file, and it is non-repudiation.
The reason is to use the digital signature in the 6G-based SDN-forensic network as it
can well adapt to its characteristics in the blockchain system. It will be more secure,
applicable, and has the potential to increase value.

(7) Time for Packet Classification (tpc).

Packet classification is the process of categorizing packets into flows. In the SDN-
forensic network, all packets go to the same destination equally. Packets are clas-
sified based on their headers, and they are classified into flows that are searched
in flow tables. However, providing premium services to different users based on
their quality requirements has become an issue that requires more requirements. All
packets belonging to the same flow obey predefined rules and are similarly processed
by the switch. For this, routers should be capable of distinguishing and isolating traffic
belonging to different flows. This ability to determine packet flow is called packet
classification. The forensic network uses an algorithmic solution for packet classifi-
cation as it provides a deterministic performance, support for dynamic updates, and
added flexibility for the forensic network as it takes advantage of the availability of
cheap.

The forensic network’s key task is to run an algorithm for packet classification
and handle large databases of classification rules. The primary task of routers is to
forward packets from the input links to the appropriate output links. As packet clas-
sification arose out of the router’s need to classify traffic into various streams, the
longest-running prefix matching techniques used in routing lookup tables formed
the origin of packet classification techniques. The packet classification searches in a
rules table for the highest priority rule or set of rules that match the packet. Packet
classification is necessary to facilitate packet filtering for security reasons - firewall,
packet delivery within specified delay limits (QoS), enabling premium services,
policy-based routing, traffic and policing rate limitation, traffic shaping, and billing.
Also, packet classification supports high network throughput in the forensic network.
Packets are discriminated against, and many differentiated functionalities are enabled
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by packet classification. There are five tuples from packet headers used for classifica-
tion: the protocol, destination and source ports, and source and destination addresses.
There are two main metrics for packet classification that are speed in-memory access
and memory. Packets are classified by source, destination ports, address, and protocol
type.

Usually, packet classification is applied in the forwarding plane; however, we
assume this process is applied in the controller plane due to its complexity, and
blockchain is running on the controller network. At this stage, the context of the
packets is identified, and important actions are performed. Some actions identified
at this phase are dropping unauthorized packets, scoping, scheduling, prioritizing,
and encrypting secure packets. We identify packet classification attributes such
as user-identity, devise_source_IP, destination_IP, time, location, and action. The
controller enables the communication of user authentication. However, the device
which produces fake identity misleads the network resulting in the high-level packet
feature complexity. Changes in packet attributes can cause a significant amount of
time consumption.

(8) Time for Storing Records (tg).

Record storing and report generating are an essential part of the forensic software-
defined network. All forensic records should be considered the evidence and should
be fully accountable in the chain of custody. Likewise, documenting samples is
vital, from the first point of entry into the investigation. Once the investigation agent
uses the forensic data for his decision-making process, then transfer the updated
forensic information and generate a report at this stage. Once forensic users do
the modification for investigation purposes, the evidence is sent to either database
or generated reports. In this stage, some objectives need to be achieved: ensure
confidentiality and integrity of forensic evidence during its modification and storage
time, ensure the evidence is collected from a secure system, and compute a non-
repudiated proof of the existence of the forensic evidence.

Each record takes a specific time period for its own processing. The logger gener-
ates evidence log events and at the time, newly updated evidence materials with
forensic results being inserted into the data log. The final output of the 6G-based
SDN-forensic network is producing forensic reports, and we consider them as data
or evidence logs. The time complexity of report generation is high when volumes
of data increase with more complex requests. The total computation time on the
controllers during the forensic cycle is given by:

Te = n(tpp + tur + tcp + tap + tra + tsv + tpc + tr) )

We estimate the computational time of controllers and switches considered to be
the best method to adopt in this investigation. Equations (1) and (2) are obtained
at processing times, where the total time consumption on the switch is Ty, and
the total time consumption of controllers is T¢. Therefore, the total computation
time on SDN-forensics architecture in a cybersecurity blockchain 6G-based IoT
environment, T pspy = CT's + CT ¢, is given by.
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Trspy = n (t;p + trp + tpy + Ips + tre)+

3)
n(tpp + tyr + tap + tcp + tra + tsy + tpc + tg)

4 Simulation Results

4.1 Simulation Setup

A detailed comparative study is presented on the following metrics: computation time
on the data plane, computation time on the control plane associated with blockchain,
and total time consumption in the forensic network. These parameters are significant
for validating the achievements of the SDN-forensics in the cybersecurity blockchain-
based [oT environment.

All parameter values used in our time estimation (for both simulation and the anal-
ysis) are listed in Table 1. Since our results are based on [oT device parameters, they
are expected to estimate the real computational time on SDN-forensic architecture in a
cybersecurity blockchain-based IoT environment. In our simulation, we consider the
SDN-forensic network with n = 500 number of IoT devices. Consider our developed
model as the square {(0,110), (100,115), (200,117), (300,118), (400,119), (450,120)}
as in [6]. We generate 500 random setups. Initially, OpenFlow switches are randomly
placed to provide consistency in traffic management and engineering, by making the
control function independent of the hardware it’s intended to control. The FS.COM
switch product line consists of 100GbE switch (100G L2/L3 Switch Loaded with
ICOS, 48*25GbE ports 4 6*100GbE ports) and supports OpenFlow 1.3, which can
be used as OpenFlow switches in the open networking environment. We generate 500
random setups, each with the following simulation setting. Therefore, each simula-
tion data point is obtained by averaging over 500 random setups. We assume that
the total number of nodes in the entire network n is 500, and each node reports data
once every millisecond.

The results and analysis in this study are performed using MATLAB (MathWorks
Inc., Natick, MA, USA) R20202b on a computer with macOS High Catalina with
Processor 2 GHz Quad-Core Intel Core i5 and RAM (Random Access Memory)
16 GB 3733 MHz LPDDR4X.

We assume that ¢, is not a constant value because each device has its own capabil-
ities. There are four major categories of capabilities including transducer capabilities,
data capabilities, interface capabilities, and supporting capabilities. Transducer capa-
bilities include sensing, actuating, and data capabilities include data processing, data
storing, application capabilities include application interface, human user interface,
network interface, supporting capabilities, device management, cybersecurity capa-
bilities, privacy capabilities. However, the initial stage of the SDN-forensic network
is the device initialization. Therefore, total time consumption corresponds to IoT
devices. The time consumption on switches is based on the IoT device initialization
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Table 1 Simulation Symbol | Description Value
parameter values
Ts Total time consumption of switches | —
tip Time for IoT device initialization 0.02 ms [2]
tTp Time for traffic processing 4 ms [6]
tpN Time for port number validation 2 ms
tps Time for packet priority scheduling |3 ms [7]
tre Time for flow entries verification 0.5 ms [8]
T. Total time consumption of controllers | —
tpp Time for packet identification 0.135 ms [9]
tMF Time for manipulating flow tables 0.4 ms [10]
tce Time for creating backups I ms[11]
tAB Time for adding up block 2.85 ms
tsy Time for signature validation 100 ms [12]
tpc Time for packet classification 0.0004 ms [1]
tR Time for storing records 0.02 ms

and traffic processing because IoT devices contain unique identifiers that provide fast
access to the network. However, artificial intelligence and machine learning of IoT
devices are making the process easier and more dynamic. A firewall is configured
not to allow devices with unwanted traffic except T'y, Tf, and T, and time for traffic
processing increases in the natural order to the number of IoT devices. In the switches,
the t7p, tpy, and £p, have a mutual connection. Therefore, the time consumption of
port number validation and flow entry verification is high in accordance with IoT
device initialization.

We consider the time consumption of packet identification is usually high due
to the variation of packet size. Every packet needs to be monitored to filter the
malicious traffic at the beginning. While processing a packet, switches may check for
bit-level errors in the packet that occurred during transmission and determine where
the packet’s next destination is. When the packet identification time is high, the time
consumption of packet processing is high. Thus, we identify the packet processing
delay as a constant delay that faces the source and destination. The turnaround time
of flow table manipulation is related to the speed at which the controller handles
packet in, we assume it takes a considerable amount of time to proceed. In order, ¢,
t4p>tra, Lsy, tpc, and tp increases in accordance with £pp. Further analysis of Fig. 5
shows that regardless of the number of IoT devices, the total time consumption on
the SDN-forensic network of 6G environment is high when the time consumption of
controllers increases in the natural order to time consumption of switches. Therefore,
it is interesting to note that CTs < CT ¢ and T pgpy are high (Table 2).

For our simulation, we consider the increase in the number of IoT devices.
Note that we should examine controllers because the amount of data transmitted
to controllers increases and then, it is a challenge in the IoT environment. The
time consumption on switches slowly increases, and therefore, we do not consider
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Table 2 Time consumption Number of Switches Controllers Total
mnms ToT devices (ms) (ms) (ms)
1 7.7 102 109
50 395.8 5180 5576
100 786.4 10,264 11,051
150 1206.7 15,347 16,554
200 1654.0 20,430 22,084
250 2211.9 25,518 27,729
300 2697.2 30,602 33,299
350 3162.6 35,715 38,878
400 3754.3 40,805 44,559
450 4287.6 45,902 50,189

switches. As in our simulation, the time consumption increment of controllers is
high. As a result of this, expanding the network then impacts the latency. Network
latency is referred to as block time, and this is the most crucial factor affecting the
overall performance of the 6G-based SDN-forensic network. Latency is a big issue
in the real world. The reason is latency drives the responsiveness of the network.
Therefore, in the forensic network, latency becomes a particular problem.

Network latency, scalability, bandwidth, and throughput are all interrelated
components of the SDN-forensic network. However, they all measure different
things. There are many IoT devices that need to reach a consensus for a transac-
tion to be verified. The forensic network does not allow any number of data packets
at the same time. It has a maximum amount of data that can pass through the
network in the given time. It is the way bandwidth integrates with the 6G-based
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SDN-forensic network. Thus, there is an average amount of data that passes through
over the network, and it’s the throughput of the forensic network. According to our
results, throughput is not equivalent to bandwidth, because latency affects it. Each
node requires access to the entire forensic blockchain. Therefore, it takes a long
time for a data packet to be sent to the forensic network’s destination. Therefore, it
has a high latency network connection. In the data packet transmission, time is the
major constraint that causes latency. When data packets get delayed traveling to their
destination, the entire network process gets delayed. Latency and scalability are the
primary aspects of the SDN-forensic architecture of the 6G network. Network latency
impacts the forensic network’s scalability, and therefore, controllers are unable to
grab many packets. Thus, poor scalability can result in poor network performance.

This latency is a specifically sensitive issue. However, the forensic network will
lead to poor quality, if not handled properly. Network latency heavily influences the
SDN-forensic network. Also, controllers find it hard to tolerate several IoT devices
and amounts of data. Therefore, forensic network processing time is increased. In
simple terms, in the SDN-forensic-based processing delay impacts the entire network
progress. Less scalability of the forensic network is not capable of performing grace-
fully, as the offered traffic decreases. The poor scalable forensic network repeatedly
engages in a wasteful activity, and therefore, it cannot fully take advantage due to
latency and scalability issues. In consequence, it can have a huge impact on final
throughput.

Providing access to the entire blockchain network to hundreds of nodes also
increases the computation time. We cannot ignore computation time as it has an
insignificant high-level time consumption. However, in the 6G SDN-forensic network
computation time is quite large, especially where controllers are performing complex
encryption algorithms. In the controller’s process, data packets are examined for their
security which can cause substantial delays in some other steps in the controllers’
process. Another point of view, although the switches process has less time consump-
tion than controllers, we cannot decide that the switches process does not have a delay.
OpenFlow switches in the forensic network perform network address translation, and
there are higher than average processing delays due to switches examining and modi-
fying both incoming and outgoing packets. The forensic network’s scalability issue
will be the major drawback of the SDN-forensic network as the scalability has a
growing demand, which is crucial to the long-term success of the forensic network.

We can apply the observation of this analysis in a real-world scenario. The IoT
applications such as vehicular ad-hoc networks and SDN-based 6G network models,
where the computation time estimation is essential. These systems require reliable
data transmission. Therefore, computation time estimation is a crucial part of these
systems, ensuring the time complexity to improve the throughput. Finally, the topic
of interest may benefit the vital topic of SDN-based IoT as well as blockchain.
Integrating a blockchain with fog computing and IoT to store and compute data at
the edge hubs, associated with the off-chain system, may answer scalability issues.

To a certain extent, sharding is a prominent solution [13-16] for making
transaction verification in parallel rather than linearly.



162 D. J. Rathnayake and M. N. Halgamuge

5 Future Directions

However, more research on this topic needs to be undertaken before the association
between switches and controllers is more clearly understood.

Enhancing for forwarding plane

As the SDN is improved, the control plane becomes more flexible and scalable with

new Open-Flow apps. The processing power of software-based controllers can be

improved through parallel processing or installing a powerful server’s controller.
Improving manageability

Improving network management using software-defined networks explores the
advantage of the software-defined network, simplifying network policy management,
in high- evel language, that provides expression and flexibility.

Languages for Software-Defined Network

High-level abstractions investigate the high-level programming abstractions that need
to simplify the creation of SDN applications.

SDN Platform for Cloud Network Services

The SDN platform explores the SDN application to enable application-level
abstractions to communicate in cloud environments.

Routing and service convergence using SDN

The major challenges for operators in the near future pertain to providing convergent,
dynamic, and adaptive networks in the context of a multi-services, multi-protocols,
and multi-technology environment.

Prototype testbed to implement SDN features

The 6G-based SDN’s various features, such as a controller node provides respon-
sibility for collecting routing information and making routing decisions centrally.
The SDN data plane will be the hypervisor (compute node) in the prototype model
and the Software-Defined Networking functionality in a private cloud built using
OpenStack.

Energy-efficient edge computing model

Develop an energy-efficient edge computing model using SDN, NFV, and blockchain
technology to mitigate or prevent end-to-end delay, network bandwidth, other
network vulnerabilities, and various passive and active network attacks.
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6 Conclusion

We developed a model to estimate the computational time on the SDN-forensics
architecture with cybersecurity through a 6G network that works in the blockchain-
based IoT environment. Our study presented results to demonstrate the effectiveness
of the model. We modeled the computation process and time estimation. We have
concluded that the total time consumption on the 6G SDN-forensic network increases
with the time consumption of controllers and the time consumption on switches
regardless of the number of IoT devices used. On the other hand, time consumption
is higher in controllers than switches, and time consumption increment is higher in
controllers than switches. Therefore, our study enhanced the understanding of the
computational time on 6G-based SDN-forensic architecture in a blockchain-based
IoT environment. However, the current study was not specifically designed to evaluate
the computational time estimation on SDN for each application. The current findings
substantially add to our understanding of signature validation’s time duration, which
is not a standard step in all applications. This chapter also provided a time estimation
for achieving efficient results, with all the essential factors that influence the life
expectancy on SDN-forensics architecture in the cybersecurity blockchain-based
IoT environment.
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Abstract The emergence of the new intelligent information world is increasing the
responsibilities of the telecommunication industry to meet the unprecedented service-
level needs for future applications like virtual reality (VR), 3D media, Internet of
Everything (IoE), massive Machine-Type Communications (mMTC). To match this
envisaged demand surge of service level and massive traffic volume, ultra-high data
rates with reliable connectivity are required. 5G is deployed and used widely in many
parts of the world. The application of automated systems with millions of sensors
and chips embedded in them is popular in the healthcare industry, roads, space,
oceans, homes, vehicles, and other environments to offer a smart and automated
life. 6G wireless networks can show improvements over 5G with the increase in
speed, reliability, and bandwidth availability. Also, it will enhance the quality of
service (QoS) in key domain areas like healthcare, entertainment, smart cities, etc.
6G is expected to fulfill the crucial requirements for the high-end users and industry
with a vision to focus upon key factors such as security and privacy. Blockchain
is envisioned to address the security challenges in 6G and facilitate the functional
standards.
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1 Introduction

The explosive growth in mobile traffic with the use of applications like [1-4] is
expected to be 607 Exabytes/month by 2025. Also, the next generation is expected
to be software-based, virtualized, and cloud-based systems connecting a large number
of heterogeneous devices. These heterogeneous devices, for instance, IoT/IoE and
other real-time data-intensive applications need to function at higher data rates
with ultra-low latency. 5G networks will not be capable enough to fulfill the future
emerging demands of the fully automated data-centric and intelligent network after
10 years [5]. 6G networks are envisioned to cater to this anticipated massive increase
in data traffic. The software-based, virtualized, and cloud-based next-generation
mobile networks offer many advantages in the future like agile and efficient manage-
ment, micro-operator-based business models [6], and network orchestration (MANO)
[7]. But these also exacerbate many challenges like security issues, soft-spectrum
sharing, privacy, multiple access control, legitimate resource utilization, and many
more. However, to establish trust in future networks blockchain a distributed ledger
technology in general has been embraced widely by industry and many organizations
[8-10]. The paramount number of advantages offered by indispensable blockchain
technology such as decentralization, immutability, fewer processing delays, non-
repudiation of the transaction, and transparency have proved it to be suitable for
6G wireless networks. The growing demand for bandwidth-intensive services and
the use of high data-rate applications have forced the telecommunication industry
the evolution of 6G. The next-generation 6G systems are designed by considering
the requirements of higher data rates by the applications, gigantic antenna models
[4], blockchain integration for security, artificial intelligence (AI), machine learning
techniques, etc. Sixth-generation systems are expected to meet the demands of
highly connected complex intelligent networks. Also, it will address the perfor-
mance requirements of the innovative services dependent on increasing resources
[11, 12]. The framework design process of 6G networks needs innovative approaches
to change the systems from closed hierarchical patterns towards distributed networks.
The networks design also needs to have self-organization and optimization capability
for interaction between nodes (Table 1).

2 Background

As 5G wireless networks are the key enabler of information society 2020 [8], 6G
network is the key enabling technology for intelligent information society 2030.
The project of next-generation wireless local area networks IEEE803.11ax stan-
dard is also being developed. With the advent of massive MIMO technologies and
millimeter-wave(mm-wave), SG can provide end-users with high speed. Some of the
projects undertaken for the development and promotion of 5G and 6G networks are
listed in Table 2.
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Table 1 List of abbreviations
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Al Artificial intelligence Eurlcc Extremely ultra-reliable and
low-latency communications
3D Three dimensional MBB Mobile broadband
VR Virtual reality KPI Key performance indicator
XR Extended reality Mr Mixed reality
B5G Beyond 5 G MANO Management and Network
Orchestration
4G Fourth generation MIMO Multiple input multiple output
5G Fifth generation Mm-wave Millimeter-wave
6G Sixth generation Thz Terahertz
IoT Internet of Things SDN Software-defined networking
IoE Internet of Everything NFV Network function virtualization
QoS Quality of Service LIS Large intelligent surfaces
IMT International mobile HBF Holographic beam forcing
telecommunications
VLC Visible light communication OAM Orbital angular momentum
eMBB Enhanced mobile broadband ERLLC Extremely reliable and low
latency communication
URLLC Ultra-reliable and low-latency FEMBB Further-enhanced mobile
communications broadband
MMTC Massive machine-type
communication
umMTC Ultra-massive machine-type LDHMC Long-distance and
communication high-mobility communication
ELPC Extremely low-power CD Community detection
communication
EGT Evolutionary game theory M2M Machine-to-machine
D2D Device-to-device UAV Unmanned Aerial Vehicle
3 Vision

The intelligent information society of 2030 is expected to integrate all func-
tions including communications, fully digitalized intelligence-inspired systems with
sensing, computing and caching capabilities with the help of 6G. 6G will connect
everything with full wireless coverage and integrate positioning, navigation control,
etc. 6G will be an independent fully wireless network ecosystem and will use all
senses (fingers, voice, neural waves) to communicate with smart intelligent devices.
The key factors supporting 6G systems include artificial intelligence-driven commu-
nication, increased data security, and privacy, enhanced energy efficiency, tactile
internet and low backhaul. Building upon the 5G vision, the 6G discussion is gradu-
ally taking momentum to empower a plethora of autonomous services for IoT devices,
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Table 2 Projects undertaken for 5G and 6G

S.no | Project name Research Target wireless networks
organization/Country
6Genesis Finland 6G
2 Broadband communications | China 2030 or beyond
and new networks
3 3rd Generation Partnership | — 5G
Project
4 TERRANOVA European Commission’s Beyond-5G(B5G)
Horizon 2020
5 THz bands U.S Federal Communications | 6G
Commission (FCC)
6 ITU-T Focus Group International Network 2030
Technologies establishment | Telecommunication Union
dTu)

super-smart cities, driverless cars and many more. The concept of flying taxis in large
cities is one of the future visions which is already operating in countries like Dubai.
6G will be artificial intelligence (Al) inspired at almost all levels.

4 Requirements and Applications

6G will fill the gap between increasing market demands and laggings created by 5G
in various issues of increasing demands of several connected devices, higher data
rates, global connectivity. reliability, latency, throughput, energy efficiency, hardware
complexity, deployment costs, reducing the energy consumption, battery-free IoT
devices, integration of machine learning capabilities (Table 3).

The service requirements of 6G includes massive machine-type communications
(mMTC), ultra-high-speed and low-latency communications (uHSLLC), ubiquitous
mobile-ultra-broadband (uMUB), ultra-high density (uHDD). Table 4 summarizes
the network characteristics of 5G and 6G. As compared to 5G, 6G systems are
expected to provide 1000 times higher concurrent wireless connectivity. The evalu-
ation of 6G wireless networks is based on some key performance indicators (KPIs)
including peak data rates, user-experienced data rates, area traffic capacity (or space
traffic capacity), latency connectivity density and mobility, and new KPIs other than
those of used in 5G as shown in Table 3.
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Table 3 KPI comparison of 4G, 5G, and 6G
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Key performance indicators | 4G 5G 6G

Experienced data rate 10 Mb/s 0.1 Gb/s 1 Gb/s

Peak data rate 100 Mb/s 20 Gb/s > 1Tb/s

Latency 10 ms 1 ms 10-100 ps
Spectrum efficiency 1x 3 times of 4G 5-10times of 5G
Mobility 350 km/h 500 km/h > 1,000 km/h
Network energy efficiency Ix 10-100 times of 4G | 10-100 times of 5G
Area traffic capacity 0.1 Mb/s/m? 10 Mb/s/m? 1 Gb/s/m?
Connectivity density 10° Devices/km? | 100 107 Devices/km?

Devices/km?

Satellite integration No No Fully

Al No Partial Fully

THz communication No Very limited Widely used
Service level Video AR, VR Tactile
Architecture MIMO Massive MIMO Intelligent surface
Table 4 Network characteristics of 5G and 6G

5G 6G

Network features

¢ Cloudization

¢ Softwarization
* Virtualization

¢ Network slicing

¢ Softwarization
¢ Cloudization

¢ Virtualization

* Network slicing

* Intelligence-inspired

Service participants

Human beings and things

Humans and world

Technologies ¢ Massive MIMO * SM-MIMO
* mm-Wave * THz communications
communications * Al/Machine learning
* Cloud/Fog/Edge * Blockchain-based spectrum sharing
computing * OAM multiplexing
* NOMA ¢ Quantum communications and
« Ultra-dense networks computing
* SDN/NFV/Network * Laser and VLC
slicing e LIS and HBF
Application types |+ eMBB » FeMBB
* URLLC * ERLLC
e mMTC * umMTC
« LDHMC

ELPC
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4.1 Applications Areas of 6G Wireless Networks

4.1.1 Integration of 6G and Internet of Everything (IOE)

6G is expected to integrate with IOE to promote massive machine type commu-
nications and various sensing devices intended for monitoring, sensing everything
including things, data, people, etc. The applications connecting IOE range from smart
cities, business, industrial and healthcare systems, etc.

4.1.2 6G Support for UAV-Based Applications

As 6G’s support for higher data rates provides new avenues for UAV-based appli-
cations serving remote aircraft and control in defense, military, traffic monitoring
providing higher data rates transmission in disaster-prone areas having no cellular
setup.

4.1.3 Industry 5.0 Based Automation

6G is expected to be a key enabler for an Industry 5.0 based automation environment
including robots and smart machines connecting everything in the industry wired
or wirelessly. The combination of Al and 6G intends to boost the performance of
working robots.

4.1.4 eHealthcare

With the advent of Al, holographic telepresence, edge computing, and 6G health-
care sector will be benefited. The introduction of 6G wireless networks will facil-
itate remote surgery, monitoring of healthcare systems remotely. The in-body
sensors planted in human bodies are provisioned with battery-less communication
technologies.

4.1.5 Extended Reality services

XR services including AR (Augmented Reality), VR, and MR are promotional char-
acteristics of 6G communication systems. Wearable XR devices with enhanced
features such as XR, high-definition images, and holograms promote the human-
to-human and things communication.
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5 Challenges in 6G Wireless Networks

As expounded by Behnaam et al. [10], the challenging factors of 6G and some of the
perceptive issues pertinent to M2M communication [10] are discussed below:

5.1 The Unprecedented Traffic Demands

Minimum Latency in Real-Tme Communications

The future computing ecosystems will also comprise real-time communication,
which needs to have high accuracy and nearly zero delays for error-free operation.
The M2M and D2D communications need to work with minimal delays and high
accuracy. Applications such as autonomous driving can function efficiently along
with minimal delay in communication.

Scalability

Due to the massive connectivity of billions of devices in industrial ecosystems such as
the introduction of massive Machine-Type Communications(mMTC), tailoring the
design of a 6G systems framework for managing unprecedented traffic is a challenge.

Synchronization in Industrial Application

The time-critical application areas such as backbone systems including power distri-
bution systems or vehicular networks need real-time synchronization for precise
operation.

Increased Throughput

The 5G-based mission-critical systems consisting of parallel functioning of billions
of devices need to handle the massive volume of transactions concurrently in real
time.

5.2 Security Issues in Future 6G and Beyond Ecosystems

Authentication and Access Control

The data used in any kind of transaction or database needs to restrict its access to
prevent unauthorized access. The basic requirement to maintain data security is to
have any access control mechanism. The transactional authentication mechanisms
may impede scalability in futuristic 6G systems.
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Confidentiality

The future computing wireless ecosystems of smart devices such as IoT may be
exposed or vulnerable to attacks or threats due to wireless connectivity. The conven-
tional encryption techniques used such as symmetric encryption key may not prove
to be much stronger in data privacy due to computational restrictions.

Integrity

The enormous amount of data generated by future systems needs to be accessed by
legitimate users during data transmission.

5.3 Audit for Compliance Check and Security Standards

The holders of the network ecosystem need to be checked for compliance and
enhanced security standards can be checked by using a deep packet-level audit
mechanism. This auditing of a large number of holders participating in the network
ecosystem will be exigent in terms of security.

Requirement for Higher Data Rates

One of the most demanding requirements of future network ecosystems is higher data
rates for real-time applications such as holographic communications, 3D ultra-video,
virtual reality, etc.

Device Resource Restrictions

Device resource constraints may restrict the capabilities of encryption algorithms
due to limited computational and storage capabilities resulting in divergence from
the standard mechanisms.

6 Learning-Driven Communities in Complex Networks
for 6G

Complex systems depend on the structure and nature of interconnectivity between
their constituent elements describing the dynamics of the system. The new 6G tech-
nology has evolved into a radical revolution for the integration of new paradigms
into the interacting entities.

The upcoming 6G services are expected to design a network of heterogeneous
nodes with different inner features, which can dynamically interact with each other
unpredictably and randomly without any prior planning. The interactive elements of
the network include individuals, their interests and behavior, wearable or handheld
devices, etc., which form heterogeneous nodes forming a complex socio-technical
ecosystem. The nodes of multiplex social networks consist of heterogeneous smart
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devices, mobiles, devices, etc. The entities of [oT subnetworks along with other smart
devices are also represented as nodes of a multiplex social network. The multiplex
dimension provides a suitable representation for the structural analysis of complex
systems. Also, the 6G networks can be studied as a collection of multidimensional
subnetworks comprising elements interacting in different ways. The transition from a
closed network structure to an open distributed system or dynamic topology including
vast heterogeneity necessitates the node-level intelligence. A node in a network is
responsible for content diffusion, learning, and computation. Thus, a node profiling
process in complex networks serves the above purpose [13]. The complex network’s
approach for node profiling integrates the phenomenon of using dynamics of diffu-
sion, application of evolutionary game theory approach, applying models of epidemic
spreading, hierarchical organization of the network into mesoscopic structures called
communities.

Multiplex Social Network

The hidden dynamics of the complex systems can be studied by representing the
network as a multidimensional network structure. This multidimensional structure
can unveil the interesting topological characteristics and interaction between the
elements of the complex networks.

Multidimensional representation of the network helps in investigating the impor-
tant structural properties of the elements of the network and their interdependence as
compared to the single graph representation in form of nodes and links connecting
them [14, 14]. The multidimensional network structure can retain the important
knowledge of structural complexity and connectivity, which may be lost in single
graph representation. The important details and phenomena of real-world networks
may be lost or missed by studying the network as a single layer only. Multilayer
networks are the study of network structures at different layers of connectivity [16].
In this type of network, nodes have different layers of connectivity, which is a general-
ization of graph theory in networks. Complex connectivity of the networks is clearly
described in multilayer networks as various channels of interaction are embedded in
different layers. Multilayer networks also known as multiplex networks constitute
many real-world networks like social networks, brain networks, biological networks,
technological networks, social contagions [17], etc. The multiplex nature of social
networks adds dimension to the study. The complexity of connections can be analyzed
deeply by characterizing interactions based on cost, weight, and intensity in different
layers [18].

6.1 Community Detection in Complex Networks

The rich structure of the multiplex network can be seen in the communities in complex
networks [19]. Several algorithms for CD are proposed by many researchers. The
study of networks on a mesoscopic scale, i.e., the intermediary structures called
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communities or clusters are analyzed to find the interesting patterns or hidden orga-
nization of the nodes [20]. The nodes of the network tend to organize or group them-
selves into clusters forming a nontrivial structure. The aim is to study the hidden
organization of nodes and their interaction with other nodes’ profiles, the layers,
structure of multiplex networks, and characteristics of links.

6.2 Dynamics of Diffusion and Competition

The interplay of heterogeneous nodes and their ties in different layers of multiplex
networks lead us to explore emerging phenomena like epidemic dynamics, super-
diffusion, and cascading failures, etc. The diffusion dynamics are analogous to the
spreading process of diseases [26], emotions, and misinformation. It can also be
modeled as social contagion [21] in networks. The effect of diffusion processes
evolving in the network is also an interesting part to be explored. The impact of
content exposure and changes in dynamics of social behavior affect the diffusion
process [27, 28]. The evolutionary dynamics of competition are analyzed using
Evolutionary Game Theory (EGT) concept. EGT is an extension of the traditional
Game Theory. Its applications can be seen in the study of genetics theory to find the
frequency of a gene’s appearance [29]. The study includes dynamism in strategies
and the changes in the behavior of individuals interacting with each other in games.
These theories of dynamism in strategies and gaming behavior of individuals help
to predict the nature of real-world networks using mathematical models.

The purpose of EGT is to analyze the collective dynamics of cooperation and
competition through social dilemmas. Different social dilemmas considered here are
Prisoner’s Dilemma (PD), Harmony Game (HG) [29, 29], Snowdrift Game (SD),
etc. These social dilemmas are useful for studying the dynamics of cooperation.
Figure 1 shows the node’s profiling techniques. Profiling is detected in structural
terms using the multidimensional structure of networks. The nodes are character-
ized based on diffusion and competition dynamics altogether. Finally, community
detection techniques are used to analyze the role of nodes linked in the mesoscopic
structure.

6.3 Structural Description of Nodes in 6G Network

A complex network is a collection of nodes with multiple links connecting and
interacting with them. A multiplex social network S, is shown in Fig. 2 with different
levels of interconnections among different layers representing a 6G subnetwork. A
node indicates any basic units such as IoT devices, mobiles, laptops, gadgets or
wearables, etc. The framework of the multiplex network is a population of N number
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Fig.1 6G network scenario modeling approach of heterogeneous nodes

of nodes and L number of layers as L1, L2, L3...L,. Here, suppose s = 2 layers,
which indicate L; as a real network layer [31] like....., while the second layer is a
virtual layer.

A multiplex network consists of a collection of graphs G. Each graph G can be
defined as a set of vertices and edges (G = V, E). The number of nodes N is similar
in each layer while the number of edges E varies with the layer [14]. Each network
G is represented in the form of an adjacency matrix A* with elements ¢;; = 1, if the
nodes i and j are linked to each other on a larger L. The entry a;; = 0 if there exists
no connection between i and j. A weighted multiplex is represented by a weighted
adjacency matrix w” with elements w;; [18]. In a weighted graph aj; = wy; > 0,
there does exist an edge between i and j with a weight wf}, otherwise a; = 0, w;; is
a real positive number.

The basic features of profiling are defined below:

w;; denotes the weight of an edge between i and j,

deg! is the degree of a node i in layer L.

Oi[]-L LL2 g pair of nodes that can share connections in different layers or edge
overlap.

O;—overlapping degree.

The notations of the weighted multiplex network are as follows:

O;"—overlapping degree of a node with weights.

Oiv weighted overlapping degree [18].
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Fig. 2 6G network scenario Layer 1 Layer 2
as multiplex social network

Social aspects can be reflected in structure profiling as shown in the equation
below.

o __ o R .
w;; = kij aw; —aw; (D)

k:?‘j is the tendency of similar nodes interacting with each other. Two nodes can
share the same capacity of resources or are the same type of devices [28, 28, 28].

aw is the node awareness coefficient.

The gap value between nodes i and j of node awareness aw is represented by their
difference.

We assume aw as the awareness level of a node i at a time T when we analyze the
network activities. This awareness level for a node represents the acquired knowledge
of the sub-network it is present in. The awareness level of a node i can be calculated
as a function of attention level azl; and participation coefficient §;.

aw;l;=r = aw;|=o + Zatlilt—e + P; 2)
T
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The participation coefficient P; checks the awareness level by estimating the
probability of collecting more knowledge from the information being exchanged
across different layers [14, 14]. It adds the richness of the knowledge extracted
from different layers of the multiplex network. The user-generated data is analyzed
to compute the awareness. The attention level is also monitored to compute the
awareness.

6.4 Study of Collective Dynamical Processes

The collective dynamical processes can be studied clearly from multiplex networks.
To understand the complex interdependence of the networks, the multiplex social
network provides a platform [32]. In this step, we consider the key features of
evolving spreading processes. These key features are extracted from the analysis
of quantifying estimators of two interdependent and co-evolving processes analo-
gous to disease-spreading processes [21]. These spreading processes are thought of
as “Composed-SIR” models. Composed-SIR models are derived from the classical
SIR epidemic models [33]. Two interdependent spreading processes are referred to
as the epidemic process of diffusion of awareness [21, 21]. For each node, aware-
ness and heterogeneity are included. For describing the influence of the diffusion
process and competition, heterogeneity and awareness are used for all nodes to favor
the evolutionary dynamics. Each node represents the knowledge it has collected as
awareness aw. This awareness is different for all nodes. The knowledge is acquired by
the node from interest or participation in a collective phenomenon. Consequently, all
the nodes will collectively join the diffusion process because the acquired awareness
has an impact on the behavior of the node’s functionality.

Initially, two coevolving epidemic processes are observed in the social multiplex
network S;,. The first spreading process is according to the content shared based
on common interest. The first spreading process can be expressed in terms of the
reaction—diffusion equation taking into account the nature of shared content.

Let the spreading processes be represented as S 15" or S"IR.

Shys = st P g gn 3)
SR = s" P R (4)

where S" is defined as a heterogeneous susceptible state present in both models.
[—the state I means a condition when a node is infected.
R—recovered state.
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The condition S”7S" is when an interacting node is susceptible to joining the
diffused process according to its interactions. In S” I R-state, the last transition enters
into the recovered state when a node stops participating in the diffusion process.

w is the probability of call of the diffusion process, i is any node, each layer is
denoted by «, Bf* is the diffusion rate of any node i at any layer « in the multiplex
social network Sy, in which a node i in the layer « is prone to participation in the
diffusion process. It is assumed that a node participating in the network is in the state
of infection or informed.

Community Detection Through the Multilink Structure of Nodes

The entire multiplex network Sy, can also be observed as multilink [35]. The multi-
link structure of the network can describe the network’s mesoscopic dimension.
The mesoscopic dimensions of the multiplex network can be discussed through its
multilink nature. All nodes collectively are linked through a multilink.

(l, i =1 (L1} g [LZ]) where L; and L2 are the layers of the multiplex Sy,

—

If lj; = 0, two nodes have no interactions between them.
—

For community detection purposes, we consider the multidegree k¢ of each node
i

i of the population of nodes and the number of multilink _l) passing through node i.

A weighted aggregated network NA " is constructed using multilink Zj) and an
adjacency matrix A;; = ¢(X_ a;;"!, ¢(x) is a step function [35]. Communities are
identified by looking at the multidegree for each node in the population and the
number of multilink / ;; pointing on it.

Based on the above profiling steps, two community detection methods called node-
based and link-based techniques are introduced for the mesoscopic network analysis
scale. The resulting hierarchy consists of both the rich structure of the network and
the collaborative dynamics in cognitive profiling. Since each node is a part of one
or the other community, it dynamically adjusts to the changed behavior and social
factors.

The definition of parameters used in community profiling are discussed below.

[ ;;—multilink between nodes i & j.

A
N"—weighted Aggregated network.
N
A;j—Elements of N".

k?—multidegree of node i.

7 Conclusions

This chapter highlights the various aspects of 6G wireless networks ranging from the
vision for intelligent wireless networks for 2030, service requirements, the role of
blockchain technology in enhanced security, intriguing challenges, and canvassed the
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role of node profiling in complex networks. The complex approach for 6G wireless
networks with other tools and methods attempts to enable complex systems to be self-
organized and cognitive networks. The introduction of the profiling approach in 6G
networks helps nodes to achieve cognition ability to implement a fully intelligence-
based distributed user-centric system. 6G in communication networks will change
the future of the telecommunications network making them more resilient and
self-organized. Complex networks reflect the collective behavior of the elements
connected. The multiplex social network is studied in a mathematical form enabling
different types of communication. The collective dynamic of diffusion is also studied
which helps the communities in the network by increasing the cognitive capability of
the nodes. Complex networks are fully described by the structural organization and
connectivity of their elements. Complex networks describe the way their elements
interact with each other collectively with their inner features. The future perspec-
tive of communication networks is expected to be changed by the involvement of
6G. Thus, complex systems with the incorporation of new methods and tools can
design cognitive networks. These self-organized and resilient complex systems can
serve many application domains like smart city networks and digital health care.
Multiple types of interactions in a network can be studied through the complex
profiling of heterogeneous nodes. The dynamics of diffusion are possible through
social contagion and the approach of evolutionary game theory.
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Abstract Artificial Intelligence (AI)-enabled blockchain technologies (BCT) in 6G-
based Supply Chain Management (SCM) is a disruptive technological achievement
that can affect business models and initiatives significantly. It provides various advan-
tages such as developing innovative applications, lowering operation costs, increasing
collaboration among supply chain partners, agility, transparency, accountability,
decentralization, security, and interoperability. However, such novel technologies
need to be adopted and used successfully by organizations to benefit the global
economy. Despite their prospective advantages, even the most state-of-the-art tech-
nologies are susceptible to becoming obsolete if organizations do not adopt them.
A theoretical understanding is necessary to define the underlying constructs encour-
aging or discouraging adoption and usage. Accordingly, this chapter investigates the
constructs affecting the organizational adoption and usage of Al-enabled BCT in
6G-based SCM systems and the economic impact of this adoption. A systematic
literature review method was followed to find out fundamental constructs in the liter-
ature. Then, a theoretical research model consisting of 17 constructs was developed
by following the Technology-Organization-Environment Framework. After then, the
economic impact of the organizational adoption of Al and BCT integration on the
6G-based SCM was analyzed.
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1 Introduction

Supply Chain Management (SCM) includes managing business operations,
consisting of logistics, purchasing, the flow of materials, and finance through an
information and communication technology (ICT) infrastructure by integrating all
peers in the supply chain including manufacturers, retailers, suppliers, wholesalers,
and end-users into one single system. An effectively managed SCM system can
significantly decrease a company’s operating expenses, and increase profits. There-
fore, it is indispensable to adopt and use this system to survive in the market and
gain a competitive advantage [1].

The earlier definitions of SCM covered the flow of goods from supplier to manu-
facturer, distributor, and consumer, and then its scope was expanded further, covering
the source of the earliest supply to end consumption [2]. Today, the SCM is a global
phenomenon as supply chains are no longer confined to national boundaries. This
means that the challenges of globalization are reflected in the SCM [3]. Interest in
these challenges is growing both in the academic field and among practitioners. In
this context, new solutions are sought to make transactions much more transparent,
traceable, secure, effective, and faster at lower costs in a global supply chain. ICT
has become an enabler to overcome these challenges by effectively integrating SCM
actors and logistics processes. Moreover, further improvements in ICT will expedite
more and longer distance trade [4]. At this point, the advances in blockchain tech-
nology (BCT), artificial intelligence (AI), wireless network technology, and a combi-
nation of these disruptive technologies provide a significant potential for innovative
possibilities in the SCM.

BCT could provide convenient solutions such as decentralized management,
robustness, immutable audit trail, privacy, and security [5, 6]. BCT applications in the
SCM provide the physical tracking of supply chains, the security of SCM systems,
and the use of smart contracts. Thus, organizations can enhance their supply chains’
reliability, efficiency, and transparency and decrease overall operation and logistics
costs by adopting BCT in their SCM systems [7]. Despite these promising benefits,
a mere 9 percent of organizations have invested in BCT-based SCM systems [8].
Additionally, integrating Al into BCT can enhance BCT’s underlying architecture
and make Al more coherent and easier to understand. Even though the integration of
Al and BCT remains partially discovered, both technologies are developing rapidly.
Combining the key features of the technologies (e.g., AI’s enabling analytics and
decision-making from the collected big data as well as BCT’s distributed, decen-
tralized, immutable ledger used to store encrypted data) will bring innovative solu-
tions. Moreover, the 6G technology infrastructure enables fast transactions, instant
tracking, and speedy data sharing.

Al-enabled BCT in 6G-based SCM is likely to provide a disruptive effect on the
global economy. It is predicted that the contribution of Al to the global economy
will increase to approximately $16 trillion by 2030 [9]. Productivity growth in this
contribution is expected to occupy a place of about $ 6.6 trillion, while the side effects
of consumption are expected to be around $9.1 trillion. Similarly, BCT can boost
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the economy worldwide by $1.76 trillion in the same year. The value is primarily
created by advancing tracking and tracing levels and enhancing trust. An Al-enabled
BCT in 6G-based SCM can further improve the performance of SCM systems.

Considering these potential benefits of Al-enabled BCT in 6G-based SCM, the
adoption of such systems constitutes a crucial source of competitive advantage.
However, organizations do not adopt breakthrough technologies once their advan-
tages are revealed. In other words, developing innovative technologies do not mean
that they will be successfully accepted and utilized. Above all, technology adoption
requires an initial awareness followed by prioritization of needs and examination of
strategic alignments, benefits, difficulties, and barriers of the specific technology as a
whole. Despite their challenges, organizations are more likely to adopt the emerging
technologies if they are convinced of the potential economic benefits these technolo-
gies promise [10]. Therefore, a conceptual understanding is required to grasp the
fundamental causes that encourage or discourage acceptance and utilization [10].

The present chapter analyses the constructs that impact the adoption and usage of
Al-enabled BCT in 6G-based SCM through developing a research model formed on
the Technology-Organization-Environment (TOE) framework [11]. Thus, adopting
and using such an innovative system by the organization will be increased by adopting
a solution implementation approach to transcend organizational obstacles; respec-
tively, the economic impacts of adopting Al-enabled BCT in 6G-based SCM in
organizations will be explored. To the best of the authors’ knowledge, this chapter
represents the first attempt in the literature. Thus, this study intends to fill this gap.

This study is formed of a few chapters. The following section gives comprehen-
sive background information about the 6G technology, Al, BCT, SCM, and TEO
framework. The research model development stages and methodology are explained
in the following section. The proposed research model is explained in the fourth
section and followed by the discussion section. Finally, some conclusions are drawn
in the final section.

2 Background

This section delivers a review of the related studies, including 6G Technology, Al,
BCT, SCM, and TOE framework.

2.1 6G Technology

6G technology refers to the sixth generation of wireless networks that promises high-
speed internet connection and linking all network operators to one single core [12],
although the 5G technology is not yet implemented at full scale worldwide, and there
are still issues to be solved in 5G. The concept of beyond 5G (B5G) is dealing with
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these issues, enhancing the performance of 5G and thus, taking a further step to the
next generation of wireless network, namely 6G.

Expectations are for 6G technology to be introduced by 2030 [13]. 6G will provide
sophisticated capabilities to the networks. Device densities and Internet of Things
(IoT) connectivity will be much denser than the 5G and up to 100 times faster. With
100 Gb per second peak data rates, latency, which can be reduced to microseconds, is
one millisecond in the 5G. These main features have considerable potential to enable
communication in almost real time.

Digitalization applications require high data and a great deal of connectivity for
heavily embedded sensors and devices to catch tactile sensations and turn them into
electronic data. 6G promises to enable a vast amount of data in nearly real time
while ensuring security. The technologies underlying these features are expected to
be Al and BCT; while Al improves the system performance, BCT can provide secure
and flexible systems [14]. With these features, 6G can offer various advantages to
business processes.

2.2 Artificial Intelligence (Al)

Al is a wide concept that embraces machines performing tasks that could be consid-
ered ‘smart’ such as reasoning, planning, and natural language understanding. Deep
learning (DL) and machine learning (ML) are major subfields of Al. The essence
of ML is giving machines the ability to learn without explicit programming. In
other words, it enables machines to learn from the data. In addition, deep learning
is a subfield of ML. DL algorithms are used for processing unstructured data (i.e.,
images, sounds, etc.).

Al techniques produce more accurate and meaningful results when applied to
big data. Processing a large number of different data sources allows for evaluating
interrelationships across various variables, leading to more intelligent outcomes for
businesses. We are already familiar with Al applications such as recommendations
engines, customer service, speech recognition, computer vision, and automated stock
trading.

Al has a vital role in 6G autonomous networks. Deployment of Al techniques
provides intelligence for wireless networks via learning and big data analytics.

2.3 Blockchain Technology (BCT)

In simple terms, a blockchain is an open database that holds a distributed ledger,
typically in a peer-to-peer network [15]. The BCT is based on a cryptographic chain
of blocks without a central repository or an authority, enabling a group of participants
to record transactions in a collective ledger [ 16]. Each block connects to the previous
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block, creating a chain. The chaining process is executed via cryptographic assur-
ance systems, and the data is immutable once published. This is enabled through
the underlying consensus protocol, which is a procedure where all transactions are
verified by all the nodes [17]. Accordingly, transaction history becomes precise and
transparent across the node participants since each record forms an audit trail in the
chains of blocks. Hence, this procedure increases the privacy and security of the
wireless network [17].

Public, private, and consortium blockchains are the major BTC technology cate-
gories [18]. In a public BCT, participants can join without permission. This is the
traditional BCT with no access limitation for verifying transactions, and creating a
consensus block. Therefore, it is highly decentralized. A well-known example of a
public blockchain is Bitcoin and Ethereum. Private blockchains, however, require
inviting and permitting the selected participants by the network administrator for the
specified transactions. Hyperledger can be an example of this type. Finally, consor-
tium or hybrid blockchains are partly public and partly private. Pre-selected partici-
pants form a consortium, but only authorized participants can take part in the network.
IBM Food Trust [19] platform is one of the examples of this type of BCT.

Businesses can benefit from BCT in various ways. Significant savings can be
achieved in transaction costs and time in addition to the opportunities of enhanced
transparency and security, advanced traceability, and increased efficiency. These
benefits can create a tremendous shift in supply chain management systems. Several
companies have already adopted BCT-based SCM systems and reported that the
systems could reduce source control time from days or weeks to seconds [19].

2.4 Artificial Intelligence Enabled Blockchain

BCT and AI are advantageous technological developments for 6G-based SCM
systems. The ability of BCT to form decentralized and secure resource sharing
settings and the problem-solving features of Al is uncertain, time changing, and
complex cases stand out in integrating these two technologies for promoting how
wireless networks operate.

An example of an Al-enabled BCT network framework is provided by a recent
study [20], which introduced a two-step consensus protocol via an outlier recognition
method based on a machine learning algorithm. Tested in several IoT devices in a
smart home network, the framework shows that a substantial increase in the fault
tolerance of hyper ledger fabric can be achieved.

The exploitation of Al-enabled BCT can bring benefits in terms of [17]:

e cnsuring secure and intelligent management,
e opportunities for flexible networking, and
e reliable and dynamic orchestration.
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2.5 Supply Chain Management (SCM)

The SCM deals with material flow from suppliers to end-users in the production
flow of a good or service. Suppliers, organizations, and customers are the leading
players in a supply chain. Various upstream and downstream firms are involved in
a supply chain, and raw materials, products, information, and financial transactions
pass through the chain.

Integrating business processes with the leading supply chain participants is critical
for an effective SCM [21]. ICT has become an enabler for effective integration within
the SCM. It should be noted that the applications of emerging technology in the SCM
will require comprehensive coverage, high-speed data transfer, low latency, multi-
device connectivity, high security, and reliability [22]. At this point, 6G technologies
and their impact on SCM are brought to the attention because of their promising
potential, as described in the next subsection.

2.6 6G-Based Supply Chain Management

Mobile network technologies and their implications have been evolving at a fast pace.
A recent study [1] examined the impact of 5G technology on SCM and concluded
that 5G-based SCM offers significant performance improvement by enabling rapid
response to changes via communication between the parties in the supply chain.
Although the 5G-enabled SCM is in its early implication stage, the contribution of
6G is already a discussion matter with the advancements of network technologies
and digital transformation.

6G can be considered as an enabler of the latest technologies, which are critical for
the digital transformation of today’s business, for instance, the IoT. In this context,
6G enhances real-time information flow capabilities, and thus, SCM performance is
expected to be improved. A conceptual framework for Al-enabled BCT in 6G-based
SCM is shown in Fig. 1.

2.7 TOE Framework

Adapting to developing ICT is vital in achieving a sustainable competitive advantage
for today’s businesses. Reducing operational costs, increasing revenues, satisfying
customer needs, and improving business processes’ effectiveness can be considered
the most prominent advantages of effective ICT integration [23, 24]. The acceptance
of innovations can be significantly affected by a firm’s technological, organizational,
and environmental contexts [25]. TOE is a widely accepted and utilized framework
that provides valuable guidance to organizations in the acceptance of innovations. The
framework explains the technological, organizational, and environmental contexts
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Fig.1 Al-enabled BCT in 6G-based SCM

as three major factors influencing adoption decisions. Although several models are
studying the acceptance of innovative technologies, TOE presents a broader approach
concerning the internal and external dynamics of the organizations [26]. Therefore,
we utilized the TOE framework to determine the construct affecting the organiza-
tional adoption of Al-enabled BCT in 6G-based SCM in organizations to explore the
economic impact of this novel technology.

3 Research Model Development

The Systematic Literature Review (SLR) technique suggested by Kitchenham [27]
was utilized to determine the related studies and constructs affecting the organi-
zational adoption of Al-enabled BCT in 6G-based SCM in the literature. More-
over, an expert panel consisting of senior academics and senior executive members
working in technology management and SCM was constructed to evaluate if the deter-
mined constructs from the literature are adequate and appropriate. After reaching a
consensus in the expert panel, the development of the research model was finalized.
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3.1 Systematic Literature Review

SLR was performed for creating a proper database structure, including the recent
works on the utilization and organizational adoption factors of the Al-enabled BCT
in the 6G-based SCM domain. Research Questions (RQs) in line with these targets
are determined as follows:

e RQI1: What are the existing studies related to the adoption of Al-enabled BCT in
6G-based SCM systems?

e RQ2: What are the fundamental constructs affecting the adoption of Al-enabled
BCT in 6G-based SCM systems in the context of the organization?

After defining the aims of the SLR and corresponding RQs, the SLR was
performed in September 2021. The details of the SLR operation are given in Table 1.
As aresult of entering the search query together with inclusion and exclusion criteria,
264 articles were identified at the first stage. After removing duplicate studies and
evaluating the applicability of these studies according to the RQs based on their
keywords, titles, and abstracts, 54 studies were found as relevant to the adoption of
Al-enabled BCT in 6G-based SCM. After examining these 54 studies in detail, it was
observed that 34 of them did not identify the critical elements for Al-enabled BCT
adoption in 6G-based SCM, and therefore the remaining 20 studies were included
as primary sources for examination.

Table 1 SLR Steps

Steps Explanation

Search English

Language

Search Query The query for the search in title, abstract or keywords is ((ALL =

(supply chain management)) AND ALL = (“blockchain” OR
“artificial intelligence” OR “6G”)) AND ALL = (“adoption” OR
“acceptance”))

Database Web of Science

Checking 264 articles were collected from databases

reference list

Inclusion and Exclusion Inclusion: articles, book chapters, and conference proceedings
Criteria Exclusion: Reviews, series, whitepapers, and meetings
Management of Results Mendeley software is used

Selection of Primary Studies | After examining keywords, titles, and abstracts to understand the
relevance of the studies concerning the RQs, 54 studies were
found as mainly related to the adoption of the Al-enabled BCT in
6G-based SCM. The references to these studies were also
reviewed

Study Quality Assessment | After assessing the quality of the primary studies, 34 studies were
eliminated, and the rest of the 20 primary studies were deeply
analyzed




189

Investigating the Economic Impact of Organizational Adoption ...

AipiqeatesqO

K)1[1qISI9ARI
pue Kpiqeny,

UONBZIPIEPUE)S

wv

Aunje

Koueyoadxa
QOUBWLIOJId]

Annqeureisng

Aiqereos

N0 NN

|| | X

Anpiqeredorayur /Aiqnedwo)

01

Kyxardwo)

I

X

X

X

X

a3ejueApe
RTINS RN |

el

X

X

X

X

1snIy,

[ov]

[sv]

(v

[ev]

[cv]

[17]

[9z]

lov]

[6£]

[8€]

[L£]

[9€]

[s€l

[¥€]

[e€]

[z€]

li€]

log]

[67]

[8zl

Jonnsuo)

QINJBIAN] Y} WOIJ JXau0d AF0[0uyd) 0} Paje[al S}oNNsu0) g Aqe],



E. Gokalp and E. Ozer

190

ur-yoo[ Jopuaa uondoorod

9z1s uoneziuesio

SQJINOSAI [BIOUBUI]

110ddns juoweFeuew dog,

— |||

X

X

X

MOU-MOUY [BJTUYOJ],

X

X

X

X

X

ssourpeor
A3o[ouyo9) suoneziuesiQ

[9v]

[S]

(vl

[ev]

[zv]

[1v]

[oz]

[ov]

l6€]

[8¢]

[Le]

[o¢]

[s€l

[vel

[e€]

[zel

[1€]

[og]

[62]

[8¢]

onnsuo)

QINJEIANI] AY) WOIJ IXSJU0D UONEZIULSIO 0} PAje[al S}onNsuo) ¢ qe],



191

Investigating the Economic Impact of Organizational Adoption ...

SOTWRUAD JNIBIN

€l

snn
[euonezIueII0-19ju]

€l

X

X

(eour)sIsal 10 ainssaid)
opmme 1ouwred Surpely,

4!

X

X

X

j10ddns 2psuone[ngax
29 Ao110d JUQWIUIdAOD)

[ov]

[sv]

[¥v]

[ev]

[ev]

[1v]

[92]

[ov]

l6€]

[8€]

(L]

[9€]

[s¢€l

[¥€]

[e€]

[z€]

[1€]

log]

l62]

[8z]

Jonnsuo))

QINJBIANI] Y} WOIJ JXOJUOD JUSWUUOIIAUD 0) PIJB[AI SPONISU0D)  § QB



192 E. Gokalp and E. Ozer

16 80%
14 70%
12 60%
10 50%
8 40%
6 30%
4 20%
2 10%
o 1 EEN 0%
B> NS @S AS S S AR S
& <& ap‘é_{\@\ & '@Q\a ® f§\ Qc? @\‘? » \),p'z’g\\ N S P @
O LT L N e‘}\?@@&\(@o"é@\“@
& < \‘?Po‘z‘t@o '06‘00 N RSS2 \@\)‘}‘b@& S
& LR PE T RPELE P S@
& &\°QC>Q®<?\\\§\ SSSW & o N
) ; ‘9 s ng O S o N 6(\ &
C‘}O “b(\\ @b\d\p 2N < 6{\0 Qx\o
o® SR Q N
9

Fig. 2 The frequencies of the constructs

As aresult of the SLR, it was observed that 20 primary studies [26—46] focus on
the significant adoption constructs in Al-enabled BCT in 6G-based SCM systems.
The number of studies focusing on analyzing constructs of adoption and usage of
Al-enabled BCT in 6G-based SCM is limited; 18 are related to the acceptance of
BCT in SCM, 2 of them are related to the Al adoption in SCM. Therefore, it was
concluded that there is no study exploring the adoption of Al-enabled BCT in 6G-
based SCM in the context of the organization. Thus, the aim of this study is to bridge
this identified gap by developing a research model including the constructs of the
organization’s adoption of Al-enabled BCT in 6G-based SCM. Constructs related
to Technology, Organization and Envrionment contexts from the literature are given
in Tables 2, 3 and 4, respectively. As seen in Fig. 2, we analyzed the frequencies of
the construct. The highest frequent construct is government policy and regulation,
which is mentioned in 14 of 20 primary studies.

3.2 The Expert Panel

The 20 primary studies obtained as aresult of the SLR were used as the basis for devel-
oping the research model. However, because the number of existing studies is limited
and the domain is still at the infancy stage, the constructs derived from the literature
are not enough to develop a comprehensive research model. Thus, to get contribution
from the industrial experts, an expert panel consisting of two senior academicians,
one chief technology officer (CTO), and one senior employee in the SCM domain
was constructed to contribute to the research model. Two consecutive sessions were
conducted. Constructs from the SLR were analyzed in the first session; additional
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constructs offered by the experts were discussed in the second session, conflicts
were resolved, and a consensus was reached on the research model, including the
constructs of organizational adoption Al-enabled BCT in 6G-based SCM.

4 Proposed Research Model

The research model developed as a result of SLR is given in Table 5. A total of 17
determinants were classified under technological, organizational, and environmental

contexts, as offered by the TOE framework [11].

Table S Proposed research model

Context Construct Reference

Technology Trust [26, 29-31, 33-37, 39-41, 46]
Relative advantage [26, 29-32, 36-38, 40, 43, 45]
Complexity [26, 29, 32, 33, 36, 40, 41, 43-45]
Compatibility/interoperability [26, 28, 29, 31, 33, 35, 38, 41, 43]
Scalability [26, 28, 35, 37, 41, 44, 46]
Sustainability [28, 35, 43, 44, 46]
Performance expectancy [30-32, 35, 36]
Maturity (Lack of Successful [34, 41, 43, 44, 46]
examples)
Al model quality Expert Opinion

Organization Organizations’ technology [26, 28-31, 34, 36-38, 40, 41, 43]
readiness
Technical know-how [28, 29, 31, 34, 35, 39-41, 44, 46]
Top management support [26, 29, 34, 35, 38, 40, 41, 43, 46]
Financial resources [26, 33, 41, 43, 44, 46]

Environment Government policy and [26, 28, 31, 33, 35-37, 39-41, 43, 44, 46]

regulations and support

Trading partner attitude
(pressure or resistance)

[26, 30-33, 38, 41-46]

Interorganizational trust

[26, 28-30, 33-37, 4143, 45, 46]

Market dynamics

[26, 30, 37, 41-43, 45, 46]

6G Network Infrastructure of
the Country

Expert Opinion
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4.1 Technological Context

The technological context, comprising technology-related components, consists of
Trust, Relative advantage, Complexity, Compatibility/interoperability, Scalability,
Sustainability, Performance expectancy, Maturity (Lack of Successful examples),
and Al model quality in the proposed research model.

4.1.1 Trust

Trust is considered as “the perception of trustfulness in terms of system performance,
availability of the system and possible risks involved” from a technology adoption
point of view [47]. Uncertainties in technology adoption create vulnerability for the
adopter; therefore, it is essential to adopt a new technology [48] as security and
privacy are the most substantial aspects of BCT. Some studies [49-51] remarked
that these constructs would not impact Al-enabled BCT in 6G-based SCM adoption;
nonetheless, [52] highlights it as a notable factor. Trust is found to be an essential
variable and was added to the model.

4.1.2 Relative Advantage

The relative advantage of innovation is described as “the degree to which the inno-
vation is perceived to be more advantageous than the current one” [53]. It is posi-
tively associated with the adoption of innovations [54]. Moore and Benbasat [55]
specify the relative advantage’s building blocks as a perceived advantage, perceived
usefulness, and performance expectation in the context. Perceived usefulness refers
to the user’s perception of the new application that will likely improve the perfor-
mance in the organizational context [56-58]. Al-enabled BCT in 6G-based SCM
systems increases transparency and, therefore, increases employees’ performance
and productivity [59]. Accordingly, the relative advantage is included in the research
model.

4.1.3 Complexity

Complexity can be described as “the degree of the perceived difficulty in terms of
understanding and using an innovation” [53]. If users spend less effort using and
learning a BCT, they will be much more motivated to use the system [26]. Thus,
complexity is negatively related to adoption. Al-enabled BCT’s decentralized struc-
ture has the feature to minimize this complexity by eliminating the transaction veri-
fication process complexity that may occur using a centralized tool. Therefore, the
complexity construct is included in the proposed model, considering it will affect
the organizational acceptance of Al-enabled BCT-based SCM.
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4.1.4 Compatibility/Interoperability

Compatibility is “the degree to which an innovation is perceived as being consistent
with the existing values, past experiences, and needs of potential adopters” [60].
Compatibility is found as a critical factor that affects the rate of the acceptance of
any innovation [61, 62]. A new technology that does not conform to a system’s
current values and norms will not be adopted as quickly as a coherent innovation
[60]. Therefore, organizations are more likely to adopt emerging technologies that
are with their current infrastructure.

4.1.5 Scalability

Scalability covers extending BCT systems by adding new data. It is considered as the
dissemination of change across different contexts in this study. Extending blockchain
systems and assessing the costs of such extensions is difficult [51]. Makhdom et al.
[63] suggest that increased BCT size can cause inefficiency and slow the transactions.
As users enter data into the system, the BCT will expand to maintain the hash
algorithm associated with the added data [26]. This expansion brings with it storage
space and high processing power needs. Thus, it is considered a construct that can
affect the adoption of Al-enabled BCT in 6G-based SCM.

4.1.6 Sustainability

Complex calculations and extracting blockchain in the network require a large
amount of electricity [28]. In addition, with the increasing network load and new
computational calculations, a personal computer may be insufficient to perform the
required functions of a BCT-based system [28, 64, 65]. Therefore, organizations
may also need to invest in high-functioning computers in the adoption process. In
this context, high sustainability costs can be an obstacle to the adoption of an Al-
enabled BCT in a 6G-based SCM; thus, it is added as a component in the proposed
research model.

4.1.7 Performance Expectancy

Performance expectancy is described as “the degree to which an individual believes
that using the system will help him attain gains in job performance” [66]. It was
found as a construct influencing the adoption of BCT, SCM, and Al in different
studies [30-32, 35, 36]. Thus, it is added as a construct in the proposed research
model.
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4.1.8 Maturity (Lack of Successful Examples)

Maturity can be defined as “the richness of its resources and clear understanding of
the technology”. BCT, Al, and 6G networks are at their infancy stages, and they have
not reached their maturation stage yet. Thus, there is a lack of successful examples in
the market. Organizations and users can be afraid of adopting these new technologies
because of uncertainties and possibilities of technical problems. Thus, it is thought
to be an obstacle to adopting an Al-enabled BCT in a 6G-based SCM and added as
a construct in the proposed research model.

4.1.9 Al Model Quality

The feature of Al models being able to learn over time is expected to enhance their
performance in the long run. This feature is noteworthy, especially when the environ-
ment is dynamic in contexts such as supply chain and logistics where several partners,
limited data, and data of questionable quality may be a subject[67]. Improving Al
model quality is suggested to increase the potential to adopt Al-enabled BCT in SCM
systems. Therefore, it is included in the proposed research model.

4.2 Organizational Context

The organizational context includes the tangible and intangible resources of an orga-
nization, and covers the components of technology readiness, technical know-how,
top management support, and financial resources.

4.2.1 Organizations’ Technology Readiness

Technology readiness is described as “the people’s propensity to embrace and use
new technologies for accomplishing goals in home life or at work” by Parasur-
aman [68]. Technology readiness is found as an essential aspect influencing a firm’s
adoption of emerging technologies [36]. The accurate IT infrastructure and human
resources make it easier for firms to adopt new technology, whereas insecurity is
an obstacle to technology readiness. Insecure potential users are likely to be skep-
tical about new ICT and may not even want to make an effort to see whether it will
work for them or not. Nevertheless, optimism and innovativeness support technology
readiness and drive the adoption process of new ICT such as BCT [45]. The fact that
supply chain practitioners favor BCT will have a positive influence on the adoption of
BCT-based SCM systems [45]. Therefore, it is considered a construct in the proposed
research model.



Investigating the Economic Impact of Organizational Adoption ... 197
4.2.2 Technical Know-How

Organizations with a technical background are suggested to be more likely to adopt
BCT [28, 29, 31, 34, 35, 3941, 44, 46]. The bounded technical know-how of using
BCT constitutes a barrier to embracing this technology into the supply chain [69].

4.2.3 Top Management Support

Incorporating a new ICT into the organization is a strategic decision in itself. Accord-
ingly, managers’ knowledge and attitudes toward the new technology affect the adap-
tation decision. When the top management acknowledges the advantages of an Al-
enabled BCT in 6G-based SCM, the requirements of the adaptation process will be
fulfilled [51, 70]. For this reason, top management support is included in the research
model, considering that it is an essential construct of the organizational adoption of
Al-enabled BCT in SCM systems.

4.2.4 Financial Resources

Financial resources refer to the budget an organization allocates in transitioning to
ICT innovations. The influence of the financial aspects on the adoption of BCT-
based systems has already been highlighted in several studies [26, 41]. The greater
the financial resources allocated to ICT innovation in organizations, the more inclined
to initiate change, exert effort, and collaborate [61, 71]. As the implementation of
BCT-based systems requires high initial investments [33, 41], financial resources are
included in the proposed research model.

4.3 Environmental Context

Referring to the impacts from outside the organization, the environmental context
consists of the Government policy and regulations and Support, Trading partner
attitude (pressure or resistance), Interorganizational trust, Market dynamics, and 6G
Network Infrastructure of the Country.

4.3.1 Government Policy and Regulations and Support

Government policy, regulations, and support encourage organizations to embrace
emerging technologies and play an essential role in adopting technologies [41]. The
absence or uncertainty of proper government regulations constitutes a barrier to
adopting BCT [31, 33], and it discourages firms from considering the adoption first,
while government encouragement policies are essential enablers for the adoption
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decisions [46]. Therefore, government policy, regulation, and support factors are
included in the proposed research model, affecting organizations’ adoption of BCT-
based SCM technologies.

4.3.2 Trading Partner Attitude (Pressure or Resistance)

Trading partner pressure means the level of pressure confronted by the companies
from their trading partners, and it is suggested as a critical factor in the adoption
of new ICT [45, 72]. A blockchain-based SCM network needs collaboration with
the members of the supply chain. In addition, synchronized operations among the
supply chain partners using mutual systems are necessary [45]. In a scenario in which
a dominant supply chain partner chooses to implement a BCT-based SCM system,
other partners in the supply chain will be forced to deploy the system to continue the
business partnership. Therefore, the pressure or resistance confronted by the trading
partners is added to the proposed research model as a determinant that influences the
adoption decisions of organizations on Al-enabled BCT in 6G-based SCM.

4.3.3 Interorganizational Trust

This construct is defined as “the willingness of a party to be vulnerable to the actions
of another party based on the expectation that the other will perform a particular
action important to the trustor, irrespective of the ability to monitor or control that
other party” [73]. As stated by previous studies in the literature, it affects technology
adoption [74, 75] and BCT adoption [30, 76]. Since BCT provides transparency and
traceability, it improves cooperation through the SCM network [77]. Accordingly,
it contributes to improving the level of trust in the SCM network [78]. Thus, it is
included in the research model.

4.3.4 Market Dynamics

This construct covers the market ambiguity in regard to the acceptance of the tech-
nology. Proposing a valuable product to the supply chain can provide convincing
customers to buy it [69]. Thus, market competition and demand uncertainty are also
critical factors to adopt Al-enabled BCT in 6G-based SCM.
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4.3.5 6G Network Infrastructure of the Country

As the last construct under the environmental context, network infrastructures of the
countries are an essential aspect of adopting 6G-based SCM. Providing fast trans-
mission across the peers in the supply chain requires an investment in 6G infrastruc-
ture by the governments of the countries located in the SCM system. Organizations
located in a country without a proper 6G infrastructure could not successfully adopt
Al-enabled BCT in 6G-based SCM.

5 Discussion

The future worth of Alin the global economy is estimated at an additional $13 trillion
by the end of the third decade of the twenty-first century [79]. Al adoption across
sectors (IT, energy, health care, smart cities, transport, etc.) and business management
functions (SCM, customer service, health and safety, systems management, etc.) is
based mainly on economic benefit expectations in terms of cost, time, performance,
customer satisfaction, accuracy in decision-making and predictions [80].

In economic terms, the rise of global SCM has changed the dissemination of
incomes across countries [4]. Peers on the supply chain can buy the products they need
at alow cost with high trust and other market-related advantages. New collaborations
and links between organizations can be established thanks quickly to Al-enabled BCT
in 6G-based SCM because organizations trust the technology instead of their peers.
Due to this technology, complex interconnections can be easily managed, solving
problems arising from information asymmetry among partners and trust in financial
transactions.

Considering all of these promising motivations, it can be asserted that this tech-
nology will drastically affect the global economy. However, it is crucial for organi-
zations to take into consideration not only the technology but also the organizational
and environmental aspects to successfully adopt this technology to overcome barriers
to adopting and using it. The findings of the conducted SLR provide critical strategic
implications to successfully design, develop, implement, and maintain Al-enabled
BCT in 6G-based SCM systems. As part of the supply chain network, constructs
defined under the context of the environment, such as government policy, regula-
tions, and support, trading partner attitude (pressure or resistance), interorganiza-
tional trust, and market dynamics are critical. As an interorganizational ICT, SCM
systems, one of the inter-organizational ICTS, are utilized for information transfer
across organizations in the network. A shared SCM system must be used by partners,
so the preference for transitioning to Al-enabled BCT in 6G-based SCMs is largely
influenced by environmental variables. SCM systems providers should focus further
on the leading companies in the supply chains as trading partner attitude (pressure or
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resistance) has a considerable significance on the adoption decision of Al-enabled
BCT in 6G-based SCM systems.

6 Conclusion

A disruptive technology, Al-enabled BCT will be predicted to reshape the 6G-
based SCM systems and business transactions across the countries by providing
promising opportunities such as improving transparency, business analytics visual-
izations, high-speed transactions, immutability, real-time traceability, and efficiency.
Correspondingly, it is estimated that the impact on the global economy of this inno-
vative technology will be drastic. Despite these promising benefits, organizations
have not adopted this technology yet. It is still in an infancy stage. To take advantage
of this technology, organizations need to remove the barriers before adopting and
using it successfully. Thus, this study aims to provide novel and reliable insights
for ICT service providers to devise their SCM systems and companies to overcome
obstacles and resistance to adoption and use.

This chapter makes substantial contributions by conducting an SLR to find out
constructs affecting the adoption and usage of Al-enabled BCT in 6G-based SCM
systems. Subsequent to the SLR, it became more apparent that no study aims to
unify the adoption of Al, BCT, 6G-based network, and SCM. This chapter addresses
this gap in the research literature. The other contribution of this study is to develop
a theoretically grounded research model by following a well-known ICT adoption
theory by identifying the primary contexts and related constructs to contribute to the
adoption of this technology.

As a future investigation, a quantitative research method is planned to determine
the most critical constructs affecting the adoption of Al-enabled BCT in 6G-based
SCM systems in the context of the organization because one major limitation of the
present study is the lack of quantitative data collection from responders with various
backgrounds.
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The Economic Impact of AI-Enabled M)
Blockchain in 6G-Based Industry T

Pawan Whig, Arun Velu, and Rahul Reddy Naddikatu

Abstract The growth of billions of data-intensive apps has worsened the problem
of restricted data throughput in the 5G wireless communication network. To solve
this challenge, researchers are creating state-of-the-art technologies to fulfill the
increasing wireless needs of the 6G wireless communication standards. Although
certain candidate technologies from the 5G standards will apply to 6G wireless
networks, significant disruptive technologies that will ensure the requisite quality
of physical experience to enable universal wireless connection are expected in 6G.
To understand the vision and objectives of 6G, this book chapter will first offer
a basic background on the history of several wireless communication technolo-
gies. Second, we present a broad overview of the suggested supporting technolo-
gies for 6G and new 6G applications such as multi-sensory, extended reality, digital
replica, and blockchain. Also, this chapter includes a special section based on the
economic impact of Al-enabled blockchain in the 6G based Industry. Following
that, the technology-driven difficulties, social, psychological, health, and commer-
cialization issues faced by implementing 6G, as well as potential solutions to these
challenges, are thoroughly explored.
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1 Introduction

As energy and climate are continually addressing the global pending problem,
modern renewable energy is a dominant solution. Clean energy is known as green
energy that can be used to offset conventional energy because it releases fewer
pollutants and is renewable. As a result, green energy infrastructure and platforms
are increasingly being built, and there is an increasing need for renewable energy
expansion.

In this chapter, we introduce a new exchange mechanism to unlock new energy
resources, which could be used in the future, using the blockchain. A blockchain is
an open leader, where all transactions online are registered and all transactions can be
bound, submitted, or checked. Blockchain is a digitalized accounting records scheme,
whereby all transactions are recorded in detail according to a series of cryptographic
principles to avoid illicit interference [2].

Each node in a blockchain transforms into a prosumer, able to generate, sell, and
buy electricity, as well as exchange it across a peer-to-peer network without the need
for a central organization.

Trading is executed remotely without the involvement of a third party because it
is built on smart contracts. Different exchange criteria can be set, but the simplest
method of trade is when the sell and purchasing amounts match depending on a
price set according to the overall energy level. This allows us to use energy more
effectively by establishing a nontraditional active energy trading network.

At this period, as a number of power and transaction records stored in the
blockchain network are being registered, we create private networks that partici-
pate only in the allowed nodes without fear of failure and attack to avoid attacking
nodes buying and selling indiscreet resources.

2 Blockchain

The blockchain is a distributed data network infrastructure based on P2P. As the
blocks are clustered into chains, the blockchain is named. In the blockchain per
network, the user distributes and stores data from the history of transactions in block
format. Since any node has a single private key and public key, the secret key and the
hash function can be used to carry out a cryptographic signature on the transaction.
Each node uses the public key to check that the transaction has indeed been signed
by the digital signature subject [3]. The block that includes this transaction has a
structure of “chains” that are constantly linked after a certain cycle during the time
flow. Each user can review their transaction history by reading their logs since every
user has a transaction history. Transactions not authenticated cannot then be stored
in the block. Blockchain thus has three features: data confidentiality, safety, and
decentralization [4].
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Blockchain is suitable to provide the information because it provides information
that can be stored in an immutable ledger immediately, shared and fully open, and
which can be accessed by approved network members only. A network of blockchains
will monitor orders, transfers, accounts, development, and much more. And because
participants have acommon understanding of the facts, all the transaction information
is end-to-end and gives you increased interest and new efficiencies.

3 Aspects of AI With Blockchain

Al and blockchain are proven to be a potent combo, benefiting nearly every sector in
which they are used. From agricultural supply chain and health sharing of information
through media royalty and financial security, blockchain and Al technologies are
teaming to improve everything. The combination of Al and Blockchain affects several
elements, notably security—AI and blockchain will provide a second layer of defense
against the internet.

Artificial Intelligence can successfully mine datasets to generate novel situations
and uncover trends based on data behavior. Blockchain technology aids in the effec-
tive removal of flaws and fake data sets. Al-generated classifiers and patterns may
be validated on a decentralized blockchain structure to ensure their legitimacy. This
applies to any consumer-facing company, such as retail transactions. Data collected
from clients using blockchain technology may be utilized to construct chatbots via
Al

3.1 How AI Can Be Included in Blockchain

The combination of Al with blockchain results in possibly the most dependable
innovation judgment system in the world, one that is essentially trying to mess and
gives solid insights and judgments. It has several advantages, including

Improved corporate data models,
Globalization verification systems,
Innovative audits and conformance systems,
Cleverer finance,

Clear governance,

Smart retail, and

Smart prediction.
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3.2 Technical Aspects

Security: Only with the incorporation of Al, blockchain technology become safer
by providing better application deployments that are secure. An amazing example is
Al systems that are progressively deciding if bank deposits are illegal and should be
banned or probed.

Efficiency: Artificial Intelligence can assist in optimizing algorithms to minimize
mining load, resulting in lower network latency and speedier transactions. Al enables
blockchain technology to have a lower carbon impact. The expense imposed on
miners, as well as the energy expended, would be decreased if Al devices replaced
the labor done by mine workers. As the data on blockchains grows by the minute,
artificial intelligence data pruning techniques may be used in the blockchain data
for automatically pruning the data that is no longer needed for future usage. Al can
even bring new decentralized learning methods, such as supervised learning, or new
data-sharing mechanisms, which will greatly improve the system’s efficiency.

Trust: One of blockchain’s distinguishing features is its immutable records. When
used in combination with Al, people will have surpassed the previous to track the
system’s thought process. This, in turn, increases the bots’ trust in one another,
enhancing machine-to-machine contact and enabling them to exchange data and
coordinate large-scale decisions.

Superior Management: Whenever it breaks codes, human professionals improve
with practice over time. A machine-learning-powered mining method can eliminate
the need for human expertise because it can virtually completely perfect its abilities
if given the necessary coaching knowledge. As a result, Al also aids in the better
management of blockchain networks.

Memory: Blockchain networks are suitable for storing extremely sensitive,
personal details, which may be added comfort and quality when efficiently handled
with AL Intelligent health systems that use medical scans and data to make the
accurate diagnosis are an outstanding example of this.

4 Main Elements of Blockchain

The main elements of the blockchain are explained in the subsequent section.

4.1 Distributed Ledger

DLT is an asset transaction digital structure in which transactions and their data are
registered simultaneously in several locations. DLT is the only way to register the
transaction. In contrast to conventional databases, distributed ledgers don’t have a
central store or management function [5-7].
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Fig. 1 Distributed ledger technology

Each node processes and checks each item on a distributed ledger, generating a
record of each item and agreement for its truthfulness. You may use a distributed
directory for recording static records, such as a register and dynamic transactions.

This computing architecture reflects a major change in record-keeping by
changing the collection and communication of records.

Source of the Ledgers Books

Ledgers—mostly transaction records and related figures—have remained on paper for
thousands of years. They became digitized at the end of the twentieth century with the
development of computers, while computerized books usually reflected what used to
appear on paper. However, the validity of transactions reported in the records must
be checked by a central authority in the period. For example, financial transfers need
to be checked by banks [8-10].

The distributed directory and its unchangeable transaction log are accessible to all
network members. This mutual directory records transactions only once, avoiding
the repetition of effort characteristic of conventional corporate networks. Workflow
in the distributed ledger is shown in Fig. 1.

4.2 Importance of DL

The distributed ledger technology will speed up transfers because it eliminates the
need for a central agency or intermediary. Likewise, distributed booklets will reduce
transaction costs [11-14].
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Experts are also of the opinion that distributed ledger technological information is
much safer when each network node has data and creates a mechanism that is harder
to hack or target effectively.

Many often see a distributed block as a much more open method of managing
records, as the content is being exchanged and thereby witnessed in a network [15].

The use of distributed ledger technologies in financial transactions was very impor-
tant early. This is comprehensible because of the worldwide usage of blockchain
bitcoin, although also showing that DLT may function [16]. Early innovation also
became in this room in banks and other financial institutions.

However, in addition to financial purchases, DLT advocates claim that digital
books can still be used in other fields, including government and industry. Experts
think that automated leads will be used to collect taxes, pass land deeds, distribute
social services, and also vote.

They also state that DLT can be used to process and implement legal documents
and the like.

Some claim that people can use this technology to collect, monitor, and selectively
distribute personal data when necessary. Use cases include medical records and
company supply chains [17-20].

Proponents also believe digital booklets will help to monitor the rights and
possession of literature, commodities, songs, movies, and more of intellectual

property.

4.3 Futures of DL Systems

Itis an ongoing question whether distributed leading innovations, such as blockchain,
can revolutionize the way economies, organizations, and businesses operate.
Academic and financial press articles asked whether distributed ledger systems as
they currently exist are secure enough to be used widely. These modern modes of
trade and security issues are not subject to any legislation.

5 Immutable Records

After the transaction is recorded in the public ledger, no user can alter or manipulate
it. If an error occurs in a transaction log, the error must be reversed by adding a new
transaction and all transactions are then available. Immutable record is represented
as shown in Fig. 2.

The word “immutable” can almost always be found across hundreds of posts and
discussions surrounding blockchain. Immutability—the ability to remain a constant,
unchanging, and unalterable transaction background for a blockchain leader—is a



The Economic Impact of Al-Enabled Blockchain ... 211

Fig. 2 Representation of immutable record

definite attribute that blockchain evangelists emphasize as an important advantage.
Immutability will turn the audit process into a quick, reliable, and cost-effective
process to increase confidence and integrity in the use and sharing of data companies
daily [21-25].

Trillions of dollars would be spent on strategies for cyber security that can secure
our confidential data out of our sight. However, we seldom fight the domestic cyber
protection fight: to ensure that our data is not compromised, substituted, or falsified
by a corporation or its employees. In certain instances, we depend on methods such
as private keys and user permissions to correct data. Yet, methodologically or mathe-
matically, one cannot prove the knowledge is flawless in a typical program database.
The next line of security is auditing [26-28].

The introduction of blockchain will provide a regular degree of confidence for
data companies—immutability gives credibility. Blockchain allows customers to
show that the information we use to have is not manipulated and at the same time the
audit process can be turned into an effective, sensible, and economical operation.

What is Immutability?

A brief introduction to hazardous cryptography.

We need to consider cryptographical hatching before diving into blockchain
immutability. The fundamentals are as follows:

A hash function takes the current data and outputs a “Checksum”—a number and
letter string that serves as digital signatures.

The check amount is guaranteed to indicate your exact data entry—if any one
byte differs from two files, the outputs are two strings after hacking. This can be
associated with an avalanche effect [29].
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SHA-2 (and its variants: Sha-256 is the most common in the blockchain world)
is probably the most popular hashing algorithm. It was developed by the NSA.

Cryptography + Blockchain Hashing Process = Immutability.

Transaction validated by the blockchain network is time-marked and inserted in
a “block” of records, encrypted by a hacking mechanism that links the hash in the
previous block and integrates it into the chain as a sequential update [30-34].

Including metadata from the previous block, the hash output will be used for a new
block. This connection during the hacking process renders the chain “unbreakable”—
after validation, data cannot be manipulated or deleted so the subsequent blocks in
the chain deny the change attempted. In other words, as data is manipulated, the
blockchain breaks down and the cause can be found easily. This feature is not present
in conventional databases, where details can be easily changed or erased [35].

At a certain time, the blockchain is simply a reference to the truth. For Bitcoin,
these details include Bitcoin transmission detail. The picture below illustrates how
as part of the header the check-summation of the transaction data has been applied
to and becomes a checksum for the whole block [36-39].

6 Smart Contracts

To speed transactions, a set of rules—called a smart contract—is stored on the
blockchain and executed automatically [40]. A smart contract can define conditions
for corporate bond transfers; including terms for travel insurance to be paid and much
more. A block diagram to represent the smart contract is given in Fig. 3.

Intelligent contracts are self-executing contracts bearing the terms of an arrange-
ment between peers. The provisions of the arrangement shall be included in the
code. The intelligent contract runs on the open network of the Ethereum blockchain
[41-44]. The arrangements make capital, shares, property, or other commodities
easier to trade. There are two commonly used smart contracts in Ethereum—
Solidity and Serpent—programming languages. Solidity is an advanced program-
ming language used on the Ethereum blockchain platform for integrating intelligent

Fig. 3 Block diagram to
represent Smart contact SMART CONTRACT

® O
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contracts. It allows developers of the blockchain to review the program, instead of
compiling it at runtime [45].

Two parties traditionally use a reputable third party’s expertise to carry out the
arrangement as two parties enter into a deal. For millennia, it was handled this way.
However, the implementation of intelligent contracts and their associated applications
automate a difficult manual operation [46]. In 6G to make it more secure and highly
reliable, Smart Contracts are needed in the future, this can be possible only with the
application of blockchain. Hence, blockchain is an integral part of digital transactions
to make the process highly secured. In future, smart Blockchain with the application
of Artificial intelligence make 6G smart contracts more accurate, efficient, and secure.

6.1 Savings for Intermediaries, Automation, and Time

Taking days and even weeks to perform a conventional contract, the sheer number
of lower and middle levels delays the process.

Smart contracts can be carried out on a computer under predefined environments
for just minutes since they are automated and programmable. There is no involvement
by third parties.

6.2 Safety

Contacts with standard contracts are issues about privacy and stability. Safety can be
jeopardized at any time with too many intermediary parties involved. When using
smart contracts, security is retained by encryption, the public key, and private keys.
The data is almost difficult to change when held in a decentralized environment.
Intelligent agreements are entered into remotely using private keys. The public key
exchanged by the participating parties cannot be decoded [47].

6.3 Precision and Openness

Conditions and terms in an intelligent contract are predefined and pre-integrated.
Once a condition has been reached, the sending happens and is registered automati-
cally. If every transfer is part of a conventional contract, it is a manual procedure with
workflows for consent. The groups concerned, peripheral bodies, and intermediaries
traditionally dictate accountability. It’s a device that’s flawed. However, intelligent
contracts are 100% open, and 24*7*365 are available online. Anyone will check and
verify the transactions archived. Traditional contracts are impossible to archive since
they are offline and dependent on paper [48].
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6.4 Fare

Compared to smart contracts, traditional contracts are costly mainly because all the
intermediaries must be paid for. There are no intermediaries for smart contracts, and
only the exchange costs derive from the underlying smart contract network networks.

6.5 Benefits of Blockchain

What has to be changed: Activities also expend time to maintain redundant records
and to validate third parties. Record-keeping systems can be vulnerable to cyber-
assault and theft. Weak data verification can be slowed by limited clarity. And trade
rates soared with the advent of IoT [49]. All this is slowing down the industry,
draining the end — which suggests that we need a better direction. Some benefits of
the blockchain are described in the following.

(a) Trust

One should be sure that you receive reliable and timely data from blockchain
as a part of a Network-Only, and that the private information can only be
exchanged with network users to which you have specific access [50].

(b) Security

Both network participants need a security consensus on data accuracy, and all
authenticated transactions cannot be changed since they are forever registered.
Nobody can uninstall a transaction, not even a system administrator.

(¢) Sustainability

The time-consuming record reconciliation is avoided with a public ledger
exchanged by users of a network. And a series of laws—known as an intelli-
gent contract—may be saved and exceeded instantly in a blockchain for pace
transactions.

6.6 Blockchain Benefits for 6G

A new wireless network, 6G, will satisfy the needs of Internet of Everything appli-
cations and help usher in a data-intensive, intelligent society of the future, according
to the company. Blockchain, according to researchers and industry experts, will help
the 6G network’s functioning requirements.

The most important technologies that will be the driving force for 6G are the
terahertz (THz) band, Al, optical wireless communication (OWC), 3D networking,
unmanned aerial vehicles (UAV), and wireless power transfer. The detailed discussion
is out of the scope of this book chapter.
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Sixth-generation communications (or 6G) will have a profound impact on the
world by 2030. Even though many nations are currently working on 5G, several
research organizations have already begun work on 6G. Cryptocurrency-based tech-
nologies might help overcome the existing constraints of the 5G network and enable
sophisticated IoE applications for 6G. The potential of blockchain technology and
its future possibilities will be discussed in this article.

Mobile networks of the sixth generation (also known as 6G) will provide a
superior user experience by covering the whole air—space—sea—land (ASL) system.
The 6G mobile traffic is expected to reach 607 Exabytes/month by 2025 and 5016
Exabytes/month by 2030, according to estimates.

‘When combined with artificial intelligence, the Internet of Things, and blockchain,
6G will be able to satisfy unprecedented service-level requirements, such as ultra-
high data speeds and traffic volumes for applications. Virtual Reality, holographic
communications, and huge machine-type communications are all possible uses.

To further appreciate how blockchain might aid 6G mobile networks, let’s look
at some of the perceptible and relevant problems that 6G faces.

The sixth-generation network is experiencing several challenges as it is being
built. According to Behnam, Biral, and others, the following has been studied:

A large number of linked devices will be used in the future industrial ecosystems
as a result of the commercial IoT with billions of gadgets. Adapting 6G systems to
changing traffic conditions will be a difficulty, though.

Transmitting data in real time with the least amount of latency is essential for
precise operations between devices and machines.

For industry-related essential applications, power distribution systems and vehic-
ular networks must be integrated in a coordinated manner.

To manage the massive amount of real-time transactions created by future systems,
the network infrastructure must be able to handle higher throughput.

Standards for validation and entry restrictions are necessary to prevent unautho-
rized modifications. The low-power 10T devices utilize lightweight cryptography
methods that might expose the data.

As 6G networks get more complex, they will include an increasing number of
interconnected devices, which will raise the risk of a Distributed Denial of Service
assault.

An audit of tenant activity in the network system is essential. A vast number of
renters will be audited, but implementing common security measures for the devices
will be a challenge.

7 6G Advantages from the Blockchain:

This is how blockchain can solve the following problems:

e Securing distant resources and offloading computation as well as creating trust
between edge servers and consumer devices.
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e The enhancement of spectrum sharing security and the prevention of lease record
manipulation.

e Assuring trust between cache requesters and suppliers when high-volume material
is cached on user devices

e When sharing energy or resources via smart devices or trading platforms, ensuring
confidence among market players.
Optimized inference management by eliminating middlemen
Eliminating the constraints of scaling by making enormous connections possible

However, scalability, Sybil attacks, and privacy leaks are still issues that need
to be addressed before blockchain can be used to solve them. With the integration
of blockchain with 6G, industries would benefit from transparency and information
exchange through the use of 6G technology.

Assuring the market participants’ confidence while exchanging energy or
resources via smart devices or energy trading marketplaces is essential.

Optimized inference management and the elimination of middlemen,

eliminating restrictions on scalability by providing enormous connections.

However, scalability, Sybil attacks, and privacy leaks are yet to be solved. Trans-
parency and information sharing would be aided by the incorporation of blockchain
into 6G.

Blockchain’s potential is limitless. While more rigorous research and ongoing
innovation and technology breakthroughs will assure a bright future in the coming
decades, aspiring blockchain technologists and business experts are needed to keep
the needle rolling.

8 Applications of Blockchain with 6g

It is discussed how to categorize blockchain-industrial applications in 6G-enabled
IoT. It included traditional areas of interest for various reasons such as smart manu-
facturing, supply chain management, the food industry, smart grid, health care, multi-
media and digital rights management, agriculture, and the internet of vehicles and
unmanned aerial vehicles as shown in Fig. 4.

Blockchain and 6G enhanced security and bandwidth while requiring minimum
operating and capital expenditures.

8.1 SM (Smart Manufacturing)

SM is an abbreviation for Smart Manufacturing.

The industrial industry is transitioning from automated to smart technologies.
Each lifecycle step generates a large quantity of data, including product design,
allocation, sale, and servicing. The data is partitioned, which makes data collecting
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Smart manufacturing

Supply chain management

Food industry

Smart gnd
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Agriculwre
[ Internet of vehicles and unmanned aerial vehicles }

Multimedia and digital right management

Fig. 4 Application area of blockchain

and analytics more challenging. IoT systems are linked via a peer-to-peer network
for data exchange in industrial sectors, and interoperability concerns are addressed.
The use of BCoT has improved the security of smart manufacturing.

8.2 Management of the Supply Chain

The phrase “supply chain” refers to a group of people, suppliers, and actions
throughout the product lifecycle. It begins with the creation process and progresses
to the sale process, beginning with the supplier and ending with the manufacturer.
As depicted in Fig. 5, the supply chain begins with the supplier and continues with
the producer, trader, seller, and buyer.

Supply Chain Management refers to the process of managing data and finances
as they change as a result of the supply chain process (SCM) as shown in Fig. 5. A
product was made up of several pieces that were provided by various producers from
various nations. It is costly to implement anti-fraud technology in each product.

Tamper-resistant and perceptible blockchain are used to ensure data provenance.
The traceability ontology was established with IoT and blockchain technologies
based on the Ethereum blockchain policy. The BCoT reduced service expenses. The
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Fig. 5 Supply chain management process

rapid integration of blockchain and IoT reduced costs and risks. The blockchain-
based machine learning platform facilitates secure data exchange among many efforts
to improve customer support.

(a)

(b)

Industry of food

In the food sector, BCoT improved the product life cycle. Traceability of
food items is critical for ensuring food safety. It is a difficult task to provide
food traceability for IoT. Several vendors were included in a food firm. For
food processing, traceability necessitated raw material data from suppliers.
Blockchain ensured data origin and traceability in the food business. RFID
and blockchain are being used in China to build a supply chain platform
from farming to food manufacturing. The technology ensured the data trace-
ability of the food supply chain. Through the provision of traceable food items,
blockchain technology improved food safety.

Smart grid

The appearance of distributed renewable energy resources changes when
energy customers transition from pure shoppers to prosumers. Energy
prosumers have extra energy sell it to other customers. P2P energy trading
is the exchange of energy between a prosumer and a consumer. It is difficult to
provide safe energy dealing in a dispersed atmosphere. Blockchain technology
made it possible to provide safe peer-to-peer energy trade. Through blockchain
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consensus, an energy trading system based on consortium blockchains was
created to minimize costs without the use of a broker. To maintain the confi-
dentiality of transactions, a decentralized energy trading system based on
blockchain was created.

Health care

Because of population, health care is one of the most pressing social-economic
concerns. It featured increasing demands for healthcare services as a result of
insufficient facilities. The advancement of wearable healthcare devices and
the availability of healthcare data give the potential for delivering remote
monitoring services at home. With heartbeat, diabetes, and blood pressure
monitoring, wearable gadgets decide and collect healthcare data. Doctors may
access healthcare data at any time and from any location thanks to networks.
The susceptibility of healthcare equipment poses several problems in terms of
preserving privacy while increasing data security.

Vehicle internet and unmanned aerial vehicles

Vehicle-to-vehicle networks, vehicle-to-roadside networks, vehicle-to-
infrastructure networks, and vehicle-to-pedestrian networks are all part of the
Internet of Vehicles (IoV). To solve security issues, the blockchain is linked
with IoV. In IoV, blockchains were subject to a trust-management policy. Their
message responsibility is allowed by PoW/PoS consensus implemented using
RSUs. Blockchain technologies are used in smart grids to preserve energy and
communicate data between electric automobiles and hybrid electric vehicles.
Agriculture

To increase the number of agricultural goods, smart agriculture used modern
technology such as IoT, GPS, and bigdata. Information is saved in the control
system and is analyzed by Al. The integration of information technology in
smart agriculture reduces the cost of the agricultural supply chain. Distributed
Ledger Technologies (DLTs) have improved the efficiency, traceability, and
simplicity of agricultural supply chains. Two related structures must be created
to minimize repetitive problems in accumulating data on the blockchain.
Digital and multimedia appropriate management

Media distribution is a type of digital multimedia material dissemination that
includes audio, picture, and video. The advantages of traditional internet
content distribution mediums were improved accessibility, lower costs, and
greater performance. Cloud-based Content Delivery Networks (CDNs) are
selected due to their low housing costs. The planned systems had inherent
issues that were difficult to overcome. Blockchain-based RIGHTSs manage-
ment system (BRIGHT) based on blockchain video files. Existing multimedia
failed to save any data about ownership or media adaptation information.
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9 Economic Impact of AI-Enabled Blockchain in 6G Based
Industry

During 2020 and early 2021, 6G research efforts were more popular as governments
across the world began to look for new technologies before competitors. This may
be divided into several recent major investments.

The nation has already sent a 6G experimental satellite into orbit, according to
China’s official news agency. It is believed that the satellite was one of 13 new
satellites deployed by China during the November 2020 long-march-6 rocket launch
period. The China Global Television Network reportedly stated that the satellite
weighed 70 kilos and was tested on long-distance terahertz data. The satellite may
be used to monitor agriculture, forest fires, and other environmental information.
Recently, CNIPA has revealed that it holds 35 percent of around 38,000 patents in
6G of China’s national intellectual propriety agencies.

The 6G Flagship research initiative in Europe is attempting to bring together 6G
technology research, now focused at Oolu University, Finland.

In the next two years, Japan will spend 482 million dollars to enable 6G expan-
sion. This grant will also provide an opportunity to develop wireless initiatives by
researchers. The ultimate objective of the country is to show the prominent mobile
technology by 2025.

In Germany, in 2021, Vodafone Germany announced the establishment of a
Dresden 6G Research Centre.

Itis little wonder Samsung worked with 6G in South Korea, which believes sophis-
ticated technology like holograms to be particularly promising. They are another
company that predicts the first 6G deployment as early as 2028.

In Russia, the NIIR Research & Development Institute and Skolkovo Science and
Technology Institute have published a 2021 estimate that 6G networks can be made
accessible as early as 2035.

For the United States, the 6G endeavor is more private than the government-
sponsored effort, however, in 2021 the federal government announced a 6G research
collaboration with South Korea. Some cellphone carriers are advancing their own
6G development in America.

The major industry initiative with ATIS named the Next G-Alliance is, in partic-
ular, AT&T, Verizon, and T-Mobile to organize and continue research in 6G in North
America. In May 2021, a technique-based work program was started by the Next G
Alliance to organize a series of new working groups to create the technology for 6G.
The US is second behind China with around 18% of all 6G pa, if patent numbers are
true.
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10 Conclusions and Future Application

With the rapid growth in the number of connected IoT devices, several barriers arise
to limit IoT adoption across various applications. There are several worries regarding
interoperability as solutions are deployed, resulting in new data silos. The centralized
design of an IoT solution necessitates that [oT device owners trust the organizations
to keep their data secure. Blockchain is a promising technology that has aided in the
resilience of IoT networks.

A distributed ledger avoids the difficulties of centralized design and saves data
through its features. Blockchain built trust between IoT devices by reducing the
danger of tampering via blockchain cryptography. It reduced costs by removing
the middlemen and intermediaries’ overhead. Although blockchain provides a solu-
tion to many IoT difficulties, every merger of two embedded technologies intro-
duces additional issues and hurdles. Because of IoT needs such as security, data
privacy, consensus protocol, and smart contracts, the characteristics of blockchain are
changing. Several research articles on blockchain integration with IoT are examined
to investigate security concerns.

The degree of data confidentiality and integrity is likewise poor in certain existing
efforts. The scientific hurdles and unresolved concerns in integrating blockchain
with a 6G communication network are examined. Following that, future research
recommendations for blockchain-enabled IoT with a 6G connection are presented.
The article’s future scope is to connect blockchain with IoT 6G technology to reduce
computing costs. Depending on the expectations and requirements, 5G technologies’
security and privacy problems will be mitigated.
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Abstract When it comes to the use of new technology, the pharmaceutical industry
has undergone many transformations. Operational issues and counterfeit drugs are
two of the most commonly encountered challenges in the pharmaceutical industry;
the solution is to provide authenticate vigilance to track pharmaceutical products from
starting of production to consumption for avoiding further financial losses. Due to
blockchain’s streamlined nature for keeping total confidentiality and efficiency to
the traditional method; it has the potential to resolve it and speed up the process by
emerging 6G wireless network. Despite the fact that blockchain-based systems offer
many benefits across the pharmaceutical industry, the adoption rate of blockchain
technology remains somewhat low due to the lack of knowledge, awareness, and
the lack of understanding that why, how, and where blockchain technology with
6G is required in their domains. This chapter explains blockchain technology, the
benefits of a blockchain-based system and how it enhances the overall efficiency of
pharmaceutical industries by integrating 6G wireless networks.

Keywords Blockchain technology + Pharmaceutical industry - Sixth Generation
(6G) wireless networks  Supply chain management * Distributed ledger technology

1 Introduction

1.1 An Overview of the 6G Wireless Network

6G wireless networks are designed to provide future data-intensive smart societies
with complete automation by integrating wireless network characteristics from the
ground, air, space and undersea. 6G is anticipated to achieve 607 Exabytes for each
month around 2025 and 5016 Exabytes around 2030, due to substantial volumes

F. S. M. Ismail (<)
Department of Computer Science & Engineering, GNIT, Nagpur, Maharashtra, India
e-mail: firdoussadaf2810@ gmail.com

S. G. M. Mushtaque
Department of Applied Science and Humanities, GNIT, Nagpur, Maharashtra, India

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2022 225
M. Dutta Borah et al. (eds.), Al and Blockchain Technology in 6G Wireless Network,
Blockchain Technologies, https://doi.org/10.1007/978-981-19-2868-0_11


http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-19-2868-0_11&domain=pdf
mailto:firdoussadaf2810@gmail.com
https://doi.org/10.1007/978-981-19-2868-0_11

226 F. S. M. Ismail and S. G. M. Mustaque

of data traffic and new multimedia technologies. There’s a need to hook up a vast
group of ubiquitously connected heterogeneous devices (e.g. pharmaceutical manu-
facturing organizational structure, along with the internet of things, to help enable
a variety of network facilities) is driving the need for 6G communication systems
to be almost virtualized, software designated, and cloud-based structures [1, 2].
However, this goal is hampered by a variety of trust-related challenges that are
typically disregarded in network architectures. Blockchain, a fresh and imagina-
tive technology that has arisen in the previous decade, provides a feasible solution.
Because of its decentralization, transparency, anonymity, immutability, traceability,
and resiliency, blockchain can foster cooperative trust within and between separate
network elements and promote, for example, effective resource sharing, trusted data
interaction, secure access control, privacy protection, and tracing, certification, and
supervision functionalities for wireless networks [3].

1.2 Blockchain Technology

Blockchain technology is an electronic ledger or series of blocks connected together
via encryption. These blocks include data in the form of the block header and the
block (which contains data); the coupling of blocks forms the chain, which contains
knowledge regarding the current block as well as the address of some other blocks
(Fig. 1). Blockchain creates a data structure through the orderly connection of nodes.
This approach was invented in 1991 as the “digital documentation” of such contents.
Initially, the application of blockchain technology was highly limited and quite infre-
quent. With the debut of bitcoin, a platform for digital money (cryptocurrency)
invented by Satoshi Nakamoto, which advanced the usage of blockchain technology,
blockchain technology attracted extensive attention in 2009 [4]. A blockchain tech-
nology is a form of database that is built to be read only once, according to its designs
and specifications. Data is maintained in a blockchain decentralized network and is
a transactional sort of information, therefore the owner owns the private key to
ensure that no one else may access it [S]. In addition, the owner has access to the
Inter Planetary File System (IPFS). When it comes to health care, the operation of
blockchain technology is the reality that the extension of traditional healthcare infor-
mation systems includes a variety of operations such as, but not limited to, having
recovery mechanisms in place, performing backup storage services, and clinching
up-to-date fields. Since the information in blockchain technology is disseminated
over the whole linked network with no single point of failure, an entrenched backup
mechanism is created [6]. Furthermore, a solo version of content is duplicated across
every node of the blockchain (Fig. 1), which minimizes the volume of interactions
involving information systems and thus factors for decreasing the pressure on the
healthcare environment.

A blockchain can be stated as the spreading technology when accuracy and secu-
rity of digital data are the big concern with respect to growing data all over the
world considering today’s expanding digital era [7]. Blocks in blockchain are the
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Fig. 1 Blockchain’s basic structure

J

growing index of data and these blocks are logically linked together with each other
using cryptography. Maintaining adequate accuracy and preventing the degradation
of critical data; each block contains a timestamp (to validate the existence of the
transaction), a cryptographic hash (hashing value for every connected block is much
like a "digital fingerprint" that guarantees block confidentiality and is always unique
for each block for supplying encrypted data and reliability), and transaction data [8].
Generally, Merkle tree is used to represent transaction data. One more benefit is data
modification resistivity since each block contains the knowledge about the block
which one is previous to it and concertedly all form a chain as shown in Fig. 1. The
block after each additional block fortifies its predecessor block, this strictly restricts
the alteration of data without altering all subsequent blocks. Peer-to-peer channels are
used to administer and govern blockchains, which serve as just a publicly distributed
ledger [9]. Blockchain is a publicly distributed ledger in which nodes follow a mech-
anism to validate and interact with new nodes. There is no need for a centralized
server or system to store blockchain data. The distributed data was carried out by
millions of blockchain machines all around the world. Data may be notarized on
these computers since it resides on each and every node and is openly able to be veri-
fied. Blockchain technology is built on three pillars: decentralization, transparency,
and immutability. The brief description that how blockchain works and information
flows is shown in Fig. 2.
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The background of blockchain technology has origins in the crypto-currency field and
it was used originally to establish bit-coin (the first practicable digital currency) as
earlier stated in the chapter’s introduction part by the author. Blockchain as distributed
ledger technology (DLT) accredits the evidence of ownership with moreover the
pass on of ownership from one individual entity to another without concerning the
centralized server or systems. This allows parties to inspect and validate transactions
independently and quite affordably [10]. Blockchain databases (describes as a value-
exchange protocol) are authenticated by mass participation and driven by people. A
blockchain may consist of numerous logical levels, as mentioned below:

e From the genesis block to the present node, the main chain has the longest

succession of blocks;

e Infrastructure, which entails the creation of hardware blockchains;
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Orphan (Unused) blocks (its existence is outside of the main chain);

Socializing (discovery of nodes, dissemination of information, and verification);
Agreements like proof-of-work (PoW) and proof-of-stake (PoS);

Information about the blocks and the transactions;

Application (if appropriate, smart contracts/decentralized apps).

The concept of blockchain technology appeared in actuality across a white paper,
which was written by Nakamoto as stated before. Nakamoto’s main plan was to
establish a permissionless system capable of solving the double-spending challenge
by leveraging peer-to-peer distributed ledger technology to produce computational
proof of transactions in a sequential manner [9]. As previously said, blockchain refers
to a network of blocks, each of which stores a gathering of information about the
history, present, and future. As quickly as a block enters the system and becomes
a member of the chain, it plays a critical function in connecting with the previous
and subsequent blocks. Each block’s critical role is to distribute, verify, and record
transactions across other blocks [11]. This also has the advantage of not allowing a
block in any chain to be changed or deleted because doing so would lead to significant
change in every subsequent block. As a result, the blockchain network is a decen-
tralized information system that contains information about all previous transactions
and is managed by a preselected protocol that interprets the direction of validating
and completing transactions, as well as the functioning of its members and the entire
network. Furthermore, because the information is held on each node controlling each
of the various networks, this sort of network is sometimes referred to as a distributed
register. A transaction group in blockchain networks combines blocks of transactions
interlinked on the chain by using hashing of the preceding block’s record. As a result,
the core security element of different blockchains, a particular set of characteristics,
is imposed. Therefore, more information is provided to a block by the edge of the link
(the older it is), the more it is protected against alterations. Even when an attacker
tries to change any of the keys, the regional registry will become invalid immedi-
ately. This result will be obtained also because hash values are stored domestically
within the next block’s header so will be completely different depending on the hash
function methods [12].

1.2.2 Categories of Blockchain Technology

Three blockchain-technology categories have indeed been investigated in audience
access types based on: public, private, and consortium. Anyone can gain inclusion
and participation in yet another transacting party using public blockchain technolo-
gies. Therefore, it does not imply that transactions would have limited confidentiality
because public blockchain uses consensus techniques [13, 14]. Private blockchain
technology allows only authorized parties to connect to a network. Rare benefi-
ciaries can sometimes be constrained for those that have been preapproved over
an acceptable blockchain. Furthermore, multiple levels of access to the data in the
database can also be allowed to individuals. Private blockchain incorporates a high
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Fig. 3 Categories of blockchain technology in users’ access level

degree of security and privacy. A sole central authority determines the consensus
mechanisms in the private blockchain [13, 14]. Consortium blockchains facilitate
most users to access content, but then only a few have the right to write toward the
blocks. Consortium blockchain encourages openness, partnership, coordination, and
promotes loyalty [15]. Similarly, there are conceptions of open and closed blockchain
technology considerably away from public, private, and consortium blockchain tech-
nology. The terminology public and private blockchain indicates the level of acces-
sibility that users have to insert data to the blockchain, while open and closed
blockchain refers to the amount of access that users have to read the data from
the blockchain [16]. Certain legitimate uses are derived in Fig. 3 show a few uses for
four different types of views.

1.2.3 Key Elements of Blockchain

The following are a few essential key aspects that are driving blockchain growth:

e Distributed: With each incoming transaction, the distributed ledger is revised and
transmitted across the computers linked to the blockchain.

e Safe (Secure): There is no fraudulent activity on blockchain owing to permissions
and cryptography.

e Transparent: Since every node or member in the blockchain does have a replica of
the blockchain ledger, only those who are participants have accessibility including
all transaction data. Participants may authenticate one other’s credentials without
any need for intermediaries.

e General Agreement (Consensus-based): For a transaction to be legitimate, all rele-
vant network members must agree. This is accomplished by employing consensus
techniques.

e Versatility (Flexibility): Smart Contracts that trigger depending on particular
parameters may be programmed into the platform. The blockchain technology
can evolve at the same rate as business operations.
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2 Blockchain Technology in Pharmaceutical Industries

Since the patients are relying on the products which are manufactured by the phar-
maceutical industries, therefore pharmaceutical companies play an important and
major role in the healthcare industries [8]. The coherent goals of the pharmaceutical
industries are to discover, develop, produce, and sell medical drugs (as shown in
Fig. 4); as medications to patients, these drugs are used. Pharmaceutical Industries
can track and trace drugs by using blockchain [17]. The pharmaceutical industry can
be technologized by blockchain as it established three influential elements such as
privacy, transparency, and traceability in pharmaceutical industries; for helping with
the industry’s protocols, privacy, practices, and global regulations [18]. The victory
factor of administration of blockchain technology in pharmaceutical manufacturing
is individually explained below [19]:

e Trust and Transparency Factor

The correlation of trustworthiness characteristics that occurs between both the
suppliers as well as the consumers is quite important in communication. Trust
can motivate purchasers to acquire based on fair and concise information about
the product, input validation correctness, responsibility, and the stage of regula-
tory oversight towards the transaction process, which improves security and the
agility of transactions among producers and users. The connection of authenticity
between suppliers of pharmacological raw materials as well as the industries may
be preserved by both parties through transparency that takes place as a result
of the approach, which could be pursued by both the providers and the indus-
trial side. The transparency characteristics of blockchain technology are one of
the most crucial aspects that have been governed instantaneously. Certain prac-
tices are required to ensure that there would be no data alteration or exploitation

The coherent goals of pharmaceutical industries

DISCOVERS DEVELOPES PRODUCES SELLS

Medical Drugs

Fig. 4 Pharmaceutical Industries Goals
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by the entities deployed in the network. Information can be shared and stored
around across networks during transactions, allowing an individual transaction
to somehow be traced and tracked. With many processes deliberately tried, the
quality of transaction information, as well as the user’s faith in the system, will
increase.

e Traceability Factors (Tracking)

The tracking ability and traceable attributes of blockchain methods can help to
have a fuller source of knowledge. An intelligent contract framework is also being
recruited throughout the method of information storage and archiving, which ulti-
mately resulted in an effortless comprehending record tracking beginning only
with the original manufacturing process inside the firm and ending well with user
parts [20]. Track-and-trace principles may also be used to restrict and decrease
transactions in order to combat the dangers of dissemination variations and coun-
terfeit pharmaceuticals that have been found in the pharmaceutical corporation’s
procurement.

e Security and Real-Time Factor
Because the blockchain network security will be out through all transaction
processes prohibited by employing encryption algorithms, security is indeed a
very sensitive matter and a concern that has always been exposed throughout
the infrastructure. The network participants who do not need to be willing to
take part in the network may conduct their transactions besides being affected in
that too, independently of the danger, and the interested parties would embrace
this system and feel more comfortable [21]. Transactions that are in real time
are forced to carry out all the control processes in the pharmaceutical compa-
nies’ transaction workflows. The transactions typically pop up in real time amid
administrative duties allow most relevant parties to only be implicated in evalu-
ating when and where it is, delivering transparency in the relevant data and perhaps
keeping costs down. As a result, it fosters deeper goodwill among all parties to
the agreement, particularly the eventual consumers.

¢ Provenance Data and Immutable Factor
The approach will allow for perhaps a validation of such transaction data that
occurs inside the channel having details that could be recognized and moni-
tored; all such data can be retrieved and thus are identified as dependable sources,
transparent records with safe operation. With the proofs of transaction data, the
network’s collaborating members are gradually becoming enlarged to establish
transactions with one another. Blockchain technology establishes a transaction
process that’s also transferred across peers and stopped by a verification proce-
dure before being integrated with later transactions &encoded using cryptographic
primitives. As a result, zero data items may be reformed. This unchangeable
element is what allows the blockchain system to gain the confidence of the
network’s current users.
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2.1 Research Background of 6G

Blockchain techniques have gained headway for evenly distributed purposes within
the context of 6G connectivity, and therefore are recognized as being one of the
fundamental underlying trustworthy innovations that already has attracted a huge
interest from both the academia and the industry. Blockchain offers a compre-
hensive and decentralized framework for permanently preserving data and certi-
fying transactions across different organizations without involving central mid-
fielders. Blockchain incorporation alongside 6G wireless networks has the potential
to help MNOs precisely monitor and report resource and spectrum use, along with
providing additional rewards including enhanced spectrum auctions, cheaper general
and administrative costs, and sector sharing. Blockchain may measure real-time
resource consumption and boost spectrum utilization by instantaneously assigning
spectrum in response to demand because of the inherent advantage of transparency
[22]. Throughout the recent few years, a modest variety of blockchain research
programs on 6G communications have surfaced; as more of aresult, industry-oriented
research is still very much in adolescence. Blockchain, in the case of smart industry
sectors, performs a crucial function in facilitating member nodes to transmit data in an
encrypted manner, in addition to the characteristics of authorization, traceability, and
remote monitoring. Researchers estimate that even after the fatal epidemic, produc-
tivity necessity for real-time and virtual engagements will increase, as will the ampli-
fication of numerous different huge computational heavy verticals including cashless
economy using crypto currencies, factory automation, virtual reality, and device-to-
device connectivity (D2D) will surge. In order to meet the anticipated demand rise, a
number of key obstacles in the domain of 6G communications have been identified.
The distributed blockchain ledger technology is one of the most important facilitators
for overcoming limits and improving operational standards [23].

2.2 Research Background and Use Cases of Pharmaceutical
Industries

The pharmaceutical is a $482 (referred from an official source) industry and is consid-
ered as a critical part of health care. The research on the pharmaceutical industry
concludes that it is not in good condition. In reality, almost 90% of the drugs break
down toreach the clinical trial phase suggesting it is the intensity of breakdown. From
this, the conclusion can be extracted that novel drugs rarely reach the FDA approval
processes because insufficiency of patients’ data; by using which the pharmaceutical
companies base their research phases and approval processes. Periodically, pharma-
ceutical industries require dealing with the returned drugs. The major challenge is
the returns are comprised of forged drugs [24]. Therefore, pharmaceutical companies
urgently need to identify and then separate, before selling of such returned drugs to
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the market. Drugs should be barcoded and serialized to make them safe from compro-
mised returns; decentralized blockchain utilization is the solution. For this reason,
the package serial number on the blockchain can be easily recorded by pharmaceu-
tical manufacturers, by which drugs can be verified and validated from anywhere.
Blockchain pharmacy, therefore, reasons arise of a new era.

2.2.1 Analytics

e Records/Data: Better analytics require access to the correct data. Because of the
critical nature of clinical information, records are more important than algorithms.
Scientists and analytics firms may quickly obtain the data they need for analysis
via blockchain-enabled HIE (Health Information Exchange). Additionally, if the
provenance of the collected data is tracked via blockchain, trust in the quality and
attribute of the data grows. Blockchain can monitor not just data but then also
analytical processes, such as training and validation of prediction methods. Such
surveillance function can allow healthcare providers and governing agencies like
the FDA (Food and Drug Administration) to have much more faith in prediction
models, improving their chances of being employed in the health context.

e Model: To produce a final robust model, several model predictions may be pooled
via a blockchain network; aggregate forecasts are generally more accurate than
individual predictions. Incentives like crypto-assets and reputational ratings may
also be recommended to support collaboration and improved model submissions.

e Computation: The request for computer resources is rising continuously as the
amount of data and modeling complexity grows. Research organizations and
analytics firms typically use their own computing infrastructure or use Amazon,
Google, or Microsoft’s computing services. Decentralized computing has become
the third alternative since the emergence of the blockchain. Nowadays, a few
interesting open-source peer-to-peer computation systems have emerged, such as
Golem [25], SONM [26], and others. They’ve produced a few early items and also
have a steady, if small, customer base. Maintaining confidentiality while doing
computations upon this is among the most difficult difficulties in decentralized
computation, so it is especially crucial in healthcare. The blockchain-based ideas,
on the other hand, are already in their initial phases and must show their promises
in practice.

2.2.2 Use Case-I: Pharmaceutical Supply Chain

The pharmaceuticals supply chain is indeed the method whereby a medicine is deliv-
ered in an adequate amount and at areasonable cost from the vendor to hospitals, phar-
macies, and patients. The pharmaceutical industry’s supply chain is complicated, with
medications passing via distributors, re-packagers, and wholesalers prior to actually
reaching the buyer. Manufacturers have very little transparency over the legitimacy
of their products across the supply chain. The counterfeit medication issues, as well
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as pharmaceutical arbitrage prospects, are two major challenges inside the pharma-
ceutical supply chain. Healthcare items some of which are offered well with the goal
to misrepresent their source are known as counterfeit medications. Counterfeit medi-
cations may have insufficient amounts of active substances, unlabeled chemicals, or
no active component at all. The cost of counterfeiting medicine is substantial, and it
may lead to treatment failure, medical issues, poisoning, fatality, financial loss, and
even a crisis of confidence there in the healthcare system. Pharmaceutical arbitrage
is an issue that occurs whenever authorities, for instance, provide funding for costlier
yet life-saving treatments to somehow be supplied at a cheaper price through a plan to
enlarge patient access to healthcare. When medications are obtained at a cheap cost
with the purpose of selling them to patients at a massive cost, arbitrage possibilities
are utilized. Pharmaceutical arbitrage reduces reasonable prices, obstructs access to
medications and health care, and costs the government funds [27].

Making the blockchain a promising base for increasing faith as well as trans-
parency, users will be able to trace pharmaceutical items along the supply chain. A
barcode might be detected on a drug’s package at every moment that medication’s
ownership switches. Only trustworthy entities are allowed to make changes to the
blockchain. The record is provided on real-time basis on blockchain. Producers and
end users can study the history by scanning the barcode. The infrastructure should, in
theory, provide drug classification, traceability, verification, and communication in
the event that an unauthorized drug is discovered. End-to-end monitoring is ensured
by the clever blockchain-based management system. It will prevent the possibility
of illegible medication alteration, especially at gateways and other places wherein
physical interaction is required.

2.2.3 Use Case-II: Pharmaceutical Clinical Trials

Multiple parties are involved during the clinical trial, which adds expenses
and complexity: patients, pharmaceutical firms, Contract Research Organizations
(CRO:s), hospitals, clinicians, and regulators. The numerous parties involved may not
trust one another, particularly when it comes to data collecting and data monitoring
systems. Blockchain could provide a solution and serve as traceability for pharma-
ceutical businesses and auditors. The data is uploaded to the blockchain in real time,
increasing transparency. Because the data cannot be changed, trust is established.
Instead of relying on third parties to audit the data, the blockchain solution employs
a consensus method that eliminates the requirement for external auditors to authen-
ticate the transaction. Code auditors are instead required. Finally, the data owner and
the legible data consumer could share data on a peer-to-peer basis. Because of the
blockchain solution’s capabilities, the blockchain solution intrinsically provides data
integrity and generates a new governance system that all participants are required to
obey [27].

A blockchain framework can function as a global ledger system; allowing
patients to enter their data once on a central shared database and exchange it with
different potential recipients such as CROs. Patients have complete control of the
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data. The data purchaser may view the accessible data via a public ledger without
being able to detect a patient. If the patients want to offer a data purchaser access
to additional knowledge on the private blockchain, the owner may provide it at any
time. Because of the shared data record that serves as a single source of truth, the data
is saved and unchangeable on the blockchain throughout the clinical study. Because
of the blockchain’s time-stamped data collection and data flow, defined access priv-
ileges and confirmed identities may enter the system. Any modification at any time
is exactly accurate and trackable. Precision medicine and analytic tools could lead
to significant advancements in clinical trials once a digital database and security are
built within the network of partners using a blockchain solution. To make this happen,
collaboration in the form of industry alliances with policymakers is essential. As a
result, a blockchain solution might potentially reduce the length of scientific cases
and save money in the long run.

2.2.4 Use Case-III: Pharmaceutical Waste Management

A waste management system is essential for the pharma companies, as it is the
ultimate goal of sustainable supply chain processes. If junk is generated in any
capacity, surveillance is extremely crucial for accomplishing outcomes relating to
workplace sustainability as well as the life cycle assessment. Pharma sanitation may
be significant in terms of ethical trash disposal as well [28]. There seem to be two main
types of pharmaceutical waste that have been studied: pharmaceutical junk that is
composed of expired or underutilized compounds, including vaccines or rather sera,
and therefore is thrown away by the healthcare treatment industries and domestic
family units, and pharmaceutical junk that stems from healthcare facilities, healthcare
organizations, and research institutes. The trash supervision process encompasses
many of the procedures that are involved in regulating and overseeing garbage from
start until the end. As per the United Nations, many of these plans are classified into
three major categories: The very first category of activities consists of trash collection,
transportation, purification, and dumping; the second category of activities consists of
managing, supervising, and governing its first category’s actions; Finally, the third set
of events involves reducing waste volume through all the methods of customization,
repurposing, and disposal, respectively.

Blockchain technology can be used to reduce pharmaceutical waste and deal with
it by implementing handling protocols. The administrator will be the first person
in charge of the complete waste management system in the blockchain. Clients can
create a blockchain account and request that their waste be collected from their houses
through this network. Where every consumer may enroll in the blockchain simply by
submitting general details such as one ‘s name, residence, and recognition evidence.
Customers would be able to browse the blockchain once the account manager has
confirmed one’s licensing. Following the completion of the enrollment process, the
client can use the portal to submit a request for waste collection and joins a paper
detailing the sort of waste and the location where it will be collected. A variety of
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payment methods, as well as a cash-on-delivery option, must be available. The inves-
tigator maintains a biography mostly on decentralized peer-to-peer perpetual ledger
framework and posts the findings on the blockchain [4]. The inspector also selects a
trash management facility, collects client input, and takes the appropriate actions. The
inspector creates a profile on the distributed peer-to-peer permanent ledger frame-
work and sends the inspection information to the blockchain. The contractors create
blockchain accounts and do the tasks assigned by the municipality. The consultant’s
mission is always to quantify what further junk was gathered and present the find-
ings to the municipal government. The municipal government may indeed solicit the
assistance of all other authorities, such as that of the cops, to ascertain whether or not
a disaster has actually happened, start investigating the details of the incident, and
make a determination to the municipal council. Subsequently, it is indeed significant
to mention that the blockchain program’s authorities are in charge of overseeing and
legislating all of it.

2.2.5 Use Case-1V: Digital Identity in Pharma Industries

An ailment may have been the direct consequence related to previous chronic condi-
tions; nevertheless, the physician’s given the opportunity to make an actual assess-
ment is governed mostly by the amount and quality of these kinds of sufferer’s
healthcare records that is now available. Specifically, when prior diseases occurred a
number of years ago and the patient has forgotten certain facts, such as medications or
medical examinations, or when the patient is unable to describe elder ailments due to
a lack of medical expertise. These conditions have an impact on the present doctor’s
judgment, and as a result, the doctor may be unable to infer the proper information for
the diagnosis. Electronic medical records have replaced physical papers linked to a
patient’s health data, making it easier to carry, alter, preserve, and distribute; thanks
to technological advancements. The most pressing concern in this field is privacy
protection, which entails safeguarding patient identities and privileges. Pharmaceu-
tical experts may also use electronic health records to produce precise medications
by having access to reliable integrated data [29].

Blockchain operates as a kind of a private framework that secures one’s narra-
tives by preserving an indestructible, decentralized, and straightforward log of
healthcare records utilizing sophisticated codes. Medical records are dispersed
throughout several healthcare facilities, making them difficult to access. Credit goes
to blockchain technology; patients may very well have entire and secure access to
information and health historical background, which must be easily cited by anyone
participating in the diagnosis. To guarantee security and privacy, this access can be
verified using an encryption technique. As a result, the blockchain enables speedier
diagnosis and tailored treatment plans. Patients, physicians, and healthcare profes-
sionals may communicate information quickly and securely since it is decentralized
[30]. Furthermore, approved pharmacies will be able to examine the drug prescribed
to a patient by doctors, promoting the growth of precision medicine. As a result, the
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digitization of the chain connects various stakeholders while also decreasing paper-
work. One such methodology can then be used to document the consequences of
items on patients after they had already consumed them for data sets.

2.2.6 Use Case-V: Data Integrity Within Pharmaceutical Industries

The ability to provide a centralized repository among inter-linked participants is by
far the most fundamental advantage of blockchain technology. It guarantees that
participants agree on the nature of the data transmitted to the network, which is
the primary basis for their critical agreement. This benefit provides the network
with unparalleled transparency, eliminating the need for middlemen and making it
perfect for sectors that require frequent verification. This just accelerates judgment
by improving the flow of information and decreasing confusion. To mitigate this
drawback, the pharmaceutical business requires a dependable surveillance mech-
anism to ensure drug details are not tampered with. This issue can be fixed by
utilizing a blockchain to establish a tamper-proof mechanism that’s also readable and
understandable to a number of participants. Tamper-proof transaction cryptographic
process pertains to blockchain’s peer-to-peer networking that is using consensus
mechanisms to verify the confidentiality and uniformity of each new node incorpo-
rated. Every node in distributed ledger maintains a current copy of the ledger, infused
with previous transactions as well as possession details. The blockchain’s block struc-
ture ensures that transactions are tamper-proof. Because the blocks are connected,
any unintended modification in one causes the network to become incongruent. As
a result, it refuses to accept any modifications in block transactions induced by an
attack. Further to that, pharmaceutical firms adopt medicinal products with detectable
specifics including the title, position, timestamp, additives, drug consumption, and
adverse reactions, along with licensing agreements, in order to preserve interconnec-
tion through each phase and protect medicine with missing codes from reaching the
system. Many pharmaceutical businesses employ holographic technology to ensure
the authenticity of their products and combat the problem of counterfeit drugs.
However, this form of packaging is costly, and holograms may be copied.

2.2.7 Use Case-VI: Pharmaceutical Transparency

The pharmaceutical cold chain can benefit from blockchain technology since it
provides transparency and addresses the requirements of the supplier, producer,
logistics, distributor, and consumer [31]. Blockchain may be used to verify that
all pharmaceuticals comply with patient safety standards, and smart contracts could
help with this. Agreements, nodes, state databases, and rules have been put together
to form the blockchain’s components. The state database is being utilized to show-
case and save the present state of such data base at a specified moment. Each ledger
entry depicts the current condition of the medication data. The name, amount, and
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expiration date of the medications are all recorded along with their price. The trans-
actions relating to medicines make up the blocks. Verification regulation would add
the medicine transaction to a ledger. Node agreements are used to create policies.
Agreements, nodes, state databases, and rules have been put together to form the
blockchain’s components. The state database is being utilized to showcase and save
the present state of such data base at a specified moment.

2.3 Motivation for Role of Blockchain in Pharmaceutical
Industries and Need to Include 6G Wireless Networks

The impression of blockchain implementation in pharmaceutical industries can be
assessed owning to the fact that it will assist the healthcare industry to save up
to per year $100-$150 billion and by 2025 this accounting must bring effect. The
assets can be spotted in the personnel cost, operational cost, counterfeit and support
functions costs, etc. The total merging of blockchain and pharmaceutical industries
can progress a long way. Fifth-generation networks cannot satisfy the exceptionally
elevated IoT expectations (IoTs for pharmaceutical industries), the ultimate respon-
sibility seems to be on the 6G network to determine the highest throughput that
describes a massive increase in the establishment of innovative services and func-
tionalities including multiple-gigabit communication rate, enhanced provenance, as
well as reduced latency. Owing to the paucity of spectrum resources, efficient material
administration, intelligent strategic planning, and fair implementation are required
for accomplishing all objectives. According to its own intelligent adaptability and
integrated capabilities, blockchain is the resolution to all of these perceptions and has
recently achieved tremendous relevance and is highly vital for sixth-generation wire-
less networks. A tremendous opportunity for blockchain related to resource supervi-
sors well with the support of technologies such as IoTs, D2D, and domain blockchain
setups. Blockchain technology handles the formidable issues of sixth-generation
wireless networks, as well as its potential benefits. As no central authority authoriza-
tion is expected for settling, the use of a blockchain simplifies the system simpler
and quicker. Members in a blockchain network can immediately share resources. As
the result, intermediaries are minimized and a copy of the shared ledger is allotted to
each participant which then minimized the transaction efforts [32]. Since blockchain
data have been shared by millions of participants, which is the result that no one can
temper it. By all such security authentication and confidentiality, the entire system
is shielded in case of cybercrimes and frauds.
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3 Blockchain-Based Supply Chain in Pharmaceutical
Industries

When blockchain technology is integrated into the pharmaceutical supply chain then
healthcare may get much of benefit. One of the biggest concerns for pharmaceutical
industries is the proper management of the supply chain. The difficult task with
regards to the supply chain is not only to manage it effectively but also to observe
and obey the standard. When dealing with drugs, multiple parameters must be tracked
[30]. These parameters involve capturing of information such as humidity, air quality,
temperature range, and includes many more. If any of the listed parameters are not
maintained, the drug can lose its benefit and might not be convenient for the clients.
The vaccine comes under one of the best illustrations. Throughout the journey of the
supply chain, vaccines need an attentively operated environment. This issue can be
solved by blockchain that needs to integrate the supply chain with the IoT [33]. For
such integration, a supply chain can be equipped with those devices that can track the
temperature, humidity, and other necessary factors. Blockchain is fairly useful for
adding compliance and governance with the supply chain because of blockchains’
key features such as distributed nature, immutability, and transparency.

3.1 Blockchain Empowered 6G Wireless Network
Architecture

Blockchain is acknowledged as something of a technological innovation that would
be used to unleash the great potential of 6G by enabling decentralized network
governance systems; it can be used for resource exchange and cooperation, spectrum
regulation, information storage, and some other purposes too. A distributed database
makes it easier to record and appraise resource exchange activity. A legitimate multi-
carrier market driven on a decentralized blockchain network will increase spectrum
transaction efficiency while alleviating spectrum scarcity by allowing for the admin-
istration of an underused roughly comparable frequency range. In the context of data
transmission and complicated calculation, blockchain is thought to be a resource-
intensive approach. Minimal research on blockchain-enabled spectrum control has
been conducted, but they have all ignored the effectiveness of the block chain itself,
from outline to the minimizing problem. The government’s spectrum controller
creates high-level restrictions and limits on blockchain-enabled smart contracts that
are nearly impossible to breach [34]. The legislative organization guarantees that the
spectrum is governed equally throughout the nation by harmonizing various wireless
connectivity protocols, supervising transceiver strength, congestion, and supervising
spectrum coordination so on.
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3.2 Case Analysis

By using the pharma business as just an instance, suppliers make available raw mate-
rials to the pharmaceutical business, which then makes and sells pharmaceuticals to
medicines firms, who then sell the stuff to healthcare institutions, and lastly, the
healthcare facilities sell the medical stuff to patients. Pharmaceutical manufacturing
serves as the hub of the whole supply chain (A pharmaceutical group business can
be formed by combining several pharmaceutical companies). The quality of the raw
materials used by suppliers has a direct impact on the quality of the medications, thus
pharmaceutical firms and hospitals must be involved in the selection of suppliers. In
the case of a fixed business partnership between a medicine company and a hospital.
Based on pre-turnover statistical data, the medical center would then suggest a phar-
maceutical distribution summary screen, as well as raw material sellers and phar-
maceutical industrial plants, will actively engage within every segment’s project
proposal in order to maintain a sustainable and sociable business arrangement with
medicine corporate. Exporters, healthcare institutions, pharmaceutical corporations,
and hospitals may indeed make different choice mechanisms for each section of
the distribution chain via making alliances in the supply (network) chain on the
blockchain. Patients may indeed join the relevant community to learn about the full
medicine development or logistics processes (the blockchain utility architecture can
be changed depending on the individual qualities of the supply chain company) [35].

3.2.1 Data Storage Mechanism

Since the succeeding node throughout the blockchain comprises each one of the
preceding block’s corporate data with hashing values, information legitimacy and
non-tampering are acquired. Blockchain-based supply chain framework with each
company’s records creating a block with the same kind of legal entities. The segment
storage structure of the blockchain is depicted in Fig. 1 which shows how the data
storage structure of the blockchain differs from that of a unified supply chain for
manufacturing enterprises. Supply chain networks of multiple industrial businesses
are logically parallel, throughout the supplier relationship chain, but instead of
sequential. In conventional information technology systems, the distribution channels
of diversified firms are concurrent, and therefore have no connectivity with each other.
The wide range of business records of supply-chain issues are linked together using
cryptographic hash references to form it all into the blockchain-based system, while
also digital communication. Multiple manufacturing firms’ supply network topolo-
gies may fluctuate, as well as the supply-chain topic layout is significantly more
complicated [36]. Whenever blockchain-based data bandwidth rises, each economic
topic will also have to hold block data within its own cloud infrastructure or lease
space on some other cloud infrastructure.
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3.2.2 Data Access Mechanism

Blockchain’s incontrovertible evidence method effectively eliminated the supply-
chain deception crisis caused by informational imbalance. Ignoring the fact that the
blockchain might have saved most of the supply chain’s corporate information, the
premise for rectifying the deficiencies of information sharing is getting the associated
corporate data of all other corporate agendas. Relying upon it, the study contends
that distribution network verification disciplines can monopolize blockchain database
access competence. For regular users, gaining access only to authorized scope’s mate-
rial via the blockchain sector is vital, and that might be content accessibility for a
segment of a node or statistics accessibility over a certain quotation. As cryptographic
hash references interconnect every block and each block’s items throughout the whole
blockchain, blockchain access users can easily navigate the total blockchain under-
neath the jurisdiction of the said blockchain network. As a possible consequence,
entire data with each block of said blockchain can also be built, with block relevant
information framed by different business sectors and compounds, however, with the
block’s continuous supply, the successive block would then copy the prior block’s
evidence data and make new element details to content, having allowed permission
people to generate information much faster. Access-users can acquire the relevant
information quickly and properly via virtual connections networks; nonetheless, the
prolonged chronology of the virtual connections is in clear contradiction with the
time-series data established by the blockchain [37].

3.3 Supply Chain Management

Multiple stakeholders with numerous important requirements are required due to the
increasing complexity of pharmaceutical supply. Presently, the supply chain needs to
permit multiple parties to share and update data. It should validate that such details
may have to communicate with national and international regulatory bodies, trans-
port systems, and verification systems. This put forward several challenges [38].
Clearly, many of the stakeholders are allowed to input and change the data; this
adds complexity to the quality of the information stored in the databases. It becomes
very difficult to validate and monitor the right information and secure against human-
generated errors and missing of documentation part. Blockchain is expected to trans-
form the pharmaceutical industry supply chain by mandating a mono-use platform
for all stakeholders, offering much confidentiality, accountability, and surveillance
of the end-to-end transport of services. It is expected that blockchain could trans-
form the pharmaceutical supply chain by authorizing a single-use system for all of its
stakeholders, which would provide much security, transparency, and surveillance of
the end-to-end delivery of goods. Supply Chain Management (SCM) process entails
a number of actions in order to convey products from their place of origin to their
final destination. The Supply Chain (SC) operations are designed, planned, executed,
controlled, and monitored as part of this process. The many stakeholders in the supply
chain operate in divisions [39].
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3.3.1 Integrating Sixth-Generation Wireless Networks and Blockchain
Technology into Supply Chain System (SCS)

The use of blockchain in the pharmaceutical sector to secure and optimize supply
chains might be extensively adopted. The main focus of any solution that may be
given should be on improved compliances and benefits for both the producers and
the customers. Product identification, tracking, and verification are three important
needs for blockchain applications. For this reason and at the same time to grow the
company, medical businesses might use RFID: Radio-Frequency Identification and
[oT: the Internet of Things algorithms. The benefits of blockchain in the pharma-
ceutical industry supply chain business, as well as its evolving impacts on inventory
management by suppliers, physicians, and others, are critical for the future growth
of medicine [40] and agriculture. Individuals may use blockchain technology to
get a large number of constituents to agree on a frequent, authentic set of facts
in the supply chain. Financial adjustments, for example, can be made by financial
institutions by selecting and documenting all trades that occur inside the system.
Without a blockchain, businesses must employ a large number of people to examine
their requests in order to obtain bulk discounts. However, blockchain does this task
without the need for extra personnel or time, obviating the need for a new value
check procedure and providing significant benefits to supply chain management.

3.3.2 6G, Blockchain and Supply Chain Challenges (SCC)

Although the platform is revolutionary in and of itself, it has several limitations and
issues when used in application areas. The study gives a precise and in-depth exam-
ination of the non-technical and technical barriers to wireless network blockchain
adoption in the distribution chain.

The primary computer, which will perform in a 6G transmission environment, will
necessitate the simultaneous interaction of a broad range of devices. The network
framework, including such a core network, would manage a large number of busi-
nesses in real time. The issue of accuracy of inputted data is at the intersection
of technological and non-technical challenges. Data placed into a blockchain must
be accurate; because blockchain technology is immutable and transparent, the user
cannot simply alter or modify the record. If a supply chain partner’s information is
recorded in an unreliable system, the inclusion of blockchain technology may be
more harmful to the user than to be beneficial. The immutability of the blockchain
does not guarantee the data’s quality [41].

Non-Technical Challenges

Even though RFID chips and scanners are now widely available in terms of reach
and accessibility, the availability of technology does not guarantee its acceptance;
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many warehouses still operate using paper at critical locations. The lack of knowl-
edge of blockchain among corporate executives, the belief that it is a fad, and the
desire to wait for wider adoption before committing to the technology are all factors
working against its adoption. Even corporate executives who recognize the potential
of blockchain are hesitant to invest money and time in it due to a lack of industry-
wide standards and procedures. To be impactful, everyone in an effective supply
chain sector must be assured of blockchain’s benefits; key stakeholders must be on
board and reap the importance of using blockchain. As a result, acquiring market
acceptance is a major challenge.

Technical Challenges

When compared to conventional database informational content, retrieving and
committing records on the blockchain takes significantly longer. It also necessarily
requires a considerable rise in computational resources, with scalability posing a
significant challenge. Interoperability is also required among all systems that interact
with the Blockchain [42]. The required payment must be brief and flexible enough
to allow cash out in any currency, it includes FIAT money too.

e Scalability

When the size of the input is raised to satisfy user demand then scalability is
needed. Scalability refers to a system’s ability to adapt and operate. There are
four different sorts of scalability solutions; on-chain scalability, off-chain scal-
ability, consensus mechanism-based scalability and distributed acyclic graphs
based scalability.

¢ Interoperability

Regardless of the fact that blockchain implementation is rising, the detachment
of blockchains in their own “distribution centers” due to a lack of interoperability
standards is impeding wider adoption. Solving cooperation and cross-chain inter-
action issues on the general populace, partnerships, and corporate blockchains
could open the way for a hyper-connected world. When it comes to general agree-
ment concepts, transactions, and contract functionality, blockchain systems must
speak the same language, which means they must have identical capabilities and
feature sets.

4 Claims and Billing Management

In general, electronic platforms are being used to handle and charge prescription
medication assertions, discount bargaining; rebates and formularies, and processing
and paying prescription drug claims. All these are managed by pharmacy benefit
managers that include mediator among pharmacies, drug manufacturers, and payers.
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Blockchain technology integrating sixth-generation wireless networks could possibly
give a lot of efficient, fast, accurate, and transparent solutions that may lower
the waste, alleviate pricing variations and offer a greater customer experience.
Blockchain technology along with 6G might potentially intensify the insurance
authorization activity on the front end and speed up claims processing on the back
end. A system based on Distributed Ledger Technology (DLT) is already being used
by Change Healthcare. This system track claims throughout the life cycle for a large
capacity of patients (up to 50 million transactions per day). Claim verification may
be done through a peer-to-peer network using smart contracts on the blockchain, and
claim processing can be done automatically following claim verification. There is no
need for a skewed third-party authority. Claims fraud may be prevented in a secure
blockchain system, which might speed up the claims process [43].

5 Quality Management

With the integration of blockchain in the pharmaceutical industries clinical trial
data reliability and quality will also get enhanced. The decentralized blockchain’s
behavior allows the clinical laboratories to use an immutable and transparent data
source where hampering the data turns to be impossible. Data verification can be
done whenever required by the stakeholders since the public blockchain is used to
store clinical trial data. Clinical trial data is tamper proof. The clinical laboratories
can trust the information fully to carry out the outcomes of their trials. By using
this system, the pharmaceutical industry can also convince more patients and help
patients to participate in the trials. Because blockchain technology is only as decent
as its consumers, if moderate or erroneous information is added to the chain, the only
thing that can be guaranteed is that reduced, inaccurate, and minimal information will
exist on the chain due to immutability and decentralization. While blockchain offers
many new possibilities, it is important to assess the whole execution, including what
happens to data before and after it is placed on a blockchain [44]. Interoperability
solutions will need to be conscientious about the data; hold, including methods for
resolving inconsistencies and giving trust to various types of data. Modern tech-
nology promises to be beneficial. The benefit of blockchain is that information is
secured from unwanted alteration. This has a significant impact on the economic
system. The degree of trust grows with sixth-generation wireless technology, which
is expected to introduce new features such as reduced latency, ultra-high confi-
dentiality, and maximum efficiency inter-gadget coordination. As an outcome, it
inspired the reader to investigate the key issues and challenges of 6G wireless tech-
nology. Sixth-generation wireless technology will change the clarity and approach to
modern conduct, user-friendly, community, business, and transmission. It is expected
that sixth-generation network technology will greatly assist in the transformation of
various fields. Participants in contractual relationships are prohibited from engaging
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in opportunistic conduct. Economic efficiency improves as a result. In the instance
of the pharmaceutical business, these beneficial impacts are examined. The use of
blockchain technology in pharmaceuticals allows for the tracking of medications at
all stages of manufacture and the assurance of their quality. With the aid of sophis-
ticated digital devices, blockchain technology empowers to verify the validity of
recipient users and medications. As a result, the quantity of counterfeit medications
on the market has decreased, and the quality of medical treatment for the general
public has improved. The following are a few quality-maintenance points:

All document circulation in pharmaceutical companies may be converted into
a blockchain. This approach will improve the speed with which data content
is processed, assure document circulation transparency, and prevent the risk of
document loss, damage, or falsification. These benefits are established by the
technology itself; the generated block cannot be modified or removed.

Blocking ensures that data cannot be tampered with. The selling of counterfeit or
inferior medications would be prohibited. This is accomplished by maintaining
control over all aspects of the medication production, logistics, and distribution
chains.

A unified computerized recipe database will be established. Falsified drug traf-
ficking will be successfully combated as a result of this. Violations such as the
illicit resale of costly pharmaceuticals acquired with budgetary resources on the
commercial trading market would be prohibited. Each patient will be able to verify
the authenticity of medical assistance in form of treatment and guidelines as well
as the number of medications the patient has received.

Prescription medicines will not be taken into account on paper, resulting in cost
savings. This login account will take the place of the online digital register entries,
which can give the virtual entries too. This will considerably reduce the complexity
and speed the regulation of prescription medicine release while also lowering the
labor cost and decreases material expenses.

A federal patient healthcare data registry will be established. This will make life
simple, faster, & economical to innovate new medications. Divide the budgets
of health insurance funds and the state government budget (in terms of money
allotted for health); address other healthcare-related issues.

Ensure that funding goes to the healthcare and medical sector, particularly in the
citizenry or common people sector is transparent.

Spending on drug quality control in the state budget should be reduced. Because
of the usage of blockchain, these expenses will be reduced in absolute terms.
The majority will be compensated by industry businesses interested in marketing
their high-quality products as well as genuine competition (removing forgery
pharmaceuticals from the market).



Comprehensive Evolution of Pharmaceutical Industries ... 247

5.1 Technical Aspects of Blockchain with 6G Wireless
Network to Enhance Pharmaceutical Industries
Operational Work

6G networks will feature a huge network of devices that connect homes, communities,
and industries with multiple data transactions. To ensure safe data transport, devices
must have mutual trust. To establish such trust and security, the blockchain lets each
node keep a sequential ledger (chain of blocks) in which each user who modifies data
within a block is accessible to and validated by everyone else to avoid fabrication.
To preserve transparency, each data block must be confirmed in relation to the prior
blocks by the other participating users. The dependability component is added among
all users in this manner; nevertheless, privacy is compromised because all changes are
accessible to everybody. The decentralized nature of blockchain allows for greater
flexibility while lowering administrative costs. In a densely linked mesh network,
the blockchain provides various benefits, including security, dependability, trust,
and scalability. A video conference call or mixed reality-based video streaming, for
example, might be an example of a blockchain in 6G networks, where the network, in
addition to providing connection, also needs all parties to verify themselves and the
data being transferred using specialized blockchains. This will include data properties
knowledge to analyze anomalous activities in real time. However, aside from the large
device connections, there are additional problems in 6G networks for blockchain
implementation, such as resource constraints on devices that limit the breadth of usage
of cryptographic security methods on the device. Similarly, data packets must be
subjected to a thorough examination to assess danger, which becomes a monumental
effort when the number of devices is large. Security assaults are more accessible due
to the lack of third-party verification, as half of the total participants are compromised
[45].

Blockchain will give security to mobile edge computing nodes in the future for
6G when several devices want to keep their data in the edge device. In the case of
device-to-device communication, distributed security is also required for cooperative
data caching among users. Furthermore, when considering network virtualization,
it is clear that supplying more slices will increase network capacity. In this regard,
blockchain would give the authenticity of data in each slice as well as immutability
characteristics to efficiently administer the virtual network when implemented.

6 Applications

Blockchain is analogous to a definite, actually involved, and a successive portion
of data that is monitored by many candidates who can avoid distortion by using a
6G channel. Most candidates require confirmation and acceptance of a new section
of content before adding it to the blockchain. Participants demand an observer of
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preceding data during the verification period. As a consequence, blockchain is widely
accepted as an advanced trusted mechanism for validating 6G networks.

Applications of blockchain with 6G wireless networks in healthcare distributed
ledger technology (DLT) have been reshaping the healthcare sector all around due to
its immutable manner of data storage and real-time information updating capability
[46]. A drug supply chain is indeed one of the significant fields where applications of
blockchain are pursued as the best product of innovation. In pharmaceutical indus-
tries, there are many other potential applications for blockchain technology including
facilitating (to patients, to payers, to physicians, and to pharmaceutical companies)
access to medical records and prescription sharing, credentialing provider, improve-
ment of the supply chain, quality-of-care tracking, reporting and tracking of clinical
trial data, adverse event tracking and evaluation and drug pricing strategy tracking
[47]. In Pharmaceutical Industries, the following are several use cases for blockchain
applications.

e In the pharmaceutical industry, electronic medical records are the most common
use case. This is because DLT allows for the creation of a single, longitudinal,
and alter-proof patient record. All data relating to vaccinations, lab test results,
treatments received, and prescription history will be kept on a ledger that is held on
a decentralized peer-to-peer network, and these records will be extremely useful
to the pharmaceutical industry’s growth.

e Taking medications as prescribed every year, tens of millions of dollars are spent
on medical prescriptions owing to poor patient compliance. Individual’s medica-
tions are expensive. Through application program interfaces (APIs), which will
encourage the medical prescription-taking procedure, incentives can be offered
for any improvement in medicine. Information saved on the blockchain will be
available to both physicians and patients, giving pharmaceutical firms a huge
boost.

e Blockchain technology and 6G, which allows for easy-to-share data to be avail-
able over time in a distributed ledger, can provide tailored care and feedback
from healthcare centres and patients. Pharmaceutical manufacturers and medical
practitioners can import the medical histories of family members with previous
prescriptions to gain a comprehensive knowledge of an individual’s medical
state and determine whether certain improvements are required to improve the
pharmaceutical industry.

e For tracking the supply chain for medical products of pharmaceutical companies
that deliver medical care equipment or medications to patients, we have to navi-
gate via a complicated distribution network. When a drug is recalled, tracing the
medication back to its source becomes challenging. When blockchain applica-
tions are used to record transactions involving medications, medical equipment,
and services, a tumultuous audit trail is kept. The transaction history can be utilized
to reduce the counterfeiting of drugs that have dangerous adverse effects.
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7 Challenges and Limitations

Adopting blockchain and 6G in pharmaceutical industries has some significant chal-
lenges and limitations because it is hard to construct a credible and trustable sixth-
generation wireless channel due to multiple ordered ranging from telecommuni-
cation, politics, rules and conduct. It will not suffice in the 6G channel because
personal integrity will be entirely dependent on IT in addition to data transmission.
The parts of validity, confidentiality, and protective measures are all inter-connected
in some way or another, but at a varying scale of the next generation of the network.
Every pharmaceutical supply chain stakeholder; stock core business informational
content in the distributed ledger of blockchain that allows everyone to access sensi-
tive private data leads to losing competitive advantage when many competitors exist
in the same supply chain. This distributed ledger technology is one of the most
radical innovation enablers for tackling most current limitations and aiding 6G func-
tional standards. Solutions and platforms based on blockchain lack full interoper-
ability due to the absence of standardized solutions to turn implementation, integra-
tion, and adaptability easier. The role of regulatory agencies, in blockchain-based
solutions, becomes more complex and pertinent. This becomes difficult for these
groups of institutions to interpret the environment and the legal limits of blockchain
technology. Due to the generation of undeveloped practices and controls, recent
blockchain frameworks are exposing intrinsic bugs and vulnerabilities [48].

Although certain parts of blockchain technology safeguard against unwanted
access, a massive leak of private data caused by a technological flaw might result
in dread of what should have been a source of hope. One intriguing issue is that
data on the blockchain can only be accessed via a "key," which is a one-of-a-kind
pattern of letters and integers. When a key is lost, the content containing the infor-
mation accesses is irreversibly lost, and cannot retrieve back. It is unconscionable
to restrict access to a lifetime’s worth of medical records due to the loss of one of
these keys and methods must be created to rejoin individuals with the information.
Solutions reportedly in use offer backdoors to accessing blockchain-based personal
information essentially repurposing the problem. A further issue is that if the feder-
alism of a blockchain is broken, such as if one company gains majority control of
servers (more than two-thirds with current enterprise mechanism), one agent can
become the primary agency of agreement and reshape the blockchain, violating the
immutability property [49]. To prevent this from happening, new consensus tech-
nology and government control of blockchain monopolization may be required. The
following are some of the most significant logistical challenges:

e Transparency: This is required for overall SCM optimization and efficient
resource utilization throughout the supply chain. Transparency is inextricably
linked to trust, which is critical in the pharmaceutical industry.

e Traceability: This is required to trace product mobility across the supply chain.
In the pharmaceutical industry, governments and regulatory organizations are
progressively legislating for the use of traceability systems to address associated
issues caused by a lack of traceability [50].
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e Accountability and Liability: This is described as providing the customer with
required information about the third-party logistics provider’s storage, shipping,
insurance, safety checks, social norms, close monitoring, value-added (economic
benefits) operations, stock management, order management, loading and other
services. Buyers demand high-quality service for the price buyers pay, thus logis-
tics accountability is equivalent to answerability. Accountability in logistics will
also have a beneficial impact on confidence. The issues raised above can be solved
by combining a strong set of blockchain-based smart contracts, a logistics planner,
and asset condition monitoring.

8 Future Research Opportunities

Incorporating a blockchain into a sixth-generation wireless channel would allow the
organization through information channels to monitor and retain bandwidth utiliza-
tion while also distributing resources effectively. Blockchain technology enables
transparency and shared information transformation, which would benefit a various
variety of industries and organizations. Recent pharmaceutical industries are patient-
centric, and therefore blockchain can be enhanced for the patient-centric approach.
There is a need to research in the construction of regulatory architecture and agree-
ment for stakeholders since the visibility of blockchain data in pharmaceutical indus-
tries degrades the business standards [40]. One more very important research attribute
will be security and complete transparency in the supply chain to save pharmaceu-
tical industries from denial of services and claims of the unauthenticated source.
Technology vulnerabilities, phishing scams, malware, and implementation exploit,
due to lack of procedures and protocols, in moving further, show serious challenges
that need to be addressed [41]. There are certain elements of implementation that
have yet to be investigated. Reduce the amount of computing power required to run
blockchain code on low-cost IoT edge devices and improve fault tolerance in device-
to-network communication. Another area of investigation will include lightweight
network protocols for device-to-device communication and network propagation,
as well as techniques for achieving network consensus. As stated in many research
studies, the vision statement for 6G networks stated, 6G networks would be a mile-
stone in changing the smart cellular network inside an intelligent channel which
will enhance the pharmaceutical operational work. These studies predicted that 6G
networks will develop by 2030, and they highlighted a number of intriguing tech-
nologies, applications, and use cases that will be benefitted and enhanced by 6G
networks [51].
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9 Conclusion

To summarize the findings, the author concludes that blockchain and 6G incor-
poration sets the circumstances for higher effectiveness in the pharmaceutical
industry sector. Chain of custody, track ability, openness, trustworthiness, real time,
provenance data, data protection, proprietary information, cost benefits, serializa-
tion, verification, audit ability, recognition, effectiveness, spontaneously, immutable,
consensus-driven, as well as sustainability are success factors in the pharmaceu-
tical firm’s deployment of blockchain-based technology. With a decentralized, trans-
parent, regulated, and safe method, blockchain operates on the basic phenomena
of no repetition and symmetry of the item. In the pharmaceutical supply chain,
the blockchain idea may be used to identify fraudulent medications by maintaining
required drugs’ supply and demand that allow Pharma businesses for keeping track of
counterfeit and unlicensed drugs. Because the drug companies are typically chaotic
and splintered, the presence of numerous suppliers in the supply chain adds to drug
quality control issues. The following are the inferred benefits of blockchain innova-
tion for fostering positive network administration: reducing overall mischaracteriza-
tion and discrepancies, unnecessary delays from hard copies with the integration of
6G, enhancing stock control, recognizing troubles more speedily, curbing dispatch
expenditure, and ramping up consumer and trust companions. Blockchain methods
are currently being used in the pharma firm in the form of beginning and research
initiatives. Yet, the author predicts the emergence of localized, nationwide, and maybe
global communications systems are expected future as expertise and expertise get
more inexpensive, hence increasing their presence. All such solutions will be linked
to the networking via distributed databases of accurate statistics from medication
designers and manufacturers, suppliers, pharmacies, clinics, and consumers, as well
as state and international legislative and governing bodies for the pharmaceutical
industry sector. In terms of expense remedy, non-repudiation, converging among
pervasive computing, and use of trace ability to check unlawful actions damaging
the sustainability charter; blockchain technology is an emergent distributed guar-
antee. A smart contract is a fundamental component of blockchain technology that
reduces negative external elements during production, improves the quality of life,
promotes employability, and improves social and environmental performance across
a wide variety of applications related to the pharmaceutical industry, in addition to
supporting economic performance. The usage of blockchain in 6G use case applica-
tions is predicted to develop, bringing benefits to intelligent living and firm segments
by reducing safety concerns and ensuring the integrity of information.

Specification of Terminologies

1.  Cold Chain:
It is a strategy, vaccine supply chain, and system of regulations that ensure the
proper supply and disposal of vaccines to healthcare providers at all stages,
from national to regional. The cold chain is interconnected to refrigeration
equipment to provide temperature-controlled environments to store, which
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allows vaccines to be preserved at recommended temperatures in order to
sustain potency within the time limit.

Electronic-Ledger:

Electronic Cash Ledger is a computer system that stores and tracks transactions
that contain deposits of a taxpayer. The cash ledger isolates the information
head-wise like a CGST, IGST, UTGST/SGST, and CESS. Each of these preem-
inent heads (SGST, IGST, etc.) are further divided into five minor heads—Tax,
Interest, Fees, Penalty, and Others.

Cryptographic Hash:

A cryptographic hash function is an algorithm that takes an irrational amount
of data credential, input, and character and then produces a fixed-size output
of encrypted text called a hash value or just a hash only. That enciphered data
can then be stored instead of the password itself and later used to confirm the
user.

Read Only Once:

This gives the demonstration that how to set up attributes for the class as read
only or write once entities and stopping them from being modified by the end-
user. This shows that the behavior changes when the end-user attempts to set
values.

Interplanetary File System (IPFS):

The Inter-planetary File System (IPFS) is a protocol that defines an end-to-
end information channel for saving and distributed contents in an allotted file
system and give interoperable smart contracts which are used to access the data
and transfer it from one computer to another one. The data transfer is faster,
more secure, and economical in comparison to a server database through IPFS.
Merkle Tree:

Merkle tree is a basic aspect of blockchain technology. It is a mathematical
information frame composed of hashes of individual blocks of content which
provide a summary of all transactions in that given content or block. Merkle
tree is a tree in which each and every leaf node is tagged with the cryptographic
hash to a bit array of a firm size of an information block and every non-leaf
node is tagged with the cryptographic hash of the labels of its child nodes.
Merkle tree helps to prove the consistency and content of the data. Ethereum
and bitcoin both use the Merkle trees structure.

Peer-To-Peer Networks:

P2P is for a peer-to-peer network and it is a communication over a decentralized
network paradigm that contains a set of devices which is referred to as nodes
that jointly cache and transfer data, with each node acting as a single peer.
End-to-end (P2P) information exchange takes place in this network without
the use of a pivotal supervisor or server, which indicates that all nodes have the
same power and do the exact identical functions. Because of blockchain’s P2P
architecture, all cryptocurrencies can be exchanged globally without the use
of a central server or intermediaries. A bitcoin cell can be set up by everyone
who wants to participate in the system of verifying and validating frames or
blocks.
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11.

12.

13.

Distributed Ledger:

Distributed ledgers are databases that are shared throughout the channel and
spread across multiple geographical sites. A ledger is an assembly of monetary
accounts that are spread out and handled internationally in this situation. As a
result, several people in various locations and institutions hold and restructure
dispersed ledgers. Participants at each network node can review distributed
ledgers, and can acquire an exact duplicate of the recordings shared across the
channel. The modifications are reproduced and distributed to the participants
if the ledger is modified or enclosed. The database is synchronized in order to
ensure that it is accurate.

Distributed Ledger Technology (DLT):

DLT (distributed ledger technology) has become a catch-all word for multi-
party systems that work in the absence of a central operator or authority,
despite the presence of untrustworthy participants. Blockchain technology is
a subset of the larger DLT universe that employs specific hash-linked blocks
of information which consist of a whole data structure.

Cryptocurrency:

Cryptocurrencies are digital financial strengths in which cryptography decen-
tralized technology ensures ownership and its transfer. Cryptocurrencies are a
subset of a larger class of financial assets known as "cryptoassets," which use
end-to-end digital value transfers without the use of third-party organizations
for transaction validation.

Bitcoin:

Bitcoin is intended to function as a peer-to-peer electronic cash system. It must
be stable or backed by the government to function as a currency. Bitcoin is a
cryptocurrency based on the P2P network concept. A pseudonymous software
engineer or hacker dubbed "Satoshi Nakamoto" is credited with this invention.
The main goal was to develop a transaction system that was free of a central
bank or monetary authority intervention, and was based on a mathematical
formula rather than "third-party trust." Payments may be made in a secure,
verifiable, and indisputable manner via electronic means. The implementation
of this concept necessitates the creation of a payment system that is applicable
to all transactions.

Value-Exchange Protocol:

This technology allows for the exchange and recording of digital value in a
global open system that ensures that once a transaction is completed, it cannot
be reversed. That is crucial. To put it another way, the blockchain protocol can
be used as a proof of record for any type of digital asset exchange.

Orphan Block:

An orphan block is one that has been solved inside the blockchain network but
has yet to be acknowledged owing to network latency. A block can be solved
by two miners at the same time. The block reward is given to the miner who
has the most thorough proof-of-work sheet.
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Double Spending Problem:

The danger of a digital currency being consumed twice is known as double-
spending. Because digital content may be quickly replicated by knowledgeable
persons who understand the blockchain network and the processing power
required to modify it, it is a potential problem specific to digital currency.
Consensus Algorithms:

A consensus algorithm is a process in CSE (computer science and engineering)
used to attain agreement on a single data value among distributed processes.
Agreement-based methods are used in networks with several faulty nodes to
achieve accuracy. In distributed computing and multiagent systems, resolving
the "consensus problem" is critical. Consensus algorithms in blockchains
ensure that each new block contributed to the network is the sole version
of the truth that all nodes in a distributed/decentralized computing network
agree on.

PROOF OF WORK (PoW):

The original consensus algorithm in a blockchain network is Proof of Work
(PoW). The algorithm authenticates the transaction and adds a new block to the
chain. A bunch of users compete against each other to complete the network
transaction in this method. Mining is the process of competing against one
another. Bitcoin is the most well-known PoW application.

PROOF OF STAKE (PoS):

Proof of stake (PoS) protocols are a kind of blockchain consensus method that
determines validators based on their cryptocurrency holdings. PoS systems,
unlike proof of work (PoW) protocols, do not encourage excessive energy
consumption. Peercoin was the first cryptocurrency to implement PoS in 2012.
Cardano is the most valuable proof-of-stake blockchain in terms of market
capitalization.

Practical Byzantine Fault Tolerance(PBFT)

The Byzantine Fault Tolerance is a consensus algorithm for blockchain. Asyn-
chronous systems were created with PBFT in the account. It is designed to
have a reduced overhead time. Its purpose was to address a number of issues
with existing Byzantine Fault Tolerance methods. Distributed computing and
blockchain are two examples of application areas. It initiates the PBFT
consensus network’s three phases: pre-prepare, prepare, and commit. The
header node multicasts a pre-prepared message to other nodes in the PBFT
network during the pre-prepare phase.

Delegated Byzantine Fault Tolerance (DBFT) Algorithm:

DBFT is a consensus technique that many blockchains and cryptocurrency
adopters are unfamiliar with. NEO, dubbed the "Ethereum of China," launched
the Delegated Byzantine Fault Tolerance consensus. By digitizing assets and
establishing smart contracts on the blockchain, this Chinese blockchain aims
to create a "smart economy." DBFT’s voting approach, similar to Delegated
Proof-of-Stake consensus, enables large-scale involvement, according to its
inventors. Absolute finality is one of the main advantages of adopting the
DBFT process.
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A block cannot be bifurcated after final confirmation; hence the transaction
cannot be cancelled or rolled back. However, this is a two-sided weapon. The
fact that NEO is not a completely decentralized network ensures the network’s
finality. Despite NEO’s efforts in this area, the blockchain currently has only
seven nodes and a few delegates in operation. The majority are linked to the
NEO council.

IoT:

Pharmaceutical companies are progressively ready to explore with IoT tech-
nology to boost reliability, improve productivity, reduce overall production
errors, and raise stakeholder expectations for medicine efficacy. The use of
IoT in pharmaceutical manufacturing, distribution network (supply chain),
clinical development, and patient engagement not only helps to reduce the time
to market for medications, but it also aids in the discovery of flaws throughout
the value chain via real-time data feed, which aids in regulatory compliance.
FIAT Money:

FIAT money is a government-issued currency that authorizes central banks to
regulate the amount of money generated, giving more power over the economy.
The most of paper currencies, including Indian Currency and U.S dollar, are
fiat currencies.

RFID:

RFID tags are a type of stalk system that uses radiofrequency to recognize,
detect, track, and communicate with products and users. RFID tags are smart
labels that can carry various information, which include serial numbers, a brief
explanation, and even an entire page containing whole information.
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