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Abstract Internet of things (IoT) is a cloud-based “extensive global network”
that connects numerous devices. Various devices are connected to the Internet for
acquiring and storing the data.With the growth of technology, wireless networks, and
affordable computer chips, everything can be integrated into the IoT. Wireless IoT
can utilize a variety of different wireless communication technologies and protocols
to connect various smart devices. Recent advancements in communication protocols
and data processing permit the description of a new sort of restricted communication
in terms of how objects communicate with one another on the Internet of things. This
review paper presents a novel classification for the various traditional IoT network
protocols and highlights different wireless IoT technologies along with their applica-
tions. In addition, comparative analysis of different features of IoT communication
protocols is also presented.
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1 Introduction

The Internet of things (or IoT) is a combination of traditional fields such as embedded
systems, control systems, and automation that permits the automatic transmission of
data across a network without human interaction. Sensors and actuators embedded
in physical things communicate via wired and wireless networks, which usually
use the same Internet protocol (IP) that connects the Internet. After Kevin Ashton
presented a completely new technology called “radio frequency identification” (or
RFID) at Procter and Gamble, the term “Internet of things” (or IoT) was coined.
The Internet of things (IoT) is based on the concept of ubiquitous communication
[1]. IoT devices enable everyday things to communicate with humans and provide
continuous support. The Internet and other devices can be accessed via wireless
technologies such as Wi-Fi, Bluetooth, ZigBee, and RFID. The collected data will
be processed, kept, and examined by the user. It has seen the IoT’s potential in the
commercial and industrial development of prospering areas. However, data security
is a major concern and a tremendous challenge [2]. The Internet has opened several
channels for hackers, resulting in data vulnerabilities. However, IoT is committed
to delivering the most effective solutions for dealing with this information and its
security concerns. In addition, creating a secure method to communicate between
social networks and privacy concerns is a big difficulty in IoT. There are numerous
wireless technologies available today that operate in the roughly 2.4 GHz ISM band.
Wireless devices are exploding in popularity. Thus, at a broad range of applications,
the replacement of wires with wireless technology is also underway. For example,
Bluetooth is being used to replace cable connections between desktop computers
and external devices, while ZigBee is being used to monitor systems that require low
energy consumption.

2 Literature Review

The Internet of things (or IoT), being an alarming technology andwith thewidespread
anomalous research interest, presents qualitative work that copes with different
factors of standardization in IoT. A lot of work has been done constantly to focus on
abundant factors of standardization associated with IoT. Numerous Internet of things
applications are already accessible, owing to the fact that a large number of individ-
uals worldwide working in a related industry. Akyildiz et al. [3] made an exclusive
IoT prototype, for the development of a bus transportation system in Singapore.With
the help of this model, the customer can easily identify and estimate the available bus
options for any particular destination, and it also gives an idea about the arrival timing
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and crowd on the bus. Sharma et al. [4] proposed a unique IoT-based model, using
virtual components for the replacement of the advertising system in large shopping
centers and in many more organizations. A humidity controller is also a part of this
model, which maintains the humidity inside the shopping malls and organizations
without any human effort. Elkhodr et al. [5] highlighted the exceptional character-
istics of wireless technologies and the problems with their integration into the IoT.
Specifically, it concentrates on Bluetooth low energy, ZigBee, LoRa, and a number
of distinct versions of Wi-Fi. Chen et al. [6] examined the efficiency of various IoT
protocols in healthcare settings, including CoAP, DDS, MQTT, and UDP. The effi-
ciency of the various protocols is evaluated using a network emulator. This emulator
enabled the author to simulate a system with a high latency and a low bandwidth.
The scientists compared the performance of the protocols and concluded that DDS’s
higher bandwidth consumption, high dependability, and data latency make it the
optimal choice for healthcare applications. Al-Sarawi et al. [7] examined the issue of
selecting the most appropriate technology for a certain application. Thus, a compar-
ison of the general communication protocols used in IoT using diverse criteria has
been conducted. Topology, cryptography, power consumption, standards, frequency
ranges, data rate, features, security, and range are some of the criteria. According
to the author by comparing the protocols, they can determine which one is feasible
for a particular function. Alavi et al. [8] stated issues rose due to urbanization in the
metropolis. The authors concluded that IoT-enabled technology is essential for smart
city expansion to solve certain issues such aswaste collection and trafficmanagement.

This paper aims to provide an extensive review to explain all the predominant
protocols and also provide newly arising standards protocols as shown in Fig. 1 The
presentedwork exclusively gives an extensive overviewof all the various IoT commu-
nications protocols, technologies, and their applications. The rest of the paper is struc-
tured as follows: The existing IoT protocols are summarized in Sect. 3, followed by
IoT wireless technologies in Sects. 4 and 5 present the conclusion of the present
work.

3 IoT Protocols

All IoT devices communicate using specific regulating protocols. These protocols
are a set of rules that govern how data is transmitted to and from the Internet. They
ensure that data from a device or sensor is read and interpreted by one device or
sensor and not by another [9]. There are numerous procedures, all of which are
briefly addressed in the paper below.
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Fig. 1 IoT communication protocols and technologies

3.1 The Internet Protocol Version Four (IPv4)

The Internet protocol, or IP, is a unique numerical identifier assigned to each device
connected to a larger computer network. It is used for a wide variety of functions
and is further classified into two types: IPv4 and IPv6. IPv4 is the fourth generation
of the Internet protocol, which was released in 1981 and is widely used in data
communication [10]. It is a connectionless protocol that is implemented in packet
switching layer networks. Typically, this 32-bit addressing mechanism is denoted
by dot-decimal notations. 32-bit addressing is typically used in IPv4 in five classes,
namely A, B, C, D, and E. The classes A to C use distinct bit lengths to define the
network host. Pre-allocations of classes D and E have been made for military and
future use, respectively. IPv4 can be configured with a wide variety of devices, either
manually or automatically, depending on the network type.

3.2 Internet Protocol Version Six (IPv6)

IPv6 is the most recent version of the Internet protocol; it is essentially an upgrade to
IPv4. It was created in 1998 by the Internet engineering task force (IETF) to address
the long-predicted issue of IPv4 address exhaustion. IPv6 addresses are 128 bits in
length and include both source and destination addresses [11]. Addresses are divided
into eight groups by colons or hexadecimal characters. Along with increased address
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space, IPv6 supports hierarchical address assignment methods, which reduces the
expansion of routing tables. IPv4 and IPv6 are both compatible and have no linkages.

3.3 User Datagram Protocol (UDP)

Designed by David P. Reed in 1980, UDP is known as one of the most essential
members of the IP suite. It is an unreliable and simple connectionless protocol and
offers a minimal transport facility to the applications that do not use the level of
service of TCP [12]. The only service it gives is checksums for received data incor-
ruptibility and multiplexing by port numbers to address different functions at the
starting place and target of the datagram.UDP ismainly useful for concurrent services
like gaming and voice/video communication.As great functioning is required in these
services, UDP permits the packets to be dropped rather than handling the ones which
are delayed. Also, quite a lot of bandwidth is saved as no error checking is done by
UDP, thus making it very efficient in terms of both latency and bandwidth.

3.4 Teletype Network

Telnet is an application protocol that enables users to communicate in a bidirectional,
eight-bit format. It was developed in 1969 and included a command-line interface
(CLI) for communicating with remote hosts, as illustrated in Fig. 2. Telnet is an
acronym for teletype network, and the verb “to telnet” may also be used [13]. The
Telnet application allows users to run commands on the server, allowing users to

Fig. 2 Telnet CLI
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operate it and communicate with other servers on the network. Telnet is frequently
used to provide remote access to multi-user dungeon (MUD) games and secure
internal connections, as well as to test web and mail servers.

3.5 Datagram Transport Layer Security (DTLS)

DTLS is used to secure datagram-based communications. DTLS provides communi-
cation security for datagram protocols and is based on TLS with a few modifications
to address issues caused by packet rearrangement or loss. DTLS does not guarantee
message delivery in any particular order, or even that messages will be delivered at
all. As the DTLS protocol uses UDP, it thus deals with packet reordering, datagram
loss and data being pretty larger in size than that of a network packet [14]. It is used
for web browsing, mail, instant messaging, and voice over IP (VoIP).

3.6 Routing Protocol for Low Power and Lossy Networks
(RPL)

RPL is a routing protocol designed for wireless networks with minimal power
consumption and a strong probability of packet loss. It is a demanding protocol
based on distance vectors that operate on IEEE 802.15.4 and were designed for
multi-hop and many-to-one communication as well as one-to-one messaging. This
protocol can quickly construct network routes, disseminate routing knowledge, and
efficiently adapt the topology.

3.7 Message Queuing Telemetry Transport (MQTT)

MQTT is a featherlight publish/subscribe messaging protocol developed for devices
and networks that are strained due to excessive latency, low bandwidth, or insta-
bility. It was invented by Dr. Andy Stanford-Clark and Arlen Nipper in 1999. The
MQTT design principles were developed in such a way that they minimize network
bandwidth and device resource needs while ensuring soundness and some level of
delivery assurance. Thus,MQTT is primarily designed for connections with a remote
site that require a “minimal code footprint” or that have a limited network capacity.
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3.8 Data Distribution Service (DDS)

DDS is a data communications model for machine-to-machine (M2M) commu-
nication. The DDS integrates system components, resulting in low-latency data
transfer, high accuracy and an extendable architecture required for crucial IoT appli-
cations that require real-time data interchange. It completely removes the require-
ment for network programming thatmanages communicationswhich automates their
interaction.

3.9 Constrained Application Protocol (CoAP)

CoAP is a protocol for the service layer that is used with managed nodes and
networks. These nodes are equipped with 8-bit microcontrollers and a tiny amount
of read-only memory (ROM) and Random Access Memory (RAM). It implements a
request/responsemechanism for application interaction and includes built-in services
and resources. The protocol is primarily targeted at hardware that cannot run HTTP,
such as 8-bit microcontrollers, or TLS, as well as low-power sensors [15].

3.10 Extensible Messaging and Presence Protocol (XMPP)

The extensible messaging and presence protocol (XMPP) is a free and open set of
technologies for real-time communication. This enables real-time communication
and powers awide variety of applications, including instantmessaging. It collectively
means:

• X (Extensible): This indicates that it can be customized or expanded to meet
specific requirements.

• M (Messaging): This protocol is optimized for real-time messaging and features
a very competent push mechanism in comparison with other protocols

• P (Presence): It indicates if you are online, offline, or occupied in another way.
• P (Protocol): A protocol is a collection of standards that enable systems to

communicate with one another.
• This protocol is used to communicate with VoIP systems, publish–subscribe

systems, file transfer systems, and gaming systems, among others.

3.11 Sockets

These are forms of communication that enable the flow of data both locally and
across networks. Sockets are classified into four types:
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• Stream Sockets: If you send three things “A, B, C” through a stream socket, they
will arrive in the exact same order as they were sent. These sockets make use of
TCP for data delivery. If delivery is not completed, the sender is notified of the
failure.

• Datagram Sockets: These are connectionless sockets because they do not require
an open network to function and instead use UDP.

• Raw Sockets: They enable the use of socket abstractions in basic communication
protocols. They are useless to the general public and have been supplied solely
to persons interested in inventing new protocols or acquiring access to multiple
complex protocol facilities. They enable the user to edit a packet’s headers using
the sequenced packet protocol (SPP) or the Internet datagram protocol (IDP), as
well as to receive the headers on incoming packets.

3.12 Representational State Transfer (REST)

REST, as defined by Roy Fielding in 2000, is a collection of rules and regulations that
specify how Web standards (e.g., HTTP and URIs) should be utilized. It is mostly
famous for its simplicity and the concept uponwhich it is built-in order to accomplish
its goals. RESTful Web services are services that adhere to the REST architectural
style and enable Internet-based interoperability between computer systems. They
allow the system to interact with textual representations of Web resources [9].

RESTful systems strive for stability, rapid performance, and extensibility through
the reuse of components that may be controlled and updated separately from the rest
of the system through the use of a stateless protocol and standard operations. To aid
comprehension, Fig. 3 summarizes the REST-based messaging system.

Fig. 3 REST messaging protocol
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3.13 Application Programming Interface (API)

An API is a computing interface which influences interactions between numerous
software mediators. It is basically a group of routines, protocols, and means for
creating software applications. It defines the types of calls or requests that can be
made, how we form them, the data formats that can be used, the conventions that
must be followed, and so on. It also provides extension techniques so that users can
extend current performances in numerous ways and to varying degrees [16].

The names of the OSI model layers, their data units, the TCP/IP model, function,
and TCP/1P protocols for the particular layers are mentioned in Table 1

Table 1 Layers of model

OSI model layers Data units TCP/IP model Function TCP/IP protocols

Application layer Data Application Produced the data,
which has to be
transferred over the
network

CoAP, MQTT,
XMPP

Presentation layer Data Application Data extraction and
manipulation as
needed

FTP

Session layer Data Application Established
connections between
two processes

API

Transport layer Segments Transport Provide the
acknowledgment after
the complete data
transmission, and
re-transmit the data if
an error occurs

DTLS, DDS,
sockets

Network layer Packets Internet Transfer data from one
host to another across
multiple networks

IPv4, IPv6, UDP,
RPL, 6L0WPAN

Data link layer Frames Network access Ensure that data is
transmitted from one
node to another
without errors

Teletype network

Physical layer Bits Network access Transmit bits from one
node to another

Z-Wave, UWB,
PLC
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4 IoT Wireless Technologies and Applications

4.1 Wi-Fi

Wireless fidelity (Wi-Fi) belongs to the family of wireless networks, and it is based
upon IEEE 802.11 standard, which are mostly used for LAN networking of devices
and Internet access. Wi-Fi is a type of WLAN network. The only drawback of it is
that it consumes a lot of power for some of the IoT applications. Its range is up to
50 m. Wi-Fi usually works at 2.4 and 5 GHz of frequencies.

4.2 Bluetooth

Bluetooth is commonly used for short-range wireless technology. It is mostly used
for pairing and connecting smart watches or bandswith ourmobile phones. The latest
Bluetooth technology used as an IoT protocol is Bluetooth low energy (BLE). BLE
provides common Bluetooth range along with lesser power consumption. Bluetooth
is based upon IEEE 802.15.1 standard but is now managed by Bluetooth special
interest group (BSIG).

4.3 Ultra-Wide Band

Ultra-wide band, which is IEEE 802.15.3 standard, is used for wireless transmission
of data. It has a very large bandwidth, and therefore, it is used for communications
that require a very high bandwidth. UWGspreads information upto a large bandwidth
of greater than 500MHz. It has many disadvantages like higher achievable data rates
and high immunity to interference because of its lower spectral power density.

4.4 ZigBee

It operates at a frequency of 2.5 GHz; it is mostly used by the industries. It is
based upon IEEE 802.15.4 standard and is a low-cost device which consumes very
less power. It is mainly focused on battery-powered devices in wireless and IoT
applications. Its physical range is up to 10–20 m. The biggest advantage of ZigBee
is that it also supports low data rates with the help of mesh networking protocol to
avoid hubs in order to create a self-healing architecture.
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4.5 Z-wave

It is mostly used for home automation, and it has a long range of up to 100 m. It uses
low energy radio waves to enable communication between different devices, and its
frequency range varies from 800 to 900MHz; due to this specific frequency range Z-
Wavebecomes immunized to noise signals and interferencewhich becomes its advan-
tage over other wireless networks, and it also uses encryption techniques to transfer
data between different appliances which makes it a secure wireless networking
protocol.

4.6 6LoWPAN

It is an acronym for IPv6 low-power wireless personal area network. It is based on
the IEEE 802.15.4 standard and is primarily focused on enabling IoT devices to
communicate via IPv6 packets even when their power supply and processing power
are constrained. It operates at a 2.4 GHz frequency. It is supported by a wide variety
of networking technologies, including low-power radio frequency, Bluetooth smart,
PLCs, and low-power Wi-Fi.

4.7 Adaptive Network Topology (ANT)

It is a protocol which is used for ultra-low-power wireless applications to send data
between wireless devices in a robust and flexible way. Due to a large number of
nodes present, this protocol can operate in a large number of network topologies
ranging from peer to peer/star topology to practical mesh topology in personal area
networks. ANT is a perfect protocol that can be used for LAN applications in homes
and industrial automation applications.

The advantages of ANT protocol in networks are:

• The networks become operational even at very low power.
• The network becomes highly optimized and compact.
• The network becomes more flexible and scalable.

ANT devices can operate at any frequency range from 2400 to 2524 MHz, and
operational frequency range of 2457 MHz is reserved for ANT+ devices.



276 M. Garg et al.

4.8 Radio Frequency Identification (RFID)

In this technology, radio waves are used to capture and store information from an
RFID [16] tag even if the tag is not present in the direct line of sight or it is present far
away from the sensor. A sensor basically senses all the information from the RFID
tag and sends the data collected to the interpreter which further sends the data to a
computer. The latest standard of operation of RFID is EPC global class 1 gen—2
protocols. There are two kinds of RFID tags:

• Active tags: These tags are connected to some external power source to turn on
their circuitry.

• Passive tags: These tags are very simple and cheap, and these are not connected
to any external power source instead it uses reader signals to turn on its circuitry
and advanced modulation techniques like QAM and PSK are also not possible in
case of passive RFID tags.

4.9 Near-Field Communication (NFC)

NFC consists of protocols used to enable communication between devices placed
very close to each other upto the distance of 2 m; these are also used as electronic
documents and can be used to facilitate cashless payments using mobile phones or
NFC cards.

NFC tags can operate at a frequency range of 13.56 MHz. Three modes of
operation of an NFC device are:

• NFC emulation cards: It enables us to use our credit cards and our smart phones
for cashless payments.

• NFC readers/writers: It can be used to obtain and store information from an NFC
tag or any smart poster.

• NFC peer to peer: This allows two NFC devices to share and transmit data to each
other by providing a low-speed connection between both the devices.

4.10 Powerline Ethernet Communication

It is used to provide Internet access in the house using the electrical wiring installed
in the house to transfer AC current signals. It does not require any extra wiring to
allow the transfer of data signals. Power Ethernet communication basically adds a
modulating carrier signal to the existing electrical wiring system to facilitate the flow
of data signals over the wiring systems. The limitations of powerline communication
are the propagation problembecause the power distribution systemwas developed for
transmission of power at frequency range from 50 to 60 Hz. A comparison between
the technology, frequency, data range, power usage, and cost is shown in Table 2.
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Table 2 Comparative analysis of different technologies

Technology Frequency Data rate Range (feet) Power usage Cost

Wi-Fi Sub GHz, 2.4 GHz,
and 5 GHz

0.1–54 Mbps <300 Medium Low

Bluetooth/BLE 2.4 GHz 1–3 Mbps 300 Low Low

Ultra-wide band 1.3 GHz 675 Mbps >1 Low Low

ZigBee 2.5 GHz 250 kbps 300 Low Medium

Z-wave Sub GHz
800–900 MHz

100 kbps 100 Low Medium

6LoWPAN 2.4 GHz 250 kbps 380 Low Low

ANT 2457 MHz 60 kbps >100 Low Low

RIFD 2.45–5.8 GHz 640 kbps 6–90 Low Very low

NFC 13.56 MHz 424 kbps >1 Medium Very low

Powerline Ethernet
communication

50–60 Hz 400 Mbps 984 Low Low

5 Conclusion

In this work, an exhaustive review of the IoT Protocols has been presented. Numerous
similar protocols have been developed by organizations such as the Internet Engi-
neering Task Force, the IEEE, and the ITU, and many more are being developed for
future advancements. The primary objective of this study is to educate developers and
service providers about the various IoT communication protocols and IoT wireless
technologies. Different protocols along with their history, their basic mechanisms,
and their applications have been discussed briefly for a better understanding.
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