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Abstract This article describes a modified genetic algorithm (MGA) for solving a
multicriteria optimization problem for the selection and optimization of the informa-
tion security means (ISM) quantity for sets located on the nodes of the informatization
objects’ (OBI) distributed computing system (DCS). Corresponding computational
experiments were carried out, during which it was shown that MGA is distinguished
by a sufficiently high efficiency. The time spent on solving the problem of the options
evaluation for selecting and optimizing the placement of DSS sets along the DCS
nodes for OBI, when using MGA, is approximately 16-25.5 times less in comparison
with the indicators of the branch-and-bound method. The proposed approach of the
MGA usage for solving the above written problem is characteristically exhibited by
its integrated approach. In contrast to similar studies devoted to this problem, which,
as a rule, consider only some aspects of information security (e.g., assessing the
risks for OBI, comparing different information security systems, building maps of
cyberthreats, etc.), the approach we are extending makes it possible to combine all
areas of ISM selection in the process of the OBI information security (IS) contours
optimization. The DSS module for solving the problem of selecting and optimizing
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the number of information security systems for the sets located on the nodes of the
informatization objects’ DCS was described.

Keywords Optimization + Genetic algorithm - Information security means *
Informatization object + Distributed computing system

1 Introduction

Correctly substantiated selection of means and methods for protecting informa-
tion (hereinafter ISS) for objects of informatization (hereinafter OBI, for example
a company, a large enterprise or a network of government agencies), which have
a distributed architecture of a computer network containing many nodes (which
store information resources important for business processes), is important for the
successful functioning of the analyzed protection object. This problem is especially
relevant in the context of increasingly complex scenarios for carrying out cyber-
attacks on OBI, as well as for the constantly changing of the threats topography to
their information security.

Note that the selection of compatible hardware and software information security
tools becomes more complicated as the range of products of this type offered on the
market grows.

But the variety of information security systems offered on the market is not yet
the main difficulty in the selection process. The problem of the correct selection of an
information security system for a specific OBI is complicated by a number of specific
factors. In particular, not everyone in the companies and enterprises management
fully understands what exactly benefits a competent investment into information
security system promises and how it will contribute to the profitability growth of the
company’s business processes as a whole [1].

Doubtless, when considering such a range of problems, one should take into
account the presence of two mutually exclusive tendencies. The first one—is the
desire to acquire an information security system, which will fully implement the
standard range of tasks for ensuring OBI information security. And, the second
one—is the concern about lowering costs for information security and the desire to
make these costs pay off as soon as possible.

Moreover, in addition to each node of the OBI distributed computing system
(hereinafter DCS)), it is necessary to determine as accurately as possible the number
of required ISS. Once, the lack of such an information security system will lead to an
increase in the risks of the protected information resources loss or distortion. There-
fore, it will entail both financial and reputational losses for the company. Meanwhile,
redundant information security systems lead to unjustified investments into the OBI
information security system, once the cost of modern hardware and software systems
is quite high [2-6].

All of the above-stated predetermine the relevance of the studies, the results of
which are presented in this article.
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Research is focused, first of all, on the search for an effective algorithm that can
help to quickly solve the problem of multicriteria optimization during the selection
of the composition and optimization of the number of information security means
(ISM). We believe that these information security means are collected in sets located
on the nodes of the distributed computing system of the OBI. At the same time,
information security means any hardware and technical means that can be used
for this purpose (e.g., antivirus software, firewalls, access control means, intrusion
detection systems, cryptographic protection means, etc.).

2 Literature Overview and Analysis

To date, the problem of justifying and optimizing the procedure for OBI information
security system selection has received a lot of attention. The author in the scientific
paper [7] proposes to optimize the ISS choice according to the criterion of “choice
advantages.”

The approaches outlined in studies [8, 9] propose the construction of an infor-
mation security system based on the analytic hierarchy process (AHP) by Saati and
the Pareto optimal set. Based on the results of such a calculation, the ISS security
administrator can select solutions using expert knowledge.

Note that at the moment there are two most widespread approaches to determining
the optimal option for company’s information security development.

The first [9] of them is based on the compliance of the OBI information security
level with the requirements of one of the IS standards verification.

The second approach is associated with the use of methods and models for the
optimization of complex systems to determine the optimal option for an information
security system development.

In scientific works [10—12], it is shown that the solution of these problems requires
the inclusion of special optimization models in the procedures for the information
security system construction. Such models make it possible to establish the rela-
tionship between the indicators of the final effect of the information security system
functioning and the set of its parameters. It is this approach that can be used as the
basis for information security optimization in the context of information and cyber
confrontation. Thus, the problem of an optimal information security system devel-
opment can be solved on the basis of a theoretical (systemic) approach. At the same
time, the emphasis was made on a comprehensive consideration of the main factors
affecting the effectiveness of the information security system for a particular OBI.

The expediency of using GA can be justified by the fact that the problem being
solved belongs to multicriteria and multi-extreme problems [13, 14].

In studies [15, 16], the authors showed that GAs that can be used for solving
multi-criteria optimization problems are variations of evolutionary search methods.
However, the software implementation of the considered GA was not presented.
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In scientific papers [17, 18], the authors analyzed the features of using GA in tasks
related to the choice of equipment for OBI information protection systems. However,
the solutions proposed in these papers are, in fact, a combination of standard greedy
and GA.

Many researchers [12, 16, 18, 19] note that it is rather difficult to algorithmize
the efficiency of ISS selection for OBI distributed computing systems (DCS). This
is related to the description of the goal function. Such a function must be multi-
parameter. It is due to the fact that it is influenced by a range of factors.

All of the above-written determines the relevance of our research.

3 The Objectives and Aim of the Research

The purpose of the research is to develop a modified genetic algorithm for solving a
multi-criteria optimization problem for the selection and optimization of the number
of information security tools for sets located on the nodes of the informatization
objects’ distributed computing system.

To achieve the goal of the research, the following tasks should be solved:

1. Modification of the classical genetic algorithm by applying the gray code to
encode the number of DSS in the set and their position for the corresponding
OBI IS circuit;

2. Software implementation and testing of the decision support system (based on
MGA) module for the problem under consideration and its testing in comparison
with classical methods for solving multicriteria optimization problems.

4 Models and Methods

4.1 Formulation of the Problem

It is required to find a solution to the optimization problem for the distribution of the
information security system among the DCS nodes (see Fig. 1) while maximizing
the information security metrics of the protected object (OBI) and minimizing the
costs of their deployment and operation. At the same time, it is necessary to take into
account the possibilities for the dynamic redistribution of the information security
system among the DCS nodes on which the most valuable information resources are
currently stored and at which the attack vector is aimed.

It is proposed to solve the process of optimizing the selection of information
security systems for DCS nodes using a genetic algorithm (hereinafter GA). Once
this class of problems belongs to multi-criteria and multi-extreme, the use of GA can
provide a combination of acceptable quality of the solution and its efficiency.
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Fig. 1 Schematic Diagram

GA should combine two basic approaches for solving such problems. These are
brute-force search and gradient search, respectively.

Note that it is rather difficult to set the goal function in the process of information
security system selection by the nodes of the OBI DCS. It is due to the fact that such
a goal function must be multivariable. It should be taken into account that stochastic
factors also affect the functioning of the OBI information security circuits. After all,
it is never known how the scenario of an attack on information resources located on
a specific node of the OBI DCS will be implemented. And, such an attack will be
launched.

Therefore, in the course of evaluating various options for equipping the circuits
and nodes of the DCS with protection means, it is more expedient to initially perform
mathematical modeling for each of the options used by the DSS for the corresponding
node and OBI circuit. Only then should you consider how the chosen information
security system will affect the OBI information security metrics.
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4.2 Solution Example

The implementation of such an approach based on GA is described in this section.
For the use of GA, data is required on the ISM sets for the DCS nodes. Moreover, this
data must be presented in binary format. We believe that the number of information
security systems of a certain type (antiviruses, firewalls, means of cryptographic
protection, authentication, intrusion detection, etc.) can be encoded as a certain binary
code with a certain number, see Fig. 2.

As an example, let us analyze any three adjacent rows in Table 1.

For example, consider rows 4 through 6 that are highlighted in the table with a
colored fill. We will assume that, for example, row 4 (highlighted in blue), which
assumes the use of five (5) ISM at the DCS node, is the best solution to the optimiza-
tion problem. Such a solution is favorable for both versions of the code representa-
tion, both binary and gray code. Indeed, it is possible to implement a single operation
which consists in replacing the fragment 0 by 1 in the penultimate bit. Similarly, one
can illustrate the replacement of a single fragment for the next 5 lines.

The situation is more interesting for the sixth (6) line. To obtain the gray code,
it is necessary to perform replacements in both the last and the penultimate bits.
Accordingly, it is necessary to replace 1 with O in the penultimate right-hand bit and
0 with 1 in the last bit. Thus, the advantage of using gray codes in this problem will

Xi X X3 Xy X5 Xs X7

0010 | 0100 | 0000 | 0110 | 0000 | 0100 | 1010

Fig. 2 Scheme of a conditional distributed computer network of an informatization object with the
placement of information security tools sets on its nodes

Table 1 Example of coding by numbers and number of ISM for a DCS node

Number The number of ISM for Binary code for the Gray Code
the considered DCS number

node
0 1 0000 0000
1 2 0001 0001
2 3 0010 0011
3 4 0011 0010
4 5 0100 0110
5 6 0101 0111
6 7 0110 0101
7 8 0111 0100
8 9 1000 1100
9 10 1001 1101
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Table 2 Example of the formation of the initial GA population

ISM type Placement node Binary code Gray code

Antivirus software Servers (Ser), workstations (WSt), | 0000 0000
mobile clients (MobK), etc.

Firewalls Ser, WSt, MobK, switches (Swit), | 0001 0001
routers (Rout)

Sandboxes, code analysis | Ser, WSt, MobK 0010 0011

tools

VPN Ser, WSt, MobK, Swit 0011 0010

Tools

Cryptographic protection | Ser, WSt, MobK, Swit 0100 0110

User authentication and Ser, WSt, MobK, Swit 0101 0111

identification

Access control Ser, third party hardware 0110 0101

Auditing and logging Ser, WSt, 0111 0100

Code analysis WSt, WSt, MobK 1000 1100

Systems

Intrusion detection Ser, Rout, Swit 1001 1101

Data backup Ser 1010 1111

be that if the numbers differ from one another by only one (1), then their binary codes
will differ only by one bit.

In the proposed GA, in the course of coding, numbers were first replaced with a
binary code, which denote the number of ISM for the DCS node. And then, at the
next stage, the resulting binary value was translated into the gray code.

Note that the type of ISM at the DCS node is adopted in accordance with Table 2.
Once it is not advisable to use more than eight types of ISM on a typical DCS node
(if it is not a critical computer system), then it is possible to limit oneself not to a
4-bit, but to a 3-bit coding.

A feature of using GA for solving the above problem is an integrated approach. In
contrast to similar studies devoted to such issue, which, as a rule, consider only some
aspects of information security (e.g., assessing the risks for OBI, comparing different
information security systems, building maps of cyber threats, etc.), the approach we
are extending makes it possible to combine all areas of information security systems
selection during the process of the contours of information security optimization.

It is convenient to present the initial data for modeling using GA in such a tabular
format, see Table 2.

The code for the initial sets of information security systems is generated randomly,
for example due to the fact that we will consistently fill the bits in binary format. As
described above, it is also quite convenient to use gray code for encoding.

The procedure for GA usage is presented in the form of an algorithm block diagram
shown in Fig. 3.
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Fig. 3 Algorithm block diagram for MGA

Having decoded the values for the corresponding ISM in a set from binary to
real, using Tables 1 and 2, it is possible to find the number of the minimum required
ISM in each set. Further, by modeling the different-variant relations of the ISM in
the set, we are able to find the fitness function of each solution. Then, depending
on the value of this fitness function, we can arrange the sets of the corresponding
codes. In particular, being guided by the average value of the fitness function, we can
determine the probabilistic indicators of which of the ISM sets for the DCS node will
have a fitness function with a large value and, accordingly, can further participate in
the population change.
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Fig. 4 Scheme of the MGA operator’s work

Note that there are two options for each ISM set of the DCS node. The first one
is to simply be copied into the next generation. The second is to be exposed to the
modernization operator.

The work of the modernization operator is schematically shown in Fig. 4.

5 Software Implementation of the Model
and Computational Experiment

The constant dynamic complication of decision-making procedures in the manage-
ment of OBI information security necessitates the involvement of external funds
to support decision-making related to the selection of information security systems
along the DCS contours. In poorly structured subject areas, where there is no possi-
bility of obtaining sufficient deterministic information for decision-making, expert
support for decision-making is the only way to improve their quality. Once we are
talking mainly about solving problems for high managerial levels, the "price" of
wrong decisions at the present time may be too high, and it is constantly growing.
Therefore, a clear presentation and processing of the data assessed by an expert in
decision-making processes is one of the priority areas of relevant scientific research.
And besides, critical questions related to these tasks require urgent solutions. It
should also provide the ability for the provision of experts with the opportunity to
clarify and correct their own previously entered estimates, in the process of further
use of the DSS, for example, to solve such highly technical problems as making a
decision on the need to select adequate protective measures and means to ensure the
information security of OBI. In fact, it is all about the need to create a new type of
DSS that could adapt to the level of the experts competence on a specific issue in the
subject area.

Figure 5 represents a general view of the interface of the software implementation
of the module for solving the problem on the basis of GA for the selection and
optimization of the placement of ISM on the DCS nodes.
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Fig. 5 General view of the interface of the developed decision support system for optimizing the
selection and placement of information security systems on the DCS nodes

The numbers indicate the blocks of the window interface intended for the
implementation of the following functions:

1. Initial data input unit (number of OBI IS contours, number of ISM sets, number
of ISM in a set);

2. GA parameters (number of populations, percentage of mutations, etc.);

3. Additional GA parameters (type of selection, type of mutation, type of crossing
over);

4. Table with set options (coded values) for OBI IS contours.

To verify the MGA adequacy, designed to solve the problem of selecting and
optimizing the placement of ISM at the DCS nodes, and the DSS module described
above in this paragraph of the article, the corresponding computational experiments
were carried out, see Figs. 6 and 7.

Computational experiments were carried out for randomly generated variants of
ISM sets.

To evaluate the proposed algorithm, test sets from 5 to 150 items were formed
(ISM—information security means, ranging from antivirus software to intrusion
detection systems) in the set. Was carried out 5 series of 50 experiments in a series.
A total of 250 computational experiments were performed on a PC with an Intel 17
9750H processor (2.6-4.5 GHz).

Similar test suites were used for two other algorithms with which comparisons
were made in terms of operating speed—selection and optimization of the placement
of the ISM of the circuit IS OBI based on the branch-and-bound method [20, 21] and
the “greedy algorithm” [22, 23].

To compare the performance of the MGA, three algorithms were chosen:

1.  MGA: This algorithm was used as a basic one in the above-described DSS
module for solving problems related to the selection and optimization of the
placement of information security tools along the OBI contours.
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Fig. 6 Results of computational experiments comparing the effectiveness of algorithms used in
the DSS module for the selection and optimization of the placement of information security tools
along the information security contours of the informatization object
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Fig. 7 Results of computational experiments comparing the running time of algorithms used to
solve the problem
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2. Selection and optimization of the ISM placement along the contours of the IS
OBI based on the branch-and-bound method [20, 217;
3. “Greedy algorithm” [22, 23].

Obviously, by blocking poorly adapted ISM sets for the nodes of the DCS of the
analyzed OBI, it is possible to increase the averaged fitness over the ISM set.

The work of the MGA will be terminated upon reaching the adaptation state by
the ISM set. In such a state, the differences between the ISM sets in terms of fitness
will be no more than 5%.

Intersection as a mechanism of variability will lose its attractiveness when crossing
identical codes.

A simple change will facilitate the modification of the resulting ISM sets for the
DCS node. It can be achieved by testing new points in the search space.

6 Discussion of the Results of the Computational
Experiment

The results of computational experiments showed the following, see Figs. 6 and 7:

1. The branch-and-bound method and MGA demonstrate approximately the same
efficiency in the course of solving the considered multicriteria optimization
problem.

2. The maximum error was about 3.2-3.4%.

MGA is distinguished by a fairly high efficiency, as well as speed;

4. TItwas found that the time spent on solving the problem of evaluating the options
for selecting and optimizing the placement of ISM sets on the OBI DCS nodes,
when using MGA, is approximately 16-25.5 times less in comparison with the
indicators of the branch-and-bound method. This circumstance allows in the
future, while finalizing the DSS, to opt for this particular algorithm.

w

Certain disadvantages of using MGA include the fact that not all possible algo-
rithms for solving the problem have been analyzed. In particular, the option of solving
the specified problem by using other evolutionary algorithms was not considered.
Also, a certain drawback of the study is the fact that the interface of the DSS module
has not yet been localized for the English language.

7 Conclusions

A modified GA has been developed for solving a multi-criteria optimization problem
for the selection and optimization of the number of information security tools for
sets located on the nodes of a distributed computing system of an informatization
object.
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In the course of computational experiments, it was shown that the MGA is distin-
guished by a sufficiently high efficiency, as well as speed. The time spent on the solu-
tion of the problem of evaluating the options for selecting and optimizing the place-
ment of ISM sets on the OBI DCS nodes, while using MGA, is approximately 16-25.5
times less in comparison with the indicators of the branch-and-bound method.

It is shown that the implementation of the modified GA allows to speed up the
search for optimal options for placing information means for OBI. In addition, it
is possible to solve the problem of redistributing resources in conditions of their
limitedness. This advantage makes it possible not to perform a quick enumeration
of various options for hardware and software information security means and their
combinations for OBI, but also to subsequently combine the proposed MGA with the
existing models and algorithms for optimizing the composition of OBI cybersecurity
circuits. Potentially, such a combination of algorithms will make it possible to quickly
rebuild the OBI defense in a dynamic confrontation with the attacking side.

The software implementation of the DSS module for solving the problem of
selecting and optimizing the number of information security tools for the sets placed
on the nodes of the DCS of the informatization object was developed.
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