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Abstract Internet of Things (IoT) has changed the way of living today. Today,
Internet connected things (ICT) are increasing at a rapid rate and connecting with
devices to reduce load from human being. Irrespective of the sector, the IoT devices
are everywhere taking care of everything from the agriculture sector to the sector
of manufacturing. But, due to the global COVID 19 pandemic, the sector of health
care demands the major use of IoT today. Due to the prevailing pandemic, healthcare
professionals also choose to treat the patients virtually rather than treating them
physically. IoT plays a major role here. But, most of the application providers or
service providers or any other system involving IoTdevices for generating and storing
data may become a way of leak of information or stolen by a third party for black
mailing or financial gain thus leading to privacy and security leak of the user. This
work includes all such views with various issues and recommended solutions for
the same. Also, other security and privacy requirements and corresponding solutions
are also included to provide future researchers a solid base and a clear depth in
knowledge regarding the security and privacy issues and solutions required.
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1 Internet of Things—Introduction

IoT has become the new environment of computation with all the software services,
sensors, and equipment involved. The growth of IoT in near future seems to be very
high. IoT can expand its services to almost every existing sector. Though the growth
has been very useful to the people, the problems of privacy make it distant to many
other people. For example, when a customer visits a store, his/her picture is captured
and the face detection services identify the name and the corresponding RFID tags
aid in locating. Not only the person is tracked with the help of these but also his
location privacy is leaked. In spite of many existing privacy protecting strategies
like anonymization, utility trade-offs, and also imposing legal restrictions on data
extraction, privacy still stands to be on top of the challenges in IoT.

The two types of privacy protection strategies in IoT include: rule-based
approaches and architectural-based approaches [1]. Themodels involving rule-based
approach are mainly for those environments that are closed. These models mainly
involve applying the rules over shared information and protecting the privacy. But,
since the IoT is considered to be an open environment, these models are not suit-
able for IoT. Architectural-based approaches include anonymization, utility trade-off
techniques, and proxy based approaches. However, the anonymization techniques are
actually limited to only like information collection or attempt to steal the information
from the collector. The main assumption here is that the information collector is a
trusted party. These techniques involve in protecting the information like participa-
tion of the devices or the so called “things” in information collection, but they do not
matter about the disclosure of the already collected information by the “things.”

Discussing about the e-health care, health sector is one of the most promi-
nent sectors. E-health care involves providing health services remotely through
servers without actually doctor visiting the patient physically. A quick dive into
the fundamental concepts in innovative e-health systems are as follows:

• Wearable Devices: Devices like fitness bands, blood pressure monitoring, heart
rate monitoring devices, and pulse monitor are very helpful for patients in this
e-health sector. IoT has also helped people like elders with a tracking device
which they can wear, and their people can track them in case of any emergency.
Also, with the help of these wearable devices, the doctors can keep a track of
their patients and their records. They can reach them in case of any emergency or
sudden medical attention. Additionally, the data that are produced by these IoT
devices aid the doctors in maintaining records of their patients. Not only tracking
of patients but also tracking of some sensor-enabledmedical equipment likewheel
chairs, oxygen pumps, and nebulizers is possible though IoT-based applications.

• Ambient Assisted Living (AAL): The placing of smart devices (or IoTs) for senior
citizens in an environment would be more helpful in assisting them and caring
for them (in case of any health emergency). These devices or applications can
also be helpful in monitoring the patient’s activity and some vivid parameters like
blood pressure, oxygen level, and temperature, and in case of any emergency, the
nearest hospital or a clinic is given the alert.
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• Internet of Health Things (IoHT): Smart devices that are integrated with cloud
computing, used in the health sector for analyzing the patient’s data for providing
better healthcare solutions to the patients, andmonitor the patient in real time. The
patient data that are collected can be analyzed and diagnosed immediately thus
making the treatment to happen faster. Apart from these advantages of IoHT, the
main disadvantage is that the data are still prone to privacy and security attacks
[2].

Organizationof thework:This paper proposes complete information aboutMedical
Internet of Things. The rest of the paper is structured as follows. Further, Sect. 2
presents security and privacy requirements toward IoT. Section 3 discusses existing
solutions in the field of MIoT. Section 4 discusses Internet of Things healthcare
security. Then, Sect. 5 presents the Internet of Things-based healthcare technologies.
Section 6 presents the future challenges involved. Finally, the work is concluded in
Sect. 7 with explanation of future work in Sect. 8.

2 Security and Privacy Requirement Toward Internet
of Things-Based Applications

In the smart era that is prevailing today, IoT has a lot of applications in many sectors
like agriculture, medical, manufacturing, and logistics. The IoT devices that are
involved here deal with a lot of data belonging to a user. The devices may share
the sensitive information related to user to any service provider or a perpetuator
leading to privacy and security threats [3]. In this section, several security and privacy
requirements are discussed regarding the IoT-based smart healthcare applications.

2.1 Security Requirements for IoT-Based Health
Care/Medical Internet of Things (MIoT)

Security and privacy play a major role in MIoT. MIoT devices produce, transmit,
and store a lot of data related to user which is highly confidential and sensitive
as well. Any security attack on the network of the medical system can lead to very
harmful consequences. Also, the patient’s private information is present everywhere,
i.e., in all the levels of data collection, transmission, and storage. The following four
requirements should be considered in developing the required privacy and security
models for MIoT:

• Data Integrity: Data integrity refers to the accuracy, reliability, and trustworthiness
of a particular data throughout its lifecycle. Data integrity can be referred in terms
of both state and a process. In terms of a state, data integrity defines a dataset
which is valid and also accurate. In terms of a process, data integrity refers to
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measures that are used to secure the validity or correctness of the data that is
being worked upon. Data integrity is mainly of four types:

i. Domain Integrity: Domain integrity refers to a specific range of values that
are going to be accepted and stored in a specific column within the database
being worked on.

ii. Entity Integrity: Entity integrity involves the way that makes sure that every
row in the table of the database has a unique and a non-null primary key
value.

iii. Referential Integrity: Referential integrity is concerned about the relation-
ship between tables in the database.

iv. User-defined Integrity: It involves the rules that are created by the user to
fit her/his needed requirements.

• Data Usability: Data usability ensures that authorized users or systems can make
use of the data or the data systems involved. Any access of data by an unauthorized
users or system can further lead to the destruction of data usability.

• Data Auditing: Data auditing plays a major role in the security ofMedical Internet
of Things. Audit of the medical data regularly in an efficient way is a coherent
means to check on the use of resources and also track any abnormal or mysterious
events that are occurring or about to occur. Adding to this, the cloud service
providers turn out to be untrusted after a period of time, and this will definitely
require refined auditing methods to take care of.

• Patient Information Privacy: The information related to the patient can actually be
categorized into two: general and the sensitive information. General data include
the basic details of the patients such as their name, age, and address, whereas the
sensitive informationmay include the details of fertility status, sexual functioning,
genetic information, drug addiction, and other personal details of the patient. So,
it is very clear that this sensitive information has to be kept private and should
never be leaked to unauthorized systems or users which may result in a huge loss
to the patient [4].

2.2 Security Requirements for IoT-Cloud-Based e-Health
Systems

Internet of Things and cloud computing are two different technologies but are mutu-
ally related to each other in several applications [5]. The connection of the IoT devices
among themselves leads to generation of a huge amount of big data, and this data are
stored on the cloud for further requirements. These cloud-based services are being
provided by many companies like Amazon, Google, and IBM. It is problem-free
when the company follows all the security and privacy standards. But, on the other
side, there are chances of information leaking, security breaches when the security
standards are not met. So, defining the security requirements for IoT-cloud-based
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e-Health systems is a must. A summary on security requirements for the same is as
follows:

• Data gathering, processing, and usage have to be done only in accordance with
the law and not by any illegal means.

• Minimum security and privacy protection for the data are a must.
• All the IoT devices that are connected to a particular network should be able to

transmit the data and receive the same without destroying the data accuracy and
integrity.

• All the protocols involving the collection of data, transmission, and usage must be
defined clearly according to the prevailing standards. This will actually improve
the trust of the patients/users toward the system.

Key elements that have to be kept in mind while securing the IoT-cloud-based
e-health systems are as follows:

i. Confidentiality: Confidentiality is a way of ensuring that any kind of data or
other exchanges between the sender and receiver are protected against any
kind of malicious or suspicious usage. Confidentiality should be guaranteed at
different levels of the communicationnetwork, i.e., the data have to confidential
when it is being exchanged between any two IoT devices in the network, IoT
device, and cloud computing to e-health systems or even between the system
and the end user.

ii. Data Integrity: Data integrity refers to the trustworthiness, accuracy of the data
throughout its lifecycle. In this particular IoT-cloud-based e-health system,
data integrity check can be done at each node involving transmission of data
between a sender and a receiver.

iii. Availability: It ensures that the data are available to the authorized users but not
to any other suspicious or unauthorized users at any stage of the data lifecycle,
i.e., generation, processing, transmission.

iv. Access Control: This refers to the controlling of access and authorization to
protected data by actually evaluating or enforcing the access required.

v. Anonymization: The use of anonymous access helps in protecting the user’s
security and privacy without letting the details passed on to the perpetrators.

vi. Authentication: The very important security element in any system. Verifica-
tion and validation of users details before letting them access the data or the
system help in majorly reducing the identity thefts or data breaches.

vii. Resistance Attraction: Resistance attraction ensures that any attacks from
unauthorized users or systems are prevented or avoided.

2.3 Privacy Requirements for IoT-Cloud-Based e-Health
Systems

Privacy of the patient’s information has to be maintained throughout its life cycle.
The internal privacy policies judge who can access, use, or view the sensitive and
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confidential data belonging to the patient. The most important is the protection of
patient’s sensitive data from leakage or unauthorized access or use. There are several
methods that can safeguard the data like cloud computing, anonymization of data,
and tracking the data exchange. These methods can be useful to some extent to
identify or track the suspicious or malicious actions happening. There are a plethora
of privacy protection measures coming up these days, but these have to be tailored
separately to every need of privacy protection for better results [6]. For example, the
e-health system offers several applications like patient tracking, remote monitoring,
and artificial intelligence-based diagnosis. All of these services should be provided
with respective potential privacy protection measures. The users have become more
cautious about their data on any kind of system, especially when it comes to their
medical data since this carries a lot of sensitive information about the users. If there
is privacy leak from the system, this makes the system less trustworthy to the users.
Strengthening of the privacy of IoT-cloud-based e-health system can be done by
including privacy by design (PbD) [7] along with the following measures:

• Location Privacy: Applications involving big data networks make it mandatory to
seek location information for the data being used. To prevent the loss or leakage
of the location information, related effective privacy measures and strategies are
used [8–11].

• Data Lifecycle Protection: This ensures that the necessary security measures
needed for privacy are taken in all the different stages of the data life cycle right
from retaining the data security till it is destroyed safely after the processing and
usage.

• Default Privacy: Privacy as a default setting means that the privacy of a user is
preserved in all situations even without his/her intervention [12]. This means that
no action or work is needed from the user’s end to protect his/her privacy since the
privacy comes built in with the system, whereas the traditional systems require
the user to take the basic steps toward privacy protection.

• Embedded Privacy: Embedding privacy into the design of the system or the
architecture of the IoT systems makes it a core function of the system.

• Robustness: This ensures that all the security requirements are met at all stages
of the data lifecycle in order to protect the privacy for the IT systems.

• Visibility andTransparency: Privacy just does notmeanprotecting the data but also
maintain the trust of the users. This is where the factors visibility and transparency
come into play. The operations that are being performed on the data should remain
visible to the users. These factors make sure that the actions including collection,
analyzing, processing, and transmission of personal data are maintained a record
of and available to the users for their purposes of accountability.

Both the security and privacy measures should accord with the international stan-
dards of risk management techniques and methods in order to provide a hassle-free
environment and get adopted. Data privacy is also a fundamental strategy that is
concerned about protecting user data. One of themajor requirements in this context is
the data protection through design known as privacy by design (PbD)which is playing
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a key role in securing and safeguarding privacy in many of the major technological
systems.

2.4 System Requirements of IoT-Cloud-Based e-Health
Systems

Other system requirements concerning with the IoT-cloud-based e-health systems
are as follows:

• Secure Protocols: These protocols aid in establishing secure and safe computer
network connections and improve the security of the entire network. The appli-
cation of such secure protocols not only ensures the security of the network but
also enhance the security of information.

• Secure communication: This is guaranteed by specific cryptosystems and also
aids in making sure of the confidentiality of the data. A secure communication is
meant to protect the data transmissions from any kind of malicious exploitation
by the perpetrators.

• Secure Transmission: This ensures that the data transmission is happeningwithout
any malicious or suspicious users causing harm to the system both internally and
externally. The security of the data transmitted can be achieved through necessary
cryptographic mechanisms.

• Data Encryption: This ensures that the data are protected throughout its lifecycle
by encoding the entire data that are being worked with. This also aids in avoiding
security breaches of the raw data available through encoding.

3 Existing Solutions for Internet of Things-Based Health
Care/Medical Internet of Things (MIoT)

We have discussed several security and privacy requirements of IoT-cloud-based e-
health systems and IoT-based health care as well. In both the healthcare systems,
there is a chance of privacy leakage or security breaches possible. Also, there are
chances for stealing of information from the system by perpetrators. Let’s take a
quick dive into some of the existing solutions for the above mentioned issues:

i. Data Anonymization: Data anonymization [13] refers to the process of
protecting sensitive information by either erasing or encrypting the identi-
fiers that play a role of connectors between the individual and the data. A few
data anonymization techniques that are used are [14]:

• Data masking: Masking the data with altered values.
• Pseudonymization: Replacing the identifiers that are private with fake

identifiers.
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• Generalization: Removing some of the data intentionally in order to make
it less identifiable.

• Data Swapping: Rearranging the attribute values of the dataset or the
database so that they do not exactly correlate with the original records.

ii. Data Encryption: Cryptography is the main and basic technology that is being
used in the data encryption process where the data are encoded and then used
in its life cycle of processing, analysis, transmission, etc.

iii. Access Control: Access control is a technique that is used to regulate who can
access the data in a particular computing environment or the system. This is a
fundamental yet efficient security concept that aids in minimizing the risk to
the related business or the organization. The two major types of access control
are as follows:

• Physical access control: This ensures the access control to campuses, rooms,
buildings, or any physical assets or devices.

• Logical access control: This ensures the access control over the computer
network, files, systems, and data.

iv. Trusted Third-party Auditing: The cloud servers that are being used cannot be
fully trusted. Theremaybe a possibility of loss of data integrity and consistency
in case of any data corruption or any deletion without the notice of users. Here,
the trusted third party comes into play. This trusted third party [15] with a
good reputation provides proper and accurate auditing results which results in
accountability of the cloud service providers.

v. Data Search: In terms of protection of data privacy over the system or cloud,
data should be initially encrypted. This overcomes the existing traditional
plaintext keyword searches. So, enabling an accurate encrypted cloud data
search will be of a great importance toward the protection of privacy.

vii. Blockchain: Blockchain is a system in which a record of actions is actually
maintained across several linked computers in a network. Use of blockchain
technology in the IoT-based healthcare systems aids in increasing the trans-
parency between the doctors and patients, also ensures efficient collabora-
tion between different health organizations and also smart contracts. Also,
this helps in resisting failure and data fragmentation. But, at the same time,
blockchain technologies are prone to attacks because of their transparency.

Few interesting enhancement and solutions toward IoT-based health care have
been discussed in [16, 17].

Security of Electronic Healthcare Records (HERs) Systems
Electronic healthcare records (EHRs) consist of mainly the medical history of the
patient, his/her statistical laboratory test results, etc. Security and privacy of these data
have to be ensured properly and is crucial to save these from any kind of malicious
security or privacy attacks. Adding to these, there are a number of challenges in
building and deploying the healthcare systems. Because such models are vulnerable
to several kinds of cyber- attacks and the users aremuch concerned about these cyber-
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attacks and required efficient and effective solutions for such cyber-attacks. Similarly,
the EHRs are prone to several kinds of security attacks [18]. Therefore, the following
requirements are to be met based on the relevant standards when implementing the
secure electronic healthcare records in the future:

• Accuracy and data integrity
• Privacy and security of the data dealing with
• An efficient data sharing mechanism
• Accurate and proper auditing and accountability of data
• Ability that the patients can control their own EHRs, i.e., monitoring them,

checking records frequently, etc.

Hence, security of EHR records can be found in detail in [16].

4 Internet of Things Healthcare Security

With the rapid development of the IoT and its applications over the recent years, the
healthcare sector is also expected to witness the applications of IoT majorly in the
coming future. All the devices involved in the healthcare or the medical sector are
also expected to deal with the integration of IoT. Though this leads to many kind
of applications and makes it easier for both doctors and patients in the sector, it has
its drawbacks of security and privacy challenges as discussed earlier in the paper.
To completely facilitate the adoption of IoT into health sector, it is also important
to know about the threat models, attack taxonomy, and possible countermeasures
related which are discussed further below:

Threat Model
Both the IoT health devices and the network being used by them is prone to different
kinds of security attacks. One case can be the expansion of the current network, cloud
networks, and services. Second case could be the increase in the communication
between the IoT devices over the network, cloud services, and applications. Another
scenario would be in the in-device hardware and software limitations. Threats can
be raised from both within the network or outside the network. If an attack or a
threat arises from a health device in a proximal network, then the risk related would
be more severe. Also, determining the malicious or suspicious device causing this
would be very difficult within a proximal network.

An Attack Taxonomy
With the increasing advancements in the technology field, not only they are becoming
advantageous to people but also to the perpetrators increasing their ability to introduce
several types of security attacks and threats into the networks [19] or the system
devices. Some of the threats are predictable and tangible, whereas it is even harder
to predict many of the other threats. The major types include: attacks based on
networkproperties, attacks basedonhost properties, and attacks basedon information
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Fig. 1 Collaborative scheme for providing security services

disruptions. A securitymodel for IoT-based health care is discussed in Fig. 1, or Fig. 1
represents a security collaboration scheme for the following security services [20]:

• Protection services: designed to reduce attacks.
• Detection services: These services will be receiving data from the applications

involving health care periodically and analyze the captured data, detecting if there
is any anomaly being involved.

• Reaction services: This specific type of services help the health entities in
surviving all the attacks with the help of defense mechanisms.

5 Internet of Things-Based Healthcare Technologies

There are actuallymany prevailing technologies strengthening the Internet of Things-
based health care. So, preparing an explicit list on this is definitely a tougher job. So,
a brief idea on the core technologies available is given below:

i. Cloud Computing: Integration of IoT-based health care with cloud computing
has enormous advantages. Some of them include access to shared resources,
ability to increase the storage capacity for the data being worked with,
and another important added advantage would be providing services upon
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request over the network. All these advantages together make it easier for the
operations to get executed and thus also resulting in good efficiency.

ii. Big Data: Big data aid in accommodating huge amounts of data be it generated
by the medical sensors or the IoT devices involved in the IoT-based health
care or also the data that are being transmitted over the network among the
IoT devices. In addition to these advantages, big data also provide a number of
tools to actually improve the necessary health diagnosis in terms of efficiency.

iii. Grid Computing: In general terms, grid computing involves working of a
network of computers under a single working protocol acting almost like a
super virtual computer to perform a specified task which may be difficult for
a single machine or computer to execute or achieve [21]. With this partic-
ular application of grid computing, it can be used in the field of IoT-based
health care addressing the insufficient computational capability of the medical
sensors or the devices that are aiding in the system. Grid computing can also
be viewed as a backbone for the cloud computing.

iv. Augmented Reality: Augmented reality (AR) which is a part of IoT can play a
major role in the IoT-based health care. Since the IoT-based healthcare systems
mostly involve remote monitoring and diagnosing, AR comes into play here
thus aiding the doctors and the system in performing remote monitoring and
the needful.

v. Wearables: Wearables also play a major role in the IoT-based healthcare
systems. The main advantages of these would actually be patient engagement,
ability to track the patients in case of any emergency. This is also a way helpful
to the senior citizens who can be tracked in case of any medical emergency,
and the needful treatment can be provided, or a nearby hospital or clinic can
be informed of this situation.

vi. Networks: Networks are the basic necessity of any IoT-based healthcare
system. All sorts of networks ranging from short-range communications to
long-range communication networks aid in the system being a part of the
infrastructure of the IoT-based healthcare network. All the data transmissions
or any tracking information could be shared only through these connected
networks. In addition to these, the introduction of ultra-wide bands or RFID
tags into the network can actually help in designing the low-power-based
medical sensors and also aid in communication protocols.

vii. Ambient Intelligence: Ambient intelligence basically involves the electronic
environments that are able to respond to the presence of people and are sensitive
as well [22]. Since the end users of the IoT-based healthcare systems are
actually humans, ambient intelligence can play an effective role over here.
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6 Future Challenges Involved Internet of Things-Based
Health Care

Anyone involving in the development of the security and privacy of the Medical
Internet of Things (MIoT) should take the following into account:

i. Network Insecurity: Keeping in mind of various parameters like the low cost or
convenience, many devices and services depend on the wireless networks like
Wi-Fi which are actually prone to any unauthorized access or several intrusions
taking place. They may also be vulnerable to security attacks like man-in-the-
middle attack and denial of Service arracks easily. Adding to these, the free
wireless networks available publicly mostly do not adhere to the standards of
security and thus resulting in more chances of any kind of security attacks

ii. Lightweight protocols: Any low-cost devices or any kind of software applica-
tions should follow specific set of policies and rules in order to provide their
services. Failing to do so would result in a huge loss causing security attacks
over the network. In present days, the security and the cost are directly propor-
tional, i.e., if we want to provide a high-level security for a network or a device,
then the cost requirements would also be extremely high. This is not always
possible in MIoT. So, developing lightweight protocols [23] for security at
different levels is one good option in the future.

iii. Data Sharing: Though there is a day-to-day development in the fields ofmedical
information technology, the problems of security and privacy are still being
revolved around. The issue of information leakage seems to be in an active
state even now. The information would have to be shared between different
systems of MIoT in the future. Since the data are collected from different
sources, it is not really possible to completely unify the data management. Any
kind of disclosure or unauthorized sharing of the patient data would cause a
serious loss to the patient and remains as a security issue in MIoT system.

7 Conclusion

With the recent advancements in technology and introduction of several medical
devices and related software applications, large amounts of data are being gener-
ated and stored. In present days, the importance of data is on the high. With huge
amounts of data over the networks, the problems of security and privacy attacks are
also on rise. The ways of protecting data security and privacy at all the different
stages of the data lifecycle would be of a great importance in the future research.
Starting off with the IoT security and privacy requirements of the IoT-based health
care and IoT-cloud-based e-health systems, this paper discusses many requirements
including the security requirements, privacy requirements, system requirements, and
the problems being faced and the possible solutions for the same. Medical Internet
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of Things (MIoT) is given a good importance in the paper. The recent advance-
ments and innovations being made in the field of IoT have changed the lives and
networks a lot connecting a plethora of devices. The IoT-based healthcare systems,
IoT-cloud-based e-health systems, Medical Internet of things (MIoT) all come under
the applications of the same providing remote medical facilities from anywhere in
the world thus reducing the cost and getting better patient outcomes when compared
to the traditional modes. However, security and privacy of these systems are still
vulnerable. So, the researchers should focus on these aspects and provide possible
other different solutions to these issues in the future.

8 Future Work

Due to the prevailing pandemic everywhere in the world, many sectors are not able
to provide services to the people properly. Healthcare sector also comes into this
list. Afraid of the conditions outside and the increase in number of Covid-19 cases
everywhere, people are not willing to go to the hospitals or clinics especially. So,
this is resulting in a lot of unaddressed medical cases everywhere, especially in
rural areas where the lack of basic transportation facilities is adding up to this.
In such situations, IoT-based healthcare systems can play a major role. Bringing
the IoT-based healthcare systems to rural areas can majorly aid in addressing the
medical cases of the people over there remotely without actually needing them to
visit the hospital or clinic physically unless it is a serious medical issue that cannot
be addressed remotely. Also, the applications of this IoT-based healthcare system
like the wearables can make it easier for the doctors to track their patients’ status and
records easily in a remote manner.
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