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Preface

The present collective research is aimed at solving a complex interdisciplinary scien-
tific problem, which consists in the lack of balanced mechanisms of digital technolo-
gies impact on effective state regulation of production and non-production spheres
of ecological entrepreneurship, taking into account ensuring inclusive growth and
sustainable development of Russia. The problem state in the country of ecological
entrepreneurship requires a logical search for solutions, including the use of digital
economy and digital law. To solve this problem, the book uses the methodolog-
ical arsenal of various branches of science, primarily economic and legal. Within
the framework of the stated topic, a range of tasks is solved, the setting of which
determines its assignment to the key directions of the Strategy for Scientific and
Technological Development of the Russian Federation. The monographic project is
aimed at solving specific problems in the context of the chosen direction of research,
including the state scale: the fundamental bases of the state, law, andpublic authorities
in the fourth industrial revolution in the context of inclusive growth and sustainable
development of the country are analyzed; the relationship of ecological entrepreneur-
ship with the tasks of building digital economy in Russia is established; the role of
digital technologies in the development of ecological entrepreneurship is specified.
The chosenmethodological approach allows to achieve a synergistic effect and create
a common innovation space within the framework of the environmentally oriented
direction of the digital economy; to determine the ways and degree of impact of
the digital environment on the state regulation of environmental entrepreneurship;
to develop measures to improve the efficiency and condition of productive and non-
productive areas of environmental entrepreneurship through digital technologies, to
secure the state of the environment with the help of investment attraction (crowd-
funding and tokenization), blockchain technology, and smart contracts; to argue for
the necessity of comprehensive application in Russia of end-to-end technologies,
including all types of neo-industrial technologies, allowing for accelerated devel-
opment of the ecological entrepreneurship sector; and to suggest the most effective
digital technologies to ensure the accelerated development of the ecological goods
and services market in the Russian Federation.
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The proposed collective research is closely connected with the formation of scien-
tific and technological advances, providing economic growth and social development
of the Russian Federation. The solution of specific tasks set in the Strategy for Scien-
tific and Technological Development of the Russian Federation involves the collec-
tion of empirical data on the current situation in the interaction between society
and nature, interdisciplinary research on the impact of digital technologies on the
environment, life, and health of citizens, the state of public and state institutions
called to participate in environmental protection. Understanding the overall picture
will allow analyzing the current situation with the state of ecological entrepreneur-
ship, to formulate a number of specific proposals to the public authorities, ensuring
the consistent expansion of the “green” sectors of the economy through the inten-
sive involvement of the potential of Russian entrepreneurship. The collected empir-
ical materials, doctrinal developments of the authors, studied foreign experience,
proposals for the modernization of Russian legislation, and existing economic regu-
lators will contribute to the transition of Russia to advanced digital and intelligent
production technologies.

The Part I of the book “Legislation on the guard of national security, protec-
tion of rights and interests of participants of the modern socio-economic structure”
analyzes the constitutional reform in Russia in the context of the transformation of
the provisions of the Russian Constitution aimed at protecting and strengthening the
sovereignty and independence of the state as the fundamental elements of legal provi-
sion of inclusive growth and sustainable development. Domestic and foreign consti-
tutional practice is compared. Effective legal mechanisms for preserving national
constitutional identity and independence of the state, taking into account the best
legal practices and accumulated political and legal experience, are proposed.

In the chapter of the monograph “Development of a model of sustainable devel-
opment in organizations through the digital integration of management system stan-
dards”, the authors substantiate that the modern market environment of the func-
tioning of organizations is a continuously changing system. This variability deter-
mines the relevance of the search for the most effective tools for its sustainable
development. The process of managing these economic systems has recently under-
gone significant changes. This process has become multidimensional; it requires a
comprehensive analysis of all factors that affect its external and internal environ-
ment. Among these factors, the digitalization of procedures for the implementation
of production and logistics processes through standardization can be mentioned.

The author’s team pointedly posed the question of the extent to which the fourth
industrial revolution will affect the foundations of the state and law. The fundamental
foundations of the structure of the state, law, and public power under the conditions of
the fourth industrial revolution have been studied. It is concluded that under the condi-
tions of the fourth industrial revolution, the classical and fundamental importance
of the state as an institution for resolving public affairs is far from disappearing, but
it also becomes particularly relevant to the country’s sustainable development. New
approaches to management and flexible technologies do not change the foundations
of the state and law, but effectively complement them.
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The transformation of law and legislation in the context of digitalization in the
aspect of intellectual property protection is investigated in the context of the lack of
a unified conceptual framework related to the digitalization of law. It is argued that
digitalization will not fundamentally change civil law until the person himself, who
stands at the center of the civil law environment, changes. It is justified that many
of the provisions defining the conceptual foundations of this process are reflected in
economic terms, which guarantees their sustainability, since freedom of choice of
behavior is assumed, which cannot be said of the legal field.

The authors address the problem of legal regulation of technologies with elements
of artificial intelligence. The status of artificial intelligence in terms of law is defined,
as well as the range of persons who can and must bear responsibility as a result of
its improper and illegal use.

Criminal and procedural problems of counteraction to economic extremism
among young people are analyzed taking into account the possibilities of criminal
and procedural activity as the factor of influence on the stability of development and
security of society and economy through revealing, suppression, and investigation
of economic crimes, including extremist ones. The problems of the normative legal
organization of criminal procedure activity and the quality of its implementation,
influencing the efficiency of combating economic extremism among young people,
were identified and the directions and ways of their solution were determined.

The consumers’ right to information in distance selling of goods is investigated as
a factor of inclusive growth. It is substantiated that distance selling allows consumers
to reduce the cost of purchasing socially important goods, which increases the avail-
ability of such goods to all groups of the population, regardless of the location of the
consumer, which in turn is interpreted by the authors as a factor of inclusive growth.
It is proposed to consider the right of consumers to receive reliable and complete
information about a product as a subjective right that provides equal opportunities
to meet household needs and improve well-being. The key role of consumers’ right
to information in the system of measures to ensure the satisfaction of their legiti-
mate interests in the distance sale of goods is emphasized, and specific proposals for
improving Russian legislation are formulated.

The problem of protecting the rights of indigenous peoples as an essential element
of inclusive economic growth is raised. It is argued that traditional approaches to
economics have long focused on the role of market forces as a driver of economic
growth, rather than on ensuring equitable development outcomes driven by market
forces. Policies of total non-governmental intervention in the economy result in rising
income inequality and persistent poverty, which weaken social cohesion. It is argued
that economic growthmust be inclusive, include growth inwell-being, and protection
of the rights of all vulnerable groups, with an emphasis on protecting the rights of
populations such as indigenous peoples.

Research attention is also paid to the creative industries in the context of the global
digitalization of copyright. Particular emphasis is placed on solving the problem of
intellectual property protection that accompanies the development of digital creative
industries while preserving historical heritage.
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One of the chapters is devoted to the issues of proof in insurance disputes, taking
into account the ongoing transformation of the law in the context of digitalization. The
peculiarities of themethods of proof are revealed. Recommendations are given on the
implementation of a new model of insurance contracts and exchange of documents
in the process of their execution, taking into account the development of online
technologies, digitalization processes, and pandemic—the factors of modern reality
affecting the insurance industry. The study aims to create optimal legal structures of
electronic insurance contracts.

The legal personality of credit organizations in the civil legislation of the Republic
of Tajikistan is studied as a participant of civil legal relations. Inadmissibility of
application of the category of legal capacity to credit organizations is stated. The
author’s approach to solving the issue of the acquisition of legal personality by credit
organizations is presented.

The Part II of the book “Legal and technological support of sustainable develop-
ment of ecological entrepreneurship and environmental protection measures in busi-
ness” is aimed at the study of modern problems of digitalization of environmental
protection in the Russian Federation, first of all, digitalization of environmental
law. Such unprecedented environmental problems as climate change and increased
pollution of air, water, and soil, which pose a threat to human life and health, are
addressed. The advantages of using digital environmental technologies for national
environmental monitoring, increasing the safety of industrial enterprises, in agricul-
ture, and for improving the comfort of life in an urban environment are substantiated.
It is argued that digitalization programs for environmental protection can also have
the greatest effect in logistics, transportation, natural resource use, production, and
consumption waste management (especially when implementing circular economy
standards in practice), as well as in a number of other sectors. It is recommended to
add to the environmental legislation of the Russian Federation and its subjects one
or more chapters providing for specific areas of application of digital technologies
(environmental oversight, monitoring, accounting, etc.).

The role and significance of modern technology in counteracting global climate
change are examined which reveals the reasons for the complex nature of climate
change, consisting in the growth of average annual temperatures, among which the
key importance is the growth of human impact on nature, manifested in an increase
in greenhouse gas emissions. Priority directions of development of international
cooperation in the field of climate change mitigation are substantiated, and measures
on adaptation to the climate change that has already occurred are developed. A
systematic approach to the problem of climate protection at the level of federal
laws in Russia is proposed. It raises universal problems in the field of combating
global climate change, typical for all countries of the world, and requires a solution,
including the problem of climate refugees, compensation for the damage caused by
climate change, and a number of others.

Modern problems of the digitalization of agriculture in the Russian Federation
are considered. It is noted that digital information technologies of the twenty-first
century have great potential for economic growth through the automation and opti-
mization of production processes, improved monitoring and control, and allowing to
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improve themanageability of individual production and the economy as awhole. The
economic and legal ways of implementing digital projects in agriculture, allowing to
improve the quantity and quality of agricultural production, logistics of its realiza-
tion, as well as to increase the social security of rural residents, reduce and ease their
workload by robotizing production, and significantly increase labor productivity are
investigated. We analyze the departmental project of the Ministry of Agriculture
of Russia “Digital Agriculture”, aimed at the digital transformation of agriculture
through the introduction of digital technologies and platform solutions to ensure a
technological breakthrough in the agricultural sector and achieve growth productivity
in “digital” agricultural enterprises. Amendments and additions to the Federal Law
“On the Development of Agriculture” are proposed to clarify and specify incentives
and benefits for developers and consumers of digital technologies.

The study devoted to legal and technological support for sustainable development
of rural areas in Russia proposes a set of legal measures for environmental protection
on agricultural land (including measures to preserve the fertility of agricultural land)
and in rural settlements. The author’s definition of sustainable development of rural
areas is formulated. It is noted that the transition of rural areas to sustainable devel-
opment is hampered by the lack of an effective system of interagency cooperation
and coordination of individual issues related to the development of rural areas. The
authors reveal the factors of low profitability of agriculture, limited opportunities for
modernization and innovative development of the industry, low level of remunera-
tion of industry workers, and the negative formation of the tax base of local budgets.
The problems and prospects of the development of agrarian tourism as one of the
most important elements of ensuring the transition of rural areas to sustainable devel-
opment are investigated. It is argued that the concept of sustainable development of
rural areas can be a tool tomitigate the severity of socio-economic and environmental
problems in rural areas, balancing the interests of citizens, businesses, and govern-
ment. A multi-level system of criteria and indicators of sustainable development of
rural areas is proposed.

A study on integrated water resources management in West African basin orga-
nizations analyzes efforts to codify customary norms that form the body of inter-
national water law at the international level. The legal framework of West Africa,
which includes variouswater charters, is examined, updating the existing legal frame-
work on environmental protection, water resources, recognition and preservation
of pastoralist rights, livestock production, and water user participation in resource
management decision-making.Aparadigmshift andnew trends in internationalwater
law are substantiated. Problems of inter-branch legal regulation of internationalwater
flow are solved.

Prospects of Russia’s ratification of the Minamata Convention 2013 are weighed.
It is noted that this is an important step in the transition tomercury-free alternatives in
production processes in order to implement the concept of sustainable development.

Attention is also paid to the extraction of minerals from outside the Earth, in
particular, the use of space resources in the context of sustainable economic growth
prospects. It is predicted that suchuse could begin in the very near future andbecomea
profitable new type of economic zone aimed at inclusive and economic growth.Due to
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the fact that the space sector allows non-governmental sectors (businesses) to benefit
from space, it is argued that it should be a question of detailed regulation, including
ensuring its long-term sustainability. A comprehensive analysis and comparison of
national legislation and policies of foreign states on the use of space resources are
conducted.

The legal regulation of “green banking” in the legislation of theRussianFederation
is analyzed. Attention is paid to the grounds and procedure for financing environ-
mental measures from state and local budgets (in Russia and other countries), as
well as the use of public-private partnerships to finance individual environmental
measures.

The Part III of the collective research “New procedural and technological stan-
dards of court proceedings in the conditions of digital development in the legis-
lation of Russia and foreign countries” considers the procedural standards of civil
court proceedings in Internet courts of China. The research purpose of the prepared
chapter is to create new methods of resolving commercial disputes with links to the
Internet, namely e-commerce, thanks towhich the number of transactions and, conse-
quently, the volume of sales of goods and services have increased. The efforts of the
authors are aimed at finding and developing new procedural frameworks, including
the norms of the civil procedure code and the law of administrative proceedings,
the need for which is caused by the emergence of new judicial instances. Another
chapter focuses on the specifics of the legal framework for case management in
Indonesia’s electronic courts. Electronic case management is explored as the orderly
use of an electronic system for electronic case management, receipt of court docu-
ments, including requests, copies, duplicates and verdicts, delivery, and storage of
documents. To this end, the entire process is analyzed in the context of the use of
digital service and information technology management standards established by the
Chief Justice.

The applicable law in international commercial arbitration in Panama is also
studied in the context of digitalization. Cases, in which the parties explicitly estab-
lish the law applicable to the dispute, in particular through digital technologies, are
explored, as well as cases in which there is no direct choice of law by the parties and
various approaches are possible, such as conflict of laws rules, the closest connection
criterion, cumulative method, international conventions, and transnational principles
of law.

The consistent introduction of artificial intelligence technologies in Russia and
abroad creates necessary prerequisites for the robotization of civil proceedings.
Changes in legal and ethical norms of this phenomenon are revealed, as well as
the successful experience of China on replacement of judges by computers in
human guise. The advantages and disadvantages of the process of developing special
laws and legal acts regulating the integration of robots into judicial processes are
determined.

New technologies for resolving international energy disputes between companies
and states, which constitute one-fifth of international commercial disputes, are also
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analyzed.A comprehensive analysis of existing forms andmethods of resolving inter-
national energy disputes is conducted and the optimal mechanism for their consider-
ation, taking into account the balance of interests of both the state and the investor, is
determined. The definition of the concept of an international energy dispute is formu-
lated; the advantages and disadvantages of the most common methods of resolving
this type of dispute are highlighted. Innovative solutions and automated processes
aimed at resolving this type of dispute have been studied.

The impact of inclusive criminal procedure on the stability of the development of
society through the detection and suppression of crimes, compensation for damages
caused by crime, and protection of rights and freedoms of individuals and legal
entities has been analyzed. The topical problems of modern criminal procedural
policy and its interrelation with the purpose of criminal proceedings are considered.
The author substantiates the proposals aimed at strengthening the inclusiveness of
criminal procedure by improving its legal regulation as well as the inclusion of
criminal procedure in the system of instruments of state control over crime and
protection of national security.

The instrumental significance of the jurisprudence of the International Court of
Justice in the context of achieving global sustainable development goals is examined
in the example of cases of international boundary delimitation disputes. The law
enforcement practice of the International Court of Justice on international border
disputes is explored. The tendencies predetermining the dynamics of international
legal regulation of relations in the sphere of settlement of international disputes are
revealed. The factors determining the transformation of legal means of international
dispute resolution in the context of achieving the goals of sustainable development
as defined by the UN Charter are noted. The impact of modern technology on the
efficiency of corporate disputes in arbitration courts of the Russian Federation is
analyzed. It is proved that the new digital means of functioning of state arbitration
courts have increased the efficiency of consideration of corporate disputes, which
undoubtedly increases the attractiveness of doing business in the form of “corpora-
tion” and equalizes the volume of sales of goods and services. Recommendations
are formulated to reform the procedural legislation in the field of corporate dispute
resolution, which requires improvement.

The impact of new technologies with the help of Legal Design tools on the estab-
lished approach to the preparation of procedural documents and the legal community
as a whole has been studied. The questions are answered: What is Legal Design and
what are the reasons for its emergence and development?What is the ideal procedural
document? What are the main problems that can be solved with the help of Legal
Design? How to work with the tools of Legal Design and when it is appropriate?

The Part IV of the book “Commercial Circulation in the Context of the Fourth
Industrial Revolution: Financial and Informational Support” presents the study of
private law control as a factor of stability of commercial circulation. The concept of
private-legal control, its features, and characteristics are defined.

The concept and types of remote-digital investment transactions in the information
space were developed. It was substantiated that the use of computer programs by the
parties to these transactions at the preparatory stage, at the stage of video negotiations,
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and at the stage of subsequent execution of the agreements reached by the parties is
obligatory. Programs provide transfer of data and commands by means of working
out of algorithms whichmovement inside is carried out at number 1 and is not carried
out at number 0. In this connection, investment transactions in the information space
can be called digital. Classifications of investment transactions in information space
on several grounds are proposed.

The author analyzes the process of digitalization of banking services and the
possibility of international mortgage transactions in a remote format in the context
of the transition to Industry 4.0, as well as gaps in the current legislation in the field
of identification that do not allow the possibility of remote banking services in full.
Proposals are formulated to develop new approaches to identification, including the
use of biometric data and the formation of a bank of identifiers in “digital profiles”.

The problems of the circulation of utilitarian digital rights, which are considered
as an investment mechanism to ensure the inflow of freemoney of the population into
the real sector of the economy in order to protect them from inflation and increase
their level of well-being, are raised. The main directions of improvement of legisla-
tion in terms of the use of distributed registries (blockchain technology) in Internet
commerce are highlighted. According to the authors, technologies of distributed
registers are especially in demand in Internet commerce, including cybersecurity
tools.

The question of legal regulation and popularization of crypto assets in the modern
information space is raised. The investment turnover of tokenized shares represented
by special digital algorithms, bonds, other securities, and financial instruments is
studied.

The main directions for improving legislation on the application of key technolo-
gies for the implementation of the fourth industrial revolution in terms of regulation
of counteraction to DDoS attacks carried out on the websites of business entities
operating in the online retail sector are highlighted. In the course of the research,
data from StormWall’s clients operating in various e-commerce segments was used.
It was found that during the pandemic, between February and October 2020, the
number of DDoS attacks on the websites of business entities operating in the online
retail industry increased fourfold compared to the same period in 2019. It has been
substantiated that the increase in cyber attacks is primarily due to illegal forms of
competition, DDoS attacks are often generated by business entities themselves in the
online retail sector. As a type of cyberattacks, hacker attacks are investigated with the
aim of rendering an online retailer’s website inoperable for the purpose of extortion.
Among the varieties of cyberattacks identified, attempts to steal the personal data
of online retailers’ customers in order to further penetrate their bank accounts are
analyzed. Proposals are made to improve the legal regulation of cybersecurity of
distance transactions of purchase and sale of goods, carried out in the information
and telecommunications network “Internet”.

Volgograd, Russia Agnessa O. Inshakova
Elena I. Inshakova
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Chapter 1
Constitutional Reform 2020 in Russia:
Enhancing the Sovereignty
and Independence of the State

Andrey A. Klishas

Abstract The article examines the results of the constitutional reform implemented
in Russia in 2020 as part of transforming the Russian Constitution to protect and
enhance the sovereignty and independence of the state. The author has analyzed
domestic and foreign constitutional practice and concluded that the updated text of
the Russian Constitution creates effective legal mechanisms to preserve the national
constitutional identity and independence of the state while also reflecting legal best
practices and the accumulated political and legal experience.

1.1 Introduction

Sovereignty is one of the most important attributes of the state, legally inherent to its
existence. At the same time, the definition of “sovereignty” is still very vague, which
can often lead to its misinterpretation [3].1 This problem is not at all theoretical, but
quite a practical one as each state, based on its understanding of sovereignty, sets
the limits for the acceptable intervention by various stakeholders in domestic and
international relations [4].2

1 In this context, we cannot but agree with V.Ye. Chirkin, who pointed out that “The concept of state
sovereignty can only be holistic. It is impossible to be partially sovereign—a country can either
have or lack sovereignty.”.
2 Speficially, I.V. Leksin notes that “Today, the idea of state sovereignty is driven by multiple
practices: legal duties of citizens toward the state (in a “pre-sovereign” state, the ruler had the
power over his subjects), policing and law enforcement by state authorities, state licensing, state
monitoring and oversight, etc.”.
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We can see how states are making significant concessions as part of international
integration, yielding to supranational authorities matters that have been traditionally
seen as matters of purely national importance [3].3

Russia, as a state under a significant political international pressure, should
pay particular attention to defending its interests in the international arena and to
protecting its fundamental national values [10].4 The regulation proposed by the
amendments to theRussianConstitution and assuming the primacy ofRussian consti-
tutional norms over international treaties are a natural step toward strengthening
the Russian national legal system. This approach relies on the doctrine of national
constitutional identity, which has been consistently promoted by the Constitutional
Court of the Russian Federation and is widely used in developed legal systems. The
above doctrine was first formulated in the Decision of the Constitutional Court of
the Russian Federation of April 16, 2016 on a case that dealt with the enforceability
of the judgment by the European Court of Human Rights in Anchugov and Gladkov
v. Russia under the Russian Constitution.

1.2 Methodology

The empirical basis of this study is presented by the current regulatory legal regulation
as the Russian Federation, as well as a number of European states, in particular,
France, Germany, Spain, the Czech Republic, Portugal, and a number of others. The
methodological basis of the work consists of such methods as the formal-logical
method, the method of system analysis, and the structural–functional method.

3 In this connection, the statement byV.Ye.Chirkin to the effect that “State sovereignty is inseparably
tied to one of the basic principles of international law—non-interference in the internal affairs of
states. It means that the state has the supreme power in a given jurisdiction and is legally independent
of other states and structures. Only the state establishes the foundations of its regime and the rule
of law in society.”.
4 The issues of sovereignty, including those related to setting up legal mechanisms for its protection,
are becoming increasingly important for the Russian state and its national policy given the existing
international tensions and openly unfriendly policies run by our foreign partners. While discussing
particularities of the process for adopting constitutional amendments and its content, Ye.V. Vino-
gradova rightly emphasizes the particular importance of ensuring the sovereignty and integrity of
the state in the presence of a certain growing threat to the sovereignty of the Russian Federation.
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1.3 Results

1.3.1 Primacy of Constitutional Norms Over International
Law

The amendments to Article 79 do not call into question the place and role of interna-
tional law in the national legal system. Part 4 of Article 15 of the Russian Constitution
remains effective. It states that generally recognized principles and norms of interna-
tional law and international treaties of the Russian Federation are an integral part of
the Russian legal system; if an international treaty of the Russian Federation estab-
lishes rules other than those provided for by law, then the rules of the international
treaty shall apply. But the same article stipulates that the Russian Constitution has
the supreme legal force and direct effect and is applicable throughout the country.
Laws and other legal acts adopted in the Russian Federation must not contradict the
Russian Constitution. Similarly, international treaties of the Russian Federation may
not contradict the Constitution. As theConstitutional Court of the Russian Federation
has repeatedly pointed out, the norms of international law do not abolish the primacy
of the Russian Constitution for the Russian legal system and are implemented subject
to the recognition of its supreme legal force.

The amendments to Article 79 of the Constitution are part of the consistent inte-
gration of the principle of primacy of the national Constitution over international
treaties in the Russian legal system, including in terms of their interpretation by
intergovernmental bodies, accompanied by the creation of a monitoring mechanism
to manage legal conflicts that might question the primacy of the Russian Constitu-
tion. It should be emphasized that the proposed amendment is applicable to decisions
made by intergovernmental bodies under international treaties of the Russian Feder-
ation. Therefore, it is not about eliminating the contradictions between the provisions
of international law and provisions of the Constitution. A mechanism is introduced
to eliminate potential conflicts in the interpretation of international law provisions
and the Russian Constitution because contradictions do not arise from the content of
specific international legal documents, but from competing interpretations of their
provisions in supranational and national legal systems.

Therefore, the primacy of constitutional norms over the norms of international
law is in itself a constitutional mechanism that guarantees that the Constitution can
be actually implemented, that the social consensus reflected in these provisions and
the results achieved through harmonization of different constitutional values remain
stable, and that state sovereignty becomes a reality [6, 11].5

5 As V.D. Zorkin rightly noted in his article, The Letter and the Spirit of the Constitution, at the level
of popular consciousness a community united by living in a certain territory defends its distinctive
features through “the desire to formulate its religious, national, or regional (for example, European)
identity and to preserve and strengthen the traditional values of family, culture, everyday life, etc.,
while at the level of governmental authorities it is manifested through the desire to prevent the
erosion of national and state sovereignty and to assert the constitutional and legal identity of the
state”.
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As noted by the Constitutional Court of the Russian Federation in its Opinion of
March 16, 2020, this mechanism is designed not to support a refusal to implement
international treaties and decisions of intergovernmental jurisdictional bodies based
on such treaties, but to develop a constitutionally acceptable way for the Russian
Federation to implement these decisions while steadily reinforcing the supreme legal
force of the Russian Constitution and the Russian legal system, which incorporates
unilateral andmultilateral international treaties ofRussia as its integral part, including
those that provide for relevant powers of intergovernmental structures.

In describing the relevant constitutional amendments given the nature of current
relations between the Constitutional Court of the Russian Federation and the ECHR,
a number of authors rightly draw attention to the double standards in certain decisions
of the ECHR, coupled with the lack of a pan-European consensus on certain issues,
which can prevent from preserving constitutional pluralism by affecting the principle
of national constitutional identity. In this connection, P.A. Vinogradova and A.N.
Tulayev assume that the Constitutional Court of the Russian Federation is rightfully
assigned the relevant authority intended to find a reasonable trade-off between the
national and supranational regulation, manifested not only through implementing
decisions of a supranational subsidiary judicial body, but also through checking its
compliance with the constitutional foundations of the Russian Federation and the
principles of legal regulation of civil and political rights and freedoms set forth in
the Russian Constitution [5].

Other researchers who analyze the Russian constitutional reform of 2020 from the
perspective of the relationship between national and supranational legal systems have
found, and not unreasonably, that the constitutionalization of the relevant legal mech-
anism is due to the practice of the ECHR’s interpretation of the European Convention
on Human Rights, guided by “abstract political morality of unclear origin”, rather
than by the desire to understand in good faith the actual intentions of the parties
when signing a relevant international treaty [9]. Russia has, therefore, firmly decided
to avoid unilateral interventions and double standards, as well as the use of any
restrictive measures in international relations [9].

At the same time, we cannot agree with the position of some researchers, who
believe that establishing such provisions is unjustified and actually lead, in their
opinion, to the refusal of the Russian Federation to comply with its international
legal obligations. In particular, E. Teague is critical about this constitutional amend-
ment assuming that it can be used as a legal basis for non-enforcement of ECHR
judgments, without taking into account the trends of judicial activism of ECHR
judges and the established international practice of national legal systems abandoning
unconditional enforcement of decisions made by intergovernmental subsidiary judi-
cial bodies, although he still quite reasonably notes that amending Article 15 of

Yu.L. Shulzhenko, while assessing the amendments made to the Russian Constitution in the
context of its legal protection, including the provisions on the precedence of constitutional norms
over international law, rightly drew attention to the nature of changes in the constitutional text,
which were prepared with a particular focus on the particularities of the Russian state system.
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the Russian Constitution is impracticable due to objective reasons while the rele-
vant constitutional amendments are driven by the existing practice of the Russian
Constitutional Court [7].

Recognizing the supremacy of international treaties over national legislation is a
common constitutional practice in most modern democracies. In this case, prior to
assuming international obligations, they are assessed for their compliance with the
constitution. A number of foreign jurisdictions impose restrictions on the application
of international treaties in case they contradict constitutional provisions.

For example, Article 54 of the French Constitution provides that if the Constitu-
tional Council, at the request of the President of the Republic, the Prime Minister, or
the President of one of the Chambers, or 60 Deputies or 60 Senators, declares that
an international obligation contains a provision contrary to the French Constitution,
then the permission to ratify or approve that international obligation may only be
granted after the Constitution is revised accordingly.

In its turn, Article 25 of the German Constitution provides that the generally
recognized rules of international law are an integral part of federal law. They take
primacy over national laws and directly give rise to rights and obligations for persons
residing in the Federation. At the same time, the Constitution of the Federal Republic
of Germany does not provide for the primacy of international law over the Constitu-
tion itself. A similar legal regulation is established by Article 94 of the Constitution
of the Netherlands.

Article 93 of the Spanish Constitution establishes that organic law grants the right
to conclude treaties providing for the right to participate in international organizations
or institutions whose functions do not contradict the provisions of the Constitution.

At the same time, the practice of constitutional courts in a number of European
states shows that in case of changes in themeaning of international obligations under-
taken making such obligations contradictory to the provisions of the Constitution, it
is permissible to abandon the application of relevant provisions in order to ensure
compliance with the Constitution [8].6

In France, for example, the Council of State, in its decision of October 30, 1998,
clearly stated that “the primacy of international legal rules under Article 55 of the
French Constitution does not apply within the national legal system to the consti-
tutional legal rules”. This position has been confirmed in subsequent case law, in
particular in the Fraisse case examined by another higher French court, the Court of
Cassation, in 2000.

In 2004, the Federal Constitutional Court ofGermany ruled in the case ofGörgül, a
Turkish citizen who, after the courts of the Federal Republic of Germany had refused
to hand over his extramarital child to him, filed a complaint with the ECHR. The latter
regarded the position of the German court as a violation of the relevant provisions of
the ECHR on the right to family life. When considering the constitutionality of the

6 In this context, T.A. Vasilieva is right in pointing out that “whenever serious changes are made
to the EU constituent documents, expanding the powers of the Union’s institutional structures, the
constitutional review bodies of Member States receive appeals that claim the unconstitutionality of
relevant provisions based on the concept of state sovereignty”.
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ECHR decision, the Federal Constitutional Court of Germany found that in Germany
the status of ECHR decisions is equal to the status of federal law. The provisions of
international treaties may not contradict the provisions of the Federal Constitution,
much less affect their validity.

Italy also followed a similar path as its Constitutional Court in a number of its
decisions addressing the issue of whether an ECHR decision may have priority in
the national legal system (for example, in the case of Scordino v. Italy decided by the
ECHR in 2006), the Italian Constitutional Court recognized that any inconsistency
between national law and the Convention, as interpreted by the ECHR, must be
regarded as a violation of constitutional law and the Constitution.

There is no doubt that all these decisions unambiguously set out the supremacy
of the constitutions of these countries over the provisions of international treaties.
A similar position is stated in the ECHR’s cases Hirst v. United Kingdom, Chester
v. Secretary of State for Justice and McGeoch v. The Lord President of the Council
and another, Görgülü v Germany, and Maggio and Others v. Italy.

Amendments aimed to establish the primacy of the Russian Constitution over
provisions of international treaties will allow Russia to more effectively comply
with its international obligations, as they imply the need to take into account national
constitutional particularities and the possibility to refuse to implement legal positions
that are in conflict with the Russian Constitution.

1.3.2 Constitutionalizing the Principle of Inalienability
of Territory

Amid the rapid universalization, expansion of the activity scope, and influence of
supranational institutions around the world, their interference in the internal affairs
of individual states, as well as the increasing international tensions, a key focus area
in expanding the existing mechanisms to preserve and protect state sovereignty as
part of the constitutional reform of 2020 consisted in constitutionalizing the prin-
ciple of inalienability of territory of Russia. The amendment law has supplemented
Article 67 of the Russian Constitution with Part 2.1, which provides that the Russian
Federation ensures protection of its sovereignty and territorial integrity and also
introduces a constitutional ban on actions (except for delimitation, demarcation, and
re-demarcation of Russia’s state border with neighboring states) that aim to alienate
parts of the Russian Federation, as well as on calls for such actions.

The territory is an inalienable attribute of a state, which has the right to dispose
of it using its sovereignty. Territory may not be regarded as a state property, but
provides the spatial basis for state sovereignty and is linked to all aspects of its
organization and activities. It is characterized by the unity of geopolitical, economic,
political, and legal space. Hence, one of the most important guarantees to ensure the
state’s integrity is to ensure the inviolability of its national territory. That is why all
matters related to the territory of the Russian Federation are governed by the Russian
Federation.
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The introduction of provisions on the protection of the nation’s territorial integrity
in the Constitution contributes to maintaining the constitutional continuity, since the
principle of inviolability of borders and territorial integrity of the state was first
established by the Soviet Constitution of 1977 (Article 29). Adopting the principle
of territorial integrity as a pillar of the constitutional system is also a common practice
in other countries. Moreover, while the possibility of the territory being alienated is
allowed, the actual procedure is in any case difficult to implement.

Territorial integrity implies the preservation of territorial unity, as well as the
unacceptability of unilateral secession of any part of a nation, i.e. secession of its
constituent territory. The desire of a state to create legalmechanisms aimed to prevent
alienation of its territory cannot and should not be regarded as an iron curtain between
the country and the rest of the world, and much less as a sign that the nation would
breach its existing international legal obligations.

However, the amendments on territorial integrity are primarily intended to take
into account the interests of people living in Russia and to mitigate the risk of their
legal statuses being changed as a result of changes in the jurisdiction of the relevant
territory. Thereby, the state demonstrates that under no circumstances, including
international pressure, tensions, or the need to conclude an international treaty bene-
ficial for the country, the Russian government will not abandon its citizens residing
in the Russian territory. Russia must take into account the legitimate expectations of
Russian citizens regarding the maintenance of stable ties with the state.

Russia must take all possible measures to confirm that the practices of transfer
optation and forced change of citizenship due to a change in the jurisdiction of the
territory where the relevant people resided are unacceptable.

In this connection, amendments to the Russian Constitution are designed to intro-
duce the unacceptability not only of the alienation of national territory itself by
making such a prohibition constitutional in nature, but also of the very calls for such
actions. This structure of a constitutional provision would minimize the potential
risks of decisions made by any political forces in power that are so painful for the
entire society. It refers to any known means of territorial alienation: forcible seizure
(in whole or in part) by a foreign state; voluntary transfer of part of the territory
to a foreign state; forcible division of a state and the creation of other independent
states in its territory contrary to its national interests, etc. This amendment creates a
political and legal basis for the independent development of the nation enabling it to
exercise its territorial supremacy.

In its Opinion of March 16, 2020, the Constitutional Court pointed out that the
proposed introduction of a ban in Article 67 (Part 21) of the Russian Constitution not
only on actions (except for delimitation, demarcation, and re-demarcation of Russia’s
state border with neighboring states) that aim to alienate parts of the Russian Feder-
ation, but also on calls for such actions, while being a restriction of freedom of
speech, is nevertheless in line with the constitutional goals of similar restrictions,
which need to be evaluated for constitutional acceptability against not only the provi-
sions of Article 29 (Part 2) of the Russian Constitution, but also against its Article
13 (Part 5), which prohibits the creation and operation of public associations whose
goals and activities are aimed, inter alia, at violating the integrity of the Russian
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Federation. Regardless of these normative provisions, it is acceptable to impose such
restrictions in line with Article 4 (part 3) of the Russian Constitution, under which
the Russian Federation ensures the integrity and inviolability of its territory.

At the same time, the constitutional reform of 2020 was initially associated with
the need to significantly transform the existing legal regulation, bringing it in linewith
the logic of constitutional amendments. One of the first changes in the current legisla-
tion in this connectionwas the clarification of the concept of extremist activity, taking
into account the constitutionalization of the principle of inalienability of territory of
Russia or a part of the country.

In particular, Federal Law No. 299-FZ dated July 31, 2020, amending Article 1 of
the Federal LawOnCombatingExtremist Activities amended the second paragraph of
Article 1 of Federal Law No. 114-FZ On Combating Extremist Activities dated July
25, 2002, pursuant to which the notion of extremist activities would also include
violation of the territorial integrity of Russia (including alienation of part of its
territory), except for delimitation, demarcation, or re-demarcation of the state border
of the Russian Federation with neighboring countries. Therefore, the terminology
of this law was brought in line with the Russian Constitution, which eliminated
the uncertainty related to the interpretation of the principle of territorial integrity of
Russia.

The provisions on the territorial integrity of the state also exist in foreign constitu-
tional practices. In some jurisdictions, constitutions include provisions that directly
derive from the inviolability of state borders, while in others, mechanisms for
protecting the territorial integrity of the state are set up by the constitutional review
authorities.

Article 2 of the Bulgarian Constitution provides that Bulgaria’s territorial integrity
is inviolable.

According to Article 273 of the Portuguese Constitution, national defense aims to
ensure national independence, territorial integrity, freedom, and security of the popu-
lation against any external aggression or threat, while respecting the constitutional
law, democratic procedures, and international treaties.

In accordance with Article 1 of the Czech Constitution, the primary duty of the
state is to ensure the sovereignty and territorial integrity of the Czech Republic, to
protect its democratic foundations, and to protect life, health, and property.

In accordance with the provisions of the Preamble to the Latvian Constitution, the
Latvian people protect their sovereignty, national independence, territory, territorial
integrity, and democracy in Latvia.

Some foreign constitutions formally allow for potential secession of a part of the
territory, but the implementation of similar provisions in developed legal systems
is significantly complicated. For example, the Constitution of the Federal Republic
of Germany does not contain provisions on the admissibility or inadmissibility of
secession, but the Federal Constitutional Court of Germany in its decision No. 2
BvR 349/16 dated December 16, 2016, determined that the lands within the Federal
Republic ofGermany cannot decide to secede from the state.According to the Federal
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Constitutional Court of the Federal Republic of Germany, this affects the constitu-
tional procedure set by the German Constitution, which has been established by the
people of the entire state, to which the sovereignty belongs.

A similar approach was adopted by the Spanish Constitutional Court, which,
in its Ruling No. 42 dated March 25, 2014, despite the results of the referendum
in Catalonia, pointed out that secession of the Catalan territory from Spain is
inadmissible.

The commitment to the principle of the inadmissibility of alienation of the territory
of the state was also expressed by the European Commission for Democracy through
Law (Venice Commission) in its report A General Legal Reference Framework to
Facilitate the Settlement of Ethno-Political Conflicts in Europe. Thus, the approach
according to which the principle of territorial integrity is one of the fundamental
principles of constitutional law and is associatedwith the inadmissibility of secession
of any state territorywas set up as themain pan-European position on this issue [1].As
noted by the Venice Commission, while a number of constitutions guarantee the right
to self-determination, this concept excludes the right of secession. Relevant findings
were also presented in the report Self-Determination and Secession in Constitutional
Law, which noted that the right of secession is contrary to the constitutional principle
of state integrity [2].

The proposed rule prohibiting alienation of territory of the Russian Federation
is fully consistent with the right of peoples to self-determination. The right to self-
determination through secession was originally seen as a mechanism of decoloniza-
tion. Today, developed legal systems proceed from the assumption that every nation
can freely exercise its right to self-determinationwithin a state, for example, by estab-
lishing an autonomy. The only exceptions are cases where such self-determination is
not possible due to discriminatory policies against a particular territorial community
and threats to the lives and health of people.

Therefore, developed legal systems and best practices in constitutional law define
the principle of territorial integrity as a key foundation of statehood.

1.3.3 Strengthening the Connection Between Public Servants
and the State

Meanwhile, another important aspect of ensuring state sovereignty of the Russian
Federation is to further strengthen the connection between citizens performing
publicly important functions and the state. The activities of those performing the
most important public functions for the state, according to the established consensus
in Russian society, should be free from any external influence or connection with
foreign states and carried out exclusively in the interests of the Russian Federation
and its people.
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The Constitution of the Russian Federation in this regard has been supplemented
with provisions that introduce a ban for persons holding public service positions
in the Russian Federation or a number of other positions related to public admin-
istration, to be nationals of a foreign state or have a status granting them the right
to permanent residence in a foreign state, or open and hold accounts, keep money
or other valuables with foreign banks located outside Russia. The introduction of
similar additional requirements aims to strengthen the policy, consistently pursued
by the Russian Federation, of limiting the foreign influence on the country’s public
service. Reflecting the relevant norms in the Constitution will make it possible to
emphasize the importance of ensuring the preservation of national sovereignty, the
inadmissibility of any interference in its internal affairs, as well as the need to imple-
ment public functions exclusively in the interests of the Russian Federation and its
citizens. Legal connections with a foreign state, including through citizenship of
such foreign state or a residence permit or another document confirming the right to
permanent residence of a Russian citizen in such foreign state, imply that the person
may have commitments to two states at a time. This gives rise to a potential conflict
situation if the interests of these states do not coincide and the person that vested with
public powers will be forced to take these circumstances into account when making
decisions, which is unacceptable, as such a situation is contradictory to the task of
protecting the sovereign interests of Russia.

Similar provisions are already present in federal laws, but their introduction in the
Constitution will create a solid legal basis for the inadmissibility of revising these
restrictions introduced to protect the national interests from the potential influence
of foreign states on persons exercising public powers, as well as to exclude potential
conflicts of interest for public servants.

One way or another, having the nationality of another state shows the connec-
tion of a person with the relevant community and allows identifying the focus of
the person’s vital interests. That is why the requirement for state and municipal
employees not to have citizenship (nationality) of a foreign state serves as an addi-
tional guarantee that they will properly perform their public functions. As noted by
the Constitutional Court of the Russian Federation, since a Russian citizen having the
citizenship of a foreign state has political and legal connections simultaneously with
the Russian Federation and with the respective foreign state, to which such citizen
also has constitutional and other commitments under the laws of this foreign state,
the meaning of Russian citizenship for such citizen as a political and legal expression
of the value of his or her connection with the home state can be rightfully considered
to be significantly reduced (Ruling No. 797-O–O of the Russian Constitutional Court
dated December 4, 2007).

The Constitutional Court, confirming this position in its opinion of March 16,
2020, noted that the same is equally true of the ban on opening and holding accounts
(deposits), keeping money and other valuables with foreign banks located outside
Russia (the procedure for implementation of which should be established by federal
law), since it also implies that the incumbent of the respective position has vital
interests outside the Russian Federation, which makes him or her vulnerable to the
influence of third parties.
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Along with the above restrictions, the constitutional amendments introduce
restrictions for certain officials such as the requirement to permanently reside in
the Russian Federation, which ensures that they know the real situation and existing
problems of the country and are interested in addressing them. In addition, for certain
positions are also introduced age restrictions and requirements to have higher profes-
sional education, which are associated with the nature of the service and the level of
responsibility and imply the need to have a certain life and work experience to make
informed decisions.

A similar approach to the exercise of public powers iswidespread in the practice of
foreign countries in organizing and operating public service functions. As a rule, the
requirements for candidates to state and municipal service positions are introduced
through laws adopted by the parliament, but in some countries, the restrictions for
candidates are set out directly in their constitutions.

Article 9 of the Constitution of Colombia establishes that “the Colombian Nation-
ality shall be forfeited on receipt of a certificate of naturalization in a foreign country
and in case of permanent residence abroad.”

According to Section 44 of the Australian Constitution, “any person who is under
any acknowledgment of allegiance, obedience, or adherence to a foreign power, or
is a subject or a citizen or entitled to the rights or privileges of a subject or citizen of
a foreign power” becomes incapable of being elected to public service positions.

In the U.S., the federal Constitution does not discuss the status of the highest
state official as it falls within the jurisdiction of each particular state. For example,
according to Article 5, Section 2 of the California Constitution, a U.S. national who
has lived in the state for at least 5 years immediately prior to the election can be
elected Governor of California. The Governor of the State of California may not
hold any other public office. No governor may serve more than two terms.

It is proposed that the requirements to civil servants, along with the requirement to
have no foreign nationality, residence permit, or other document confirming the right
of permanent residence of a citizen of the Russian Federation in a foreign state, be
expanded by the introduction of a ban on opening and holding accounts (deposits),
keeping money and other valuables with foreign banks located outside Russia.

A ban on keeping and holding money abroad is a common practice applicable to
a considerable number of persons holding public offices. For instance, Federal Law
No. 79-FZ dated May 7, 2013, prohibits opening and holding accounts (deposits),
keeping cash and other valuables with foreign banks located outside Russia, holding
and/or using foreign financial instruments, in particular, for persons who hold public
offices in the Russian Federation, public offices of constituent entities of the Russian
Federation as well as a number of other public servants. Introducing such a prohibi-
tion in the current legislation is primarily aimed at ensuring Russia’s national secu-
rity, increasing the effectiveness of the public administration system, and combating
corruption.

Amid the international tensions, consistent implementation of sanctions against
Russia, and attempts to exert pressure from a number of foreign states, it is necessary
and reasonable to introduce the relevant requirements to the President of the Russian
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Federation, Deputies of the State Duma, Senators of the Russian Federation, senior
officials of constituent entities of the Russian Federation, and other officials into the
Constitution.

1.4 Conclusion

The constitutional reform of 2020, which is a logical outcome of more than twenty-
five years of the development of Russian constitutionalism, has led to a significant
upgrade of the existing constitutional and legal reality, taking into account the latest
and most advanced legal practices and accumulated political and legal experience,
affecting various aspects of the organization and operation of public service. Matters
related to enhancing the independence and autonomy of the state have become, if
not the key ones, a crucial focus area of constitutional reforms promoted by the
amendments to the Constitution.

Russia has been consistently implementing a national policy to ensure the compre-
hensive protection of its sovereignty and national identity. Improvements to the
existing mechanisms for maintaining national independence as provided for under
the Constitution will be a key driver behind further progressive development of
Russian statehood, as well as the implementation of an independent national policy
impervious to attempts by foreign states to influence the adoption of certain decisions.
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Chapter 2
Elaboration of a Model for Sustainable
Development in Organizations Through
Digital Integration of Management
Systems Standards

Valentin A. Dzedik and Irina V. Usacheva

Abstract The modern market environment of the functioning of organizations is a
continuously changing system. It is a reason to search for the most effective tools for
its sustainable development. The management process of these economic systems
has recently changed significantly. It has become multidimensional and requires a
comprehensive analysis of all factors influencing its external and internal environ-
ment. These include increased focus on general digitalization and globalization of
production and logistics processes by standardization. In this paper, the concept
of sustainable development in organizations is considered in terms of management
based on ESG principles, digitalization, and standardization of business processes
of an enterprise. A classification of the main standards containing requirements for
management systems has been made regarding the main components of the concept
of sustainable development.

2.1 Introduction

The current global economic environment is characterized by a range of interre-
lated phenomena at the microeconomic level. These include an increased focus on
the concept of sustainable development, general digitalization, and globalization of
production and logistics processes by standardization [1].

The concept of sustainable development was introduced in the 1970s and implies
the managed development of economic actors in terms of environmental, social, and
economic components. The desired state is defined as a stable global equilibrium
[2].
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According to the Brundtland Commission report, sustainable development or
process used to achieve sustainability means “meeting our own needs without
compromising the ability of future generations to meet their own needs” [3].

This concept is often divided into three dimensions: “economic, environmental
and social” or “ecology, economy and equity [4]. The concept of “economic sustain-
ability” therefore often focuses on the use of natural resources providing both
renewable and depletable physical resources for economic production.

The concept of “environmental sustainability” focuses on “life support systems”
such as the atmosphere or soil that must be preserved for economic production or
human life.

The concept of “social sustainability” focuses on the impact of economic systems
on a human, and this category includes efforts to eradicate poverty and hunger and
to combat inequality [5].

The exploring basis of sustainable development of the company requires the
applying of such digital technologies like Big Data, machine learning, artificial
intelligence, etc. [6].

The most important advantage of digital technologies is the possibility to quickly
identify the causes of the potential instability of the organization [7]. Applying these
technologies reduces losses and errors caused by the human factor. It encourages a
greater sustainability of companies in an unstable environment [8]. Standardization
of the production and logistics processes of the organization is one of the specialized
processes of sustainable development.A standardized system for ensuring production
and logistics processes allows effectivemanagement and achievement of high perfor-
mance of the organization’s activity. Therefore, it is necessary to combine a range
of specialized processes, taking into account economic, environmental, and social
concepts in the context of modern digitalization to achieve sustainable development
in an organization.

2.2 Methodology

At the moment the most significant aspect of the concept of sustainable development
are the 17 UN Sustainable Development Goals [9].

In a sense, the ESGmodel (Environmental, Social, Governance) can be considered
related or derived from the concept of sustainable development.

The ESG model is a set of company’s activity standards those are used socially
conscious investors to test potential investments [10]. Environmental criteria help
to identify the way the company protects nature. Social criteria explore the way the
company manages relationships with employees, suppliers, customers, and society.
Corporate governance deals with the company management, pay levels for gover-
nance, audit, and internal control and shareholder rights [11]. Each of the three criteria
of the ESGmodel has several factors which affect the sustainable development of the
company. The environmental factor illustrates how the organizations act regarding
sustainable development goals without taking into account how they use the energy,
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exploit waste or emit polluting gases during their activities. The environmental factor
covers the following aspects:

• deforestation.
• air and water pollution.
• conscious consumption (energy and water).
• energy efficiency.
• use of nonrenewable natural resources.
• biodiversity conservation policies.
• disaster management measures.

The social factor is important in order to guarantee the rights and personal safety,
training, and an equitable treatment of staff. This regards to the practices of more
transparent and bilateral relations with the communities involved by consumers and
society in the production process.

The following actions of the company can be attributed as part of the social sphere
within the ESG model:

• diversity and inclusion.
• employee involvement.
• labor policies.
• respect for human rights.
• employee training.

The company management factor from the ESG point of view refers to the way
the company is managed by its partners, senior management, and other leaders, as
well as the relationship between senior management and other employees. Effective
corporate governance practices include.

• ethics and transparency.
• diversity on the board of directors.
• independence of government
• the structure of tax audit committees
• senior Management Compensation Policy
• the presence of an official complaint channel and the prevention of corruption.

Together, these factors determine the degree of focus of companies on increasing
sustainability in terms of social impact and corporate governance.

2.3 Results

Within the concept of sustainable development from a socio-economic perspective,
digitalization or informatization of an organization can be interpreted as “a set of
processes of integration into social systems and structures of a variety of information
phenomena, information tools and solutions for the development of social space,
meeting the information needs of social development” [12], or as “… a complex



20 V. A. Dzedik and I. V. Usacheva

managed technical–technological and socio-economic process of using informa-
tion and computer technologies, which creates conditions for the further receipt,
processing, consumption, dissemination and storage of information” [13]. Some
authors emphasize the transformational aspect of informatization, for example, “…
policies andprocesses aimed at building anddeveloping a telecommunications infras-
tructure that unites geographically distributed information resources. The process of
informatization is a consequence of the development of information technologies
and the transformation of the technological, product-oriented method of production
in the post-industrial period …” [8].

Standardization, including enterprise management systems, has become a
powerful factor of globalization over the past 30 years [14]. This is due to the fact
that a product, technology or management approach that has become an industry,
national or international standard automatically turns an economic entity, product,
technology or approach that proposed and ensured its recognition as a standard into
a leader in the competition.

International standardization is deeply integrated into the global processes of
sustainable development. For example, each of the standards on the International
Organization for Standardization (ISO) website is described by relating it to the UN
Sustainable Development Goals. For example, the ISO 9001:2015 standard “Quality
management systems.Requirements” is correlatedwith the goals of “Poverty eradica-
tion”, “Industrialization, innovation and infrastructure”, “Responsible consumption
and production” and “Preservation of marine ecosystems” [15].

However, this approach seems to the authors to be partially excessively detailed
and, at times, misleading. For example, returning to the ISO 9001:2015 standard,
it is not at all obvious on what bases it is assigned to the sustainable development
goal “Preservation of marine ecosystems”, since there are no direct or indirect indi-
cations of this in the text of the standard. In this regard, it seems appropriate to
the authors to classify the most popular international standards for management
systems (not necessarily related to the jurisdiction of the International Organiza-
tion for Standardization) regarding the three main components of the concept of
sustainable development, which is implemented in Table 2.1.

Some standards are out of the proposed classification, among which may
be called as specialized standards on the sustainable development, for example,
ISO 37101:2016 “Sustainable development in communities. Management system.
General principles and requirements” [22], as well as a new generation of stan-
dards related to models of digitalization management systems, for example, the draft
ISO 42001 standard “Information Technology–Artificial intelligence–Management
system” under development. This allows to formulate a multidimensional model of
the concept of sustainable development, which includes not only the first dimen-
sion—the measurement of components (Environment, Society, Governance), but
also the second dimension—the measurement of specialized processes of sustain-
able development and the third dimension—themeasurement of digitalization,which
integrates the other two dimensions to increase their productivity and efficiency
(Fig. 2.1).
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Table 2.1 Classification of the main standards containing the requirements for management
systems in relation to the main components of the concept of sustainable development

No. Ser. No The title of the standard Ecology Society Economy

1 ISO 9001:2015 “Quality management
systems—Requirements” [15]

V

2 IATF 16,949:2016 “Quality management system
requirements for automotive production and
relevant service parts organizations” [16]

V

3 AS9100C “Quality Management
Systems—Requirements for Aviation, Space and
Defense Organizations” [17]

V

4 ISO 13485:2016 “Medical devices—Quality
management systems—Requirements for
regulatory purposes” [18]

V V

5 ISO 14001:2015 “Environmental management
systems—Requirements with guidance for use”
[19]

V

6 ISO 45001:2018 “Occupational health and safety
management systems—Requirements with
guidance for use” [20]

V

7 ISO 50001:2018 “Energy management
systems—Requirements with guidance for use”
[21]

V V

Source The research results were obtained personally by the author

Fig. 2.1 Multidimensional
model of the concept of
sustainable development.
Source The research results
were obtained personally by
the author



22 V. A. Dzedik and I. V. Usacheva

2.4 Conclusion

Therefore, it is necessary to combine a range of specialized processes, taking into
account economic, environmental, and social concepts in the context of modern
digitalization to achieve sustainable development in an organization. The proposed
multidimensional model of this concept is necessary for the integration of the main
components in order to increase their productivity and efficiency.
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Chapter 3
The Fourth Industrial Revolution
and the State

Vladimir E. Berezko

Abstract The new technological revolution is of a historic nature in terms of the
volume and quality of changes that enter the life of not only the average person but
also the society as a whole. Nowadays it is obvious to everyone. According to the
researchers, not only labour is changing, but also communication, entertainment and
other spheres of life. According to Klaus Martin Schwab, the founder and executive
chairman of theWorld Economic Forum in Davos, revolutionary changes will almost
completely transform humanity and change the image of state institutions (Schwab
in The Fourth Industrial Revolution, Electronic Book, Moscow, 2016, [19]). The
question—to what extent the Fourth Industrial Revolution will affect the fundamen-
tals of state and law, remains open. However, it is quite obvious that the fundamental
changes caused by the new technological revolution do not mean the rejection of
the substantiated, objective foundations of the state and law, the state understood as
the foundation of social peace, stability and prosperity. In this regard, the research
is aimed at studying the fundamental aspects of the state, law and public authority
under the conditions of the Fourth Industrial Revolution.

3.1 Introduction

The new technological revolution is of a historic nature in terms of the volume and
quality of changes that enter the life of not only the average person but also the society
as a whole. Nowadays it is obvious to everyone. According to the researchers, not
only labour is changing, but also communication, entertainment and other spheres of
life. According to Klaus Schwab, the founder and executive chairman of the World
Economic Forum, revolutionary changes will almost completely transform humanity
and change the image of state institutions [19].
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3.2 Methodology

In the course of the study, the system method, the method of comparative law and
logical analysis were used. In addition, methods of exegetics and hermeneutics were
applied.

3.3 Results

The question—to what extent the Fourth Industrial Revolution will affect the funda-
mentals of state and law, remains open. However, it is quite obvious that the funda-
mental changes caused by the new technological revolution do not mean the rejection
of the substantiated, objective foundations of the state and law, I would like to empha-
size that the state is understood as the basis of social peace and stability. This article
is intended to ascertain the impact of the Fourth Industrial Revolution on the state
and law.

At the core of the Fourth Industrial Revolution is the digital revolution, which is
based on the availability and mobility of the Internet, “tiny” devices for production,
artificial intelligence, and machines that are already able to study [19].

And in this regard, the founder of the World Economic Forum worries about
the “non-revolutionary” or “linear” thinking of individual leaders. But such “con-
cern” does not seem to be well-founded, since it is “non-revolutionary”, but rather
evolutionary thinking, which is the most essential characteristic of a good statesman.
To destroy everything to the ground is certainly easier, but to build—much more
productive, and first of all, for its own people. Indeed, “non-revolutionary” thinking
should not be used as a synonym of backwardness, stagnation, etc. In the revolu-
tionary epochs, the romantic belief in a miraculous deliverance from the state and
law, in a mystical “liberation” from harassment and oppression, triumphs. And it
does not matter that ratio has nothing to do with this naive belief. Understanding
comes as always unexpectedly—institutions destroyed in revolutionary storms are
reborn—like a Phoenix from the ashes…

The main idea of Klaus Schwab is that new technologies are radically changing
the world around us [19].

By the way, it is hard to argue against this fact—just get a new smartphone out
of your pocket. But it should be noted that a significant part of the world population
does not yet have mobile phones [19].

Indeed, everything will not be the same as it was before. And this is a good thing.
But changing the form does not mean that the content will automatically disappear.
And what is the essence, the content of the state?

Theunderstanding of the state as certain integrity, an instrument of social harmony,
social peace and social prosperity acquires a radically different meaning in the times
of the “ubiquitous” Internet. But the classical sense of the state, which entails the
management of public, general affairs (res publica), does not disappear at all. The
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fundamentals of the state remain the same. In this regard, the state should be under-
stood not as a state apparatus, which is typical for the Marxist tradition, but as a
“trinity” of territory, population and power [3].

The ancient Greek philosopher Aristotle very figuratively described this legal
state—sailors on a ship, seeking to safely complete the voyage. This is their “public
affair” (res publica) [2].

And awareness of the fundamental, objective foundations of the state and law will
not allow such a ship to crash on the “revolutionary” and “non-linear” reefs. Let us
consider, for example, the economic sphere of society. It should be emphasized that
the production of goods and services will still be the essence of any economy. The
stages of economic activity—production, distribution, exchange and consumption
will not disappear. But the problem of distribution of the produced item—goods or
services—will not lose its relevance.

And if we imagine that the hard and thankless labour in industry and agriculture
will be replaced by the work of robots (which, by the way, can work in the field
around the clock, without rest), then, what does the future hold for people?

The answer to this question, in my opinion, depends solely on the way of social
organization and the attitude to the accumulation of “human capital”—the greatest
value in themodern world. If, for example, “pure” capitalism, based on the postulates
of “pure” or “old” liberalism, prevails in such a society, then it will not be difficult
to predict the future. Automation and robotization of production will not only fail
to solve existing social problems but will exacerbate them to the limit. In partic-
ular, the problem of unemployment and social stratification will become acute. The
reason for this state of affairs lies in the private way of appropriating the manufac-
tured product and the fulfilment of exclusively private interest by the entrepreneur.
It is quite obvious that an entrepreneur who thinks exclusively about daily profits,
without thinking about the future, will follow the path of reducing the labour force,
minimizing the corresponding payments—wages and various social benefits. But
this cannot be considered as a benefit, in terms of the public interest and inter-
ests of society as a whole. There are many ways to solve the problem, starting with
the establishment of an unconditional basic income and ending with the implemen-
tation in practice of an equal classless society. But on the way toward such a society,
the same public-legal regulation of economic relations is necessary. Such regulation
can be fully and professionally implemented only by the public authorities, the state
authorities. Other public relations will undoubtedly require legal regulation. It should
be noted that this problem will be highly relevant not only for national states but also
for the interplanetary federation [13].

In this regard, it is necessary to resolve themain contradiction of capitalism,which
was covered in “Capital” by Marx—between the private character of appropriation
and the social nature of labour [15]. In addition, technological progress will exacer-
bate the contradiction between the private method of appropriation and the declining
effective demand. As a result, this can lead to the “death of capitalism. Robots will
deliver the final, fatal blow to this economic order” [14].

Essentially, the Fourth Industrial Revolution should lead to a “Golden Age” that
has never been seen before in the history of mankind. Perhaps, it will even lead to
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the “golden millennium”. Ideally, the life of humanity should turn into a fairy tale—
science, art, endless self-improvement, abandoning the race for survival, because
labour productivity due to automation and robotics will lead to the abundance of
produced goods and services. But, all this depends on a just social order, which
cannot be objectified without a properly organized public authority. In the meantime,
Klaus Schwab notes that more than one billion people (more precisely—about 1.3
billion) in the world have no access to … electricity! And these people are utterly
divorced from the digital revolution and civilization as a whole! In particular, they
are divorced from modern sanitary standards. And if a person does not have modern
plumbing, then no digital platform can brighten up his dull life…

The founder of the World Economic Forum is well aware that with new
technologies, new problems will arise.

He sees the roots of the problem in the fact that the well-being of those who do
not own capital but live at the expense of their own labour, at least, does not increase.
And this leads to the “disappointment” of workers who are also worried about the
future of their children [19].

The realization of the public interest, which is the prosperity of the whole society,
and not just the individual “lucky ones”, is the key to solving the arising social
problems in the era of the Fourth Industrial Revolution [1].

In the context of the Fourth Industrial Revolution, life expectancy could substan-
tially increase. Klaus Schwab predicts its increase to one hundred years. He also
notes the need to revise the retirement age [19].

But in parallel with life expectancy, labour productivity should also grow rapidly.
The “Golden Age” of humanity is only possible if people work for pleasure, and not
depressingly watch as the life extension coincides with the increase in the retirement
age …

Klaus Schwab is fully aware that if the lives of people do not improve, this could
lead to “social unrest” and even “armed extremism” [19].

The world of the future is of great concern to the founder of the World Economic
Forum. He alsowondered: “If the revolutionwill result in—aworld of the precariat, a
social class of workers whomove from task to task tomake endsmeet while suffering
a loss of labour rights, bargaining rights and job security—would this create a potent
source of social unrest and political instability?”[19].

That is a rhetorical question. And the answer to it is known—of course, it will!
Especially if the middle class is shrinking, even in developed countries. And even
education is now priced as a “luxury” because of the exorbitant cost [19]. Other
researchers have also written about the “inequality” and “disadvantaged position”
of the middle class, in particular, the futurist Martin Ford [7]. According to the
researchers, the middle class will suffer, primarily, due to robotization [14].

Martin Ford, by the way, makes a very accurate remark about the fact that “if the
employee is replaced by a machine, the machine will not go shopping and will not
consume anything” [7].

Speaking about the possible “inefficiency” of governments in the era of new
technologies, Klaus Schwab considers the state not as a “trinity”, but identifies it
with the concept of “state apparatus”. According to his opinion, business and society
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are practically outside the state. The incorrectness of this point of view was very
accurately noted by Professor Atamanchuk [4].

Another key point that Klaus Schwab touches on in his book is that new technolo-
gies can disrupt the existing “social contract”. The statement is quite controversial
since the need for a social contract will not disappear, it can only transform. In
any case, there will be a need for “stable legislative frameworks” as well as a legal
“ecosystem” [19].

And if there are legislative frameworks, then the legal field in which they will
operate is also necessary. And the legal field is unthinkable without a public authority
that establishes generally binding legal norms.And thepublic authoritieswill be faced
with the tasks of “compliance with the laws”, “security”, etc. It should be noted that
various aspects of the legal regulation of digital assets are of serious interest to
researchers [21].

New technologies do not eliminate the old ones, for example, the eternal Russian
problems—worn-out water pipes. Under these conditions, reprogrammable objects,
“WaterNet” and other innovations will not be able to fully prove themselves. Unfor-
tunately, “WaterNet” will not be able to demonstrate its effectiveness in the old,
worn-out Moscow five-storey blocks of flats.

Let us consider the next moment. Klaus Schwab writes about how the traditional
family can change. He believes that it will turn into a kind of “family network”.

But the “family network”does not exclude the traditional family, as it is understood
in legal and moral terms!

If members of a large family live in different countries and can communicate
indefinitely and without problems through an inexpensive connection, this does not
make such a family any less traditional. In this case, the family remains a “unit”, and
digital technologies only strengthen intra-family ties! For example, it becomes much
easier for parents to transfer money to their children studying abroad. And they can
easily check their homework!

And the obvious question to ask is—whether it is necessary to rush into the
agreement that the family should turn into a “family network”? Although this way
of thinking might seem new, it is not really new. It is rather old, like the whole world
around us. Even the great Russian philosopher Ivan Aleksandrovich Ilyin warned
against the nihilistic attitude and thoughtless denial of the family, which took place
in our country after the 1917 Revolution. Ilyin quite rightly pointed out that the
“disintegration of the family” is the root cause of all great national catastrophes [11].

And the great humanisticmission of the traditional family,which does not dissolve
on the Internet, but becomes even more relevant in the digital society, is, according
to Ilyin, “… to pass on from generation to generation … the spiritual and religious,
national and domestic tradition” [11].

By the way, the need for human, social connections in the digital age does not
disappear but becomes increasingly necessary. The reason is that we need to “pause,
think, and have a heartfelt conversation”. If this does not happen, then people are
embarked on frustration and even reading a small article can turn into a “luxury”
[19].
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The Fourth Industrial Revolution—in addition to making our lives easier—may
lead to the Apocalypse. Military robots, new achievements in the development of
biological and biochemical weapons—is a matter of great concern. And the role of
state, public authority, and law, especially international law, significantly increases
under these conditions, because it is the law that embodies the ideals of goodness
and justice [8].

Klaus Schwab points out a very important issue—the public authorities should
respond to emerging challenges in a timely manner (this is what Boris Nikolayevich
Chicherin wrote about). Otherwise, “non-state actors” will handle it [19].

The key point is that the technologies of the Fourth Industrial Revolution should
lead to the human freedom expansion, and not to its restriction, for example, as a
result of unemployment and poverty. But this requires the creation of adequate social
and political systems [18]. And these systems should, among other things, ensure
the fair distribution of benefits and the realization of the public interest.

So, what kind of institutions will guarantee the common good?One of the answers
seemsobvious—the state, but the statewhich is understood as the “trinity” of territory,
population and power. The second answer is a private company that will take over
the functions of the state. But in this case, the private nature of the company will
immediately change, since, in order to implement public and state functions, it will
have to turn into a public authority that can solve res publica. And, in order to solve
“public affairs” properly, it will be necessary to establish generally binding legal
norms in a certain territory. Thus, a private company will cease to be private and will
turn into a public, state power.

In this context, the social contract is subject to revision. And the key point of
the social contract revision is the introduction of an unconditional basic income
[18]. Moreover, digital platforms contribute to the capital concentration “among an
increasingly small number of people” [18]. Martin Ford also speaks about the need
to introduce an unconditional basic income [7]. It is noteworthy that he refers to the
interesting work of the famous economist Friedrich von Hayek [9].

But it should be emphasized that Hayek, speaking of “uniformminimum income”
[9], does not connect it with equitable income distribution. He considered this as a
“misfortune”. Hayek gives an interesting example that such a system already existed
in the form of assistance to the poor. Highlighted throughout the arguments of a
well-known economist the idea that the expansion of the social security system and
the social state will lead to enormous costs and, as a result—inefficiency. But his
reasoning is little different from the maxims of Russian liberals of the nineteenth
century, for example, Boris Nikolayevich Chicherin, who also vigorously defended
the point of view of the “old”, “pure” liberalism, in the style of the classical Russian
master, believing that in helping the poor, such a principle as “Love” should prevail!

Meanwhile, there is a paradox in the theoretical reasoning of Hayek, which the
supporters of “old” liberalism stubbornly refuse to admit. Matinee performances
for the children from orphanages could be held, which in itself is a very right and
noble thing—and the principle of “Love” will be fully manifested here. And it is
possible to create a social system without poor and needy people. And the role of
public authorities in achieving this, not an elusive goal, could not be overemphasized.
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The state understood as the “trinity” of territory, population and power in this sense
could play a key role. Corporate social responsibility may become the basis of such
a system.

The crossroads at which we find ourselves today is a matter of choosing the
right road. And what happens if the world chooses the wrong road? The answer is
simple: “The experience of political revolutions of the past teaches that inequality
consequences do not remain without consequences” [18].

By the way, the New Social Agreement on Values, which was presented by the
World Economic Forum’sGlobal Agenda Council on values (2012–2014), contains a
key point that has been known since the times of Aristotle, Machiavelli, Hegel, Boris
Nikolayevich Chicherin and other philosophers: “The importance of the common-
wealth predominates over individual interests.“ But here it is extremely impor-
tant to understand another point—public interest implementation, commonwealth
achievement is impossible without private interest implementation.

To cope with the possible problems caused by new technologies, to ensure “the
interests of consumers and society as a whole” in the new conditions, as well as “the
development of innovations”, is possible only with the help of flexible management
methods–Agile [19].

But here it is important to note the following—Agile is not a panacea and a
universal solution to all the problems of modern society. This statement is shared by
his unequivocal supporters.

By the way, the ideologists of the Agile approach highlight several points when
“Agile should not be used”. Among them, in particular, are the purchases for the
wedding celebration (unless we are talking about an alcoholic-free wedding) and
“designing a space shuttle” [5].

Special attention should be given to the last point. Space projects, as a rule, are
carried out by the state, since they require the concentration of a great number of
various resources—labour, financial, information, scientific, etc.

Here are two more examples that the ideologists of the Agile approach call “clas-
sic” in the sense that Agile will not work there: “unsuitable organization: do not
expect the Navy to switch to Agile. Wrong project: the construction of an aircraft
carrier is not exactly suitable” [5].

That iswhy the ideologists of theAgile approachwritewonderfulwords: “Positive
reviews about Agile and, in particular, about Scrum—a double-edged sword. The
positive thing here is that it is easy to convince people to try Agile. The negative
side is that expectations are often overstated. Managers really like these postulates—
faster, cheaper, better—and they often forget that there is no such thing as a free
lunch” [5].

Let us focus on the next aspect of flexiblemanagement. The fundamental principle
of the Agile Manifesto is stated as follows: “The highest priority … is to meet the
needs of the customer”. Can public administration apply this method? It certainly
can be applied, since the “needs of the customer” are almost exhaustively formulated
in our Constitution. Article 18 could be taken as an example.

The ideologists of the Agile approach emphasize that “Agile starts by defining
the necessary minimum and works with it” [5].
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The idea of “minimum viable product (MVP)” is quite acceptable. And in the
case of replacing three suits with one suit and one shirt—for each day, it could be
applied. It should be admitted that the world special army forces units also use an
Agile approach—at the combat missions, they are all content with the minimum
necessary food and clothing.

I deliberately chose a military example as it is a good illustration of the Agile
approach. But in the context of the state, such a philosophy may not always be
viable. First of all, since the product for the customer—the rights and freedoms of a
person and a citizen—it is very difficult to issue it in a “minimum set”. It should be
provided as a complete package. And it does not matter whether a citizen enjoys the
entire set of rights and freedoms, or only the “minimum”.

The same applies to the “releases” of the project. Experts in the field of Agile
note that “the first release of a project created with Agile is the backbone of the main
idea, only the basic and necessary functions” [5].

This idea works perfectly for software. But imagine that an aviation corporation
has released a fighter jet, which is gradually updated. And if the “updating” turns out
to be technically impossible?

Of course, it is necessary to improve the state, which is understood as a “trinity”
and the institution of public service and that is beyond dispute. But they should
initially perform efficiently already in the “first release”. History shows, that the
“second release” may not be forthcoming, being shot down “without idiotic red tape”
(the words of V. I. Lenin).

Sure, there are projects, including in the field of public administration, where
flexible management technologies perfectly demonstrate themselves. But the choice
of flexiblemanagement application should bemade very carefully, so that for the sake
of a “flexible worldview” not to part with fundamental values that do not disappear
but acquire a new meaning and increased relevance in the twenty first century.

By the way, one of the postulates of the Agile approach is “… cheaper”. The
author does not call for mindless inflating the budget level and the staff of state
bodies. But the profitability of civil servants, persons holding public positions, and
of the entire public administration system in a broad sense, should not be measured
in mercenary terms, remaining within the worldview of a small shopkeeper-owner—
how much have I earned today? The efficiency of civil servants should be measured
in a strategic context—the armed forces provide peaceful labour, the internal affairs
agencies—public security, law and order. Considering only expenditure budget—
yes, the Ministry of Defence and the Ministry of Internal Affairs are very expensive.
There is no income.

But let us consider the situation from the public interest perspective. Is it possible
to measure peace, law and order in monetary terms? It is entirely possible. A busi-
nessman who works in a comfortable environment and feels protected from criminal
encroachments pays hefty taxes to the budget. And if we calculate the amount of
these financial revenues, they may even significantly exceed the costs for state and
public authorities.

And in this sense, the words of Vladimir Vladimirovich Putin, said in one of
his Address, are more relevant than ever: “The goal and mission of state service
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is to serve the people, and those who enter this path must know that by doing this
they inseparably connect their lives with Russia and the Russian people without any
assumptions and allowances” [20].

The main task of the Agile approach is to ensure the proper result. But in public
administration, procedures are no less important—to ensure the rights and freedoms
of a person and a citizen. And a civil servantwho understands hismission as “service”
is, without exaggeration, the key element. This is also pointed out byAgile specialists
[5]. The founder of New Public Management, Christopher Hood, quite rightly noted
that this concept of public administration “assumes a culture of public service honesty
as given” [10]. But it is also clear that following the “service” principle should not
remain a pious hope, but should be based on certain guarantees, the ones that New
Public Management eliminates.

Of course, the practical application of Kanban boards and brief meetings in public
administration is quite possible and can lead to outstanding results. The main thing
is that this does not turn into an end in itself: “… the developer is dissatisfied with
the fact that he is interrupted several times a day, forced to come to meetings, which
makes it difficult for him to complete the work on time” [17]. Reading Stellman
makes you remember “Re Conferences” poem by Mayakovsky…

The creation of an effective system of public management in the twenty first
century is the subject of numerous scientific studies [12].

One of the concepts is New Public Management, which was mainly developed
the British professor Christopher Hood.

The New Public Management concept focuses on results rather than procedures.
Hood also noted the need for clear goal-setting and considered “competition to be
the key to reducing costs and improving standards” [10]. To do this, according to
the authors of the concept, it is necessary to use “proven” management tools in the
private sector for public management [10].

Hood noted that the concept of New Public Management includes several
provisions from the doctrine of the new institutional economics, as well as the
successful application of the “managerialism” experience in the public sector.
Another British scholar, Stephen Osborne, noted that “NPM is originated from
neoclassical economics and, in particular, rational/public choice theory”.

However, Hood also noted the disadvantages of the new approach. He cited the
opinion of the critics that New Public Management is like “The Emperor’s New
Clothes”—a literary folk-tale written by Danish author Hans Christian Andersen—
just empty rhetoric and no substance” [10].

The market approach to public management is not always justified, since in this
area the public interest is realized, and not the private one, which is manifested in
the desire for profit. In no small measure, “NPM, despite its stated claim to promote
the “common good” … is a means of realizing narrow interests” [10].

This, by the way, is the fundamental contradiction between the understanding
of the state as a “trinity” of territory, population and power and “managerialism”
as an ideology based on private but not the public interest. By the way, speaking
about the introduction of market mechanisms in the public management system, it
is worth recalling, for example, the experience of the Great Patriotic War—already
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in August 1941, the orders of the People’s Commissariat of Defence of the Soviet
Union appeared on monetary and government awards to pilots who distinguished
themselves in combat missions.1

Understanding the contradictions and shortcomings of New Public Management
has led to the need for the development of the new concepts of public administration.
In particular, it leads to the development of New Public Governance.

Professor Helen Dickinson writes that if the value foundation of NPM is compe-
tition, competition in a market context, then in New Public Governance it is a neo-
corporative approach.And the theoretical differences run along the following line—if
NPM is economics andmanagement research, thenNPG is “organizational sociology
and network theory” [6].

Great work edited by Professor Stephen Osborne is dedicated to New Public
Governance [16].

New Public Governance, according to Stephen Osborne, involves “… both a
plural state, where multiple interdependent actors contribute to the delivery of public
services and a pluralist state, where multiple processes inform the policy-making
system” [16]. Consequently, “the NPG is thus both a product of and a response to the
increasingly complex, plural and fragmented nature of public policy implementation
and service delivery in the twenty-first century” [16].

3.4 Conclusion

The following conclusions are drawn. The evolution of public administration
concepts from Public Administration to New Public Management, and then to New
Public Governance, is actually dictated by the fundamental features of the state, as
a “trinity” of territory, population and power, as well as the law established by the
public authority.

The res publica solution will still be necessary in the twenty-first century, the
century of the Fourth Industrial Revolution. “Public affair” in any case will have to be
solved by the public authorities. It is possible that with the development of corporate
social responsibility, some of the functions of state power will be transferred to
private companies, especially in the social sphere. But then the nature of corporate
activity may change—from private to public.

1 See, for example, The Order of the National Commissar for the Defence of the Soviet Union “On
the procedure for awarding the flight personnel of the Air Force of the Red Army for good combat
work and measures to combat hidden desertion among individual pilots” No. 0299 of August 19,
1941.
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Chapter 4
Transformation of Law and Legislation
in the Context of Digitalization:
Intellectual Property Protection

Mikhail N. Kuznetsov

Abstract One of the primary problems faced by lawyers in Russia and abroad is
the lack of a uniform conceptual framework related to the so-called digitalization of
law. Russian bylaws as a basis for a future offensive against legal regulation in the
civil law environment. Directions of digitalization intrusion into the civil law space:
scope of civil law; principles of civil law; breaking ideas about the subject of law;
breaking ideas about responsibility in law. Digitalization will not change civil law
dramatically until it changes the very person who stands at the center of the civil law
environment. Many provisions defining the conceptual framework of this process
are reflected in economic terms, which guarantees their stability, since freedom of
choice of behavior is assumed, which cannot be said about the legal field.

4.1 Introduction

Without any exaggeration, the twenty-first century can be called the century of the
rapidly developing process of digitalization of the social life of the modern family
of peoples, in which Russia occupies its rightful place.

Many scientific articles and even several monographs have already been written
about the benefits of digitalization, the types and methods of its implementation in
specific sectors of the social sphere, both in our country [1] and abroad [7]. Among
them, we can note the works within the stated title of the article here and further in
the text.

At the same time, at scientific forums, in the speeches of government officials and
representatives of the business community, it is noted with concern that the solution
of an increasing number of practical issues of digitalization is faced with the lack
of its proper legal support both at the internal and domestic, and at the international
levels.
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4.2 Methodology

The work used the method of comparative legal analysis, which led to a legal under-
standing, which began in connection with the widespread introduction of the latest
digital information technologies, which is called the fourth industrial revolution, thus
becoming one of the main tasks of today’s agenda, since the law, by virtue of its very
purpose, to regulate social relations that arise in real life, is simply obliged not only
“to keep up with changes in these relations, but also to respond to emerging new
relations and changing traditional ones.”

4.3 Results

Logically, another question arises and is very alarming: will “reacting” lead to
hacking the very structure of law and changing the achievements and principles
it has developed over the millennia of its history? After all, law, especially civil law,
was originally built and perceived in society as the art of good and justice [ius est
boni at aequi].

Isn’t it dangerous to pass this sacred idea from a human being even to a very
advanced artificial intelligence?

The threat of changing and even breaking the basic principles and established
civil institutions is felt by every lawyer dealing with the problem of digitalization in
law.

A generalized legal analysis of this threat to civil law, and law in general, has
not yet been conducted either in our country or abroad. At least, we have not found
any relevant publications on this subject, although there are quite a lot of critical and
even arguable statements against digitalization of a political and socio-moral nature
both in our country and abroad.

However, even more, we can say that there are already too many enthusiastic
assessments of digitalization in the banking sector, in transport, in medicine, in the
tax service, in street security, and in other areas of modern society.

Meanwhile, taking into account the latter, to crack the law, in our opinion, digi-
talization still will not succeed. At least as long as it is embedded in the daily life of
people, it does not change the person from the inside.

We can name several reasons that objectively prevent digitalization at the present
time to radically change modern civil law. Here are some of them, so far, of a general
theoretical and methodological nature rather than of an institutional and normative
nature.

1. To radically change the law, it is necessary to create new legal categories.
Meanwhile, in legal science, there is still no official definition of the concept of
digitalization itself, which entails the use of this term everywhere and without proper
understanding.
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Some lawyers generally consider digitalization to be a technology, shifting this
concept toward economic rather than legal categories. Digitalization of various
spheres of activity—Prof. A. A. Kartskhiya concludes on the basis of his analysis—
implies not somuchmodern forms andmethods of collecting, storing, processing, and
transmitting any information in digital format, as methods, techniques, and forms, in
other words, technologies of digital regulation of life cycle processes in the economy,
politics, law, and in commercial and entrepreneurial relations.

2. It is noteworthy that in the hands of digitalization researchers, not to mention
legislators and government managers, there is no such important tool of scientific
analysis as “number” and the concept of “numerization” derived from it. Their place,
both here and in the West, was taken by “digitalization”.

Perhaps this is due to the less extensive statement of individual English words
and expressions compared to the richness of meanings of words and expressions in
other language cultures. In fact, such variants of “numerical” economics as “num-
bers economics” would sound clumsy in English. It is more euphonious to put a
dead number as a basis and spin the whole civilized world around it, rushing to an
“electronic paradise”.

Only France initially called the economy of the future “numerical”, but then,
under the influence of the European Union and pressure from global IT corporations,
abandoned this name, allowing the use of the Americanized term “digital” in its
regulatory documents.

But the figure cannot embrace and is not intended to describe and express objective
reality. “Number” can and is intended for this purpose. It can describe a complex
object. A “digit” is an elementary particle. A number is a complex unit filled with
energy, an object that can color, reflect, and even transform reality.

“Everything is a number. The number is the measure of everything"—said the
great philosopher and outstanding ancient arithmetic Pythagoras (570–490 BC).

The school he created in its own way convincingly proved that the primary in the
world is the nature of numbers, which contains and permeates absolutely everything:
people, the earth, and the cosmos.

Pythagoras claimed that with the help of a number, you can logically express all
the diversity ofwhat surrounds us.Well versed in number and numbers, he considered
a number, not a number, to be the origin of the world.

Pythagoras proposed the idea of doubling numbers: even–odd, yin–yang, good–
evil, man–woman, etc., rather than discrete manipulations with zero and one.

The main number in the teaching of Pythagoras is one. He did not recognize the
number 0 as a reference point, considering it empty, which our world and cosmos
are not. The unit corresponds to a point in space through which countless lines can
be drawn. Euclid called it the first of the axioms.

The number 2 corresponds to two points through which only one straight line can
be invented. Three points, if they are connected, correspond to a plane. Four points—
a sphere in which there are four elements: water, air, earth, fire—the interaction of
which gives rise to an infinite variety of objects, images, and things.
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In our opinion, the term “digit” is legitimate to use only to “digitize” the objects
of the external world around us, but not to the inner world of a person, and even more
so not to identify and transform the social relations regulated by law.

“Digitization” has no legal content because it means the process of transferring
information from physical media to electronic, that is, digital.

This process does not change the quality characteristics and content of the
information itself, but makes it more accessible and convenient for further use.

“Digitalization” (more correctly, “numerization”) means the creation of a new
product in electronic form, which can have new functions. Its goal is to digitize
all material and information resources, including the person himself, and to form
network interaction platforms based on the obtained data, which represent new
business models [2].

3. In addition to the above, it should be pointed out that there is no clear, time-
tested, other conceptual and legal apparatus, with the help of which it is only possible
to reveal the essence of the process being studied in law (in this case, digitalization).

At the same time, it should be taken into account that “in accordance with the
requirements of the theory of law, it is necessary that as the volume side of the concept,
that is, the set of objects conceivable in the concept, be adequately represented.”

The term “transformation”, widely used by both foreign and Russian scientists,
does not meet these criteria in the study of digitalization in law and economics. An
example of this use is the following expressions that are most commonly found in
scientific reports, research, and regulatory documents, such as.

• "the introduction of digital technologies leads to the transformation of all spheres
of society, including the economy and social relations.”

• "the concept of … digital civil turnover in the context of the transformation of
law under the influence of digital technologies” is formulated.

• Transformation of Legal Reality in the Digital age—the title of the collection of
scientific works of the Institute of Legislation and Comparative Law under the
Government of the Russian Federation.

• "Law in the conditions of digital transformation”: materials of the Republican
scientific and practical conference.

• Modern technologies challenges and transformation of legal regulation.
• Digital transformation of law [6].

What is the fallacy of using this term in relation to the digitalization process?
Transformation is the transition of a substance, energy, or structure to another state,
in which the former state ceases to exist.

For example, alternating electric current is transformed into direct current, the
heat of the engine is transformed into the movement of the car, feudal relations are
transformed into capitalist ones, the energy of wind or water supply is transformed
into electrical energy, the industry is transformed into a digital (correctly speaking,
numerical) platform by means of so-called disruptive technologies, capturing and
crushing the former market, etc.

In the case of digitalization, this does not happen. The norms of civil law remain
the same. By giving digitalization the quality of a transformer, we are leading the
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science of civil law to a dead end.But itwill also be able to destroy its integral civilistic
structure, which has been honed for thousands of years, with the rightmethodological
approach to the analysis of these social phenomena. Not yet, anyway.

However, a certain destructive impact of digitalization on the law is still possible,
and the task of lawyers of various profiles today is to find a balance between such
effects and preserving the best that is in the law [3].

4. Earlier it was noted that a number of scientists, including lawyers, consider
digitalization to be a technology of digital regulation. However, most legal scholars
tend to believe that digitalization is a legal category and that is why it transforms all
law, including civil law. But is this really the case? From the point of view of the
theory of law, a category can be defined as a well-established form of expression of
legal thought that has reached understanding within the framework of the structure
of the relevant branch of law, reproducing in a generalized form the real legal reality
and/or the deep processes that accompany it.

Digitalization does not fit this definition. This is rather an information and organi-
zational process, which tends not to the law, but to the economy of the post-industrial
period. That is why it is called the fourth Industrial Revolution [4].

5. Special attention should be paid to the analysis of the directions of digitalization
intrusion into the civil legal space. In our previous publications within the framework
of the RFBR project, we drew attention to a number of them. Here and further on,
we will focus on other areas of such an invasion. This is primarily the very scope
of civil law, that is, the living environment in which social relations arise, in which
civil law is called upon to regulate through its norms. Scientists call this invasion
“digital formalization of law”, believing that in this case digitalization acquires the
qualities of a double of law and the quality of a source of law. In our opinion, this
point of view is very doubtful. The source of law is a form of objectification of either
an already existing or assumed form of human behavior (a rule of law) in connection
with this and that. Digitalization does not fit into this design. Acquiring the quality
of a double of law, it does not become an independent source of law, orienting people
in their social environment.

6. In the countries of the European Union and in theWest as a whole, the problem
outlined in the title of this article has been discussed for several years. Attention is
focused on the fact that the development of the Internet and other digital (or rather
numerical) technologies has an impact, and not always positively, on the evolution
of some state and public institutions and through their public administration and law
in general, including the classical theory of law itself. And this applies not only to
the law of the European Union but also to other legal systems.

The military terms “strike on the headquarters” can describe the efforts of those
proponents and developers of the invasion of digitalization in law, who propose
to introduce such new subjects of law as “robots” or “electronic persons”, which
in reality should replace a person, endowing virtual personalities with the right of
ownership, endowing personal data with the quality of an object of civil law, which,
like all objects of classical civil law, can be alienated, introduced into civil circulation,
etc.
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This idea is already partially included in the program “digital economy of the
Russian Federation”.

Finally, another direction that strikes at the classical concept of civil law is the
transformation (in this case, the use of this term is quite logical) of the very concept
of civil liability in law [5].

Who should be held responsible? To solve this problem, the European Parliament
offers electronic persons (robots, in particular) an individual number, recorded in a
special register accessible to users.

In cases where the robot makes a decision independently and at the same time
the counterparty (the party to the transaction or even a third party) is harmed, the
owner, the program developer, the insurance company, or even the user of the robot’s
services may be responsible for the robot’s actions. Then where is the classical
understanding of guilt or innocent responsibility? And according to some European
scientists, private stories, and the very direction of such short stories can lead to the
destruction of classical civil law, how wide is the line between mechanical construc-
tion and non-human, which is godlike and contradicts the very nature of man as a
living being.

4.4 Conclusion

Summing up the above, it is permissible to draw the following conclusions:

1. Objectively taking place in all spheres of the social life of modern society, the
process of digitalization (correct—numerization) of law, its features civil law
which remains the citadel that keeps the world from lawlessness. This is the
sacred power of the system of law as such. The kingdom of lawlessness is
already in operation, “the Apostle Paul warned almost 2000 years ago,” but it
does not require that until the environment is so restraining, the law is able to
restrain the objectively existing and necessary process of digitalization for the
development of society from sliding into the abyss.

2. Modern civil law, its category, principles, and institutions are under enormous
pressure under the onslaught of justified and often unfounded demands for their
transformation, that is, essentially drastic changes.

3. A generalized analytical analysis of this threat to the law has not yet been
conducted either in Russia or in the West, although many lawyers who study
the process of “digitalization” feel alarmed about this.

4. For a fundamental change in the law, it is necessary to create a new categorical
conceptual apparatus and, above all, the term digitalization itself, which is used
everywhere and everywhere without proper understanding.

Digitalization is not a legal category, since it does not meet the requirements
of this concept. The very term“digitalization” is not a goodone; it ismore correct
to call this “numerization” because not a digit, but a number is a measure of
everything.
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5. In relation to the process of digitalization in documents, scientific research,
and even in civil law, the use of the term “transformation” is unjustifiably
widespread; it is a mistake because we lead the science of civil law to a dead
end.

“Transformation” means the transition of a substance, energy, or structure
to another state in which the former existence ceases to exist. “Digitalization”
cannot and should not destroy rights by replacing them, i.e. transforming them
into something else.

6. Scientists should pay special attention to the analysis of the directions of the
digital transformation and the civil–legal space:

• scope of law, the appearance of its digital counterparts that cannot be
identified as new sources of law;

• distortions of the concept of “subject of law”, giving robots and electronic
persons the qualities inherent in classical subjects of civil law;

• giving virtual personalities ownership rights;
• endowing personal data with the quality of civil law objects;
• transformation of the very concept of civil liability into law.

7. All the “pro and contra” set out above convince the author that you will still not
be able to crack civil law, as long as it is introduced into the daily life of people,
and does not change the person himself.
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Chapter 5
On the Problem of Legal Regulation
of Technologies with Elements
of Artificial Intelligence

Aleksey V. Barkov , Yana S. Grishina , Aleksandr S. Kiselev ,
and Aleksey P. Sokolov

Abstract Every year, more and more elaborations capable of self-development
appear. Machine learning uses not just a pre-filled algorithm, but also self-tuning of
the electronic brain. In simple terms, the computer is training itself without human
input. We have become so dependent on new tools that subconsciously we can no
longer imagine our lives without the alliance with artificial intelligence. At the same
time, the tools we have become accustomed to can cause irreparable harm. This is
why it is important to define the status of artificial intelligence from the ligal point
of view, as well as define the range of persons who can and should be held liable as
a result of the incorrect and illegal use of AI.

5.1 Introduction

From an ideological point of view, the question of fixing the legal status of artifi-
cial intelligence did not arise by chance. As far back as in the twentieth century,
science-fiction writer Isaac Asimov formulated “The Three Laws of Robotics” in his
story “Roundabout”. A few would have thought at the time that half a century later,
scientific and technological advances would allow the application of these laws to
become a reality. Asimov’s laws are the principles by which any artificially created
object, endowed with self-awareness, must act. Mankind has already got used to
the fact that phenomena from science fiction (wireless communication, flights into
space, submarines and many other things) are becoming an integral part of our life
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and the rules for their treatment are subject to legal regulation with time. Now it is
the time to define what Artificial Intelligence is from the ligal point of view.

5.2 Methodology

According to the purpose of this study, the most significant methods are general
scientific methods (analysis and synthesis, dialectics and metaphysics, induction
and deduction, description and modelling) as well as special scientific methods
(comparative-legal, formal-logical) of research.

5.3 Results

5.3.1 On the Influence of Artificial Intelligence
on the Spheres of Human Life

Legal regulation is necessary when objects of the world around us are inseparable
from daily human activities and professional life [1]. To begin with pointing out in
which spheres AI is applied today.

Artificial intelligence is already widely used in healthcare both in Russia and
abroad. Google (DeepMind Health) and IBM (Watson Health) offer “smart” devel-
opments for patient assessment and preliminary diagnostics. Google’s solution is
already working in several hospitals, including the British Moorfields Eye Hospital,
but Artificial Intelligence serves only as a supporting tool [2]. Google DeepMind
Health analyses the available information about the patient’s symptoms and provides
a list of recommendations [3].

IBM Watson Health also helps diagnose: it recognises venous thrombosis,
cardiomyopathy and heart attacks. The company’s main mission is to support digital
transformation in the medical field [4]. In a famous case, IBM Watson identified
a rare form of leukaemia in a 60-year-old patient who was initially misdiagnosed.
To do this, the system “studied” 20 million scientific articles on cancer in 10 min
[2]. In addition, artificial intelligence is helping to improve the lives of people with
incurable illnesses. For example, a wheelchair has been developed for those whose
bodies are completely non-functional, which is controlled by the power of thought
and gaze. The know-how was presented by Russian scientists from the Kurchatov
Institute Research Center [5].

And the first Israeli company has developed a device called MyEye that allows
visually impaired people to learn to recognise their surroundings. The device iden-
tifies other people and objects and transmits this information to the person using
discrete audio. Such technologies have been used as an experiment by domestic
researchers at Saratov State University to help students in the educational process [6].
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Meanwhile, scientists are working on the safety of our planet’s inhabitants
and introducing artificial intelligence into the road environment. For example, the
company Pony.ai has created the PonyAlpha self-driving car system; the system is a
network of sensors that continuously reads information to assess objects in the envi-
ronment and their distance, providing key information necessary for safe driving [7].
In addition, artificial intelligence is being introduced into humanoffice life [8]. Today,
such old-timers as Automation Anywhere and UiPath are developing technologies
in this direction.

5.3.2 On the Application of Artificial Intelligence
in the Humanities Professions

On February, 1st 2019, the Australian version of The Guardian published its first
articlewritten by a robot on its website. E. N. Seitzhelilova points out “About a billion
news stories were generated by artificial intelligence in the media. Many foreign
media outlets have robot journalists working alongside their regular employees to
relieve people of their routine and allow them to do more skilled work without being
distracted by monotonous tasks”. The motto is “To help, not to leave unemployed!”
[9].

The robot writer has also been actively worked on by the non-profit research
organisation OpenAI and has created an artificial intelligence, GPT2, capable of
writing fake news almost perfectly. The AI is based on the use of pre-trained deep
neural language models which have improved the artificial intelligence’s overall
understanding of human speech construction [10]. For this purpose, a neural network
was loaded with about 100 million English articles and news with a volume of data
of 40 Gb. The system processes the information and writes articles based on it.
In doing so, it is able to recognise stylistics and avoid the traditional mistakes of
generators—loss of focus and the essence of the material.

5.3.3 Experience of the Application and Legal Regulation
of Artificial Intelligence

In China, a Zero Trust pilot project was able to expose more than 9,000 officials
for corruption. Artificial intelligence detected irregularities such as illegal transfer
of ownership, manipulation of assets and inadequate infrastructure. However, the
intelligence was only able to provide the final results, and it did not show the whole
chain of data, i.e. it did not have an evidence base in fact [5].

The Russian President’s Decree No. 490 of October, 10th 2019 “On development
of artificial intelligence in the Russian Federation” contains the following definition:
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“Artificial intelligence is a complex of technological solutions that allows imita-
tion of human cognitive functions including self-learning decision-making without
a predetermined algorithm and obtaining results at least comparable with the results
of human intellectual activity when performing specific tasks” [11]. A few months
earlier, on February, 11th 2019, US President D. Trump signed an executive order
called the American AI Initiative, which aims to set US AI priorities for the future.
Prior to this initiative, the US lacked a comprehensive national plan for the devel-
opment of artificial intelligence. The order follows a number of government initia-
tives undertaken by various countries over the past few years, including Singapore,
Canada, the European Union and China. The initiative listed the main areas of action
as (1) investing in AI research; releasing AI resources; setting standards for AI
management; creating an AI workforce; and international cooperation in AI [12].
The decree can broadly be divided into two wide groups. The first group includes
specific planning and funding for AI development programmers, while the second
group consists of guidance documents that outline the general direction in which AI
should be developed.

The US Decree does not contain a definition of AI and this is an important distin-
guishing feature compared to the domestic regulation. To date, both Russian and
foreign doctrine understand the term “Artificial Intelligence” ambiguously and there
is no consensus among experts onwhich technologies should be considered asAI and
which should not. The Russian Presidential Decree sets the ideology for the devel-
opment of Artificial Intelligence in the country. The American President’s Decree
only defines the direction of its development.

5.3.4 Discussion About the Status of Artificial Intelligence
in Civil Relations: Subject or Object of Relations?

Many people today are concerned with the question: can artificial intelligence inte-
grate into society in such a way that it can perform legally significant actions
generating certain legal consequences? In fact, this would represent an unprece-
dented evolution from a machine that appeared as an object of social relations to an
autonomous object with legal capacity and tortuousness.

In practice, machine learning has the following difficulties: in order for a
computing system to find a specific solution, it is necessary for a human to specify
a certain set of data; in fact, AI does not think for a human, but helps to perform
auxiliary tasks within clearly defined boundaries [13]. In this connection, we will
partly agree with the position of V. P. Kamyshansky and A. V. Koretsky that “legal
legitimization of an AI subject as a subject of lawmay take years and even decades as
any integration of new subjects into society will require reconstruction of conscious-
ness and formation of new communications in society during several generations”
[14]. On the other hand, humans are already enabling AI to make decisions on which
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people’s lives depend; supercomputers capable of surpassing human thinking are
being developed [8].

Accordingly, today it is necessary to determine whether AI can be equal or even
superior to humans in terms of thinking fictions, have rights and bear responsibilities.
An AI cannot now be recognised as a natural person because, firstly, it is a product
of human intellectual activity and, secondly, it is not endowed with morality, which
fundamentally affects its understanding and direction of its actions. Accordingly, the
subjective side of legal relations involving AI is devoid of a primary basis. However,
this did not stop Hasselt (Belgium) from officially including the robot Fran Pepper in
the population register in 2017. The robot Fran could go to school and then continue
his studies at a local university [15]. The relevant document was signed by the mayor
of the city. It is noted that the robot is able to communicate with people, understand
the emotions of the interlocutor and has a unique self-learning system. It is the first
recorded case in the world when an AI is recognised as an independent entity of
social relations. The inclusion of a robot as a citizen implies constitutional rights and
obligations. In our opinion, it is obvious that such measures were taken only for the
purpose of a successful PR-campaign to improve the city’s attractiveness, and there
was no intention to give the robot a real constitutional legal status.

M. N. Petrenko classifies AI according to “what the simulation of cognitive
processes is based on:

– based on rigid algorithms in AI, which cannot be changed and independently
improved by the AI itself, but only used for processing various information,
including that unknown at the time of AI creation, about the surrounding reality;

– on human-assembled algorithms which can be changed and independently
improved by AI itself” [16].

Obviously, in the first case, all the responsibility for the unlawful acts committed
by means of AI must be borne by the user and/or right holder, as algorithms cannot
“think”without external influence. In the second case, both the definition of a liability
and the question of the legal capacity of AI are debatable. If in the near future an
AI will be created whose capacity limits cannot be established, it will not be quite
correct to attribute all responsibility for wrongful actions of the AI to its creator.

In the same case, self-regulation cannot be resorted to because it is not known
whether AI will obey laws and morality. For example, as in the scenario of the 2004
film I, Robot, the program may deem human actions counterproductive and turn all
Internet and technological resources against humanity. Accordingly, responsibility
for such actions should lie with those individuals who knew or should have known of
the hypothetical possibilities of AI getting out of control and allowing AI to be used
in practice without imposing restrictions on it. Researcher O. V. Makarov believes
that “AI cannot be a subject of civil law relations” [17].

F. A. Novikov is quite categorical in his position: “A program using artificial
intelligence uses some algorithms peculiar to human thinking, but in real life a person
will solve this problem differently, engaging including mental structures, which have
not yet been studied enough and therefore cannot be translated into mathematical
formulas and program code” [18]. It is difficult to argue with Y. S. Kharitonova’s



50 A. V. Barkov et al.

position that “Artificial intelligence systems, most of which apply statistical-based
learning methods to find patterns in large data sets and make predictions based on
these patterns, are used in a variety of applications and software products” [19]. The
author defines AI as a tool, a set of technical tools that help people in various spheres
of life. Other scientists—Gurko [20]—admit the possibility of giving AI a special
competence.

Researchers V. P. Kamyshinsky, A. V. Koretsky propose “three types of legal
capacity:

– special capacity—having a significant neural network, ability to create and create
principally new objects of law;

– limited capacity—capable of autonomously performing clearly defined main task
within a single competence (android-assistant, android-nurse, android-surgeon,
android-operator);

– lack of competence (incompetence)—AI carriers that have no human-like
embodiment (graphic editors, aggregators and other programs)” [14].

This gradation, in our opinion, is quite fair, taking into account the functional
features of the entire array of existing technologies, which can be understood as
artificial intelligence.

5.4 Conclusion

It is possible that the emergence of an AI that surpasses human consciousness and is
equal to it will require the legal status of an electronic entity. Although such anAIwill
de facto be considered a man-made thing, i.e. an object, it will be indistinguishable
from humans by its cognitive functions and worldview. This issue should be studied
from the point of view of morality and ethics; public opinion should be sought, and
only then should direct legal regulation be applied. However, attempts to confer a
special status on AI at this point in time do not seem advisable.

At the same time, civil liability for the damage caused by technologies with
elements of artificial intelligence should already be introduced today by analogywith
the liability for the damage caused by a source of increased danger. Themost effective
and optimal mechanism for holding the creators of technologies liable by means of
compensation for harm from their stabilisation funds,which could operate by analogy
with the mechanism of property liability of self-regulatory organisations of which
the developers of artificial intelligence could be members. In turn, owners would be
required to insure liability for harm caused by artificial intelligence technologies. At
the same time, the producers and users of AI systems will be held administratively,
criminally and financially liable, and the risks of using neural networks in their
activities will be specified in user agreements.
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Chapter 6
Criminal Procedure Aspects of Fight
Against Economic Extremism Among
Young People

Valentina A. Lazareva , Pavel P. Fantrov , and Vladimir M. Shinkaruk

Abstract The purpose of this study is to analyze the possibilities of criminal proce-
dure activities as a factor of influence on the stability of development and security of
society and the economy through the identification, suppression, and investigation
of economic crimes, including those with an extremist orientation. In this regard,
the question of the correlation of the goals and objectives of criminal procedure
activity, as provided for in Article 2 of the Criminal Procedure Code of the Russian
Soviet Federative Socialist Republic (CPC of the RSFSR) of 1960, with the purpose
of criminal proceedings in the interpretation of the Code of Criminal Procedure of
the Russian Federation (Article 6), which has been discussed for a long time, is very
controversial and ambiguously solved in the theory of criminal procedure. To achieve
this goal, the authors used the method of systematic research of social, economic,
and legal phenomena, which allowed us to characterize the criminal procedure as a
developing phenomenon and one of the factors of effective influence on the control
and prevention of economic extremism among young people. The article shows that
criminal procedure activity has an impact on all the processes taking place in society,
and therefore its regulatory and legal organization and the implementation quality can
and should be considered as factors of the effectiveness of the fight against economic
extremism among young people. The study sets the directions, ways, and options
for the development of the theory, and practice of criminal proceedings formulates
practice-oriented recommendations. Originality/value of research is determined both
by the subject of the study, the formulated and justified conclusions, and the author’s
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interpretation of the results of previous research in the field of criminal procedure,
criminalistics, the theory of criminal intelligence operations, and forensic inquiry.

6.1 Introduction

Extremism as a social phenomenon among young people, which destabilizes the
social, political, and economic situation in the country, poses a serious threat to its
unity and territorial integrity, and therefore to the interests of society, the rights, and
freedoms of citizens. Extremist manifestations among young people in the context
of the development of the modern Russian economy cause great economic damage
to the Russian state, destabilizing the community and hurting inclusive growth [8].
The growing trends toward the growth of extremist sentiments, their penetration
into the youth environment, the active use by members of extremist organizations
of new information technologies, including social networks [5], for the dissemina-
tion of extremist materials, attracting new members to their ranks, and coordinating
illegal activities, noted in the Concept of Public Security in the Russian Federa-
tion, approved by the President of the Russian Federation on November 20, 2013,
require themost serious attention and involvement of various methods of identifying,
suppressing, and preventing negative manifestations. The legal mechanism forma-
tion for prevention of extremist crimes, including economic crimes, is becoming an
important and relevant issue of the state’s criminal policy, as evidenced by the inten-
sification of scientific, including dissertation research in this area, devoted mainly
to the criminal-legal and criminological characteristics of extremist crimes [9, 17]
or the identification of traces of extremist activity, private methods of investigating
extremist crimes, problems of interaction between law enforcement agencies [23].
The impact issues of criminal procedure activities on the suppression and preven-
tion of economic extremism and terrorism have not yet been sufficiently developed,
although some problems have been covered in dissertations [18, 19]. Meanwhile,
research in this direction is very relevant, since penal prohibition, as is known, is
implemented through criminal procedural activities, and forensic recommendations
for the identification and investigation of economic and extremist crimesmust comply
with the requirements of the criminal procedure law.

Based on this, the authors set out to show the impact of criminal procedure activ-
ities on the stability of development and security of society and the economy by
identifying and suppressing extremist crimes among young people, to consider, in
this regard, the debatable issue of the goals and objectives of criminal procedure activ-
ities and the purpose of criminal proceedings, to identify and analyze, if available,
the procedural features of the proceedings in this category of criminal cases.
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6.2 Methodology

To achieve this goal, the authors used general scientific dialectical approaches of
cognition of social and legal phenomena and processes, current and previously
existing criminal procedure legislation, and law enforcement practice. The applied
methodology of systematic research of social and legal phenomena allowed us to
characterize the criminal procedure as a developing system and a social institution
that is interconnected with other social institutions, and, consequently, as a factor
of effective influence on the control and prevention of economic extremism among
young people. The use of formal-logical and comparative-legal private-scientific
methods of cognitionmade it possible to comprehensively study the research subject,
formulate proposals for countering economic extremism among young people by
investigating and considering cases of crimes of this orientation. The research is
based on the modern provisions of the theory of criminal law, criminal procedure,
criminalistics, criminal intelligence, and expert activity.

6.3 Results

The increase in the number of crimes committed on the grounds of destabilizing
the social and economic foundations of society makes it necessary to use effective
means not only to prevent extremist sentiments among young people but also to
actively counteract them by suppressing criminal actions and bringing those respon-
sible for their commitment to criminal liability. Great importance is attached to the
legal qualification of actions for the commission of which the state establishes such
responsibility and work organization of the criminal justice system, without which
cannot be realized criminal liability.

Crimes of extremist orientation among young people, as is known, are heteroge-
neous. Among them, there are justifiably distinguished, first, such special elements of
crimes as public calls for the implementation of extremist activities; for the destruc-
tion of the territorial integrity of the state, the organization of an extremist commu-
nity, the organization of the activities of an extremist organization, the financing of
extremist activities (art. 280, 280.1, 282, 282.1, 282.2, 282.3 Criminal Code of the
Russian Federation); secondly, other crimes provided for by the Criminal Code of the
Russian Federation committed for reasons inherent in extremist activities; thirdly,
terrorist activities that represent an extreme form of extremism [20]. The crimi-
nalistic characteristics of each group of crimes, including economic and extremist
ones, undoubtedly affect the forms and methods of their detection and disclosure
[21], tactics of some investigative measures. However, the initiation of a criminal
case, investigation, and court proceedings of economic crimes, having an extremist
connotation, is carried out according to the general rules established by the Criminal
Procedure Code of the Russian Federation, obeys its principles, is provided with
appropriate guarantees, and is accompanied by the application of various procedural
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measures, that is, state coercion [15]. The functioning of the criminal justice system is
designed to ensure the achievement of anoutcome thatmeets the needs of society [12].

This allows us to consider criminal procedure activities as a factor of influence on
the fight against extremist manifestations among young people and the prevention of
economic crimes of extremist orientation [22]. At the same time, the effectiveness
of the impact of criminal procedure activities on the level of extremism in society is
determined not only by the effectiveness of the activity itself to initiate and investigate
extremist crimes in the economic sphere but also by the effectiveness of criminal
proceedings in general [11]. Therefore, any problems of criminal proceedings caused
by imperfection of legal regulation or shortcomings of law enforcement practice
affect the efficiency of proceedings in cases of crimes, including extremist ones,
which have their own specific problems.

It may seem that the formulated thesis about criminal procedure activity as a factor
in the fight against extremist and economic crime is in a certain contradictionwith the
widely spread in modern times concept of criminal procedure (criminal proceedings)
as a way to protect the rights and freedoms of the individual, which was also justified
by one of the authors [13]. Among the issues that are important for determining the
essence of the criminal procedure, we can mention the protracted, and according to
some estimates, fruitless, discussion about the relationship between the concepts of
purpose, purpose, and objectives of criminal proceedings [2]. The theoretical nature
of the problems chosen for the study does not detract from their importance for
solving practical problems, including legal regulation of criminal procedure activity.

According to I. B. Mikhaylovskaya, fixing the defense of the rights and legit-
imate interests of an individual as the purpose of criminal proceedings, including
against unjustified charges, convictions, restrictions on their rights and freedoms, and
changing the system of principles of criminal proceedings, “deprives the normative
basis of the thesis about the fight against crime as the goal of procedural regulation
of the functioning of criminal justice” [14].

The view on the purpose of the criminal procedure, which was presented at the
turn of the centuries and millennia and was widely spread later, allowed us to assert
that a new, protective type of process was being formed in Russia [7].

It should also be noted that the difference in theoretical approaches to each of
these concepts-task, purpose, including in application to criminal proceedings [4, 6],
is largely predetermined, both by the lack of a clear distinction in theory between
goals and objectives, and by the ambiguity of the concept of the criminal procedure
itself, which denotes both criminal procedure law, and the proceedings regulated
by it in a specific criminal case of extremist orientation, and the functioning of the
entire criminal justice system. In this regard, bringing the perpetrators to criminal
responsibility, assigning them a fair punishment, and compensating for damages
are called by some authors the goals of the criminal procedure [16], while others
are called the tasks [1, 3, 24]. It is easy to find a justification for each point of
view, if desired, which is not necessary for the terms of our research. Therefore,
as a compromise, we can assume the possibility of considering the tasks solved by
the participants in the criminal procedure as their immediate goals. Being in close
interaction, the goals and objectives of the criminal procedure do not completely
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coincide when we talk about the proceedings on a specific case and the criminal
procedure as a general concept.

In particular, Article 2 of the Code of Criminal Procedure of the RSFSR quite
precisely defined the tasks of the proceedings in a particular criminal case—to solve
the crime, establish the guilt of the offenders; this task should be solved today by
the bodies carrying out criminal prosecution, the purpose of which is paragraph 55
of Article 5 of the Code of Criminal Procedure of the Russian Federation calls the
establish the guilt of the offender, and therefore the disclosure of a crime, including
extremist and economic orientation. The solution of these tasks ensures the achieve-
ment of the goal outlined in Part 2 of Article 6 of the Criminal Procedure Code of the
Russian Federation—the conviction and punishment of the guilty and the prevention
of the conviction of the innocent. Dualism in determining the purpose of the criminal
procedure already indicates the limited means and methods of solving the problems
of solving crimes of extremist and economic orientation and establishing the guilt
of the offender, as evidenced by the fact of legal regulation of criminal proceed-
ings, although in Part 1 of Article 6 of the Criminal Procedure Code of the Russian
Federation, the nature of this restriction is more clearly expressed. In other words,
the legal regulation of criminal proceedings on crimes of economic and extremist
orientation is aimed not only at solving the crime and thereby protecting the rights
and legitimate interests of persons and organizations who have suffered from the
crime, but also at preventing the restriction of the rights and interests of the person
accused of the crime, his unjustified conviction. Only if these requirements are met,
criminal proceedings can contribute to strengthening the rule of law, preventing and
eliminating crimes of economic and extremist orientation, educating citizens in the
spirit of unswerving enforcement of laws and respect for the rules of human society,
that is, to meet the public demand or, to put it another way, to meet the social purpose
of criminal proceedings as the most important type of state activity.

6.4 Conclusion

Answering the question from the above positions, whether it is possible to consider
the criminal procedure, the purpose of which is to protect the rights and freedoms of
legal entities and individuals, as a factor of influence on the crime of extremist and
economic orientation, we state:

As social processes, crime and criminal procedure activities are, of course, interre-
lated andmutually dependent. The criminal procedure activity ensures the realization
by the state of the right to punish the person who committed the crime, contributes
to the solution of the tasks of general and special prevention, which, although it
does not give grounds to consider the criminal procedure as a means of combating
extremist and economic crime, cannot be ignored as a factor of influence on it. Hence,
the conclusion is that effective activities for the solution of crimes of economic and
extremist orientation, exposing the perpetrators, ensuring just punishment of the
guilty, and protecting the interests of the victims, have a positive effect on the state
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and dynamics of crimes, including extremist orientation, and harmonizes public rela-
tions. Accordingly, inefficient activities that do not ensure the implementation of the
purpose of criminal proceedings hurt public processes and contribute to the growth
of anti-social, illegal, including extremist manifestations. The search for legal means
and ways to improve the effectiveness of criminal procedure activity remains an
important area of scientific research.
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Chapter 7
Consumers’ Right to Information
in the Remote Sale of Goods as a Factor
of Inclusive Growth

Andrey N. Sadkov and Nikolay V. Kotelnikov

Abstract The authors claim that remote sale reduces the costs of consumers for the
purchase of socially significant goods and increases the availability of such goods
for all groups of the population, regardless of the location of the consumer. This is
interpreted by the authors as one of the factors of inclusive growth. It is proposed to
consider the right of consumers to receive reliable and complete information about
the product as a subjective right that provides everyone with equal opportunities to
meet household needs and improve well-being. The key role of the consumers’ right
to information in the system of measures is emphasized that ensure satisfaction of
their legitimate interests in the remote sale of goods. General proposals are formu-
lated to improve the Russian legislation regulating relations in the field of consumer
protection.

7.1 Introduction

The need to ensure the effective comprehensive long-term development of society
leads to the search for new criteria that could become guidelines that allow choosing
the right direction for optimal achievement of the intended goals. Expressing concern
about the greatly increasing stratification of society, economists and politicians of
developed countries, based on the results of social research, concluded that such an
indicator of the development of the national economy as the share of gross domestic
product per capita does not reflect the real state of the level of development of society.
This is largely due to the fact that when calculating gross domestic product, both
indicators of private production and the public sector of the economy are taken into
account. However, high profitability in the public sector does not always indicate
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a high median income of the population. It often happens that the volume of the
national gross domestic product is growing, and the population really lives worse. In
addition, there are enough examples in the modern world of how profits (especially
from extractive industries) go abroad, and with all the wealth of the country’s natural
resources, people live very poorly. The lack of objective information reflecting the
level of complex development of society cannot ensure the adoption of effective
decisions that contribute to the sustainable development of mankind in the long
term. Back in 2009, the commission, headed by the Nobel Laureate in Economics,
the authoritative American economist Joseph Stiglitz, responsibly stated that it was
time to shift the emphasis tomeasuring the level of publicwelfare frommeasurements
of economic production (primarily by estimating gross domestic product (GDP)) to
measure the well-being of people [11, P. 55].

During the World Economic Forum in Davos in 2017, a proposal was made on
the need to use such an indicator as the Inclusive Development Index (IDI) as an
alternative indicator of gross domestic product [1]. According tomodern researchers,
the InclusiveDevelopment Index should be considered as amodern analogue ofGDP,
devoid of many disadvantages of the latter [9, P. 79].

The inclusive development index is directly related to the category of “inclusive
growth”, which, according to R. Hasmath, is characterized by a focus on improving
the well-being of the population, reducing inequality due to the uniform distribution
ofwealth and benefits among the population, characteristic of the social economy [2].

Undoubtedly, this approach deserves the closest attention. It seems that the slogan
“the economy is for a person, not a person for the economy” [3] is more relevant
than ever before at the present stage of society’s development.

Undoubtedly, the degree of satisfaction of the median consumer interests should
be recognized as one of the indicators of sustainable inclusive development. This
is primarily determined by the availability of socially significant goods for him.
The remote sale of such goods reduces the costs for both producers of goods and
consumers of these goods. The popularity of remote purchase and sale of goods is
evidenced by the steady growth in the volume of online commerce [4]. In addition,
distance trading makes it possible to ensure the availability of a particular product
for all groups of the population, regardless of the location of the consumer, which
undoubtedly should be considered as one of the factors of inclusive development and
the Internet of Things [5].

The problem of proper and reliable informing the consumer about the quality and
properties of the goods during its remote purchase and sale is more acute than ever
before. It seems that each of us has come across either personally, or such cases have
taken place in his immediate environment, when the goods purchased in the order
of online trade did not meet the buyer’s idea of its quality and properties. Often, It
does not often only generate a feeling of deep dissatisfaction, but is also associated
with additional property and temporary losses for the consumer.
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7.2 Methodology

The researchwork is based on the general scientificmethod ofmaterialistic dialectics.
In addition, such methods of scientific cognition as analysis, synthesis, deduction,
induction, method of system research, method of structuring material, formal legal
method, and comparative legal method were used.

7.3 Results

In the modern legal environment, effective protection of consumer rights is consid-
ered as one of the most important factors in creating a competitive, transparent,
and fair market environment. This fully applies to the problems of distance trading,
which uses modern digital technologies that ensure the interaction of the seller and
the buyer. That is why, as one of the fundamental goals of the implementation of
the Strategy of the State Policy of the Russian Federation in the field of consumer
protection for the period up to 2030 (approved by the decree of the Government of
the Russian Federation dated August 28, 2017, No. 1837-r [6]) is to improve the
level and quality of life of the population of the Russian Federation. As can be seen,
the Government of the Russian Federation sees a direct link between a high degree
of consumer protection and an increase in the standard of living of the population.

Forming a list of basic consumer rights, the Russian legislator emphasizes the
consumer’s right to receive objective information concerning the purchased goods,
as well as about those persons who created such goods, about the seller, and about
the performer of the consumed works and services. The norms of paragraph 1 of
Article 8 of the Law of the Russian Federation dated July 2, 1992, No. 2300–1
“On Consumer Rights’ Protection” [7] (hereinafter—the Law on Consumer Rights
Protection) determine that the consumer has the right to demand the provision of
necessary and reliable information about the manufacturer and seller of the goods,
the person performing the work and the person performing the services, the working
hours of these persons, and the qualities of the goods (works, services) sold by these
persons.

The importance of the right to information in the legal status of the consumer is
due to a number of reasons.

Firstly, this right is one of the conditions for consumer protection, since it allows
the consumer to orient himself about whom to make claims against and whom to
demand compensation from for damage caused as a result of the sale (delivery) of
substandard and unsafe goods (work, services).

Secondly, guided by reliable and complete information about the properties of
the product, the consumer can thoughtfully and consciously choose a product (work,
service) that has the qualities he needs. The proper fulfillment of the obligation to
provide information by the seller and the manufacturer of the goods to the consumer
is designed to ensure that the consumer can competently choose the goods, works, or
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services he needs. In the legal literature, the increased attention paid to the consumer’s
right to information about goods (works, services) is conditioned by the presumption
that the consumer does not have special knowledge about the properties and charac-
teristics of goods (works, services), which is highlighted in the norms of paragraph
4 of Article 12 of the Law on Consumer Protection [8].

Making the right choice and safe use ofmanymodern goods requires the consumer
to have the appropriate knowledge, which an ordinary citizen does not possess as a
rule. As an example of such goods, technically complex goods, computer equipment
and software, household chemicals, and other similar goods can be cited. A similar
statement is true for some works and services, for example, banking and insurance
services, and paid medical services. Citizens who do not have the necessary and
reliable information about the goods, works, or services consumed often attract the
attention of fraudsters selling expensive goods that either do not meet the stated
characteristics, or such goods are not really needed by the consumer (first of all, this
applies to medical products, biologically active food additives, hygiene products,
and cosmetics).

Of particular importance for the proper choice by the consumer of those goods
that he really needs, the right to information has a remote interaction between the
seller and the buyer. The norms of Article 26.1 of the Law on Consumer Protection
recognize the possibility of concluding a retail sale agreement in the absence of direct
familiarization of the consumer with the product (or a sample of such a product)
at the conclusion of the contract. Interacting with the seller in the framework of
distance trading, the consumer chooses the product based on familiarization with
the description of the product offered by the seller. The description of the product,
its image, and photos are most often placed in catalogs, brochures, booklets, on the
websites of sellers or manufacturers. It is obvious that the consumer in this situation
largely depends on the reliability and completeness of the information provided by
the seller.

Thirdly, the consumer’s right to receive reliable information about the product,
its manufacturer, and seller is also important because it ensures the proper exercise
of another consumer right—the right to the safety of goods, works, and services. It
seems that this is why the provisions formulated in paragraph 3 of Article 12 of the
Law on Consumer Rights Protection grant the consumer the right to demand full
compensation for the damage caused to his life, health, and property, if the infliction
of such damage is causally related to the failure of the seller and the manufacturer of
the goods to fulfill the obligation to provide the consumer with complete and reliable
information about the goods being sold or work or service.

The construction of “informational” legal relations arising between entrepreneurs
and consumers in remote trading assumes that the consumer’s rights to receive
complete and reliable information about the product correspond to the obligation
of the seller of the goods (manufacturer, contractor) to provide this information. In
this regard, the Law on Consumer Protection establishes a number of requirements
that determine the specifics of the performance of such a duty.

As already noted, in accordancewith the rules ofArticle 8 of theLawonConsumer
Protection, the consumer has the right to demand the provision of necessary and
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reliable information about the manufacturer of the goods and the seller of such
goods, about the mode of its operation and about the goods being sold (works,
services). The Law on Consumer Protection establishes a number of requirements
for the information provided to the consumer. Such information must be reliable,
necessary, timely, and accessible.

Information that contains data that exactly corresponds to the real properties and
qualities of the product (work, service) is recognized as reliable. Thus, reliable infor-
mation should not contain errors, distortions, and deliberately false information.
According to the antimonopoly authorities, the unreliability of the translation of
information about the product (work, service) into Russian should be regarded as the
provision of inappropriate information [9].

The amount of the information about the product, which the legislator calls “nec-
essary information”, forms a set of information sufficient to form a clear idea of
the consumer properties and qualities of the goods to an ordinary citizen. A certain
amount of information about the product, characterized by the term “necessary infor-
mation”, helps the consumer,whodoes not have special knowledge about the product,
tomake an accurate choice of the product he needs in accordancewith his preferences.

The list of the necessary minimum information about the manufacturer of the
goods (the executor of the goods, the seller of the goods), which the consumer
has the right to rely on, is clearly reflected in the Law on Consumer Protection.
According to the instructions of the legislator, information about the seller (performer,
manufacturer) should reflect:

• the name of the organization or the name of an individual entrepreneur (in accor-
dance with the norms of Article 54 of the Civil Code of the Russian Federation
[10], it is established that the name of a legal entity must necessarily include an
indication of its organizational and legal form. The names of non-profit organi-
zations, and in cases stipulated by law, the names of commercial organizations,
must contain an indication of the nature of the legal entity’s activities. An indi-
vidual entrepreneur who is a seller of goods (a performer of works and services,
a manufacturer of goods) is obliged to provide the consumer with information
about the passage of the state registration procedure as an individual entrepreneur
and information about which body carried out such registration);

– the location of the seller of the goods (the manufacturer of the goods, the
contractor of services and works);

– the seller’s working hours;
– information about the license and (or) accreditation, if the entrepreneur’s

activity is subject to licensing and (or) state accreditation (in this case, the
consumer has the right to request information about the type of activity
permitted to a potential counterparty, about the license number and (or) the
number of the certificate of state accreditation, about the validity period of the
license and (or) the certificate of state accreditation, as well as about the body
that issued the license and (or) the certificate of accreditation).
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The establishment of a list of mandatory information about the product to be
specified during its sale protects the consumer from an unscrupulous seller who,
by hiding a part of the information about the product from the consumer, could
mislead the consumer about the consumer properties of the product and its quality.
The minimum amount of information about a product (work, service) is fixed in the
norms of paragraph 2 of Article 10 of the Law on Consumer Protection and includes
an extensive list of information components. For certain types of goods, such a list
(as a rule, a wider one) is established by special legal acts.

However, it cannot be assumed that the provision of the minimum mandatory
amount of information about the product, established by the legislator, will be recog-
nized as the proper fulfillment by the seller of his duties to inform the buyer of the
goods. This interpretation of the norms of Article 10 of the Law on Consumer Protec-
tion, in our opinion, unreasonably reduces the content of the information obligation
of the entrepreneur to his clients. Based on a systematic interpretation of the norms
of Article 8 and Article 10 of the Law on Consumer Protection, we believe that,
depending on the type and nature of the goods (services, work), the entrepreneur is
obliged to provide additional information necessary to ensure the correct choice of
the consumer. It is necessary to agree with the statement that if the consumer needs
other or additional information that is not prescribed by a regulatory legal act, then
there is no reason to believe that the contractor has the right to refuse to provide such
information to the consumer [11].

The requirements concerning the availability of information about a product
(service, work) to the consumer follow from the provisions of paragraph 2 of Article
8 and paragraph 1 of Article 10 of the Law on Consumer Protection. In these provi-
sions, the legislator prescribes the manufacturer of the goods and its seller to bring
the appropriate information to the consumer’s attention in a clear and accessible
form when concluding a consumer contract by the methods adopted in the relevant
areas of trade and service. As a general rule, all the information that is required
must be communicated to the Russian consumer in Russian. At the discretion of the
manufacturer of the goods (contractor of works and services, seller of goods), the
information prescribed by law about the goods (work, service) may be brought to
the consumer in the state languages of the subjects of the Russian Federation and the
native languages of the peoples of the Russian Federation. The manufacturer and the
seller can place the information addressed to the consumer on the packaging or label
of the goods, state it in the technical documentation attached to the goods, leaflet
inserts for each unit of goods, or in any other way accepted for certain types of goods.

The peculiarity of the exercise of the consumer’s right to information during
the remote sale of goods is that the law provides for step-by-step informing of the
consumer. Prior to the conclusion of the contract, the consumer should be provided
with the opportunity to get acquaintedwith themain consumer properties of the goods
(services, works), with information about the place of manufacture of the goods, the
address (location) of the seller of the goods (manufacturer of the goods, contractor
of works and services) and its full brand name (name), the price and conditions of
purchase of the goods, its delivery, service life, expiration date and warranty period,
the procedure for payment for the goods, as well as the period during which the
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offer to conclude the contract is valid. This is quite clearly stated in the norms of
paragraph 2 of Article 26.1 of the Law on Consumer Protection. Subsequently (that
is, at the time of delivery of the goods), the consumer must be provided in writing
with information about the goods provided for in Article 10 of the Law on Consumer
Protection, and information about the procedure and timing of the return of the goods
provided for in Article 26.1 of the Law on Consumer Protection.

7.4 Conclusion

Distance trading allows you to reduce the seller’s costs for organizing the sale of
goods (there is no need to maintain a large number of warehouses, hire workers to
work in trade pavilions, etc.). This extends the discretion of the seller to set the price
of the goods. Reducing the price of the product ensures its availability to the public.

The use of effective technologies of remote interaction between counterparties in
the purchase and sale of goods through online commerce contributes to the expansion
of the buyer’s capabilities both to choose the product itself and to choose the seller.
This has a positive impact on the level of competition in a particular commodity
market, stimulatingmanufacturers and sellers of goods to search for themost optimal
models of interaction with buyers. We believe that achieving an optimal level of
interaction between sellers (producers) of goods and consumers of such goods is one
of the factors that have a positive impact on the pace of inclusive growth.

It should be remembered that the effectiveness of distance trading largely depends
on the level of balance of the guarantee system and ways to protect consumer rights.
Determining the content of the consumer’s right to information during the remote
sale of goods, the legislator must take into account the specifics of the procedure for
concluding and executing a retail sale agreement, the specifics of using technologies
for remote interaction of counterparties. We believe that it is necessary to establish
a simplified procedure for the return of goods and compensation for losses caused
to the consumer if the properties of the purchased goods do not fully correspond to
the information provided about them. The need for such additional measures is due
to the special significance for the consumer of information about the product during
remote interaction between the seller and the buyer, since the information provided
by the seller about the product is the main (and often the only) guideline for choosing
the goods needed by the consumer.
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Chapter 8
Protecting the Rights of Indigenous
Peoples as an Essential Element
of Inclusive Economic Growth

Fridon R. Ananidze and Naser A. R. Al Ali

Abstract The notion that the fruits of economic growth should be enjoyed by wide
sections of society has not always received universal support. Traditional approaches
to economics have long focused on the role ofmarket forces as an engine of economic
growth rather than on ensuring equitable development outcomes driven by market
forces. In practice, however, as a result of a policy of total non-government inter-
vention in the economy, there is growing evidence of unwanted outcomes, such as
increased income inequality and persistent poverty levels, whichweaken social cohe-
sion. Over time, the number of people who understand that economic development
and growth must bring prosperity and well-being for all increases, including among
scientists and policy-makers at the national and international levels. This increase
in public awareness has led to increased recognition and understanding that growth
must be inclusive, including the growth of prosperity and the protection of the rights
of all vulnerable groups. Within the framework of this article, special attention is
focused on protecting the rights of such a vulnerable category of the population as
indigenous peoples.

8.1 Introduction

Indigenous peoples live compactly on all continents inhabited by
humans. In North America, these are Indian tribes (Iowa, Apache, and Roquez,
Eskimos, Aleuts, and others); in Latin Amerika—Aimara, Aruaki, Aztecs, Maya,
Inca, Yanomami, and others; in Australia—the Australian Bushmen; in Africa—
Maasai, Enderois, San (bushmen), Mbati (pygmies), and others; in Europe—
the Sami (Lapps); in Asia—the Ainu and Ryukyu peoples (Japan), the Nanai
and some other peoples of China; in Oceania—Chamorro (Guam), Hawaiians
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(Hawaii), Maori (New Zealand), Papuas (Papua New Guinea and some regions of
Indonesia), Naura (Nauru), and others [16]. A large group of indigenous peoples is
made up of the small indigenous peoples of the Russian Federation living in a vast
area from Karelia to Kamchatka and Sakhalin—Vepsians, Sami, Koryaks, Khanty,
Mansi, Nanais, Yukagirs, Nivkhs, Nenets, Chukchi, Shors, and many others [16]. It
is approximately from 200 to 360 million people who share common needs
and problems [8].

Indigenous peoples as peoples with all their own characteristics (cultures,
customs, traditions, languages, ancestral lands, traditional way of life, etc.) have been
existing for centuries. Nevertheless, it was only in the past century when the world
community started to recognize the vulnerability of millions of representatives of
aboriginal communities and realize special politics to increase the level of social and
legal aspects of their life.

However, neither the international law science nor international legal documents
still are able to define what members of the Earth population should be included
in the concept of “indigenous people” and what criteria the concept of “indigenous
people” do consist of [1]. Nowadays, in international law practice, it is possible to
find how the concept functions in various kinds of its definitions.

The issue is further complicated by the fact that a whole host of distinc-
tive features characterizes indigenous peoples: first, they represent different ethnic
groups, ethnicity, and races; secondly, they profess different religions; thirdly, they
speak different languages; fourthly, they are representatives of different cultures,
traditions and customs, and alike.

The only thing that is a standard feature for them is that almost all of them live
on their ancestral (traditional) lands and lead a traditional way of life [16].

Thus, based on such a variety of races, languages, cultures, religions, and the
mere fact that indigenous peoples are at different stages of their socio-economic
development, and they have different interests and aspirations, it is not very easy to
develop internationally one adequate definition which would be a common name for
all aborigines.

8.2 Methodology

The methodological basis of the study involves a combination of general scientific
(dialectical, historical, inductive, deductive, analytical, synthetic) and private scien-
tific methods (formal-legal, comparative-legal, interpretative, statistical, procedural,
and dynamic).
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8.3 Results

AsRussian researcher, R. Garipov states, “the development of the concept of “indige-
nous people” should be based on the approach of comprehensive coverage of indige-
nous peoples, which would include all their (indigenous peoples) diversity and, at
the same time, be based on some general criteria” [12]. We agree with this statement
and believe that starting point here is a criterion of determining indigenous peoples as
“descendants of the population, that lived in this certain area before the arrival of
people of other racial and ethnic origin, with another religion, culture, language,
customs” [13].

Another acceptable, in our opinion, criterion for defining the term “indigenous
people” is their non-dominant position in the nationwide collective. According to
professors I. P. Blishchenko and A. Kh. Abashidze, “at the national level indigenous
peoples usually do not occupy a dominant and sometimes re in a discriminatory
provision” [11]. Here we completely agree with them, and cannot agree with the
opinion of R. Sh. Garipov, who claims that “this is not a sign of the indigenous
people, but a consequence of the unfair state policy towards them. In addition, in
a number of states, the indigenous population constitutes the majority in relation
to non-indigenous nations (countries of South America) and in some of them state
policy is changing for the better before our eyes (for example, Bolivia, where a new
constitution was adopted)” [12].

We proceed from the fact that “the result of the unfair state policy toward indige-
nous peoples”, and such was the colonization of the ancestral lands of the aborigines,
the above first criterion can be considered the same success. At the same time, it
should be specified that indigenous peoples around the world constitute a minority
of the population of states with the exception of three Latin American states—
Bolivia (49%), Ecuador (40%), and Guatemala (40%), and note that only in Bolivia,
the Quechua and Aymara have status from the state language along with Spanish [5].

The essence of the next criterion for defining the term is the complexity diversity
of languages, cultures, traditions, customs, and beliefs of these peoples.

When defining the concept of “indigenous people”, it should also be noted that the
overwhelming majority of indigenous people avoid the creation of overly centralized
political institutions and organize their life mainly at the community level. Decisions
are made after a common opinion has been reached within the community, which,
in terms of organization and management of society, is very different from most
modern states [4].

One more circumstance should be specially emphasized: the consciousness of
belonging to an indigenous people (self-identification) is an integral part of their
culture, beliefs, and existence as a separate ethnic group. In general, it is expressed
in spiritual closeness to their origins, roots, identity, and unites almost the entire
world’s indigenous peoples [10].

This circumstance was manifested in the “Lovelace Case” [24], considered by the
HumanRightsCommittee. The cruxof thematterwas this:ACanadian Indianwoman
named Sandra Lovelace, registered as a Malecite Indian, married a non-Indian. If an
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Indian woman did not marry an Indian, then, according to the Canadian Indian Act
of 1970, she would lose her Indian status. This meant that such a woman could not
enjoy all the benefits and preferences enjoyed by members of the Indian community
(the right to inherit family property, the right to be buried on a reservation, take part in
ceremonies and rituals, and others). Simultaneously, when the male Indians married
non-Indian women, they did not lose this status.

Thus, Sandra Lovelace after marriage lost the status of an Indian. When she
separated from her husband and decided to return to the reservation, attempts were
made by theCanadian authorities to prevent her from livingwith her fellow tribesmen
on her former reservation. In the end, having exhausted all domestic remedies of their
violated rights Sandra Lovelace’s individual petition addressed to the Committee
of the United Nations for Human Rights, whose jurisdiction is recognized by the
state. In her appliance, she claimed that theCanadian IndianAct of 1970 disrupted her
rights contained in art. 2 and 3 of the International Covenant on Civil and Political
Rights of 1966 (equal right of men and women), as well as refusing to her «the right,
in community with other members of their group, to enjoy their own culture» on
the basis of art. 27 of the Covenant. The Committee decided that Sandra Lovelace
IME la eligible to return to the reservation and to live together with other members
of her tribe.

Later, in 1985, the Canadian Indian Act was amended to remove provisions that
discriminated against women. It is noteworthy that, based on the amended law, all
women who suffered like Sandra Lovelace were restored to their rights.

Thus, the criterion of self-identification is an important component of the concept
of indigenous people, especially since it found its consolidation in paragraph 2 of
art. 1 of the ILO Convention No. 169, which says that «the indication of the peoples
themselves as belonging to the indigenous or tribal way of life is considered as a
fundamental criterion for determining the groups to which the provisions of this
Convention apply» [18].

The actual content of another criterion for defining the concept of «indigenous
people» is their attachment to the original (traditional, paternal) lands. The over-
whelming majority of indigenous peoples consider the land to be alive and holy, and
any economic activity (mining, and others) is considered a great sin. For example, the
indigenous people of Haruku, living in eastern Indonesia on the island of Haruku,
part of the Moluccas, believe that theiunr lands’ commercial use has devastating
consequences for their sacred sites [5]. Also, Australia’s aborigines believe that their
ancestors’ spirits inhabit the land around them, so any activity related to the extraction
of minerals can hurt them. In a word, the world around and the land for indigenous
peoples is a sacred, living creature, and “owning or treating the land as a commodity
to be used and then abandoned is considered by them to be the worst crime deserving
of damnation” [7].

Traditional lands for indigenous peoples are the foundation of their existence
and development. These lands give them food (hunting, fishing, and gathering),
on them they lead their traditional way of life, here they perform their cult rites, and
here are their holy places. Over the centuries, the indigenous peoples have devel-
oped “a certain set of rules on the ownership and preservation of these lands as the
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main factor of their existence” [19]. On the din from the representative of the Indige-
nous Council on this occasion, he said: “execution of indigenous people is the surest
way to separate them on the part of the earth” [18]. It should be emphasized that
this «territorial» feature is the main distinguishing feature of the indigenous peoples
from national minorities.

If you trace the history of the emergence and evolutionary development of the
concept of “indigenous people” in the international legal literature, you can find that
the term “indigenous people” originally appeared. This was in 1921 in connection
with a study by the ILO on the problems of indigenous workers [12]. Then it was
included in the text of international legal acts developed and adoptedwithin the frame-
work of the ILO, and to one extent or another, regulating certain rights of the indige-
nous population. On the basis of analysis and the relevant provisions of these acts,
it can be concluded that “they mostly regulate labor relations between indigenous to
the village and representatives of metropolises” [9].

ILO Convention 1957 No. 107 “On the protection and integration of indige-
nous and other communities, Tribal and Semi-Tribal Peoples in Independent
States” (hereinafter—the Convention No.107) summarized existing in international
law, the first period and the fragmented components of the concept of “indigenous”
(the term “indigenous people” appeared in international legal documents later) and
in Art. 1 held that it applies:

1. (a) to persons who are part of the population, leading a tribal or semi-tribal
lifestyle in independent countries and who are at a lower socioeconomic
stage of development than the rest of the population of the state, andwhose
legal status is regulated partially or completely by their own customs,
traditions or special legislation;

(b) to persons who are part of the population leading a tribal or semi-tribal
lifestyle in independent countries, and are considered as an indigenous
population due to the fact that they are the descendants of the inhabitants
who inhabited the country or geographical area of which this country is
a part, during its time conquest or colonization, regardless of their legal
status, leading a lifestyle that is more consistent with the socio-economic
and cultural system of those times than the system of the country they are
part of.

2. For the purposes of this Convention, the expression “semi-tribal” includes
groups or individuals who, although they are close to losing their tribal
characteristics, are not yet integrated into the national collective” [2].

A few decades later, ConventionNo.107 has been revised, and on its basis in 1989,
the ILO adopted liters and Convention No.169 “About the Indigenous and Tribal
Peoples in Independent Countries” (hereinafter—the Convention No.169). There
were certain objective reasons for this, the essence of which is briefly as follows:

In a first, the Convention No.107 actually been focused on “integration” of the
indigenous population lives in the dominant society was preceded by the United
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Nations in the form of the Indian question, adopted by the UN system organiza-
tions more in the year 1953. Also, in 1953, the ILO published its first comprehensive
study on the working and living conditions of indigenous peoples [7].

In a second, in this period the provisions of the universal legal instruments such
as the International Convention on Human Rights of 1966, the Optional Protocol to
the International Convention on Civil and Political Rights of 1966, and others are
reflected in the national legislation in a number of states and by the ethnic and cultural
features of indigenous peoples and their protection, and that are regulated by the
national legislation of a raw of countries.

In a third, in a given period the increase of voluntary integration started. This
means that indigenous peoples could be integrated into the national community only
voluntarily, i.e., only if there is a clearly defined will of themselves. According
to par. 1 of art. 5 of the UNESCODeclaration on Race and Racial Prejudice of 1978,
“each people is free to decide for itself the issue of preserving and, if necessary,
adapting or enriching the values that it considers fundamental to its identity” [15].

Fourth, indigenous peoples have a deliberative vote in certain international
intergovernmental organizations in solving their problems at the highest interna-
tional level. For example, in 1951, the Scandinavian states established the inter-
parliamentary international organization called the Scandinavian Council, which
includedmembers of 5 Scandinavian countries (Norway, Sweden, Finland,Denmark,
and Iceland) and consisted of 20 representatives from each parliament. Among
other deputies in the Nordic Council, indigenous people were presented by repre-
sentatives of the Greenland Eskimos (Denmark) and the Sami people’s (Norway,
Sweden, Finland)—the indigenous peoples of these member states of the Organiza-
tion. Themain thing here is that they (representatives of indigenous peoples) are fully-
fledged MPs of this significant inter-parliamentary forum of the region’s states [19].

Fifth, in 1982, ECOSOC established the Working Group on Indigenous Issues to
address the promotion and protection of human rights and fundamental freedoms of
indigenous populations through the development of and the rules in this regard.

All of these new aspects are reflected in the provi-
sions Co. Mr. Wentz ILO number 169, according to art. 1 which it applies:

a. “to peoples leading a tribal way of life in independent countries, the social,
economic and cultural conditions of which distinguish them from the rest of
the population of the country and whose legal status is regulated partially or
completely by their own customs, traditions or special legislation;

b. to peoples in independent countries, which are considered as indigenous peoples
due to the fact that they are the descendants of the inhabitants who inhabited the
country or geographical area of which this country is a part, at the time of its
conquest or colonization, or the establishment of the current borders of states,
and who regardless of their legal status, they preserve partially or completely
their own social, economic, cultural and political institutions” [14].

Thus, based on the analysis of the above convention definitions, the following
main criteria for defining the concept of “indigenous people” can be identified:
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Indigenous peoples are the descendants of the population that lived in this partic-
ular territory before the arrival of people of a different racial and ethnic origin, with
a different religion, culture, language, customs; non-dominant position of indige-
nous peoples in the national communities of states; linguistic, cultural, ethnic,
racial and other differences of indigenous peoples from the rest of the popula-
tion; self-identification is the voluntary awareness of belonging to an indigenous
community.

On September 13, 2007, the UNGA adopted the Declaration on the Rights of
Indigenous Peoples [3] (Resolution 61/295) [19]; however, this document only regu-
lates the legal status of indigenous peoples (rights, freedoms, guarantees, obligations)
and does not say anything about the definition of the term “indigenous people”.

In such a situation, a starting point for the definition of indigenous
people can become a working definition of the United Nations, formulated by the
Special Rapporteur on the issue of discrimination against indigenous populations for
the UN Sub-Commission on Prevention of Discrimination and Protection of Minori-
ties Jose Martinez Cobo, according to whom “indigenous people is from the current
descendants of peoples who lived in the present territory of all or part of a country
at the time when persons of another culture and ethnic origin came to it from other
parts of the world, who conquered them and put them in a dependent and colonial
position through conquest, colonization, and other means; at present, these peoples
live more in accordance with their special customs and social, economic and cultural
traditions than with the institutions of the country of which they are a part, with a
state structure that is based mainly on the national, social and cultural characteristics
of other dominant segments of the population” [20].

José Martinez Cobo also did not ignore the problematic issue of the marginaliza-
tion of certain indigenous peoples. He states that “Although the isolated marginal
groups that exist in the country have not been subdued or colonized, they should also
be extended to include the concept of ‘indigenous people” and names the following
factors as evidence for his claim:

– “they are descendants of groups that were on the territory of the country at the
moment when groups of another culture or ethnic origin arrived there;

– precisely because of their isolation from other parts of the country’s popula-
tion, they managed to keep the customs and traditions of their ancestors practi-
cally intact, which are similar to the customs and traditions characteristic of the
indigenous population;

– they are the odds subordinated to the state structure, which is based on alien they
national, social and cultural characteristics” [21].

In his final report of 1982, J. M. Cobo proposed the formulation of the inves-
tigated term: “indigenous people are indigenous communities, peoples and nations
that maintain a historical continuity with societies that existed before the invasion
of the conquerors and the introduction of the colonial system and developed in their
own territories who consider themselves to be different from other strata of society
currently prevailing in these territories or in part of these territories. They constitute
non-dominant strata of society and want to preserve, develop and pass on to future
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generations the territory of their ancestors and their ethnic identity as the basis for
the continuation of their existence as a people in accordance with their own cultural
characteristics, social institutions and legal systems” [22, 23].

Working Group on the OH on Indigenous Populations repeatedly discussed the
issue of defining the concept of indigenous people, and set aside time to consider this
issue and decided to use the definitions and criteria set forth g wasps hearths J.M.
Cobo. As we have noted above, adopted in the subsequent Declaration of Indigenous
Peoples’ Rights does not contain a definition of indigenous people.

8.4 Conclusion

On the basis of the analysis carried out, the following general criteria and components
of the concept of the term «indigenous people» can be distinguished:

Firstly, indigenous peoples are the descendants of the population that lived in this
particular territory before the arrival of people of a different racial and ethnic
origin, with a different religion, culture, language, customs;
Secondly, at the national level, indigenous peoples occupy a non-dominant
position.
Thirdly, the presence of a variety of languages, cultures, traditions, customs, and
beliefs among the indigenous peoples of the spruce complex.
Fourth, self-identification is a voluntary awareness of belonging to an indigenous
community.
Fifth, the main feature of indigenous people from other ways of life is a wide
adherence to traditional (“father’s”) lands, nature, and the environment in general,
resulting in great love and respect for her, in the interconnectedness and interde-
pendence of these two concepts (the root people and land), since all of this is an
integral part of the culture, religion, life, and the mainstay of survival, existence,
and development of indigenous peoples [6].
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Chapter 9
Creative Industries in the Context
of the Global Digitalization of Copyright

Rimma S. Rahmatulina and Galina N. Chernichkina

Abstract The transition to an intensive path of development of States in the modern
world is not possiblewithout investment in humanbeings. The absence of such invest-
ments can lead to a humanitarian crisis to preserve a single cultural space. All this
dictates the need to develop traditional culture, intangible cultural heritage, histor-
ical identity, connections in the transfer of cultural, ethnic traditions and knowledge.
At the same time, the result of this task in the context of widespread digitaliza-
tion is the solution to such issues as the formation of a single register of cultural
heritage objects. The registry should contain account information about the object
in an online form. The creation of an interactive form of various cultural heritage
objects is associated with the process of forming creative industries based on them.
This article is devoted to solving the problem related to the protection of intellec-
tual property, which also accompanies the development of digital creative industries
while preserving historical heritage.

9.1 Introduction

Currently, inmany countries of theworld, a “creative economy”has begun to develop,
which is increasingly influenced by digital technologies. This term was first intro-
duced by John Hawkins. According to John Hawkins, “creative economics deals
with ideas and money. This is the first kind of economy where imagination and
ingenuity decide what people want to do and do. And what they want to buy” [1].
Russian creative economy is “an economy that is associatedwith intellectual property
in various fields of activity” (The order of the Government of the Russian Federa-
tion of 20.09.2021 No. 2613-r about the development of the concept of the creative
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industries) [2]. At the moment, the creative industry in the Russian Federation does
not have sufficient legal regulation, and in this regard, it needs to be developed and
improved.

In the United States, creative industries focus on a sector more focused on works
of art, while excluding the field of computer programming and scientific research
not related to art. In the UK, the first place in the creative industry is put by digital
technologies and use the concept of “creative and digital industry”, which allows the
wide use of various copyright objects in digital form, online services. In Singapore,
as a result of the digital revolution, digital marketing, the design and media arts
industry are successfully developing.

The concept of “creative industries” is associated with tourism, with such areas
of economics and culture as folk art crafts, design, theater, cinema, architecture, the
fashion industry, television, their use and commercialization.

9.2 Methodology

The potential of creative industries is high, as noted in many Russian and foreign
studies. Every year, the sphere of creative industries includes both new types of
activities and various objects of intellectual property are used. As the main sector of
the economy in many countries of the world, creative industries are associated with
the formation of new creative ideas, their implementation and commercialization of
results. Creative industries originated in the early nineties of the last century and
in many countries are already a priority area of public policy. In countries such as
Indonesia and the United Arab Emirates, the creative economy has shown rapid
growth in the years 2017–2018. However, only 44 settlements on the territory of the
Russian Federation have the status of a historical settlement of federal significance.
Creative economy and creative industries are new terms that have existed for about
twenty years around the world, but are widely used, established, and constantly
developing.

9.3 Results

9.3.1 Creative Industries as a Legal Phenomenon

The creative industry is an activity in which subjects realize various economic and
creative tasks. The term creative industries is multifunctional and interdisciplinary in
nature. In article 3 of the Fundamentals of the legislation of the Russian Federation on
culture, cultural activities are “activities for the preservation, creation, dissemination
and development of cultural property” [3].
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It should be noted that “cultural industries” and “creative industries” are replacing
each other’s concepts, although the concept of “cultural industries” ismore correlated
with historical heritage, folk traditions, folklore, and the work of different nation-
alities. Creative industries are creative technologies, digital art, design projects, the
result of which is profit and job creation through the distribution of copyright objects.
Copyright objects are the basis of the creative economy, its main component, since
creativity is increasingly becoming the engine of interesting ideas and innovations,
the cultural development of society.

“The development of digital technologies will lead to a reduction in jobs, and
thanks to creative industries, new ones will be created that are inextricably connected
with creativity and cannot be automated” [3, 4]—as indicated in the concept of the
development of creative industries in Russia. In this regard, a large role in the field
of tourism, show entertainment, festivals, concerts is assigned to copyright objects,
which are transformed into a massive market product of creative industries.

The concept of the development of creative industries inRussia to achieve national
goals contributes not only to “opportunities for the self-realization and development
of talents; decent, efficient work and successful entrepreneurship, but also digital
transformation” [3, 3].

The global integration of digital technologies [5, 239] has especially influ-
enced copyright objects, their creation and wide use, thereby developing different
types of individual and folk art. New products, goods, services in digital form are
emerging. A new phenomenon in cultural life was digital services and platforms,
social networks, on which objects of museum funds, theater projects, entertain-
ment television programs. Spectacular online projects and events of participants
of many countries of the world increase every year and issues and problems of
protection of copyright objects arise. The digital revolution has not just changed the
creative potential and objects created in digital form, it has created opportunities
for business development in this area. In the Resolution adopted by the UN General
Assembly on December 19, 2019, 2021 is the International Year of the Creative
Economy and for the Development of the Creative Economy, noted the need for
“the development of digital technologies, an innovative and digital economy and
electronic commerce, Establishing appropriate digital infrastructure and communi-
cation networks to promote sustainable development, Increasing public and private
investment in creative industries and establishing appropriate normative base”.1

In the recommended manual of the World Intellectual Property Organization
(WIPO), the creative industries “include a diverse group of activities, all of which
rely to a greater or lesser degree on the contribution of original work and its protection
through various IP rights” [6].

In the Russian concept of the development of creative industries, creative indus-
tries are associated with companies whose sphere of activity is intellectual property,
manufactured goods and services with economic value, providing economic growth,
cultural development, and art.

1 https://undocs.org/pdf?symbol=ru/A/RES/74/198.
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9.3.2 On the Identification of Objects of Creative Industries
and the Register

Currently, a significant part of the small towns of the Russian Federation is the
center of unique monuments of cultural and natural heritage, which can be centers of
cultural and cognitive tourism. In many countries of the world, as in Russia, a state
register of cultural heritage objects (historical and culturalmonuments) ismaintained.
Registers of objects [7] provide interaction of information systems. Therefore, the
entry of the object into the register can be accompanied by an interactive link to
its media characteristics in order to familiarize itself with it when taking an online
tour, participating in certain projects. The development of the status of a historical
settlement inevitably entails the creation on its basis of a creative economy based
on the capitalization of intellectual property obtained during the design of an object
of historical and cultural heritage for their involvement in scientific, tourist, and
educational content. The uniform brand of the region which basis is formed by the
trademark, the geographical indication or the name of the place goods origin has to
unite development of creative clusters of historical objects (crafts, the gastronomic
industry and the like). In addition, the brand can be based on such types of intellectual
property that complement the brand with a unique combination of colors, original
graphics of objects, a set of phrases and sounds. The above may be an integral part
of the digital content of a historical object, and may also be protected as an industrial
design or trademark. The name of the place of origin of the product and geographical
indication are fixed assets indicating the unique properties of the product, determined
by the natural or human factors of the geographical object. The trademark must also
have a unifying meaning and be associated with the historical region and object.

The state is a key investor in the development of the creative industry of historical
territories and regions. Extrabudgetary funds are the source of funding, and themech-
anism for its creation is the trust capital fund (endowment funds). Endowment—this
property, formed from donations, constitutes the target capital, which remains invi-
olable (“eternal capital”), and only income from the target capital is spent. This tool
was most widely used in the countries of the Anglo-Saxon system: in the UK and the
USA. It combines foreign models of endowment fund institutions with characteristic
tax benefits that create attractiveness for investors and philanthropists. In the UK,
the minimum period for which the fund is formed is not determined, as well as the
minimum amount of fixed assets of the fund [8]. In the USA, since 2006, regulation
has been carried out by the states on the basis of the Uniform PrudentManagement of
Institutional Funds Act (UPMIFA) [9]. Success of funding endowments is confirmed
by examples of existing funds: Bolshoi Theater Fund (founded since 2002)2; A.S.
Pushkin State Museum of Fine Arts (founded since 2015)3; the first in the regions of

2 https://bolshoi.ru/partners/fund (Accessed: 21.10.2021).
3 https://www.pushkinmuseum.art/museum/support_us/development_fund/index.php (Accessed:
21.10.2021).

https://bolshoi.ru/partners/fund
https://www.pushkinmuseum.art/museum/support_us/development_fund/index.php
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Russia Museum Development Fund named after M.A. Vrubel, established by Omsk
entrepreneurs and public figures (founded since2016).4

The basis for creating targeted capital for the development of historical objects and
the creative industry can not only be charity, but also co-investment in the framework
of public–private partnership. At the same time, digital technologies allow not only
to raise funds online, as noted in the scientific work on the financial algorithm of
Internet investment [10, 1850], but also allow the investor to control the targeted
use of investments. In the context of digital technologies, the blockchain of systems
(distributed databases) can be a good basis for building a co-financing system, as well
as accounting for created intellectual property objects as part of the development of
the creative industry of a historical object, as this is shown by the example of the use
of accounting for complex goods [11, 328].

Digital platforms In creative industries, digital platforms are not only ways to
promote the results of creative activity, but also their monetization. Using digital
platforms helps capture new, only emerging intellectual property objects. Digital
content helps not only promote the creative industry, but also contributes to the
growth of e-commerce. So, for example, in the UAE, various creative platforms are
developing very quickly using historical heritage and modern cultural objects. The
DEDTrader license in Dubai allows you to start a business on the Internet that is open
to entrepreneurs of different nationalities. The world leader of creative industries—
Great Britain is a country with a developed system of licenses and advanced creative
technologies. The basis of such contractual models for attracting online funds in the
conditions of digitalization, as noted in the literature, can be a smart-contract [12,
459]. Global digitalization of processes can serve as the development of creative
entrepreneurship platforms, both in Russia and in other countries. Noting the devel-
opment of creative digital platforms, attention should be paid to the achievement
of national IT companies [13, 273] in building an intelligent judicial system. Such
advanced technologies will help to quickly respond to copyright violations in the
field of digital creative industries.

9.4 Conclusion

The legal regulation of new institutions related to creative industries will solve
many complex issues. For example, access to international digital creative plat-
forms will expand international communications, help to conclude licenses faster,
while reducing costs and expenses. We believe that global digitalization will be the
connecting basis for building creative industries to restore historical heritage and
create new creative results. In addition, this will not only strengthen the economy
and provide work for the population, but will also attract international investors to
small regions.

4 https://fond.vrubel.ru/ (Accessed: 21.10.2021).

https://fond.vrubel.ru/
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Chapter 10
Some Issues of Proof in Insurance
Disputes in the Conditions of Digital
Transformation of Law in Russia

Anna L. Polina-Stashevskaya

Abstract The objective of the research in the article below is to identify the features
of methods of proof in insurance disputes in the context of digital transformation
of law. The active introduction of online technologies, due to the development of
the economy, digitalization, and the pandemic, affected the insurance industry and
initiated the implementation of a new model for concluding insurance contracts and
exchanging documents in the process of their execution. The adaptation period for
creating optimal legal structures of electronic insurance contracts and the sequence
of actions has formulated a pool of issues requiring legal analysis at the doctrinal and
law enforcement levels. The analysis of judicial practice in 2020–2021 shows that
the subject of proof in insurance disputes has expanded and included the conditions
for the conclusion of contracts. Also, the number of disputes on the invalidity of
insurance contracts as a way to protect against forms of abuse of rights by insured
people has increased greatly. The development of a standard of proof for this category
contributes to the unification of judicial practice and improves the current legal
regulation mechanism.

10.1 Introduction

The procedural legislation of the Russian Federation does not contain standards
of proof, in contrast to English and American law, which provide for the criterion
according to which the judge makes a decision based on the balance of simple
probability. The absence of such regulation created some legal uncertainty and raised
the subjective assessment over the search for objective truth. Insurance disputes
arising from aleatory obligation always touch upon issues of honesty and abuse of
law, predetermining the uniqueness of the methods of proof due to the fact that these
institutions have an evaluative legal nature. The introduction of online technologies,
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which have changed the process of concluding a contract and identifying customers,
on the one hand, increased the availability of insurance, and on the other hand, created
the preconditions for the use of digital innovations by dishonest insures [1].

The framework legal regulation of the information obligations of the insuree,
enshrined in Article 944 of the Civil Code of the Russian Federation, does not
contain a classified system of consequences. The Russian legislator considered it
optimal when establishing the fact that the insurer was provided with deliberately
false information about significant circumstances, to recognize the insurance contract
as invalid and apply the consequences provided for in paragraph 2 of Article 179 of
the Civil Code of the Russian Federation. At the same time, the method of proving
the fact of presenting deliberately false information is not fixed in any regulatory
legal act but can be formulated on the basis of judicial acts. It can be presented in the
form of a mathematical formula in which the fact will be the sum of the insuree’s
unfair actions aimed at misleading the insurer with the obligatory establishment of
advance knowledge.

10.2 Methodology

Based on the method of comparative analysis, it was possible to conduct a compar-
ative analysis of the best models of proof, to identify common features of such
definitions in insurance disputes as deliberately false information, abuse of law. As a
result, the research allows to formulate an assessment of the current model of proof
for insurance disputes on the conclusion of an insurance contract and invalidity, the
impact of digitalization on the process of proof.

10.3 Results

10.3.1 The Procedure for Providing Insurance in Electronic
Form: Issues of Proving the Conclusion
of the Contract

In 2019, amendments were made to Article 940 of the Civil Code of the Russian
Federation, according towhich the legislator allowed the conclusion of an “electronic
insurance contract”. The legalization of electronic document exchange required the
expansion of boxed insurance products, modeled on the presumption of the insuree’s
honesty, since the risk assessment at the pre-contractual stage isminimally realizable.

Of fundamental importance for the conclusion of a property insurance contract is
the fact that the parties to the contract agree on its essential terms, which is provided
for in Articles 432, 942 of the Civil Code of the Russian Federation. The requirement
to comply with the written form of the transaction also remains a prerequisite for
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the emergence of insurance legal relations. In the era of digital transformation of
law, the proof of the conclusion of an insurance contract by the courts is considered
when presenting evidence that allows the content of the transaction to be reproduced
unchanged on a tangible medium with the signature of the contract by parties and
the possibility of reliable identification of the person who expressed the will [2].

The change in the form of contract conclusion has expanded the range of legally
significant circumstances to be proved in insurance disputes about the conclusion
of contracts. Pre-digital realities required the submission of the original insurance
contract and confirmation of the fact of payment of the insurance premium, the
introduction of the electronic form of contracts determined the relevance of means
of proof of the conclusion of contracts in the form of correspondence between the
parties. The courts have formed as one of the requirements the certification of such
correspondence of the parties by a notary. However, such an approach to the rele-
vance of this evidence is possible if the other party disputes the evidence in form or
content, claims its forgery (Article 186 of the Civil Procedure Code of the Russian
Federation) or falsification (Article 161 of the Arbitration Procedure Code of the
Russian Federation). Otherwise, the party representing the correspondence has the
right to substantiate the position with reference to Article 102 of the Fundamentals of
the Legislation of the Russian Federation on Notaries, designed to provide evidence
and containing a condition on the possibility of certification, if there are grounds
to believe that the presentation of evidence will subsequently become impossible or
difficult.

In the judicial practice of the Supreme Court of the Russian Federation, a standard
of proof is formed in cases of the conclusion of insurance contracts, which includes
checking the consistency of the essential terms of the insurance contract. Thus, one
of the interesting precedents in this category is the civil case of LLC «IC Soglasie» vs
OgannesyanM. on the recognition of the insurance contract as not concluded, invalid.
The judicial instances (first and appeal) disagreed on the legal qualification of facts:
non-conclusion or invalidity. The plot of the case is based on the conclusion of an
electronic insurance contractwith online filling in of a questionnaire and the choice of
an insurance product, inwhich, it is impossible to insure an object under construction.
When filling in the questionnaire, OgannesyanM. indicated that he intended to insure
the object of completed construction, specifying its characteristics. The court of the
First instance concluded that the parties did not agree on the essential terms of the
contract, the list of which included the object of insurance (Article 942 of the Civil
Code of the Russian Federation), and the court of Appeal pointed to the invalidity
of the contract since the potential insuree had deliberately provided the insurer with
deliberately false information on the essential conditions. Such a difference in the
positions of the law enforcement officer is due to the specifics of the case and the
prioritization of established facts.

It is also worth highlighting the approach of the law enforcement officer, which
contains a literal interpretation of the provisions of the law on signing a contract
concluded using online technologies. In one of the cases, the court refused to recog-
nize the insurance contract as concluded, since the parties exchanged electronic
images of documents that did not have originals, and in violation of the norms
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of the current legislation, were not signed either by a simple or enhanced elec-
tronic signature of the insurer, indicating during the assessment of the evidence that
silence, according to Art. 438 of the Civil Code of the Russian Federation, is not an
acceptance.

One of the features of proof in cases of this category is the imposition of the
burden of proof on the plaintiff, who claims the conclusion or the non-conclusion of
the insurance contract. Such a procedural ideology allows one to follow the principles
of legality, competitiveness, and equality of parties in insurance disputes, since one
of the parties is such a scientific category as a “weak side” or a consumer. However,
in cases of contract conclusion, a professional dishonest insuree often hides under
the guise of a weak side [3].

Each component of the mechanism of proof in insurance disputes constitutes a
social and legal phenomenon and is placed in the framework of a procedural form.

10.3.2 Features of the Legal Regulation of the Procedure
for Proving the Invalidity of Insurance Contracts

The adoption of the Concept for the development of the provisions of Part 2 of the
Civil Code of the Russian Federation on the insurance contract dated September 25,
2020, led to a new stage in understanding the need to finalize the mechanism of
legal regulation of the institution of invalidity of the insurance contract. The analysis
of foreign experience in legal regulation has raised the question of the expediency
of using the experience of diversified consequences of violation of informational
pre-contractual obligations for the Russian legislator. The existing definition of the
invalidity of insurance contracts in Part 3 of Article 944 of the Civil Code of the
Russian Federation in conjunction with the provisions of Article 179 of the Civil
Code of the Russian Federation has become in demand in recent years as a tool for
countering insurance fraud. For a long time, the courts have been forming a uniform
approach to assessing the evidence presented by insurers to mislead them at the stage
of pre-contractual legal relations, indicating that the insurer is a professional market
participant and is obliged to assess the risk at the stage of concluding a contract.
This concept has influenced the expansion of forms of abuse of rights by dishonest
insurers.

However, in 2019–2021, insurers changed the procedure of proof and filled the
gaps in legal regulation in this area. Thus, in judicial practice, precedents have
appeared on the invalidity of insurance contracts, the analysis of which allows us
to conclude about using the presentation of evidence based on the chronology of
the emergence and development of legal relations in the method of proving, while
insurers were able to refract the approach of law enforcement officers to the inter-
pretation of “deliberately false information” as a criminal legal definition with the
requirement to provide relevant evidence—acourt verdict that has entered legal force,
and deliberately delimited and filled the gap in the legal regulation of this category.
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The most interesting is the approach of the courts on recognizing insurance contracts
as invalid using the institution of abuse of rights on the part of the insured. The legal
symbiosis of Articles 10, 179, and 944 of the Civil Code of the Russian Federation
has created a stable form of counteraction against dishonesty on the part of insurers
and exposed pseudo-interest in insurance [4].

One of the interesting court cases is the civil case on the claim of Ustyuzhanin
A.Yu. to LLC “IC Soglasie” on the recovery of insurance compensation and on the
counterclaim of LLC “IC Soglasie” to Ustyuzhanin A.Yu. on the recognition of the
insurance contract as invalid. Only in the second round of consideration of the case,
the courts recognized the insurance contract as invalid with the application of the
provisions of Article 10 of the Civil Code of the Russian Federation, establishing
the entire chain of actions of the parties to the legal relationship. The fact was taken
into account that the history of insurance acquires a fantastic aspect associated with
deliberately misleading the insurer by submitting a contract for the construction of a
houseworth 36million rubles, transferred in cash by the insuree to unknown builders.
At the same time, the millionaire-insurer has numerous enforcement proceedings for
debts for utilities, artificial jurisdiction, etc.

The largest number of court disputes on the invalidity of insurance contracts
in 2019–2021 is connected to the insurance of residential buildings and personal
insurance. The regulation of issues of the beginning of the limitation period when
claiming the invalidity of insurance contracts still remains an acute problem.

The specific nature of disputes on the invalidity of contracts is based on the unique
evaluative nature of the legal definitions themselves, which act as the basis for regu-
lating the invalidity of an insurance contract. The experience of legal regulation in
England is interesting, where the consequences depend on the intention to violate
(deliberate or reckless) the information obligation by the insured. It is the time of
digital decisions that contribute to making decisions on the classification of require-
ments for the information obligations of the insured, the subject composition, and
the implementation of positive foreign experience.

10.3.3 Impact of Digitalization on the Proof Process

The new realities of the digital economy, Big Data, blockchain have created the
prerequisites for changing the structure of the evidence, the emergence of a new legal
category “electronic proof”. In some disputes, the list of evidence of data enrichment
at the stage of execution of legal relations between the parties was reduced. For
example, the use of biometric data in legal relations between a client and a bank
directly affects the list of evidence, optimizing the process of proof [5].

Since 2020, the possibility of obtaining financial services, including insurance, is
realized in insurance in Russia using a financial platform (the Marketplace system),
which will provide round-the-clock access to financial services regardless of your
location (p. 1 of art. 1, par. 7 p. 1 of art. 2 of the Law of 20.07.2020 N 211-Federal
Law). The creation of Internet platforms for the emergence of a legal relationship
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changes themechanics of the process,making itmore secure, provided that competent
legal structures are used, embedded in the software with a prerequisite for the correct
sequence of actions [6].

A similar procedural platform is the module “Electronic justice” (formerly State
Automated System “Justice”), which allows using a browser to implement electronic
exchange of documents within the framework of legal proceedings.

The change in the proof process is also associated with the improvement of the
procedural codes of the Russian Federation in terms of the introduction of video
conferencing and online meetings. One of the new problems of proof is the verifica-
tion of written evidence during an online meeting; a legislative solution has not yet
been found [7].

In the structure of evidence of the digital age, the correspondence of the parties
in messengers and e-mail takes an important place. If earlier the courts refused to
accept correspondence as evidence, then in recent years they have formed a uniform
approach to the inclusion of such evidence in compliance with the conditions of
assurance.

10.4 Conclusion

The improvement of proof models in insurance disputes and the creation of stan-
dards for cases of non-conclusion and invalidity of insurance contracts was a natural
consequence of the introduction of digitalization into the life of society and the court.
Legal regulation gaps are filled by law enforcement officers in specific cases, and
individual precedents also have the effect of filling the legal gap.

The specific legal nature of insurance legal relations requires the process of
proving to have the same uniqueness in the “chronological evidence base”.

The change in the format of the emergence of legal relations and the transition
to the digital plane makes the need for the development of new digital standards of
proof and their legalization in procedural legislation inevitable. Discussions about the
development of artificial intelligence and its applicability in the process of proving
in Russian courts appear to be an indicator of the time of changes in legal theories
of procedural legislation and the transformation of legal norms.

The information society and big data environment, increasing the availability of
information, form the complexity of the architecture of the evidence base, changing
the process of collecting, presenting, and examining evidence.
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Chapter 11
Legal Personality of Credit Institutions
in the Civil Legislation of the Republic
of Tajikistan

Alexander A. Pukhart and Shukhratpur Mukhammadyusuf

Abstract The issue of legal personality of credit institutions in civil legal relations
is not new, however, there is no single or the most popular and sufficiently justi-
fied position corresponding to modern scientific and legal achievements. The article
examines the issue of the legal personality of a credit institution as a participant in
civil legal relations. Analyzing modern scientific achievements, the unacceptability
of using the category of legal capacity to all types of legal entities in general and
to credit organizations, in particular, is stated. The existing opinion about the legal
personality of credit institutions on the basis of just one legal capacity is refuted,
and the widespread view that credit organizations acquire legal personality after
obtaining a license, and not after creation, as is the case with other legal entities, for
which it is not necessary to obtain a license, is questioned.

11.1 Introduction

Every jurist knows that in order to participate in civil legal relations, a person must
possess legal personality, which, in turn, is formed from legal capacity, meaning that
a person has civil rights and obligations, and legal capacity, meaning that a person
has the ability to independently acquire and exercise civil rights and obligations. We
would like to note right away that this traditional, very common, and legally defined
view is not always supported by the authors. For example, Polich S. B. says that:
“Legal personality as a decisive characteristic is determined precisely by the status,
position, condition of a person, and legal capacity and capacity—his legal capabili-
ties and their practical implementation” [16]. In addition to the traditional view on
this issue, the authors also emphasize transactionality, delictability, and transdeala-
bility as constituent elements of the legal personality of persons [1], however, most
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consider them as an integral part of legal capacity.MarkA. J. correctly notes that legal
personality provides individuals with a set of rights and obligations recognized by
a certain legal system and, depending on the historical period, its volume increases
or decreases [13]. The above two elements together form the legal personality of
persons in civil legal relations and endow them with the ability to be the subject
of these relations. To participate in legal relations, credit organizations must also
possess legal personality, which has a special character.

It should be noted that in the civil legislation of the Republic of Tajikistan (RT)
[23], the legal personality of credit institutions is regulated by the rules on the legal
personality of legal entities. The real legal reality is confirmed by many authors [9].

Due to the fact that the legal personality of credit institutions follows from the
legal personality established by law for legal entities, it is necessary to consider this
problem comprehensively.

Emphasizing the participation of credit organizations in civil legal relations, most
authors speak only about their legal capacity,withoutmentioning the legal capacity of
credit organizations as the second element of its legal personality [24]. For example,
A. V. Mul notes that the legal personality of legal entities has a specific character
and the possession of only one legal capacity is sufficient for a legal entity to be
able to participate independently in legal relations [14]. You can look at this question
from a different angle. If an individual having only legal capacity, for example, a
person with mental disabilities recognized by a court as incapacitated, does not have
the right to acquire civil rights and duties for himself and fulfill them, i.e. is not
considered an independent entity, so why is a legal entity having only legal capacity
without having legal capacity, can acquire civil rights and duties for himself and
fulfill them by his actions? It turns out that an incapacitated individual does not have
the right by his actions to acquire civil rights and obligations for himself and fulfill
them, and an incapacitated legal entity, i.e., a legal entity with only legal capacity has
the right by his actions to acquire civil rights and obligations for himself and fulfill
them. A legal entity with only legal capacity can be considered an independent and
full-fledged subject of civil legal relations, but an individual does not, the latter needs
legal capacity for this, and the former does not. A natural person who does not have
legal capacity is considered incapacitated, and a legal person who does not have legal
capacity is not considered incapacitated. An individual without legal capacity is not
considered a full-fledged and independent subject of civil legal relations, and a legal
entity does not need the legal capacity to confirm its status as an independent and
full-fledged subject of civil legal relations. Undoubtedly, such reasoning, at least, has
a debatable character.

At the moment, the authors consider various types of legal capacity of legal enti-
ties: general legal, sectoral, and special [21], general (universal) or limited (special)
[12], in terms of credit organizations directly, some authors tend to the fact that credit
organizations have special legal capacity [15], others insist on general legal capacity
[19], others support exclusive legal capacity [20], they also talk about partially limited
legal capacity [22].

A legal entity with the purpose of carrying out its daily activities should have the
same rights and obligations as an individual. However, the first concept is muchmore
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meaningful and includes collective interest, concerted actions, etc. [1] In the civil
legislation of the Republic of Tajikistan, the issue of legal capacity and legal capacity
of individuals has found its detailed consolidation, and as for a legal entity, Article
49 of the Civil Code of the Republic of Tajikistan (Civil Code of the Republic of
Tajikistan) establishes only its legal capacity, and nothing is provided about its legal
capacity either in the said act or in others. A possible reason for such a provision in
the legislation is that a legal entity carries out its activities through its bodies, which
ultimately consist of individuals making decisions. This argument emphasizes that
a legal entity is a continuation of the will of an individual, which is why the legal
capacity and legal capacity of a legal entity has not found detailed consolidation in
legal norms, as in the cases of an individual, the author emphasizes. De facto, legal
entities as an “artificial’ entity personifies a union of people. This view of the issue
also comes from the theory of fiction. The question of whether legal entities have
legal capacity is complicated [10], but there are countries (Switzerland, Ukraine,
Moldova) where the concept of legal capacity of legal entities is enshrined in law
[17].

Thus, the question of the legal personality of credit institutions and the related
category of legal capacity and the ratio of legal entities and credit institutions in this
matter requires a comprehensive analysis.

As you know, by virtue of civil legislation, an individual acquires legal capacity
from themoment of birth, and his full legal capacity arises gradually from age, taking
into account his mental state, and from the moment of acquisition of the latter, he
becomes a legal entity. Again, I would like to refer to a different view of S. B. Polich:
“We believe that it is legal capacity that arises after legal personality, but not vice
versa! [16]. Since the emergence of civil legal capacity, its “happy owner” is a legal
entity because the corresponding right and corresponding duty are already recognized
for him. Legal personality can arise even when legal capacity has not yet arisen, and
take place in the absence of it.” The moment of acquisition of legal capacity and
legal capacity is established in the Civil Code of the Republic of Tajikistan, and
the question of the moment of acquisition of legal personality is not established
either in the above or in other legal acts. However, the authors tend to believe that
the categories of legal capacity and legal personality are categories of general and
private, where the former is considered private, and the latter is general. Below are
additional arguments in favor of this position.

In the case of legal entities, as well as with credit organizations, the onset of legal
personality has its own specifics, and concepts such as birth, death, mental state,
age, guardianship and guardianship, partial, incomplete, and limited legal capacity,
and its deprivation do not apply to them. Although we should not forget about the
restriction of the rights of legal entities, as well as credit institutions, within the
framework of the norms provided for by law. In accordance with art. 49 of the Civil
Code of the Republic of Tajikistan, a credit organization as a legal entity has civil
rights corresponding to the types of activities on the basis of the license obtained and
bears obligations related to this activity, i.e., credit organizations have civil rights
and obligations and this means that they have legal capacity, and this, as we know, is
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half of what is necessary for credit organizations to participate in civil legal relations
as an independent entity.

In order to participate directly in civil legal relations, a credit institution, in addition
to having civil rights and obligations, must also have the ability to acquire, create,
exercise, and perform civil rights and obligations by its actions. For an individual,
such an ability is provided by his legal capacity, which a legal entity does not have,
at least the law does not establish his legal capacity for the latter. The Civil Code of
the Republic of Tajikistan does not establish a norm on the legal capacity of legal
entities that would be applicable to credit institutions. This issue is considered only
in the doctrine. The question of whether the concept of legal capacity is applicable to
legal entities in general, and to credit organizations in particular, on the one hand, is
indisputable, and on the other relatively doubtful. The reason is that the legal capacity
applied to an individual is related to his age and mental state, and these indicators are
completely not applicable to legal entities, as well as to credit organizations. Maybe
the legal capacity of legal entities is a special kind of legal capacity? In the current
position of the law and doctrine, there is no sufficient and reliable argument in favor
of this hypothesis, and there are enough facts to refute it.

With one legal capacity established by law, it is impossible for these entities to
cover, evaluate and ensure their legal status as subjects of civil legal relations. Civil
legal capacity grants them civil rights and obligations, but not the possibility of
independent exercise of these rights and obligations [7]. For individuals, such an
opportunity was provided by their legal capacity, and for legal entities in general,
and credit institutions in particular, the law does not provide for a category of legal
capacity and, due to the above argument (age and mental state), it is not considered
permissible to legislate such a category for these entities.

In this regard, the question arises, how can a legal entity and a credit institution,
having no legal capacity, i.e., the ability to create civil rights and obligations for
themselves and fulfill them, by their actions, take part in a civil legal relationship as
an independent entity?

It is stated that legal entities acquire legal capacity and legal capacity simulta-
neously from the moment of state registration [17]. Due to the fact that the legal
capacity and legal capacity of legal entities are constantly and inextricably linked
throughout their existence, there is a widespread opinion that there is no need to
separate these elements [12]. The authors emphasize one exception to this theory.
The fact is that some authors, referring to the content of the law, note that legal enti-
ties whose activities are subject to licensing acquire legal capacity after obtaining
this license and, accordingly, the legal capacity of a credit institution as a legal entity
whose activities are licensed should occur after obtaining a license, and not after
state registration, as is the case with legal entities engaged in activities that do not
require a license. For example, A. V. Mul cites the opinion of many authors that the
moment of acquisition of legal capacity and legal capacity of legal entities may not
coincide [14]. This may be the case when a license is required to carry out certain
types of activities. From this theory, it turns out that the legal personality of legal
entities operating under a license is formed in two stages: first, from the moment
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of state registration, they acquire legal capacity, and after obtaining a license, they
acquire legal capacity and eventually become legal entities.

Credit organizations receive the right to carry out banking activities from the
moment of obtaining a license. Credit organizations receive a license after they are
created and pass state registration. The above opinion suggests that after the creation
of a credit institution, it acquires civil rights and bears obligations, i.e., for the time
being, it acquires only legal capacity, but if a credit institution has not yet received a
license, it does not have the right to carry out banking activities, as a result of which
it cannot acquire civil rights for itself and exercise them, create civil duties for itself
and fulfill them, so it is still incapacitated and therefore non-legal [4].

This view of the issue on the part of the authors suggests that the doctrine discusses
two types of legal personality of legal entities.

Legal personality of legal entities whose activities are not subject to licensing.
Legal personality of legal entities whose activities are subject to licensing.

1. Legal entities acquire legal capacity after creation, i.e., after state registration
and entry of relevant information into the register. Legal entities acquire legal
capacity not after creation, as is the case in the first case, but after they receive
a license.

2. Legal personality comes immediately. Legal personality is acquired in two
stages.

3. There is no need to separate the categories of legal capacity and legal capacity.
There is a need to separate the categories of legal capacity and legal capacity.

Given their arguments, the authors tend to support the above theory about the two-
stage formationof the legal personality of legal entities operating under a license. First
of all, it should be emphasized that the most important indicator of legal capacity, as
an integral element of the legal personality of each participant in civil legal relations,
is the ability to exercise their civil rights and obligations directly by their actions.
The composition of the capacity consists of four main elements forming its structure:

– acquire civil rights by their actions;
– to exercise civil rights by their actions;
– create civil duties by their actions;
– to fulfill civil duties by their actions.

From the moment of its creation, even before obtaining a license, a credit institu-
tion has the right to acquire civil rights and obligations for itself and fulfill them by
its actions. In order to equip workplaces in non-residential premises, a credit insti-
tution may conclude civil contracts with other entities, for example, with a furniture
company, manufacturers, suppliers, contractors, etc. This fact indicates that the credit
institution has not yet received a license, already has legal personality, participates
in civil legal relations, acquires civil rights and obligations for itself by its actions,
and fulfills them. From the moment of creation, before obtaining a license, a credit
institution enters into an NBT with respect to what is characterized as administrative
and legal, organizing working personnel enters into labor contracts with employees



98 A. A. Pukhart and S. Mukhammadyusuf

thereby entering into labor relations, concluding various transactions enters into civil
law relations, etc.

After the credit institution has been established and information about it has
been entered into the register by virtue of Article 10 of the Law of the Republic of
Tajikistan “On Banking Activities”, the National Bank of Tajikistan (NBT) and the
credit institution participate in the process of obtaining a license, i.e. after the creation
of a credit institution before obtaining a license, legal relations already arise between
the credit institution and the NBT. The parties to this legal relationship are the credit
institution and the NBT [2]. For example, by virtue of Chap. 2 of the said article in
order to prepare a conclusion when issuing a license, if necessary, the NBT requests
additional information from the credit institution, which is a direct confirmation that
the NBT participates in a legal relationship with the credit institution and thereby
the legal personality of the credit institution is certified.

Thus, it turns out that there is no two-stage acquisition of legal personality. Those
legal entities that carry out their activities on the basis of a license acquire legal
personality from the moment of creation, as well as those legal entities whose activ-
ities are not subject to licensing. The moment of acquisition of legal personality
from all legal entities, regardless of the need to obtain a license, is the same and is
associated with the moment of creation, i.e., passing state registration and entering
the relevant information into the register [6].

In this context, it is necessary to agreewith the fair remarkofFrolovaE.E. that state
registration is sufficient for a credit institution to engage in certain activities within
the framework of the law and make transactions not prohibited by law, except for
the one for which the presence of a special permit (license) is considered mandatory
[3, 5].

As for the category of legal personality of credit organizations, it should be noted
that a credit organization, as a legal entity, acquires legal personality from themoment
of creation, and even if their activities are subject to licensing, this does not mean
that their legal personality comes after the acquisition of a license, not to mention
the unacceptability of using the category of legal capacity in relation to any legal
entities, including credit organizations [9]. The above argument sufficiently justifies
this position. The license only grants the credit institution the right to carry out certain
operations or transactions, i.e., to engage in activities for which obtaining a license
is mandatory, but not as it does not endow the credit institution with legal capacity.
This is like a diploma that entitles an individual to engage in a certain profession or
hold a certain position, without affecting his legal capacity. A license does not make
a credit institution legally capable or capable, as does a diploma for an individual.

Thus, from the moment of creation of a credit institution, i.e., after passing state
registration and entering information about it into the register before obtaining an
NBT license, a credit institution acquires civil rights for itself by its actions, exercises
acquired civil rights by its actions, creates civil duties for itself by its actions, fulfills
these duties by its actions, therefore, from that moment it is considered a legal entity
and has the right to participate independently and fully in civil legal relations. All
legal entities, regardless of whether their activities are subject to licensing or not,
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acquire legal personality from the moment of creation, i.e., passing state registration
and entering information about it into the register.

The current wording of the civil legislation of the Republic of Tajikistan, where
only the term “legal capacity” is established in relation to legal entities, is not quite
able to express the true essence of the legal personality of legal entities, as well as
credit organizations. Polich S. B. rightly noted that: “Using simple logical rules,
admitting and applying a formal analysis of the verbal phrases and expressions used,
it is necessary to recall the rule formulated long ago in civil law that subjects of law
and legal personality are not equivalent concepts, as well as in no way should legal
personality be identified with legal capacity” [16]. Legal capacity implies the ability
to have civil rights and duties that everyone owns, and not everyone has the ability
to acquire civil rights and duties by their actions and fulfill them. One term “legal
capacity” established in the civil legislation of the Republic of Tajikistan for legal
entities is impossible to cover the entire scope of its legal status and its capabilities
as a subject of civil legal relations. Different categories are different concepts.

The present provision of the legislation, on the issue under consideration, can be
characterized as an attempt to cover the entire scope of the concept providing the
legal status of the subject by means of one term. The term “legal capacity” does not
endow a legal entity and, together with it, a credit institution with the opportunity to
acquire civil rights and obligations for themselves and fulfill them by their actions.
The concept of legal capacity is not comprehensive and does not cover the content
of legal personality. However, the term legal personality may well cover the whole
essence of the legal status of the subject.

It is possible to speak about a separate allocation of legal capacity and legal
capacity only when it comes to the legal personality of individuals. A legal entity is
an inanimate entity, not a person born as a person (an individual), but a fictional one.
However, this question is not quite unambiguous as it may seem at first glance. The
fact is that there has been a discussion in the scientific community for a long time
about the fictitiousness and unreality of the term “natural person”. It is noted that
this term is artificially created to denote human participation in legal relations [11].
Such a judgment emphasizes that an individual, as well as a legal entity, is a fictitious
category. If both terms are fictional and unreal, then why does one (individual) have
legal capacity and the other (legal entity) does not? The opinion of Ramalho [8] based
on the legislation of Portugal gives the most reasonable answer to this question. The
legal personality is divided into a single one for individuals and a collective one for
legal entities, and at the same time, the legal personality of the former is considered
ultralegal and supra-legal, and the latter legal and lawful. This view of the issue is
completely new in our legal doctrine and very undeveloped on the part of the authors,
but due to its relevance deserves attention, however, we will not unreasonably go so
far.

Continuing our own reasoning, we take the liberty to believe that in the matter
of legal entities, including credit institutions, it is necessary to talk about their legal
personality, without dividing its elements into legal capacity and legal capacity. The
legal personality of an individual consists of two elements (legal capacity and legal
capacity), but there is no legal entity, the first becomes legal personality from the
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acquisition of full legal capacity, and the latter from themoment of formation. Taking
into account the specifics of this subject, the separation of the elements of its legal
personality is unreasonable. Legal entities, as well as credit organizations, do not
possess legal capacity and legal capacity, they possess legal personality as a single
and whole category, covering the entire scope of their legal capabilities and legal
status as a participant in civil law relations.

Due to the lack of a legal definition, the concept of legal personality, it is possible to
give it a certain doctrinal formulation. Legal personality is a broad and comprehensive
concept that covers the categories of legal capacity and legal capacity, provides a
person with the opportunity to act as an independent subject of civil rights and
obligations, have these civil rights and obligations, and exercise themby their actions,
bear civil liability.
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Chapter 12
Modern Problems of Digitalization
of Environmental Protection
in the Russian Federation

Agnessa O. Inshakova , Denis E. Matytsin , and Svetlana Yu. Kazachenok

Abstract The chapter notes that the digitalization of the economy carried out in
Russia has given rise to a new phenomenon—the digitalization of law, including
environmental law. Environmental digitalization provides an opportunity to cope
with the unprecedented environmental problems that are faced with the environment
today, including climate change, increased pollution of air, water bodies, and soil,
which poses threats to human life and health. It is digitalization technologies that
can help change the situation, providing humanity with a secure and sustainable
future. The use of digital environmental technologies for national environmental
monitoring, improving the safety of industrial enterprises, in agriculture, and also
in order to improve the comfort of life in an urban environment seems to be very
promising.

12.1 Introduction

Today, the global community, including the Russian Federation, is in transition to a
new technological paradigm, referred to in various policy documents as the “digital
economy’ and the digital revolution”. The main feature of this new way of life is not
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only the emergence of fundamentally new information technologies but also changes
in the state of public institutions, the mechanism of interaction between civil society
and the state, and the emergence of new values and ideologies. These processes
affect all sectors of social life, including environmental protection. Considering the
transboundary nature of environmental problems, one of today’s tasks is holding a
new UN international conference on “digitalization and sustainable development” in
2022, which could summarize the progress of the world community toward the goals
and values of sustainable development, launched at the UN international conference
on sustainable development in Rio de Janeiro in 1992, and discuss strategies and
plans for the world community in the future.

12.2 Methodology

In the process of research there were used general scientific methods, such as formal-
logical, dialectical, system-structural, and critical knowledge. When interpreting the
results of the studymethods of synthesis, classification and generalization were used.
Particular scientific methods were also used in the work: formal-legal, the principle
of evaluation of legal processes, the method of comparative analysis, etc.

12.3 Results

In modern science there is no generally recognized definition of digitalization. Some
authors believe that digitalization is “not only the use of digital technology and the
creation of new opportunities, including the realization of interests in profit, it is a
process of transition to digital business, which requires detailed regulation by law”
[1]. Other authors note that “digitalization can be considered as a process of applica-
tion of digital technologies in various spheres, while digital transformation involves
the occurrence of specific results from their application” [2]. Thus, in Russia, the
main emphasis is placed on the technical and/or economic aspects of digitalization,
which can be explained by the special attention of the state to the problems of the
digital economy.

Not all areas of digitalization of the economy and new technological solutions are
applicable to the goals and objectives of digitalization of environmental protection
(for example, electronic identification technologies have no environmental specifics).
It seems that the main tools of the digitalization of environmental policy and law
can be the use of specialized software at production facilities, contributing to envi-
ronmental protection and optimization of the use of natural resources; maintaining
an open environmental policy of companies, with the ability to track its execution
through the timely publication of reports and statistical information (at present, an
open environmental policy is conducted by a very low percentage of companies);
development of automated some of these tools have already been tested abroad. For
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example, the German chemical-industrial company “Henkel” has been using tech-
nology in its activities for several years, which greatly facilitates the work with large
amounts of statistical information [3].

A special place among the areas of digitalization of the economy can be taken
by the digitalization of banking, within which a new direction, “green banking,” is
already being developed. This strategymeans that the bank finances environmentally
friendly projects related to the development of renewable energy sources, as well as
the implementation of environmental technologies. Along with this, many banks
are already assessing the environmental risks of projects in lending. Among the
equally important areas of digital technology’s impact on environmental protection
is the Internet of Things, as the 2017 International Declaration on the Internet of
Things for Sustainable Development was adopted in Geneva, which addressed the
use of Internet of Things technologies to combat climate change, supporting the
implementation of the Internet of Things in urban and rural areas to create more
“smart” and sustainable cities and communities. Environmental control sensors help
measure temperature, humidity and air composition, radiation levels, and can help
save energy [4].

Thus, themodern legal regulation of issues of digitalization of the economy affects
a very wide range of areas, many of which are not relevant to environmental protec-
tion. At the same time, there is no doubt about the possibility of using the achieve-
ments of digitalization for environmental purposes, related to the automation of
production, the use of sensors, the Internet of things, risk analysis and accounting,
etc.

In Russia, the achievements of digitalization can be used in the field of environ-
mental protection in a variety of sectors. For example, there are clear prospects for
the use of digitalization in the environmental assessment of projects, the chipping of
plants andwild animals (which are directly related toBigData), the emergence of new
algorithms for data collection and storage, and the opportunities for their integration
and algorithmic management of the environment. It is possible that new technologies
for collecting data on environmental pollution can lead to automatic management
of technological processes and improve the economic mechanism of environmental
management. To see the full picture of changes occurring in the environment is to
seriously improve environmental safety. However, as noted in the scientific litera-
ture, the anticipated results of digitalization will inevitably entail essential changes in
economic, social, production, cultural, and psychological relations, thereby affecting
the place and role of humans as “homo sapiens” in the world. Therefore, one of the
main dangers of the ideas and technologies of Industry 4.0 may be too much (and
perhaps even one-sided) reference to technology and economics while ignoring the
social, value,moral, environmental, and energy aspects of its consequences [5]. There
is no place for real ecological development in the paradigm of continuous economic
growth. The prescription of the growth of consumption as a civilizational factor
inevitably leads and will lead to the degradation of nature. The only question is to
what extent and with what consequences. While agreeing with these fears, let us note
that to date, the development of digital technologies in the field of environmental
protection does not give grounds for such pessimistic predictions. The experience of
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the use of digital technologies in Russia and many other countries around the world
allows us to conclude that it is possible to drastically reduce the negative impact of
humans on nature in the following important sectors of public life:

(1) With the help of digital technologies it is possible to increase the rationality of
the use of certain types of natural resources. For example, they can be used to
ensure more rational use of forest resources, to reduce water loss through the
creation of online networks, and the use of sensors that transmit information
about leaks and water consumption.

(2) Digitalization of environmental management. Digital technologies open up
new opportunities both for environmental monitoring (for example, in terms
of protecting forests from fires or protecting agricultural land from over-
grazing) and for state environmental oversight (automating the system of
control over emissions and discharges of harmful substances into the envi-
ronment, waste disposal). Further development of digital workflow can be
used in the issuance of environmental licenses, calculation of emissions, and
environmental payments.

(3) Digitalization and circular economy. In its most general form, the latter is a
scientific concept that proposes, through a series of economic measures, to
reduce the production of waste, as well as to ensure its reuse. For example, the
digitalization of management and education reduces the consumption of paper,
which reduces its production and deforestation. This will also be facilitated
by the digitalization (in the long term) of court proceedings, in particular the
filing of lawsuits (including environmental cases) via the Internet, as well as the
development of mediation technologies in environmental dispute resolution.
And this is by nomeans the only positive consequence of the introduction of the
ideas of the circular economy. The implementation of the concept of circular
economy will allow the reuse of renewable, recyclable, and biodegradable
materials in subsequent life cycles to reduce the negative impact of waste on
the environment. Waste recovery and recycling will enable the recovery or
use of materials, substances, and products whose useful life has expired or
whose ability to be used (e.g., due to breakage) has decreased. However, such
materials and products contain valuable substances, materials, energy, or other
components, allowing them to be used for other purposes or to profit from their
recycling.

A separate direction within the circular economy is the creation of an exchange
or sharing platform (lease) of various objects of movable and immovable property,
which reduces the volumeof their production (and consumption of natural resources),
as well as the amount of waste produced. If we talk about the practical side of this
activity, Brightstar, for example, has resold about 15 million used digital devices. It
refurbishes more than 22 metric tons (Mt) of printed circuit boards, 42Mt of screens,
and 35 Mt of batteries annually. Their Buyback and Exchange program takes used
devices from developed countries and sells them in developing countries, targeting
retailers and wireless carriers [6].
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(4) Logistics. Logistics accounts for 13% of global emissions, and its influence
continues to grow as more and more goods are exchanged around the world. In
2016, the U.S. Environmental Protection Agency released a report indicating
that greenhouse gas emissions from trucking in the U.S. have increased by
76.3% since 1990. Andwhile trucking remains the largest contributor to global
warming in the transportation sector, the negative environmental impact of
aviation andmaritime transport is also growing.Meanwhile, digital technology
can reduce emissions from the logistics industry by as much as 3.6 billion
metric tons by 2025. That is a 10% reduction over a ten-year period. However,
it is worth emphasizing that we have not yet found a way to break the link
between economic growth, emissions growth, and resource use. Failure to
update current business practices will result in a global gap of 8 billion tons
between the supply and demand of natural resources by 2030. Financially, this
would mean a loss of $4.5 trillion in economic growth by 2030 [7].

(5) The utility sector. The use of digital technology is necessary to connect resi-
dents’ homes to electricity. At the same time, thanks to developments inmobile
money, households wishing to connect to the generation unit pay with smart
meters and mobile payment methods. In addition, we can highlight the “green
benefits” of mobile money (it can be used to pay for a variety of services,
including the installation of solar power generators).

(6) Education. Effective environmental protection requires qualified personnel,
including not only state and municipal environmental management officials
but also employees of businesses, environmental public organizations, and all
other citizens. In the conditions of COVID-19 pandemic their training can be
carried out using remote digital technologies.

12.4 Conclusion

The digitalization of the economy carried out in Russia has generated a new
phenomenon—the digitalization of law, including environmental law. It is ecological
digitalization that can help cope with the unprecedented challenges facing humanity
in the twenty-first century, including climate change and increasing pollution that
threaten human life and health. Digitalization technologies can help improve our
lives by providing humanity with a secure and sustainable future. Digital environ-
mental technologies are becoming very promising in global and national environ-
mental monitoring, in improving the safety of industrial plants, in agriculture, and in
making life more comfortable in urban environments. Programs of digital environ-
mental protection could have the greatest effect in logistics, transportation, natural
resource use, production, and consumption waste management (especially with the
introduction of circular economy standards), as well as in a number of other sectors.
However, in order to increase the efficiency of these activities, separate chapters
should be added to the environmental legislation of the Russian Federation and
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its constituent entities, providing for specific areas in which digital technologies
can be used (environmental oversight, monitoring, accounting, interaction between
authorities and the public, etc.).
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Chapter 13
Role and Importance of Modern
Technologies in Combating Global
Climate Change: Legal Aspect

Denis E. Matytsin , Anatoly Ya. Ryzhenkov, Olesya P. Kazachenok,
and Viktor F. Pon’ka

Abstract This Chapter argues in favor of the conclusion that climate change is of an
objective nature and consists in the growth of average annual temperatures registered
for several decades in many countries, including Russia. Undoubtedly, the causes of
this phenomenon are complex; however, the growth of anthropogenic impact on
nature, which manifests itself in the increase in greenhouse gas emissions, makes
its contribution to the development of the dynamics of this process. This led to the
development of international cooperation in mitigating the impact on climate and
the elaboration of measures for the adaptation to climate change that has already
occurred. To resolve these issues the 1992 United Nations Framework Convention
on Climate Change was adopted as well as two international instruments developing
and supplementing its provisions—the Kyoto Protocol and the Paris Climate Agree-
ment. These international instruments stipulate a list of measures that must be taken
by the countries joining these treaties, which will reduce anthropogenic impact on
nature and slow the growth of average annual temperatures. Each country adopted a
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number of regulatory technical measures to fulfill the assumed international obliga-
tions, and Russia is not an exception in this case. Meanwhile, despite the adoption
of a range of bylaws dedicated to the specific questions of fulfilling the assumed
obligations, there is no systematic approach to the issue of climate protection at the
level of federal laws in Russia, which requires correction (for example, through the
supplementation of the Federal Law “On Environmental Protection” of January 7,
2002 with a special chapter). In this Chapter, it is also noted that some universal
issues in the area of counteraction to global climate change are still relevant, they
are typical for all countries and are to be resolved, in particular, the issue of climate
refugees, compensation for harm caused by climate change and some other issues.

13.1 Materials

The regulatory framework of the study consists of instruments of international and
national law. Among international treaties covering the main issues of counteraction
to global climate change, the provisions of the 1992 UN Framework Convention on
Climate Change, the 1997Kyoto Protocol thereto, the 2015 Paris Climate Agreement
as well as numerous Russian bylaws regulating Russia’s fulfillment of the assumed
international obligations were used in the Chapter. The latter include the following
bylaws which are of the most interest: Decree of the Government of the Russian
Federation of September 15, 2011 “On Measures to Implement Article 6 of the
Kyoto Protocol to the United Nations Framework Convention on Climate Change”
(with the Provision on the Implementation of Article 6 of the Kyoto Protocol to the
United Nations Framework Convention on Climate Change), the Executive Order of
the Government of the Russian Federation of December 25, 2019 “On the Approval
of the National Action Plan of the First Stage of Climate Change Adaptation until
2022”, the Directive of the President of the Russian Federation of December 17,
2009 “On the Climate Doctrine of the Russian Federation” and a number of other
bylaws.

Works by Russian and foreign scholars dedicated to certain aspects of climate
protection were used in the course of the study, in particular, the works by Brinchuk
[2], Grinin [9], Druzin [6], Zolotova [24], Ivanova [11], Jaffe [12], Knox [13],
Matveeva [14], Ovchinsky [16], Parker-Flynn [17], Sokolova [19, 20], and Falileev
[8]. The works by the said authors made it possible to make a number of conclusions
and suggestions aimed at the development of the legal support of technical measures
for further climate protection (in the context of Russia).

13.2 Methods

A number of general scientific methods, in particular, formal logical, dialectical,
systemic structural methods, and the method of critical cognition, were used in the
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course of the study. Synthesis, classification, and generalization techniques were
applied in the interpretation of the results of the study. Specific scientific methods
were used in this Chapter as well: formal legal method, the principle of legal process
assessment, the method of comparative analysis and so forth.

13.3 Introduction

According to instrumental data on global surface temperature, the last three decades
have been the warmest since themiddle of the nineteenth century. The average global
surface temperature of the first decade of the twenty-first century was 0.5 °C higher
than in the period from 1961 to 1990 and 0.2 °C higher than in the period from 1990
to 2000. In its turn, the last decade of the twentieth century was warmer than the
previous decades. Regional climate anomalies are also associated with the occurring
global changes. In the territory of the Russian Federation, the warming is much more
intense than for the Earth on the whole. In recent decades, the rate of warming in the
territory of Russia on the whole has been more than twice the global rate, and more
than four times in some regions such as the Arctic Zone of the Russian Federation.
In addition, there is large territorial and seasonal heterogeneity of the temperature
changes.

Against the background of climate warming, many regions of Russia experience
the growing frequency and intensity of dangerous hydrometeorological phenomena,
including floods, forest fires, squalls, whirlwinds, hurricanes, cloudbursts with thun-
derstorms, hail and squally wind, heat waves, severe droughts, etc. An important
peculiarity of climate change and its effects in Russia is that they began signifi-
cantly affectmany economic industries—the power industry, agriculture and forestry,
transport, construction, environmental protection, housing, and utilities. Threats to
human health increase, especially because of atmospheric pollution. Moreover, the
frequency and intensity of these threats in Russia have a very clear tendency to
increase [18].

The said tendencies are reflected in a number of program policy documents
adopted in the Russian Federation. For example, in the Climate Doctrine of the
Russian Federation [5], it is stated that climate change is one of the most impor-
tant international problems of the twenty-first century, which goes beyond scien-
tific discussions, it is a complex interdisciplinary issue covering environmental,
economic, and social aspects of sustainable development of the Russian Federa-
tion. The unprecedentedly high rate of global warming observed in recent decades
is of particular concern to the Russian authorities. Modern science provides increas-
ingly convincing evidence that human economic activity, associated primarily with
greenhouse gas emissions, has a significant impact on the climate as a result of fossil
fuel burning. In their turn, the authors of the Environmental Security Strategy of the
Russian Federation until 2025 approved by Decree of the President of the Russian
Federation No. 176 of April 19, 2017 draw attention to the fact that on average about
950 dangerous hydrometeorological phenomena (floods, drought, strongwind, heavy
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precipitation, etc.) causing significant damage to economic industries and the life of
the population are registered in the territory of the Russian Federation every year.
According to expert estimates, the material damage from dangerous hydrometeoro-
logical phenomena can reach one percent of the gross domestic product in certain
years [21].

Hence it follows that state authorities of theRussian Federation attach great impor-
tance to the issue of global climate change, which cannot be solved on the scale and
with the resources of a single country. This results in the increasing participation of
Russia in the international cooperation in coping with global climate change and sets
the objective at the national level to elaborate effectivemeasuresmitigating the effects
of climate change or ensuring adaptation to them. The effects of climate change
become a constant factor affecting the development of modern society; they are a big
challenge for it. The development and adoption of the United Nations Framework
Convention on Climate Change and two protocols to it (the Kyoto Protocol, which
expired, and the 2015 Paris Climate Agreement) were an international response to
this challenge [1], [22]. These instruments are aimed at decreasing the growth of
global surface temperature by reducing greenhouse gas emissions.

Meanwhile, despite Russia’s active participation in the international cooperation
and development of a number of bylaws aimed at fulfilling the assumed interna-
tional obligations, the climate is not an object of protection from the perspective
of environmental legislation of the Russian Federation. Measures organized for its
protection are not systematic. Undoubtedly, the development of a legal mechanism
to combat global climate change (with the introduction of amendments to environ-
mental, financial, administrative, and other legislation) is only an external reflection
of solutions to this strategic task requiring new knowledge, scientifically grounded
proposals and recommendations of representatives of various natural, technical, and
other sciences. The development of an affectivemechanism to combat climate change
can be implemented only in case of a set of interdisciplinary, basic, exploratory, and
applied research in the study of climate change, climate engineering, assessment
of socio-economic and environmental losses and damage as well as potential bene-
fits from occurring and expected climate change. In this regard, the purpose of this
Chapter is to make a contribution to the settlement of this complex issue from the
perspective of legal science.

13.3.1 International Cooperation in Combating Global
Climate Change: Legal Aspect

The development of international climate cooperation has passed several stages asso-
ciated with the gradual awareness of the depth of the problem of climate change by
the most part of the international community.

(1) The starting point of international climate cooperation is the adoption of the
United Nations Framework Convention on Climate Change of May 9, 1992
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[23]. According to Article 2 of this Convention, its ultimate objective is “to
achieve, in accordance with the relevant provisions of the Convention, stabi-
lization of greenhouse gas concentrations in the atmosphere at a level that
would prevent dangerous anthropogenic interference with the climate system.
Such a level should be achieved within a time-frame sufficient to allow ecosys-
tems to adapt naturally to climate change, to ensure that food production is not
threatened, and to enable economic development to proceed in a sustainable
manner”. To achieve the said objectives, the convention stipulates a very wide
list of obligations which must be assumed by the states that have signed this
document and the protocols to it.

(2) The Kyoto Protocol to the 1992 Framework Convention on Climate Change.
The main provisions of the Kyoto Protocol included the following areas of
activity: determination of the permissible volume of greenhouse gas emissions
from 2008 to 2012 for all industrially developed countries that signed the
document; development of the mechanism for the correction of quotas for
certain countries (international trade in quotas, implementation of joint projects
for the introduction of technologies ensuring emission reduction); development
of the mechanisms of control over the levels of emissions (the need to create
national anthropogenic emission assessment systems, monitoring of emissions
and discharges). The Protocol stipulated a system of quotas for greenhouse gas
emissions. The essence of this system consisted in the fact that every country
was allowed to emit a particular amount of greenhouse gases. In addition, it
was supposed that some countries or companies would exceed the quota of
emissions. In such cases these countries or companies could buy the right to
additional emissions from the countries or companies the emissions of which
were less than the assigned quota [14].

It appears that the significance of the Kyoto Protocol is that, on the one hand,
it was intended to create legal conditions to ensure the limitation and reduction of
greenhouse gas emissions into the atmosphere, consequently, the main purpose of
the adoption of the Kyoto Protocol is to reduce the anthropogenic load on one of
the components of the environment—the air. On the other hand, the said document
contained legal regulations due to which “the international market mechanism of
the settlement of global environmental issues began to form”. First of all, legal
conditions for the trade in quotas for greenhouse gas emissions into the air were
created, which predetermines the considerable economic interest of states in the
reduction of greenhouse gas emissions [24].

(3) The Climate Change Conference (Copenhagen, December 7–19, 2009). It was
held like “the last stand” to resolve issues related to the formation of the climate
regime after 2012. This expected importance was reflected in the fact that the
Conference was held at a higher level than usually. The result of the Copen-
hagen Conference was a political agreement, in particular, the Copenhagen
Accord. It was not adopted by all the governments but raised a number of key
issues [20].
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(4) The modern stage of international cooperation in combating climate change
begins with the 2015 Paris Climate Agreement [1]. This Agreement involves
the following steps: holding the increase in the global average temperature
to well below 2 °C above pre-industrial levels and pursuing efforts to limit
the temperature increase to 1.5 °C, recognizing that this would significantly
reduce the risks and impacts of climate change; increasing the ability to adapt
to the adverse impacts of climate change and foster climate resilience and low
greenhouse gas emissions development, in a manner that does not threaten
food production; and making finance flows consistent with a pathway toward
low greenhouse gas emissions and climate-resilient development.

Meanwhile, despite the importance of this Agreement, it does not stipulate any
specific sanctions or other consequences for the countries that fail to fulfill their obli-
gations. This leads to a conclusion that this kind of consensus is extremely fragile.
Even if only a few countries withdraw from the Agreement, this can have nega-
tive consequences, serving as an example for other countries, which can also cease
performing their obligations.

One of the possible solutions to increase confidence between the countries partic-
ipating in the 2015 Paris Agreement is to create a system of deposits within the
framework of a special international fund for common property management: the
parties to the Agreement will make an advance deposit to this special international
fund understanding that all or part of their contribution will be canceled if they
do not fulfill their obligations to reduce greenhouse gas emissions. In addition, we
should note that the purpose of this scheme is not to eliminate specific cases of non-
fulfillment of obligations, it is rather to stimulate an adequate degree of the initial
confidence of countries in mutual promises, which can prevent breaches of the Paris
Agreement [6].

Therefore, the need to promote international interaction in the area of combating
global climate change is explained by the lack of a direct relationship between the
place of greenhouse gas emissions and climate change [19]. To settle this issue,
the international community has adopted a number of international documents, the
most important of which at the present stage of climate cooperation is the 2015 Paris
ClimateAgreement. The slowdownof the increase in the average annual temperature,
the reduction of greenhouse gas emissions and the preservation of human civilization
in its current form depend on the implementation of its provisions. The search for
guarantees for the implementation of the provisions of the Paris Agreement is still
relevant at the moment, and the main issue is the creation of conditions for mutual
confidence among the parties to the Agreement.
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13.3.2 Development of National Legislation in the Area
of Counteraction to Global Climate Change: Trends
and Prospects

Two strategies for overcoming the effects of global climate change are considered
commonly recognized in international science: mitigation and adaptation. Mitiga-
tion can be defined as anthropogenic intervention aimed at reducing the sources or
emissions of greenhouse gases. On the contrary, adaptation is a regulator of natural
and human systems in response to actual or expected climate change or its effects
which mitigate the harm or provide new beneficial possibilities. Measures to miti-
gate the effects of climate change are often preventive and focus on the sources of
climate change, while adaptation is created as a measure to respond to the effects of
the already changed climate [17].

It appears that the climate response, both to anthropogenic impact and tomeasures
tomitigate it, is characterized by its delay in relation to this impact.Within the frame-
work of the national climate policy, this peculiarity predetermines an important role
of timely adaptation to the climate change which is inevitable in the coming decades.
At themoment, themain objectives of theRussian climate policy are to strengthen and
develop the information and scientific basis for decision-making in thefield of climate
(in particular, to improve the scientific, technical, and technological potential of the
Russian Federation), to elaborate and implement prompt and long-term measures
to adapt to climate change and measures to mitigate anthropogenic impact on the
climate, to ensure Russia’s participation in initiatives of the international community
in addressing questions associated with climate change and related issues. Adapta-
tion to climate change is necessary for Russia to reduce losses and use the benefits
associated with the observed and future climate change. Measures for the adaptation
to climate change are stipulated by resolutions of Russian public authorities with
consideration of international arrangements. The planning, organization, and imple-
mentation of measures for the adaptation to climate change, including anticipatory
adaptation, are organizedwith consideration of industrial, regional, and local specific
features as well as the long-term nature of these measures, their scope and depth of
impact on various areas of the social life, economy, and state.

The following estimates are essential components in the development and plan-
ning of measures for the adaptation to climate change: vulnerability to the adverse
effects of climate change and the risks of related losses; possibility to gain benefits
associated with the favorable effects of climate change; cost-effectiveness, efficiency
(including economic efficiency) and practical feasibility of the corresponding adapta-
tion measures; adaptation potential with consideration of economic, social and other
factors for the state, economic sectors, population and individual social groups.

To mitigate the effects of climate change, state authorities of Russia must focus a
maximumof their efforts on the reduction of anthropogenic greenhouse gas emissions
and the increase in their absorptionby sinks and reservoirs.Measures are also required
to improve energy efficiency in all economic sectors, develop the use of renewable
and alternative energy sources, decrease market distortions, implement financial and
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fiscal policy measures that stimulate the reduction of anthropogenic greenhouse gas
emissions, protect and enhance the quality of greenhouse gas sinks and reservoirs,
including rational forestry, afforestation and reforestation on a sustainable basis.

Like any complex phenomenon, climate change within a particular country can
have not only negative but also certain positive effects. For example, with respect
to the Russian Federation, the negative effects of the expected climate change are
as follows: increased health risks (higher morbidity and mortality) for some social
groups of the population, increased frequency, intensity and duration of droughts
in some regions, extreme precipitation, floods, overwatering of soil dangerous for
agriculture in other regions, increased fire danger in woodlands, degradation of
permafrost in the northern regions damaging buildings and communications, disrup-
tion of the ecological balance, displacement of some biological species by other ones,
spread of infectious and parasitic diseases, increased energy costs for air conditioning
in the summer season for a significant part of settlements. In turn, the possible positive
effects of the expected climate changewithwhich the significant potential of effective
economic development is associated include reduction of energy consumption during
the heating period, improvement of ice conditions and, accordingly, conditions for
cargo transportation in the Arctic seas, easier access to the Arctic shelves and their
development, improvement of the structure and expansion of crop production area
as well as increase of the efficiency of animal husbandry (subject to compliance with
a number of additional conditions and adoption of particular measures), increase of
boreal forest productivity [5].

Despite certain theoretically possible effects of global climate change, there
are obviously more negative effects, which required the adoption of the necessary
measures at the level of national legislation. Thiswork for the reduction of greenhouse
gas emissions started in Russia when the Kyoto Protocol was still in effect.

Already then, it determined the procedure for the selection, approval, and moni-
toring of the progress of projects implemented in accordance with Article 6 of the
Kyoto Protocol to the United Nations Framework Convention on Climate Change as
well as receipt, transfer, and acquisition of greenhouse gas emission reduction units.

The bylaws adopted by the Government of the Russian Federation [4] stipulate
that the projects implemented in accordance with Article 6 of the Kyoto Protocol
to the United Nations Framework Convention on Climate Change are approved by
the Ministry of Economic Development of the Russian Federation, and the limit of
carbon units for the selection and approval of projects implemented in accordance
with Article 6 of the Kyoto Protocol is 300 million units.

Afterward, when the Paris Climate Agreement had been already adopted, Russia
provided for several stages of climate change adaptation. In particular, the first stage
of adaptation planning involved the determination of a set of organizational, regu-
latory legal, methodical, informational, and scientific support of the implementation
of the national plan for global climate change adaptation in Russia [7]. Accordingly,
the Government of the Russian Federation was instructed to ensure greenhouse gas
emission reduction up to 70% of the 1990 level by 2030 with consideration of the
maximum absorption capacity of forests and other ecosystems and subject to sustain-
able and well-balanced socio-economic development of the Russian Federation, to



13 Role and Importance of Modern Technologies in Combating Global … 119

develop the Strategy for Socio-Economic Development of the Russian Federation
with low greenhouse gas emissions until 2050 with consideration of peculiar features
of the economic industries as well as to ensure the creation of conditions for the
implementation of measures to reduce and prevent greenhouse gas emissions and to
increase their absorption [3].

Therefore, from the above review it follows that the issue of climate change
has been at the center of attention of state authorities in the Russian Federation
in recent years. A number of important political and legal acts have been adopted.
They determine a long-term strategy of the state policy in ensuring climate change
mitigation and adaptation. Some bylaws set a list of specificmeasures and obligations
to be achieved in Russia as a result of actions of the authorities.

13.3.3 Current Issues of Legal Protection of Climate:
Articulation of the Issue and Possible Solutions

Despite the international cooperation expanding every year as well as measures
adopted at the level of individual states (including Russia), a number of issues in the
field of climate protection and elimination of the consequences of greenhouse gas
emissions are universal and they are still to be solved.

(1) Climate change and the resulting floods, droughts, and other emergencies
inevitably cause harm to the life, health, and property of citizens. In Russia,
there are still no claims for compensation for harm caused by climate change.
However, this law enforcement practice has been already established in the
United States. For example, in 2005, a tribe of Inuit living in the Arctic filed a
petition with the Inter-American Commission on Human Rights (IACHR) that
accused the United States of violating its human rights obligations. The peti-
tion detailed the effects of rising Arctic temperatures on the ability of the Inuit
to enjoy a wide variety of human rights, including the rights to life (melting ice
and permafrost make travel more dangerous), property (as permafrost melts,
houses collapse and residents are forced to leave their traditional homes), and
health (nutrition worsens as the animals on which they depend for sustenance
decline in number). Thepetition connected the rising temperatures to increasing
levels of greenhouse gases, and in particular to the failure by the United States
to take effective steps to reduce its emissions [13]. The plaintiffs in Comer v.
Murphy Oil USA filed suit against energy production companies, alleging that
the defendants’ greenhouse gas emissions contributed to climate change and
the intensity of Hurricane Katrina. The plaintiffs sought monetary damages for
property loss caused by Hurricane Katrina. In Connecticut v. American Elec-
tric Power, the plaintiffs filed suit against electric power corporations, claiming
that the defendants’ greenhouse gas emissions were contributing to climate
change, and claiming that climate change harmed and continues to harm the
plaintiffs’ residences and property. The plaintiffs sought an injunction, which
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would place a cap on the defendants’ greenhouse gas emissions. However, all
the mentioned cases were dismissed [12]. This review of the judicial prac-
tice of the United States can be continued; however, the main conclusion of
its study is that rejecting compensation for harm caused by climate change,
the courts considered that the causal connection between emissions of the
particular companies and the climate disasters the plaintiffs had suffered was
unproven. Therefore, the development of the theory of evidence in “climate
cases” is the most promising and unsettled doctrinal legal issue.

(2) If the provisions of the 2015 Paris Climate Agreement are not implemented in
the near future, global warming will become the main reason for the extinction
of wild animals [11]. Climate change already has a significant influence on
nature. The first signs of the impact of climate warming on fauna were found
by scholars in many countries long ago. Despite the recognition of the hazard
of these phenomena and the taken actions, the volumes of emissions continue
growing and threaten the preservation of biodiversity, the normal functioning
of the agricultural industry, the interests of the territorial integrity of individual
countries, and the exercise of human rights [2]. Climate change is too fast, this
is why many species of wild animals do not have time to adapt to it.

(3) By now, global climate change has caused the emergence of a new legal
phenomenon—environmental migration, which results not from warfare or
political persecution but from change in the human habitat. These changes can
be due to droughts or floods caused by deterioration of the environment and
climate change or by the increase in the level of the World Ocean as a conse-
quence of melting ice, which entails the flooding of recently habitable islands
[10]. The emergence of “climate migrants” requires a change in the available
approaches and the development of a new international legal category; more-
over, it is obvious that climate migration is a special case of environmental
migration—a category that is not sufficiently developed in international law
either [15].

(4) The occurring climate change causes a number of consequences which are not
obvious; consequently, they are little discussed by experts and representatives
of the political community. First, according to recent studies by criminologists,
climate change and rising temperatures lead also to an increase in crimes (and
not necessarily only because people have less access to drinking water) [16].
Second, there are scientific studies showing the interrelationship between the
political system (authoritarian or democratic) and the climate (hot or cold) [8,
9]. Though all the conclusionsmade by these scholars require check and further
research, they cannot be denied, which is indicative of the multi-faceted nature
of the climate issue.

(5) There is now no mention of climate as an object of environmental relations in
Russian environmental legislation (including the main environmental Federal
Law “On Environmental Protection” of January 7, 2002). This means there is
no consistency in the understanding of the issue of climate protection at the
level of legislative acts. Undoubtedly, references to specific practical measures
to mitigate or adapt to the effects of climate change in bylaws are important for
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the fulfillment of the international obligations assumed by Russia; however,
in order to increase the efficiency of statutory regulation of climate protection
issues, it is necessary to supplement the abovementioned environmental law of
theRussianFederationwith a special chapter containing a list of state regulation
measures, including a list of restrictive measures in certain areas of human
activity (transport, construction, etc.) for the reduction of impact on climate.

With consideration of the fact that the principles of law are the core of the legal
system (and each particular branch of law), determining not only its current condition
but also performing the predictive function of the development of the relevant branch,
it appears reasonable to supplement Article 3 of the Federal Law “On Environmental
Protection” with a new environmental principle of “legal protection of climate”,
which now is still purely doctrinal.

13.4 Conclusion

The conducted study leads to a conclusion that climate change is of an objective
nature and consists in the growth of average annual temperatures registered for
several decades in many countries, including Russia. Undoubtedly, the causes of
this phenomenon are complex; however, the growth of anthropogenic impact on
nature, which manifests itself in the increase in greenhouse gas emissions, makes
its contribution to the development of the dynamics of this process. This caused the
development of international cooperation in mitigating the impact on climate and
the elaboration of measures for the adaptation to climate change that has already
occurred. To resolve these issues the 1992 United Nations Framework Convention
on Climate Change was adopted as well as two international instruments developing
and supplementing its provisions—the Kyoto Protocol and the Paris Climate Agree-
ment. These international instruments stipulate a list of measures that must be taken
by the countries joining these treaties, which will reduce anthropogenic impact on
nature and slow the growth of average annual temperatures.

Each country adopted its own measures to fulfill these international obligations,
and Russia is not an exception in this case. However, despite Russia’s adoption of a
range of bylaws dedicated to the specific questions of fulfilling the assumed interna-
tional obligations, there is no systematic approach to the issue of climate protection
at the level of federal laws, which requires correction. Some universal issues in the
area of climate protection are still relevant; they are typical for all countries and are to
be resolved, including the issues of climate refugees, compensation for harm caused
by climate change and some other issues.
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Chapter 14
Current Issues of Agriculture
Digitalization in the Russian Federation

Agnessa O. Inshakova , Anatoliy Ya. Ryzhenkov , Viktor F. Pon’ka,
and Davud A. Davudov

Abstract The Chapter states that the information digital technology of the twenty-
first century conceals an enormous potential of economic growth due to the automa-
tion and optimization of production processes, improvement of monitoring and
control that enhance the manageability of both individual production and the entire
economy. The implementation of digital projects in agriculture becomes an increas-
ingly common trend in the whole world, including Russia. Digitalization includes
such phenomena and technologies as big data, the Internet of Things, robotics,
sensors, 3D printing, system integration, artificial intelligence, blockchains, etc.,
improving the quantity and quality of agricultural products and the logistics of their
sale as well as increasing the social support of rural residents, reducing and easing
their workload due to the production robotization. A range of foreign countries
have created the necessary legal framework and launched the process of introducing
digital technologies in agriculture, which has made it possible to achieve consider-
able success on this way also with regard to a significant increase in labor produc-
tivity. Digital systems in these countries have become important tools for managing
risks in agriculture, helped to assess and eliminate them, and reduced the risks of
production,weather,market, or climate variability. TheMinistry ofAgriculture of the

A. O. Inshakova (B)
Department of Civil and International Private Law, Volgograd State University, Volgograd, Russia
e-mail: ainshakova@list.ru; gimchp@volsu.ru

Department of Law, Volga Branch of Volgograd State University, Volzhsky, Russia

A. Ya. Ryzhenkov
Volgograd State University, Volgograd 400062, Russia
e-mail: 4077778@list.ru

V. F. Pon’ka
Russian Academy of Sciences, Honorary Worker of Higher Professional Education, Leninskiy
avenue, d.14, corp.1, 117198, Moscow 119071, Russia
e-mail: ponka@pran.ru

D. A. Davudov
Department of Civil and Private International Law, Volgograd State University, 100, prosp.
Universitetsky, Volgograd 400062, Russia
e-mail: dav0587@mail.ru

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2022
A. O. Inshakova and E. I. Inshakova (eds.), New Technology for Inclusive
and Sustainable Growth, Smart Innovation, Systems and Technologies 288,
https://doi.org/10.1007/978-981-16-9808-8_14

125

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-16-9808-8_14&domain=pdf
https://orcid.org/0000-0001-8255-8160
https://orcid.org/0000-0002-2015-1709
https://orcid.org/0000-0002-1706-6124
mailto:ainshakova@list.ru
mailto:gimchp@volsu.ru
mailto:4077778@list.ru
mailto:ponka@pran.ru
mailto:dav0587@mail.ru
https://doi.org/10.1007/978-981-16-9808-8_14


126 A. O. Inshakova et al.

Russian Federation actively works in this area, having developed the departmental
project “Digital Agriculture”. Itsmain goal is the digital transformation of agriculture
by introducing digital technology and platform solutions to ensure a technological
breakthrough in the agro-industrial complex and achieve the growth of productivity
in “digital” agricultural enterprises. The implementation of the program of digital
agriculture will lead to the achievement of the following results: automation of agri-
cultural machinery, reduction of costs and demand for manual labor, remote satellite
data and sensors will improve the accuracy and reduce the costs of the monitoring of
crop growth and land and water quality. Tracking technologies and digital logistics
services will optimize agricultural food supply chains and provide reliable informa-
tion for consumers. However, to achieve the set goals, it is necessary to make amend-
ments to the Federal Law “On Agriculture Development” specifying the incentives
and benefits for developers and consumers of digital technology.

14.1 Materials

The legislative framework of the study consists of the Federal Law “On Agricul-
ture Development”, Executive Order of the Government of the Russian Federation
No. 1632-r of July 28, 2017 on the approval of the Program “Digital Economy of
the Russian Federation” as well as the Departmental Project “Digital Agriculture”
implemented by the Ministry of Agriculture of the Russian Federation. The said
regulatory legal acts laid down the legal foundation for digital transformations in
Russia’s agriculture.

Some issues and achievements in the area of agriculture digitalization in a number
of foreign countries and in Russia have been considered in the works by [3, 7–9, 11–
16] and many other researchers. Their works allowed the authors to formulate the
key issues of agriculture digitalization on a global scale, to show the dynamics of
the settlement of this issue in the Russian Federation as well as to give a number of
suggestions for the development of Russian agrarian legislation.

14.2 Methods

Such general scientific methods as formal logical, dialectical, systemic structural
methods, and the method of critical cognition were used in the course of the study.
Synthesis, classification, and generalization techniques were applied in the interpre-
tation of the results of the study. Specific scientific methods were used in the work
as well: formal legal method, the principle of legal process assessment, the method
of comparative analysis, etc.
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14.3 Introduction

Humanity now shifts to a new technological order characterized by the development
of both new technologies and computer programs used bybusinesses to produce prod-
ucts and provide services, create new digital communication channels, and rethink
the approaches to the use of information.

Information has become the main resource of the digital economy. Affecting
various industries of economy, including agriculture, digital technology changes the
ways of social interaction and personal relations, this involves the convergence of
fixed, mobile and broadcast networks, devices and objects connected to each other
via the internet. Nowadays, Russia is at the stage of implementing the strategy for its
digital economy development since economic industries, from agriculture to metal-
lurgical industry, from medicine to housing and utilities, cannot do without automa-
tion as the first steps of digitalization. However, the growth of efficiency is almost
always associated with high technology, materials, modern management, with the
implementation of information and communication processes and with digital trans-
formation in general. The transition to a digital economy involves comprehensive
changes both at the level of the state and at the level of companies. Consequently,
the digital transformation of the economy is inevitable and it is very important for
Russia to be among the leaders in this case [3].

There are enormous possibilities for the modernization of the agro-industrial
complex of the country. The adjustment of the areas of the state support of the
industry, including new guarantees of ensuring the country’s food security, could
give a high-tech character to the industry and provide possibilities for the intro-
duction of innovative technologies. However, the current digitalization of Russia’s
agriculture “is at a very low level: no experts who could make global forecasts for
prices of agricultural products are involved; the system of logistics, delivery, storage
and processing of products is not developed. Moreover, along with a mass of prac-
tical problems, there is no scientific approach to innovative modern agrotechnology
and scientific methodology in general. It should be also noted that all this enormous
system can develop in a stable and sustainable way if there is an effective legal
framework, which should be worked out by the state thoroughly and thoughtfully”
[16]. In these conditions, the legal support of the state help plays a considerable role
in the digital economy development, which is especially important in the economic
branches which are the most vulnerable from the perspective of national security
(agriculture is among them). This requires the continuation of the enhancement of
agrarian legislation, which defines the main areas of the state support of this sector of
the economy, however, pays little attention to the legislative recognition of specific
incentives and guarantees for producers of agricultural goods (in particular, small
and medium business) that have decided to use digital technology in the course of
agricultural production as well as for producers of this technology.
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14.3.1 International Experience in Agriculture Digitalization
Which is of Interest in Terms of the Russian
Federation

In the most general terms, agriculture digitalization implies that the tasks of agricul-
tural production management, both at the level of an individual enterprise and in the
agrarian industry on the whole, will be fulfilled more efficiently in case of using the
internet, blockchain technologies, drones, robots, etc. This will make it possible to
forecast changes in weather conditions, improve weed and pest control, save elec-
tricity, monitor animal behavior, etc. Due to this, farmers and other producers of
agricultural goods will be able to make more correct decisions optimizing both the
production of agricultural goods and their sale. Digitalization can also contribute to
the settlement of rural social problems, improving the access of rural residents to
cultural, educational, and medical services.

To achieve these goals, it is necessary to resolve the issue of the interaction of
multiple databases related to agriculture, including the information about features of
seeds, climate and weather conditions, soil quality, management decisions made by
farmers, the state of the stock of agricultural products and their market prices. The
provision of the access to this set of data will allow certain farmers and trade organi-
zations to make decisions increasing the productivity and profitability in agricultural
production and at the target markets. Besides the increase in labor productivity,
digital systems offer important tools for managing risks arising in agriculture due
to production, weather, market, or climate variability, and these tools can help to
assess and eliminate such risks. These improvements will make it possible to take
preventive decisions for short-term protection of income and to work to improve soil
and environmental quality management at the farm level in the long term [11].

Many countries now have mandatory farm animal traceability programs to track
their movements, for example, in the United Kingdom. These systems generate
significant amounts of data that are analyzed and modeled to provide early warning
and rapid response, for example, in the event of an epizootic outbreak. In Switzer-
land, genetic and production data are routinely linked tomovement databases to iden-
tify on-farm deaths and stillbirths that may indicate the emergence or re-emergence
of disease (similar measures are considered in Ireland). Of course, these capital-
intensive technologies promise to be lucrative and this has captured the attention of
many companies, policymakers, and investors. For instance, in Canada the Finance
Minister’s ‘AdvisoryCouncil for EconomicGrowth’ published amajor report in 2017
on how to grow Canadian middle-class incomes. One of their key recommendations
was to invest in agro-food sector innovation.

Similarly, the UKGovernment’s £4.7 billion ‘Industrial Strategy Challenge Fund’
includes artificial intelligence and data as one of four challenge areas, with specific
schemes focusing on precision agriculture. As well, venture market investment in
agricultural technologies has increased 80 percent annually since 2012. Similar
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investments are being made in the United States and across the EU. Future projec-
tions predict that the precision agriculture technologiesmarketwill exceed$10billion
globally by 2025 [13].

The growth of themarket for robots and droneswill play a big role in the processes
of agriculture digitalization. In particular, experts estimate the market for drones in
agriculture at $32.4 billion. Drones can be used to create three-dimensional maps for
the analysis of soil and plant seeds, water agricultural crops, apply fertilizers, spray
plants, and monitor crops.

Sensing systems and associated analytics can provide agricultural producers with
better information to make more timely decisions with more predictable outcomes,
while automating tasks using sensing technologies andmachine learning can increase
the reliability of agricultural production.

Rapid developments in the Internet ofThings, cloud computing, robotics, andArti-
ficial Intelligence are accelerating the transition to smart farming and the promotion
of big data and precision agriculture to improve agri-food sustainability.

The expectation is that smart farming approaches will ultimately improve knowl-
edge about an individual enterprise also via efficient sharing and learning from data
from multiple enterprises. However, although this “fourth agricultural revolution”
brings the promise ofmultiple gains, it also brings with it technical, social, economic,
ethical, and other practical questions, with significant implications. Digital applica-
tions and platforms have the potential to dramatically change the way knowledge
is processed, communicated, accessed and utilized. For farmers, digital applications
will provide decision-making capabilities that were previously not possible, poten-
tially leading to radical changes in farm management. As smart machines and sensor
networks increase on farms and farm data grow in quantity and scope, farming
processes will become increasingly data-driven and data-enabled. This raises crit-
ical questions about how digital agriculture will require new capabilities, support
decision-making and interact with, and potentially disrupt, established modes of
knowledge processing [6].

A number of other social risks of digitalization should be mentioned since tech-
nologies aimed at production automation and efficiency growth can deprive farmers
and agricultural workers of their work, exclude or discriminate against those who are
not digitally literate. This can have negative consequences for the demand for rural
workforce and, therefore, have an impact on marginal groups, including migrants,
in the context of the growing division of labor and capital in agriculture. Moreover,
in scientific literature, there are already discussions about risks of cyberattacks and
new ethical and philosophical issues of the relations of humans and animals that now
live autonomously [8].
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14.3.2 Russian Legislation and Planning of the Introduction
of Digital Technology in Agriculture: Trends
and Prospects

The National Program “Digital Economy of the Russian Federation” was approved
in Russia according to Government Executive Order No. 1632-r of July 28, 2017 [4].
The main activities of this National Program are aimed at solving the following key
tasks of the transformation of the Russian economy and social sector: formation of a
new regulatory environment of relations between citizens, businesses, and the state
emerging with the development of the digital economy; creation of a modern high-
speed infrastructure for data storage, processing and transmission, sustainability and
security of its functioning; formation of a system for training staff for the digital
economy; support of the development of promising end-to-end digital technolo-
gies and projects for their implementation; improvement of the efficiency of public
administration and state services through the introduction of digital technology and
platform solutions.

Program documents taking into consideration the corresponding peculiarities
were adopted at the level of individual economic sectors to achieve the said goals.
With respect to agriculture, the country’s official policy concerning the priorities in
the agriculture digitalization development is presented in several executed program
documents of the Ministry of Agriculture of the Russian Federation. Digital agri-
culture is the agriculture based on modern methods of production of agricultural
products and foodstuffs with the use of digital technology (the Internet of Things,
robotics, artificial intelligence, big data analysis, e-commerce, etc.) ensuring the
growth of labor productivity and the reduction of production costs. Its development
includes a number of stages.

The first stage consists in the creation and introduction of the national platform
of digital public administration of agriculture “Digital Agriculture”. This digital
platform will be integrated with other sub-platforms for agriculture management at
the regional and municipal levels, which will provide agricultural producers with
the possibility to receive state support through the common unified national digital
platform.Thiswill require the appropriatework organization, first of all, development
of the concept of digital agriculture, organization of the collection of the necessary
information and interaction with other authorities and organizations.

To ensure further record, monitoring and analytics trough digital agriculture, it is
necessary to work out in detail the regulations for agricultural land data transmission.
Novosibirsk Region, Krasnodar Krai, and Altai Krai can bementioned as an example
of the involvement of regions in the implementation of this departmental project.

Well-established interaction between federal executive authorities will provide
up-to-date data about agricultural land and the land used or allocated for agriculture
as part of land of other categories. The collected information will help to solve a
number of issues, in particular, to understand the need of creating comprehensive
products for agricultural producers that optimally combine state support measures
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for commercial agroservices. The normal functioning of the platform requires the
development and adoption of a range of regulations.

The second stage consists in the creation and introduction of the module “Agroso-
lutions” of the national platform of digital public administration of agriculture “Dig-
ital Agriculture” to increase the efficiency of activities of agricultural producers. The
logical result of themodule “Agrosolutions” is a double increase in labor productivity
per worker as well as the reduction of costs of agricultural enterprises. The introduc-
tion of comprehensive digital solutions will ensure the productivity and efficiency
of the use of this module. To appropriately realize the second stage, it is necessary
to develop technical and content-related requirements of the module, taking into
account the actual needs of agricultural producers.

The third stage is based on the creation of the system of continuous training of
staff of agricultural enterprises with the purpose of formation of competencies in
the area of the digital economy. The Competence Center “Digital Agriculture” with
representative offices based on agrarian higher education institutions of the Ministry
of Agriculture of the Russian Federation and other agricultural organizations will
implement training and retraining programs for specialists of agricultural enterprises
so that they could gain competencies in the digital economy.

The issue of training and retraining of staff working in agriculture became urgent
long ago, since the introduction of new digital technologies rapidly becomes part of
our life, however, their use often faces difficulties. The suggested industry-specific
electronic educational environment “Land of Knowledge” will make it possible
to acquire knowledge remotely in order to use digital technology in general and
exchange experience among students. Therefore, the process of the implementation
of the departmental project “Digital Agriculture” requires the compilation of a clear
phased development plan which will present real mechanisms of its implementation
and needs. The project also requires support from the state in the form of subsidies,
the development of a regulatory framework and the creation of conditions for the
training of specialists [1].

Hence it follows that the process of agriculture digitalization is a very complex
system including a number of elements: the main areas and functions of the digital
system, legal support of the agro-industrial complex in terms of digitalization and
the management structure enabling the implementation of solutions. Like any other
complex systems, digitalization of the agro-industrial complex and its efficiency
depend on internal and external factors, which are both objective and subjective.
The external factors influencing the transformation of the agro-industrial complex
include, first of all, geographical features of the location of rural entities, which differ
significantly from each other in their territory, density of the population, the financial
component and legal support from the state and municipalities. The internal factors
influencing the processes of the digitalization of the agro-industrial complex include
the creation of the regulatory framework, which depends on the legal policy of the
state at each particular stage and specific interests of authorities, the availability of
staff in general and the organization of workplaces, management technologies being
used, etc. [16].
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There are nowboth certain achievements and particular difficulties in the course of
the implementation of the agriculture digitalization management project. According
to M.L. Vartanova (2018), “at the moment, there are enough resources for the collec-
tion of data from fields but the automated system for the processing of these data and
the work with artificial intelligence has not been adjusted yet” [14]. It is still rele-
vant and necessary to organize electronic mapping of agricultural land (formation of
electronic datasheets of fileds), which will make it possible to identify uncultivated
land and control the use of fertilizers as well as all operations of sowing agricultural
machinery. In its turn, this will require from the industry to provide a new generation
of drones and sensors, developGLONASS andGPS systems assessing andmanaging
crop production processes.

The implementation of the tasks set by the Ministry of Agriculture of the Russian
Federation will be facilitated by both the digital technologies focused exclusively on
the development of the agrarian sector (for example, the Unified Register of Farms,
which is maintained by the Ministry of Agriculture of the Russian Federation) and
the digital technologies which are of a more framework nature and are used also in
other sectors of the economy (for example, the Unified State Register of Immovable
Property includes information about the holders of rights to immovable property,
restrictions of these rights, etc. also beyond rural areas).

We should agree with [12] that a range of digital technologies is already widely
used in the agrarian sector, including closed water use systems for industrial fish
farming and the establishment of pig breeding complexes and poultry farms with
continuous chains of complete production and life cycles of products, from the
creation of balanced animal feed rations to the sale of finished products, fully
managed with the use of software, computers, and the internet [12]. The Internet
of Things is used for free grazing of cattle. For example, loose housing for cows,
when the animals can move freely, is used in the largest DolgovGroup Agroholding
Company of Kaliningrad Region. A tracking chip is inserted into the earlobe of the
cow, and the movement of the animal can be tracked from any part of the world,
with the use of a computer, the necessary program and access to the internet. Finan-
cial costs are reduced several times in this case. Digital technology is used also in
crop production (spraying and soil cultivation, fertilization, regulation of plant nutri-
tion, andmicroclimate in greenhouses) and animal husbandry (maintenance, milking
and feeding of animals, management of technological processes in poultry houses).
New technologies manage the process of storage of vegetables, assess the economic
efficiency of production, etc. [10].

Oneof the achievements of the robotization of agriculturalmachines is the creation
of a robotized combine harvester manufactured by Rostselmash with artificial intelli-
gence, which passed tests in the fileds of Belgorod Region in 2018, having harvested
from 60 hectares of fields in an unmanned mode [2]. The “flying tractor” called
“Skif”, which is a cargo-type drone, was presented in Kazan. Today, it is the biggest
multi-rotor drone in the world. Only two people are needed to manage the Skif,
any technically competent person can learn this in a week. The maximum carrying
capacity of the platform is 400 kg. If the mass of the cargo is 50 kg, the drone can fly
up to 350 km. It is refueled with AI-95 gasoline and has an hourly flow rate of about
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30 L. The maximum duration of the flight without refueling is eight hours. While the
main area of use of this drone is agriculture, it is capable of round-the-clock treatment
of fields. On average, the “tractor” can lift about 250 L of pesticides or fertilizers at a
time, this will be enough for about 25 hectares of crops, i.e., the average rate is 10 L
per hectare. The drone can spend half an hour on the processing of 25 hectares [15].

However, a number of questions remain open, in particular, the legal status of
robots, the issues of compensation for harm caused by tractor robots or cows grazing
freely and controlled with the use of remote automated technologies.

A separate question consists in the lack of a clear strategy for the creation of
“digital villages” facilitating access of rural residents to the main benefits of civi-
lization (education, medicine), the deficit of trained IT staff in rural areas and the
lack of financial resources of producers of agricultural goods, which impede the
introduction of digital technology [9]. The Federal Law “On Agriculture Develop-
ment” could facilitate the resolution of these problems. It stipulates the informational
support of the state agrarian policy as a state support measure; however, this area
should be specified in detail [5]. It appears that the Law must be supplemented with
a special article including specific measures for the state stimulation of agriculture
digitalization. These can be benefits for taxation, credits, development of the infor-
mational sector of the support of agriculture, education, the system coordinating
the work among agricultural authorities of all levels as well as with the public and
producers of agricultural goods, measures for the planning of the development of
the digitalization of the agrarian sector, etc. Also some administrative issues are to
be settled, for example, the simplification of the procedure for obtaining permits
for drone flights over the fields of farmers. Moreover, the development of digital
technology can improve the procedure for mediated resolution of conflicts between
agricultural producers as well as between them and authorities [7].

14.4 Conclusion

The information digital technology of the twenty-first century conceals an enormous
potential of economic growth due to the automation and optimization of production
processes, improvement of monitoring and control that enhance the manageability
of both individual production and the entire economy. The implementation of digital
projects in agriculture becomes an increasingly common trend in the whole world,
including Russia. Digitalization includes such phenomena and technologies as big
data, the Internet of Things, robotics, sensors, 3D printing, system integration, artifi-
cial intelligence, blockchains, etc., improving the quantity and quality of agricultural
products and the logistics of their sale as well as increasing the social support of rural
residents, reducing and easing their workload due to the production robotization.

A range of foreign countries have created the necessary legal framework and
launched the process of introducing digital technologies in agriculture, which has
made it possible to achieve considerable success on this way also with regard to a
significant increase in labor productivity. Digital systems in these countries have
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become important tools for managing risks in agriculture, helped to assess and
eliminate them, and reduced the risks of production, weather, market, or climate
variability.

The Ministry of Agriculture of the Russian Federation actively works in this
area, having developed the departmental project “Digital Agriculture”. Its main
goal is the digital transformation of agriculture by introducing digital technology
and platform solutions to ensure a technological breakthrough in the agro-industrial
complex and achieve the growth of productivity in “digital” agricultural enterprises.
The implementation of the program of digital agriculture will lead to the achievement
of the following results: automation of agricultural machinery, reduction of costs and
demand for manual labor, remote satellite data and on-site sensors will improve the
accuracy and reduce the costs of the monitoring of crop growth and land and water
quality. Tracking technologies and digital logistics services will optimize agricul-
tural food supply chains and provide reliable information for consumers. However,
to achieve the set goals, it is necessary to make additions to the Federal Law “On
Agriculture Development” specifying the incentives and benefits for developers and
consumers of digital technology.
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Chapter 15
Sustainable Development of Rural Areas
in Russia: Legal and Technological
Support

Denis E. Matytsin , Agnessa O. Inshakova , Maxim V. Sevostyanov ,
and Olesya P. Kazachenok

Abstract The chapter examines the legal category “sustainable development of rural
areas” and gives its authors’ definition. The authors suggest meaning by sustainable
development of rural areas the regular economic activities on agricultural lands,
providing growth of agricultural production, under condition that social rights of
residents of rural settlements are properly guaranteed, as well as measures protecting
the environment on agricultural land (including measures for farmland fertility) are
taken in rural settlements as well. As a result of the study, it is noted that the transi-
tion of rural areas to sustainable development is hampered by the lack of an efficient
system of interdepartmental interaction and coordination of specific issues related to
the development of rural areas. In comparison with developed countries, government
support for agriculture in Russia is significantly lower, what can be considered as one
of the factors of a low profitability of agriculture. Poor support limits the possibili-
ties of modernization and innovative development of the industry, negatively affects
wages of workers in the industry and the tax base of local budgets. The authors study
the problems and prospects for the development of agricultural tourism as one of
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the most important elements of transition of rural areas to sustainable development,
identifying the reasons for its insufficiently rapid and effective development. This
chapter also shows that the Concept of Sustainable Development of Rural Areas can
be a tool to mitigate the severity of social, economic, and environmental problems
in rural areas, taking into account the interests of citizens, business, and the govern-
ment. A complex and multi-level system of criteria and indicators for sustainable
development of rural areas is required for an efficient realization of this concept
offered in this chapter.

15.1 Materials

The legal framework for the study was made up of international and national legal
acts dedicated to various aspects of sustainable development. The chapter examines
the UN declarations adopted at various conferences on sustainable development, UN
resolutions, and decisions of EU bodies. Special attention is paid to the constitutions
of various countries of the world, what reflect certain provisions of the concept of
sustainable development, as well as the Constitution and legislation of the Russian
Federation.

The authors analyze the provisions of the Urban Planning Code of the Russian
Federation, federal laws “On environmental protection”, “On development of agri-
culture”, “On viticulture and winemaking in the Russian Federation”, as well as
some secondary legislation, for example, the Order of the Government of the Russian
Federation of 02.02.2015 “On approval of the Strategy for sustainable development
of rural areas of the Russian Federation for the period up to 2030” [4–6, 14, 16].

In the course of the study, the papers of Russian and foreign authors devoted
to both general provisions on sustainable development and specific features of the
concept of sustainable development of rural areaswere used. In particular, the chapter
deals with the papers of [1, 2, 9–12, 17–19] and a number of other authors devoted
to certain aspects of sustainable development.

15.2 Methods

The study used general scientific methods (formal and logical, dialectical, systemic
and structural, critical knowledge). When interpreting the research results, the
methods of synthesis, classification, and generalization were used. The work also
used such private scientific methods as formal legal, method of assessment of legal
processes, method of comparative analysis, etc.
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15.3 Introduction

Rural territories of the Russian Federation are the most important resource of the
country, the value of which is rapidly growing in the context of deepening global-
ization, while the importance of natural and territorial resources in the development
of the country increases. The development of rural areas today is extremely uneven,
while rural areas have vast natural, demographic, economic, historical, and cultural
potential, the rational use of which can ensure sustainable development, a decent
level and quality of life for the rural population. The implementation of nationwide
functions of rural areas is hampered by the structural crisis associated with the trans-
formation of forms of ownership and the transfer of activities in all spheres of life
to market principles. Currently, the share of people employed in the main sectors of
the rural economy (agriculture, forestry, fish farming) has significantly decreased,
but agriculture in most administrative regions continues to be an important sphere
of employment of the rural population. At the same time, wages in agriculture over
the past years were on average consistently two times lower than the average rate
for the economy, what causes a number of deformations in the development of the
social sphere.

In rural areas, the share of poor families is higher. While the share of the rural
population of the total population is 26%, the share of families with per capita
incomes below the subsistence level in rural areas is more than 40% of the total
number of low-income families. If the prevailing trends in the development of rural
areas, characterized by a low quality and standard of living, continue, the outflow of
the most promising young people will continue, what is confirmed by sociological
studies, according to which 50% of young people intend to leave the rural areas in
which they permanently reside. The consequence of this is the degradation of human
potential of rural areas, and when the labor force is attracted on a rotational basis,
there is an increase in social tensions.

In such a situation, comprehensive diversification of the rural economy, support for
farming and alternative forms of employment and self-employment are required. The
support measures are expected to include the support for development of crafts and
agricultural tourism, organization, and removal of administrative barriers to product
marketing, access facilitation to natural resources, including land, material, financial
and information resources, support for the activities of consulting centers and the
development of infrastructure that allows the population to receive a decent income.
The achievement of this task can be facilitated by the fact that Russia has a large land
potential for agriculture.As of January 1, 2014, the area of agricultural landwas 220.2
million hectares, including the area of arable land 121.5 million hectares. Despite
such potential opportunities for the development of agriculture, in recent years there
has been a tendency to reduce the area of agricultural land, which is caused by the
unsatisfactory financial and economic situation of agricultural producers. In turn,
this situation results in the rejection of the provided land, the transfer of land to other
categories for building in suburban areas, the lack of measures for land reclamation
and restoration of soil fertility. This situation is aggravated by environmental factors
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caused, on the one hand, by long-term extensive forms of agriculture, leading to soil
depletion, and, on the other hand, by climate changes leading to an increase in risk
of agricultural production [14].

These trends require further improvement of the concept of sustainable develop-
ment of rural areas, taking into account the differentiated problems of rural residents
and different levels of agricultural development in the constituent entities of the
Russian Federation. Such a concept of sustainable development of rural areas should
create conditions for ensuring a stable improvement in the quality and standard of
living of the rural population based on the advantages of the rural lifestyle, whichwill
develop the social and economic potential of rural areas and ensure that they perform
national functions such as production, demographic, spatial, and communication in
order to preserve historical and cultural foundations of the identity of the peoples of
the country, to guarantee social control and the development of rural areas in Russia.

15.3.1 Main Provisions of the Concept of Sustainable
Development of Rural Areas in International Law
and Russian Legislation

The concept of sustainable development is one of the most discussed ideas of inter-
action between nature and society. It was first mentioned in 1987 in the report of
the International Commission on Environment and Development, but it is finalized
in the decisions of several UN Conferences on Environmental Protection [3]. In
their decisions, “sustainable” means such a progressive development of the state and
society, which ensures a balance of economic, environmental, and social needs of all
private and public entities in the interest of the present and future generations [8]. It
is thanks to the documents adopted at such UN conferences (starting with the deci-
sions of the UNConference on Environment and Development held in Rio de Janeiro
in 1992) that the quality of the environment (along with the level of economic and
social development) for the first time began to be considered as an essential element
of sustainable development. The obligation of the state to preserve ecosystems and
ecological processes that are vital for the biosphere of a country, to protect biological
diversity, and to observe the principle of optimal sustainability when using biological
resources and living ecosystems is now added to the economic and social obligations
of the state which existed before after the recognition of the concept of sustainable
development on a global scale.

These ideas were fully developed in the materials of the World Summit on
Sustainable Development in Johannesburg in 2002.

The 2002 Johannesburg Declaration on Sustainable Development focused on
poverty eradication, changing production, and consumption patterns, and the protec-
tion and sound use of natural resources as the main goals and needs of sustainable
development. The decisions of the conference also highlighted the difference in
opportunities for sustainable development for developed and developing countries.
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The decisions of the UN Conference on Environment and Development “Rio +
20”, which took place in 2012 in Rio de Janeiro, it was continued to analyze the
issues of poverty eradication and measures to ensure sustainable development. At
the same time, the term “green economy” was used for the first time in the decisions
of the conference. Building a “green” economy in all countries of theworldwill mean
ensuring the sounduse of natural resourceswith the lowest losses for the environment,
increasing the efficiency of their use and reducing the volume of generated waste.

Discussion of sustainable development strategies continued further, with special
emphasis on the UN General Assembly Resolution of September 25, 2015 “Trans-
forming our world: the 2030 Agenda for Sustainable Development” [15]. The 17
Sustainable Development Goals presented in this document were developed and
supplemented in subsequent UN documents, for example, in the UN Sustainable
Development Goals Report (2017). All these and many other documents contain a
detailed set of criteria and indicators of sustainable development, and an algorithm
for achievement of these goals through the efforts of the national authorities and the
public.

These recommendations were accepted both by interstate associations (for
example, in the European Union) and by nations in the world. Thus, on January
30, 2019, the European Commission presented a document entitled.

“Towards a Sustainable Europe by 2030”, which summarizes the progress made
in Europe and identifies the necessary priorities for moving forward: development of
a circular economy, creation of a sustainable food system, ecologization of energy,
mobility and man-made environment, and use of a range of instruments starting
from education and digitization to finance and taxation which facilitate the transition
to sustainable development. The document emphasizes the idea that without social
sustainability there can be no sustainable development; therefore, it is fundamentally
important to ensure social justice in the transition to sustainability, for the benefit of
all, leaving no one behind.

At the national level, the provisions of the concept of sustainable development
had different relevance in the national constitutions, as well as legislative acts of the
countries of the world. The most explicit manifestation of the interest to sustainable
development is the mention of sustainable development in the following constitu-
tions: Article 17 of the 2010 Constitution of the Dominican Republic, Article 8 of the
1997 Constitution of Eritrea, and Art. 60 of the 2010 Constitution of Kenya, article
22 of the 2008 Constitution of the Republic of Maldives, article 81 of the 1976
Portuguese Constitution, article 33 of the 2003 Constitution of the State of Qatar,
article 13 of the 1998 Constitution of the Republic of Sudan and a number of others
(Environmental provisions of constitutions, 2012). The Constitution of the Russian
Federation does not mention sustainable development; however, this legal category
can be found in several federal laws, in particular, in the Civil Code of the Russian
Federation (Articles 1, 30, 41, and a number of others), Art. 1, 3, and 36 of the Federal
Law “On Environmental Protection”, Article 36 of the Federal Law of December 27,
2019 No. 468-FZ “On Viticulture and Winemaking in the Russian Federation”, as



142 D. E. Matytsin et al.

well as in several development strategies of the country (on the sustainable develop-
ment of rural areas, sustainable development of tourism, development of indigenous
peoples, etc.).

Federal Law of December 29, 2006 No. 264-FZ “On the Development of Agricul-
ture” under the sustainable development of rural areas means their stable social and
economic development, increase in agricultural production, increase in the efficiency
of agriculture, achievement of full employment of the rural population and increase
in their standard of living, sound use of land. Thus, the main emphasis here is made
on social and economic aspects, while the environmental factor did not come to the
attention of the legislator.

It follows from this description that Russian legislation lacks a balanced concept of
transition to sustainable development of rural areas (although its specific aspects are
undoubtedly reflected in laws and subordinate laws). International acts provide for
the adoption (to track the implementation of the provisions of the idea of sustainable
development) at the national level a number of special criteria and indicators showing
the degree of compliance of legislation and the state of economic, environmental and
social interests with the goals stated in the Concept. In the Russian Federation, the
most developed are the criteria and indicators of sustainable development in forestry
[1], as well as in the use and protection of wildlife [9]. For other sectors of public life
(agriculture, transport, waste management, etc.), criteria and indicators exist only in
scientific research.

Thus, the concept of sustainable development is directly connectedwith economic,
environmental, and social spheres in their indissoluble unity, and also affects other
spheres, including political, ideological, informational, cultural, and others [18]. It
is necessary to support the suggested classification of measures to ensure sustainable
development of agricultural territories by subject and object criteria. From the point
of view of the subject, the taken measures are as seen follows. First, these are steps
taken by government in form of competent authorities. Second, the measures are
taken by agricultural producers themselves. Third, it is society as a whole which
influences the process in the economy. From the point of view of the object, it
is suggested to distinguish organizational, legal, economic, environmental, social,
ethical, informational, and educational measures [11].

The mechanism identification for their implementation requires a study of
narratives, both of the category “sustainable development of rural areas” and the
criteria (indicators) of its development, including the definition of priority areas for
sustainable development of rural areas in the Russian Federation.

15.3.2 Issue of Criteria and Indicators of Sustainable
Development

The issue of the transition to sustainable development standards for rural areas during
its discussion inevitably results in a discussion about its criteria and indicators. In
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recent years, a number of judgments on this issue have already been expressed in the
agrarian science and law of the post-Soviet countries.

In particular, representatives of the Belarusian agrarian science and law suggest
to measure the level of unemployment in rural areas, size of wages and general
standard of living of rural residents, provision of rural residents with housing and
infrastructure (kindergartens, hospitals, etc.), taking into account the gasification and
supply of drinkingwater, roads, etc. [2].Meanwhile, for all the value of this approach,
the authors focus on the social parameters of life of rural residents, while the idea
of sustainable development involves finding a balance of three groups of interests—
economic, social, and environmental ones. It follows from this description that this
approach needs to be supplemented by two more interest groups.

Russian scientists, in turn, often focus on economic interests at the expense of
social and environmental ones. Thus, Ostrovsky, speaking about economic indicators
of sustainable development of rural areas, adds to them international cooperation
as a means of acceleration development of rural areas, changes in consumption
characteristics, development of a financing mechanism for rural areas, introduction
of environmentally friendly technologies in rural areas [13].

When analyzing environmental criteria and indicators, a number of scientists
reasonably suggest analyzing the proportion of unused lands of agricultural orga-
nizations as environmental indicators of sustainability; soil fertility of arable land
(average level of humus in the soils of arable land); total pesticide load per hectare
of arable land; share of agricultural land used for organic production in the total land
area; proportion of degraded drained land with peat soils in the total area of agri-
cultural land; proportion of disturbed lands in the total area of lands of agricultural
firms; and share of waste generated in agriculture in the total amount of waste [10].

Other authors, examining environmental criteria and indicators of sustainable
development of rural areas, suggest criteria such as the state of soil fertility, level
of emissions and discharges of harmful substances, and degree of use of pesticides
and agrochemicals. Within the framework of social criteria, attention is paid to the
employment of population, wages, vocational training of rural residents, intensity
of use of rural labor resources, labor protection, development of health care in the
countryside, and the preservation of the cultural landscape [7].

Thus, representatives of various scientific schools usually focus on only one group
of interests (economic, environmental, and social) in the triad of sustainable devel-
opment, while the urgent task is to build their balance, taking into account all three
areas of sustainable development. Undoubtedly, the discussion about criteria and
indicators should be continued, since they make it possible to assess not only the
achievement of specific economic, environmental, or social goals but also make it
possible to identify the extent to which the development of specific rural areas (for
example, within the boundaries of a settlement or a municipal district) generally
corresponds to the specified parameters of sustainable development set by federal
or regional authorities, they allow assessing the effectiveness of the taken measures
applied to achieve the specified indicators.

In our opinion, in the light of the existing international and foreign experience, the
criteria for sustainable development of rural areas should look as follows. Economic
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criteria: technology level in the production of organic products of plant growing,
animal husbandry and fish farming; competitiveness of agricultural products of a
certain country, their demand in the world agricultural market; development of
agricultural entrepreneurship in a particular region (municipality) or the country
as a whole; development of markets for agricultural products, including coopera-
tive forms; construction of roads and other infrastructure facilities in rural areas;
dynamics of income growth of agricultural entrepreneurs, including the measures
for state support of agriculture (loans, subsidies, etc.); use of renewable energy in
rural areas (including biofuel production); number of facilities used for agricultural
tourism; amount of unused land in the region (country).

Social criteria: population size (indicators of birth rate, mortality, population
migration); provision of utilities; income of the rural population; dynamics of
increase/decrease in the number of social facilities (kindergartens, schools, hospitals,
cultural facilities) in the municipality (region); jobs growth in the region (munici-
pality); growth of the construction of social housing in the municipality (region);
number of dilapidated and dangerous housing, modern residential buildings built in
their place; access of the population of rural areas to the means of communication
(development of the Internet system); rural crime level; and development of the retail
chain.

Environmental criteria: effectiveness of soil conservation measures; preservation
of rural landscapes; growth of the system of protective afforestation; availability in
the region (municipality) of program documents on adaptation to climate change;
quality of drinking water within the boundaries of the municipality; measures for
the protection of aquatic biological resources; presence / absence of unregistered
waste dumps in the municipality; condition of hydraulic structures; and reclamation
systems in the municipality.

15.3.3 Rural Tourism as One of Directions of Transition
to Sustainable Development of Rural Areas

Agricultural tourism, which appeared in a number of European countries back in the
1970s of the last century, becomes more and more popular every year. Its appear-
ance is a typical example (and proof) of the multi-purpose character of agricultural
activities, which should not be limited to the cultivation of crops or livestock. The
development of this direction of agricultural activity is the most characteristic mani-
festation of the dynamics of sustainable development of rural areas, since it allows
balancing all three groups of interests, i.e., economic, environmental, and social ones.

In scientific papers, there are several approaches to understanding rural tourism,
its goals and objectives. Thus, some authors believe that rural tourism is one of the
branches of agriculture, within the framework of which rural residents are employed
to make a profit organization when organizing rest and recreation. At the same
time, two types of agricultural tourism are distinguished. The first one is carried
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out in small forms of agricultural business (for example, within the boundaries of
personal subsidiary plots of citizens). The second one involves the opening of rural
tourist villages, centers, and complexes [19]. Others write that rural tourism “is a
purposeful travel to rural areas with relatively undisturbed ecosystems and ethnic
and cultural complexes, providing a direct contribution to the solution of the issues
of rural population and are subject to an adequate management regime based on
sustainable development” [17].

The issue of rural tourism is connected with the issue of the boundaries of “rural
areas”. The fact is that the legislation does not provide a clear answer to the ques-
tion: are rural areas the lands of rural settlements, or agricultural lands outside their
borders? Is it advisable to set their boundaries, and if so, in what order? Without
solving this issue, it is impossible to implement effectively the norms of urban plan-
ning, natural resources, environmental and other legislation regulating the partici-
pation of rural residents in planning the development of these territories and their
resources [12]. When discussing this issue, it should be noted that the most optimal
interpretation of the category “agricultural territory” is as follows. It is part of the
territory of the Russian Federation located outside the boundaries of urban districts
and cities of federal significance, whose residents are mainly engaged in agricultural
production.

Taking into account this more precise definition, it is advisable to understand rural
tourism as a type of activity carried out in rural areas aimed at providing tourists
with a range of services for accommodation, food, recreation, and excursions within
rural landscapes, with the possibility of voluntary participation of guests in certain
traditional methods of farming (horse breeding, fishing, cooking, caring for farm
animals, etc.).

The positive sides of rural tourism are economic development (profits of local
firms, taxes, real estate construction, souvenirs production, food stuff production,
etc.); social aspect (increase of employment of rural population, incomes’ growth
and living standards of rural population, demand for educational programs andmaster
classes of organizers of agricultural tourism, decrease in the outflow of population
to cities, preservation of the traditional peasant way of life); environmental aspect
(implementation of programs for protection of land and other natural objects other-
wise tourists will not come; production of environmentally friendly products and
mitigation of the effects of chemicalization of agriculture; conditions for a healthy
lifestyle for local residents).

One of the most characteristic features of agricultural tourism as a type of envi-
ronmental and agricultural entrepreneurship is the lack of the need for large capital
investments, since this type of recreation does not imply high-class hotels, swimming
pools, expensive tourist infrastructure facilities (restaurants, casinos, etc.).

This activity allows entrepreneurs to show some flexibility. Rural tourism can
act as the only type of activity for them, or be a source of additional income, when
the entrepreneur is limited only to the accommodation of the tourist, and the tourist
organizes excursions and recreation to his own will.

Meanwhile, the full development of this type of entrepreneurship is hindered by
a number of objective and subjective reasons, including the following ones: political
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reason (reluctance of the authorities to fight corruption effectively, reduce the bureau-
cratic burden on business, pursue an effective tax and credit policy); economic reason
(poverty of rural residents, lack of startup capital, as well as business skills); social
reason (inactivity, alcoholism, low level of education and culture); legal reason (lack
of a regulatory framework for the development of agricultural tourism, information
and coordination of such activities, efficient judicial system that allows entrepreneurs
to protect their rights).

In these conditions, the agrarian policy of the Russian government requires certain
adjustments. Given that the support for rural tourism is not included in the list of
government measures limited by theWTO agreements, measures of support for rural
tourism at the federal and regional levels could contribute to the solution of three
main issues in the agricultural sector: soil conservation, sustainable development of
the rural economy, as well as the solution of social problems in the countryside.

15.4 Conclusion

The study showed that “sustainable development of rural areas” should be understood
as a stable implementation of economic activities on agricultural land, growth of
agricultural production, provided that the social rights of rural residents are properly
guaranteed, as well as measures are taken to protect the environment on agricultural
lands (including measures of preservation of the fertility of agricultural land) and in
rural areas.

The transition of rural areas to sustainable development is hampered by the lack
of an efficient system of interdepartmental interaction and coordination of individual
issues connected with the development of rural areas.

Compared to developed countries, government support for agriculture in Russia is
significantly lower, what is one of the factors of low profitability of agriculture, and
the lack of support limits the possibilities of modernization and innovative develop-
ment of the industry, negatively affects the level of remuneration of workers in the
industry and the size of the tax base of local budgets. Development of a vital infras-
tructure for health care and education aims at economic efficiency at the expense of
the population’s access to these essential social services, what in fact leads to the
violation of the constitutional rights of villagers to health care and education. The
infrastructural development of rural areas in Russia, especially the road network and
modern communications, is proceeding at a pace that does not allow in the near
future overcoming the existing spatial and communication gap between the city and
the countryside.

Departmental barriers which hinder the availability of development resources for
the rural population remain. The reform of local self-government did not lead to
the creation of the institution of rural self-government, which has sufficient funds
to solve the problems of the rural population. Civil society institutions are poorly
developed in rural areas. The loss of rural traditional culture is not recognized by
society as a problem that deserves attention and there are no public resources helping
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to overcome it; as a result, unique monuments of the material and intangible heritage
of the peoples of Russia, which serve as the basis of their identity, are destroyed and
then disappear. Life in rural areas is not attractive for young people. The outflow of
young people from rural areas to cities is a serious obstacle to the formation of a
human resources base for rural development.

The lack of an effective system of environmental supervision, as well as the
poverty of rural residents, entail poor use of modern agricultural technologies and
fertilizers, increase in the number of abandoned and unused lands, and also lead to
the appearance of illegal waste dumps.

The concept of sustainable development of rural areas can be a tool to mitigate the
severity of social, economic, and environmental problems in rural areas, balancing
the interests of citizens, business, and government. For an efficient realization of
this idea, a complex and multi-level system of criteria and indicators for sustainable
development of rural areas is required and they are suggested in this chapter.
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Chapter 16
Integrated Water Resource Management
in West African Basin
Organizations—Toward Sustainable
Economic Development

Ernest C. Peguita and Alexander M. Solntsev

Abstract To the hectic pace of creation of River Basin Organizations inWest Africa
in the 1960s and 1970s, it will follow a period of institutional lethargy of the orga-
nizations thus created. Meanwhile, on the international front, efforts to codify the
customary rules forming the corpus juris of international water law will intensify,
leading to new development in international water law. To maintain their relevance,
the West African RBO had to adapt their legal framework, resulting in the succes-
sive adoption of various water charters. These charters, however, far from being
mere actualization of the existing legal frameworks, will in many regards prove to
be much more ambitious and comprehensive, especially on the issues of environ-
mental protection, water resources management, recognition, and preservation of
the rights of pastoral populations living on transhumance, but also on the delicate
issue of the participation of water resource users in the decision-making process on
the management of the resource, thus confirming the paradigm shift in international
water law and the new trends in the development of the latter which, due to the
complexity and dynamism characterizing an international watercourse, requires a
more holistic approach with other branches of international law such as international
environmental and human rights.

16.1 Introduction

Most basin organizations in West Africa were created in the 1960s and 1970s, in
a context marked by the consideration of water as an economic resource and in
some cases as a means of political integration of the newly independent States.
The resulting legal framework will be influenced not only by internal factors (the
need for development, joint management of water resources) but also by external
factors (geostrategic) and the global paradigms of the time regarding water and
environmental management.
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On the international front, efforts to codify the rules and principles of international
water law will result in the enshrinement of customary norms [2]. Numerous texts,
such as the Helsinky Rule of 1996 [7], the UNECE Water Convention, the Rio
Declaration, and the Watercourse Convention of 1997, were adopted, establishing
fundamental principles of international water law as norms of international law [1].

To maintain their relevance vis-à-vis these major developments in international
water law, but also to meet the new challenges posed by the management of water
resources, from the early 2000s, the West African basin organizations will succes-
sively adopt water charters, new legal instruments to supplement the existing legal
framework. These basin water charters, of which there are 4, one of them, notably
the Volta Basin Water Charter, is still awaiting formal adoption and ratification, take
advantage of the continental and international momentum generated by the adop-
tion of various legal instruments aimed at equitable and sustainable use of water
resources, such as the adoption in March 2000 of the African Water Vision 2025
by the Extraordinary Summit of the African Union [4, 15], the adoption of a sub-
regional Action Plan for Integrated Water Resources Management in West Africa in
Bamako on 16 December 2000.

16.2 Methodology

This study is based on a combination of general scientific methods and approaches,
as well as special scientific methods of systematic and logical study. In other words,
methods of deduction, induction, and dialectical analysis have been used. In addition,
other special methods such as systemic and structural, but also historical-legal, and
comparative methods have been used to investigate the subject, and to reach the
following results.

16.3 Results

16.3.1 The Charter of the Waters of the Senegal River

Adopted on May 28, 2002, the Senegal River Water Charter is the first charter of its
kind on the entire African continent. The document was elaborated with the expertise
of the Société du Canal de Provence and completes the already rich legal framework
of the OMVS. It is described by OMVS as “a legal instrument of international
scope, innovative and forward-looking” combining law and operationality thanks to
its principles, modalities, shared management mechanisms, and annexes relating to
the modulation of optimal choices [10].

The charter redefines, with more precision, the guiding principles for the manage-
ment of the Basin. Among other things, it determines the terms and conditions for
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approving new projects using the waters of the Basin, or likely to affect its quality,
as well as the framework and modalities for the participation of water users in the
decision-making process for the management of the Senegal River water resources.

Although the charter mentions “fair” uses of water in its article 8, it does not give
priority to any particular use [9]. However, the charter specifies that in the event of
shortage «of the resource, special attention will be paid to the supply of drinking
water and domestic uses of water», an acknowledgement of the population rights to
water.

The document is much more far-reaching on environmental issues. Indeed, in
addition to the common principles of polluter pays [6], the charter imposes on the
States in its title 4, the obligation to preserve the environment. This evident emphasis
on ecological aspects is perceptible even in the elements to be taken into account in
the distribution of water between uses [6].

Another aspect of the charter in contrast with the pre-existing legal framework
in the Basin is the participation of water users in the decision-making process for
the management of the Senegal River water resources. In spite of the initial reluc-
tance of the States which saw in the direct participation of the users a delegation
of their attributions likely to weaken their decision-making capacity, according to
Guy Meublat, they were forced to do so by donors through the policy of financing
conditionalities [3]. It is within this scope that the water charter proposes that the
observer status of the standing water commission be granted to representatives of
users, local authorities, non-governmental organizations, decentralized management
committees, etc.

In short, the water charter has thus allowed a renovation of the legal framework of
the Senegal River Basin while defining the strategic option for the development of the
resource. In the sameway, it nowmakes it possible to combine environmental protec-
tion and economic development of water resources in the spirit of the Rio declaration
on sustainable development, while laying the foundations for the establishment in
the basin of a true environmental participatory democracy.

16.3.2 The Niger Basin River Water Charter

The Niger Basin Water Charter was adopted at the 8th Summit of Heads of State and
Government in Niamey on April 19, 2009. It represents a significant development
of the legal framework for water management in the Niger Basin. Although broadly
inspired by the charter of the waters of the Senegal River that preceded it, it is more
ambitious than the latter on the subject of the environmental protection, which is
the sole subject of an annex [5]. The desire to modernize the legal framework of the
NBA is evident from the reading of the preamble where it refers to conventions such
as the Helsinki Convention of 1992 and the New York Convention of 1997 [13].

The Charter thus includes a rather rich preamblewhichwas elaborated in a partici-
patorymanner and its various provisions allow,within the framework of a clear objec-
tive and a relatively broad field of application, to guarantee the principles applicable
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to the management of international water resources, to renovate the institutional
framework of the NBA, and to reinforce the obligations of the Member States in the
concerted and rational management of the waters of the Niger Basin. To this end, the
charter establishes 6 general principles to serve as a basis for the action of the States
parties [13]:
� The Principle of equitable and reasonable utilization and participation [14], � the

principle of non-damaging use (No-Harm rule), � the precautionary principle, � the
principle of prevention, � the polluter-pays principle, and the collector-pays principle.

Furthermore, the question of priority between uses is addressed in the Charter,
which instructs taking into account the priority given to basic human needs, which
in substance restates the provisions of the 1997 New York Convention [13]. Further-
more, the thorny question of the proposed measures has been the subject of an initial
regulation.

Once again, cooperation between the States remains a priority, thus, “The States
Parties undertake to exchange information and to consult each other and, where
appropriate, to negotiate on the possible effects of planned measures on the Niger
Basin” [13].

With respect to dispute resolution mechanisms, just like the charter of the waters
of the Senegal river, Chapter IX of the charter provides for two modes of settle-
ment: Amicable settlement or non-jurisdictional means through the good offices
of the Authority, mediation or conciliation or any other peaceful method of dispute
settlement and jurisdictional settlement which consists in the referral to the AU
conciliation commission in the first instance, before any referral to the ICJ, as illus-
trated by the example of the border dispute between Benin and the Republic of
Niger [16].

16.3.3 The Lake Chad Basin Water Charter

Adopted in 2012 in a climate of heightened concern over the issue of water sharing
in the basin and the environmental, economic, and social implications of global
warming. This charter complements the Fort Lamy Convention, of which it serves as
a protocol, as evidenced by the referencemade in its preamble to the legal instruments
signed on May 22, 1964 at Fort Lamy, the final provisions of which stipulate the
following:

This Water Charter shall be ratified by the States Parties to the Agreement in
accordance with the constitutional rules and procedures and the 1964 Convention
and Statute and shall enter into force within thirty days of the deposit of two-thirds of
the instruments ratified byMember States. It shall remain in force until the expiration
of the Convention for the Development of the Lake Chad Basin and the Statute of the
Lake Chad Basin Commission of May 22, 1964.

The objective of the Charter is to ensure the sustainable development of the
waters of Lake Chad through an integrated, concerted, and equitable management
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of its surface water resources, the qualitative management of wetlands, and the
management of groundwater.

The charter therefore brings up to date the cooperative framework of the different
States of the Basin to reflect the numerous developments in international water law.

16.3.3.1 The Equitable and Rational Use of Water Resources
and the Obligation to Do no Harm

The charter in its Chap. 2, Sect. 1 deals with the issue, emphasizing the quantitative
aspect as stipulated in article 10 of the charter. The notion of equitable and reasonable
utilization is thus framed by quantitative limits determined in Articles 11 and 12 and
Appendices 1 and 2.

The charter also sets out a number of factors and criteria to be taken into account
in determining what use is considered to be equitable and reasonable. A total of 18
factors and criteria are listed, ranging from hydraulic factors to environmental factors
while taking into account certain legal and social aspects [9].

However, by not giving prevalence to any of its factors over others, the charter
recognizes that a relative inequality exists between these factors in determining what
is equitable and reasonable and leaves it to States Parties to determine their relevance
by considering local circumstances and different water needs, while giving priority
to basic human needs.

On the relationship between water uses, the charter also does not give priority to
a specific use. However, in the event of conflict between uses, the satisfaction of the
basic human needs of populations must be given priority.

Specificity of Lake Chad requiring [17], while being in line with the logic of
sustainable development, the Charter remains pragmatic on the need not to sacrifice
the water needs of current generations, depriving them of the right to enjoy water
resources under the pretext of reserving water resources for future generations.

16.3.3.2 Cooperation and Integrated Water Resources Management

It is impossible to address integrated management without cooperation between the
States sharing the water resource. That said, Article 1 of the Charter calls on the
States riparian to the Lake to cooperate in order to maximize, in an equitable manner,
the economic and social well-being of their populations without compromising the
sustainability of vital ecosystems. This general obligation to cooperate (Article 8) is
carried out within the Commission through “harmonization of their positions within
the Commission in order to ensure coordinated participation in multilateral negotia-
tions on themanagement of water resources and the environment.“ States must there-
fore work with the Commission to harmonize their different legal regimes relating to
the use, protection, and preservation of water resources and their natural ecosystem.

Beyond the harmonization framework mentioned above, States shall also coop-
erate for the prevention, elimination, and compensation of damage that may result
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from the use of water resources by another State. This cooperation concerns in
particular notification and consultation.

The charter, accordingly, requires prior notification to the Water Resources Advi-
soryCommittee and the Environment, Science, and PlanningAdvisoryCommittee of
all planned measures by a State Party concerning the lake or associated watercourses
that may cause significant adverse effects in another country in the basin [9].

The charter also imposes notification measures in the event of a natural disaster
of anthropic origin affecting the basin, and any riparian state that causes significant
damage to another state party in its use of the water resource is required by the
Charter to enter immediately into consultation with the state affected by the damage
to eliminate or mitigate the consequences of that damage as soon as possible. The
two States must also, in consultation, define the modalities of compensation for the
damage caused [9].

16.3.3.3 Environmental Protection and Fight Against Pollution

In terms of environmental protection and the fight against pollution, the charter is
very ambitious, and through its provisions clearly demonstrates the willingness of
States to make environmental issues one of the key objects of their cooperation. To
this end, the charter requires the States, in the territories under their jurisdiction, to
conduct environmental impact studies of any activity likely to have adverse effects
on the environment [9]. In the event that these adverse effects could be felt by a
State of the Basin, the State in its impact study should evaluate the external effects of
this activity. In addition to the environmental impact study, the charter also contains
provisions on environmental auditing [9] which should be conducted on a regular
basis, and strategic environmental assessments for a critical analysis of the various
policies, programs, and development plans for water resources and development in
the basin.

For the institutional strengthening of the legal framework for environmental
protection establishedby the charter, the states are enjoined to harmonize their various
national legal instruments for environmental protection.

To fight against pollution, the States are invited to cooperate in the prevention and
mitigation of pollution, by committing themselves, among others, to:

• To individually and collectively through the commission, control, and prevent
actions likely to have a noticeable effect on the Lake and associated watercourses,
on their health condition and physical and chemical composition, their biological
characteristics and on the environment in general.

• prevent pollution at the source.
• Establishing methods and practices to prevent point and non-point pollution.
• Establishing lists of substances and concentrations prohibited, limited, or subject

to research and testing in the waters of the Basin.

It is also envisaged that a system of authorization for the discharge of polluting
substances into the waters of the lake will be issued to enable the application of
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pollution prevention standards, in particular those relating to the application of water
quality standards and other measures set out in Article 22 of the Charter. Thus, any
polluting discharge into Lake Chad and into the surface or ground waters of its
watershed is subject either to a discharge authorization or to a prior declaration in
compliance with the prescribed pollution standards. The nomenclature of samples
subject to authorization or declaration is determined by the LCBC. It is the same for
any discharge of pollutant likely to endanger public health and safety or likely to
constitute a threat to the biodiversity of the basin, and is subject to authorization.

To conclude, the water charter is a great step in the institutional strengthening
of cooperation in the basin, it modernizes a 50-year-old institutional framework and
enable the basin countries to face the various challenges related to the integrated
management of water resources, while allowing the removal of legal barriers that
may hinder cooperation in the basin.

16.3.4 The Volta Basin Water Charter

TheVoltaWater Charter is the lastWest African basin water charter to be established.
Still at the project stage, as it has yet to be formally adopted by the summit

of heads of state and government of the Volta Basin Authority member countries
[11], it is the result of a participatory drafting process which began in 2015 through
the VBA capacity development support project: water charter and master plan [8]
followed by the actual drafting of the Charter. The Water Charter was validated by
the Committee of Experts of the six member states of the VBA in Lome in December
2018 and approved by the Council of Ministers of the Authority a few months later
at its 7th ordinary session held in Accra, Ghana, on 10 May 2019 [11].

Elaborated following the previous charters mentioned above, it also completes
and actualizes the existing legal framework of the Volta Basin. It should serve to
strengthen cooperation between the States of the basin and to find a balance between
the preservation of the good ecological status of the river and the economic devel-
opment by satisfying the uses of the river (drinking water, irrigation, industry) and
non-withdrawals (hydroelectricity, navigation).

16.3.4.1 An Instrument for the Concerted and Peaceful Management
of Water Resources and for Reducing the Risk
of Water-Related Conflicts

The Charter imposes a general obligation on States to cooperate, though already
universally recognized in international conventions such as theNewYorkConvention
of 1997, the general obligation is recalled in the charter with a specification of the
different areas or fields of cooperation. Thus, the cooperation extends not only to
the issues of water management in the basin but also to the implementation of the
charter.
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A specificity of the charter is the recognition to pastoralists of transhumance in
the basin and their right to exploit pastoral resources in accordance with community
regulations and national legislation. This recognition aims to limit internal conflicts
that are often between farmers and herders related to transhumance [12].

16.3.4.2 A Tool for Quantitative and Qualitative Management of Water
Resources and Information Sharing

With increasing pressure on the waters of the basin due to population growth and the
multiplicity of uses, the charter is presented as an instrument for regulating disputes
over uses in order to guarantee the availability of water on the different sections. In
its title devoted to the quantitative and qualitative management of water, the charter,
while determining the various uses, recognizes the right of the State to share the
waters or part of the waters of the basin subject to compliance with the provisions
of the charter [11]. In the same vein, the fundamental principles of international
water law are recalled. The charter also regulates offtake flows in order to ensure
that upstream water usages do not interfere with the usages and proper functioning
of downstream ecosystems.

In addition, the charter makes it mandatory to share hydrometric information for
flood prevention but also for emergency management.

16.3.4.3 Protection of the basin’s Ecosystems

Building on provisions and other international conventions for environmental protec-
tion, the Volta Basin Water Charter proposes a harmonization of national policies,
strategies, and legal framework for environmental protection in the Volta Basin area.
The prevention and control of pollution (environmental pollution in all its forms) is a
conventional obligation of the States, which thus undertakes to work individually and
collectively, to take various measures to protect the ecosystems of the basin. In addi-
tion, the States Parties also undertake to notify the Basin Authority of any changes in
the physical, chemical, or biological characteristics of the Basin. It further develops
provisions for themanagement of pollutants, measures to prevent and control aquatic
invasive species and control the introduction of modified, enhanced and exogenous
organisms With regard to areas with international status, the charter confirms its
adherence to the international instruments committing States Parties to manage these
areas in accordancewith these international instruments, in particular the Convention
on Wetlands of International Importance especially as Waterfowl Habitat, adopted
in Ramsar on 2 February 1971; and the Convention concerning the Protection of the
World Cultural and Natural Heritage, adopted in Paris on 16 November 1972 [11].
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16.4 Conclusion

The wave of adoption of water charters or charter of waters by the various river
basin management organizations in West Africa over the last two decades is more
a result of the paradigm shift in integrated water management approaches than a
simple overhaul of the legal and institutional framework. For if conventions such as
the Rio declaration of 1992 and the New York convention of 1997 served as founda-
tions and basis in the elaboration of these charters, they however go far beyond the
principles established by these international instruments to provide more ambitious
and elaborated standards. The complexity and natural dynamism of a transboundary
watercourse forces a holistic management and regulation, a diversity of approaches
and a multi-faceted consideration that invites a certain intricacy of different branches
of international law: international environmental law, human rights, etc. As elaborate
as they are, it is still very early to assess the implications of these charters; however,
there is no ambiguity in the fact that they confirm the paradigm shift in international
water law toward an increasingly green and humanized water law, a process in which
West African basin organizations seem to have taken the forefront.
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Chapter 17
Prospects for Russia’s Accession
to the 2013 Minamata Convention
as an Important Step in the Transition
to Mercury-Free Alternatives
in Production Processes in Order
to Implement the Concept of Sustainable
Development

A. M. Solntsev and P. N. Yusifova

Abstract One of the challenges in implementing the concept of sustainable
economic development is to reduce the use of mercury or mercury compounds in
production processes. An effective international mechanism in this regard is the 2013
Minamata Convention, which entered into force in 2017, and to date, it has been rati-
fied by 128 states. The Convention encourages states to move towards technically
and economically feasible mercury-free alternatives. The Convention regulates the
entire life cycle ofmercury: supply, trade, use, emissions, waste, storage andmanage-
ment of waste and contaminated sites. Within the framework of this Convention, it
is envisaged to promote measures to reduce the use of mercury obtained as a result
of primary mining of mercury, to take measures to reduce emissions and releases of
mercury into the environment; support for research and development onmercury-free
catalysts and processes, and other measures. On September 24, 2014, Russia signed
the Minamata Convention, within the framework of the article, and special attention
is paid to the problems and prospects of Russia’s ratification of this Convention.

17.1 Introduction

Mercury has been known to all mankind since ancient times. In one form or another,
its application for practical purposes began several millennia ago. Since then, the
concentration of mercury in the environment has increased several hundred times
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over natural levels. An active release of mercury-containing products began with the
beginning of the industrial revolution, as the extraction of mercury increased sharply.

Mercury has special chemical properties and acts as a global environmental pollu-
tant. Mercury emissions know no national or continental boundaries: it is capable
of being transported over long distances, which means that, being released on one
continent, it can be deposited on others and in general anywhere in the world.

Mercury occupies a special place among heavy metals due to the fact that it is
highly toxic for all forms of life, including humans, and even in small quantities it
can cause serious health problems [1].

Sources of mercury in the environment are of both natural and man-made origin.
“About a third of all mercury in the environment is of natural origin, and about
two-thirds is associated with man-induced activities” [2].

The problem of environmental pollution with mercury and its negative impact
on the human body became especially acute in the second half of the twentieth
century. Among the most serious incidents that shocked the world community are
the following events: 1956 in Japan and 1971 in Iraq, where some of themostmassive
mercury poisoning occurred.

Awareness of the dangers and harmfulness of mercury and its compounds on
human health and the environment was the main reason for starting the process of
creating an international convention on mercury. The world community understood
the need to consolidate the efforts of all states for the benefit of solving this problem.
On October 10, 2013, the Minamata Convention on Mercury was signed under the
auspices of theUnitedNations in the Japanese city ofKumamoto [3]. TheConvention
got its name from the events that took place in 1956 in the city of Minamata, Japan.
Activities of a Japanese company that usedmercury compounds in its production and
dumped waste from the enterprise containing inorganic mercury and methylmercury
into Minamata Bay, resulted in a massive mercury poisoning of residents of the city,
who subsequently died. The Convention entered into force on August 16, 2017, after
it was ratified by 50 countries; at the moment 128 countries have signed it and 127
have ratified it. The main goal of the convention is “to protect the human health
and the environment from anthropogenic emissions and releases of mercury and
mercury compounds” [3]. The process of ratification of the Minamata Convention
in the Russian Federation is quite complicated. In July 2014, Russia signed the
Minamata Convention but has not yet ratified it.

17.2 Methodology

Despite the fact that mercury is a global environmental pollutant and at the same
time has a harmful effect on human health, today at the domestic level this problem
is not given due attention by the state. The methodological basis of the research
includes the use of a philosophical and ideological dialectical approach; philosoph-
ical method—the method of formal logic (analysis, synthesis, induction, deduction);
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general scientific method—systemic, private scientific method; and comparative
legal method.

17.3 Results

In Russia, even before the decision on the need to develop the Minamata Convention
was made, some issues related to the regulation of the handling of mercury were
regulated at the legislative level. So in 1983, GOST was approved, dedicated to the
occupational safety system when working with mercury [4]. According to this stan-
dard, specific safety requirements were established in the process of using mercury
in work and its application in various industries. The peculiarity of this standard was
that it did not apply to activities associated with mercury-containing compounds. In
1998, Federal Law No. 89 “On Production and Consumption Waste” [5] established
five classes of waste, depending on the degree of their negative impact on the envi-
ronment. Mercury and its compounds were assigned to the first class—extremely
hazardous waste, which, under normal conditions, is either very difficult to process
or not subject to processing at all, while activities aimed at transportation, disposal,
decontamination of this class of waste are subject to mandatory licensing. In 1999,
the Federal LawNo. 52 “On the Sanitary and EpidemiologicalWelfare of the Popula-
tion” [6] was adopted, according to which the maximum permissible concentrations
(MPC) of chemicals in soils, water resources and the atmosphere were established
(the provisions of the Federal Law apply to mercury and its compounds).

Particular attention to the issue of mercury pollution of the environment was paid
in Russia in 2006 by the Security Council at a meeting of the Interdepartmental
Commission on Environmental Safety following the results obtained in 2005 within
the framework of the project “Assessment of the release of mercury into the envi-
ronment from the territory of the Russian Federation” [7]. According to the results
presented in this document, themain sources ofmercury pollution of the environment
in the Russian Federation are: industrial and household waste, mercury-containing
products to be disposed of, mercury deposits, mercury and its compounds used in
various industries, combustion of coal, gas, wood, oil and gas production, cement,
phosphate production. The results obtained served as a reason for a more detailed
study of this problem and the introduction of certain changes in the current legisla-
tion. Thus, changes were made to the technical regulations concerning the maximum
level of mercury in food, additives, in school supplies, in perfumery and cosmetic
products, in textiles. According to the new requirements, if the maximum permis-
sible level of mercury in these products is exceeded, then the import/export of these
goods from the territory of the Russian Federation is prohibited. All of these changes
were made before the Convention entered into force. Starting from August 16, 2017,
a number of measures were also taken to restrict the use of mercury lamps and
fluorescent lamps, which are not produced in Russia.

From 2013 to 2017, Russia, together with UNEP, implemented a pilot project to
create a register of mercury pollution of the environment in the Russian Federation
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[8]. On the basis of this, an inventory was taken of the sources of mercury release
into the environment and the volumes of such releases in 2012. According to the
inventory data, mercury emissions into the atmospheric air amounted to about 97.8
tons, and according to the data provided by Rosstat −2.993 tons. The main reason
for the differences between these two numbers is that in the Russian Federation
the accounting system is based on hygienic rationing, where substances that do not
exceed the MPC for mercury are not taken into account. At the same time, the MPC
indicators for mercury in substances differ depending on the ingress medium (water,
air, etc.), which leads to an underestimation of mercury releases from enterprise
owners. To date, there are no accurate and reliable data on the sources of mercury
entering the environment and the volume of these releases on the territory of the
Russian Federation [9]. On the information portal for assessing the release ofmercury
into the environment in the Russian Federation [10], in the section of the inventory
of mercury pollution, no information is provided, all columns are empty.

Particular attention should be paid to the protocol on heavy metals to the 1979
Convention on Long-Range Transboundary Air Pollution [11], according to which
each country shallmaintain emission inventories of heavymetals (includingmercury)
and submit them to the Centre on Emission Inventories and Projections. Since the
Russian Federation has not ratified this protocol, it does not submit this information.
All this testifies to the fact that “a reliable inventory of the sources of mercury
entering the environment of theRussianFederation is the basis for the implementation
of targeted actions to reduce the use of mercury in the country and the negative
consequences of its impact on humans and the environment” [12].

Article 13 of the Minamata Convention on Mercury, which establishes a financial
mechanism to support developing-country parties and parties with economies in tran-
sition in implementing their obligations under the Convention, and that the mecha-
nism includes theGlobal Environment Facility Trust Fund and a specific international
programme to support capacity-building and technical assistance [13].

Today, the provisions of theMinamata Conventionmostly affect such industries in
theRussian Federation asmechanical engineering,metallurgy, chemical-engineering
complex, consumer goods industry, timber industry, pharmaceutical and medical
industry. Upon ratification of the Minamata Convention, Russia will have to under-
take a certain range of obligations aimed at reducing the use of mercury-containing
products, limiting the use of mercury in industrial and production processes, main-
taining an inventory and controlling the release of mercury [14]. Despite restrictions
in national legislation, a standard has been established for the permissible level
of mercury in various substances, requirements for the control and monitoring of
mercury and its compounds in the environment have been established. All these
indicators and requirements differ from those enshrined in the Convention, due to
which Russian industries will be seriously exposed to certain changes they are not
ready for right now.
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17.4 Conclusion

The analysis of the current legislation of the Russian Federation, and economic and
legal provisions of the Minamata Convention showed that many Russian industries
will have to make certain changes in their production activities, as a result of the
ratification of the Mercury Convention. In this connection, it seems necessary to
develop a national action plan aimed at the implementation of the Convention:

– Introduce green technologies into the production process, which will prevent
mercury from entering the environment;

– Improve the system for handling mercury-containing waste;
– Improve state environmental control and supervision over the activities of

enterprises;
– Change the system of state monitoring and accounting of mercury in the natural

environment.

All these actions will allow the Russian Federation to soon ratify the Minamata
Convention and assume obligations for its implementation.
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Chapter 18
Space Resource Utilization
as Sustainable Economic Growth
Perspectives: Legal Aspects

Irina Chernykh and Denis Gugunskiy

Abstract Off-Earth mining has become a more and more popular topic for discus-
sion at the national and international levels these days. It is predicted that such
utilization could start in the nearest possible time and become a remunerable new
type of economic area, aiming at inclusive growth and subsequent economic one. It
establishes a safer and more secure working environment as it is stated in SDG 8
“DecentWork and Economic Growth.” Also, it is very important to bear in mind that
the space sector allows non-governmental sectors (business) to benefit from space.
However, such utilization is required to be well regulated including ensuring its long-
term sustainability. Thus, the aim of this research is to comprehensively analyze and
compare national legislation and policy of States in the sphere of space resource
utilization and single the commonalities out.

18.1 Introduction

Humanity has started using space resources, when people launched the first satellite
into outer space and become using the outer space as a resource from a broad point
of view. Despite this fact, the use, exploitation and utilization of space resources
are being discussed actively, firstly, since 2015 when the United States adopted its
national space law granting the right of U.S. citizens to space resources. Secondly,
the interest in space resources has increased when humanity understood that some
of Earth’s natural resources are in the process of completion, i.e. non-renewable
natural resources (oil, nonferrous metal ores, marble, etc.) [25]. The last problem has
been highlighted in the context of 17 interrelated Sustainable Development Goals
(hereinafter SDG) adopted in 2015 in the final document of the United Nations
Development Summit for the post-2015 period “Transforming our world: the 2030
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Agenda for Sustainable Development” [17]. Two of these goals are closely related to
resource utilization including space resources, for example, SDG8“DecentWork and
Economic Growth” and SDG 12 “Ensure sustainable consumption and production
patterns”. The goals enshrine that it is required to improve resource efficiency in
consumption and production (target 8.4) and to achieve the sustainable management
and efficient use of natural resources (target 12.2). Fulfillment of these targets and
goals deals with the complex plan of action basing on the concepts of inclusive
economic growth and sustainable development [29], as well as the sustainability of
space activities.

Thementioned concepts cover awide range of circumstances and include different
doctrines. Firstly, inclusive growth does not have a universally recognized definition
[22, 27, 32]. One of the definitions says inclusive growth is “economic growth that
results in a wider access to sustainable socio-economic opportunities for a broader
number of people [not only to poor people], regions or countries, while protecting
the vulnerable, all being done in an environment of fairness, equal justice, and
political plurality” [22]. Such a growth should be based on the estimation of the
following factors: indicators of inequality, poverty and development, labor markets,
governance and climate [27]. Secondly, inclusive economic growth connects with
sustainable development, which appeared as a reaction to the negative impact of
economic growth and globalization on the environment and the Earth’s ecosystem
(climate change, water scarcity, etc.) [31]. Thirdly, sustainable development in the
framework of space activities is considered to provide its sustainability, when future
generations will be able to explore, use and benefit from it at equal bases. It has been
established that space activities help to achieve the 2030 Agenda for Sustainable
Development [19]. Moreover, this correlation has been recognized in the following
documents: the Sendai Framework for Disaster Risk Reduction 2015–2030 [16], the
Paris Agreement of 2015 [14], the General Assembly Resolution “Fiftieth anniver-
sary of the first United Nations Conference on the Exploration and Peaceful Uses of
Outer Space: space as a driver of sustainable development” of 2018 [18], as well as
Declaration on International Cooperation in the Exploration and Use of Outer Space
for the Benefit and in the Interest of All States, Taking into Particular Account the
Needs of Developing Countries of 1996 [15] and the Guidelines for the Long-term
Sustainability of Outer Space Activities of the Committee on the Peaceful Uses of
Outer Space of 2019.

Consequently, the research on the use, exploitation and utilization of space
resources from the legal point of view and for the benefits and increase of inclusive
economic growth is considered to be advisable and relevant.

18.2 Methodology

The adoption of national legislation and policies of States in the field of the explo-
ration and use of outer space is based on the sectoral principle of international space
law, which enshrines the international obligation of States to apply an authorization
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procedure and to constantly supervise any national space activity. Certain issues of
commercial exploration of outer space and its resources began to appear in national
legislation and policies of individual States, for example, theUnited States, starting in
the 1980s. At the same time, regulation of research, using and development of space
resources are associated with the adoption of the U.S. Commercial Space Launch
Competitiveness Act of 2015.

Thus, to study the approaches of States to the regulation of activities in the field of
exploration, exploitation and utilization of space resources, the method of compar-
ative law was applied, as well as the legal and technical method to develop and
identify examples of best practices of States. In addition, general scientific methods
of cognition were used, such as analysis and synthesis, generalization, dialectical,
systemic and structural methods.

18.3 Results

18.3.1 The U.S. National Law and Policy on the Exploration,
Exploitation and Utilization of Space Resources

The United States is considered to be one of the first States in which national
space legislation was adopted. In 1958, it has already had the National Aeronau-
tics and Space Act [9]. The commercial use of space in the United States was
later enshrined in legislation such as the Commercial Space Launch Act of 1984
[5] and the Land Remote Sensing Commercialization Act of 1984 [6], which were
subsequently amended. In 2002, the Commercial Reusable In-Space Transportation
Act was passed to support private space companies in the development of commer-
cial reusable space transportation systems [1]. The National Aeronautics and Space
Administration Authorization Act of 2008 set the U.S. space industry to expand the
presence of humans and robots in the solar system, including exploration and use
of the Moon, nearby Earth asteroids, Lagrange points, and ultimately Mars and its
satellites [7].

It should be noted that in 2010, within the framework of the Code of Laws of the
United States, a new section 51 “National and Commercial Space Programs” was
introduced [2], which codifies practically all legislative acts adopted on this topic.

In 2015, under President Barack Obama, the U.S. Commercial Space Launch
Competitiveness Act (hereinafter the U.S. Act of 2015) was passed [13]. Thus, the
United States became the first state to consolidate its position at the national level
regarding the status of space resources and the right ofU.S. citizens to these resources.
Under this Act, any U.S. citizen wishing to recover asteroid resources or other space
resources on a commercial basis has the right “to possess, own, transport, use, and
sell” it in accordance with applicable law, including the international obligations of



168 I. Chernykh and D. Gugunskiy

the United States (Sec. 51,303). However, these provisions do not mean the procla-
mation of sovereignty, exclusive rights, jurisdiction or ownership of any celestial
body.

Under the U.S. Act of 2015, a space resource is defined as “an abiotic resource
in situ in outer space that includes water and minerals” (Sec. 51,301). Separately,
the definition of an asteroid resource is given, meaning “a space resource found on
or within a single asteroid.”

Also, this Law amends other interrelated regulatory legal acts in the field of
insurance, licensing and liability. In general, it is aimed at supporting theU.S. national
economy.

In the period from 2017 to 2020, several directives were signed in the field of
exploration and use of outer space, including Space Policy Directive-2 “Streamlining
Regulations on Commercial Use of Space” of 2018 [11]. It amended the licensing
process of private space activities.

In May 2019, the National Aeronautics and Space Administration (hereinafter
NASA) announced the launch of a new lunar space program “Artemis”, which
pledged NASA to develop an innovative solar system exploration program to begin
with the return of Americans to the Moon. Among the partner states of this program,
Australia, Canada and Japan [20], as well as the European Space Agency (hereinafter
ESA) and large private companies such as LockheedMartin and Boeing, Deep Space
Systems, Blue Origin, SpaceX and others were named [12].

About a year later, in the development of this space program, on April 6, 2020,
Executive Order on Encouraging International Support for the Recovery and Use of
Space Resources was signed [3]. This Order reflects the official position of theUnited
States on key issues governed by international space law, including the international
legal regime for the utilization and use of the natural resources of theMoon and other
celestial bodies. The Order states that it is U.S. policy to encourage international
support for the government and commercial extraction and use of resources in space
“consistent with applicable law.”

The Executive Order of 2020 instructs the U.S. Secretary of State to negotiate
with other states on the adoption of joint statements or conclude bilateral and multi-
lateral arrangements on “safe and sustainable operations for the public and private
recovery and use of space resources” and report the results to the U.S. President in
6 months. After that, during the year, including at the 71st International Astronau-
tical Congress, held in October 2020, such states as Luxembourg, Australia, Canada,
Japan, Italy, Great Britain and the United Arab Emirates signed such a “new inter-
national agreement”—the Artemis Accords, which was later joined by Ukraine and
Brazil.

The Artemis Accords consists of 13 articles and, in fact, is presented in the form
of principles of cooperation in the civil exploration and use of the Moon, Mars,
comets and asteroids for peaceful purposes. It was developed by the United States to
implement the lunar space program Artemis announced in May 2019. The Artemis
Accords states: “the extraction and utilization of space resources, including any
recovery from the surface or subsurface of the Moon, Mars, comets, or asteroids,
should be executed <…> in support of safe and sustainable space activities.”
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Thus, the U.S. national policy and legislation in the field of exploration, exploita-
tion and utilization of space resources (1) is based on the existing system of normative
legal acts, which since 2010 have been codified in the Code of Laws of the United
States; (2) is closely related to theU.S. national space program; (3) involves the active
participation of private business in space activities and the attraction of international
partners.

18.3.2 National Space Legislation of the Artemis Accords’
Participants

In accordance with the earlier analysis of the US national legislation and policy in
the field of exploration, exploitation and utilization of space resources, including
the commercialization of space activities, the US legislation has formed a clear
regulatory legal framework in this regard, which does not contradict the sectoral
principles of international space law. Do the US partner States, involving in the
framework of individual projects, including the new lunar program “Artemis”, have
the appropriate mechanisms and tools?

18.3.3 The Legislation of Luxembourg on Space Activities
and Space Resources

Luxembourg is one of the top U.S. partners in the lunar program “Artemis”. Also,
this state became the first European and second state in the world which drafted
national law on the use of outer space, as well as through the exploitation of the
celestial bodies’ resources. In 2017, the Law on the Exploration and Use of Space
Resources (hereinafter the Luxembourg Law of 2017) was adopted, the second legal
act on space activities in Luxembourg after the Law of 1991 on Electronic Media
[30]. It consists of 18 articles. In 2018, Luxembourg established the Luxembourg
SpaceAgency.At the end of 2020, Luxembourg adopted the LawonSpaceActivities,
which entered into force on January 1, 2021 (hereinafter the Luxembourg Law of
2020) [8]. It consists of 18 articles too.

It is important that the Luxembourg Law of 2020 does not apply to the exploration
and use of space resources’ activities regulated by the Luxembourg Law of 2017.

Space activities in Luxembourg have to be authorized and supervised. The
Ministry of the Economy is responsible for it. Luxemburg has a registry of space
objects. The insurance contracts under which space objects registered by Luxem-
bourg have the tax exemption. Operators of space objects have a possibility to use
tax credit (for investments).

The Luxembourg Law of 2017 does not apply to satellite communications, orbital
positions or the use of frequency band (Art. 2 (4)). It has no description of space
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resources but in accordance with Art. 1 it is said that “space resources are capable of
being owned.” The authorization of such activity shall be granted only to a certain
company type (public company limited by shares, a corporate partnership limited
by shares, a private limited liability company), which has been registered under
Luxembourg law or to the European Company which has a registered office in
Luxembourg.

Nowadays, Luxembourg continues to build infrastructure and legal base on
the space resources’ use, exploitation and utilization. At the end of 2020, it was
announced about creation of the European Space Resources Innovation Centre (here-
inafter the ESRIC) in collaborationwith ESA in Luxembourg. The ESRICwill gather
different directions of the space resources’ usage, conduct expertise for scientific,
technical, business and economic aspects as well as set up a transfer between space
and non-space industries [26]. Luxembourg cooperates with U.S. companies such as
Planetary Resources or Deep Space Industries.

18.3.4 The UAE 2019 Federal Law No. 12 on the Regulation
of the Space Sector and Its Policy

The United Arab Emirates is a party to three major treaties governing space activ-
ities—the Outer Space Treaty of 1967, the Rescue Agreement of 1968, and the
Liability Convention of 1972 and the Registration Convention of 1975. Like many
states, the Emirates has not ratified the Moon Agreement of 1979.

In 2006, Mohammed Bin Rashid Space Centre (MBRSC) was established in
the UAE. The center builds and operates Earth observation satellites, offering data
visualization and analysis services to customers around the world. The center has
already launched several satellites,1 and space object KhalifaSat was developed by
a 100% team of engineers from Emirates.

The center is responsible for developing a mission to Mars which is designed
to orbit Mars and study the dynamics in the Martian atmosphere on a global scale,
and on both diurnal and seasonal timescales, as well as for the Astronaut Training
Program,which launched the first Emirati astronaut to arrive on the ISS on a scientific
mission on September 25, 2019.

Themain objectives of the center include developing theUAE space science sector
and training new generations of Emirati engineers, experts and researchers; training
qualified leaders in the UAE space industry, implementing sustainable training
programs and creating a stimulating work environment that encourages innovation;
raising awareness of the UAE population about the importance of science, innova-
tion and research; upgrading scientific facilities and infrastructure to support and
develop scientific and technical tools and systems; launch of large scientific projects
and missions, implement effective management and use of project results; estab-
lish small and medium-sized scientific and technological enterprises in the private

1 Including DubaiSat-1, DubaiSat-2, Nayif-1.
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sector through knowledge transfer programs and incubators; develop and implement
intelligent systems and applications; support the development of policies and laws
governing the scientific sector, research and advanced technologies; launch strategic
initiatives.

In 2014, the UAE established the first national space agency in the region, which
is responsible for organizing, regulating and supporting the national space sector. It is
responsible for expanding and strengthening the Emirates’ international position in
space fields, for enacting policies and laws for the space sector, licensing in the space
industry, establishing international partnerships for the development of the space
sector and promoting the transfer of knowledge in space technologies. It represents
the country at space conferences and international forums. TheUAESpaceAgency is
also responsible for monitoring business and activities in the country’s space sector.

In 2016, the UAE National Space Policy was adopted, which aims to create a
strong and sustainable space sector that supports and protects national interests and
vital industries, promotes economic diversification and growth, enhances compe-
tencies, develops scientific and technological capabilities, strengthens the culture of
innovation and strengthens the status and role of the UAE at the regional and global
levels.

And in March 2019, the UAE Government adopted the National Space Strategy
until 2030, which sets out a common framework for the UAE space industry and
public and private sector activities for the period up to 2030 [10].

The increased activity in the exploration and use of outer space has given a new
impetus to the Emirates to prepare a national law regulating this sector. The Federal
Law on the Regulation of the Space Sector was signed onDecember 19, 2019 [4], and
on February 24, 2020, the details of the new law were announced during a seminar
on the space law of the United Arab Emirates, organized by the Space Agency and
held in Abu Dhabi [33].

The Law regulates themechanism for issuing permits for space activities; registra-
tion of space objects and vehicles; rules for liability and insurance of space activities;
rules for the elimination of space disasters and risk prevention; the transition period
for the current rules of operators; provisions governing the construction of objects on
other planets, as well as the use of space resources and the development of measures
to reduce the formation of space debris.

The new law aims to protect the interests of theUAEby striking a balance between
economic and commercial requirements, encouraging innovation, complying with
safety and environmental requirements, and encouraging investment and promoting
private sector participation in the space industry. It is important to note that the law
was adopted at a time of transformation of the global space sector, and opens up new
opportunities for startups, as well as small and medium-sized enterprises.

The law strengthens the UAE’s position in the international space sector, where
they are nowamong several countries that have such national laws, especially because
it covers relatively new activities that are not yet regulated by other laws around
the world, as well as other future activities for which the UAE intends to develop
appropriate infrastructure in the near future. When developing this law, 20 relevant
treaties and agreements were taken into account, and its elements were compared
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with 18 other national space laws of countries such as the United States, Russia,
France, Germany, Korea, Hong Kong, Brazil and Kazakhstan.

The law also addresses advanced and modern concepts that attract international
attention and are constantly on the agenda of the UN Committee on Outer Space,
including space launches, manned flight operations, space tourism and related activi-
ties, educational and scientific activities, the construction and use of artificial objects
in space and on other planets, the ownership and use of space resources, as well as
other commercial activities such as mining and space logistics services, in addition
to the mechanism for dealing with space debris, meteorites and space risks.

TheDirector of theUNOOSA,SimonettaDiPippo, said in 2020 that in connection
with the expansion of work with the UAE in space, an additional office of the Office
in the UAE will be opened in the near future, whose activities will focus on space
exploration and strengthen the UAE’s position as a regional space center.

As mentioned earlier, by analogy with the laws adopted in the United States and
Luxembourg, theUnitedArab Emirates pays attention to resources in its law. The law
defines space resources as any non-living resources present in outer space, including
minerals and water.

Article 4 of the Law states that the document regulates space activities, which
include, inter alia, activities for the exploration or extraction of space resources and
activities for the exploitation and use of space resources for scientific, commercial or
other purposes. Also, in accordance with Artice 18, it was noted that the conditions
and controls relating to Permits for the Exploration, Exploitation and Use of Space
Resources, including their acquisition, purchase, sale, trade, transportation, storage
and any space activities aimed at providing logistics services in this regard, are
determined by a decision of the Council of Ministers or by a person authorized by it.

It is important to note that such a complex and sensitive issue as the extraction
of space resources certainly requires discussion of the international legal regime
governing this activity, and for this activity to be carried out properly, on a practical
basis and under international law, all interested parties, including both public and
private entities, should establish close cooperation with each other.

In July 2020, the Space Agency launched the “Pioneers of Arab Space” program
aimed at accumulating Arab experience in the field of space science and technology.
The program provides young Arab researchers, scientists, inventors and creative
talents with the skills and knowledge they need to build a career in the growing space
sector.

The UAE’s space sector has provided 1,500 jobs in 57 space-related organiza-
tions, five space research and development centers, and three universities offering
advanced degrees. In addition, the commercial space sector in the UAE includes the
world’s seventh largest satellite operator by revenue,AlYah satellite communications
company and Thuraya Telecommunications Company.

Another indication of the active participation of theUnitedArab Emirates in space
activities is the holding of the 72nd International Astronautical Congress on October
25–29, 2021, in Dubai. It is the first Arab country to host the Congress since its
founding in 1950.
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During the congress, the host organization, the Mohammed bin Rashid Space
Center, which has been a member of the International Astronautical Organization
since 2012, will demonstrate the work of the Hope spacecraft, launched as part of the
Emirates Mars Mission program—the first Arab spacecraft to explore Mars. Hope
was the first of three space missions sent to Mars, with missions also launched by the
national space agencies of China (Tianwen-1) and the United States (Mars 2020). All
three are expected to arrive on Mars in February 2021. The space probes will study
daily and seasonal weather cycles, weather events in the lower atmosphere, such as
dust storms, and how the weather changes in different regions of the planet. It will
also try to find out why it is losing hydrogen and oxygen to space, and other possible
causes of drastic climate changes. The United Arab Emirates has also launched a
program that plans to build a scientific settlement on Mars by 2117, for which The
Hope spacecraft will now conduct exploration.

The UAE’s space industry obviously benefits the national economy, as well as
various industries, including the environmental sector, the transport sector, the insur-
ance sector and others. In addition, in September 2020, the launch of the Lunar
Program 2024 was announced.

18.3.5 National Space Legislation of Australia, Canada,
Japan, Italy, the UK, Ukraine and Brazil on Space
Activities and Space Resources

In comparison with Luxembourg and UAE such States as Australia, Canada, Japan,
Italy, the UK, Ukraine and Brazil do not have special national legislation on the
exploitation and utilization of space resources. At the same time, these States have
different legislation on space activities.

The following States have the space legislation on the licensing, authorization
and supervision: the UK (Outer Space Act of 1986), Australia (Space Activities
Act of 1998 and Space Activities Regulations of 2001), Canada (Canadian Space
Agency Act of 1990), Japan (Basic Space Law No. 43 of 2008, Act concerning
Launch and Control of Satellites No. 76 of 2008, Regulation for Enforcement of the
Act concerning the Launch and Control of Satellites № 50 of 2009, etc.), Ukraine
(Ordinance of the Supreme Soviet of Ukraine on Space Activity Law of Ukraine of
1996, On Amendments to Certain Laws of Ukraine on the State Regulation of Space
Activities of 2019) andBrazil (ResolutionNo. 182 of 2020 and different regulations).

Italy has no specific legislation, but it has Italian Space Agency.
At the same time, some tendencies could be underlined in this context. The

Brazilian government is interested in the consolidation of the rules in the space
activities’ area; it is required by the active industry growth and academia. Thus,
“Brazilian space law may still be regarded as a work in progress” [21].

Japan is drafting specialized space resource legislation. It has already had Remote
Sensing Space Systems acts and regulations, but at the end of 2020 “the ruling Liberal
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Democratic Party approved a bill to allow private businesses to ownmineral and other
samples collected outside Earth” [28]. In this context, Japan can become the fourth
State orienting on off-Earth mining after the U.S., Luxembourg and the UAE.

18.4 Conclusions

Although the development of space activities is not one of the SDGs and is only
mentioned in passing in the 2030 Agenda for Sustainable Development, it is
becoming clear that space activities are one of the most important support tools
for the achievement of each Sustainable Development Goal [24].

It is important that new players and new cooperatives can adequately distribute
the benefits received and direct them to the development not only of their states,
but also of all mankind, in accordance with SDG 17 “Partnership for Sustainable
Development” [23].

One of the more significant findings to emerge from this study is that national
space law is developing in favor of space resources’ use, exploitation and utiliza-
tion. More and more States announce plans on enacting new space legislation or its
consolidation. Taken together, the results of the research show that States have space
legislation regulating licensing, supervising and authorization of space activities.

Unfortunately, there is still no unified basis for the use, exploitation and utilization
of space resources due to the absence of detailed international legal regime and the
small amount of national space legislation in this context. For instance, only U.S.
space legislation has the definition of “space resource”. Thus, the present study lays
the groundwork for future research in this direction.
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Chapter 19
Prerequisites and Conceptual Directions
for the Development of Legal Regulation
of “Green Banking” in the Legislation
of the Russian Federation

Tatyana V. Kokoreva

Abstract This publication will explore the concept of “green finance” and its main
elements, including “green banking”. The main attention will be paid to the grounds
and procedure for financing environmental measures from the state and local budgets
(in the Russian Federation and other countries), as well as the use of public–private
partnerships for financing certain environmental measures. The existingmechanisms
of financing preventive measures (for example, accidents at oil pipelines) by big
businesses are studied. The economic interest of the world’s leading banks in envi-
ronmental lending activities, as well as economic, environmental, social and other
benefits of the state and society as a result of the activities under study, are substanti-
ated. The role of legal regulation of “green banking” functioning in the conditions of
neo-industrial development is established, and preconditions and conceptual direc-
tions of its formation and fixation in the current legislation of the Russian Federation
are revealed.

19.1 Introduction

Environmental protection requires significant financial expenditures, accumulation
and proper spending of funds for the implementation of environmental protec-
tion measures, appropriate environmental programs and resource-saving programs.
Therefore, there is an obvious functional correlation between the rational use of
natural resources, environmental protection and the solution of problems of financing
in this area.

There is a gradual growth of interest in green financing tools, including green
banking, as a way to implement sustainable development in world practice. More-
over, in the context of active processes in the field of digitalization of the economy,
information products and classic banking tools (lending, investment) are merging
[9, 16]. Nevertheless, many financial institutions are only beginning to familiarize
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themselves with the opportunities of sustainable development in the field of envi-
ronmental management and existing environmental tools. In this connection, the
development of unified principles, standards and rules for “green finance” and envi-
ronmental management in banks at the national and international levels, and the
reflection of the studied clusters in specific areas of law (civil law, banking law and
environmental law) are of critical importance for the development of this area.

19.2 Methodology

The conducted analytical work is based on general scientific and private scientific
methods of knowledge. The general dialectical method allowed us to investigate the
dialectical relationship between the mechanisms of “green banking” in the concept
of sustainable development of the economy with the possibility of application of
products of digitalization and fintech.

The structural–functional method was also used to characterize the principles
of “green banking” aimed at the formation of a sustainable system of financing
environmental measures.

Among the private-scientificmethods to disclose the content of the legal regulation
of “green banking” in the legislation of Russia, the formal-legal method was applied.
The comparative legal method is taken as a basis for revealing the general tendencies
of dialectical interaction at the financing of nature protection measures in separate
countries and revealing preconditions of reforming of civil and banking legislation
of Russia.

19.3 Results

One of the most common instruments of “green finance” is climate or environ-
mental/green bonds. When issuing these securities, in addition to such character-
istics as coupon yield, price and circulation period, the environmental assessment
of the project is also taken into account. The first issuer of this type of bond was
the International Bank for Reconstruction and Development in 2007. Subsequently,
issuers of environmental bonds were commercial and non-commercial companies,
states and international organizations.

To unify and standardize the issue of climate bonds, in 2009 the Climate Bond
Initiative was established. While initially the issue of climate bonds was aimed at
financing projects related to climate change, subsequently this list was expanded to
include a variety of environmental projects.

The green bond market is growing rapidly. Among the areas of green bond
financing are transport, agriculture and forestry, construction and industry, waste
control and recycling, energy, water resources and multi-sector. Green bonds
are considered a fairly low-risk financial instrument, which is in demand among
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institutional investors such as banks, pension funds and investment companies
[12]. The advantages of green bonds compared to conventional debt instruments
contribute to their active implementation. This is especially evident in the countries
of Northern Europe, which in 2019 held 7% of the global and 19% of the European
green bond market. Among the most popular areas of investment are projects aimed
at the development of alternative energy sources, low-carbon transport and energy
efficiency [13].

There is also another source of financing environmental measures, proven by
the experience of various countries. This is the mobilization of future government
revenues to solve urgent current problems by issuing government loans and forming
a market of government securities (environmental bonds). This, based on market
mechanisms, method of financing environmental activities can be effective in times
of financial crisis. Environmental loans are a way to attract funds of legal entities and
individuals in terms of voluntariness, urgency, repayment and payment for additional
financing of environmental needs of more current opportunities of the state and
enterprises. Issue of bonds of the state ecological loans could be carried out by
the specially authorized banks, but for this purpose it is necessary to accept the
corresponding standard-legal acts regulating their emission activity [1].

Abroad, in order to improve the conditions of investment of ecological direc-
tions of activity, ecological banks are functioning. The main sources of finances
in Ecobanks are budgetary funds, which are consolidated in ecological accounts,
innovative resources, attraction of funds of enterprises, institutions, organizations,
population, investments of states and citizens.

Banks accumulating conventionally called “pollution rights” represent a devel-
opment of the previous approach. Firms that save “pollution rights” can invest them
in a special bank for future use or sell them. The bank becomes an intermediary that
holds a stock of rights for those who sell and buy them. The banks keep records,
ensuring that the rights are redeemed and not reused. Banks can also provide issue
credits, that is, temporary rights to increase emissions, to polluting businesses. As the
market for pollution rights expands, there is a need for intermediary organizations
like emission rights exchanges (pollution rights exchanges).

Another utilitarian tool for green finance is green investment accounts and green
investment portfolios, fot example, the possible introduction in Russia of individual
investment accounts (hereinafter IIAs) of the third type. Since 2015, Russians may
open a type 1 IIA and receive tax deductions, as well as a type 2 IIA and be exempt
from personal income tax, provided that the funds are held in the account for at least
three years. Despite the fact that this type of savings has not yet become widespread,
the Central Bank of Russia is studying the possibility of introducing a third type of
IIM with a minimum investment period of 10 years. The funds of these funds can be
allocated to infrastructure and green projects, the payback period of which is quite
long [15].

If we consider the corporate sector, in the financial world there is more than one
investment platform specializing in sustainable projects [11]. For example, theAmer-
ican platform EarthFolio offers investors to form portfolios with social, managerial
or environmental focus [14]. Investment corporation OpenInvest also works in the
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field of responsible investing. To work on the electronic platform OpenInvest, the
investor only needs to open a brokerage account, credit the funds and specify the
direction of investment (environmental protection, social equality, etc.). The forma-
tion of the investment portfolio and its management is engaged in financial advisors
through technical capabilities offered by the platform [6].

Among the tools of “green finance”, of course, it is necessary to highlight green
lending. For example, a green mortgage is the lending of housing, which meets
certain environmental standards. This kind of loan can be issued for the construc-
tion/purchase of new housing, classified as energy-efficient buildings. The borrower
can raise funds for the renovation of a residential structure in order to improve
the environmental class of his/her house/apartment. The energy-efficient mortgages
initiative (EEMI) [8] promotes the development of this type of financing in Europe.

“EEMI is a global market initiative aimed at mobilizing capital markets and best
practices for sustainable development in the financial sector, as well as supporting the
goals of the European Green Deal and the Renovation Wave Strategy. EEMI focuses
on building a new ecosystem, which involves the collaboration of all stakeholders
and amacro-prudential framework for the financing of energy-efficient buildings and
the implementation of energy-efficient housing renovation solutions.

As part of this initiative, an action plan (EeMAP) has been developed, which is
necessary for the development of the green mortgage market. Often the borrowing
costs of green lending are lower compared to traditional lending instruments, as
these types of loans are considered less risky for banks for at least two reasons. First,
greener and more energy-efficient housing reduces utility costs, and thus increases
the ability of borrowers tomake loan payments on time. Second, such housing ismore
attractive and, accordingly, its value is usually higher than that of similar structures
without green features. In the case of the sale of energy-efficient houses/apartments,
the bank will be able to get a larger financial return [7].

“Green lending” is not limited to the sphere of housing construction. Bank loans
designed to finance sustainable projects are also used in agriculture, industry and
services [10]. As for the incentives for the introduction of green lending, according
to the results of a survey of the banking community of developing countries and
countrieswith economies in transition, conducted by responsAbility InvestmentsAG,
among the most frequent reasons can be identified the interest of banks’ customers
themselves in such financing. An important motivation is the requirement of foreign
creditors to adhere to the principles of green finance. Finally, the growing importance
of responsible financial activities and the formation of a corresponding image as an
environmentally responsible bank also affect the interest of financial institutions in
the development of “green” direction. At the same time, risk management and the
need to expand the product line, based on the study, are not strong motivators for the
development of green lending [4].

Finally, green financial instruments include special bank cards. For example, the
Russian Post Bank offers to issue a “Green World” bank card to a savings account.
By paying with the card for every 4,000 rubles spent, the bank finances the planting
of one tree in one of the country’s national parks. At the same time, the client receives
an electronic certificate indicating the location of the planted trees [2].
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The tools of green banking can also include products in the field of digitalization,
such as the Internet and online banking. Remote banking reduces paperwork, which
reduces the consumption of paper during transactions. Customers also visit bank
branches less frequently, which is reflected in the frequency of use of personal and
public transportation, and consequently reduces the carbon footprint.

Recently, there has been a penetration ofESG initiatives in the fintech sector. Some
banks and financial institutions offer specific applications and tools to help investors
operate in the sustainable financemarket. For example, IMP+ACTAlliance (IMP+
ACTAlliance) has launched a special IMP+ACTClassification System (ICS) appli-
cation that allows asset managers to independently generate classification and ESG
management reports to implement financial risk mitigation strategies and contribute
to the UN’s Sustainable Development Goals. Thanks to this innovative development,
it is expected to establish cooperation between various financial market participants
in the field of strengthening control over social, environmental and managerial risks.
The City of London Corporation, Deutsche Bank, Bridges Insights and other compa-
nies have acted as strategic partners to promote this product. This application may be
of interest both to investors who want to make their portfolio more sustainable and to
investors who want to increase the return on their investment portfolio by investing
resources in companies that implement more efficient projects with an environmental
and/or social component [3].

Another organization in the field of sustainable fintech is the Danish company
Matter, which together with pension funds and other asset management institutions
offers to distribute funds into sustainable investments. In 2019, the fintech company
entered into an agreement with the AP Pension fund. Funds from this fund are
allocated to ESG lines of business. The portfolio is formed based on the innovative
expertise of the Matter resource database, and policyholders can use a special app
to see how their savings affect environmental sustainability factors (green energy
production, reduced carbon emissions, etc.). Also with the help of the Matter app,
customers can view information about the types of insurance they have taken out,
the profitability of savings and areas of investment of funds [5].

19.4 Conclusion

As a result of the study, we came to the conclusion that in modern conditions of
climate transformation and exhaustible resources of the planet, as well as the reori-
entation of the world economy to resource-saving and environmental technologies,
“green banking” is one of the ways to preserve the environment, combat climate
change and ensure real economic growth through investment in eco-technology in
the twenty-first century.

The formation of a sustainable system of financing environmental measures
requires the creation of a harmonized financial and credit mechanism for regulating
the use of natural resources, including the following components:
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Financing of environmental programs and environmental protection measures
from budgets of various levels;

A developed system of environmental funds, innovation environmental funds and
enterprise environmental funds;

• a system of environmental banks;
• attraction of funds from environmental insurance funds;
• Use of own funds of enterprises for environmental needs;
• a system of preferential environmental investment loans.

The system of environmental banking should create conditions that interest both
clients of the credit institution (environmental users) and creditors/investors (banks).
For users of natural resources, this can be preferential lending (at low interest rates),
priority lending for environmental purposes. It is possible to interest banks in conces-
sional lending only if they are fully compensated for the funds they have spent. Such
compensation can be done by granting tax benefits by reducing the tax base of the
bank’s income, reducing the tax rate or exempting the bank from certain types of
payments.

An important aspect of the greening of credit policy is the introduction of a bank
interest rate rating depending on the environmental reliability of natural resource
users, since a high level of environmental hazard of an enterprise reduces the degree of
guarantee of the repayment of the bank loan. The greening of credit policy should be
based on the principle of “credit neutrality,” that is, the higher interest rate for lending
to environmentally dangerous enterprises should be compensated by preferential
lending to environmentally reliable ones. However, a necessary condition for the
introduction of such a rating in our country is a general recovery of the economy,
because high inflation inevitably leads to high interest rates.

At present, there are two main directions of activity of environmental banks:
responsible financing of projects, limits lending to projects with high energy
consumption and high pollution, provides environmental and social expertise of
projects, provides support for projects in energy conservation and development of
alternative and renewable energy, provides priority support for environmental infras-
tructure inwastewater treatment and reduction of air emissions of harmful substances
and.

However, despite the positive changes that have occurred in the process of
financing the environmental sphere, only a small proportion of enterprises and orga-
nizations have used bank services for the implementation of measures to prevent
environmental pollution. This indicates that the financial support of the environ-
mental sphere is insufficient not only due to the unsatisfactory volume of credit
resources in the environmental sphere, but also due to the lack of prolongation of
“green banking” in the domestic legislation (branches of civil law, banking law,
insurance law, etc.).
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Chapter 20
Procedural Standards for Civil
Proceedings in China’s Internet Courts

Ekaterina P. Rusakova and Evgenia E. Frolova

Abstract The research purpose of the given article is the identification of the proce-
dural features of conducting civil proceedings in the Internet courts of China. The
creation of new methods for solving commercial disputes related to the Internet,
primordially on e-commerce has increased the number of transactions concluded
and, consequently, the volume of sales of goods and services, the net profit of which
amounts to billions of US dollars. The emergence of new judicial instances required
the consolidation of new procedural basis, and acts of the Supreme People’s Court
of the People’s Republic of China plays an active role in this process. Despite the
reform of the procedural legislation, the process of dispute resolution in Internet
courts has not been fully regulated by the norms of the Civil Procedural Code and
the Law on Administrative Proceedings. Actions performed by participants in an
online court session have the same legal consequences as in the normal procedure
of legal proceedings, since the civil procedural form of protection of rights must
comply with mandatory legal features.

20.1 Introduction

The civil procedure legislation of China is in the process of constant reform, modern
trends in dispute resolution have required the introduction of new procedural norms
in the legislation [1]. The main legislative act, regulating civil proceedings, is the
Civil Procedure Code of the People’s Republic of China of 1991. From the time
it was accepted, the legal provisions of the code have constantly changed, and the
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last version of the code was adopted in 2017, but many procedural issues related
to Internet courts, have not been resolved [2]. In 2018, the Supreme People’s Court
published a number of acts that were supposed to fill this gap, one of which is the
Provision of the Supreme People’s Court on Certain legal matters of consideration of
cases by Internet courts. The increased number of Internet-related disputes and the
e-commerce law adoption in 2018 played a significant role in the given process. The
active promotion of digital technologies in the judicial sphere creates the necessary
conditions for the development of special procedural rules in the digital civil process
[3].

Each ofChina’s three Internet courts has adopted rules of procedure for conducting
judicial proceedings, so theHangzhou InternetCourt in 2017published the “Normsof
Online Judicial Proceedings”; “Judicial Procedure of the Hangzhou Internet Court’s
Judicial Platform” 2019; “Guangzhou Internet Court Rules on Certainx Issues of
Online Litigation” 2019; and Beijing Internet Court Electronic Litigation Standard
2020.

20.2 Methodology

The method of comparative analysis was utilized in this research to compare the
regulation of legal proceedings concerning the Internet courts in China. The causal
and systemanalysismethodsmade it possible to identify particular and broad features
of the dispute resolution process. Based on the results of the analysis, an assessment
of the existing regulation of digital legal proceedings is provided.

20.3 Results

20.3.1 Hangzhou Internet Court

The first Internet court in China has started to deal with disputes entirely in digital
format, but the possibility of considering cases in the usual way also exists. For
online proceedings, the acts “Online Trial Norms of Hangzhou Internet Court” of
2017 (Online Trial Norms of Hangzhou Internet Court) and “Judicial Procedure on
the court platform of the Hangzhou Internet Court” of 2019, regulating this process,
were adopted.

It is highly important to notice the preservation of the stages of the civil process.
When the case is being prepared for trial, it is the obligation of the registrar to
familiarize the parties to the process with the procedural rights and obligations,
discipline, and fundamental principles, as well as to ensure that the addresses are
confirmed and that the pleadings and evidence are uploaded to the court platform [1].
A special place at this stage is occupied by the authentication process of participants,
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which ends with the presentation of their identity cards online or by other means.
The absence of a party in the process may be regarded by the court as a rejection
of the claim, unless a valid reason for the inability to join the meeting is proved.
Additionally, the claim may be considered by the court if the parties are absent,
if it considers it to be appropriate. The electronic court platform has the technical
capabilities to manage the participants’ entry into the process, as well as the video
recording of the sessions.

The presiding judge or judge announces the name of the case, it looks like this:
plaintiff (X) vs. defendant (X) (the basis of the claim), the court applies (X) proceed-
ings to consider this case according with the legislation. Before the court session
starts, the parties must perform a number of procedural actions online: confirm that
they did not challenge the judge or the court secretary and are also notified of their
procedural rights and obligations.

The task of the judge is to check the compliance of the claims stated by the
plaintiff on the court platform and in the hearing of the court. The stage of the
judicial investigation clarifies the actual side of the legal dispute, where there can be
also clarified, changed, or supplemented the subject and the basis of the claim, as
well as the evidence in the case, is examined.

A cross-examination is then conducted in which new evidence, if any, may be
presented. The interrogation begins by the defendant, and continues by the judge,
who asks questions to the parties. If a large number of new facts are revealed during
the meeting, they can be uploaded to the platform to simplify the proceedings, where
each party can get acquainted with them online [4].

After making sure that all the circumstances in the case are investigated, the judge
announces the finalization of the legal investigation and the commencement of the
judicial debate, which usually takes place in one stage. In addition, in some cases,
within the framework of the ongoing parts of the trial, only disputable circumstances
can be investigated. When the court debate ends, the parties announce their final
speeches.

Within the framework of legal proceedings, the judge is obliged to invite the parties
referring to the legal dispute to the judicial mediation procedure, which shall be done
under the direction of the court. With the consent of the parties, the presiding judge
or the judge of the first instance begins online mediation, all case materials, court
practice in similar cases, and other information are transferred to the mediator. In
case of successful completion of the procedure, the mediation agreement concluded
with the consent of the parties must be confirmed on the judicial platform.

If the parties have no dispute about the facts and the law, or the circumstances of
the case can not affect the outcome of the case, the judge makes a decision, taking
into account the credit history of the party. After announcing the decision, the judge
announces the end of the trial.

After the judge announces the end of the trial, the parties have the right to review
the transcript of the court session and, if necessary, ask the registrar to make changes
or corrections by showing the image in real-time. After that, each of the parties
confirms the change, and the secretary presses the “end the trial” button, and everyone
leaves the meeting [5].
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20.3.2 Guangzhou Internet Court

On October 1, 2019, the Guangzhou Internet Court adopted the rules for conducting
online court sessions in order to standardize them. Inmany respects, the provisions of
this regulation repeat the provisions of the Hangzhou Internet Court, however, there
are differences. This consists in establishing the exact time frame for the commission
of certain procedural actions. So, during the pre-trial stage of the proceedings, the
applicants in the legal process are required to test the operation of the court platform in
test mode three days before the date of the court hearing tomake sure that the network
is stable and uninterrupted, the video image is clear and the sound transmission is
smooth. After testing, the parties must complete a test form in accordance with the
guidelines of the judicial platform. In addition, the participants of the trial must
connect to the court platform 15 min before the scheduled time of the court session.
Despite holding the court session online, when the court enters the courtroom, all
participants in the processmust standup, and their facesmust be displayed throughout
the court session.

During the trial, the persons participating in the case speak and ask questions with
the permission of the presiding or sole judge and may not interrupt the speeches of
other participants in the trial. There are requirements for the speech of participants,
they must speak moderately loudly and not rush, as well as not use insults. The judge
is responsible for compliance with all procedural requirements, as he manages the
entire process.

20.3.3 Beijing Internet Court

On February 21, 2020, The trial Standard of Electronic Litigation in Beijing Internet
Court was adopted.

A characteristic feature is a clearer regulation of the process and the consolidation
of the basic principle of conducting hearings in this court, based on the online mode.
Offline hearings are an exception to the rule when there is a reasonable need, for
example: on-site identification, verification of originals, and providence of physical
examination. However, in any case, the party must submit an application for this.

A lot of attention is being paid to identify the people involved in this case, so
each participant must be logged in to the system, for this purpose, an account of
this person is created. Participants are prohibited from sharing their username and
password with anyone, as any action taken under a specific username and password
is considered a proper action by that person.

Before the start of the court session, the judge identifies all participants in the
process by comparing documents and certificates, as well as biometric identification.

The standard prescribes sanctions for violating the procedure for conducting legal
proceedings by participants, in the flesh to criminal liability, if the actions will be
traced to the corpus delicti.
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In addition, the principle of transparency of the trial is emphasized, namely, repre-
sentatives of the public and the media can be present during the court session,
excluding cases considered in a closed court session. The only restriction is the
prohibition of broadcasting the court session live, without obtaining permission.

The Judicial Committee may give a broad interpretation of the provisions
contained in this standard, if they are not clear.

20.4 Conclusion

The adoption by the Supreme People’s Court of acts on the provision of registration
services for court cases involving foreign persons online through the judicial Internet
platform in 2021 opened up the opportunity to apply for protection of their rights to
foreign persons in the courts of China online [4]. Currently, online case registration
is available in many Chinese courts, but most case registration platforms provide
services only in Chinese and for individuals who have been identified based on the
Chinese identity verification system. But from February 3, 2021, a foreign person
only needs to register on China’s mobile social network WeChat, which offers its
users an application to obtain judicial protection based on China Mobile MiniCourt,
in order to go to court. This opportunity brought not only foreign citizens closer to the
jurisdiction and competence of the PRC but also mainland citizens and Taiwanese
citizens living abroad, to file lawsuits in court.

The analysis of the acts of Internet courts regulating the dispute resolution
procedure allowed us to draw a number of conclusions:

– The provisions enshrined in the internal acts of the courts must comply with the
procedural regulation of the PRC, and the clarifications of the Supreme People’s
Court of the People’s Republic of China;

– comprehensive regulation of the whole course of the legal process and the
commission of individual procedural actions;

– fixing the ethical and behavioral foundations in the acts of Internet courts;
– consolidation of legal principles of legal proceedings.

Statistics indicate that the established dispute resolution mechanism in such areas
as e-commerce and the protection of rights on the Internet increases the attractiveness
of China’s jurisdiction for doing business in this country, while guaranteed by the
state [6].
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Chapter 21
On Some Aspects of Case Management
in Electronic Courts of Indonesia

Irina A. Gronic

Abstract The chapter is devoted to “case management” in the electronic courts of
the Republic of Indonesia concerning the implementation of some reforms in 2018
in the country on the provision of effective and efficient services for the delivery
of cases in the electronic court. Electronic case management is the orderly use of
an electronic system for conducting electronic office work, obtaining court docu-
ments, including requests, copies, duplicates, and verdicts, delivery, and storage
of documents. Thus, the electronic management system applies to civil, religious,
military, and state administrative cases, a significant event radically different from
the pre-reform period. The whole process is carried out based on digital standards
of information technology service and management, provided for by the Supreme
Court’s Chief Justice. The president of the court also acts as a controlling entity.
He oversees the electronic litigation process and services. The active introduction of
information technologies in Indonesia predetermined the country’s economic growth
since it is a prerequisite for this process.

21.1 Introduction

One of the positive trends in litigation declared in the Bureaucratic Reform 2015–
2019, carried out by the Supreme Court and the judicial authorities of the Republic
of Indonesia, along with improving the quality of public services, increasing the
efficiency of the system for checking the files of cassation, supervisory authorities,
modernizing the processing of assistance when delegating calls and notifications, an
electronic record-keeping system (e-litigation) was developed and implemented [1].

Besides, the Program “Judicial Modernization for 2010–2035,” adopted by the
Supreme Court of the Republic of Indonesia, as one of the priority areas, provides
for judicial renewal through the use of information technology. According to this
Program, the role of information technology in the ongoing judicial reform is in
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Fig. 21.1 Information integration services [1]1

the formation of an electronic record and the maximum optimization of improving
the efficiency of the judicial system. However, the information technology initia-
tives undertaken did not immediately produce satisfactory results for the country’s
judiciary.

The objectives of introducing information technology into the litigation were as
follows:

a. Improving the quality of work by providing access to the necessary information,
including court decisions, legal journals, and others;

b. Improving the judicial administration system, including access to online judicial
activities;

c. Establishing the efficiency of the working process in the judicial system by
reducing the use of human resources, replacing them with digital and electronic
processes;

d. Formation of results-oriented activities, using information technology as a tool
for monitoring and control over the implementation of assigned tasks;

e. Creating an electronic learning environment through the use of “distance
learning” [1].

In the Program “Judicial Modernization for 2010–2035,” a project for imple-
menting and using information systems, consisting of several modules, is clearly
illustrated (Fig. 21.1). The main module of the electronic platform is located in the
center (knowledge management). Its functional significance is as follows:

1 The figure is taken from Cetak Biru MA 2010–2035. Cetak biru pembaruan peradilan. Available
at: https://mahkamahagung.go.id/media/198, pp. 66.

https://mahkamahagung.go.id/media/198
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• Regulation of access to data services,
• Data management (workflow management),
• Pre-processing knowledge management,
• Workflow and document management.

Interaction with the user takes place through the use of an electronic application
(platform).

Besides, the project proposes a casemanagementmodule and a court management
module (Fig. 21.1).

The functions of the module (court management) are to organize and distribute
the flow of court cases, provide access to the module to judges and court clerks,
and change the status of a court decision. This function was implemented using
an electronic document management application. The module (court manage-
ment) is a courtroom in which witnesses and parties to the case can be present.
Besides, this module implements the management of the trial, records the court
session, automatically transcribes, and there is video conferencing for witnesses’
interrogation.

The IT support, identified in the 2010–2035 Forensic Modernization Program,
was expected to include an e-Learning module to promote education and training,
such as e-learning modules for judges and judicial officials.

In 2019, the Supreme Court of the Republic of Indonesia issued Decree No. 1
“On electronic review of cases and court proceedings,” according to which the imple-
mentation of online electronic court proceedings is carried out using the e-Litigation
application. This application is one of the elements of the electronic court and is used
in cases of civil, religious, military, and government administration [2]. It is impor-
tant to note that Indonesia has taken a huge step forward over the past three years by
working through and improving on past mistakes. Before the reforms in the Republic
in 2018, the electronic court system was actively used only for registering cases or
public administration. In 2021, electronic litigation became available in the courts of
the first instance for appeal and cassation proceedings. According to para 5 of Art.
1 of the Decree of the Supreme Court of the Republic of Indonesia No. 3 of 2018,
“On the management of cases in the electronic court” [3], electronic management of
the case is understood as a list of processes carried out to receive claims, requests,
responses, copies, duplicate documents, management, filing and storing documents
in civil, religious affairs, and in the military and public administration affairs using
the electronic judicial system.

21.2 Methodology

The method of analysis, thanks to which it was possible to comprehend the method-
ological aspects and theoretical and conceptual approaches to the concepts of “case
management,” “electronic court,” “electronic court proceedings,” to identify and
concretize some of their features. Based on the analysis of empirical material, the
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author reveals the essence and property of the institution of case management, its
relationship with information technology [4]. The logical cognition of the material
under study served the author to reproduce the events taking place related to judicial
reform. We also engage the dialectical method in analyzing the ratio of the general
and the particular in providing electronic consideration of cases in the Republic of
Indonesia during the formation and amendments. The use of these methods made it
possible to more clearly study the stated research topic, generate the necessary mate-
rial for further work on its improvement, and also reveal the most effective technical
and legal methods that regulate the management of a case in an electronic court,
taking into account changing trends.

21.3 Results

The idea of the reform was to create maximum conditions for resolving the cases in
the electronic court. For the implementation of the described Program, the Indonesian
authorities began to introduce information technology in stages.

The goal of the first stage was to optimize existing investments in information
technology, data integration, and prepare regulations and change the way of working
by bringing them in line with the requirements of the digital age.

The purpose of the second stage was to create a unified information system for
the judicial system, allowing the use of information to maintain legal integrity and
opening up opportunities to expand access to judicial services.

The third stage aims to integrate the judicial process within the framework of the
integration justice.

In the years following the judicial reform in Indonesia, the quality of the services
provided has improved significantly by the achievements of the reforms, including
through the implementation of the stated in the Roadmap for 2015–2019 provisions
in the form of the following aspects:

1. Maintain and improve available resources.
2. Continue making the necessary changes.
3. Identify existing problems and find solutions to fix them.
4. Ensure the internalization of bureaucratic reform in the Supreme Court.

The four steps are strategic because their implementation gives hope to strengthen
the results obtained from the implementation of judicial reform, which will allow
the idea of a national bureaucratic reform to be realized by 2025 [1].

Thus, by implementing the goals of the judicial reform aimed at increasing public
confidence in the expected state of the electronic judicial management system in
2025, all information systems of the Supreme Court will be integrated.
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21.3.1 E-Court Application

The Republic of Indonesia is currently actively using the E-Court application. This
application consists of several modules that make it easy and efficient to use the
system.

The module for electronic registration of materials (E-Filing) will help register
a lawsuit or submission and upload electronic documents for downloading and
uploading documents in the context of duplication, copying, and verdict, manage-
ment, filing, and storage of documents in civil, religious affairs, military, and state
administration.

The electronic payment module (E-Payment) can be used to pay court fees set
through the e-SKUM application. Registered users should pay close attention to the
amount of the advance payment of the court fee, the billing account number (virtual
account), the due date for the advance payment of the court fee that the system has
determined, and understand and agree that any errors, delays, and other additional
costs arising from the difference between the bank used by the Registered User
and the official court account in which the claim is filed are at the expense of the
Registered User.

Failure to make a payment to the billing account within a predetermined time
will result in the expiration of the payment number, and the registered user must
receive a new payment number during the same registration via electronic payment
in electronic court.

Registered users are required to make payments following the invoice value in
the payment number received during the registration of the case.

The application also contains the Electronic Notification Module (E-Pbt) and the
Electronic Calling Module (E-Pgl).

Thus, the e-court application can be used to register, payment, and deliver
documents related to court cases.

Registered users are warned that they are solely responsible for actions performed
on their behalf.

Another topical and priority area of the modern Republic of Indonesia is the secu-
rity of electronic systems. Therefore, registered users are warned about the prohibi-
tion to perform any actions that jeopardize the security and stability of the E-Court
application and all data stored in it.

For illegal actions aimed at using the electronic application for other purposes,
the following sanctions are provided:

– sanction in the form of a warning;
– sanctions in the form of temporary deprivation of access rights;
– sanctions in the form of irrevocable deprivation of access rights following the

weight and impact of the violations found on the integrity of the E-Court
application.

The application of the sanctions does not preclude the possibility of filing a civil
claim for compensation or criminal prosecution of registered users if the Supreme
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Court of the Republic of Indonesia considers that there has been an illegal act or a
criminal act.

Besides, in 2019, several important agreements were signed between the National
Cyber and Cryptographic Agency (BSSN) and the Supreme Court of Indonesia,
including an agreement on cooperation in the security of electronic systems. This
collaboration aims to “implement corporate governance within the framework of
integrated regulation, governance, and control,” as well as the administration of elec-
tronic government systems. Also, to promote and avoid actions that could undermine
the court’s authority as a whole and initiate by the Chairman of the Supreme Court of
theRepublic of Indonesia,modern electronic justice, E-Litigation, was implemented.

The electronic management of court cases is carried out based on the digital infor-
mation technology service and management standards provided for by the decision
of the Chief Justice of the Supreme Court (Art. 23 of the Supreme Court of the
Republic of Indonesia Decree on the management of the case in the electronic court
of 2018) [5].

The next step in implementing the “Judicial Modernization 2010–2035” Program
was the declaration of creating an electronic learning environment through the use
of distance learning [1] and creating an e-Learning module that promotes educa-
tion and training. The materialization of this idea was embodied in February 2021
by the opening of the virtual application E-RIS—“electronic research information
system” on the topic “The use of information technology in legal research to achieve
legal unity and consistency of judges’ decisions” [1]. The E-RIS App is an internal
application of the electronic platform of the Supreme Court, E-Court, which will
help judges find relevant information when considering cases. The E-RIS electronic
application is a multifunctional module that allows performing the following actions:

• Keeping minutes of discussion of topical issues of current legislation in electronic
court management and new draft laws submitted for discussion. This function
contains a summary of an explanatory memorandum on the use of information
technology in case management in an electronic court, and bills on combating
corruption, the draft law on the criminal procedure code of the Republic of
Indonesia, and others.

• Brief description of materials of judicial acts. This feature contains concise
material on selected judgments that have gone through the peer-review process
(practitioners/scholars).

• Function “expert opinion” on the interpretation or application of the rule of law.
• Function “statement of decisions of the Constitutional Court.”
• Research results. This function allows getting acquainted with the results of

scientific and practical research on relevant topics.

The introduction of the E-RIS virtual application into the work of the electronic
platform of the Supreme Court, E-Court, is an expression of the active position of
the Republic of Indonesia in the field of improving the work of the electronic court
when considering cases.
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21.4 Conclusion

The Republic of Indonesia seeks to improve legislation in the regulation of e-
government, digital economy, information security, and the application and use of
the electronic case management system in electronic court in civil, religious, mili-
tary, and state administrative cases. The study showed that the use of information
technology in the process of legal proceedings in the Republic of Indonesia [6] has a
significant impact on implementing the orderly conduct of cases in electronic court,
which is effective and efficient. It also contributes to implementing simple, fast,
inexpensive, and transparent litigation and the reliable operation of the electronic
court system as a whole. Over the years, there has been a noticeable improvement in
the quality of the electronic resources of the judiciary to improve the service to the
Indonesian population.
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Chapter 22
Applicable Law to International
Commercial Arbitration in Panama
(Digital Aspects)

Ekaterina P. Rusakova and Edgar Josue Young Dominguez

Abstract International arbitration proceedings give rise to a variety of choice-of-
law issues, particularly when you add the increasing implementation of digital tech-
nologies. The success of the economic collaboration between the counterparties of
various jurisdictions depends on the choice-of-law by the parties in dispute. This
article focuses on how to properly choose the applicable law in arbitrations for inter-
national commercial disputes in the Republic of Panama, adding the particularities
of the increasing use of digital technologies. The author explores the nuances and
specificities when parties have expressly chosen an applicable law to the dispute
and the legal reasoning and theories behind properly selecting the law applicable
when the choice-of-law by the parties is absent, considering different approaches
such as conflict-of-law rules, the closest connection test, the cumulative method,
international conventions, and transnational principles of laws.

22.1 Introduction

International commercial arbitration as a special mechanism of solving commercial
disputes at the international level has peculiar characteristic features [1, p. 91], one
of these characteristics is that parties have the capacity and availability to choose
the laws and/or rules that shall be applied to solve a current or future dispute. The
economic growth of a country demonstrates remarkable changing in legal behavior on
enumerated country’s private parties’ activities as well [2, p. 166]. The introduction
of new methods of using means of production, the improvement of technology leads
to the active development of the economy. The increasing degree of complexity and
even the sophistication of financial markets and commercial have led to the need to
apply more sophisticated dispute resolution methods that may come up in all types
of disputes including cross-border banking and financial transactions. The above-
mentioned modernization of commercial disputes resolution entails many problems

E. P. Rusakova (B) · E. J. Y. Dominguez
RUDN University, Moscow, Russia
e-mail: rusakova-ep@rudn.ru; ermakova_ep@pfur.ru

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2022
A. O. Inshakova and E. I. Inshakova (eds.), New Technology for Inclusive
and Sustainable Growth, Smart Innovation, Systems and Technologies 288,
https://doi.org/10.1007/978-981-16-9808-8_22

201

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-16-9808-8_22&domain=pdf
http://orcid.org/0000-0001-6488-0754
http://orcid.org/0000-0003-4527-2096
mailto:rusakova-ep@rudn.ru
mailto:ermakova_ep@pfur.ru
https://doi.org/10.1007/978-981-16-9808-8_22


202 E. P. Rusakova and E. J. Y. Dominguez

of legal nature [3, p. 754]. Additionally, digital technologies are currently affecting
the settlement of dispute by arbitration, not only when it comes to consent to arbitrate
the actual arbitration proceedings but also the selection of the legislation to the
merits or substantial aspects. Furthermore, arbitrators may encounter circumstances
when the parties did not agree or did not expressly select the legislation, or set
of rules to be applicable. In this situation, it is of utmost importance to correctly
determine the applicable norms to the dispute. In this regard, it is the arbitrators’
responsibility to properly decide on the applicable law and the legal grounds of this
determination such as transnational principles of law, the closest connection test,
international conventions, the national arbitration act, and the arbitration rules from
the corresponding arbitration institution.

The party autonomy principle intrinsically affects and has enormous and different
impacts on the legislations and rules to be used in an arbitration. This principle
affects the law governing the substance or mertis of the dispute, the procedural law
governing the arbitration, the law applicable to the arbitration clause, and also the
further recognition and enforcement of the arbitral award. The present article is
devoted to properly choosing the mechanisms to rightfully determine the material
law applicable to the merits of the case, particularly for international commercial
disputes in the Republic of Panama.

Correctly determining the law governing the substance part of the dispute is signif-
icantly important, since this is the legal act or rules governing the agreement that is
the basis for the controversy. Consequently, this substantive law shall determine the
legal rights and obligations of the parties involved, including the types and calcula-
tion of damages, the limitation of defenses, and the substantive remedies available
to the parties.

22.2 Methodology

The present article applies a comparative method analysis of different legal frame-
works, arbitration legislations, conflict-of-law rules, arbitration rules, judicial deci-
sions, and arbitral awards from several jurisdictions which in turn allows us to
understand the approach accepted in the Republic of Panama.

This research by utilizing a formal-legal methodology observes from a legal point
of view, the nature of the governing law applicable related to the legal disputes of
international commercial disputes solved by arbitration in the Republic of Panama.
Particularly, when the parties have chosen such set of rules or in contrast when there
is an absence of choice by the parties. Additionally, this article uses the normative
legal method to study the legal norms and regulation in the Republic of Panama of the
material law that ought to be applied to the merits or substance part of international
arbitrations, including national legal acts, international private law code, and internal
arbitration center regulations.

The research’s purpose consists of identifying the correct approach to pick the
governing law of the merits in arbitrations of international commercial cases in
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Panama. This purpose is achieved by analyzing the different approaches applied by
arbitrators worldwide, by examining standards used in national arbitration laws and
arbitration rules of well-renown institutions, and by studying the reasoning in case
law when arbitrators have determined the material law of a specific case.

22.3 Results

22.3.1 Expressed Choice by the Parties—Digital Aspects

Panama’s national arbitration legislation recognizes the party autonomy principle
to freely indicate the legislation, acts, and arbitration rules applicable to a future or
current dispute. Panama’s law for national and international commercial arbitration
(Law No. 131 of 2013) expressly stipulates under article 56 “the arbitral tribunal
shall decide the dispute in accordance with the rules of law chosen by the parties as
applicable to the merits of the dispute.” In doing so, arbitrators shall consider “any
indication of the law or legal system of a particular state shall be understood to refer,
unless otherwise stated, to the substantive law of that state and not to its conflict of
laws rules.”

Indeed, Panama’s legislation follows the approachofmost jurisdiction considering
that “any designation” of the law or legal system of a given State shall be construed
as “directly referring to the substantive law of that State and not to its conflict of law
regulation.” However, this designation may be affected by digital aspects. Parties
can consent the use of a material law by digital means. This may include, the use
of electronic communication or data messages, as long as the information contained
therein is accessible for consultation afterwards.

Article 5 of the law 131 of 2013 specifies the meaning of “electronic communica-
tion” and “data message.” This regulation defines electronic communication as “any
communication that the parties make by means of data messages”; and data message
as “information generated, sent, received or archived by electronic, magnetic, optical
or similar means, such as electronic data exchange, e-mail, Telegram, telex or fax,
among others.”

Digital aspects are also presentwhen it comes to communications and notifications
to the parties [4]. Art. 8 of the National Arbitration law states that notifications or
communications made by telex, fax, or other means of electronic, telematics, or other
similar types of telecommunication, which allow the sending and receipt of writings
and documents stating their sending and receipt and which have been designated by
the interested party, shall be valid.
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22.3.2 Determination of the Applicable Material Law
in Absence of Choice by the Parties

In circumstances where the parties to a dispute have not agreed about the substantive
law governing the merits of dispute, the task of properly selecting the regulations
governing the main contract, genesis of the dispute, is typically an obligation of
the arbitral tribunal. Consequently, arbitrator may refer to national and international
elements. In doing so, different arbitral tribunals may have different approaches to
solve this issue. Some might refer to international private law, conflict norms of
the legal place or seat of the arbitration, others may consider different criteria such
as the cumulative method, the closest connection test, non-national legal systems,
and international conventions; while others may select the conflict rules which they
considered to be appropriate. Additionally, arbitrators must consider exceptions to
the application of conflict rules, e.g., directly applicable laws, overriding mandatory
rules, and/or public order policies [5].

Panamas’ national legal system provides the arbitral tribunal, the authority and
power to select the legislation that governs the substance or merits of the dispute,
stating under article 56 of the law 131 of 2013 that if the parties do not indicate
the applicable law, the arbitral tribunal shall apply the applicable legal norms to the
dispute.

22.3.3 Conflict-of-Law Norms of the Seat of the Arbitration

An approach that was frequently used by arbitral tribunals in the past was to select
the conflict-of-law norms of place or arbitral seat to indirectly determine the law
applicable to the legal dispute. This point of view required arbitrators to refer to the
choice-of-law norms concerning the seat or place of the arbitration to resolve the
dispute.

Supporters of this theory considered that parties, whether individuals or legal
entities, who have chosen a place for arbitration have consequently agreed that this
law should be implicitly applicable to both procedural and substantive matters. Little
reference was done to which conflict of norms dictated this, or were to be applied
by the arbitral tribunal. Rather, the parties’ selection of the seat was deemed to be an
indirect choice of the seat’s substantive law [6, p. 300].

This perspective, however, has been abandoned bymost national laws and arbitra-
tion rules. It is regarded as an antiquated criterion and there is currently a minimum
number of arbitrators that follow this approach.
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22.3.4 Cumulative Method of Choice-of-Law Norms

The cumulativemethod is an approach that is frequently utilized by international arbi-
tral tribunals. This method consists of simultaneously considering all of the choice-
of-law norms of all legal systems with which the dispute in question is connected. If
all of these diverse choice-of-law norms point to the same substantive law, the arbi-
trators apply this law regarding the merits of the case. The idea behind this method
consists of demonstrating a “false conflict” to show that all analyses would lead to
the same applicable law [7, p. 921]. Arbitral Tribunals normally make special efforts
to show that the substantive solution found for the dispute is either one pointed out
by the international private law legal systems of the national jurisdictions reasonably
connected with the dispute (false “conflit de systems”) or by a generally accepted
conflict-of-laws rule.. On a practical level, the cumulative approach also provides
some insulation against a challenge for failure to apply the proper conflict-of-laws
or substantive rules [8, p. 191].

Arbitrators sometimes apply the conflicts rules of each of the states with a connec-
tion to the dispute. As a practical matter, this “cumulative” approach virtually always
concludes that all potentially relevant conflicts rules select the same law. Alterna-
tively, some awards apply a variation of this analysis that considers the application
of all potentially applicable national (or other) substantive laws [6, p. 301].

This methodology has been criticized by some scholars as Yves Derains, when
stating that “themethod known as cumulative application of systemof conflict laws of
states involved in a dispute has no sense unless the approach results in convergence”
[9, p. 529].

22.3.5 Closest Connection Test

Some national arbitration laws and arbitration rules demand that the arbitrators need
to apply the legislation of the state which has the “closest connection” to the parties’
dispute. Indeed, some arbitration legislation prescribes a “closest connection” stan-
dard for tribunals seated on national territory; where such legislation is applicable,
tribunals typically have applied the closest connection standard. Indeed, even where
no such statutory rule applies, some awards have applied a “closest connection”
choice-of-law rule. This approach draws support, in regards to the choice-of-law
analysis applicable to contracts in the international legal sphere, from the connected
points of view of the Rome I Regulation on the Law Applicable to Contractual Obli-
gations and its predecessor, Rome Convention, both adopting a “closest connection”
standard, and theRestatement (Second)Conflict of Laws adopting a “most significant
relationship” standard [6, p. 301].

This approach has been accepted byGermanCode ofCivil Procedure (“the arbitral
tribunal is to apply the laws of that State to which the subject matter of the proceeding
has the closest ties”); Swiss Arbitration Law (“the arbitral tribunal shall decide… in
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the absence of a choice-of-law, by applying the rules of law with which the dispute
has the closest connection”); and Italian Civil Procedure Code (“… if the parties are
silent, the law with which the relationship has its closest connection shall apply”).

Even when the tribunal that is deciding the arbitration case is not required to use
the closest connection standard, some tribunals have considered that this test is a
transnational principle of private international law and have gone on to apply it as
the most appropriate conflicts rule to determine the substantive law. This method
appeals to the notion that the law will be tailor-made for the particular contractual
circumstance. However, in thismodern and digital era, there can be toomany relevant
factors connected to the dispute [7, p. 921].

The criteria to understand which law has the “closest connection” can be quite
complicated. Arbitrators may consider different factors: the place where the contract
was concluded by the parites (lex loci contractus), the law of the place of performance
of the contract (lex loci solutionis), the place of business or habitual residence of
the parties, and the jurisdiction for future enforcement. Nevertheless, this approach
might lead to ambiguity in international arbitrations and uncertainty for the parties,
especially taking into account electronic commerce and the fact that more than one
legislation may be applicable to one case.

Panama’s national arbitration law does not expressly accept the closest connection
test as a standard to determine the substantive law to a dispute. Nonetheless, this
standard is recognized under Article 160 of the International Private Law Code,
stating that “in case of silence of the contracting parties as to the applicable law, it
refers to the determination made by the judge of the forum of the specific State with
which the contract in question has the closest proximity or closeness based on its
objective and subjective elements.”

22.3.6 Choice-of-Law Norms that the Arbitral Tribunal
Considers to Be “Appropriate”

As seen from above, this approach is currently being accepted by leading interna-
tional organizations and arbitration centers around the world. This mechanism gives
arbitrators the power and faculty to select the legislation to be applicable to themerits
of the dispute based on what they considered to be more “appropriate.”

Under this standard, arbitrators may have the freedom to select the most appro-
priate conflict-of-law norms that will ultimately determine the substantive law to
solve the dispute. This freedom, however, should not be understood to permit unfet-
tered discretion. On the contrary, the arbitrators remain obligated to select the
conflicts rules that are “appropriate” in light of the procedural law to the arbitra-
tion and the arbitration agreement; this is a selection with right answers and wrong
answers, and not a purely discretionary matter. For example, an arbitrator cannot
select the conflicts rules of his home jurisdiction, if it has no connection to the
dispute, merely because it is familiar [6, p. 300].
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From the reading of Art. 56 (2) of the law 131 of 2013, it is clear Panama’s
national arbitration law also accepts this standard when stating: “If the parties do
not indicate the applicable law, the arbitral tribunal shall apply the rules of law it
deems appropriate.” However, if we further analyze this article one may observe
that it departs the Model Law considering that the article does not expressly stipulate
a reference to conflict-of-law norms to determine the applicable law.

22.3.7 Direct Application of Substantive Law

Another standard recognized by arbitration laws when determining the material law
applicable to the arbitration is to “directly” chose the substantive law. This standard
allows arbitrators to directly apply the material law that shall be applicable to the
substance of the legal dispute. In doing so, arbitrators may not necessarily refer
to conflict-of-law norms, but they will have the possibility to directly select the
substantive law.

After examining Panama’s national arbitration law, it is clear that Panamanian
legislation primordially follows this standard stating under Art. 56 (2) that “If the
parties do not indicate the applicable law, the arbitral tribunal shall apply the
rules of law it deems appropriate.” In this regard, this provision does not expressly
stipulate that arbitrators shall apply the “conflict-of-law rules” they deemappropriate,
rather it only refers to the use of “rules of law” (“normas jurídicas”). Therefore, it
is arguable, whether arbitrators shall mandatorily refer to conflict-of-law norms to
figure out the applicable law or whether they may directly choose the substantive
law to solve a concrete case. As mentioned previously, this constitutes a departure
from the original wording of the UNCITRAL Model Law (Art. 28). In the author’s
view, this deviation is clearly intentional. This is precisely to not restrain arbitrators
to a choice-of-law system and to grant arbitrators not only power to directly choose
the material legislation applicable to the substance of the arbitration case but also to
open the possibility for arbitrators to select non-national rules to govern the dispute.

This approach has been accepted by leading arbitration institutions such as the
International Chamber of Commerce (ICC). Under article 21(1) 2017, the ICC Rules
[10] provide that “[t]he parties shall be free to agree upon the rules of law to be
applied by the Arbitral Tribunal to the merits of the dispute. In the absence of any
such agreement, the Arbitral Tribunal shall apply the rules of lawwhich it determines
to be appropriate.”

Recognition and acceptance of such approach shall ultimately depend on the legal
provisions of the national arbitration regulation applicable to international commer-
cial arbitrations. Jurisdictions such as France, Switzerland, the Netherlands, India,
and Canada are in favor of the point of view that arbitrators are able to select on their
own the rules they consider to be appropriate to solve the dispute. Article 1511 of the
French Code of Civil Procedure authorizes arbitrators an international arbitration to
“directly” apply the substantive law that they consider appropriate. Indian Arbitra-
tion and Conciliation Act, Art. 28(1)(b)(iii) (“apply the rules of law it considers to be
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appropriate given the circumstances surrounding the dispute”) andNetherlands Code
of Civil Procedure, Art. 1054(2) (“in accordance with the rules of law it considers
appropriate”). Nonetheless, other influential jurisdictions such as England, Germany,
and Japan have declined to accept this approach when determining the law applicable
to the material issues between the parties.

22.3.8 Transnational Principles of Law (Application
of Non-national Legal Systems)

Another method that international arbitrators may use to solve the issue of applicable
law to the substance ormerits of the arbitration dispute is applying transnational prin-
ciples of law, which constitute non-national legal systems, not attached to a particular
state or choice-of-law system. Such non-national legal systemsmay include reference
to lex mercatoria, the UNIDROIT Principles of International Commercial contract
(the UNIDROIT Principles), the Principles of European Contract law (“PECL”), or
the “TransLex-Principles.

Whatever the case is, either choice-of-law or direct application of a substantive
law; arbitrators must observe the stipulations of the agreement, and follow commer-
cial usages. When it comes to international arbitrations in Panama, specifically, arbi-
trators must follow the UNIDROIT Principles as indicated in Art. 56 of the law 131
of 31 December 2013, stating that “… In all cases, the arbitral tribunal shall decide in
accordancewith the provisions of the contract and shall take into account the commer-
cial uses applicable to thematter. International arbitrations shall also take into account
the Principles on International Commercial Contracts of the International Institute
for the Unification of Private Law (UNIDROIT).”

Moreover,Art. 79 of theCodeof Private International lawofPanamacomplements
this norm by stating that “Parties may use the principles of international commercial
contracts regulated by the International Institute for the Unification of Private Law,
known asUNIDROIT, as a supplementary rule to the applicable law or as mean of
interpretation by the judge or arbitrator, in the contracts or relations of international
trade law.”

22.3.9 International Approach

An alternative approach that arbitral tribunal have recognized to escape the pecu-
liarities of national laws is to consider “international conflict of law norms.” This
method considers conflict-of-law norms that are not necessarily connected to any
national conflict rules.
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The reasoning behind this method was explained in ICCCase No. 7071 [10] in the
following way: “… much to be said in favour of adopting generally accepted princi-
ples of international conflict of laws. The fact that the dispute arises out of dealings
between one government and an instrumentality of another government gives them
a unique international flavour. Hence, the parties could reasonably have contem-
plated that arbitrators would apply generally accepted international conflicts-of-law
rules in arriving at the applicable law by which their dispute would be resolved.
In the circumstances of the present arbitration, which is truly international in char-
acter, the Arbitral Tribunal is of the opinion that it should adopt generally accepted
international conflict of laws rules.”

Nonetheless, our current global scenario cannot offer yet a single set of orga-
nized international conflict-of-law rules that might be applicable universally and
particularly to international arbitration cases. Arbitrators may refer to international
conventions applicable to an arbitration case (e.g., the United Nations conven-
tion on Contracts for the International Sale of goods) or regional systems (e.g.,
Rome and Brussels regulations). The reality is that different legal systems regulate
conflict-of-law rules differently and the same issue may vary from jurisdiction to
jurisdiction.

22.4 Conclusion

Different approaches exist when determining the substantive law ought to be appli-
cable to the merits of a case. Even when parties have expressly chosen the law
governing their legal relation, the issue may turn more complex, when parties have
decided to do so by the use of technological or digital means. Furthermore, when
parties do not expressly choose a governing law that is to be applicable to the commer-
cial dispute, it is the arbitral tribunal’s responsibility to correctly determine such law.
To do so, arbitrators may follow guidelines and standards established recognized and
accepted by the national arbitration legislation and the arbitration rules of arbitration
centers or institutions.

These methods include the use of conflict-of-law norms of the seat of the arbitra-
tion, the cumulative method of choice-of-law norms, the closest connection test, the
application of choice-of-law provisions that the arbitral tribunal considers “appro-
priate,” the direct application of material laws, and the application of non-national
or transnational [11].

Out of all of these methods, Panamanian legislation follows a combination of
approaches. If the parties involved in the arbitration process did not indicate the
applicable law, the arbitral tribunal that is deciding the case shall apply the rules
of law it deems appropriate. In this sense, one may suggest that the Republic of
Panama accepts the “appropriate” method, however, there is a distinct peculiarity.
When arbitrators choose the law they deem to be appropriate, it is not mandatory to
refer to or consider conflict-of-law rules, rather they are able to choose the rules of
law. This allows arbitrators to directly apply the law to be applicable to the merits of
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the dispute (including substantive law and non-national laws). After examining the
Panamanian legislation, one must have reached the conclusion that the Republic of
Panama primordially follows the direct application of rules of laws, without being
restricted to the application of conflict-of-law norms.

In all cases, the arbitrators shall decide in accordance with the provisions of the
contract and shall take into account the commercial uses applicable to the matter.
When it comes to international arbitrations specifically, arbitrators must follow the
UNIDROIT Principles, as stated in the national arbitration law and in the private
international code of Panama.
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Chapter 23
Robotization of Civil Proceedings:
Reality or Future

Ekaterina P. Rusakova

Abstract The consistent introduction of artificial intelligence technologies inRussia
and abroad creates the necessary prerequisites for changing the legal and ethical
standards for this phenomenon.The judicial formof legal protectionwas also changed
in a number of countries, due to the replacement of judges with computers in human
form. For China, this experience was successful, as main and pioneer participants in
the simplest caseswere absolutely not against the replacement.Anumber of countries
have already adopted special laws and legal acts regulating the integration of robots in
judicial processes. In almost all countries of the world, there is an irreversible process
of replacing the basic legal framework. In the course of the study, the positive and
negative features of this phenomenon will be figured out and because of the fact that
many of the basic provisions governing the legal regulation of artificial intelligence
technology were borrowed from various acts of an economic nature, since in many
respects this area is autonomous and does not involve performing any additional
actions other than pressing a button on a computer.

23.1 Introduction

The idea of transforming jurisprudence into an automated process is not new, the
creation of special programs that allow you to design various legal documents has
been used for a long time. The next step was the creation of robots that can replace
a person in the process of legal advice. So, in 2017, a robot named Xiaofa “Xiaofa”
was put into operation in the Beijing Internet court, which speaks in a child’s voice
and whose main function is to give explanations on complex legal terms in ordi-
nary language. This robot can answer more than 40,000 judicial and 30,000 legal
questions, which has significantly accelerated the process of applying to the court.

The Xiaofa robot developed by Professor Wang and his team develops according
to 4 stages: in the first generation, the knowledge database is created manually with
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a very limited content coverage and provides users with answers using keywords;
in the second generation, the knowledge database is built semi-automatically and
covers certain areas. It can answer certain user questions; in the third generation,
the knowledge database is built semi-automatically and covers more areas. It can
answer complex user questions; in the fourth generation, the knowledge database can
automatically expand its data beyond the database and can engage in a dialog with
users through emotional expressions. Currently, the Xiaofa robot is being developed
between the second and third generations [1].

In October 2016, China’s first artificial intelligence robot, Faxiaotao, was intro-
duced in Hangzhou, Zhejiang Province, which helps people analyze the best way to
resolve a dispute, as well as help them choose lawyers, by analyzing and searching
for the necessary information on the Internet [2].

China currently has more than 100 robots in courts across the country, because the
process of creating intelligent justice is more efficient, so some of the robots already
have specialization, for example, in business, law, or specific disputes [3].

The ubiquity of the process of robotization often raises a lot of questions about
how justified such an introduction to law is.

The next step was the creation of a robot judge, as a result, on June 27, 2019,
the Beijing Internet Court announced the opening of the “Online smart Litiga-
tion Service Center”. The virtual judge demonstrated the mobile micro-court of the
Beijing Internet Court. A “robotic” trial is more appropriately referred to by ordinary
citizens as an “intelligent trial”.

The Vice-President of the court reported on the plans to build an intelligent
online justice system based on an integrated full-featured online judicial platform
that provides a complete list of procedural actions in electronic form.

The mobile micro-court allows the parties themselves to manage the trial in real-
time, as well as to turn to video mediation.

However, themain advantage of such legal proceedings is the transformation of the
main procedural tools into an online format, starting with the download and storage
of evidence and ending with judicial services, which is how the judicial form of legal
protection is considered in modern society. Communication between all participants
in the process is carried out in real-time and does not stop due to the use of modern
means of communication, as well as providing the parties with more effective and
convenient services: interactive questions and answers, obtaining the expert opinion
of Weitao and intelligent legal proceedings.

23.2 Methodology

The study used comparative analysis to compare the judicial process regulation in
China’s Internet courts, as well as cause-effect and framework analysis to define
common and unique features of the dispute resolution process. Based on the results
of the analysis, an assessment of the existing regulation of digital legal proceedings
is provided.
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23.3 Results

Information reform of judicial proceedings. Representatives of theChineseAcademy
of Social Sciences’ Institute of Law stated in their report on the informatization of
the Chinese judicial system in 2019 and their expectations for 2020 that 2019 was the
first year when intellectual courts moved from the stage of creation to full growth,
through standardization, systematization, and informatization [4].

It should be noted that there are a variety of issues that must be addressed in order
for this method to be implemented successfully, the majority of which are technical
in nature. People’s courts at all levels effectively implement the digital agenda of the
country and actively integrate the idea of creating intelligent courts and all judicial
proceedings [5].

According to figures from the People’s Republic of China’s Supreme People’s
Court, the number of online applications at all levels of the judicial system increased
dramatically, reaching 99%; 67% of courts used online evidence exchange; 33%
of cases were broadcast live, and all these indicate the widespread informatization
of legal proceedings. The ongoing changes in the informatization of the Chinese
judicial system are taking place simultaneously with its reform, which corrects both
processes in the announced programs (2019–2023).

Chinese President Xi Jinping stressed that it is not about the informatization of a
particular area, but the complex informatization of the judicial system, enforcement
proceedings, and its management.

Another breakthrough step was the creation of a special “Intelligent cloud Plat-
form of the People’s Court”, which allowed the unification of multi-cloud resources,
equipped with artificial intelligence technologies: text recognition, voice interaction,
and machine translation.

In addition, the Shanghai High People’s Court, together with the High People’s
Courts of Jiangsu Province, Zhejiang Province, and Anhui Province, created the
“Yangtze River Delta Smart Court Information and Data Exchange Platform” to
jointly cooperate, provide judicial services, and enforce the law. Initially, the court
platform included the ability to pay court costs, online registration of the case, intel-
lectual research of the case, service of documents, communication with judges, and
submission of documents. In addition, a mediation platform was created, which
brought together representatives of various industries and organizations, whichmade
this procedure more effective.

In 2019, thanks to artificial intelligence technologies, courts at all levels acceler-
ated the judicial process, due to the emergence of smart judicial proceedings, smart
case management, smart enforcement proceedings, and smart administration.

The introduction of modern innovative technologies has radically changed the
approach to legal proceedings and made it more efficient and secure.
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23.3.1 A Virtual Robot Judge is the Basis of Intelligent Legal
Proceedings

Intelligent court proceedings consist of three components: a manual of judges with
artificial intelligence; amobilemicro-court; and an account on the court platform.The
virtual judge who conducts the proceedings is a collaboration of two technologies:
text-to-voice transmission and image synthesis, which is responsible for making its
actions emotional and transmitting the original text. The prototype of the virtual
judge was the real judge Liu Shuhan, who heads the Second Judicial Chamber of
the Beijing Internet Court. He said that since the court works 24 h a day, the judicial
services should work in the same mode.

Having identified common problems in the filing of documents, mediation proce-
dure, legal advice, and technical operations, 20,000 keywords were identified for
which the parties may have questions and answers were prepared based on the
guidelines of the trial [6].

One of the advantages of a mobile micro-court is the provision of integrated legal
proceedings “at any time and from any place”, which shows its cross-border nature.
So, the parties located in different places, one of which was abroad, and the other in
another province, were able to apply to the court for mediation and by signing the
mediation protocol, quickly and simply, andmost importantly, at a distance, resolved
their dispute.

Thus, using theWeeshat program on amobile phone, the parties get access to legal
proceedings, mediation, as well as to all procedural actions related to the consider-
ation of the case in the mobile micro-court. The “My Case” function of the appli-
cation allows you to view the details of the case, present evidence, and contact all
participants in the process. Moreover, this service also simplifies the procedure for
familiarizing the parties to the dispute with judicial acts, since the judge can hand
over the documents on the case to the parties, make a transcript of the case, and also
act as a mediator. The parties and the court create a group on WeChat and can use it
to communicate with each other, submit, and create documents.

The online trial is recorded on video and the parties can view it in real-time, as
well as after its completion.

In addition, it allows the public to interact with the virtual judge and ask him
difficult questions and get answers to them.

However, the main purpose of digital platforms is the ability to carry out
entrepreneurial activities, namely, online retail, whose revenues in China amount
to multibillion-dollar figures. Receiving judicial services with a single click of a
key has a powerful social response, which not only popularizes the mechanism for
implementing electronic commerce on such platforms but also the judicial form of
protection of law as universal and guaranteed by the state. The platform provides the
following services: intellectual court; interactive questions and answers that allow
you to demonstrate the professionalism of judges in the field of consumer protection;
special cases that describe various cases that were considered in simple language;
and professional legal issues [7].
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It should be noted that the collaboration of four parties plays an important role
in the integration of intellectual courts: government agencies, judges, IT firms, and
entrepreneurs, each of whom plays an important role in this process. However, the
main function is social, which is implemented by protecting the interests of ordinary
citizens, by expressing social responsibility.

The construction of smart vessels demonstrates an open process of interaction
between societies, where digital technologies play an important role in creating a
favorable business environment.

23.4 Conclusion

The incorporation of artificial intelligence technology into the judicial process has
allowed for substantial progress in the judicial system’s information reform [8]:

1. Internet courts should be established to protect the rights and legitimate interests
of a broad variety of people interested in electronic commerce, aswell as to settle
Internet-related disputes.

2. The emergence of “smart courts” has made it possible to process huge amounts
of information and use modern digital technologies in the dispute resolution
process.

3. The introduction of artificial intelligence technologies in legal proceedings takes
place at all levels from filing a claim in court to making a decision.

4. The use of cloud technologies has allowed us to process a huge array of informa-
tion that allows us to harmonize judicial practice and legal services, as well as
other areas of knowledge. They are expected to be used not only in civil cases
but also in criminal and disciplinary cases, reducing the amount of time the
judge spends on the case since the software will suggest solutions for decisions
based on the data provided.

5. The creation of intelligent legal proceedings provides various services for the
search for information, its processing, and the provision of court services in
real-time based on artificial intelligence technologies.

6. Creation of intelligent management of legal proceedings through the use of
innovative technologies that allow processing court data and managing court
cases [9]. In addition, the program offers the judge options for resolving the
dispute, as well as prepares templates of court acts.

It is necessary to note the reverse side of this process, according to Judge Li
Jianli, an intelligent trial management system that connects courts across the country,
transmits information about all courts, all judges, and all cases, which is processed in
real-time. According to this data, Chinese courts can analyze trials across the country
in real-time, evaluate individual work of judges, as well as assess the socio-economic
situation in a particular region [1].
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In addition, such an active digital transformation of justice is aimed at establishing
the rule of law on the Internet and ensuring cyber security. Electronic transactions
also need a clear legal regulation by the state, since a huge number of people are
involved in this area [10].

The process of automation moves by huge steps and makes the whole society
think about how far it is ready to go for the sake of replacing a person with a robot,
whose actions depend on the program installed in it, and most importantly about
their consequences [11].
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Chapter 24
New Technologies for Resolving
International Energy Disputes

Elena P. Ermakova and Mahshid Yazdanimoghadam

Abstract To date, energy disputes between companies and states account for a fifth
of international commercial disputes. In 2020, more than 50% of the cases accepted
for consideration by the International Center for Settlement of Investment Disputes
were disputes in the field of energy. In view of the objective doubts of investors in the
ability of the host state to ensure independent judicial proceedings in recent years,
the world scientific community has been actively exploring alternative mechanisms
for resolving international energy disputes in an attempt to identify the most appro-
priate form that corresponds to modern realities and guarantees compliance with the
interests of both parties. The purpose of this study is a comprehensive analysis of the
existing forms and methods of resolving international energy disputes, identifying
the optimal mechanism for their consideration, suitable for both the state and the
investor. The authors formulated the definition of the concept of an international
energy dispute, highlighted the advantages and disadvantages of the most common
methods of resolving this type of dispute. The authors come to the conclusion that
in the conditions of technology development, increasing global interest in renew-
able energy sources, increasing number of energy contracts, the leading role in the
system of the most promising models for resolving international energy disputes
belongs to international commercial arbitration. Arbitration is uniquely well-suited
to deal with disputes relating to innovative technologies arising in the energy sector.
As a process, arbitration is more readily able to adapt to the new status quo brought
about by innovation than many national courts and can offer innovative dispute reso-
lution solutions. Innovators in arbitration are already developing automated dispute
resolution processes that operate in the same way that a smart contract does.
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24.1 Introduction

Today, fuel and mineral raw materials account for almost 25% of the total volume of
world trade in goods, while energy disputes between companies and states account
for a fifth of international commercial disputes. Meanwhile, with the growth of
international trade and the volume of foreign direct investment into the energy sector,
the number andvariety of disputeswill also grow [14]. Thus, in 2020, 30%of the cases
accepted for consideration by the International Center for Settlement of Investment
Disputes (hereinafter, ICSID) relate to the oil and gas sector and the mining industry,
20%—to electricity and other types of energy. At the same time, the second—after
bilateral investment treaties—the most applicable international act in establishing
jurisdiction, according to ICSID, was the 1994 Energy Charter Treaty.

The supply of energy carriers still remains one of the main items of Russian
exports [20]. With the development of public relations in the field of turnover of
natural resources and electricity, energy disputes have turned into the largest and
most expensive litigations, including for political reasons. Due to the dominance
of state ownership of mineral resources and state management of energy pricing
relations in most countries, the number of applications to non-state law enforcement
bodies is growing, since the independence and competence of state courts remain in
question [7].

Meanwhile, neither Russian legislation nor international law contains the very
concept of an energy dispute or an international energy dispute, despite its almost
universal use [13]. For the purposes of this article, we propose to define an interna-
tional energy dispute as a dispute arising from relations related to the turnover of
energy resources and complicated by a foreign element.

In the scientific literature, there are several types of disputes in the global energy
sector divided by the composition of subjects:

– a company against a company;
– a state against a state;
– a company against a state;
– an individual or a group of persons against a company.

The most common type of disputes listed above is international commercial
disputes between energy companies. Usually, such disputes affect relations between
oil and gas project operators and service companies or arise from various bilateral
agreements [2].

Before talking about the forms and methods of resolving energy disputes, it is
necessary to determine how these concepts relate, what should be understood by form
and method as legal categories. Since these concepts are not legal, i.e., the content of
these concepts is not defined by law, different approaches to the correlation of these
concepts have developed in Russian and foreign science [8].
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24.2 Methodology

The study is based on the application of logical, dialectical techniques and methods
of scientific knowledge, comparative-legal and legal-technical analysis of normative
acts texts.

24.3 Results

The Civil Code of the Russian Federation defines ways to protect civil rights by
listing them in Article 12. These include:

– recognition of the right;
– restoration of the situation that existed before the violation of the right, and

suppression of actions that violate the right or create a threat of its violation;
– recognition of the disputed transaction as invalid and the application of the conse-

quences of its invalidity, the application of the consequences of the invalidity of
the void transaction;

– invalidation of the decision of the meeting;
– invalidation of an act of a state body or a local self-government body;
– self-defense of the right;
– award to the performance of duties in kind;
– compensation of losses;
– recovery of a penalty;
– compensation for moral harm;
– termination or change of legal relationship;
– non-application by the court of an act of a state body or a local self-government

body that contradicts the law;
– other methods provided for by law.

It isworth noting that in the procedural sense, the concept of amethod of protecting
a right generally coincides with the concept of a form of its protection.

This idea is confirmed by the fact that the term “alternative dispute resolution
methods” has developed and is widely used in the Russian legal doctrine. In this
regard, the following practice has been formed: scientists refer to judicial and non-
judicial forms of protection as forms of legal protection, and the term “method” is
used in relation to alternative dispute resolution procedures [7].

In the law of foreign countries, a stable concept has developed—dispute reso-
lution. Among the main forms of dispute resolution, foreign authors most often
name:

(1) proceedings in state courts;
(2) arbitration;
(3) alternative dispute resolution methods;
(4) online dispute resolution.
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Alternative Dispute Resolution (ADR) is a term denoting out-of-court procedures
through which the parties have the right to settle a dispute that has arisen between
them.

With all the variety of ADRs—negotiations, mediation, arbitration, mini-court,
corporate ombudsmen, etc.—their goal is to resolve a disputable situation without
applying to state courts [4]. Meanwhile, as Zdrok O.N. notes, today ADR refers to
procedures that exist not only in parallel with the judicial system but also within it,
as an alternative to a full-scale trial [21].

International energy disputes are commonly referred to as international investment
disputes [12]. The procedure for their consideration and resolution is established by
various bilateral and multilateral international treaties, while one of the main and
system-forming documents regulating the legal relations in question is the Energy
Charter Treaty (ECT), signed in Lisbon in 1994.

To date, the ECT is the only agreement related to intergovernmental cooperation in
the energy sector that fully covers the entire energy supply chain, including a dispute
resolutionmechanism between states, as well as between states and investors, energy
products, and energy-related equipment [1].

The issues of Russia’s ratification and application of the Energy Charter Treaty
still remain controversial and ambiguous.

In 1994, the ECT was signed by the Russian Federation, while Russia used the
possibility of temporary application of the ECT “to the extent that such temporary
application does not contradict its constitution, laws or regulations”, from time to
time returning to its consideration at the level of the State Duma [18].

In 2009, the Russian Federation withdrew from the list of states that used ECT
on a temporary basis, and in 2018, it withdrew its signature under the treaty.

In accordance with Article 26 of the Energy Charter Treaty, disputes between
a Contracting Party and an Investor of another Contracting Party may be sent for
resolution:

(1) to the courts or administrative tribunals of the Contracting Party that is a party
to the dispute;

(2) to an international arbitration or other conciliation body;
(3) to the International Center for Settlement of Investment Disputes (ICSID);
(4) to ICSID in accordance with the rules governing the Additional Procedure for

the provision of proceedings by the secretariat of the Center;
(5) to the sole arbitrator or to the ad hoc arbitration court;
(6) to the Arbitration Institute of the International Chamber of Commerce in

Stockholm.

Article 26 of the Energy Charter Treaty also specifically emphasizes the need to
resolve disputes between a Contracting Party and an Investor of another Contracting
Party concerning the latter’s investments in the territory of the former in a “friendly
manner”.

It is interesting to note that in recent years the international community has been
actively exploring mechanisms and ways of resolving international energy disputes,
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attempts are being made to identify the most effective models for their consideration
that are suitable to modern realities.

One of the results of this process was the preparation of a Model Instrument
on Management of Investment Disputes, approved following the Energy Charter
Conference in Brussels inDecember 2018 (hereinafter referred to as the “ECTModel
Instrument”). The document is of a recommendatory nature and does not imply
mandatory implementation unchanged in the legal systems of the participating states.
The prerequisites for its development were the analysis of the national legislation of
the participating states conducted by the Energy Charter Secretariat, which revealed
a number of problems and potential barriers in the settlement of disputes by non-
judicial methods.

One of themain obstacles to the application ofADRby stateswas called the lack of
a clear domestic legal framework, resulting in ambiguity in the distribution of powers
to settle international investment disputes, concerns about possible accusations of
corruption and abuse of power, as well as the lack of financial resources to conduct
the process.

The “ECT Model Instrument” proceeds from the need to prevent international
investment disputes andmanage them before the need arises to use formal procedures
for their resolution. Paragraph 2 ofArticle 3 of the “ECTModel Instrument” lists such
procedures—arbitration, negotiations, mediation, conciliation, and others—with the
proviso that the state or the state’s bodies have clearly agreed to the use of these
procedures in international investment agreements and investment contracts or if the
parties to an international investment dispute have agreed on the use [6].

Taking into account the expediency of establishing a responsible body for
resolving disputes arising from international investment agreements, the participants
of the conference (which approved the “ECT Model Instrument” of December 23,
2018) identified as such a state body that negotiated or signed an agreement with a
foreign investor on behalf of the state—aministry, an interdepartmental commission,
or another body providing the necessary coordination (Articles 6 and 9 of the “ECT
Model Instrument”).

The tasks of the responsible body include, in particular, coordination of work
on the management of international investment disputes, including friendly dispute
resolution, development of a strategy for dispute resolution, development and compi-
lation of sets of documents for submission to international arbitration or international
judicial institutions, communication with investors and response to the notice of arbi-
tration, appointment of mediators, arbitrators or intermediaries in accordance with
the chosen dispute settlement mechanism and other tasks, aimed at the consideration
and resolution of the international investment dispute that has arisen [6].

A certain uniqueness of the “ECTModel Instrument” consists in the official recog-
nition of the priority of alternative forms of dispute resolution—negotiations, concil-
iation regulation, and mediation—through which more effective and rapid conflict
resolution is achieved. It is assumed that the adopted “ECTModel Instrument”will be
useful both for states that do not yet have an internal legal framework for the consid-
eration of investment disputes, and for those states that have such a framework, but
would like to improve it.
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Currently, almost any investment contract contains a clause on the transfer of
disputes for resolution to international commercial arbitration [9]. The attractiveness
of arbitration can be explained by a number of reasons. Thus, Gary Born, a well-
known world expert in the field of arbitration, Chairman of the Arbitration Court at
the Singapore International Arbitration Center (SIAC), reduced all the main reasons
for preferring arbitration to state courts to the main 5 ones:

– arbitration is more impartial;
– arbitration has deeper expert knowledge;
– arbitration is time-efficient;
– arbitration is better executed;
– arbitration is more effective in general [3].

The practical convenience of arbitration is that the dispute resolution procedure
can be built by the parties themselves, based on the specific needs of the parties
to the dispute and its substance. The procedure is carefully tailored to each case,
and therefore the consideration of the dispute becomes not only cheaper and more
efficient for investors but also shorter in time.

Deeper expert knowledge of international arbitration is mostly determined by the
fact that the parties themselves choose the decision-makers on a particular dispute,
appointing a non-state judge for their case, based on his knowledge of the subject
matter of the dispute. The advantage of arbitration also lies in the fact that the
dispute can be considered not on the territory of its member states but on the terri-
tory of a neutral state—this shows the independence, impartiality, and objectivity of
arbitration procedures.

The resolution of energy disputes—technically and organizationally complex—
can take decades even in government agencies. It should be understood that the
consideration of these categories of disputes a priori will not be either fast or cheap. In
addition, the parties—if theyhavenot agreed to resolve disputeswithin the framework
of the international arbitration procedure—can participate in court proceedings not
only in their own states but also in the courts of other countries.

Another attractive feature of all ADRs, including international arbitration, is their
confidentiality. Unlike the judicial procedure for dispute resolution, the use of ADR
is not accompanied by logging, and the hearing of the case itself is held in closed
sessions [15]. This plays a significant role in the consideration of large and resonant
energy disputes, which are sufficiently politicized. Thus, many energy companies, in
an effort to ensure the protection of trade secrets, intellectual property, and high-tech
information, apply for arbitration to resolve the dispute in order to minimize the
illegal actions of their competitors [17].

Taking into account all these advantages, the popularity of international commer-
cial arbitration as a form of resolving international energy disputes has grown
significantly in recent years. Here are some examples [10].

One of the last cases considered by ICSID in 2020 was a dispute between
the energy companies Petroceltic Holdings Limited, Petroceltic Resources Limited
(Great Britain), and the Arab Republic of Egypt (9: ICSID Case No. ARB/19/7)
about the alleged violation by Egypt of its obligations under several agreements on
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the sale of gas and the recovery of debt accumulated to investors. In its lawsuit,
Petroceltic also pointed to the adoption by Egypt of unjustified and discriminatory
measures against Petroceltic’s investments in violation of the bilateral “Agreement
on the Promotion and Protection of Investments” concluded between theGovernment
of Great Britain and the Government of Egypt on February 24, 1976.

The dispute was registered by ICSID on April 4, 2019. In the process of forming
the composition of the tribunal, the candidacy of arbitrator Bridget Stern on the part
of the defendant was questioned by the plaintiff. As a justification for the disquali-
fication proposal, Petroceltic representatives pointed to the “pro-state” reputation of
the respondent’s arbitrator, the lack of guarantees of independence, impartiality, and
transparency of the case. The proposal to challenge the arbitrator was rejected by the
co-arbitrators.

Nevertheless, presumably having reached an agreement on the dispute, on
September 8, 2020, the parties filed a motion to terminate the proceedings. On
September 15, 2020, the Tribunal issued an order to terminate the proceedings in
accordance with Article 43 of the Arbitration Rules of the International Center for
Settlement of Investment Disputes.

In 2014, a company UFG filed a lawsuit with ICSID against Egypt for damages
due to a break in gas supplies under a sale and purchase agreement in the amount of
$3.2 billion. In 2018, the ICSID tribunal found Egypt responsible for the failure to
supply gas in accordance with the terms of the contract and ruled in favor of UFG,
rejecting Egypt’s arguments about corruption in the conclusion of the contract. The
applicant was awarded $2 billion.

Later, UFG initiated another arbitration proceeding under the rules of The Cairo
RegionalCentre for InternationalCommercialArbitration (CRCICA), filing a lawsuit
directly against Egyptian Natural Gas Holding Company (EGAS). The Arbitration
Tribunal established in Madrid had to answer the question whether UFG had lost the
right to file a claim against EGAS on the basis of the same factual circumstances,
but against another person and guided by other legal grounds.

In the decision on the case, the Chairman of the Tribunal, Pierre Tercier, formed a
majority with his colleague, the arbitrator Wolfgang Peter, for the first time applying
Article 26 of the 1965WashingtonConvention on the Procedure forResolving Invest-
ment Disputes between States and Foreign Persons (hereinafter referred to as the
Washington Convention) as a basis for prohibiting the filing of additional lawsuits
arising from themerits of the previously considered case. At the same time, according
to Article 26 of the Washington Convention, consent to transfer a dispute to ICSID
means refusal to use other means of dispute resolution. Thus, the Tribunal concluded
that UFG had lost the right to file a lawsuit against EGAS.

The German arbitrator Karl-Heinz Beckstiegel, who was a member of the
Tribunal, disagreed with the majority of his colleagues and in his dissenting opinion
pointed out that Article 26 of the Washington Convention excludes filing a lawsuit
only if the legal grounds of the lawsuit and the parties to the arbitration proceedings
in both disputes completely coincide. At the same time, the lawsuit filed by UFG
with ICSID was against the State of Egypt and was based on a Bilateral Investment
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Agreement on Mutual Attraction and Protection of Investments between Spain and
Egypt, concluded on November 3, 1992.

Thus, this decision can become a precedent and can be used in the future to prevent
the multiplicity of arbitration proceedings initiated by plaintiffs in order to increase
the chances of winning.

24.4 Discussion

The current challenges faced by international commercial arbitration became the
subject of discussion at the sixth annual conference held jointly by the Institute of
Transnational Arbitration (ITA), the Institute of Energy Law (IEL), and the Interna-
tional Arbitration Court of the International Chamber of Commerce (ICC) in 2019
in Houston, Texas. The participants discussed, in particular, the issues of investing in
the energy sectors of the Russian economy under sanctions, paying special attention
to the problem of applying bilateral investment agreements of the Soviet period when
applying to arbitration, issues of technology development, and cybersecurity in the
legal field, changes in the settlement of disputes between investors and the state in
the near future [5].

It was noted that the perception and use of technology in the legal space of
arbitration may differ depending on the experience of lawyers and the involvement
of the parties. For example, electronic data retrieval services e-discovery, used to
detect information on electronic media that can act as evidence in a lawsuit, function
differently in Europe and the United States, and the parties should have an idea of the
content and format of the procedure at the earliest stages of the arbitration process.

In addition, the changes that have taken place in Europe in the legal regulation of
the handling of personal data have indirectly affected the arbitration process in terms
of the need for the arbitrators to provide guarantees of a “legitimate interest” in the
collection of relevant private data.

The participants of the conference also raised questions about the expediency of
the system of judicial settlement of disputes between investors and the state (ISDS),
implying the investor’s right of access to international courts in order to resolve
investment disputes. According to Professor Marike Paulsson (Albright Stonebridge
Group), the international investment court has always been a “pipe dream”, and
renewed interest in it is inappropriate. The speakers also noted the need to protect
the energy sector from any attempts of nationalization but stressed that, despite the
general reduction in the use of the ISDS system, some of its types will be preserved
in the future. At the end of the meeting, the thesis was also voiced that in the nearest
future we should expect an increase in the number of investment arbitrations based
on contracts and, on the contrary, a reduction in arbitration proceedings based on
bilateral investment agreements [5].

Another vulnerable point of arbitration is one of its strong sides—expertise. As
noted above, the appeal to arbitrators seems to be preferable for investors because of,
among other things, their experience and knowledge in the field of the subject of the
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proceedings, the ability of arbitrators to pay more attention to the dispute compared
to overloaded judges of state courts. However, the problem lies in the fact that the
specifics of energy law, as well as the high demand for competent arbitrators, creates
an acute shortage of them, and therefore they have to devote time to developing
an effective strategy for dealing with excessive workload. The limited number of
available arbitrators also increases the risk of a conflict of interest, since it is highly
likely that the arbitrators will face the same subject matter of the dispute, the parties,
and the positions on which the claims are based [16].

The peculiarity of international investment law, as Rachkov notes, is that there
are no uniform rules in it—neither substantive nor procedural. The result is unpre-
dictability in the application and interpretation of the norms of international invest-
ment law [19]. At the same time, the development of the energy sector has caused a
large number of disputes, which together have formed a case law in this area [20].
Thus, in particular, G. Born emphasized that one of the trends in the evolution of
international arbitration is the tendency of national courts of different jurisdictions to
focus on each other when interpreting conventions, to refer to international arbitral
decisions, and also to use the reasoning that was used in other courts regardless of
legal systems.

24.5 Conclusion

Despite some difficulties that international commercial arbitration is facing today,
it still remains the most promising form of resolving international energy disputes,
allowing to choose the procedure most suitable for a specific type of dispute. More
and more previously conservative-minded states, in an effort to attract foreign direct
investment in their energy sector, are reconsidering their attitude to arbitration: for
example, LatinAmerican countries in recent years havemade changes to national and
international policy programs to promote the development of international arbitration
as an effective means of dispute resolution. China, the largest energy importer, which
has so far restricted the use of arbitration procedure in bilateral investment agreements
(BIT), has revised its position and allowed the use of international arbitration in
investment agreements with Germany and the Netherlands on expropriation issues
[17].

There is no doubt that with the development of technology, the rapid increase of
interest in renewable energy sources, the increase in the number of contracts for the
supply or transit of energy carriers in an effort to provide their country with energy
potential, the growth in the number and diversity of energy disputes is only a matter
of time [11]. It seems that being flexible and convenient, credible and adaptable to
any circumstances, international arbitration is able to cope with any challenges of
the future.
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Chapter 25
Inclusion of Criminal Proceedings
as a Factor of Sustainable Social
and Economic Development

Valentina A. Lazareva , Natalya A. Solovyeva ,
and Aleksandr N. Pershin

Abstract The purpose of the study is to analyze the impact of inclusive criminal
procedure activities on the stability of the development of society through the detec-
tion and suppression of crimes, compensation for damage caused by crime, protection
of the rights and freedoms of individuals, and legal entities included in the economy.
In this regard, the question of the goals and objectives of criminal procedure activity
and its social purpose is raised again, which are not limited to the protection of the
rights and freedoms of victims and accused persons, as it may seem with a cursory
glance at article 6 of the Criminal Procedure Code of the Russian Federation. This
article discusses the current problems of modern criminal procedure policy and its
relationship with the purpose of criminal proceedings. The author substantiates the
proposals aimed at strengthening the inclusion of the criminal procedure, including
by improving its legal regulation. Using as the main system-historical method of
scientific research, the authors trace the development of theoretical ideas about the
role of the criminal procedure in the system of the mechanism of influence on public
relations, analyze the controversial issues of modern criminal procedure science, and
clarify and correct the previously formed position on the appointment of criminal
proceedings. Result is based on the conducted research; the opinion is justified that
there are no contradictions between Article 6 of the Criminal Procedure Code of the
Russian Federation, taking into account the interpretation of the purpose of the crim-
inal procedure proposed by the authors and the inclusion of the criminal procedure
in the system of instruments of state crime control and national security protection.
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25.1 Introduction

In the implementation of the state policy in the field of combating crime, which
is formed by developing goals, setting objectives, as well as defining specific legal
methods and means, an important role belongs to the criminal justice system and the
criminal procedure activities carried out by it, the effectiveness of which depends on
many interrelated factors. Among them, first of all, we should mention the purpose
of the criminal procedure law, through which the state, realizing its will, directs the
work of law enforcement agencies to achieve those goals that meet the needs of
society [6]. The research subject is the question of what is the purpose of criminal
proceedings because of their acute controversial nature. The answer to it allows us
to understand whether it is legitimate to consider the modern criminal procedure as
a state mechanism for crime prevention, if article 6 of the Criminal Procedure Code
of the Russian Federation, which formulates the purpose of criminal proceedings,
aims the criminal procedure at protecting the rights and freedoms of the individual.

25.2 Methodology

Using as the main system-historical method of scientific research, the authors trace
the development of theoretical ideas about the role of the criminal procedure in the
system of the mechanism of influence on public relations, analyze the controver-
sial issues of modern criminal procedure science, clarify and correct the previously
formed position. As a result of the study, the author’s interpretation of the goals,
objectives, and purpose of criminal proceedings is proposed, the opinion that there
is no need for immediate amendments to Article 6 of the Criminal Procedure Code
of the Russian Federation is justified, and the prospects for further scientific research
are determined.

25.3 Results

The question of the purpose of the criminal procedure, which is relevant at all times,
sounded in a new way in the post-perestroika period, when the previous ideas about
the role of criminal procedure activity in the soviet (and socialist) society at that time
seemed to contradict the idea of the supremacy of individual rights and freedoms
guaranteed by the Constitution of the Russian Federation adopted in 1993. In theo-
retical studies of this period, the unsatisfactory state of the practice of defending the
rights of the accused, the low quality and long terms of the preliminary investigation,
the inequality of the parties, the accusatory orientation of the criminal procedure, red
tape in the administration of justice, and, as a result, the dissatisfaction of society,
disbelief in the possibility of achieving justice in court, etc. The reason for this was
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the idea of the criminal procedure as an instrument of public authority, a form of
implementation of criminal law, and a means of combating crime [25]. Researchers
have noted the danger of such a perception of the criminal procedure—the focus on
fighting crime is fraught with disregard for human rights, which are sacrificed for a
higher goal, and therefore does not guarantee against mistakes [14].

The new criminal procedure policy of the Russian Federation, which was
embodied in the Concept of Judicial Reform approved on October 24, 1991, by
the Supreme Soviet of the RSFSR, had a deep humanistic orientation, contributed
to the widespread dissemination of ideas about the worth of the human person, the
supremacy of his rights and freedoms, and gave hope for a fundamental change in
the practice of functioning of the entire criminal justice system. In the course of
numerous and lengthy discussions in the Russian Federation in 2001 was developed
and adopted Criminal Procedure Code, based on different values and principles than
before [10]. The unprecedented expansion of guarantees of the right of accused to
defense, the presumption of innocence, adversary character of the judicial process
and the equality of participants, the judicial independence, and other normative signs
of changes in the criminal procedure policy of the Russian state were evaluated by
contemporaries as a reflection of the revolutionary change not only in the relations
of power and property but also of officially declared values [17]. It was received with
approval and great enthusiasm due to the changes in the economic, political, and
ideological spheres. It seemed that the priorities were set correctly that the Code of
Criminal Procedure stood up for the main value—the human person, his life, rights,
and freedoms in full compliance with the constitutional provisions that the whole
meaning of the existence of the state, the bodies of all branches of government is to
take care of the interests of the person. The criminal procedure has come to be seen
as a way to protect human and civil rights and freedoms [15].

Thequestion of the role and significance of the criminal procedure as an instrument
of state power, as a way of its influence on public relations, continues to be debated
[22]. The adoption of the value concept allowed us to consider criminal justice as
an inclusive social system consisting of functionally and organizationally different
bodies united by the subject and type of activity that is important for the successful
functioning of other social systems, which does not allow us to reduce the role and
importance of criminal proceedings solely to the protection of the rights and freedoms
of its participants. Criminal proceedings are one of the forms of influence on reality as
a type of state activity, the functioning ofwhich is subordinated to the need to respond
to the crimes committed [21]. The work of the investigator, the prosecutor, and the
court ensures the implementation of the criminal law, the possibility of imposing
criminal liability on the perpetrator of its violation, thereby fulfilling the role of a
stabilizer of public relations and the function of general prevention.

A certain complexity in the solution of this issue is brought by the changed termi-
nology of the criminal procedure law. When expressing their opinion, researchers
often compare the purpose of criminal proceedings with its goals and objectives,
while wrongly identifying criminal procedure with criminal proceedings, without
taking into account the changed system of principles on which the legal regulation
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of criminal procedure activity is based, and the ambiguity of the initial concepts due
to the richness of the Russian language [8].

There is no equal sign between the goals (objectives) and the purpose of the
criminal procedure. The purpose of the criminal procedure (criminal proceedings)
characterizes it as a structural element of the social system that affects its other
elements. It is not by chance that is added to this term, in theory, the definition of
“social” [18] or even “political” [16]. Article 6 of the Code of Criminal Procedure,
indicating that the purpose of criminal proceedings is to protect the rights and free-
doms of victims of crimes and persons accused of committing them, achieved as a
result of the restoration of justice by the court (conviction and punishment of the
guilty, acquittal of the innocent, compensation for the harm caused) as if it says
that the court thereby contributes to the pacification of society, the restoration of the
violated law and order, and the crime prevention. Such a result is ensured by compe-
tent legal regulation of the procedure for criminal proceedings. And is achieved by
the efforts of all persons involved in the criminal procedure, including due to the
difference in the goals of the participants in the criminal procedure and the tasks
they solve.

Ignoring this circumstance became the main problem that had to be overcome
in the course of judicial reform. And it was overcome by the consolidation in the
Constitution of the Russian Federation, and then in the Criminal Procedure Code
of the Russian Federation of the independence principles of the court, adversarial
parties, the presumption of innocence, and ensuring the right to a defense. The unity
of goals and objectives of the Soviet criminal procedure during the preparation and
implementation of judicial reform rightly served as the main target for its critics.
Moreover, all researchers are in Art. 2 of the Criminal Procedure Code of the RSFSR
found grounds for asserting that the main purpose of the criminal procedure is to
combat crime, prevent and eradicate it [23], later called by the authors of the Concept
of Judicial Reform a “vulgar idea”.

The origins of ideas about the criminal procedure as a tool for combating crime are
in the natural connection of criminal and criminal procedure law, the application of
which regulates the process of imposing criminal responsibility [11]. This means that
the emergence of criminal procedure is not due to the fact of the existence of such a
phenomenon as a crime but to the desire to regulate spontaneously developing social
relations [5], so in the norms of criminal procedure law, in contrast to criminalistics,
one should see not so much the rules of effective investigation of crimes to impose
criminal liability on the guilty, but rather a system of restrictions established by law
[19]. In other words, the State exercises its right to punishment through procedures
that guarantee the avoidance of error, and the stronger the democratic and humanistic
ideas in society, the more perfect the system of procedural guarantees it establishes.
Criminal procedure law does not regulate the procedure for proceeding in a case of a
crime, but establishes rules and restrictions that must be observed when performing
procedural actions, indicates not the methods of searching and collecting evidence,
but the limits of their admissibility, not the need for making procedural decisions,
but the grounds for their adoption, etc. Therefore, we distinguish between the tasks
of criminal procedure as a type of activity and the tasks of criminal procedure law,
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which directs this activity in a legal direction. In this sense, the Criminal Proce-
dure Code of the Russian Federation, undoubtedly, is not only more perfect than
its predecessor but continues to improve under the influence of the processes taking
place in society, dictating new requirements and putting the criminal procedure in
front of new challenges [12]. This is confirmed by the huge number of changes and
additions made to the Code of Criminal Procedure of the Russian Federation during
its validity. Although not always successful, these changes are directly or indirectly
aimed at preventing unjustified restrictions on individual rights and freedoms.

The very dispute about the concepts of “goals” and “tasks” of the criminal proce-
dure seems to be fruitless and meaningless, which was noticed by the authors who
tried to seriously analyze and systematize the works of those who studied these
concepts [2, 13]. Each researcher interprets in his own way not only the goals and
objectives of the criminal procedure but also the concepts themselves. As a result,
what some call goals, others are presented as tasks. It should also be noted that
the difference in theoretical approaches to each of these concepts- task, purpose,
including in application to criminal proceedings [4, 7], is largely predetermined,
both by the lack of a clear distinction in theory between goals and objectives, and
by the ambiguity of the concept of the criminal procedure itself, which denotes both
criminal procedure law, and the proceedings regulated by it in a specific criminal
case and the functioning of the entire criminal justice system. In this regard, bringing
the perpetrators to criminal responsibility, assigning them a fair punishment, and
compensating for damages are called by some authors the goals of the criminal
procedure [20], while others are called the tasks [1, 3].

Understanding the goal as a mental conscious image of the expected result, which
is aimed at achieving human activity, we see no reason to talk about the goal of
a complex system of multidirectional actions of many people. The goals set by
the investigator, the prosecutor, and the judge are dictated by the tasks that, by the
function performed by the subject, are predetermined by law about each stage of the
proceedings.

We do not consider it possible to consider the defense of the rights and freedoms
of persons accused of crimes and persons who have suffered from a crime as the
purpose, goal, or objectives of criminal procedure activities to initiate, investigate,
and consider criminal cases. Given that the procedure activities carried out in viola-
tion of the rights of the accused and victims, the purpose of criminal proceedings,
undoubtedly, does not correspond, it is legitimate to say that the protection of the
rights and freedoms of all persons involved in criminal procedure activities, from the
non-necessary restrictions, there is a sense of purpose of criminal procedure law, this
activity is regulated [24]. However, the social and political significance of criminal
procedure is not limited to the protection of the rights and freedoms of its partic-
ipants; by providing guarantees to any potential participant in criminal procedure
relations, criminal procedure law protects them from criminal infringement [9]. By
ensuring fair punishment of those guilty of violating the Criminal Code, the criminal
procedure protects the values protected by the Criminal Code of the Russian Federa-
tion. These are such values as property, public order and public safety, environment,
the constitutional order of the Russian Federation, peace, and mankind security.
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25.4 Conclusion

As social processes, crime and criminal procedure activities are interrelated and
mutually dependent. The criminal procedure activity ensures the implementation by
the state of the right to punish the person who committed the crime, contributes
to the solution of the tasks of general and special prevention. Official activities
aimed at solving crimes and exposing the perpetrators, ensuring fair punishment of
the perpetrators, and protecting the interests of the victims, have a positive impact
on the state and dynamics of crimes and harmonize public relations. Hence the
conclusion: the purpose of criminal proceedings is not limited to the valuesmentioned
in Article 6 of the Criminal Procedure Code of the Russian Federation, but putting
them in the foreground, criminal proceedings performs its important role in regulating
social relations that permeate all spheres of human society. Therefore, the search for
legal means and ways to increase the effectiveness of criminal procedure activities
inevitably involves strengthening the guarantees of individual rights.

References

1. Alekseev, A.I., Ovchinsky, V.S., Pobegailo, E.F.: Russian Criminal Policy: Overcoming the
Crisis. M., RF, Norma (2006)

2. Alexandrov, A.S., Alexandrova, I.A., Kruglov, I.V.: Appointment of Criminal Proceedings and
Punishment. N. Nizhny Novgorod Law Academy, Novgorod, RF (2006)

3. Azarov, V.A., Revenko, N.I., Kuzembaeva, M.M.: Functions of Preliminary Investigation in
the History, Theory and Practice of the Criminal Procedure in Russia. RF: Publishing house of
Omsk State University, Omsk (2006)

4. Barabash, A.S.: Public start of the Russian Criminal Procedure. SPb, RF: Legal Center-Press
(2009)

5. Boikov, A.D.: The third power in Russia. Essays on Justice, Legality and Judicial Reform
1990–1996. RF: GUIPP “Kursk”, Kursk (1999)

6. Cheltsov, M.A.: Criminal procedure. Textbook. M., RF: Jurid. Publish. USSR Ministry of
Justice (1948)

7. Davletov, A.A., Azarenok, N.V.: Criminal Justice Program. M., RF: Yurlitinform (2009)
8. Fantrov, P.P., Bobovkin, M.V., Medentsov, S.A.: Improving the activities of the Prosecutor’s

Office for preventing crimes of extremism among minors. J. Legal Concept 20(2), 74–81
(2021). https://doi.org/10.15688/lc.jvolsu.2021.2.10

9. Fantrov, P.P., Shinkaruk, V.M.: Smart technologies and prevention of extremism among young
people. In: Lecture Notes in Networks and Systems, vol. 155, pp. 665–673. Springer (2021).
https://doi.org/10.1007/978-3-030-59126-7_74

10. Gladysheva, O.V., Sementsov, V.A.: Modern criminal law policy to ensure economic security
by criminal procedural means. Legal Concept 17(2), 17–25 (2018)

11. Inshakova, A.O.: Extremism as a threat to national security: yesterday, today, tomorrow. Legal
Concept 19(2), 6–12 (2020). https://doi.org/10.15688/lc.jvolsu.2020.2.1

12. Inshakova, A.O.: The coordination of the law enforcement activities in the fight against crime
safeguarding the national security of theRussian Federation. LegalConcept 20(2), 6–11 (2021).
https://doi.org/10.15688/lc.jvolsu.2021.2.1

13. Kasatkina, S.A.: Publicity and Dispositiveness in Russian Criminal Procedure. Stavropol
(2006)

https://doi.org/10.15688/lc.jvolsu.2021.2.10
https://doi.org/10.1007/978-3-030-59126-7_74
https://doi.org/10.15688/lc.jvolsu.2020.2.1
https://doi.org/10.15688/lc.jvolsu.2021.2.1


25 Inclusion of Criminal Proceedings as a Factor of Sustainable Social … 237

14. Kozyavin, A.A.: Social Purpose and Functions of Criminal Proceedings. M., RF: Yurlitinform
(2010)

15. Lazareva, V.A.: Criminal procedure as a way to protect human and civil rights and freedoms
(appointment of criminal proceedings). Lex Russica 3, 540–550 (2010)

16. Lupinskaya, P.A.:High political significance of criminal justice. LexRussica 2, 277–298 (2008)
17. Mikhailovskaya, I.B.: Purposes, Functions and Principles of Criminal Proceedings (Criminal

Procedure Form). M. RF: Prospect (2003)
18. Mikhailovskaya, I.B.: The social purpose of criminal justice and the purpose of the criminal

procedure. State and Law 5, 111–118 (2005)
19. Mizulina, E.B.: Criminal Procedure: The Concept of Self-restraint of the State. University of

Tartu, Tartu, Estonia (1991)
20. Orlov, Y.K.: Problems of the Theory of Evidence in Criminal Proceedings. M., RF: Yurist

(2009)
21. Perlov, I.D.: Judicial Investigation in the Soviet Criminal Process. RF: Gosyurizdat, Moscow

(1955)
22. Shinkaruk,V.M., Fantrov, P.P., Solovyova,N.A.: The role of network technologies in preventing

youth extremism in the context of integration of government and civil society’s activities. In:
Lecture Notes in Networks and Systems, vol. 155, pp. 507–513. Springer (2021). https://doi.
org/10.1007/978-3-030-59126-7_57

23. Shpilev,V.N.: TheContent andFormof theCriminal Procedure.BSUPublishingHouse,Minsk,
USSR (1973)

24. Solovyova, N.A., Fantrov, P.P.: The integration of the state and civil society to prevent youth
extremism in the context of legal socialization. Legal Concept 19(2), 21–26 (2020). https://
doi.org/10.15688/lc.jvolsu.2020.2.3

25. Yunoshev, S.V.: The history of the development and adoption of theCode ofCriminal Procedure
of the RSFSR 1960. Criminal Procedure Codes of the RSFSR. Educational and scientific aid.
M., RF: Yurlitinform (2016)

https://doi.org/10.1007/978-3-030-59126-7_57
https://doi.org/10.15688/lc.jvolsu.2020.2.3


Chapter 26
The International Value of Judicial
Practice of International Court of Justice
in the Context of Achieving Global
Sustainable Development Goals (The
Case of International Border Disputes
on Delimination Disputes)

Aslan Abashidze and Marsel I. Garaev

Abstract The paper is devoted to the topical aspects of the implementation of the
law enforcement of the ICJ—International Court of Justice of UN on International
BorderDisputes. The study reveals the practice of the InternationalCourt of Justice on
the most significant cases, which has played defining importance in the termination
of long interstate conflicts and stabilising international relations. Conclusions of
research justify the significant importance of the role of ICJ in ensuring international
peace and security. The given trends predetermine the dynamics of international legal
regulation of relations in the field of international dispute resolutions. The factors
causing the complication and complexity of legal means of international disputes by
ICJ in the context of achieving sustainable development goals defined by the UN
Charter are marked.

26.1 Introduction

The achievement of sustainable development goals approved by the UN [1] is of
particular importance to maintaining peace and international security. Without the
creation of a solid foundation for peaceful international relations, it is difficult to
present the positive dynamics of all other areas of social life.

One of themost important guarantees ofmaintaining stability in international rela-
tions is the creation of legal instruments in order to prevent and suppress international
disputes. As the practice of international relations shows, even local disputes may
subsequently develop into large-scale military conflicts. In this view one of the key
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tasks of International Law, especially in an unstable global political situation, is to lay
down a system of differentiated legal means of settling disputes of different types and
levels of complexity. In the context of achieving goals of sustainable development by
the world community, the existence of an effective tool for dispute resolution is an
indispensable condition for the functioning of the system of international relations
and for ensuring the progressive development of society.

Claimed in subsection 3 of section 2 of the UN Charter, the principle of peaceful
resolution of disputes [2] should be distributed absolutely to any kind of disputes,
even if disagreements do not threaten international peace and security [3].

Among all legal means for the peaceful settlement of international disputes [3],
the fundamental place occupies the International Court of Justice (hereinafter Court;
Court of justice; The Court of Justice of the United Nations; UN Court). Its practice
has gained significant importance in establishing peace in many long, most complex
international conflicts.

The greatest number subject to the UN Court is related to territorial border
disputes. The activities of the International Court in the field of the resolution
of border disputes played a crucial role in the development of international law,
the principles, methods, and special legal means of resolving territorial border
disagreements.

The international border dispute is a multilevel, complex legal phenomenon,
connected with a number of political, legal, social, economic aspects in interna-
tional relations [4]. Non-solved border disputes significantly destabilise international
cooperation in various spheres, impede integration processes, and undermine the
foundations of sovereignty and national and international security.

The uncertainty of the legal status of territories and the regime of borders and the
lack of legitimately established jurisdictions of states have a negative impact on the
maintenance of global environmental security, the processes of nature management,
the distribution of international rights and obligations in the sphere of the circulation
of economic resources, which are undoubtedly the serious obstacles to sustainable
global development.

In the context of the global problem caused by the spread of coronavirus infection
(COVID-19), the “closure” of the borders between countries, and restrictions of
movement of people, the issue of settlement of border disagreements acquires even
greater social significance in terms of maintaining sanitary-epidemiological safety.

But the most negative consequences of cross-border territorial conflicts between
states are growing social tensions, violations of human rights, lack of adequate legal
protection for citizens and residents, low levels ofwell-being and livelihood of people
in these countries, and a growing refugee problem.

To date, the International Court of Justice has had several non-solved boundary
delimitation disputes before it, the existence of which creates an escalation in the
territories concerned and destabilises international security. In particular, there are
still non-solved border disputes between Nicaragua and Colombia over the delimita-
tion of the continental shelf beyond 200 nautical miles [5] and between Bolivia and
Chile over the status of the border territories in the Silala area [6].
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On 18 March 2021, Court hearings were held in the complex boundary dispute
between Somalia and Kenya over maritime delimitation in the Indian Ocean and the
delimitation of part of the continental shelf beyond 200 miles [7]. Kenya did not
accept the jurisdiction of the Court and did not participate in the hearing. Somalia
reiterated its claims. Researchers speculate that a decision of the International Court
of Justice on the dispute between Somalia and Kenya will only “formalise” some
legal title to the territories, while not “concluding” the recurrent disputes between the
countries. This is due to amultitude of factors that determine the nature of geopolitical
relations between states [8]. The factors relate both to the historical aspects of the
relations between the African states and to the problem of distribution of oil, water,
agricultural, hydrocarbon resources in the disputed territory.

The dispute between Gabon and Equatorial Guinea over the implementation of
maritime and land boundary delimitation is also currently before the Court. By order
dated 7 April 2021, the Court fixed 5 October 2021 and 5May 2022 as the respective
time limits for the filing of Equatorial Guinea’s memorial and Gabon’s counter-
memorial [9].

Today, the jurisprudence of the International Court of Justice in the field of inter-
national border disputes must be aligned with the conceptual priorities of sustain-
able development [10]. The Court’s resolution of any, even a minor border dispute,
should always be coupled with a focus on ensuring the basic human and civil rights,
including the right to self-determination, preservation of one’s historic place of resi-
dence, freedom of movement, as well as the maintenance of social and economic
guarantees.

26.2 Methodology

The research carried out in this article is based on the application of a combination
of general scientific and special scientific methods of knowledge. For example, the
method of legal analysis has examined the most significant International Court of
Justice cases for the development of international law in resolving certain categories
of international border disputes, and has described the legal means of resolving
them. The systematic method has allowed, first of all, to consider the international
boundary dispute as the complex phenomenon, formation of various polysectoral
elements; second, to define a place and value of law enforcement activity ofUNCourt
in a system of legal means of the international disputes settlement; third, to reveal
interrelation of practice of International Court of Justice and concept of international
legalmaintenance of steadydevelopment of aworld community; fourth, to prove legal
tools of increase of efficiency of procedures of disputes settlement. The formal-legal
method was used to identify the essence and content of international legal norms and
principles in the peaceful settlement of international border disputes.
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26.3 Results

The variety of border disputes allows set up the differentiation into the followingmain
types, depending on the subjectmatter and nature of the dispute: delimitation disputes
(defining, changing, and clarifying the position of the border line); disputes related
to the violation of the legal regime of borders. The different types of boundaries
predetermine the following types of delimitation disputes: disputes over the position
of land boundaries, maritime boundaries, and continental shelf boundaries.

The origins of theUNCourt’s enforcement activities in the field of border disputes
and the conceptual principles of international law that have subsequently influ-
enced the development of peaceful dispute settlement were laid down in the Burkina
Faso/Mali border dispute [11]. The decision on the dispute became the determining
factor for the establishment of the uti possidetis principle in judicial, arbitral, and
international legal treaty practice of establishing the legal regime of borders and has
generally had a positive impact on the resolution of many other territorial and border
conflicts in Africa.

In the Burkina Faso/Mali case the role of the principle of equity in the interpre-
tation of the law and the choice of methods of delimitation was also highlighted.
The International Court of Justice took the regulation of border relations to a new
level by prioritising the protection of property rights, territorial integrity, and the
sustainability of borders. Moreover, it has established a presumption that the consid-
eration of legal and national aspects in delimitation should be in accordance with the
international legal concept of recta ratio.

In subsequent practice, the International Court of Justice’s conclusions on the
conditions of the uti possidetis principle have been supplemented by provisions on
the subsidiary use of the principles of “effectivities” in the application of instru-
ments confirming title to territory (Judgment in the Boundary Dispute concerning
the delimitation of the Cameroon-Nigeria land and maritime boundary) [12]. Also,
in that case, a significant contribution of the Court to the elimination of hostilities
between the countries was its ruling that military and police forces and other admin-
istrative resources must be withdrawn from foreign territories, and the obligation of
Cameroon to protect Nigerians living in Bakassi and the Lake Chad region.

One of the characteristics of the Burkina Faso-Niger boundary dispute (Inter-
national Court of Justice judgment 16 April 2013) [13, 14] is the effective treaty
regulation of the mutual rights and obligations of the parties to the dispute, as well
as the obligations to the Court regarding the legal procedures for delimitation and
demarcation (Special Agreement of 20 November 2009). Particular attention has
been paid to the obligations to maintain peace and security in the disputed territories
and to cooperate between the states.

It should be noted that on the African continent the problem of settling interna-
tional territorial and border disputes has a long historical origin and is largely due to
the nature of the political and legal system, the low level of economic prosperity of
countries, and the lack of effective treaty-based legal tools to respond to inter-state
disagreements. Many of the ongoing disputes within Africa relate to the processes
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of decolonisation and subsequent regional and local political struggles. Today, there
are many non-solved territorial claims within Africa, all of which significantly desta-
bilise social and economic relations and impede the sustainable development of the
region [15].

Resolution of the border dispute between Somalia and Kenya by the UN Court
is unlikely to ensure peace and agreement on all contentious issues, especially as
Kenya has not recognised the jurisdiction of the Court. Here and in other similar
relations, additional treaty-based international legal regulators are needed to specify
the legal regime of the border territories, to establish the use of natural and other
resources and to determine the legal status of citizens.

In the framework of research we also should note the border dispute between
Honduras and El Salvador (International Court of Justice decision of 11 September
1992) [15]. The subject matter of the dispute was of a mixed character, combining
the delimitation of six sectors of the land boundary and the determination of the
legal status of the maritime space and the islands. The disagreement between the
states lasted for about 90 years and often took the form of violent conflicts. As J.
Dominguez notes, the territorial disputes between Honduras and El Salvador are
among the most severe in the history of Latin American border disputes [16].

In this case, The International Court of Justice interpreted the content, purposes,
objectives of implementation, the relationship of the principles of delimitation as they
should be applied in the post-colonial Latin American continent. The complexity of
the implementation of uti possidetis juris was due to the need to establish the credi-
bility of the existence of rights originating and exercised several centuries ago. One
of the regulators in this respect has been the principle of consent, embodied in partic-
ular in the confirmation of the interpretation of uti possidetis juris, the establishment
of effectivities, the definition of situations of acquiescence or de facto recognition of
governance.

The ruling in the Nicaragua-Costa Rica border dispute [17] was complicated
by multiple legal relationships over delimitation, sovereignty determination, and
environmental damage resulting from construction activities in the border area. By
ruling in favour of Costa Rica to award appropriate compensation for environmental
damage, the UN Court effectively broke new ground in the enforcement of border
disputes by comprehensively addressing environmental concerns [4].

A separate place in the jurisprudence of the International Court of Justice is
occupied by disputes on the delimitation of the continental shelf beyond 200 nautical
miles. The Court’s decisions related to the delimitation of the continental shelf, faced
for the first time by the subjects of international law [18–20], contain provisions of
great value for international law. In particular, questions on the division of the shelf
beyond 200 nautical miles were systematised, the content and grounds for the states’
rights to use the continental shelfwere substantiated and themost important problems
of sea pollution were touched upon. The Court identified the factors to be taken into
account in reaching an equitable agreement on the delimitation of the continental
shelf: the general configuration of the coast, the presence of special features, the
geological structure and natural resources of the seabed, a certain proportion of
reasonable proportionality, and the effect of the delimitation. The International Court



244 A. Abashidze and M. I. Garaev

of Justice applied the principle of equity and themethod of taking into account special
circumstances as determinative bases for the delimitation of the continental shelf and
assessed the potential interests of third countries in relation to the disputed territories.
In all this, the leading role of international agreements as the main legal means of
delimiting disputed continental shelf territories was presumed.

An important contribution of the International Court of Justice has been the recog-
nition of the concept of the continental shelf in the UN Convention on the Law of
the Sea [21] as part of Customary Law. The Court has also brought legal certainty to
the understanding of the right to an exclusive economic zone [22].

The boundaries of the continental shelf in many parts of the world remain uncer-
tain.With the increasing depletion of resources and the growing interest of the leading
world powers in the richest reserves of shelf zones, there is a risk of new hotbeds
of boundary disputes related to the division of the continental shelf. The ruling of
the ICJ in this matter constitutes the major legal and instrumental importance for
International Law. In addition, the role of the UN Court of Justice in maintaining the
environmental security of the seabed in resolving international delimitation disputes
and addressing issues of allocation of responsibilities for the use of the shelf should
now come to the fore.

The effectiveness of the International Court of Justice’s legal procedures for
dispute settlement is greatly enhancedwhen the relationship between it and the parties
is reinforced by contractual regulation. Bilateral regulators outline the subject matter
of the proceedings, define the system of mutual rights and obligations of the parties
to the dispute, the interaction with the Court, establish special procedures, and set
out the consequences of the execution of the judgment.

It is interesting to note that in referring the territorial boundary dispute between
Equatorial Guinea and Gabon to the ICJ, the States defined in detail the nature of the
maritime and land delimitation required, raising before the Court a number of ques-
tions concerning the application of international law [23]. It is also noteworthy that
the parties have established detailed legal procedures for the provision of evidence.
Such a contractual model of enshrining the mutual rights and obligations of the
parties in a judicial proceeding would seem to be necessary for the resolution of any
international disputes submitted to the UN Court, as it increases the level of legal
security for the timely delivery and enforceability of procedural acts.

The enforcement of the Court’s case law in the field of boundary delimitation
disputes has developed a conceptual framework that defines the dynamics of the
system of all means of peaceful settlement of such disputes. In particular, the Court’s
work has grounded the legal concept of the interrelationship between territory and
population. A key feature of international border disputes is the impact on citizens’
interests and the realisation of their rights in various spheres of life. As Sumner B.T.
pointed out the symbiosis of population and territory is one of the main factors to be
taken into account in border disputes [24]. In view of this, the most important task of
the International Court of Justice in today’s sustainable global development goals is
to find a balance between the interests of citizens and states based on law and justice.
No enforcement decision in a border dispute would be sustainable and enforceable
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without comprehensively safeguarding the interests of citizens and a resolution of a
series of issues to build cooperative inter-state relations in cross-border activities.

26.4 Conclusion

The International Court of Justice has played a leading role in resolving international
border disputes. The practice of the Court is a point of reference for various interna-
tional and national judicial bodies. The institutional specificity of the ICJ manifests
itself in the fact that it is a universal international means of dispute settlement, acting
exclusively within its competence and through special legal procedures. It is also
significant that the Court is not influenced by any regional integration associations.
One of the guarantees of ensuring peaceful settlement of international disputes is
a clear procedural sequence of actions of participants of disputes, reflecting the
order of implementation of their procedural rights and obligations, enshrined in the
UN Charter, the Statute of the International Court of Justice [25], the Rules of the
International Court of Justice [26].

The Court of Justice of the United Nations today implements the idea of applying
the legalmeans of settling international disputes,maintaining the principles of consis-
tency and stability in the interpretation of the law, providing legal certainty and
predictability. At the same time, the individualisation of international disputes creates
a unique set of legal instruments to be applied in the resolution of a particular dispute
and the particularities of the use of settlement procedures. The multistructure of
international border disputes consists of not only legal regulators but also a whole
set of historical, ethnographic, geographical, natural, and other circumstances. All
this predetermines the unity and differentiation of the Court’s enforcement activity.

The dynamics of the judicial mechanism in the area of delimitation disputes
follows the diversification of international legal regulation of the relevant relations
and is associated with the development of new legal regulators and tools to prevent
disputes at an early stage. According toA.Kh.Abashidze, a new trend in international
law is the development of norms aimed at preventing international disputes [3]. In
this regard, it is worth noting that in the absence of a system of special legal regulators
reflecting current problems of international relations arising over territorial-border
issues, strengthening the preventive function of the International Court of Justice,
in particular, should be carried out by creating a control mechanism at the stage of
preliminary agreement of parties to a dispute to prevent the escalation of conflicts
and violation of rights and interests of citizens and society.

However, it must be understood that the decisions of the International Court of
Justice are not always the final point in the resolution of conflicts between states.
Among the Court’s diverse jurisprudence, there are also decisions with a “positive”
outcome, when the conflict has indeed been settled, and there are also “problematic”
disputes which, despite the judicial decision, have not ceased to exist. For this reason,
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it is useful to perceive models of “post-conflict” contractual interaction between the
parties regarding mutual rights and obligations during the execution of the judicial
act.

As researchers point out, The International Court of Justice today is considerably
limited in the exercise of its judicial powers in cases between states, unless they are
subject to the Court’s jurisdiction. There is also the problem of the “politicization”
of the Court. In particular, political confrontations between permanent members of
the Security Council have in some cases undermined the efforts of the International
Court of Justice to secure the peaceful settlement of conflicts [27]. As long as these
kinds of political issues are not effectively resolved between international legal insti-
tutions, the role of the International Court of Justice in securing global peace may
be weakened.

Also noteworthy is the problem of the very conservative approach of the Interna-
tional Court of Justice in reflecting environmental issues in the resolution of interna-
tional disputes. Although the jurisprudence in recent decades has been characterised
by a certain increase in the proportion of litigation on environmental legal relations,
including in the aforementioned Costa Rica-Nicaragua border dispute, the Court’s
“environmental” decisions are still in single digits and, for the most part, based
on well-established principles [28]. Meanwhile, today the Court should “extend”
the system of legal instruments to secure the most significant environmental legal
relations for the world community.

The improvement of the international legal mechanism of judicial settlement of
international border disputes seems to be built systematically, taking into account
the latest social, economic, and political trends in international relations. Factors
contributing to the effective resolution of international disputes in the framework of
law enforcement activities of the International Court of Justice to date are:

(1) Thewidespread introduction of treatymechanisms setting out the prerequisites
and conditions for the referral of international disputes to The International
Court of Justice

(2) An increase in the number of states accepting the jurisdiction of the UN Court
(3) Strengthening the UN’s role in facilitating the enforcement of judgments in

international border and other disputes
(4) Increasing the visibility of the International Court of Justice as an instrument

for the settlement of international disputes, including through the widespread
use of digital technologies to ensure transparency in judicial proceedings

(5) Improving legal procedures for international border disputes through institu-
tional and functional redesign of the International Court of Justice, as well as
reducing the time for dispute resolution

(6) Reforming the legal framework for the interaction of the International Court
of Justice with various international legal institutions and bodies, reducing the
risks of “politicization” of the Court’s activities

(7) Establishment of specific international legal treaty mechanisms to enforce the
Court’s judgments.
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Chapter 27
Impact of UP-TO-DATE Technologies
on Efficiency of Corporate Disputes
Examination in the Russian Federation

Louise N. Voznesenskaya

Abstract Research and scientific purpose of the article drawn up is to reveal and
analyze impact of up-to-date technologies on efficiency of corporate disputes exam-
ination in states courts of arbitration of the Russian Federation. Generating of new
digitalmeans of the state arbitration courts functioning, digital systems and databases
(including the state ones) has allowed to improve efficiency of corporate disputes
examination, that, undoubtedly, increases attractiveness of doing business in the form
of “joint enterprise” or, in other words, a “corporation”, and, respectively, levels up
the volume of sales in goods and rendering services. Despite the procedural legisla-
tion has been reformed in the segment of corporate disputes solution, someprocedural
peculiarities of corporate disputes examination require further improvement.

27.1 Introduction

The procedural legislation of the Russian Federation takes into account and stipu-
lates awide variety of peculiarities of corporate disputes examination, for instance, as
follows: exclusive jurisdiction, arbitrability of corporate disputes, multilateral struc-
ture of parties to such disputes, numerous specific features related to proof provision
procedures, absence of mandatory pre-trial examination of corporate disputes, pecu-
liarities of interim measures to secure corporate disputes, reduced procedural terms,
impossibility to examine corporate disputes through summary judgement, closed-
session concept of the disputes ensued from corporate agreements/shareholders’
agreements examination and many others [4].
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All the aforesaid procedural specific features have arisen as a result of corporate
interrelations specifics and the necessity to keep equilibriumbetween the examination
operativeness of a corporate dispute and the necessity to secure corporate interest
with a view to prevent actual freezing of its operations.

Any bona fide party to a corporate dispute is concerned with its prompt settlement
and normalizing of a corporate’s operations mostly depends upon operativeness of
such dispute’s examination.

It is not enough for prompt and efficient examination of the aforesaid disputes to
simply adopt reduced terms for examination of corporate disputes in the procedural
legislation.Up-to-date technologies are paramount in actual acceleration of corporate
disputes examination process and, as a consequence, in increase of their efficiency.

27.2 Methodology

There have been applied the following general scientific methods of cognition:
(analysis, synthesis, inducing, and deducing), special methods (dialectical, system,
etc.), and specific scientific methods (legal comparative, statistical, legalistic, etc.).
Applying of such methods allowed to reveal impact of up-to-date technologies on
efficiency of corporate disputes examination in state courts of arbitration of the
Russian Federation.

27.3 Results

The fourth industrial revolution in theworld, or the digital revolution, has a significant
impact on the legal systems of all countries of the world, including Russia. The
settlement of legal issues concerning the digital transformation of society has become
a vital factor in the progressive development of national and cross-border trade, the
services sector and the movement of capital [6, 10].

27.3.1 Claim Drafting

A corporate dispute, as any other dispute to be examined in trial, is to be drafted for
court proceedings.

Due to complicated nature of such type of cases, the legislator has stipulated a
requirement to corporate disputes proxies as follows: they must have higher legal
education degree. A proxy is to be allocated with authorities to represent interests of
the parties. There is supposed a multilateral structure of parties to such disputes in
the types of disputed being regarded herein, in relation to which a notarized Power of
Attorney might be required (for instance, the one legalized by a natural person acting
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as a corporate shareholder). Meanwhile, corporate disputes mostly imply extremal
urgency that might be expressed in necessity to file a claim or an application for
interim measures urgently (the last may be submitted either along with the claim or
prior to the claim). A claimant (e.g., a shareholder) can be located in other region
than a defendant corporation. Along with it, it is necessary to consider exclusive
territorial jurisdiction: corporate disputes are to be examined at the region of the
defendant corporation location (as per Art. 38, P. 41 of the Arbitration Procedure
Code of the Russian Federation (hereinafter referred to as APC RF)) [14].

Thus, a Power ofAttorney is to be legalized very promptly, but the Principal can be
located at a significant distance from the proxy (a representative), therefore, an issue
concerning legalization of a digital Power of Attorney throw into sharp relief. This
procedure is relatively new for Russia but has already proved itself as a convenient
and efficient way of legalization of a Power of Attorney in case a Principal and a
Proxy are separated by a significant distance. Legal significance of such procedure
is the following: notaries are eligible to certify equal legal force of a digital and a
hard-copy instrument and vice versa. Firstly, a notary converts a hard-copy Power
of Attorney into a digital file, then, another notary converts the file into a hard-copy
Power of Attorney. As a result, such instrument has equal legal force as the original
document and is not a copy of the latter (Art. 77, 103.8, 103.9 of the Fundamental
Principle of Legislation Concerning Notarial Services) [5].

Thus, availability of such opportunity as a “digital Power of Attorney” might
significantly reduce terms of drafting corporate dispute for court of arbitration
examination.

Comprehension of actual court practice and evidence gathering is a significant
issue for any lawyer drafting a case for court examination at the initial stage.

Up-to-date technologies are very helpful for a lawyer and there are exist various
informational legal systems (e.g., Consultant+, Caselook [13], Garant) and various
reference informational systems (e.g., Spark [2], Kontur.Focus).

Informational legal systems help to learn legislation actual for issues under exam-
ination and study court practice thereon as well as to choose similar court practice
to affirm a legal position.

Reference informational systems allow to obtain high-quality and complete data
on corporations and carry on comprehensive assessment of counterparties as well
as search for interrelations between them. There is data on payment behavior of
corporations and on foreign legal entities and publications in mass-media among the
exclusive SPARK information. SPARK provides access to credit bureaus, notaries,
and the Russian State Register databases in a single-window mode.

Corporate disputes imply substantial expenses (including counter injunctionwhile
applying for interimmeasures which, in fact, very rarely can be avoided while corpo-
rate disputes are examined). A potential claimant can by no means always afford
such unexpectable expenses. Due to this fact, various court investment services have
become of special importance and actuality. Claimants and investors are congre-
gated at such sites. Claimants publish the information concerning their potential
claim against a defendant, and investors are capable to choose a claim that appeals
to them and pay court fees for such claimant, herewith, in case a win in action is
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achieved, the claimant shall pay the investor 30–50% of funds obtained in compli-
ance with a court order. The digital services depicted above (refer, for instance, to
the “Platform” service) [1] are also a derivative of up-to-date technologies, a type
of investment digital platforms that directly affect impact on efficiency of corporate
disputes examination in arbitrary proceedings.

A lawyer today cannot even fancy his or her professional activity without the
aforesaid up-to-date technologies. They help not only to save elaboration time dedi-
cated to the issue, but also significantly increase the quality of drafting a claim to
court proceedings.

27.3.2 Evidence

A corporation itself must be attracted to court proceedings while examining a corpo-
rate dispute. In relation to this, it is necessary to attach an instrument confirming the
corporate’s location. Such instrument is for a while an extract from the Unified State
Register of Legal Entities (hereinafter referred to as USRLE). Superior courts have
asserted the statement that it is the corporate indicated in the USRLE to which all
notifications addressed to the corporation and concerning judicial facts (including
commencement of a court examination) are to be sent. Earlier, it took quite a long time
to order such extract from USRLE and it was issued by an authorized body (Federal
Tax Service) in a hard copy. Since 2018 the aforesaid extract is provided for free in
real-time mode in digital format signed by a digital electronic signature of an autho-
rized authority. There has been generated the public state digital source—“PROVI-
SION OF INFORMATION FROM THE USRLE/USRIE IN DIGITAL FORMAT”
[9]. Now, it takes less than a minute to obtain the above-mentioned digital document
that spurs the procedure of filing a claim.

Besides that, the aforesaid extract from the USRLE on a corporation registered
as limited liability company is at the same time a proof for filing such claim for the
corporation itself as well as for corporate participants or the corporate’s director.

The document confirming the right to file a claim for joint-stock companies’
shareholders is an extract from the shareholder register which also can be submitted
in digital format [8].

The documents uponwhich a claimant substantiates its position can be regarded as
evidence. In relation to development of digital documents circulation software, many
documents are signed by an electronic digital signature and are transferred via digital
telecom channels with a fact of sending and receiving a document registration by
softwaremeans,without personal handwritten signature on a hard copy.The aforesaid
item (the relevant software) has speeded up the process of document circulation and
simplified substantiation of the relevant facts.

Even in case the digital document circulation is unavailable, the opportunity to
sign a document with a digital electronic signature has significantly simplified and
skyrocketed many procedures.
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Legislation in relation to this is keeping up with up-to-date technologies and regu-
lates legal relations associated with digital signatures trying to suppress possibilities
to commit malfeasances and fraud.

It is necessary to highlight, while depicting the procedure of providing evidence
within the framework of corporate disputes examination, the convenient procedure
of submitting new procedural instruments and evidence via “My arbitr”, a special
state system.

Sending of documents is to be effected as per “The Procedure of Submitting
Documents to the Courts of Arbitration of the Russian Federation in digital format.”
The aforesaid procedure is posted for public access or is located in the following
reference section https://my.arbitr.ru/#help/2/0 [12].

We will analyze the system below.
The recent trend to be outlined separately is acceptance of correspondence held

in messengers as case evidence. Much earlier, in order to deliver evidence that, for
instance, letters were sent to e-mail addresses, lawyers had to carry out notarized
check of a mailbox that made the procedure of proving substantially more difficult
and more expensive. The recent court practice demonstrates that it is sufficient for
a court to be provided with a screenshot containing one or another correspondence
or a page in the Internet network; the court requests the relevant aggregators or
messengers to confirm or refute the documents submitted only in case the other
party to a process states unreliability of these evidences.

27.3.3 Filing a Claim, Court Sessions, Familiarization
with Materials of a Case

In connectionwith the specifics of these relations, and for dispute resolution, standard
arbitration regulations are not always applicable, so now arbitration institutions tend
to follow the way of including separate regulations with regard of the specifics of
these disputes [3].

It became possible since 2016 to submit documents to court of arbitration in
digital format via “My arbitr” state system. Judicial recourse and the documents
attached thereto might be submitted in digital format signed by enhanced qualified
digital signature of an applicant (or the applicant’s proxy) or in digital images of the
documents format authorized by simple digital signature or by enhanced qualified
digital signature of an applicant.

Initially, it was possible to submit documents to a court of arbitration via “My
arbitr” system through registration on the relevant portal. Relatively recently, it has
become impossible to submit documents to a court of arbitration via “My arbitr”
system without authorization on “The Public Services Portal”. “The Public Services
Portal of the Russian Federation” is a unified portal for provision of state services
and is a state federal informational system. It is necessary to input reliable personal
data to confirm an account in the Service center to register on the aforesaid portal.

https://my.arbitr.ru/#help/2/0
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In other words, in case one has a verified account on “The Public Services Portal”,
it is possible for him or her to submit any procedural instruments to a court of arbi-
tration in digital format. Some procedural appeals may be submitted with enhanced
qualified digital signature only (we will provide details of such procedural appeals
below).

Thus, it is allowable tofile a corporate claim to court of arbitration in digital format,
meanwhile, as we have highlighted above, obligatory documents to be attached
may also be collected in digital format. Evidently, a state fee for a corporate claim
examination can also be paid digitally.

The impact of up-to-date technologies is not limited by these achievements. Under
the restriction caused by COVID-19 pandemic spread, the Supreme Court and the
Council of Judges presidia have recommended courts to carry on sessions using
video-conference communication systems since April, 2020 [12].

Hearings via video-conference systems are to be initiated by the parties indepen-
dently through submitting a digital application via “My arbitr” system.

Video-conference communication system was in operation until 2020 only if a
party (or the party’s proxy) mandatory attends the court of arbitration session at the
party’s (or the party’s proxy) region of location. Thus, for instance, in case a claimant
is located in St.Petersburg, but the case is being examined in the Court of Arbitration
of Moscow, the claimant might have submitted the relevant appeal and, in case the
appeal is satisfied, might attended the Court of Arbitration of St.-Petersburg and
Leningrad region and to be connected via video-conference system with the Court
of Arbitration of Moscow.

At present, in order to participate in court session via video conference, it is
unnecessary to attend the court of arbitration that is a significant time-saving factor
for court proxies and, as a consequence, cut down on costs born by the hearings
participants.Meanwhile, it is necessary to keep inmind technical factors and possible
malpractices in this sphere, in case participants to a dispute are inclined to protract a
dispute examination. So, we repeatedly faced references provided by our opponents
to “technical issues” in relation to which a court session intended for examining a
corporate dispute was postponed.

It is necessary to separately highlight the procedure of digital notification of the
parties to examination about date and time of the court session effected by courts.

So, as per the explanations provided in p. 16 of the Supreme Court PlenumDecree
dated 12/26/2017 No 57 “On some issues concerning application of the legislation
regulating usage of digital documents in general jurisdiction courts’ and courts of
arbitration activities”, in case a court has information confirming that the persons
identified in P. 1 of Art. 121 of theAPCRF, are aware about the initiated examination,
the above-mentioned persons might be notified by a court about date and place of
the court session or for carrying out some procedural activities, including appeal,
cassation, and supervisory courts via posting the relevant information on the court’s
official website in the Internet network.

Thus, in case a court of arbitration possesses evidence that the participants to the
examination or other arbitration proceeding parties have received the court decision
about acceptance of claim application or filing and commencement of proceedings
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application, the information on date and time of the first court session, judicial acts
that appoint time and date of subsequent court session or carrying out separate proce-
dural activities, are to be sent to the parties to the proceedings and other participants
to the arbitration examination via posting such judicial acts at the official website.

The possibility to familiarize with case materials in online mode has become a
significant facilitation of a court lawyer’swork.Until 2020, a lawyer, in order to famil-
iarizewith casematerials had to attend the relevant courts and, applying photofixation
means, got familiarized with the documents attached to the case. Currently, courts of
arbitration (including the ones examining corporate disputes) make scan copies of
all case materials on their own and send a link for downloading them to an applicant.

27.3.4 Interim Provisional Measures

Interim measures in an arbitration proceeding are urgent interim activities aimed
at securing a claim or property rights of parties to the case (provisional measures),
including in case the court proceedings are postponed with a view to find a settlement
of the dispute (p. 1, Art. 90 of the APC RF). It is necessary to outline, that the
aforesaid interim measures institution is the one of the ultimate significance while
examining corporate disputes because it mostly predetermines the practical sense of
holding court proceedings aimed at examining a dispute. In most cases, if the interim
measures are not adopted promptly, restitution of claimant’s rights will be impossible
within the frameworks of a single court hearings due to the impossibility to execute
the court order.

It should be noted that submitting of applications on interim provisional measures
in digital format via “My arbitr” system is regulated in special way, as follows:
the documents enumerated below are to be signed with enhanced qualified digital
signature:

– application on provision of evidence (P. 3, Art. 72 of the APC RF),
– application on provision of claim (Art. 92 of the APC RF),
– application on provision of property interests (Art. 99 of the APC RF),
– application on provision of a judicial act execution (Art. 100 of the APC RF),
– appeal on suspension of a court order execution (P. 1, Art. 265.1, 283 APC RF),
– statement of claim, application, petition for appeal, cassational appeal containing

a petition to undertake interim measures (P.1, Art. 125, 265.1, 283 of the APC
RF).

The aforesaid special regulation poses some difficulties while submitting interim
measures application in digital format because the enhanced qualified digital signa-
ture is issued to an applicant by the authorized body upon condition of the applicant’s
corporal appearance. However, in comparison with material submitting of the rele-
vant application, its submitting in digital format signed by the enhanced qualified
signature speeds up the procedure significantly.
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It is necessary to point out that a court of arbitration, allowing provision of a claim
upon defendant’s appeal, is entitled to demand from an applicant seeking interim
measures to ensure provision of the defendant’s possible losses reimbursement or
propose the applicant to do it on his or her own initiative (counter injunction), through
enrollment to the court’s deposit account funds in the amount proposed by the court,
or provision of a bank guarantee, surety or other financial provision which covers
the same amount of funds (p. 1, Art. 94 of the APC RF).

Due to up-to-date digital technologies, legalization and provision of counter
injunction upon the interim measures application is also possible to be effected
digitally.

Practically all credit bodies (banks) allow to submit a request for provision of
a bank guarantee distantly, in online mode, through fulfilling special form on their
Internet official websites. In case the request has been approved, the bank guarantee
might be provided as a digital document signed by the bank’s digital electronic
signature.

While choosing the counter injunction in the form of enrolling funds to a court’s
deposit account, an applicant is entitled to effect this transaction via Client-Bank
digital systemor through online payments in the relevant personal accounts registered
in banks.

Due to the fact that the promptness while drafting, submitting and examining
the interim measures is the factor of ultimate significance, the digital systems and
software directly affects the procedure of corporate disputes examination.

It is especially important that court orders concerning interim measures are to
be promptly executed. As per Art. 96 of the APC RF, a court of arbitration order
concerning securing a claim is to be executed immediately and according to the
procedure stipulated for execution of arbitration courts orders. As per Art. 93 of the
APC RF, copies of orders concerning securing a claim are to be sent to the parties to
the case and to other parties held liable by the arbitration court to execute the interim
measures not later than the next day after such order has been adopted, as well as,
depending upon the type of the adopted measures, to the state authorities, or other
bodies effecting state registration of property or the relevant property rights. On our
point of view, such provision is ought to be comprehended in a wider manner: those
might be different bodies—registrars, credit bodies, depositories, and other entities
that hold funds of a borrower, etc. Meanwhile, it is necessary to highlight that it
is currently impossible to be sent by a court of arbitration its own order via digital
telecom channels directly to the above-mentioned bodies, and in relation to this fact,
orders are sent in hard copies that protracts notification of these state authorities
and bodies about the interim measures adopted by a court, including for corporate
disputes orders.
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27.3.5 Court Order

By virtue of P. 9.5 of the Rules for Proceedings in Courts of Arbitration of the Russian
Federation (the 1st, appeal and cassational instances) approved by the Higher Court
of Arbitration of the Russian Federation Plenum dated at 12/25/2013No 100, texts of
all judicial acts excluding the ones containing information classified as state secret or
other legally protected data are to be placed at the “The Arbitration Court Case Files”
informational source, “Arbitration Courts Awards” automated system in the Internet
network within 24 h since the moment of their signing in the judicial proceedings
automated system.

Judicial acts of courts of arbitration are to be signed by digital electronic signature
of a judge and are to be published in the system with a specified publication date.

In case a corporate dispute has been examined in the frameworks of closed session,
as per P. 1, Art. 177 of the APC RF, the court order made in digital format is to be
sent to the parties to the case through its placing if the court of arbitration official
website in informational and telecommunication system “Internet”.

The aforesaid procedures significantly speed up a procedure of obtaining judicial
acts related to a case by the persons concerned and exclude risk of non-receipt of
paper postal correspondence due to technical failures or a human factor.

27.3.6 Appeal from Judgements

APC RF requires that the persons appealing from judicial acts in the form of appeal,
cassation, or supervising complaints attach the relevant judicial acts to the relevant
complaints. This requirement has long been an inconvenient and complicated one
because the applicant had to receive original version of the appealed judicial act
in hard copy. The possibility to attach the selected digital copy of the judicial acts
being contested to appeal, cassation, and supervising complaints, selected from “The
Arbitration Court Case Files” informational system has significantly facilitated the
procedural “red-tape” for the parties to the examination. The contested judicial acts
can be attached to appeal, cassation and supervising complaint provided in digital
format and signed by enhanced qualified digital signature(s) of judge(s) adopted
the judicial act, or in digital image format of the contested judicial acts signed by
enhanced qualified digital signature of the presiding judge for the case (or the deputy
presiding judge) or an authorized court officer.

Considering that corporate disputes are distinguished by procedural regulations
as the ones with reduced terms, the above-mentioned peculiarity is rather necessity
than just convenience.
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27.4 Conclusion

Up-to-date technologies have significantly changed procedures of corporate disputes
examinations. From the first stage (a dispute drafting for court proceedings) to
contesting and executing a court order, the procedure of a corporate dispute exam-
ination is tightly associated with digital technologies. Efficiency of, particularly,
corporate disputes examination directly depends upon the aforesaid technologies
because, namely, corporate disputes so tightly depend upon promptness of evidence
collecting and their examination by courts of arbitration.

The statistical information points out that the newly generated mechanisms of
corporate disputes settlement increase the interest of businessmen in the protection
of their legal rights and interests in corporate disputes in states courts [11]. As a
consequence, business partners will be more interested in building up corporations
that stipulates pooling of their assets. The aforesaid fact increases the attractiveness
of Russian jurisdiction for doing business.
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Chapter 28
Procedural Documents in the Era of New
Technologies: How Legal Design Has
Changed the Legal World

Boris I. Bashilov and Alisa M. Berman

Abstract This article reviews the impact of new technologies through Legal Design
tools on the established approach to the preparation of procedural documents and the
legal community as a whole. What is Legal Design and what are the reasons for its
emergence and development? What is the Concept of perfect procedural document?
What are the main challenges that can be solved with Legal Design? How to work
with the tools of Legal Design and when it is appropriate? These and many other
questions are answered by the authors in this article. As a result, the article is not
only of general theoretical nature, but also has an applied value, and therefore will
be useful and interesting to practicing lawyers.

28.1 Introduction

Litigation has two sides. The flip side of the coin is that we are faced with a large
volumeof procedural documents, the content ofwhich is difficult to comprehend. The
reason for this can be caused by many factors: the documents are poorly structured;
written in complex language; contain a lot of redundant information; contain many
facts, events, and circumstances that are difficult to perceive in textual format, etc.
All this leads to the fact that the document becomes useless and the judge has to
independently search for information from the evidence in the case.

The other side of that coin is that judges have a very heavy workload and an
absolute shortage of time to consider the case. If we turn to statistics, only in 2020,
which was a year of multiple restrictions on the judicial system functioning due to
the spread of coronavirus infection [10], the Arbitration Court of Moscow has heard
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234,635 cases, which corresponds to the workload per judge to hear 266 cases per
month [4].

For comparison, in 2018, when the courts were still hearing cases in the regular
mode, the Arbitration Court of Moscow heard 415,967 cases [8] (almost twice as
many as in 2020), which corresponds to the workload of one judge to hear about 40–
60 cases per day. At the same time, the average volume of case files is 450 sheets,
and one court hearing usually lasts about 10 min, of which only half, due to the need
to comply with the mandatory procedural aspects, is left for the judge to hear the
parties and study the case.

As a result, we have the judge has little time to study the case and lawyers have
little time to present arguments during the court session, but the quality of the average
procedural document does not allow to facilitate the work of either the court or the
lawyer. At the same time, given the described critical lack of time of the judge,
procedural documents should be the tool, which will have a decisive influence on
the perception of the information in the case and decision-making by the judge [5].
And Legal Design will help to achieve this goal.

What is LegalDesign andwhat are the reasons for its emergence anddevelopment?
What is the Concept of perfect procedural document? What are the main challenges
for which Legal Design is a solution?How toworkwith the tools of Legal Design and
when it is appropriate? In the course of this study through the answers to these and
other questions, the authors will consistently disclose the concept of Legal Design
and its impact on procedural documents and the legal community as a whole.

28.2 Methodology

Due to the fact that Legal Design is an interdisciplinary phenomenon that exists at
the junction of such areas as design, technology and law, in the course of this study
the whole range of general, general scientific and particular scientific methods and
knowledge techniques were used, including systemic, functional, logical, compar-
ative and other scientific research methods. To solve private research problems
such modern general scientific methods as explanation, analysis, synthesis, analogy,
abstraction, deduction were widely used.

Due to the applied, practice-oriented specifics of the present study, only compre-
hensive use of these methods allowed to identify existing problems and formu-
late practical proposals for the application of Legal Design in civil and arbitration
proceedings.
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28.3 Results

28.3.1 Legal Design

In today’s legal education, the key focus is on developing the skills necessary to form
the content of a procedural document. At the same time, in order to make the content
understandable to the reader (be it the judge, the trustee, the counterparty, etc.) and
to have the desired effect, the form of communication of this content is important.

And Legal Design is responsible for enhancing the visual component of the
document. Legal Design is a modern approach to document preparation, in which
information is presented not only in text, but also by layout and data visualization.

This definition was first introduced by Legal Design Lab Director and Stanford
Design Institute faculty member Margaret Hagan.

Margaret is also the author of “Law by Design” [6]. The book tells about how
to form a creative mindset, what are the steps for creating a product in legal design
sphere, and also the techniques needed in the work. The book describes many ways
to apply legal design to your work, which can be roughly divided into two groups:

1. How to improve the lawyer’s work, which Margaret, by analogy with program-
ming, calls the “backend”?

2. How to improve the trustees’ impression of the legal services provided to them?

If we look at Legal Design from a practical point of view, it helps to solve the
following tasks, which can be clearly seen in Fig. 28.1:

– task: to describe the facts‘ sequence, reconstruct the chronology of events, etc.;
solution: to use a timeline, which will allow you to get rid of a large amount of

A procedural document without Legal 
Design

A procedural document with 
Legal Design

Fig. 28.1 Comparison of procedural documents with and without Legal Design [2]
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text, the need to spend a lot of time reading it, and unnecessary inconvenience,
setting out all the information in a convenient picture, understandable in a minute;

– task: show ratios, differences in numbers, etc.; solution: to draw on a diagram that
emphasizes the significant differences;

– task: to understand the structure, show the subordination and links between staff;
solution: to use a block-scheme, which will allow to look at the substance of the
dispute through the interrelationship of its elements;

– task: to hold a coherent thought, to prove a thesis, to convince; solution: text
structuring and editing, accents, inserts with large figures;

– task: to attract attention, to provide a competitive advantage; solution: layout and
icons, which will get rid of monolithic text without structure and allow you to
create a clear structure with intuitive “anchors”.

Despite the essential importance of the form of communication, this category of
skills is underdeveloped in lawyers and is not given sufficient attention in legal educa-
tion. This leads to the fact that many chartered lawyers are unable to communicate
information, albeit with quality content, in a comprehensible form [7]. The lack of
this skill becomes a barrier to achieving their objectives. So why does it become a
barrier?

28.3.2 Channels of Perception

This is due to the fact that there are several channels of information perception.
The first of these is auditory. It is influenced by the lawyer’s ability to speak

(oratory). This skill is actively used by lawyers in practice and is universally studied
in various educational programs.

The second channel of information perception is visual. Visual perception is
activated through Legal Writing and Legal Design.

Legal Writing, like public speaking, is common in use and study among lawyers.
But LegalDesign,which is no less effective tool for influencing the visual channel,

is undeservedly ignored.
In most cases, people make the mistake of thinking that the information they

originally intended to convey to the interlocutor, when talking it out in their head,
and the information eventually perceived by the interlocutor, are not the same at all.
This is due to the fact that during the process of verbal transmission of information,
when putting a thought into a verbal form, a part of the transmitted information is
lost or modified.

The amount of information conveyed is reduced even further at the stage of percep-
tion by the other person, taking into account their individual characteristics as well
as their personal views of the situation. This becomes especially significant due to
the fact that court proceedings often extend over several months or even years. So
how does the human brain perceive information transmitted in different forms?
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It is scientifically proven [11] that when information is received through the audi-
tory channels of perception, a person remembers only 36% of this information the
next day after receiving it. Three days later, this volume is reduced to 10%. What to
say about months and years.

However, when information is received through visual channels of perception, a
person remembers 85% of this information the day after receiving it, and 65% of it
three days later. Thus, when we need to convey information in the long term, it is
more effective to convey information through visual channels of perception.

Considering the information received about the channels of perception and the key
problems of court proceedings, what then consists of a perfect procedural document?

28.3.3 The Concept of a Perfect Procedural Document

The concept of a perfect procedural document is that a procedural document should
combine three elements (Fig. 28.2):

1. Legal Expertise—knowledge of the law and the ability to apply it in practice;

Fig. 28.2 The concept of a
perfect procedural document
[9]
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2. Legal Writing—the ability to present an argument in clear language;
3. Legal Design—skills of visual presentation of information in a document.

The combination of all three elements is the ideal to strive for.
In fact, LegalDesign in this triad is responsible for taking care of the legal informa-

tion reader. It is a kind of empathy to him: when you compose a procedural document
imagine how a judge will study it. A well-designed text always works more visually
than solid paragraphs without any visible structure or emphasis.

As a result, it turns out that Legal Design is an interdisciplinary phenomenon at
the junction of law, design, and technology.

Legal Design requires legal skills, design thinking, and technological capabilities.
In this regard, work with Legal Design can be structured through two models:

1. When a lawyer simultaneously combines the qualities of a lawyer and a designer
and becomes a Legal Designer;

2. When a lawyer collaborates with a designer.

28.3.4 Working as a Designer or Working in Conjunction
with a Designer

Let’s first take a closer look at the lawyer-designer situation.
As the term “Legal Designer” makes clear, it is a combination of the qualities

and skills both of a lawyer and a designer. The Legal Designer must combine the
following skills: legal assistance skills; visual communication skills; research skills.

Research skills are necessary because design is not a core area for a lawyer, and
with the constant evolution of tools and technology in Legal Design, a lawyer must
have the research skills to master them.

Thus, a Legal Designer must: think like a lawyer; think like a designer; be able to
work with his hands like a lawyer; be able to work with his hands like a designer.

Now let’s take a closer look at the lawyer-designer cooperation situation.
In such a model, the role of the lawyer is reduced to the following: drafting the

procedural document; identifying the aspect in the procedural document that requires
visualization; assigning the task to the designer; checking the final visualization for
compliance with the goals pursued.

The designer should also not take a passive role, his responsibilities include
selecting the visualization method that most effectively meets the goals pursued;
knowledge of major trends and new technologies in design.

What should you pay attention to when working with a designer? The following
are some of the reference points to look out for:

– put the task to the designer as early as possible, so that there would be time to
coordinate and finalize it;

– tell the designer not just the passage requiring visualization, but the entire case in
context;
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– provide an outline to the designer, because visualization is sometimes easier to
understand through drawing rather than explaining in words;

– make sure that you and the designer understand each other and find common
ground;

– be open to the designer’s suggestions, even if they don’t match your initial ideas
about visualization;

– establish the deadline clearly;
– quickly respond to the designer’s clarifying questions;
– give the designer feedback after receiving the rendering project: this will help

with the current project as well as future projects.

It should not be forgotten that the skill of seeing aspects in a procedural document
that require visualization is developed like any other skill and comes solely with
practice.

28.3.5 Double Diamond: Design Process Model

In order to increase the efficiency of interaction with the designer, it is necessary to
understand the essence of the design process model, which is also applicable to Legal
Design. The easiest way to do this is with the Double Diamond model (Fig. 28.3).

“Double Diamond” is the name of the design process model popularized by the
British Design Council in 2005 and adapted from the divergence-convergence model
proposed in 1996 by Hungarian-American linguist Béla H. Banati [1].

The two rhombuses are a manifestation of divergent thinking and represent a
process of more detailed and complex study of a problem. On the basis of which,
due to convergent thinking, purposeful actions are taken [13].

Fig. 28.3 Double diamond (design process model) [3]
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The design process is supposed to be shaped by four steps:

1. Research: find out exactly what the problem is—assumptions alone are not
enough;

2. Synthesis: try to look at the problem differently—the understanding gained
during the research phase will help to assess the problem from a new perspective
and synthesize a new vision of it;

3. Idealization: formulate different answers to a clearly defined problem, being
inspired by different ideas and interacting with people with different points of
view;

4. Implementation: Try different solutions to the problem—reject those solutions
that do not solve the problem and improve those that are useful.

28.3.6 Assessing the Appropriateness of the Visualization

To summarize, the answer to the question, “How to understand that a procedural
document requires visualization?”—is as follows, as often the same elements in a
procedural document require visualization:

– factual circumstances of the case (chronology of events, corporate structure, etc.);
– information that requires focus of the judge’s attention (evidence, figures, etc.,

supporting the main thesis);
– a large volume of information requiring structuring (contracts‘ register, list of

transactions, etc.);
– complex constructions, if it is presumed that the judge, due to the specifics of

the case, is not familiar with them (mechanism of operation of oil production
equipment, mechanism of mining cryptocurrency, etc.);

– weaknesses of the procedural opponent’s position (unproven totality of circum-
stances, use of an improper legal provision, etc.);

– comparative information (quantitative indicators, distribution of shares, volume
ratio, etc.);

– the violation of court logic (the court’s decision should have been based on one
set of circumstances, and the court established only a part of them or established
other circumstances, etc.).

Thus, the answer varies primarily from the tasks you are facing, as well as from
the type of procedural document [12]. But the most important thing to remember
is that Legal Design is not about beauty or simplification. Legal Design is about
usefulness.

Legal Design makes a procedural document easy to understand and comprehen-
sible. If Legal Design is not useful in a procedural document, it should not be placed
in it.

As mentioned earlier, Legal Design is all about empathy for the reader. You must
first understand the reader, get on his or her side, and identify his or her needs.
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28.4 Conclusion

From the above it can be concluded that the correct, thought-out form of a procedural
document, which is achieved through the tools of Legal Design, helps to overcome
the following problems: the complexity of the legal text and the case as a whole; the
large volume of case materials; lack of the judge‘s interest to study all the details of
the case; lack of the judge‘s time to consider the case.

Due to the fact that Legal Design solves the indicated problems, the benefit of
Legal Design for all participants of a legal process becomes obvious: a lawyer solves
the problems of the principal in court, where he faces the fact that the judge has many
cases and little time to study documents, but Legal Design helps a lawyer to make an
understandable document and save time of the judge, and the more understandable
to the judge are the documents, the more chances the lawyer have to win litigation
of the principal. By using Legal Design’s tools, everyone wins.

The very first question lawyers ask when encountering Legal Design is the
following: “What is the reaction of judges to Legal Design?”.

Judges rarely express their impression of a procedural document openly, although
there are cases where judges can be seen to be pleasantly surprised by a procedural
document. However, let us build a logical chain. If the judge has studied the proce-
dural document and Legal Design has helped him or her to understand it, there can
be no negative reaction. If the judge has looked at the procedural document and the
Legal Design happened to be just a meaningless picture that has not helped in any
way to understand it, then the judge may well give a negative impression. Therefore,
as has been said before, Legal Design should be helpful in the first place.

Also one of the most common questions about Legal Design is, “Statistically, how
many cases does Legal Design help to win?”.

Such statistics does not and cannot be formed at all, because the use of only one
means cannot lead to a victory. It is always a combination of means, among which,
for example: a bright and structured speech; presentable appearance of a lawyer;
neat, priorly submitted to the court procedural documents; use of Legal Design tools
in a procedural document; etc.

It should not be forgotten that a judge is also affected by many other factors that
have nothing to do with a particular trial and are beyond the lawyer‘s control, such as
the percentage of reversed decisions of a particular judge that affect his approach to
decision-making in the case; family and professional circumstances of the judge, the
conflict he encountered at the beginning of the day, and among other things—Legal
Design in a procedural document.

So if one asks the question: “Can the effectiveness of Legal Design be measured
in numbers?”—the answer is unequivocally: “No”.

The outcome of litigation can be influenced by many of the factors and tools
outlined above. The effectiveness of each of them cannot be measured individually.
However, the more tools are involved, the higher the chance of winning a dispute.
Therefore, Legal Design tools should not be neglected.
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Chapter 29
Private-Legal Control as a Factor
of Trade Turnover Stability

Oleg V. Grabko

Abstract The paper describes private legal control as a determining factor affecting
the stability of trade turnover. The concept of the definition of private legal control,
its features are defined and a specific characteristic is given. The author determined
the methodological basis of the study, justified the relevance of the study and made
the appropriate conclusions.

29.1 Introduction

The need for the study of private legal control in modern conditions of economic
development is explained by a number of reasons.

Private law is the main legal form of the modern market economy, which is char-
acterized by free economic relations, decentralization, the minimum necessary influ-
ence of the state on participants in civil turnover, economic entities, broad autonomy,
independence, initiative of the latter.

At the same time, the civilized market imposes certain requirements on the
behavior of subjects of civil law: conscientiousness, reasonableness, discipline,
ability to self-regulation and self-organization. A large role in compliance with these
requirements is assigned to the implementation of private legal control, based not only
on equality and free expression of will, but also on the mutual interest of the control-
ling and controlled person, their interaction andmutual support. Themain purpose of
such control is to correct the behavior of the controlled person, the preventive desire
of the participants in the control legal relationship to avoid the use of state-coercive
measures.

The very concept of control in civil law is used in two different senses (as a check,
and as an influence on decision-making) without much fixation on the fundamental
differences between these legal phenomena.
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The study of the legal nature and specific features of civil law control is of great
practical importance, primarily for the stability of trade turnover, as well as the
further development and improvement of all civil legislation and the practice of its
application.

29.2 Methodology

To achieve the objectives of the study and determine the effect of private legal control
on the stability of trade turnover believe define the private legal control as part of
a decentralized civil law system of self-regulation based on the law or the contract
validation of the actual behavior of the controlled entity mandatory requirements and
(or) interest, controlling persons, carried out the last:

(a) at its sole discretion,
(b) in the field of powerless, coordinating relations between him and the controlled

entity,
(c) in the private interests of the controlling and (or) controlled person,
(d) in a non-standardized manner,
(e) mainly to correct the behavior of the controlled person, and not to punish him,

Failure to exercise control constitutes the risk of the controlling person.

29.3 Content

We emphasize that from the etymological and general theoretical positions, control
is a test. However, in recent years, the word “control” has been used in a different
sense in law, as the ability of one person to influence the decision-making of another
person. For example, the category “corporate control” has firmly entered scientific
circulation after the publication of a number of judicial acts adopted by the Supreme
Arbitration Court of the Russian Federation, in which for the first time the highest
court used the term “restoration of corporate control” [1–3, 6]. It is not surprising that
these judicial acts were followed by a number of publications devoted specifically
to the “restoration of corporate control” [2–4, 6–8, 10–12].

Obviously control-verification and control-influence are different legal institu-
tions that have independent implementation mechanisms, as well as goals, objec-
tives, principles, functions of implementation, and also have different effects on civil
turnover.

It is worth noting that civil science has not developed a classification of types of
civil control, which actualizes the need for its implementation. Despite the absence
of a deep doctrinal study of the concept of “civil control”, as well as its individual
types, the study of this category seems to us expedient from both practical and
theoretical positions, since through civil control failures in themechanism of industry
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regulation are identified, adjustments and changes in the legal norms regulating trade
turnover, aremade. Themain purpose of civil law control is to facilitate the fulfillment
of civil law obligations within the prescribed period, to ensure the effective and
unhindered operation of the entire mechanism of civil law regulation and the high-
quality functioning of civil turnover as a whole. The most important task of control,
in this regard, is the prevention of undesirable consequences.

Taking into account the above, the classification of types of civil law controlmakes
it possible to systematize knowledge about this legal phenomenon, facilitate the clar-
ification and understanding of its essence, improve the theoretical and legal apparatus
in this area, as well as increase the effectiveness of law enforcement activities in the
subject of the study.

The classification of types of civil law control can be based on various criteria
that make it possible to understand the essence of this type of control, its features
and scope of application in civil law.

Summarizing the above, we consider it possible to propose the following basis for
classification and types of civil control: contractual and non-contractual civil control.
It is worth emphasizing that this classification, which is based on such a feature (or
basis) as the basis for the emergence of civil law control in the sense of the theory
of legal facts, is very conditional and has no direct connection with the well-known
division of civil law obligations into contractual and non-contractual (or protective).

The allocation of such types of civil law control is primarily due to the fact that
of all the many manifestations of control in civil law, its most striking and frequently
occurring case should be recognized as contractual control, which is inherent in
absolutely any contractual legal relationship in the field of civil law.

At the same time, there are other manifestations of civil law control in civil law,
which are not based on a contract, but are based on other legal facts [5].

Taking into account the fact that civil law control is an auxiliary civil legal relation-
ship existing within the framework of the main legal relationship, which determines
the actual content, nature, and form of the implementation of control functions,
it is necessary to distinguish internal control existing “inside” the legal relation-
ship arising between its direct participants (the controlling entity and the controlled
person) and manifested during the implementation of their rights and obligations,
and external control implemented outside the framework of the main public legal
relationship, however, it has an impact on his further legal fate. Internal control is
carried out by the parties to the contract, since it is implemented within their legal
relationship and does not affect third parties.

Civil law control is expressed, in particular, in giving consent (approval) for trans-
actions or other legally significant actions. Civil control, expressed in the form of
approval or prohibition of a transaction, allows the controlling person to “predict” the
onset of certain legal consequences and fully manage them. Such “control” functions
create additional guarantees for the authorized person for the timely protection and
protection of subjective civil rights from possible encroachments, and also ensure a
balance of interests of subjects of civil legal relations [9].

Taking into account the signs of civil law control and the variety of forms of its
implementation, control in private law can be classified according to such criteria as
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the content of control, information, and activity. The essence of information control is
manifested in the right of the controlling person to receive the information necessary
for control from the controlled entity in a timely manner. At the same time, activity
control is expressed in the form of specific actions (or inactions) aimed at realizing
the legitimate rights and interests of subjects of civil legal relations. For example, in
accordance with paragraph 2 of Article 1037 of the Civil Code of the Russian Feder-
ation, the copyright holder is obliged to control the quality of goods (works, services)
produced (performed, rendered) by the user on the basis of a commercial concession
agreement. It seems that in this case, information control by the copyright holder
alone is clearly not enough, since the complexity of legal relations arising from a
commercial concession agreement requires specific control measures aimed at estab-
lishing the quality of goods, works, or services produced by the user [10]. The need
for activity-based civil control in the implementation of a commercial concession
agreement is due, as noted in the scientific literature, “the desire of the parties to the
commercial concession agreement to carry out the business activities provided for by
the agreement according to uniform standards, i.e. to level the differences between
them in the implementation of the relevant business activities” [8].

29.4 Conclusion

In order to clearly determine the effectiveness of influence on civil and commercial
turnover, it is necessary to build a theory of civil law control, systematize knowledge
about this legal phenomenon, clarify and understand its legal essence, form a theoret-
ical and legal categorical apparatus in this area, as well as increase the effectiveness
of law enforcement activities in the field under study.
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Chapter 30
Concept and Types of Distance Digital
Investment Transactions
in the Information Space

Denis E. Matytsin

Abstract In this chapter of the monograph, the author develops the concept and
types of investment transactions in the information and telecommunications network
Internet. Transactions are made and executed, using computer algorithms based on
the autonomy of the will of subjects, who are located at a significant mutual distance.
In this regard, investment transactions in the information space can be called remote.
It is proved that for these transactions, both at the preparatory stage and at the stage
of video negotiations, and at the stage of subsequent execution by the parties of
the agreements reached, the use of computer programs by the participating entities
is mandatory. The programs provide the transmission of data and commands by
working out algorithms, the movement inside of which is carried out at the digit 1,
not carried out at the digit 0. In this regard, investment transactions in the information
space can be called digital. According to the author, a remote digital investment
transaction in the information space is a remote interaction on the Internet between
an investor and (or) an investment intermediary and (or) an investment recipient
regarding the investment of funds in an object of civil rights (property) that has a
monetary valuation. This interaction is carried out in order for the investor to acquire
the right of temporary ownership of the object and terminate it after a certain period
to make a profit. The author proposes a classification of investment transactions in
the information space on several grounds.

30.1 Introduction

In the legal literature, sufficient attention has always been paid and is currently
being paid to the topic of transactions, including the level of doctoral monographic
research. At the same time, colleagues in civil studies of the dissertation format have
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not considered remote digital investment transactions in the information space until
recently. The remote sign of the studied transactions is a positive achievement of
computerization and internetization of investment relations. First of all, the circle of
potential private investors is expanding indefinitely, who do not need to come to the
Capital from distant places of the vast Russian Federation to meet with a professional
investment intermediary and discuss the terms of an agreement on services that will
be provided to him.

Participation in investment relations of a professional business entity-intermediary
of special legal capacity does not at all reduce the risks and responsibility for the
decisions made for the investor. A private investor is not legally an entrepreneur
and does not become a de facto entrepreneur even in cooperation with a licensed
broker and/or asset manager. The key substantive feature that reveals the definition
of investments is the property that has a monetary valuation. Moreover, its dynamics
of involvement in the transaction is mandatory in order to increase the cost (profit)
in the process of implementing a certain entrepreneurial idea and executing the
transaction itself. In addition, the immanent characteristic of investing is risk.

30.2 Methodology

The development of the content of this chapter is based on the materialistic world-
view and the universal scientific method of historical materialism. General scientific
methods of cognition are applied: dialectical, hypothetical-deductive method, gener-
alization, induction and deduction, analysis and synthesis, and empirical descrip-
tion. The research also uses private scientific methods: dogmatic, comparative-legal,
hermeneutic, structural–functional, etc.

30.3 Results

Justifying the scientific interpretation of remote digital investment transactions is
necessary first to identify the distinctive features characteristic of them.

Firstly, in order to carry out the transaction and the occurrence of this legal fact in
the legal field, special devices are needed to ensure the contact of interacting entities:
computers or smartphones that must necessarily have a cable or wireless connection
to the Internet, as well as a connection to an energy source (stationary AC network
or battery). In addition, special programs must be installed on some devices that
allow you to communicate with a certain website on which the transaction will be
carried out and recorded. Such a special program is the browser. It allows you to
find, view, read, listen to text, audio, video information on websites on the Internet,
and download files (texts, images, audio, and video) from websites to your computer
(smartphone). The browser is the main link between the user subject and the global
information space.
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The most widely used browsers are Google Chrome, Opera Mini, Firefox, Safari,
Yandex, and Internet Explorer. The mechanism of working on the Internet is the
same for all browsers. 1. The subject-the user opens the browser on his computer
(smartphone) and enters the unique name of the website. 2. The browser searches for
the server on the Internet by IP address and domain name, which are individual for
each website, referring to the Domain Name System (DNS). 3. When the browser
has found the IP address, it establishes a connection with it via a special TCP/IP
protocol that provides data transmission on the Internet. 4. The browser sends an
http://-request to the server. 5. The server processes this request and sends a response
to the browser. 6. The browser, in turn, processes the response received from the
server, as a result, the subject-user sees on the monitor of his computer a loaded
page of a certain website with text and (or) a video image of the counterparty of the
investment relationship.

Here, it is necessary to clarify that computer programs function on the basis of
processing units of information (called bits) and binary code, in which there are only
two digits 1 (one) and 0 (zero).Moreover, 0means that there is no command, 1means
that there is a command (signal). The computer perceives any number in a binary
system (for example, the number 2,000 = 0,000,011,111,010,000). The computer
also translates letters into numbers, then turns the number into signals andwrites them
down, as well as numbers (for example, the letter B-193-11,000,001). Similarly, an
image is formed on a computer monitor, on a smartphone. Each dot, depending on
the color, has its own code (for example, black dot 0, 0, 0; brown: 153, 102, 51),
transmitting colors in three bytes (1 byte is equal to 8 bits); you can encryptmore than
16 million colors. Sound and video information are also translated into bits and bytes
(that is, into signals consisting of two digits, 1 and 0). It is in this technically correct
sense that the correct term digitization exists. However, the derivative expressions
“digitalization”, “digital rights”, and “digital economy” are nonsense. Since digits
(zero and one) in computers, algorithms are only code tools of the programming
language currently used.

Secondly, a private investor (an individual) how does an initiative entity look for
opportunities to increase the available capital. He must have physical and intellec-
tual abilities reflecting his satisfactory health (capacity) and a high level of training
in order to conduct an analysis on the Internet investment segment and identify an
acceptable investment option for himself in a certain investment object. This training
includes, first of all, sufficient vision and hearing, knowledge, skills, and skills of
an individual in handling a modern computer (smartphone). As well as his intellec-
tual abilities in terms of understanding the order and conditions of functioning of
the Internet investment segment to choose from a mass of investment proposals a
promising investment object for himself.

The Indication of the Bank of Russia dated April 29, 2015, No. 3629-U (here-
inafter referred to as the Indication) establishes the procedure for recognizing persons
as qualified investors and maintaining a register of persons recognized as qualified
investors [1]. If an individual meets one of the five requirements of the Indication, he
can be recognized as a qualified investor. For example, requirement 2.1.2: a citizen
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has worked for 3 years or more for an organization that made transactions with secu-
rities and (or) concluded contracts that are derivative financial instruments. Such a
requirement looks very strange if a citizen worked, for example, as a driver or elec-
trician in this organization. For example, requirement 2.1.4: a citizen owns property
worth 6 million rubles or more (money in bank accounts, securities, etc.). This is
also a very strange requirement. The question immediately arises, why exactly 6
million rubles, and not 8 and not 10 million rubles? Further, suppose a citizen who
has been working as an installer on a construction site all his life receives a 10million
inheritance in the form of a bank deposit—this random event automatically makes
him a qualified investor.

A natural person receives recognition as a qualified investor upon his application
from a broker, asset manager, and a management company of a mutual investment
fund, who disclose the Rules of such recognition on their websites on the Internet.
It should be clarified that according to paragraph 3.4 of the Indication, the Decision
to recognize a person as a qualified investor records in respect of which types of
securities, and (or) derivative financial instruments, and (or) types of services the
applicant is recognized as a qualified investor. Such a very narrow qualification, in
our opinion, rather represents the admission of a private investor to a closed list
of investment objects. In 2020, amendments concerning qualified investors were
made to Federal Law No. 39-FZ of April 22, 1996, “On the Securities Market” [2].
Currently, we can say thatmodernRussian society contains a special social stratumof
people—qualified investors with a special legal position in investment relations. At
the same time,we believe that the qualification of investors is based not on the amount
of money in the bank, not on the length of work experience in a certain organization,
but on professional education, which is not easy and cannot be quickly obtained in
higher educational institutions of the Russian Federation. In addition, in our opinion,
investment transactions in the information space are a type of complex and risky
entrepreneurial activity, and high qualifications (specialized higher education) are
mandatory for this.

Thirdly, it is quite possible for an individual to invest sums of money without
intermediaries, for example, when purchasing a package of issuer’s bonds under an
individual transaction. Similarly, it is also possible, without intermediaries, to acquire
a block of shares by one of the shareholders of his business company. However, it
should be borne in mind that such cases are isolated; there is no systematic turnover
of investment objects here. In accordance with the requirements of the legislation,
individuals with the participation of professional intermediaries mainly in electronic
form, using electronic signatures, carry out the absolute majority of investment trans-
actions. Intermediaries—legal entities of special legal capacity (having licenses and
permits of the Bank of Russia) have been conducting business activities in the field
of investments for many years, on organized platforms provided for this purpose—
exchanges, financial platforms, and investment platforms. A private investor will not
be able to independently enter the auction, for example, Moscow exchanges in order
to make a deal with any object of investment. On the exchange’s website, there is
information about the very professional intermediaries admitted by this exchange to
participate in the auction,where each individual can implement his plans for investing
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in cooperation with such an investment intermediary. Interaction is carried out based
on an agreement between the parties, as a rule, with a broker, with an asset manager.
Modern information technologies have saved the mentioned parties from the need
to organize and hold meetings and negotiations in the office premises at the loca-
tion of the legal entity. A video call has become completely ordinary, which is used
easily and gratuitously even in the simplest e-mail services: @gmail.com;@mail.ru;
@yandex.ru. During the pandemic of the new coronavirus infection, during 2020–
2021, video services Zoom; Skype; Teams, Discord, etc. have become familiar, the
use of which by the widest segments of the population has been brought almost to
automatism.

In our opinion, the remote feature of the studied transactions is a positive achieve-
ment of computerization and internetization of investment relations. First of all, the
circle of potential private investors is expanding indefinitely, who do not need to
come to the Capital from distant places of the vast Russian Federation to meet with
a professional investment intermediary and discuss the terms of an agreement on
services that will be provided to him. On the contrary, a video call on the same
occasion can be made even 10 times, while the costs of the parties in both time
and material resources will be minimal. Let us clarify here that the participation in
investment relations of a professional business entity—an intermediary of special
legal capacity does not at all reduce the risks and responsibility for the decisions
made for the investor. A private investor is not legally an entrepreneur and does not
become a de facto entrepreneur even in cooperation with a licensed broker and/or
asset manager.

Fourth, we believe that the remote version of the video communication of a private
investor with the “sharks” of the investment sphere has a positive effect on the
process of forming hiswill, which should be completely free and conscious.We agree
with Yu. V. Kholodenko, according to whom the expression of will is an external
expression of will in the form prescribed or permitted by law, making the will of the
subject accessible to the perception of other persons [3, p. 37]. A private investor,
being at a distance and negotiating with an investment intermediary in a video way,
undoubtedly has a more balanced mental state, because “houses and walls help”. He
(she) can, without hesitation and false modesty, ask many times more questions of
interest to him (her) and put forward favorable conditions for himself than being in the
premises of the negotiation office of the organization. Modern Internet technologies
provide for recording the process of video communication of the parties. This allows
you to create an individual video in which to record that the visible expression of
will accurately and completely reflects the inner will of each of the subjects, that the
subjects saw it and took note of it. By agreement between them, the specified video
can be recognized as proof of the free and conscious expression of the will of the
subjects at the conclusion of the transaction.

Fifth, the legal purpose of the transaction in the information space is to ensure
that in the process of translating an entrepreneurial idea into reality and bringing
the investor’s funds into a dynamic state, a certain investment object comes into a
dynamic state and, following the results of the transaction, becomes the property of
the investor. The recipient of the investment becomes an obligated person to him,
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the investor who owns the investment object during the planned period becomes
a creditor, a business participant, and a founder of a trust management. Thus, the
planned legal result of the transaction is achieved: establishment, possible agreed
modification, termination within the stipulated period, or termination of civil rights
and obligations agreed before the deadline.

We believe that investing in the information space is the implementation of prac-
tical actions in the information and telecommunications network “Internet” to invest
capital, namely on the use of objects of civil rights (property) that have a monetary
value for profit and (or) increment of value in the process of implementing a certain
entrepreneurial idea that has an external expression of the transaction.

The term investment transaction does not exist in Russian legislation. In Federal
Law No. 211-FZ of July 20, 2020, “On Financial Transactions using a Financial
Platform”, as part of the basic concepts of the law, the legislator discloses the defi-
nition of “financial transaction”. These are transactions specified in the law for the
provision of financial services provided for by the rules of the financial platform
(banking, insurance, securities market services, transactions with financial instru-
ments) made between financial organizations or issuers and consumers of financial
services. The consumer here is an individual who has joined the service agreement,
which is provided by the operator of the financial platform for making financial
transactions with financial organizations and issuers using the financial platform
[4].Unfortunately, in the specified normative act, the legislator does not fully disclose
the key definition. Since the explanation “financial transactions are transactions for
the provision of certain services” reflects only the nature of the process during which
services are provided to the consumer. Nevertheless, what exactly these actions of
the parties are, what their legal purpose and basic conditions are for implementation
are not disclosed.

Differentiation by types of remote digital investment transactions in the informa-
tion space is expedient for several reasons.

Firstly, transactions differ depending on the level of preparation of investors; it
is necessary to distinguish transactions of qualified investors and those of unqual-
ified investors. In December 2020, the Bank of Russia recommended professional
investment intermediaries to not make transactions with complex and risky finan-
cial instruments with retail investors before the introduction of mandatory testing of
unqualified investors. According to the alarming monitoring of the Bank of Russia,
investment intermediaries offer citizens to invest in various bonds, the amount of
payments which depends on specific circumstances (for example, on changes in the
price of several underlying assets). They also offer to invest in other complex or
structural instruments, as well as combined products, where an investment instru-
ment is purchased simultaneously with the conclusion of a bank deposit agreement.
Some intermediaries deliberately mislead individuals by presenting distorted charac-
teristics of these investment objects, hiding the consequences of their acquisition or
early sale. Thus, citizens replace savings products with investment objects contrary
to their risk profile and the purposes of placing funds.

It is true that the Bank of Russia considers it unacceptable to offer complex invest-
ment instruments with high investment risk or difficult conditions for determining the
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amount of incomeon them, the presence of advantage, or containing a foreign element
to people who do not have special knowledge and have no investment experience.
In the list not recommended for unqualified investors are derivatives and complex
bonds, trust management strategies with investments in such objects, trading with
advantage, and combined deposits.

Implementing a preventive approach to possible problems in the investment
sphere, theMega-Regulator supplemented Federal LawNo. 39-FZ of April 22, 1996,
“On the Securities Market” with Article 51.2–1. From April 1, 2022, mandatory
testing of an individual—an unqualified investor will be introduced in accordance
with the procedure established by the basic standard for protecting the rights and
interests of investors. We regard the decision on testing as an event “for show”,
which in the process of a formal and ostentatious educational program does not at
all ensure the appearance of knowledge about the investment sphere and the qualifi-
cations of an investor in an individual. In paragraph 4 of Article 51.2 of Federal Law
No. 39-FZ of April 22, 1996, “On the Securities Market”, the legislator discloses the
characteristics of a qualified investor—this is an individual whomeets one of the five
requirements specified in the law. It should be noted with satisfaction that in 2019, in
particular, requirement five was changed; now a citizen is recognized as a qualified
investor by the level of his education: namely has an education or qualification in
the field of financial markets established by the regulations of the Bank of Russia,
confirmed by a certificate of qualification.

Secondly, transactions differ depending on the counterparty; it is necessary to
distinguish transactions with commercial banks, transactions with investment inter-
mediaries—non-financial organizations, and transactions with recipients of invest-
ments. At the beginning of 2021, therewere 464 professional participants in the finan-
cial market of the Russian Federation. The number of investors in brokerage services
in 2020 increased 2.3 times compared to 2019, to 9.9 million people (8.4 million
people—commercial banks; 1.5 million people—non-financial organizations). In
this increase, credit institutions added 85% of new investors (in 2019—73%). It
is significant that the majority (about 70%) of clients in brokerage services are
active users of mobile applications younger than 40 years [5]. At the same time,
the leading operators, for example, on the Moscow Exchange in terms of the volume
of client transactions are investment intermediaries—non-financial organizations:
LLC “Brokerage company REGION”—more than 4,144 trillion rubles; Financial
group “BrokerCreditService”—more than 2.174 trillion rubles; Renaissance Broker
LLC—more than 1.125 trillion rubles, etc. VTB Bank is in the 4th place, SBER is
in the 8th place, and VEB.RF is in the 10th place [6].

In the conditions of total immersion of a modern person in the information space,
both through a computer monitor and through a mobile smartphone, it is natural
to appeal to him as a private investor, a variety of persons—initiators of develop-
ment projects. For example, on the website of Maxim Arkadyevich Seryakov’s sole
proprietor, we see a sentence: “Get 22–30% per annum of fixed passive income
with monthly payments. Invest from 500,000 rubles in profitable businesses oper-
ating for 3 years with an annual revenue of 15–500 million rubles, verified by
Seryakov/Investments. It should be noted that without a license (an individual
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entrepreneur and cannot have one), the said individual entrepreneur acts de facto as
an investment intermediary. Consider his message on the website: “investors invest
money directly in businesses, and companies pay us for completed transactions—
either a share in the business or a commission from completed transactions. Today
we have 7 companies in our portfolio, including a network of 47 women’s clothing
stores with an annual turnover of more than 500 million rubles and a 9-year history;
clothing and beverage companies; dental network; commercial real estate with its
own assets of 200 million rubles; vegetable supplier in “Vkusville” and “Magnit”.
Every month we receive more than 200 applications for financing from businesses
and in total there are more than 6000 projects in our “funnel” looking for invest-
ments” [7]. In our opinion, such proposals may well be relevant, reasonable, and
profitable, but investing, as noted above, is a type of difficult and risky business
activity. Moreover, suggestions like “make a money transfer to us in debt, we will
return everything to you on time and with interest” without deep professional study
to make a positive decision are unacceptable.

Thirdly, transactions differ depending on the object of investment. We distinguish
two groups of objects in this regard. Group I delimits the real objects of the material
world. Investment recipient presenting one or another legally justified instrument
for the investor put up received money in producing material goods, performing
works, providing services, granting property rights. We include 13 such investment
objects in the composition of the most common and most attracting the attention
of private investors. Government securities of the Russian Federation (subjects of
the Russian Federation); municipal securities; shares and bonds of Russian issuers;
government securities of foreign states; shares and bonds of foreign issuers; Russian
depositary receipts, as well as foreign depositary receipts for securities; investment
units ofmutual investment funds, aswell as units (shares) of foreign investment funds;
mortgage certificates of participation. For example, in March 2021, MTS PJSC fully
placed bonds of the 001P-18 series with a 3-year maturity of 4.5 billion rubles. As
part of the state contract, MTS must connect 4995 socially significant objects to the
Internet—the cost budget is about 4.9 billion rubles. MTSwill equip communication
centers in settlements and provide the opportunity to connect everyone to them.
According toMTSPJSC, the volume of the bond issuewill not exceed the project cost
budget. All funds from the bond issue will be used to finance the costs of connecting
schools, institutions of secondaryvocational education,medical andobstetric centers,
state and local government bodies, military enlistment offices, election commissions,
police stations, and fire stations in the Russian Federation to the Internet [8].

Group II distinguishes between electronic-virtual and crypto-objects [9]. The
recipient of the investment, providing one or another legally sound instrument to the
investor, invests the money received in certain ideas (contracts concluded at orga-
nized auctions that are derivative financial instruments), in cryptographic records—
monetary surrogates (computer fiduciary “money”) [10]. For example, the Moscow
Exchange has permanent services for investing in contracts that provide for profit in
the event of a change in the value of the so-called basic asset. The investor can choose
to invest money in several ideas, for example: (1) the Moscow Exchange Index will
increase/decrease by some amount; (2) the Blue-Chip Index will increase/decrease;
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(3) the degree of volatility of the Russian market will increase/decrease; (4) the
value of ordinary shares of PJSC Aeroflot will increase/decrease; (5) the value of
ordinary shares of PJSC MTS will increase/decrease; (6) the value of “fifteen-year”
federal loan bonds will increase/decrease; (7) the Euro/US dollar exchange rate will
increase/decrease; (8) the credit MosPrime interest rate; (9) the price of Brent crude
oil will increase/decrease; (10) the price of natural gas will increase/decrease; (11)
the price of grade 4 wheat will increase/decrease, etc. [8].

30.4 Conclusion

A distance digital investment transaction in the information space is an intellectual
and volitional behavioral act of capable, legally capable subjects (investor, investment
intermediary, recipient of investments), forming a legal fact in their mutual contact
and expression of will in the information and telecommunication network “Internet”
by means of special software and hardware, expressed in an electronic form regu-
lated by law. The legal purpose of their contact and expression of will—the receipt
of the object of investment into the investor’s property, funds to the recipient of
the investment—is achieved and forms legal consequences: establishment, possible
agreed change, within the stipulated time or termination of civil rights and obliga-
tions agreed before the deadline The essence, the internal content of a remote digital
investment transaction, is a certain entrepreneurial idea, without which investing in
the information space is impossible.

The types of remote digital investment transactions in the information space
should be differentiated into three types: First, depending on the level of profes-
sional training of investors (qualified and unskilled investors); second, depending
on the counterparty (commercial banks, investment intermediaries—non-financial
organizations, direct recipients of investments); third, depending on the object of
investment (real objects of the material world, electronic-virtual and crypto-objects).
This typology should be taken as a basis for the development of similar subject blocks
of an educational program for the training of private investors. The final mandatory
certification of a citizen with a positive result should be completed by assigning the
OKVED-2 code 64.99.1 (investments in stocks, bonds, promissory notes, securities
of joint-stock funds and mutual investment funds, etc.), as well as granting the right
of state registration in the status of an individual entrepreneur admitted to investing
(with the issuance of an electronic document stored in his personal account on the
website ofGOSUSLUGI). It is necessary tomake additions to the relevant legislation.
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Chapter 31
Remote Registration of International
Mortgages in the Context
of Digitalization of Banking Services

Olesya P. Kazachenok

Abstract The dynamics of scientific and technological development of modern
society is characterized by high rates of development, accompanied by digital algo-
rithmization of the economy and acts as a catalyst for the emergence of new social
relations and the transformation of the existing ones. The paper examines the digi-
talization of banking services and the possibilities of concluding international mort-
gage transactions in a remote format in the context of the transition to Industry 4.0,
as well as the gaps in the current legislation in the field of identification that do not
allow the implementation of remote banking services in full. It is concluded that in
order to ensure the possibility of concluding international mortgage transactions in
a remote format, it is necessary to form new approaches to identification, which, on
the one hand, must comply with the international principles of countering money
laundering and terrorist financing, and on the other hand, increase their accessibility
and simplicity for users, including individuals. In this area, the use of biometric data
and the formation of a bank of identifiers in “digital profiles” is seen as promising.

31.1 Materials

The scientific development of thematerial is carried out on the basis of a set of norma-
tive and doctrinal sources. The paper uses the federal laws and other normative acts
of the Russian Federation: Federal Law No. 115-FZ “On Countering the Legaliza-
tion (Laundering) of Criminally Obtained Incomes and the Financing of Terrorism”
of August 7, 2001, Federal Law No. 476-FZ “On Amendments to Federal Law
“On Electronic Signature” of December 12, 2019, Decree of the Government of the
Russian Federation No. 566 “On Approval of the Rules for reimbursement to credit
and other organizations of lost income on housing (mortgage) credits (loans) issued
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to citizens of the Russian Federation in 2020” of April 4, 2020, and the information
letters of the Central Bank of the Russian Federation.

As the policy documents of a strategic and advisory nature, dedicated to civil law
in the digital economy, we studied Doctrine of Information Security of the Russian
Federation (appr. by Decree of the President of the Russian Federation No. 646 of
December 5, 2016); the Strategy for the Development of the Information Society in
theRussianFederation for 2017–2030 (appr. byDecreeof thePresident of theRussian
Federation No. 203 of May 9, 2017); the State program of the Russian Federation
“Information society (2011–2020)” (appr. by Resolution of the Government of the
Russian Federation No. 313 of April 15, 2014); the Program “Digital Economy of the
Russian Federation” (appr. by Decree of the Government of the Russian Federation
No. 1632-r of July 28, 2017), etc.

The doctrinal sources are represented by the scientific publications of the domestic
lawyers, including Goncharov A. I., Inshakova A. O., Khomenko E. G., Ruzakova
O. A., and others.

31.2 Methods

The content of the paper is developed on the basis of the materialistic worldview and
the general scientificmethod of historicalmaterialism.The general scientificmethods
of cognition are applied: dialectical, hypothetical-deductive method, generalization,
induction and deduction, analysis and synthesis, and empirical description. The
study also uses specific scientific methods: normative-dogmatic, comparative-legal,
structural–functional, etc.

31.3 Introduction

A powerful impetus to the transition to Industry 4.0 economy was the so-called
“coronavirus crisis” caused by the spread of the COVID-19 coronavirus infection in
early 2020. The resulting isolation and significant restrictions on the movement led
to a sharp increase in demand for remote satisfaction of public and individual needs,
which prompted the operators of a wide range of services that were previously not
provided without a full-time presence, to urgently introduce digital technologies and
reorient business processes.

Banking services were no exception and in the context of the pandemic, banks
began to actively force a significant expansion of the range of services that can be
obtained in a remote format.

Within the territory of the Russian Federation, the information letters from the
Central Bank of the Russian Federation provided an opportunity to issue a remote
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mortgage by simplifying the procedure for identifying the borrower, which contra-
dicted the current legislation regulating the fight against money laundering and
terrorist financing.

Despite the fact that the possibility of remote mortgage registration appeared
within the territory of individual states, the conclusion of international mortgage
transactions in the context of the coronavirus crisis was actually stopped.

In the transition to Industry 4.0., the need for a remote banking service that allows
you to conclude the transaction, including across jurisdictions, becomes obvious,
but for the development of the current mechanism one has to resolve the question
of online identification of a person entering into a transaction which, on the one
hand, would allow obtaining international mortgages remotely and, on the other
hand, ensure complying with the international standards of legalization (laundering)
of incomes obtained in a criminal way and financing of terrorism (AML/CFT).

31.4 Results

In the conditions of a market economy, the rapid development of civil turnover,
increasing the movement of financial flows both within the country and abroad,
there is a need to find the optimal tool that contributes to increasing the pace of
socio-economic development of this country. One of these tools is the mortgage. In
the context of the pandemic, the demand for mortgage products did not decrease,
but there were significant problems of legal registration associated with the need for
the repeated personal presence of the borrower in the bank, which in some cases
became an insurmountable obstacle to the registration of mortgages, especially the
international ones.

31.4.1 The Legal Basis of International Mortgage Lending

The credit resources guaranteed by real estate collateral provide an inflow of invest-
ments into the production sector, form a multi-level fictitious capital in the form
of mortgages and mortgage-backed securities, increase payment demand in the real
estate market, expand the opportunities for business development, and contribute to
solving the problemof providing citizenswith housing. This is the economic function
of a mortgage.

A significant role in providing the population with affordable housing is played
by mortgage housing lending, which is an alternative to the previously existing
possibility of obtaining public housing.

Since the 2000s, mortgages have been rapidly developing and gaining popularity
among the population.
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The single development institution in the housing sector is theAgency forHousing
Mortgage Lending (AHML), whose tasks include supporting the development of
mortgage lending at the state level, aswell as the secondarymortgage lendingmarket.

In the ranking of the leading mortgage banks in Russia, three banks hold leading
positions: Sberbank, VTB 24, and Rosselkhozbank.

Mortgage lending is one of the most important forms of bank credit. It should be
noted that in this context we proceed from a broad interpretation of the termmortgage
lending.

Despite some positive trends in the development of the institution under consid-
eration, the need for its reform does not fade into the background. This is especially
true in the sphere of legislative regulation. Thus, the practice of foreign countries
indicates an increased interest in this issue [1].

In this part of the study, we will turn to various legislative approaches imple-
mented in the regulatory framework of mortgage lending in foreign legal systems
for comparison with the methodology of the national legislator.

If the relationship under the mortgage agreement is complicated by a foreign
element, we should already talk about international mortgage, which is a promising
area of banking practice.

The essence of international mortgage lending is as follows: the borrower,
receiving funds under the loan agreement, acquires a real estate object outside of
his country, while he is burdened with a mortgage, and another real estate object that
is already owned by the borrower can also be provided as collateral.

Internationalmortgage lending is a rather controversial topic. Even in the statistics
of foreign countries, international mortgages do not stand out as an independent
segment.

The attractiveness of buying real estate abroad is also due to the high interest rates
on mortgage loans in Russia. Despite the fact that some banks, and in particular, the
leading bank of mortgage lending Sberbank, make decisions to reduce interest rates,
we believe that this measure will not completely reduce the attractiveness of buying
foreign real estate with a mortgage.

In addition to the above, this fact is also explained by the fact that real estate
and infrastructure abroad and, in particular, in Europe are of higher quality than the
similar ones in the Russian Federation.

Currently, depending on various factors that characterize both the borrower and
the subject of the mortgage, the initial payment can reach up to 60%, and credit
funds are provided on average for 10–15 years, no more, provided that the borrower
confirms his solvency and provides information about his regular expenses (rent,
alimony, payments on other loans, etc.).

TheEuropean countries can be divided into several groups depending on the possi-
bility of providing real estate to non-resident Russian citizens and the complexity of
the procedure for obtaining a mortgage loan:

(1) countries where obtaining a mortgage is not possible for Russian citizens
(Bulgaria, Romania, Montenegro, Switzerland, etc.);
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(2) countries where a mortgage is available, but the procedure for obtaining it for
Russian citizens is much more complicated (England, Italy, and Austria);

(3) countrieswhereRussian citizens are granted amortgage if certain requirements
are met (Germany, France, Turkey, and Latvia);

(4) countries where it is difficult for Russian citizens to get a mortgage due to the
unstable economic situation (Italy, Greece, and Croatia);

(5) countries where it is possible for Russian citizens to obtain a mortgage loan on
terms similar to those established for citizens of the country (Spain, Cyprus,
Portugal, Finland, Israel, the United States, and Belgium).

In our opinion, international mortgage lending is a type of mortgage lending that
assumes that the main participants in the transaction and the real estate object fall
within different jurisdictions.

31.4.2 The Classification of International Mortgage Lending
Transactions

We will classify international mortgage lending transactions vertically, using such a
criterion as the number of jurisdictions:

– a one-tier transaction in which the borrower and the bank are located in one
country, and the subject of the mortgage in another one [2];

– a two-tier transaction (the borrower has a permanent residence (or citizenship) in
one country, and the bank and the subject of the mortgage are located in another
country);

– a three-level transaction (the borrower, bank, and mortgage object are located in
different countries).

Of course, each of the countries in which a potential borrower wants to buy real
estate has special requirements for them, which in turn complicates the conclusion
of transactions and leads to an increase in costs.

In general, the mortgage market is a segment of the financial market, in particular,
the loan capital market; it is obvious that the international mortgage lending market
is also part of the global loan capital market.

At themoment, international mortgage lending is developing dynamically. Unlike
Russia, theG7countries have considerable experience in supporting transactionswith
foreign real estate.

In our opinion, international mortgage lending is characterized by a number of
advantages.

The first of them is a long-term loan. The second advantage is due to the fact
that mortgage lending is not subject to the market conditions, since credit resources
are formed by attracting the savings of future borrowers on the principle of mutual
assistance cash, regardless of the stock markets.

It seems that the latter should be applied in the Russian banking practice.
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The main direction of using the funds received by the borrower under an interna-
tional mortgage will be the purchase of real estate for personal residence. However,
this is not the only direction of using the borrowed funds.

The second direction is investment, when the borrower purchases real estate
abroad in order to invest money for further income generation, for example, by
renting it out or using it for tourist purposes. According to research, 63% of the
surveyed realtors believe that among Russian-speaking investors, apartments and
houses for rent are in the greatest demand.

31.4.3 Remote Mortgage as a New Banking Product

Industry 4.0 involves the remote control of processes, making transactions, receiving
not only the state and municipal, but also banking services.

One of the significant innovations that reflects the general trends of the digital-
ization of banking services, but did not actually exist before the coronavirus crisis,
was remote or online mortgage.

The rapid pace of digitalization of this sphere in the Russian Federation is
confirmed by the fact that just three years ago, in 2018, Elena Chaikovskaya, the
adviser to the First Deputy Chairman of the Bank of Russia, speaking about remote
mortgages, pointed out that “at the moment it looks close to fiction” [3].

In October 2019, the Ministry of Communications of Russia prepared a Draft
Decree of theGovernment of the Russian Federation on the experiment on the remote
use of a reinforced qualified electronic signature (QES), which allows, in particular,
issuing the electronic agreements of purchase and sale of real estate with a mortgage,
while using the funds of the credit institution using the platform “Masterchain”, based
on the technology of distributed registries.

It should be said that earlier Russian banks announced the provision of services
for issuing online mortgages, however, in its essence, this service could not be called
“remote” in the full sense of the word.

The process of issuing the so-called “remote mortgage” took place in two stages:

– a preparatory one, which takes place in remote format and is carried out in
the client’s personal account on the bank’s website or in a mobile application,
including filing an application, calculating payments, and scoring the borrower.

– a legal one, consisting, in fact, of the conclusion of the transaction, carried out in
the traditional legal form.

Thus, previously, it was the organizational, not legal, actions that were transferred
to a remote format. The number of visits to the bank by the borrower was reduced
to one, but it was necessary. That, in the conditions of border closures and mass
lockdowns, made it impossible to issue an international mortgage.

With the onset of the pandemic and sharp currency fluctuations, Russian banks
recorded an increased demand for housing loans in the conditions of self-isolation
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and, in this regard, began to maximize the possibilities of the remote mortgage
registration service.

The demand of citizens for mortgage lending also increased in connection with
Decree of the Government of the Russian Federation No. 566 of April 2020,
which established an extremely low interest rate on housing loans in the Russian
Federation—6.5% per annum.

31.4.4 The Identification of Persons Entering into Mortgage
Transactions

It should be noted that granting remote mortgages is still limited by the current
legislation.

The Federal law “On counteraction to legalization (laundering) of incomes
obtained in a criminal way, and terrorism financing” does not allow opening accounts
(deposits) of clients without the personal attendance of the individual opening the
account (Deposit) or the client’s representative.

However, the Central Bank of the Russian Federation has taken significant steps
to mitigate this requirement with a number of information letters.

By Information Letter of April 10, 2020, it is established that for the period up to
July 1, 2020, to apply penalties against the credit organizations for violations by the
credit organizations of the requirements of sub-paragraph 3 of paragraph 5 of Article
7 of the Federal Law “On Countering the Legalization (Laundering) of Criminally
Obtained Incomes and the Financing of Terrorism”, regarding the prohibition to open
accounts (deposits) to customers without the personal attendance of the individual
opening an account (deposit), or a representative of the client, only if the Bank of
Russia reveals the facts of opening such accounts by the credit institutions on the
basis of false identification information.

On April 17, 2020, by the Information Letter, the Central Bank of the Russian
Federation introduced similar eases for small and medium-sized businesses, but with
a targeted restriction: they receive a loan for urgent needs to support and maintain
employment [4].

The banks reacted quickly to the message of the regulator, in particular, the bank
DOM. The Russian Federation has announced the beginning of electronic transac-
tions with mortgages, when all documents are signed by customers with an enhanced
qualified electronic signature using a smartphone. According to the bank, at the
moment such transactions are carried out inMoscow, St. Petersburg, Samara, Nizhny
Novgorod, and Chelyabinsk. Sberbank has also announced the granting of the first
remote mortgages [5].

The Information letters of the Central Bank of the Russian Federation do not have
the force of regulations, since by virtue of Article 7 of the Federal Law “On the
Central Bank of the Russian Federation”, the Bank of Russia issues regulations only
in three forms: instructions, regulations, and directions [6].
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The coronavirus crisis motivated the Central Bank of the Russian Federation to go
to extreme measures. No changes were made to the Law on Legalization, that is, the
legislative ban on opening accounts without personal attendance still remains. But
its effect was actually canceled by a strong-willed decision of the Central Bank of
the Russian Federation, which explained that the measures of responsibility for these
violations will not be applied and de facto legalized the remote opening of accounts
and the establishment of the will of the recipients of banking services [7].

The recognition of remote will will take place in the event that the technical means
used for expressing will allow you to reproduce the content of the expression in a
tangible medium, and determine the person who expresses the will, including using
biometric identification, electronic signature, and so on [8].

Thus, in making any remote banking transactions, the most important is the issue
of proper identification. The priority is to establish a balance between the desire for
development in the information society and the need to ensure proper identification
to eliminate the risks of conducting banking operations for illegal purposes and
committing fraudulent actions [9].

Thus, the cases of fraud in the real estate sector using a qualified electronic signa-
ture are already being recorded. The fraudsters re-registered the ownership of the
apartment through the portal of Public Services, using a fake electronic signature
[10].

At the present stage, the legislator in the Russian Federation has implemented the
possibility of electronic interaction in the digital environment between all partici-
pants in legal relations by introducing such a concept as a single enhanced qualified
electronic signature (CEP) into the regulatory framework [11].

An enhanced qualified electronic signature is confirmed by a certificate from an
accredited certification center and in all cases is equated to a paper document with a
“live” signature, except in cases where the law explicitly provides for the obligation
to comply with the written form of the document.

But in practice, not only individuals and legal entities, but even public authorities
have faced the problem of using an electronic digital signature in the information
systems of various departments in connection with the requirement for a single
certificate of the key for verifying the enhanced qualified electronic signature of
the object identifiers (OID) of certain powers assigned to the user within a specific
information system.

Due to the lack of the required identifiers in individual information systems,
certificates issued by accredited certification centers (CC) may not always be used
to verify an electronic signature. This restriction has led to the fact that certifica-
tion authorities are forced to offer users qualified certificates designed to work with
specific organizations [12].

On April 10, 2020, the Central Bank issued recommendations designed to over-
come this limitation. Starting from April 2020, if the client has a valid qualified
certificate that was issued by an accredited CC in force at the time of issue, then the
credit institutions should not issue a qualified certificate from the servicing bank for
their client [13].
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Since today the statutory regulation of the use of electronic signature does not
correspond to the current stage of development of this technology, all this systemat-
ically led the legislator to make changes to the federal legislation on the electronic
digital signature, which are necessary for civil turnover.

On July 1, 2020, Federal Law No. 476-FZ of December 27, 2019 “On Amend-
ments to the Federal Law “On Electronic Signature” came into force in the Russian
Federation.

The amendments are designed to create a single space of trust for electronic
signatures [14].

The Federal Law contains a number of provisions designed to overcome the
problem faced by individuals, legal entities, and authorities by regulating the proce-
dures for establishing and verifying the authority of these entities using electronic
signatures in various information systems and ensuring the reliability of the iden-
tification of these entities using an electronic service that would provide electronic
interaction [15].

The legislator introduced the concept andmechanismof using the so-called trusted
time stamp, that is, reliable information in electronic form about the date and time
of signing an electronic document with an electronic signature.

It also provides for the introduction and use of machine-readable powers of
attorney for the purpose of confirming the authority in the digital environment [16].

A proposal to introduce a new legal institution—the institution of trusted third
parties—is also under discussion. Such an institution will be the organizations autho-
rized by the state authorities to verify electronic signatures in electronic documenta-
tion in the digital environment, as well as to implement confirmations in an electronic
format of the results of such verification [17].

The introduction of biometric authentication technologies, which is a global trend,
is actively discussed. The biometric platformuses two parameters for identification—
a voice profile and a photo image. According to the expert estimates, it is the banking
biometrics market that will show the highest growth rates for the period 2018–2022
[18]. Currently, there is an active development of the regulatory and technical base
of biometric technologies [19].

It is quite possible that biometric identification technologies will take a dominant
position, replacing the digital ones, with the accumulation of data and the improve-
ment of technical systems for recognizing biometric parameters; biometric identifiers
will become increasingly important, capturing new niches in banking services [20].

Since 2019 under consideration there has been theDraft Decree of the RFGovern-
ment “On introducing amendments to the Statute on the Federal state information
system “Single portal of public and municipal services (functions)”, providing for
the formation of the bank identifiers in the “digital profiles” of the citizens (and later
probably and legal persons) that will give them the opportunity to trade by means of
the infrastructure of the Single portal of public and municipal services.
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31.5 Conclusion

Summing up, it should be noted that the coronavirus crisis has become a catalyst
for the earlier structural changes in the banking system caused by the transition
to Industry 4.0, significantly accelerating the process of digitalization of banking
services, which included even the services that were previously impossible to obtain
remotely, in particular, obtaining a mortgage loan.

However, it is currently impossible to obtain an international mortgage in a remote
format, which, given the limited international communication in the context of the
coronavirus crisis, has actually stopped the system of international mortgage lending.

Internationalmortgage lending is a rather promising banking product. For a person
who wants to purchase a property abroad with a mortgage, it is necessary to meet
a number of certain requirements imposed on both the borrower and the purchased
property, depending on the specific country.

International mortgage lending transactions can be structured as one-, two-, and
three-level. In general, international mortgage lending has significant advantages,
acts as an effective mechanism for solving housing issues of citizens, is and a way to
obtain additional income in the case of purchasing foreign real estate for investment
purposes.

The realities that the banking sector of the Russian Federation faced in the first
half of 2020 pointed to the urgent need to introduce a broader form of information
technology application to meet the needs of citizens of the Russian Federation and
support the country’s economy.

The Central Bank of the Russian Federation in the crisis conditions took a number
of urgent measures, including temporary blocking of the legislative restrictions on
opening accounts without the personal attendance of citizens. The legal requirement
that, where there is a legal prohibition and punishment of the person authorized for
monitoring its compliance, their willful decision to announce that the liability in
a particular period will not apply, can be justified by the need for urgent action,
however, creates a precedent, unacceptable in a legal state.

In the Russian Federation, it is necessary to amend the current legislation, namely
Federal Law No. 115-FZ “On Countering the Legalization (Laundering) of Crimi-
nally Obtained Incomes and the Financing of Terrorism” (AML/CFT) of August 7,
2001, regarding the possibility of opening accounts (deposits) to customers without
the personal attendance of an individual.

It is also necessary to review the legislation in the field of AML/CFT with the
establishment of a certain level of powers granted to the authorized bodies for rapid
changes in the regulation in this area, including in order to form and provide a legal
basis for the inevitable and rapid process of digitalization of banking services. It is
possible to establish the boundaries of the legal field within which the regulation will
be carried out by the regulatory acts of the Central Bank of the Russian Federation,
which will allow for a more flexible and timely response to changing circumstances,
which does not contradict the current legislation.
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The formation of the legal regulation of digitalization of banking services is impos-
sible without fixing new approaches to identification, which, on the one hand, should
protect as much as possible from fraudulent actions, and, on the other hand, increase
its accessibility and simplicity for users, including individuals. In this area, the use
of biometric data and the formation of a bank of identifiers in “digital profiles” are
seen as promising.
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Chapter 32
Investing in Utilitarian Digital Rights
as a Legal Mechanism for Improving
the Welfare of the Population
and a Factor of Inclusive Growth

Andrey N. Sadkov , Marina V. Goncharova ,
and Elvira O. Osadchenko

Abstract The authors of this chapter of the monograph explore the problems of
the turnover of utilitarian digital rights. These rights are considered as an invest-
ment mechanism that allows for the inflow of free funds of the population into the
real sector of the economy. This inflow of money contributes to achieving the target
of protecting the savings of the population from inflation, and also contributes to
improving the welfare of the population. According to the authors, utilitarian digital
rights are an important element of improving the efficiency of small business develop-
ment, allowing individuals and legal entities to gain access to markets and resources
without discrimination. Such opportunities, in turn, are one of the factors of inclusive
growth. The authors formulate proposals for improving Russian legislation aimed
at increasing the attractiveness of using the investment structure through investment
platforms.

32.1 Introduction

The progressive development of civilization is impossible without the use of new
technologies that reduce organizational, time, and material costs to achieve a high
standard of living in society. The search for optimal ways to determine the comfort
of people’s lives has necessitated the rejection of assessing the level of development
of countries based on the Gross Domestic Product index for each individual person.
In 2017, at the World Economic Forum in Davos, as the most correct indicator
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determining the real level of development of a country, it was proposed to use a new
criterion—the Inclusive Development Index (IDI). This index takes into account
not only the volume of Gross Domestic Product for each individual person, but
also a number of indicators. In particular, the level of poverty, median income, the
coefficient of stratification of society by income, employment of the population, the
coefficient of demographic load, etc. are taken into account [1].

In themodern sense, the InclusiveDevelopment Index (IDI) is a complex indicator
calculated based on the analysis of 12 criteria combined into three groups: The
first group: growth and development; the second group: continuity of generations
and sustainability of development: The third group: inclusivity [2]. ID allows you
to determine the degree of availability of material goods and services for various
categories of the population. It is proposed to consider it as a tool used to form an
economy with high employment, ensuring social and territorial cohesion [3].

Improving the level of comfort of people’s lives in a particular country is impos-
sible without the modernization of the management and production sector, the use of
the latest technologies and innovations.We are in solidarity with DmitryMedvedev’s
position that the more intelligent and efficient the economy, the higher the level of
well-being of citizens, the freer, fairer, andmore humane not only the political system
but also society as a whole [4].

There is no doubt that the modernization of the economic and production sphere
requires the involvement of certain resources, and above all,money,which is achieved
in the process of investment. In our opinion, the use of the construction of “utilitarian
digital rights” in order to invest the free funds of the population in the real sector of
the economy can be considered as a legal mechanism for improving the welfare of
citizens and one of the driving forces of inclusive growth.

32.2 Methodology

The conducted research is based on the application of the universal scientific method
of materialistic dialectics. The authors also used general logical, general scientific,
and special methods of scientific cognition. Among them are analysis, synthesis,
deduction, induction, method of system research, method of structuring material,
formal legal method, comparative legal method, etc.

32.3 Results

As a legal basis for the turnover of utilitarian digital rights and investment activities
in Russia, first of all, the Civil Code of the Russian Federation should be noted. We
will also highlight the Federal Law “On Attracting Investments Using Investment
Platforms and onAmendments toCertain LegislativeActs of theRussian Federation”
dated August 2, 2019, No.259-FZ (Law No.259-FZ, 2019). Of course, the regulation
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of investment issues using the construction of utilitarian digital rights is not limited
only to the above-mentioned regulatory legal acts but should also be highlighted
within the framework of the stated topic.

In accordance with the norms of Articles 8 and 9 of Law No.259-FZ, 2019, the
legislator, revealing the essence of utilitarian digital law, highlights the right of an
authorized person to a claim fixed in a digital certificate. This is the right to demand
the transfer of a thing(s), the transfer of the exclusive right to the result of intellectual
activity and (or) the right to use the results of intellectual activity, the right to demand
the performance of works, and (or) the provision of services. In accordance with the
norms of the current legislation, these rights are recognized as utilitarian digital
rights. A condition is established here—these rights originally arose as a digital right
based on an agreement on the acquisition of a utilitarian digital right concluded using
an investment platform [5].

Unfortunately, the legal definition of the term “digital law”, which is contained
in Article 141.1 of the Civil Code of the Russian Federation [6], does not allow to
clearly distinguish this right from other objects of civil rights. The analysis of public
relations arising in connection with “digital rights” allows us to conclude that this
is more about the form of fixing certain property rights. Therefore, we agree with
the authors who consider the term “digital rights” to be incorrect and propose to
introduce the phrase “digitized rights” into the legal lexicon as its replacement [7].

Inshakova and Goncharov [8], describing the specifics of utilitarian digital rights,
argue that practically a crypto record is carried out in the database of the investment
platform, which certifies the requirements reflected in the digital certificate. It should
be noted that the legislator has imposed restrictions on the certification of certain
requirements that exist as utilitarian digital rights. These are requirements concerning
the transfer of property, the rights to which are subject to imperative accounting in
state registers. These are the requirements concerning the transfer of property in
transactions for which a mandatory notarial form is established. Alternatively, in
accordance with the provisions of the law, state registration is provided for such
deals.

As a person can be attracting investments using the construction of utilitarian
digital rights only a legal entity whose national law is Russian law. Such a person
can also be an individual entrepreneur. These persons are obliged to conclude an
agreement on the provision of investment attraction services with the operator of the
investment platform. On the basis of this agreement, the person attracting invest-
ments is granted access to the information platform for concluding an investment
agreement. In practice, access is carried out with the help of information technologies
and technical means of the corresponding information platform.

Any individual or legal person who has the appropriate amount of legal person-
ality can act as an investor. The investor enters into an agreement with the operator
of the investment platform on the provision of investment assistance services. In
accordance with this agreement, the investor is granted access to the investment plat-
form for signing the investment agreement. This agreement is signed with the help
of information technologies and technical means of the investment platform.
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In our opinion, the investment construction of utilitarian digital rights is an attempt
by the legislator to streamline investment relations common in economically devel-
oped countries, which are called “Internet investing” [9], or “crowd-funding” [10].
The Russian legislator refused to introduce the term “crowd-funding” into the legal
national legal lexicon. The Russian legislator refused to introduce the term “crowd-
funding” into the legal national legal lexicon. At the same time, crowd-funding is
a technology of collective financing that allows attracting a wide range of investors
for the implementation of a certain project [11]. Kick-starter is considered one of
the most popular international crowd-funding platforms, which has been success-
fully operating since 2009 [12]. Since 2012, such collective financing platforms as
Boomstarter [13] and Planeta [14] have been successfully operating in Russia.

The use of the investment structure by acquiring property rights, referred to in
paragraph 1 of Article 8 of the Law No.259-FZ, 2019, as “utilitarian digital rights”
[5], is a variant of the legal regulation of attracting money from a wide range of
retail investors to the real sector of the economy. The undoubted advantage of such
an investment for an investor is its accessibility. The investor only needs to have
a device that allows him to work on the Internet and identify the user. Such an
investment provides a wide range of objects for investment. There is an obligation
of the person attracting investments to transfer things, the results of work, to provide
services, to grant exclusive rights to the results of intellectual activity, or the rights to
use the results of intellectual activity. As advantages of this type of investment for the
person attracting investments, it is necessary to highlight first of all the possibility
of attracting a wide audience of investors on terms more comfortable than bank
lending. This is especially important for economic entities classified in accordance
with the norms of the Federal Law “On the Development of Small and Medium-
sized Enterprises in the Russian Federation” dated July 24, 2007, No.209-FZ [15] as
“small and medium-sized enterprises”.

The Strategy for the Development of Small and Medium-Sized Enterprises in the
Russian Federation for the period up to 2030 notes that small and medium-sized
enterprises provide for the creation of about 1/5 of the Gross Domestic Product of
the Russian Federation. In many subjects of the Russian Federation, the share of
such subjects in the creation of the gross regional product reaches 1/3 or more. The
Strategy approved by the Decree of the Government of the Russian Federation No.
1083-r dated June 2, 2016 [16]. In 2021, more than 5.5 million small and medium-
sized businesses operated in the field of small and medium-sized business economic
entities providing employment for more than 18 million people.

The authors [17], characterizing the problems of the development of small and
medium-sized entrepreneurship at the present stage, reasonably note its features.
These subjects of civil turnover react most quickly to market changes, adapt to
new conditions in a mobile way, and are dynamic in choosing areas of activity and
ensuring employment of the population. However, along with the positive aspects
characterizing the participation of small and medium-sized businesses in economic
activity, it should be noted that the risks for these entities are also great. E. Petrova,
relying on the opinion of the expert community, notes that in the conditions of a
pandemic COVID-19 in Russia, the number of small and medium-sized businesses
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is rapidly declining. This is due to a number of factors, including the complexity of
using the bank financing mechanism for the implementation of new projects [18].

In the context of a pandemicCOVID-19,when small andmedium-sized businesses
face not just optimization issues, but survival, the popularity of platform solutions is
growing. Using the potential of P2P platforms allows not only to reduce transaction
costs but also to attract funds for development. According to our estimates, unfor-
tunately, when it comes to a startup, bank lending “for an idea” looks completely
unrealistic. Then “people’s financing” often becomes the only opportunity to enter
the market of companies with high growth potential in the absence of a credit history
and collateral property. At the same time, investors have the opportunity to place
free cash savings in current investment projects and save them from inflation. There
is no doubt that the development of promising projects and mutual satisfaction of
the interests of businesses and consumers contribute to the growth of the welfare of
the population, inspire people with confidence in the future, and help overcome the
negative consequences of the economic downturn in the conditions of the COVID-19
pandemic.

However, with all the advantages of using investment mechanisms through the
acquisition of utilitarian digital rights, it should be noted that crowd investing and
crowd lending could not be considered as an alternative to a bank deposit. Although
Internet investing assumes profitability at the level of 12–15% per annum, which is
significantly higher than the income offered by banks on ruble deposits at the level of
5–7% per annum, the risk of unsuccessful investment through investment platforms
is quite high.

This is due to a number of factors. Firstly, the operator of the investment platform
is not liable for the obligations of the person attracting investments. Secondly, the
legislator does not provide for mandatory insurance of the risk of liability of the
person attracting investments. Thirdly, the objectivity of the information contained
in the investment offer of the person attracting investments often remains on the
conscience of such a person himself and is not confirmed by an independent audit.

Of course, the Russian legislator has provided measures aimed at reducing invest-
ment risks when investing using investment platforms. First, the responsibility of
the operator of the investment platform for violating the rules of the investment
platform and for providing inappropriate information about the investment platform
and its operator has been established. Secondly, generally for an individual investor,
the maximum investment volumes using investment platforms within one calendar
year should not exceed 600,000 rubles. Third, during one calendar year, one busi-
ness entity using investment platforms does not have the right to attract investments
worth more than 1 billion rubles. Fourth, there are quite serious requirements for
the operators of the investment platform in terms of personnel potential and the size
of their own funds (at least 5 million rubles), etc. In our opinion, such “protective”
measures should be strengthened with the help of business risk insurance structures
of the person attracting investments. We also believe that it is necessary to publish
on the investment platform’s website information about the expected effectiveness
of the investment project identified by an independent audit.
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32.4 Conclusion

The legal system of the Russian Federation is actively searching for solutions the
effectively regulate public relations arisingwithin the framework of a new industry—
digital financial technologies. One of such measures is the adoption of Law No. 259-
FZ, 2019. One of the directions of legal regulation in this law is the regulation of
the turnover of utilitarian digital rights in the process of investment by individuals
of their monetary savings. There is no doubt that the new investment opportunities
established by this law will contribute to the development, first of all, of small and
medium-sized businesses. They will also contribute to the implementation of new
achievements, primarily in the field of intellectual activity, and thereby improve the
welfare of the population.

However, it is necessary to protect citizens as unqualified investors from the
adverse consequences of a failed investment. In order to increase the financial security
of new digital investment objects—utilitarian digital rights—we propose to supple-
ment the norms of Law No. 259-FZ, 2019. The law needs to be supplemented with
provisions concerning compulsory insurance of the entrepreneurial risk of the person
attracting investments. In addition, a preliminary independent audit is required when
placing information about an investment project on an investment platform. We
believe that the legislator will be able to achieve an optimal combination of private
and public interests, which will contribute to a noticeable improvement in the quality
of life of the broad masses of the population and civilization as a whole.
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Chapter 33
Improving Legislation in the Field
of Application of Key Technologies
of the Fourth Industrial Revolution:
Distributed Registries in Online
Commerce

Alexander I. Goncharov , Agnessa O. Inshakova ,
and Elvira O. Osadchenko

Abstract The modern development of the Internet space is characterized by the fact
that in most spheres of public relations, this space becomes indispensable. Currently,
for the sustainable development of business, ensuring its competitiveness, it is neces-
sary to use digital technologies in the activities of organizations. The technology of
data processing and storage based on decentralized distributed registries (blockchain)
is highly effective in commercial applications. Unfortunately, in the Russian Feder-
ation, the technology of decentralized distributed registries is not given sufficient
attention. There is no legal framework regulating this technology, as well as rela-
tions that arise within the framework of remote purchase and sale transactions carried
out by legal entities and individuals on the Internet.

33.1 Introduction

When referring to official documents, it can benoted that the technologyof distributed
registries is defined as a register of data blocks, each of which is an addition to each
other, as a chain of blocks containing information and cryptographic links [1, 2].

Colleagues Professor Karelina S.A. and Professor Frolov I.V. give a similar defi-
nition, pointing out that the blockchain is a registry that consists of a database and
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blocks that store information about transactions. The registry, as in the previous defi-
nition, is distributed, and the database is decentralized. A.I. Savelyev gives a similar
definition but adds a clarification that the implementation of the technology is based
on a cryptographic algorithm [3].

Therefore, it can be formulated that the blockchain is a distributed registry,
expressed by blocks collected in a sequential chain, containing certain information
and operating on the base of a cryptographic algorithm, integrating a decentralized
database.

To study the basis of legal regulation of the technology in question, it is neces-
sary to make certain distinctions. Not only the technology itself falls into the sphere
of regulation, but also the relations arising from its use. When regulating the tech-
nology itself, terminology, ontology, management, etc., are fixed. When regulating
relations, the spheres of use of this technology are regulated, for example, purchase
and sale transactions on the Internet. In addition, such areas of regulation may
include digital assets; tokenization; international payments; identity information
management; electronic voting; secure data exchange, registry maintenance, etc.

The following documents were included in the composition of the regulatory
sources studied during this scientific development. Roadmap for the development
of “end-to-end” digital technology “Distributed Registry system”. ISO 22739:2020
“Blockchain and distributed registry technologies. Dictionary”. Part One of the Civil
Code of the Russian Federation No.51-FZ of November 30, 1994. Letter of the
Federal Tax Service of Russia dated 03.10.2016 No OA-18-17/1027 “On control
over the circulation of cryptocurrencies (virtual currencies)”. Federal LawNo. 86-FZ
of 10.07.2002 “On the Central Bank of the Russian Federation (Bank of Russia)”.
Federal Law No. 173-FZ of 10.12.2003 “On Currency Regulation and Currency
Control”. Rosfinmonitoring Agreement No. 01–01-14/22440, Federal Tax Service
of Russia No.MMV-23-2/77@dated 10/15/2015 “OnCooperation andOrganization
of Information Interaction between the Federal Financial Monitoring Service and the
Federal Tax Service”.

Doctrinal sources represented by scientific works of Russian scientists, including
the following scientists: E.G. Bagoyan, A.V. Belitskaya, V.S. Belykh, E.I. Belyaev,
O.A.Belyaeva,V.A.Vaypan,O.A.Garashchuk,A.I. Goncharov,M.A. Egorova,A.O.
Inshakova, D.E. Matytsin, I.E. Mikheeva, A.I. Savelyev, A.V. Sereda, I.R. Sungatov,
E.V. Chaikina, G.O. Shakhnazarov.

33.2 Methodology

The development of the content of this chapter is based on the materialistic world-
view and the universal scientific method of historical materialism. General scien-
tific methods of cognition are applied: dialectical, hypothetical-deductive method,
generalization, induction and deduction, analysis and synthesis, empirical descrip-
tion. The research also uses private scientific methods: dogmatic, comparative-legal,
hermeneutic, structural–functional, etc.
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33.3 Results

There is no legal regulation regarding the blockchain technology itself and the rela-
tions associated with its application in our jurisdiction. However, some documents
on the development of the blockchain application in Russia have been adopted. First
of all, we note the program “Digital Economy of the Russian Federation”. According
to this program, one of the tasks of the Government of the Russian Federation is the
development and implementation of the technology in question in various areas of
public relations.

When referring the technology in question to objects of civil rights, it is possible
to apply the civil legislation of the Russian Federation, first of all, the provisions of
Article 128 of the Civil Code of the Russian Federation [4]. It is possible to highlight
the Letter of the Federal Tax Service dated 03.10.2016 No. OA-18-17/1027, in which
an explanation was given about the turnover of the technology in question and the
directions of control over this turnover [5]. Concerning the well-known fiduciary
settlement instruments, which many people call “cryptocurrency” in everyday life,
it should be pointed out that the turnover of unofficial “monetary” funds and their
surrogates on the territory of our state is prohibited by the provisions of Federal Law
No. 86-FZ of 10.07.2002 “On the Central Bank of the Russian Federation” [6]. Since
the legislator has not settled the issue of what refers to monetary surrogates, what
was meant by “cryptocurrency”, this leads to contradictions in the practice. That is,
as such, there is no direct ban on the use of the technology in question in Russian
legislation, but at the same time, there are no legal norms regulating this turnover [7].

The opinion of the Federal Tax Service of the Russian Federation is interesting,
in which this service indicates that transactions on the technology in question should
be considered currency transactions [8]. At the same time, there are no instructions
on the control of the use of decentralized distributed registers technology by the
Federal Tax Service of the Russian Federation, the Federal Customs Service of the
Russian Federation, the Bank of Russia, and other agents of currency control in
the legislation of Russia. In addition to this, it provides for the authority of the
Federal Tax Service of the Russian Federation to initiate a request for transactions
carried out using blockchain technology within the framework of the agreement
between Rosfinmonitoring and the Federal Tax Service of Russia on cooperation
and organization of information interaction [2]. In general, it should be borne in
mind that there is practically no legal regulation of legal relations using blockchain
technology [9].

Further, we are going to consider the regulation of blockchain technology itself.
Several standards have been adopted at the international level (Fig. 33.1).

The first standard developed by the International Organization for Standardization
was ISO 22739:2020 “Blockchain and Distributed Registry Technologies. Dictio-
nary”. It follows from this dictionary that the blockchain is a distributed registry,
expressed by blocks collected in a sequential chain and containing certain informa-
tion and working on the base of a cryptographic algorithm, including a decentralized
database [10].
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The legal regulation of blockchain technology in foreign countries is more devel-
oped than in our country. Many countries have officially recognized this technology
and implemented it in the financial sector. However, there are some states, which
have a negative attitude to the technology in question. It is possible to differentiate
countries by the criterion of attitude to the blockchain (Fig. 33.2). At the same time,
it should be noted that over the past few years, some countries have moved from one
group to another. For example, China was initially one of the ardent opponents of
the technology in question, any operations and the use of any blockchain technolo-
gies in the country were prohibited at the legislative level. Nevertheless, in 2016,
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Fig. 33.2 Groups of states according to the criterion of attitude to the blockchain. Source compiled
by the authors

China completely changed its position and began a policy to stimulate the develop-
ment of blockchain technology, including this technology found consolidation in the
country’s thirteenth five-year plan (from 2018 to 2022) [11].

The second group is those states that do not prohibit the use of this technology
but do not try to solve the issue of legal regulation in any way, as well as those
working toward the legislative consolidation of the blockchain. At the same time, it
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can be noted that the existing legal framework in these states may partially be aimed
at regulating the technology in question, but there is still no direct legal regulation.
An example in this context is the legislation of the European Union. In terms of
responding to the development of blockchain technology in the world, some changes
are made to EU legislation, but there is still no active work.

Switzerland (not a member of the EU) is a country that belongs to the third
group. This state has developed a legislative framework to regulate the use of the
technology in question.Virtual currency is legalized in this jurisdiction.Another third
group of states includes states that have implemented legal regulation of blockchain
on their territory and have legalized, to one degree or another, transactions on the
blockchain for the circulation of virtual currencies [12]. In particular, in 2017, The
Swiss Federal Council has created a “regulatory sandbox”, the purpose of which was
to create a favorable environment for startups in the field of financial technology. In
2019, the Swiss government has approved a bill on the adaptation of legal norms to
the regulation of the virtual currency and blockchain industry [13]. The third group
also includes France. Over the past 5 years, two laws have been adopted in France
that have established a special legal regime for the use of the technology in question,
the concept of this technology has been fixed, its use for securities turnover, as well
as the recognition of blockchain as a technology regulating activities in the field of
debt turnover [14]. Italy can currently be assigned to the third group, but back in
2019, this country was conditionally in the second group, then, at the initiative of the
Italian government, a law on blockchain and smart contracts was adopted; thereby
the blockchain technology was legalized.

Japan might be attributed to one of the most active jurisdictions where blockchain
technology is used at the state level. In Japan, there is a special body for regulating this
technology—the Digital Assets Commission (active since 2014), and such areas of
blockchain as virtual currencies “Bitcoin”, “Ethereum”, etc. are also fully legalized.
The US Congress is actively developing a regulatory framework for the development
of this technology in the country’s financial sector [15].

In general, the attitude toward blockchain technology in some foreign countries
allows us to conclude that the adoption or non-acceptance of the technology in
question is directly influenced by the level of development of the financial sector
of this country. In the most developed countries with high GDP, there is an active
introduction and development of the legal framework regulating the technology in
question.

The development of e-commerce in Russia and the world in the last decade has
acquired a large-scale character. For a decade, starting from 2011 to 2021, the e-
commerce market in Russia showed almost tenfold growth in ruble terms. This is
largely facilitated by the development and implementation of advanced digital tech-
nologies in all areas of business and administration. The possibilities of blockchain
technology are very multifaceted, and, undoubtedly, many more interesting, useful,
and profitable applications of this technology will be invented. The peculiarity of the
technology under study also lies in the fact that any initiatives can be started by a
small group of people or even by one participant for their clients, and then they will
be easily distributed to the entire market.
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Further, we are going to consider the options for using blockchain (Fig. 33.3).
Separately, should pay attention to the use of blockchain for electronic payments

in online commerce. To make a payment when buying via the Internet, you need
some kind of payment system (bank). Such a system has certain disadvantages: a
commission for conducting operations; strict rules and procedures for handling that
do not always suit everyone; technical failures in operation; embezzlement of funds
by fraudsters. Blockchain technology is free from these disadvantages and all the
disadvantages listed in Fig. 33.4 are absent. With the help of this technology, it is
possible to make conditional payments [16].

In recent years, the following main trends in the development of e-commerce in
Russia have been most clearly highlighted:
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– the technological improvement of communication and delivery mechanisms, for
example, purchases using mobile applications and voice purchases;

– the development of the direction of issuing orders through postamates, for
example, by such market participants as Ozon, Goods, Sberbank Logistics, Dixie,
etc.

– the trend for the fast delivery of food and ready-made food. So, “Yandex. The
shop” promises delivery of basic products and hot food on average in Moscow in
13 min;

– the launch by highly targeted retailers of their ownmarketplaces, includingDetsky
Mir and Obuv Rossii companies—development of multifunctional diversified
high-tech mega systems providing a wide range of services in the e-commerce
market. As an example, we can cite the ecosystem of Sberbank;

– the entry of new players—large Russian networks into the e-commerce market.
Dixie and Magnit plan to create their own Internet sites;

– the popularization of B2B sites;
– the focus on the development of online exchange and OTC trading systems;
– the acceleration of the development of various forms of e-commerce in the new

business environment, such as distance education services, delivery of online food
and grocery orders [17].

Taking into account modern realities, the closure of part of offline trading during
the pandemic and the risks of recurrence of these incidents in the future, the growth
of these e-commerce segments can accelerate significantly. One of the main features
of the development of e-commerce is the creation of multifunctional high-tech mega
systems that provide a wide range of services in the e-commerce market by diver-
sifying their activities. An example of such a structure in Russia is the Sberbank
ecosystem, which provides various categories of consumers with a wide range of
convenient services for everyday life and business, not only in the segment of
traditional financial services, but also in various other areas, such as:

– the logistics, represented by the service “Sberbank Logistics”;
– the shopping (online marketplace “Beru” and online shopping “Yandex-market”);
– the leisure (food delivery service “Sbermarket”; food delivery service Deliv-

eryClub and other services);
– the health;
– the business (service “SBER Marketing”, automated trading system “SBER-

BANK AST”, etc.) [18].

The development of digital technologies has made significant changes in the
field of exchange trading, contributed to the creation of modern elements of online
trading on exchanges: information and trading systems or digital platforms. The
Internet and electronic payment and online banking systems simplify the interaction
of exchange staffwith customers, increase accessibility expand the range of exchange
services for a wider range of participants. The expansion of Internet trading opportu-
nities contributes to the emergence of electronic platforms—investment platforms,
financial platforms on classical exchanges.
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Distributed registry technology allows to digitally recording the main stages of
transactions with many commodities traditionally sold on exchanges on a blockchain
platform, which ultimately contributes to increased transparency and security of
transactions. In this regard, blockchain solutions are of undoubted interest to partici-
pants in transactionswith classic exchange-traded goods. According to our estimates,
in the period 2021–2024, the average annual growth rate of the e-commerce market
in Russia will be at least 5%.

In order to use blockchain in online commerce, the technology must meet certain
criteria (Fig. 33.4).

By using a distributed registry to track themovement of goods in transport systems
in combination with the use of IoT sensors, blockchain systems can provide a rela-
tively easy-to-implement data pipeline that allows all authorized stakeholders to
access the same accurate information in real time. This, in turn, contributes to faster
and better decision-making by stakeholders throughout the supply chain.

As in other systems, access to information might be controlled using user profiles
that specify access rights for each participant to ensure that information about
competitors will not be shared with companies that do not have the rights to do
so.

33.4 Conclusion

Thus, blockchain technology allows the subjects of trade transactions to use a decen-
tralized distributed registry, to which all participants can access and verify the infor-
mation contained in the registry at any time, but which no party can control, and
also has no ability to change the data recorded and stored in this registry. In practice,
smart contracts are actively used in online commerce. In such a smart contract, it
may be indicated that now the goods cross a certain line controlled by special equip-
ment, the customs authorities will allow further passage of the goods, the money is
automatically transferred from the recipient’s bank to the sender’s bank—without
delay and waiting period. Smart contracts are implemented in the blockchain, while
the participants of the transaction see and sign only the part that is relevant to them.

Such opportunities allow us to rethink the entire systemof doing business since the
fulfillment of many contractual obligations occurs through program code. Due to the
existence of the only reliable option in the registry, the costs of checking potential
partners are sharply reduced, many disputes will cease to arise, and the circle of
participants in trade transactions will significantly expand. When using blockchain,
the need to manually follow the “trust, but verify” rule and all associated costs are
likely to become outdated. The use of blockchain technology reduces transaction
execution costs, reduces risks, promotes the emergence of new business models, and
increases the efficiency of transactions. At the same time, the technology makes it
possible to significantly expand access to the world market for new participants.
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Chapter 34
Development of Legal Regulation of Key
Technologies for the Implementation
of the Fourth Industrial Revolution:
Digital Tokens as Special Investment
Instruments

Agnessa O. Inshakova , Alexander I. Goncharov ,
and Denis E. Matytsin

Abstract In the modern information space, crypto assets are becoming increas-
ingly popular. For example, tokenized stocks, bonds, other securities and financial
instruments have become common in investment turnover. In particular, tokenized
shares are securities that are represented by special digital algorithms; they are not
quite successfully called that associating them with the word “token”. These digital
algorithms-codes exist and are accessed only within the framework of blockchain
technology. The specified digital code in terms of functionality is a legal substitute
for the right to participate in the business of a joint-stock company, or, alternatively,
a legal substitute for a monetary claim of a certain person (lender) to another person
(borrower). Falsification of a digital token (replacement by some other software
algorithm code) is impossible.
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34.1 Introduction

Remote Blockchain investment forms a completely new market for decentralized
applications, platforms, and even companies, and there is no doubt that this market
needs sources of financing [1]. ICO (Initial Coin Offering) is one of the remote ways
to attract investments. Despite some similarities between the terms ICO and IPO
(Initial Public Offering), there are actually more differences between these concepts.
ICO—this is the process of public offering (sale) of tokens among all those, who are
interested in acquiring these tokens to invest in a project using blockchain technology.

In remote banking, a token is traditionally called a compact information storage
device (“flash drive”), on which the electronic signature of the bank’s client is
stored, but still, the term is firmly entrenched in the Internet investment termi-
nology. Unlike remote banking, a token is practically a crypto entry from the registry
distributed on the Internet, and conditionally “attached” to each individual investor.
The phenomenon of the token is that it can represent almost everything. This means
that this cryptographic record turns into a digital asset that can express any rights,
obligations, units of value. It all depends on how exactly the token is programmed. As
noted above, there are tokens expressing stocks, bonds, various derivatives, instru-
ments that give the right to vote for certain projects, as well as give the right to
participate in the management of a business company and confirm the ownership of
a certain asset in the investment segment of the Internet. The functionality of the
token is limited only by the technical capabilities and imagination of project team
specialists. At the same time, it is common for such quasi-ICOs, where entities issue
quasi-tokens this does not entail any rights and obligations such a falsified token
is neither a payment nor an investment instrument. Legally, this is not an ICO, but
fraudulent actions.

The following documents were included in the composition of regulatory sources
and judicial acts investigated during this scientific development. The Civil Code of
the Russian Federation (Part one). The decision of the Ryazhsky District Court of
the Ryazan region of April 26, 2017, in case No. 2-160/2017. The decision of the
Oktyabrsky District Court of St. Petersburg dated May 16, 2017, in case No. 2-
1993/2017. The decision of the Anapa City Court of Krasnodar Krai dated February
25, 2016, in case No. 2-869/2016. Letter of the Federal Tax Service of Russia dated
03.10.2016NOA-18-17/1027. Federal LawNo. 259-FZ of July 31, 2020 “OnDigital
Financial Assets, Digital Currency and on Amendments to Certain Legislative Acts
of the Russian Federation”. Scientific works of Russian scientists, including A.I.
Goncharov, A.O. Inshakova, A.E. Kalinina, D.E. Matytsin, etc., represent doctrinal
sources.
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34.2 Methodology

The development of the content of this chapter is based on the materialistic world-
view and the universal scientific method of historical materialism. General scien-
tific methods of cognition are applied: dialectical, hypothetical-deductive method,
generalization, induction and deduction, analysis and synthesis, empirical descrip-
tion. The research also uses private scientific methods: dogmatic, comparative-legal,
hermeneutic, structural–functional, etc.

34.3 Results

The token is a unique digital technology, not only in terms of its application capabil-
ities, but also of a legal nature, which makes it impossible to agree with the authors
who are trying to interpret this concept too one-sidedly. Undoubtedly, the token is a
real problem, both for classical legal teaching and for legislative and judicial bodies.
An example in this regard can be considered the LOK token (on the Look Rev plat-
form—http://lookrev.com), which simultaneously acts as (1) a means of payment;
(2) a service contract for a fixed fee; (3) quasi-capital that entitles the owner to receive
dividends. Another example of a multifunctional token is ZrCoin (https://zrcoin.io/),
which combines the functions of (1) a stock option; (2) a loan agreement; (3) an
option on the underlying asset (zirconium dioxide).

Delving into the content of the term “token”, we note the inaccuracy of the word
formation ICO (Initial Coin Offering—an initiative coin offer—used to designate
this investment instrument. In this part, we can agree with the authors, who also note
the inaccuracy of the term ICO. Indeed, firstly, there are no coins and there cannot
be, since this is a monopoly of the state. In all likelihood, the word Coin has entered
the terminology due to the widespread popularity of one of the crypto assets—
Bitcoin—by analogy. In fact, the recipient of the investment offers the investor a
certain “cell” throughdigital computer technologies, intowhichheneeds to enterwith
his finances in order to receivematerial benefits based on the results of participation in
an entrepreneurial project (profit–benefit). In our opinion, a more correct designation
of what we call the abstract word token should be the term IBO: Initial Benefit
Offering—an initiative profitable offer.

Secondly, we believe that some consonance of the term ICO with the long-known
term IPO is harmful, because it confuses investment terminology, while ICO and
IPO have significant differences. This is the main reason why many recipients of
investments issue tokens on the Internet, since the issue of classic securities according
to IPO rules is a rather lengthy, complex, and expensive procedure [2].

For example, in the United States, the Securities and Exchange Commission
closely monitors everyone who intends to conduct an ICO, checks each blockchain
startup for compliance with the Howie test. This is how the procedure is usually
called in the USA, by which tokens are checked for compliance with the criteria

http://lookrev.com
https://zrcoin.io/
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of security. If the token has passed this test and is recognized by the Commission
as a security, but the ICO procedure has not been carried out in accordance with
the current US securities legislation, the entity issuing such tokens will be brought
to civil, administrative, possibly criminal liability in accordance with the Securities
Act. In the Russian Federation, there is no similar procedure either in legislation
or in law enforcement practice, however, in our country, the procedure for issuing
securities is regulated in detail by the Federal Law “On the Securities Market”. In
addition, administrative (Article 15.17 of the Law on Administrative Offenses of the
Russian Federation) and criminal (Article 185 of the Criminal Code of the Russian
Federation) liability for violation of the established procedure for issuing securities
is provided.

Let us distinguish three enlarged groups of tokens. Firstly, application tokens
(Appcoins/protocol tokens/internal tokens) are digital currencies that provide access
to distributed network services. For example, the ether token is used in the Ethereum
system to purchase “gas”, which, in turn, is necessary to launch smart contracts.
The Filecoin token allows you to securely store data on the hard drives of thousands
of computers through a decentralized system and cryptography, rather than storing
them in the cloud of a single provider. In Emercoin (EMC), tokens are required to
pay for decentralized network services.

Secondly, privilege tokens. For example, holders of “tokenized shares” in
exchange for their investments receive dividends in the form of a percentage of sales
or part of transaction fees on the Internet. For example, in the Sia token exchange
network, 3.9% of the storage revenue is paid to Siafund owners. At the same time,
quasi-stock tokens in Russia and most foreign jurisdictions do not grant corporate
rights, but only imitate them.

Third, a token based on the crowd-funding model. This “empty” token does not
grant the person investing the money any rights. Such a person does not become
an investor, voluntarily donates part of his assets to a certain Blockchain project. It
should be borne in mind that donation between legal entities is not allowed under
civil law.

The investment turnover of tokens is attractive not only for novice entrepreneurs
who are trying to implement their own blockchain project, but also for investors who
are promised high returns from token speculation. Let us confirm that a number of
successful projects have brought profitability that investors cannot even dream of in
the IPO market. For example, Muse GO grew by 2400% only in the period from
June to mid-October 2017, Bitquence showed an increase of 1800% over the same
period [3], and Spectrocoin rose by 44,770% in a little less than a year since its
ICO (from December 2016 to November 2017). (https://icostats.com/roi-since-ico).
At the same time, transactions with tokens carry risks that are not comparable to
investments in investment objects in the IPO market. Naming successful projects
it should be clarified those 9 out of 10 startups that attracted investments through
tokenization fail, and only on average 1 out of 10 makes a profit [4]. Examples of
the largest unsuccessful projects include DAO [5], KnCMiner [6].

https://icostats.com/roi-since-ico
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It is especially important that law in almost any country in the world does not
protect investors who have invested their funds in tokens. This entails the appear-
ance of a large number of scammers who organize fraudulent token issues, collect
money, and do not fulfill the promises they made to investors. Examples of such
frauds are: DRC World [7], REcoin [8], OPAIR (https://themerkle.com/top-3-obv
ious-ico-scams/). Investing in tokens is based only on investors’ trust in the persons
issuing tokens. It is fundamentally wrong to call them issuers we conditionally call
them tokenants. Ideally, the recipients of investments issuing tokens should convince
investors of the “legal purity” of their project, supported by the guarantee mecha-
nisms of this jurisdiction. In turn, investors should carefully study the investment
proposal, the documents provided by the tokenant to make sure that the legal norms
(a) exist, (b) are observed; (c) if the norms are not observed then there are legal
mechanisms to protect the violated rights of investors.

Consider the risks that must necessarily be realized and evaluated by investors
when investing in tokens of a particular project.

Firstly, the jurisdiction in which the tokens are issued. This national territory is
assessed in the light of the possibility (impossibility) of the investor protecting his
rights in case of their violation. The jurisdiction must be explicitly defined in the
documents published by the person issuing the tokens. The absence of a provision
indicating the law of a particular country, as well as the lack of legal guarantees for
the protection of investors’ rights, are the first signs that an investor is dealing with
a fraudulent issue of tokens. In addition, the jurisdiction should have favorable basic
legal conditions: the absence of prohibitions on the turnover of crypto assets and the
issuance of tokens; legal regulation of the token market; regulation of identification
and marking of the counterparty before the transaction; licensing of organizers of
trading crypto assets [9]. Along with this, it is highly desirable that the jurisdiction
chosen by the tokenant has a developed judicial system and a high level of guarantees
of the rights of citizens, as well as foreigners.

Secondly, the registration procedure of the person conducting the issue of tokens—
the tokenant. The problem here is that the specified person is often a syndicate
(association) of individuals, also often remains anonymous. Undoubtedly, the state
registration of the tokenant as a legal entity in a certain jurisdiction significantly
reduces the risks for investors. Because the state authorities control this company and
in case of violation, they can hold both the company and the company’s management
accountable. In addition, the investor clearly sees the figure of a potential defendant,
whom he can sue in case of violation of obligations by the tokenant. At the same time,
investors can check the tokenant’s data, including information about the founders,
charter, form, organizational structure, share capital, and obtain other legally relevant
information necessary for a comprehensive risk assessment. Stand out in this regard:
(1) an anonymous person issuing tokens; (2) an individual issuing tokens; (3) an entity
not registered as a legal entity, but recognized as such by the law of this jurisdiction;
(4) an entity registered and being a legal entity under the law of this jurisdiction [5].

Thirdly, the presence (absence) of legal guarantees in the technical documentation
and conditions. In the absence of any requirements for the tokenant, bona fide entities
take measures to increase the attractiveness of their token in the investment market,

https://themerkle.com/top-3-obvious-ico-scams/
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in particular, coordinate the procedures for issuing tokens with the legislation in
force in this country. Clearly regulated technical documents, as well as the terms of
the transaction between the tokenant and the investor, including sections on legal
guarantees for investors and the responsibility of the recipient of investments with
references to the current legislation, indicate that such aproject canhardly bequalified
as a fraudulent issue of tokens.

The best version of the technical document, the terms of the deal is a civil contract,
the subject ofwhich is a digital token.When checking such legal documents, attention
should be paid to the following substantive provisions. The first is the correspondence
of the legal nature of the agreement and the actual content. Therefore, if the tokenant
ismoving toward the goal of receiving funds from investors,while promising to return
these funds with accrued interest, and the contract is described as a loan agreement,
and then there is a correspondence between the actual content of the contract and
its legal nature. Therefore, it is highly likely that the transaction will be valid in
accordance with the legislation of this jurisdiction. The validity of the agreement
in the jurisdiction chosen by the tokenant is another indicator that the rights of the
investor investing in the tokens of this recipient of investment are protected. The
second is a detailed regulation of the provisions of the concluded contract, including
the details of the parties, the place of conclusion of the contract or the procedure for
determining it; the date of conclusion of the contract or the procedure for determining
it, etc. The third is the definition in this agreement of the dispute resolution procedure.
We mean both the State (jurisdiction) of dispute resolution, and the jurisdiction and
competence of a particular state court or arbitration court. The fourth is the procedure
for debt repayment in case of project failure. The fifth is the specific scope of rights
granted by the token [10]. This is important in the case when the tokenant claims
that this token grants the right to own shares of a certain corporation but in fact, the
token will not be recognized as security in almost any jurisdiction, and therefore,
will not grant corporate rights. The United States can be cited as an exception. In
connection with the SEC’s explanation of The DAO case, a number of tokens may
be recognized as SEC—securities [11].

Investing in tokens is still at the stage of development, the same applies to its
legal regulation, there are practically no jurisdictions in which the rights of investors
are sufficiently protected by law, this is used by individual unscrupulous entities
when issuing tokens, hackers, scammers. Unlike the classic issue of securities, an
investor, having received a token, does not legally acquire entrepreneurial rights
and obligations. However, this does not deprive the investor of the opportunity to
initiate a lawsuit in defense of the violated right. Many foreign jurisdictions have
similar procedures for the protection of violated rights. Undoubtedly, differences in
legal systems, legislation, and law enforcement practice may require contacting a
qualified lawyer in the jurisdiction where the tokens are issued.

Suppose, in the Russian Federation, a subject, having issued tokens, disappeared,
having received money from investors, let us consider a possible protection proce-
dure. First. In such a situation, it is highly desirable to unite with other victims to
file a class action, the chances of winning the case increase significantly. How, for
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example, did the investors of the Tezos project, which was able to attract more than
$ 230 million for ICO [12].

Second. Investors need to identify the defendant. Procedural rules require that
the defendant be named in the statement of claim, otherwise, the statement of claim
is not considered. If attempts to identify the defendant were unsuccessful, investors
can apply for a criminal case. In this case, the investigative authorities will search
for the responsible persons. However, it should be understood that the initiation of a
criminal case should be considered if there is confidence that the persons who issued
the tokens acted intentionally and pursued criminal and illegal goals.

The third. Before filing a claim, it is necessary to determine the jurisdiction and
jurisdiction. Further, by filing a statement of claim, investors must make material
claims against the defendant. In general, civil law provides sufficient opportunities to
protect their violated rights, at the same time, the question remains whether the court
will agree with these claims. In the case of fraudulent token issuance, the investor
(plaintiff) may file a lawsuit against the defendant for his unjustified enrichment.
In this case, the defendant, if the court agrees with the plaintiff’s arguments, must
return to the investor all the property that constitutes unjustified enrichment (Article
1104 of the Civil Code of the Russian Federation), as well as repay the investor’s
losses related to the enrichment of the defendant (Article 1105 of the Civil Code of
the Russian Federation). The defendant is very likely to stand on the position that
he issued tokens using the crowd-funding model (did not assume any obligations),
if the court agrees with these arguments, the money will not be returned to investors
(Clause 4 of Article 1109 of the Civil Code of the Russian Federation).

An alternative basis for the claim may be the plaintiff’s claim for the return by the
defendant of what he received because of a transaction concluded under the influence
of a material error (Article 178 of the Civil Code of the Russian Federation). The
property is subject to return if the court finds that “the error was so significant that
this party, reasonably and objectively assessing the situation, would not have made
the transaction if it had known about the actual state of affairs”. At the same time,
if the error was the result of the actions (inaction) of the tokenant, the validity of
the deal can be challenged in accordance with Article 179 of the Civil Code of the
Russian Federation as a transaction made under the influence of deception [13].

Suppose the blockchain project of the tokenant was actually provided with certain
legal guarantees. All the same, the question remains whether the court will satisfy
the investor’s claims in case of non-return of investments and non-payment of the
promised income. There is no universal procedure for protecting the violated rights of
investors, everything depends on the specific type of contractual relationship that has
arisen between the token and the investor, the methods of legal protection themselves
depend on the structure of the contract in force between the parties. It should be borne
in mind that if the name of the contract and its actual content do not coincide, the
court does not take into account the name of the contract, but the subject of the
contract and the actual content of the rights and obligations of the parties.

The tokenant in the Russian jurisdiction will certainly face the fact that the courts
do not recognize digital currencies as an object of civil rights, and therefore, believe
that the rights of owners (purchasers) of digital currencies and other tokens cannot
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be protected by legal norms. “Bitcoin does not fall under the objects of civil law
listed in Article 128 of the Civil Code of the Russian Federation, since it is not
property (goods), money or non-cash money, unregistered securities and property
rights. Since there is practically no legal framework in the Russian Federation to
regulate payments in “virtual currency”. All transactions related to bitcoin transfers
are carried out by their owners at their own risk” [14].

Taking into account two circumstances, there are grounds to disagree with such
judicial discretion. Firstly, Article 128 of the Civil Code of the Russian Federation
includes “other property” as part of the objects, this list is not closed, so it can be
reasonably argued that tokens and digital currencies can be attributed to this property
and, consequently, to objects of civil law. Secondly, the purchase of Bitcoin tokens
is carried out by paying official money, which is traditionally an object of civil law,
therefore, the losses incurred by the investor are not virtual at all, but quite real.
Given these circumstances, the investor’s rights, in this case, should be protected.

You should also pay attention to other judicial interpretations when resolving
conflicts in the circulation of tokens (digital currencies). “The absence of cryptocur-
rencies in the systems or the cancellation of unauthorized transactions, as well as
the actual location of the cryptocurrency outside the legal sphere, do not allow the
introduction of legal mechanisms to ensure that the parties to the transaction fulfill
their obligations” [15]. “Cryptocurrencies, including bitcoin, are money surrogates,
contribute to the growth of the shadow economy and can be used by citizens and
legal entities in the Russian Federation for illegal purposes” [16–19].

From January 1, 2021, there was a guaranteed opportunity to abandon the not
quite correct word token, because Federal Law No. 259-FZ of July 31, 2020 “On
Digital Financial Assets, digital Currency and onAmendments to Certain Legislative
Acts of the Russian Federation” came into force [20]. Now, absolutely any token is
terminologically covered and can be fully replaced by the terms “digital financial
assets” and “digital currency” fixed in the legislation. The legislator’s guidelines in
this new federal law are undoubtedly subject to deep and rapid reflection, which
should later be reflected in a separate scientific development.

34.4 Conclusion

Thus, the turnover of tokens—special remote digital investment instruments is char-
acterized by high intensity, aminimumnumber of cumbersome administrative proce-
dures, low costs compared to classical issues of securities (stocks and bonds). At the
same time, a wide range of civil rights objects can be tokenized, they can be quickly
involved in circulation, and the fate of any asset can be tracked online even contin-
uously, using a systematic approach of a polysubject jurisdictional blockchain [21].
Legislation to regulate these crypto assets has been difficult and relatively long to
form. In 2021, the Russian Federation adopted a full-fledged federal law regulating
digital assets and digital currencies. The judicial practice that developed before the
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adoption of this legislative act was contradictory and fragmented. A thorough anal-
ysis of the new federal legislation on digital assets and digital currencies is required
in order to improve the procedure for protecting the rights of investors that may be
violated in the process of turnover of digital investment instruments in the modern
information space.
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Chapter 35
Cybersecurity System of Business
Activity of an Economic Entity: External
and Internal Contours

Agnessa O. Inshakova , Alexander I. Goncharov ,
and Denis A. Appazov

Abstract The authors of this chapter of the monograph substantiate that cyberse-
curity of entrepreneurial activity of economic entities in the conditions of modern
economy, which provides for a high intensity of the use of digital computer tech-
nologies, should be built in the system connection of external and internal security
circuits. These cybersecurity circuits represent certain procedures for the applica-
tion of special information technologies that regulate access to the digital envi-
ronment of companies and minimize the risks of unauthorized interference in
their computer databases and management systems. The tools that make up the
external cybersecurity circuit of doing business in the interaction of counterparties
should combine information technologies: firstly, identification and authentication;
secondly, distributed registries; thirdly, smart contracts. Cybersecurity of the intra-
corporate business circuit of an economic entity can be provided on the basis of
Identity and Access Management information technology (IDM—Identity Manage-
ment is more common), including SOD control technology—Segregation of Duties
and CBA technology—Claim-Based Authentication.
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35.1 Introduction

The new economy, which provides for a high intensity of the use of digital computer
technologies, has a number of advantages over traditional methods of producing
goods, performing works, providing services, since the need for cumbersome trans-
port infrastructure disappears, paper document flow is minimized, the market itself is
expanding, becoming global and accessible. Despite all the positive aspects of such
an economy, effective ways of its legal regulation are not obvious, since even the
participants themselves do not have time to monitor the changes taking place in it
[1]. At the same time, it is impossible to leave the digital sphere without legislative
regulation, because otherwise not all actions performed in it will receive proper legal
protection, compared with similar actions performed in the traditional economy,
which will hinder its further development. Consequently, the legislator is faced with
the task of identifying the patterns of relations that are forming in the digital sphere
of the economy, in order to form a special legal approach for their regulation. In
the Russian Federation, the digital development strategy is a high priority and is
defined in a special Decree of the President of the Russian Federation until 2030.
The Presidium of the Presidential Council for Strategic Development and National
Projects has approved the Passport of the national program “Digital Economy of the
Russian Federation”, which contains a special federal project “Regulatory regulation
of the digital environment”. One of the threats to the development of the Russian
economy, which provides for a high intensity of the use of digital computer tech-
nologies, are the problems of ensuring the rights of economic entities in the digital
world, including in identifying, preserving user data, creating an environment of
trust. In particular, the passport of the federal project “Regulatory Regulation of the
digital Environment” states that these problems are being solved, and that results have
already been achieved in the formation of a trust environment, but plans to create an
information infrastructure and a trust environment have not been fully implemented.

According to the authors, cybersecurity of business activities of economic entities
in modern economic conditions should be built in the system connection of external
and internal security circuits, which, in turn, represent certain procedures for the
use of special information technologies that neutralize the risks of unauthorized
interference in their computer databases and management systems.

35.2 Methodology

The development of the content of this chapter is based on the materialistic world-
view and the universal scientific method of historical materialism. General scien-
tific methods of cognition are applied: dialectical, hypothetical-deductive method,
generalization, induction and deduction, analysis and synthesis, empirical descrip-
tion. The research also uses private scientific methods: dogmatic, comparative-legal,
hermeneutic, structural–functional, etc.
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35.3 Results

35.3.1 The External Cybersecurity Contour of Doing
Business

The problem of identification and authentication of business entities is also compli-
cated by the fact that there is no unified approach to its solution. On the one hand,
it is proposed to create a universal digital identifier, for example, on the model of
a qualified enhanced electronic signature, which is actively used in relations with
government organs. On the other hand, it is impossible to restrict business in using
different methods and levels of identification and authentication, as this may affect
the security of remote digital deals between business entities. Entrepreneurs, in turn,
need a simplified identification procedure for their customers, remote collection, and
updating of data about them.

The Government of the Russian Federation has adopted the Concept of intro-
ducing an identity card of a citizen of the Russian Federation in the Russian Feder-
ation using a plastic card with an electronic data carrier [2]. Nevertheless, later, the
release of universal electronic cards in the Russian Federation was stopped, with
the help of which they wanted to organize the provision of state and municipal
services in electronic form, provide interdepartmental electronic interaction, and
create basic information resources [3]. In addition, by a decree of the Government
of the Russian Federation, the Ministry of Internal Affairs of Russia was ordered
to postpone measures to introduce an identity card in the territory of the Russian
Federation. Issued in the form of a plastic card with an electronic data carrier, as
the main identity document of a citizen of the Russian Federation, therefore, in the
near future it is not worth waiting for the replacement of a paper passport with an
electronic one [4].

There is no unified system of identification and authentication of subjects on the
Internet yet. This is explained by the fact that the digital economy is developing
dynamically, including thanks to e-commerce, and the establishment of strict legal
and technical frameworks will only hinder its development [5]. The founding agree-
ment of ICANN (“The Corporation for the Management of Domain Names and IP
Addresses” is an independent organization that takes an active role in creating a
secure Internet space”) states that the “private sector” is at the head of the develop-
ment of the Internet, and the main goal is to create a simple, predictable, consistent
legal environment for e-commerce [6]. Now, there are only framework acts at the
international level regulating the interaction of entrepreneurs and other participants
in the digital sphere. TheModel Law on Electronic Commerce of the United Nations
Commission on International Trade Law (UNCITRAL) in paragraph 57 of Article
7 establishes a “flexible approach” to the method of identification and its reliability
through an agreement between the “originator and addressee of the data message”.
The chosen method should not contradict the requirements established by law and
the corresponding purpose for which it was necessary. In paragraph 58 of the same
article, technical and commercial factors are fixed, which must be taken into account
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when choosing a method (method) for identifying the parties. Among them, it is
worth highlighting the following criteria: the type and volume of the transaction, the
frequency of transactions between the parties, the “degree of acceptance or rejection”
of the identificationmethod, the availability of alternative identificationmethods, and
the costs of using them. From this, it can be concluded that the parties within the
framework of this law are free to choose the means of interaction, and there is no
need for a universal identifier. This is confirmed by paragraph 59 of the same article,
which specifies the purpose of establishing only guidelines, which in turn can be
disclosed in the form of mandatory norms of national law or remain at the discretion
of the parties. It is worth noting that despite the freedom granted to the parties by
this document, it notes that the agreement on the electronic technical means itself
will not give legal force to the messages, that the last word still remains with the
“applicable law outside the framework of the Model Law” (“Model Law on Elec-
tronic Commerce”) [7]. Does this mean that there is no point in creating a universal
system of requirements for authentication and identification methods, that the very
idea of creating a single identifier is impossible? Now, it can be unequivocally stated
that there is no universal solution and the legislation provides for the possibility of
providing identification in any available way, but attempts to create a unified system
are being made [8].

In the Russian Federation, such a system is being formed—the “Unified Iden-
tification and Authentication System”. “Unified Identification and Authentication
System” was developed by the Ministry of Digital Development, Communications
and Mass Communications of Russia as part of the formation of the e-government
infrastructure in order to streamline and centralize the processes of registration,
identification, authentication, and authorization of users for the provision of public
services. The definition of “Unified Identification and Authentication System” is
given in Clause 19 of Article 2 of the Federal Law “On Information, Information
Technologies, and Information Protection”. According to this definition, “identifi-
cation and authentication system is a federal state information system, the order
of use of which is established by the Government of the Russian Federation, and
which provides, in cases provided for by the legislation of the Russian Federation,
authorized access to information contained in information systems” [9]. The user is
offered to create a single account with various authentication methods (electronic
digital signature, two-factor authentication, etc.). This record will be entered into
one of the registers (individuals, legal entities, etc.)—at the same time, for infor-
mation security purposes, data is not accumulated, but only the synchronization of
credentials that are maintained by various departments takes place. This ensures trust
in the identity of the user without the face-to-face appearance of the person or his
representative and the presentation of the necessary analog document. It turns out
that in the economy created in the Russian Federation by digitalization, data about
a person, about a legal entity is digitized, followed by linking them to an account
on the public services portal through the “Unified Identification and Authentication
System"—a “digital double” is created [10].
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There are prospects for such a system for business entities: user data obtained by
remote identification with subsequent authentication through the “Unified Identifi-
cation and Authentication System”, acting as an end-to-end technology, are reliable
at a sufficiently high level. In 2017, it was planned to open access to personal data of
citizens to commercial organizations. But for foreign agents, access to the domestic
system remains closed, therefore, it will not be possible to use their digital profile
at the international level. The idea of such a system is promising in itself, but in
real practice, it faces difficulties in execution. Until now, the information systems
of many departments have not been ready for digital profiles “Unified Identification
and Authentication System” “2.0” (for example, in terms of the requirement of the
Ministry of Digital Development, Communications and Mass Communications of
Russia to update information about citizens during the one day). Thus, the creation
of a unified system of identification and authentication of participants in the new
economy is possible, but so far it either requires huge costs for technical equipment
and appropriate regulatory regulation for information security purposes, or another
approach that has not yet been developed. At the same time, it must be remem-
bered that at the international and national levels, the principle of freedom of choice
of means of identification and authentication by the participants of legal relations
themselves prevails.

The entry into the channel of remote interaction and the exit from it of economic
entities with the help of the above technologies can be carried out quite efficiently
and safely, stably repeating as necessary and depending on the intensity of their
entrepreneurial activity. Here, the task of preserving the digital data that is formed
precisely as a result of this remote interaction of counterparties is highlighted. This
task should be solved using blockchain technology [11].

This well-known distributed registry technology is a computer algorithm for a
continuous sequential chain of blocks containing information. New blocks, being
added to the end of the chain, strengthen the remaining links. In these blocks, infor-
mation about transactions is recorded, which is protected by cryptographic means
from hacking. The main advantage of using the blockchain system in business is
that a specialized intermediary is excluded, since it allows you to record reliable
data about the ownership of an asset existing in digital form to a certain person and
transfer it to another person. This is achieved due to the fact that all transactions
are interconnected due to sequential encryption (the transaction receives a crypto-
graphic identifier (hash), which is added to the header of the record of the next
transaction). If you try to change the data about a single transaction, the entire chain
will be “compromised” and will be rejected by the participants of the system. So it is
almost impossible to make changes since it is necessary to obtain the consent of all
participants in the system. In particular, such a system allows you to protect counter-
parties from fraud. With the help of blockchain, for example, end-to-end traceability
of goods is achieved, its movement to the destination, the persons through whom it
moves during the delivery process.

For example, DeBeers Corporation has been using distributed registry technology
since 2018 to track chipped mini containers with diamonds from their mining loca-
tion to a sales representative, thus protecting itself from fraud. At the same time,
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blockchain is a derivative technology, it is a way of fixing and exchanging data in
digital form. In our opinion, distributed registry technology should be used in combi-
nation with smart contracts. Smart contracts are executed in the form of a special
program code that is executed automatically when certain conditions occur [12].

Thus, the tools that make up the external cybersecurity circuit of doing busi-
ness in the interaction of counterparties should combine information technolo-
gies: firstly, identification and authentication; secondly, distributed registries; thirdly,
smart contracts.

35.3.2 The Internal Cybersecurity Loop of Doing Business

In the practice of entrepreneurial activity, identification is necessary not only for
companies as proper subjects of contractual relations, but also important for their
employees within the corporation. Identity and Access Management (IAM) tech-
nology is a set of technologies and software products that meet the tasks of managing
the lifecycle of accounts and managing access to various Internet services in the
company. But the more common designation is Identity Management (IDM), which
means managing user accounts or electronic images to provide them with access to
certain company systems. The main threat to information security is the risks of theft
or distortion of information due to the presence of “ownerless” accounts or records
with excessive privileges in digital systems.

So, there is a whole layer of judicial practice: an employee copied customer
databases for subsequent resale, a fired employee deleted the entire database, etc.
Despite the fact that in such situations, the employer can go to court to recover
damages, most often he does not receive compensation. For example, according to
the materials of the case of Poster One LLC and Razumeyko O.P. on the recovery of
funds, the dismissed employee destroyed the client database, which is the intellectual
property of Poster One LLC, and did not transfer his working documents to a new
employee. Despite all the evidence of illegal actions of the employee, nevertheless,
the court sided with the employee, denying the plaintiff satisfaction of the claim
[13]. In addition to the disappointing business practice of collecting damages, the
question arises about the harm caused by such actions, which sometimes cannot
be restored in monetary terms. With the introduction of the PDM system, these
problems are solved, since account management is automated in accordance with
the company’s rules. Installing such a system is quite expensive, since its use implies
the presence of a full-scale corporate role model of users. All information resources
of the enterprise are taken into account, as well as the business functions of the
staff and the order of access for each of them to each resource are described. But
the installation of such a system is justified for large companies. For example, IDM
can automatically select an e-mail server based on the user’s region when creating a
mailbox, generate account names according to the specified transliteration rules, fill in
organizational attributes for the cost accounting system, etc. The IDMsystem ensures
that no unidentified accounts remain, and access to parts of the digital infrastructure
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corresponds to the position of the employee, the tasks of his specialty. The system
reacts to changes in personnel events: hiring, promotion, vacation, dismissal, etc.,
thereby, it can respond promptly to any process, thereby avoiding downtime of new
employees who cannot access the company’s information environment. Also, an
additional automation mechanism in the IDM system is the self-service interface—
employees can request access rights to systems, change passwords in their accounts,
without waiting for a response from an IT specialist. At the same time, all actions that
are performed in the digital infrastructure of the company are recorded in the archival
resources of the system. This makes it possible, if necessary, relatively inexpensive
to detect and remove digital traces during the investigation of incidents, including
their subsequent qualification as offenses. Along with this, in the current period, the
IDM system integrates the control of SOD conflicts (Segregation of Duties). These
are special powers of employees, which cannot be given to two persons at the same
time. In addition, IDM integrates risk assessment, namely, the modern IDM system
has learned to calculate risks for each role, right, and each information resource.

The solution to the complex task of monitoring the actions of employees in the
IDM system consists in regulating the identification, authentication, and authoriza-
tion procedures in the network, which ensures the necessary internal cybersecurity
of the business entity. So, to get started, an employee needs to go through the identifi-
cation procedure. Then, each time he logs in, he authenticates. In modern Russia, the
Claim-Based Authentication model is mainly used in adaptive systems (CBA). Such
a model consists of three components: the trusting party, the identification center,
and the user. The trusting party is a web service that requests an “approval” from the
user (a unit of identification information). The identification Center, in turn, issues
electronic identifiers with a set of “statements” in which information about the user is
encrypted—all this is certified by the digital signature of the center. The Identification
Center replaces user authentication with trust in the “statements” provided by them.
All further responsibility for user authorization falls on the Identification Center, for
this purpose authentication methods such as logins/passwords, information cards,
which are actually electronic passports, can be used.

The main advantage of the IDM system over the manual management of the
company’s information and digital environment is that users have an extended profile.
Such a profile can be used to compare the actions and behavior of users in real time
with a historical baseline indicator, as a result of which significant deviations from
“normal” behavior are revealed, indicating the presence of problems and high risks
of internal cybersecurity.

From the point of view of legal regulation, such a system does not contradict
the provisions of Russian legislation. The Labor Code of the Russian Federation
regulates issues related to the protection of the personal data of employees. The
system specifies data related to the employee’s position, as well as his surname, first
name, patronymic, working postal address, telephone data, so that the provisions of
Article 10 of the Federal Law “On Personal Data” are not violated [14]. Within the
meaning of Article 87 of the Labor Code of the Russian Federation, the employer has
the right to establish “the procedure for storing andusingpersonal data of employees”,
and he is also obliged to ensure the protection of such data. The IDM system is aimed
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precisely at ensuring general information security, including protecting the company
from the leakage of information about the personal data of its employees [15].

Thus, cybersecurity within the corporate business contour of an economic entity
can be provided on the basis of Identity and Access Management information
technology (IDM—Identity Management is more common), including SOD—
Segregation of Duties control technology and CBA technology—Claim-Based
Authentication.

35.4 Conclusion

In the digital economy, there are various approaches to the identification of business
entities, such as the creation of a single identification system for all or the recogni-
tion of alternative identification methods with the establishment of legal regulation
for them when using. The use of blockchain technology allows business entities to
perform proper interaction of the parties, remotely conclude smart contracts that are
minimally exposed to the illegal influence of the human factor. Despite the fact that all
processes in distributed ledger technology are regulated bymathematical algorithms,
they certainly need legal regulation, at least in order to recognize or not recognize
the legal protection of participants in transactions concluded through these informa-
tion technologies. In particular, it is necessary to regulate identification in remote
Internet transactions in more detail and control the dissemination of data about the
subjects in these deals. Along with this, using Identity and AccessManagement tech-
nology (IDM—Identity Management is more common), business entities can ensure
the security of the company’s internal digital environment, which is mandatory in
conditions when the main exchange of documentation between departments of large
organizations takes place in electronic format.
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