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1 Introduction

Blockchain technology has grown for various IT applications. It can be defined as
the append only distributed database that is practically immutable, maintained by
decentralized P2P network using consensus method, cryptography and back refer-
encing blocks to order and validate the transactions [1]. In contrast to traditional
databases, blockchain offers data immutability, data transparency, user anonymity,
trust among the untrusted entities, decentralization etc. Bitcoin [2] is the first popular
implementation of blockchain for financial application. Since then, other blockchains
such as Ethereum, various Hyperledger project solutions, IOTA, Ripple, R3. Corda,
Hashgraph etc. have been popularized. Blockchain is explored in various markets
such as B2C, B2B, online trading, auctioning, energy, e-KYC etc. In addition, it is
evolved by integrating smart contracts as business logic. As per the deployment and
access scope, there are mainly three types of blockchains viz; public, private and
consortium. Public blockchains are open to all nodes for read and write. The widely
used public blockchains are Bitcoin and Ethereum. The public blockchains are more
secure and fully decentralized as the transaction validation and confirmation is done
by a large number of nodes in the network. However, scalability and blockchain
forks are major issue [3]. In private blockchain, a node requires a permission to take
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part in the blockchain network. Here, a write permission is given to the authorized
nodes only, whereas read permission may be public or restricted. Here, data security
and trust are dependent on the credibility of the authorized nodes. In consortium
blockchain, the data write operation is performed by a pre-selected set of nodes from
multiple organizations, while read permission may be public or restricted. As like a
private blockchain, the data security and trust are dependent on the credibility of the
selected nodes.

Although blockchain has high potential in various applications, it faces the prob-
lem of scalability due to the underlying computationally expensive consensus meth-
ods such as Poof of Work (PoW), Proof of Stake (PoS) etc. [4]. With the increasing
number of nodes, the transaction throughput is decreasing as a large number of nodes
are involved in transaction validation and confirmation. Although these consensus
methods help in improving the trust among the untrusted entities in the blockchain
network, they pose the scalability issue. In literature, researchers have proposed on-
chain and off-chain solutions [5, 6] to address the scalability issue in blockchain.
However, still there is a room for further improving the scalability and security of
the blockchain.

In this paper, we design NITG Chain (NITGoa Chain) with the improved scala-
bility and security. It is a private and permissioned blockchain which can be more
suitable for business to business applications such as trading, asset management
etc. Here, a node needs a permission from the existing nodes to participate in the
blockchain network. It applies Proof of Reputation (PoR) consensus method for
appending the block in NITG Chain. Here, the block mining is performed by only
the dedicated nodes (authorized nodes) which have high reputation and selected
by each organization. A block created by any authorized node is verified by other
authority nodes along with underlying transactions, and that block is appended to
NITG Chain after receiving and verifying the confirmation from 2/3 of authority
nodes. The selection of authority node for block creation is done based on its liveli-
ness and reputation. Thus, NITG Chain achieves fairness among the nodes for block
creation. In addition, it ensures reliability, security from blockchain fork and afford-
able throughput and scalability. The functional and performance validation of NITG
Chain is done using a testbed at NIT Goa by applying different size of transactions
and blocks. From the experimental results, it is observed that NITG Chain achieves
throughput 712 tps on average, while generating a block of transaction at an interval
of 10s.

In following, Sect. 2 discusses background on blockchain followed by the existing
solutions to improve the scalability of blockchain. A detailed discussion of the NITG
Chain is given in Sect.3, while the experimental results and analysis of the NITG
Chain is given in Sect.4. Section5 concludes our work with references at the end.
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2 Background and Related Work

A common workflow of blockchain in peer to peer network is depicted in Fig. 1. Here,
atransaction initiator broadcasts a transaction into peer to peer network of blockchain
after digitally signing it. After receiving a number of transactions, each node starts
creating a block of transactions by applying Proof of Work (PoW) [2]. A node which
is successful of mining a block broadcasts that block in peer to peer network for the
validation. After receiving the confirmation from a majority of nodes (51% nodes),
each node updates their copy of the blockchain by appending that block.

In contracts to distributed database, blockchain establishes the trust among the
nodes through consensus. However, scalability and fault tolerance of blockchains
depend on underlying consensus method. A summary of the existing consensus
methods is given in Table 1.

To address the scalability problem in blockchain, different solutions such as on-
chain and off-chain including side chain and child-chain have been reported. On-
chain solutions attempt to increase the block size, reduce the transaction size or
sharding to improve the scalability. Big block and Bitcoin Unlimited [18] are the
examples of the increased block size. Here, more number of transactions can be
confirmed in a single run of the blockchain update. However, the block propagation
speed decreases, which may result into blockchain forking. In Bitcoin’s Segregated
Witness (Segwit) [19], the signatures and transactions are separated. The witness
data structure stores the signatures. This helps to address the problem of transaction
malleability. Here, the size of transactions is reduced to increase the throughput. As
like in the distributed databases, sharding in blockchain attempts to group nodes into
different shards, and thus, allowing parallel processing of the transactions. Elastico
[20], OmniLedger [21], RapidChain [22], Zilliga [23], Harmony [24] and Monox-
ide [25] are applying the blockchain sharding. However, sharding causes the data
integrity issue, if an attacker can have control over shards.
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Fig. 1 A common workflow of blockchain [7]



Table 1 Summary of the existing consensus methods
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Consensus | Applicable Node identity Block Scalability | Fault tolerance
blockchain/DLT mining

PoW [2] Bitcoin Permissionless | R Low 50%

PoS [8] Ethereum Permissionless | D Medium 3f+1

PBFT [9] Hyperledger Permissioned R Medium 3f+1

DPoS [10] Bitshares Permissioned D High 3f+1to2f+1
FBA [11] Ripple and Stellar | Permissioned D High Sf+1to3f+1
PoAu [12] None Permissioned D High 3f+1

PoET [13] Intel’s Sawtooth Permissionless | R High 2c+1

PoAc [14] None Permissionless | R Low 50%

PoB [15] None Permissionless | R Low 50%

PoC [16] Zcash Permissionless | R Low 50%

PoR [17] None Permissioned D High 3f4+1

R Random, D Deterministic, ¢ number of nodes, f Byzantine faults

In off-chain solutions, the transaction processing is performed outside the chain
for the frequent transactions. Typical solutions under this category are payment chan-
nels [26, 27], side chain [28] and Child chain [6]. Bitcoin’s Lightning network [26]
and Ethereum’s Raiden network [27] have adopted the payment channel (off-chain)
to process frequent transactions, and thus, reducing the number of transactions to be
processed at main chain. This helps to improve the throughput and reduce the trans-
action fees. However, it may affect the ecosystem due to the reduced transaction fees
and profit to miners. The goal of side chain is to transfer the cryptocurrencies among
different blockchains. For example, the exchange of cryptocurrencies among differ-
ent blockchains. The typical example of side chain is Pegged Sidechain [28]. Child
chain follows the parent-child structure, in which transaction processing is performed
at child chain, while parent chain maintains the record of the confirmed transactions.
Plasma [6] follows the parent-child structure for transaction processing and record
maintenance. A summary of the existing solutions to improve blockchain scalabil-
ity is given in Table2. As per our observation, there is a need of re-investigating
or extending the existing consensus methods (on-chain solutions) to improve the
throughput, scalability and security in blockchain.

3 NITG Chain: Proposed Blockchain Framework

3.1 Objective and Design Goals

The main objective is to design a scalable and secured private blockchain with the
improved throughput for business to business applications. The proposed framework
should achieve higher throughput in context of different size of transactions and
block.
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Table 2 Summary of the existing solutions to blockchain scalability

Category | Solutions Advantages Limitations
On-Chain | Increasing the block | Improved throughput Blockchain forking
size [5, 18]
Reducing the Improved throughput Causes fungibility
transaction size [19]
Sharding [20-25] Parallel processing 1% attack
Off-Chain| Payment channel Reduced transaction fee and | Can affect the token
[26, 27] waiting time ecosystems
Side chain [28] Allows to exchange Difficult to control different
cryptocurrencies among cryptocurrencies due to their
different chains price differences
Child chain [6] Parent-child chain structure | Complexity increases for
to improve the throughput parent-child verification

3.2 Design of the NITG Chain Framework

The design of NITG Chain is given in Fig. 2. Here, the created transactions are trans-
mitted to all the peers (i.e. connected nodes to the transaction initiator) in peer-to-peer
network. Further, these peers transmit such transactions to their peers and thus, all the
created transactions are propagated in whole network for verification. Each node in
P2P network has a list of all the verified transactions which are created in a particular
time. The verification of transactions helps to remove any malicious transaction. In
NITG Chain, only authorized nodes verify and validate the transactions. At a time,
only one authorized node creates a block of such verified transactions and checks
for other live authority nodes to make an active list. The active list of the authorized
nodes is sorted as per their reputation score calculated over the period of time and
appended to the block. The generated block by an authorized node is signed using the
elliptic curve cryptography based digital signature algorithm. This generated block
is broadcasted in the network for the verification. Block verification is performed by
each authorized node in order to introduce valid block in the network. Upon verifica-
tion, each authorized node broadcasts the signed confirmation transaction containing
the block’s hash value. Then, this block is added to blockchain by each node after
receiving the confirmation from 2/3 of authority nodes. For the next block creation,
the next authorized node is selected from the active list. Thus, all the authorized
nodes have a fair chance of mining the block. In general, NITG Chain performs new
node insertion, transaction flow, transaction verification, creating an active list of
the authorized nodes, block creation, verification, and confirmation, time synchro-
nization and API service. In following, a detailed discussion on these activities is
given.
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Fig. 2 Design of the NITG Chain framework

3.2.1 New Node Insertion in Network

When a new node wishes to participate in NITG chain, it broadcasts its public key
to all the peers. A new node insertion in NITG chain is performed through 5-way
handshaking and mutual authentication. A new node first sends a request to the
existing node for adding it to the existing node’s peer list, as shown in Fig.3. In
response, the existing node adds this node to its peer list and returns a node ID.
Further, this new node sends a request for getting the existing node’s peer list. The
existing node sends its peer list to the new node. New node adds the returned peers
to its peer list. Finally, a new node becomes a part of the network. For a new node
insertion, following messages are involved.

1. N — P: na //Request to add in peer list

2. P — N: (na, nb, ID)E;p //Return Node ID (Existing node adds this new node
to its peer list and returns a node ID)

3. N — P: (na, nb)Ey //Request for peer list (New node sends request for the
existing node’s peer list)

4. P — N: (na, nb, PL)E;p //Returns peer list

5. N — P: (nb, PL)E;y //Add peers to peer list (New node adds the returned peers
to its peer list and acknowledges the same)

Here, N is anew node and P is the existing peer node. na and nb are nonces of new
node and peer node respectively. Ey and E;p are the private keys of new node and
peer node respectively for signing the messages using elliptic curve cryptography.
After 5-way handshaking process, all the peers add mapping of new node ID to its
public key to their local cache. All further communication with this new node uses
this public key.
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3.2.2 Transaction Flow and Verification

The transactions created by the users are transmitted to all the nodes in the net-
work. For this, we are applying Breadth First Search (BFS), where a node creates a
transaction, it is transmitted to all its peers. Further, those peer nodes transmit that
transaction to their peers as maintained in their peer list and so on. At the end, all
nodes in the network receive the created transaction. Like this, each node in the net-
work has a list of all the transactions created during time interval ¢. However, there
may be malicious nodes which can spread the forged transactions into the network.
To prevent this, the propagated transactions are verified before packaging them into
the block. In NITG Chain, authorized nodes verify the transaction by checking its
attributes, digital signature of sender, balance and size of the data field. Such verified
transactions are collected as valid transactions for block creation.

3.2.3 Active List of the Authorized and Reputed Nodes

Each authorized node maintains a list of authorized nodes along with their reputation
score calculated during time interval 7. To know whether the authorized nodes are
active or not, the current authorized node sends a ping request message to all other
authorized nodes, as shown in Fig. 4. If it gets reply from a list of authority node,
it adds that node to the active list. At the end, all the available authority nodes are
identified for next block creations, as shown in Fig. 5. Consider, one of the authorized
nodes is not available or crashed to send a reply. In this case, a crashed node will
not be added to the active list of the authorized node. Thus, the next authorized and
reputed node (potential miner) waits for a fixed time slice (2s) and then it creates

. Freturrs NodelD

Kew Node Existing Node

1tng Node
Request for Peer st
Returns Peer b

New Node Existing Node

Reguet! 10 33 » Peer bat

Mew Node

New Node Exigtng Node

/9/0
. —e

@

Fig. 3 New node insertion process in NITG Chain
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Fig. 4 Checking liveliness of the authorized nodes in NITG Chain

the block itself. This helps to achieve the reliability of the network and fast creation
of block. For each of the authority nodes which have not participated in creating
the recent m blocks, the reputation score is calculated based on their liveliness and
participation in creating the recent blocks. Thus, reputation score of each node is
determined as the number of times a node has generated valid blocks with respect to
a chance given to that node for block creation. For this, an authorized node traverse
the blockchain. Like this, all the authority nodes maintain a list of the other authority
nodes and their reputation score and keeps updating it.

3.2.4 Block Creation, Verification and Confirmation

An authorized node verifies the transactions and collects them as valid transactions
during the time ¢, as discussed earlier. It then creates a block (please refer Fig. 6) with
the active list of the authorized nodes with their reputation score, as discussed earlier.
Here, all the authority nodes are sorted and added to the active list of the authority
nodes. This active list along with the reputation score of each node is appended in the
current block so that the next authority node (potential node to create the next block)
can be found from the current active list. This helps to secure the reputation score.
Therefore, the active list determines the next miner automatically. If an immediate
node crashes, the next potential miner waits for a fixed time slice (2s) and then it
creates the block itself and thus, making the network reliable, more decentralized
and solving the problem of monopoly attack. It then signs the block using its private
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Fig. 5 Creating an active list of the authorized and reputed nodes in NITG Chain

key and appends signature to the block. Finally, the created block is broadcasted for
the verification.

Block verification is done by each authority node in order to introduce valid block
in the network. Here, each authority node checks the presence of the block creator
in the authority list. If present, then the signature of that node is verified. If the
creator node is an authority node, the signature of each transaction using the signer’s
public key is verified. Then, each authority node creates a confirmation transaction

Index
Data
Previous Block Hash
Merkle root hash

Authority Signature

{ Transaction[0], Transaction[1], Transaction[2], ............... , Transaction[n] }

Active List

Fig. 6 Block format in NITG Chain
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containing the hash value of the created block and signs it using its private key. Such
transaction is broadcasted into the network as a confirmation of the block.

Block confirmation is done by authority nodes in the network in order to append
the created block to their copy of the chain. Each node waits for the confirmation
from 2/3 of the authority nodes. If confirmation from 2/3 of the authority nodes are
received, the confirmation transaction’s fields viz; signature and hash of the block
are verified. If signature and block hash is valid for the confirmation transaction from
2/3 of authority nodes, that block is appended to the node’s chain. Thus, to add a
block in NITG Chain, a confirmation from at least 2/3 of authority nodes is required.
This helps to reduce the verification cost as each node in the network do not require
to verify the block.

3.2.5 Time Synchronized Block Generation

After each fixed duration, a new block is created automatically and added to the
chain. This new block contains all the transactions which are committed in particular
time . In NITG Chain, we have kept a time slice of 10s for the next block generation
and to append it to the chain.

3.2.6 API Service to Interact with NITG Chain

Many low storage devices like IOT sensors, mobile phones, etc. are unable to interact
with the blockchain due to their storage and computing limit. We have developed
an API service through which such devices can interact with the NITG Chain. To
build an API, we have used Express.js and Node.js. The network communication is
enabled through protocols like HTTPS/HTTP.

4 Experimental Results and Analysis

4.1 Experimental Setup

For the functional validation of the NITG Chain, a small-scale testbed is created
at NIT Goa by setting up three servers as shown in Fig.7. We have considered
three validator nodes such as VM1.1, VM2.1 and VM3.1 as authority nodes. The
functionalities of NITG Chain are written in Python.

For the experimental evaluation of the proposed NITG Chain, the peer itself is
considered as CA to generate its own public key. Here, transaction certificates are not
provided with the assumption that all the nodes are having the valid keys. In future,
the role of CA can be implemented for the real time deployment. Each node generates
a preloaded transaction (please refer Fig. 8). In Fig. 8, “vk” is the public key of the
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Fig. 7 Experimental setup for functional and performance validation of NITG Chain

{
"nonce”:0,
"from_account”:'Te2eddbddbd60e50d53£328d61d2f731058851ce9c06e34bd35
eadb7Th0a30f2",
"to_account” : fhieec63c¢97591{8bf182a95d8a914e20dc9691dff1e59¢8060(70516
6bd99a9’,
"amount™: 1233,
"vk": ed6064f3ef5327eTda3ac514443503fbac5e504372046eceal Tadd 25581
38c43e919a3ea5815ea254483c1ecefec6b44b9569586fd4d038¢b15a50867dec3d’,
“data™: "a":"sdfsdfsdf” " b" " sdfsd,
“sig” " 387578 f{5554949a83¢d3d9df0ab91f44 Thib6ef800d625Tedcallbe259ee
68b1193a64e8223645385e9{21de7196a475b6e3e19704e27claTebebe8d Taa’,
"timestamp”:1591549899.9142396,

}

Fig. 8 Pre-loaded transaction on each node
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sender, “sig” is the signature of the transaction signed by a sender, “form account”
is the id of the sender and “to account” is the receiver’s id. The transactions are
automatically generated using a script running on all the nodes. For the performance
evaluation, NITG Chain is evaluated in terms of throughput on different size of
transactions and blocks.

4.2 Results and Analysis

During performance evaluation, the transactions are automatically generated by all
the nodes and the authority nodes have followed the defined consensus rules to create
the block in the time interval of 10s. We have applied different size of the transactions
with different payload sizes (1-4096 bytes) and evaluated the throughput of NITG
Chain. Figure9 shows the transaction throughput of NITG Chain with varying size
of the payload. From the results, it is observed that the NITG Chain confirms more
than 690 transactions per second, if the transaction payload size is up to 1000 bytes.

In addition, a range of blocks with varying number of transactions are applied to
NITG Chain to test its performance. Such blocks are sent in the network by arandomly
selected node. The performance results of NITG Chain in the context of different size
of the blocks are shown in Fig. 10. It is observed that NITG Chain has throughput
more than 545 transactions per second, while adding up to 500 transactions per block.

Although performance results of NITG Chain are derived in a limited resource
environment, these results are more encouraging to use NITG Chain in large scale
network as it requires less computation for performing the transactions. As per our
observation, NITG Chain addresses the problems of blockchain forks and scalability
at an affordable level. In NITG Chain, a block created by an authority node is verified
by other authority nodes and it requires confirmation from at least 2/3 of other
authority nodes to append it in blockchain. There is no chance of having another
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Fig. 9 Throughput of NITG Chain with different payload size (in bytes)
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Fig. 10 Throughput of NITG Chain with different size of block

Table 3 Comparison of NITG Chain with the existing well-known blockchains

Platform/type Consensus | Smart Anonymity | Average Block
method contract throughput | generation
support (tps) interval
Bitcoin PoW No Yes 3.5 10 min
[2]/Permissionless
Ethereum PoS/PoW Yes No 15 20-30s
[8]/Permissionless or
Permisioned
Zcash PoW No Yes 23 1.25min
[16]/Pemissionless
Ripple RPCSA No No 1300 3.84s
[29]/Pemissionless
Hyperledger BFT Yes No 3500 Customizable
[9]/Permisioned
Litecoin PoW No No 56 2.5min
[30]/Permissionless
NITG PoR Under Yes 712 10s
Chain/Permissioned develop-
ment

confirmed block in the network at same time as each authority node signs only one
block at a time, and thus, it addresses the problem of blockchain forks. It assumes that
at least 2/3 of reputed authority nodes behave honestly. Table 3 shows a comparison
of NITG Chain with the existing well-known blockchains.
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5 Conclusions

Blockchain has high potential in future IT based domains. In this paper, we have
designed and implemented NITG Chain, a scalable, private and permissioned
blockchain for business to business applications. It applies a proof of reputation
consensus, in which the liveliness of authority nodes and their reputation are con-
sidered to select an authority node for block creation. In addition, each authority
node gets a fair chance of mining the block. This helps to achieve the reliability
of the network. The verification of block, underlying transactions and confirmation
transaction from 2/3 of authority nodes helps to address the problem of blockchain
fork as well as scalability. From the experimental results, it is observed that NITG
Chain has throughput 712 fps on average, while applying different size of payload
and blocks. The experimental results are very encouraging to use NITG Chain for
large scale business to business applications, in which the authority node can be
selected from each of the participating organizations. In future, NITG Chain will be
further investigated to support the smart contracts and to offer on-chain data privacy.
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