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Legal Framework for Protection )
of Critical Information Infrastructure ey

Tarun Batra, Aamir Hussain Khan, and S. Samanta

Abstract Many utilities have adopted digital technologies to bring the required
efficiency in their operations and meet the stakeholder requirements. As part of
these digitization initiatives, the organizations have implemented multiple state of
the art technologies which have helped them to improve and deliver quality services.
Although implementation of latest technologies have brought numerous advantages
to the utilities but it has also brought a unique challenge in the form of Cybersecurity.
As power distribution utilities host nation’s Critical Information Infrastructure, it
becomes imperative for utilities to ensure all required measures are in place to protect
them from any kind of misadventure from Cyber adversaries. In view of above, many
utilities have implemented various controls covering all aspects of People, Process
and Technology. But it seems that a gap still exists which is not covered by standard
approach. A survey of recent cyber-attacks on CII has revealed that a lot of advance
and modern utilities have been a successful target of such malicious campaigns. The
reason for utilities to become victim of such campaigns seems to be due to lack of legal
framework for protection of Critical Information Infrastructure. It is also required
that accountability for protection of CII at multiple stages should be recognized along
with stringent review mechanisms. This paper shall focus on approaches adopted by
various cyber instruments to curb crimes and what strategy needs to be adopted by
nations to protect CII from falling victim to malicious campaigns by cyber adversaries
who are based out of different geopolitical location.

Keywords CII - SCADA - OT - IT - Physical security
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Abbreviations

ADMS Advance Distribution Management system
CII Critical Information Infrastructure

CPS Cyber Physical System

CERT-In  Indian Computer Emergency Response Team
FRTU Field Remote Terminal Unit

ICS Industrial Control Systems

IT Information Technology

NBA Network Behaviour Analysis

NCIIPC National Critical Information Infrastructure Protection Centre
oT Operation Technology

oS Operating System

PLC Programmable Logic Controller

RTU Remote Terminal Unit

SCADA Supervisory Control and Data Acquisition
US-CERT  United States Computer Emergency Readiness

SPOC Special Point of Contact

ERP Enterprise Resource Planning

BCM Business Communication Manager

CRM Customer Relationship Manager

PI Process Integration

GIS Geographic Information System

SCADA Supervisory Control and Data Acquisition
FFA Field Force Automation

ESB Enterprise Service Bus

1 Introduction

Power utilities have always played a major role in development of national economy.
Over the years the utilities have followed a traditional model of supplying power to
its consumers and have not shown interest in upgrading its infrastructure especially
the digital one. Since the demand of power has increased multi-folds due to various
technological advancements like mobile phones, electric vehicles etc. Also at the
same time, consumers have also become more aware of power consumption details
owing various energy efficiency initiatives, it has now become important for utilities
to adopt a modern approach to upgrade its infrastructure to state of the art level. Due
to this approach power utilities have implemented various technological solutions
like:

e SAP-ERP
e SAP-BCM
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Fig.1 Block level diagram of various systems in a CII
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Power Procurement Application.

These systems have enabled utilities to track consumption of power on near real
time basis and also to meet the demands of its consumers. These systems work in an
integrated fashion with the help of enterprise service bus and Common Information

Model concept as shown in the architecture below (Fig. 1).

2 Challenges

Some of the challenges that operators of Critical Information Infrastructure face
today are as mentioned below:



Table 1 Details of cyber attacks

T. Batra et al.

Year of attack

Name of organization

Attack type

2013 New York City Dam Google dorking technique

2014 European ICS Manufacturers HAVEX malware

2015/2016/2017 | Ukraine Power Grid Black energy, industroyer and NotPetya
malware

2018 Saudi Petrochemical Company | Triton malware

2018 US Power Grid Grizzly steppe

May 20 UK Grid Balance Authority Ransomware

Oct’20 Dr. Reddy Labs Ransomware (phishing technique)

Nov’20 Lupin Pharmaceutical Ransomware (phishing technique)

Dec’20 Solar Wind Data compromised

Power utilities are supplying electricity to various other critical infrastructure,
hence incapacitation of its key systems may have debilitating impact on national
economy, public health and security.

Cyber physical components of IT and OT networks are now being exposed to
public network which poses a major risk to critical infrastructure.

Any failure to address cyber vulnerability in any of the component of critical
infrastructure may create havoc in the entire network resulting in unavailability
of system and services.

Lack of understanding on applicable (sector-specific) Cyber Risks to Critical
Information Infrastructure.

Lack of cooperation and accountability among stakeholders involved in operation
of Critical Information Infrastructure.

3 Analysis of Cyber Attacks

In order to further understand the magnitude of challenge and complexity faced by
operators of CII, we tried to create a table of cyber-attacks which has happened over
the last few years (Table 1).

4 Possible Cause of Such Attacks

See Table 2.

State Sponsored:

See Fig. 2.
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Table 2 Possible causes of cyber attacks

S.No | Possible cause How was it checked | What is the finding?

1 State sponsored attacks | Cause and effect Limited information on unknown
adversaries

2 Hacktivism Pareto analysis Organization is vulnerable to such
attacks

3 Insider threats Pareto analysis Employee is the weakest link

User/Control
Room Staff

Clicks on Specially :rafteci
Phishing email

Access to SCADA Network-
Troubleshooting finstallation

Connects Virus infected Pen drive

\ Compromised laptol;

State Sponsored
Attacks

Latest security patches not supported

Exposing network for Business Reason

___ Older versic is publically available

Technology Integration with
Adoption Public world

Fig. 2 Analysis of state sponsored attacks

Hacktivism:

See Fig. 3.
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Fig. 4 Details of insider threats

Insider Threats:

See Fig. 4.

One of the important points which is coming out of the analysis is that there is a
rise in nation state attacks which is usually carried out from a different land. Also
it becomes challenging for the security agencies to catch hold of adversaries due to
lack of formal agreement.

5 Review of Cyber Crime Instruments

In view of challenges faced by various Critical Information Infrastructure, it is under-
stood that adopting a legal framework based approach is best suited to address this
issue. Since there are multiple stakeholders in the entire value chain, hence it becomes
important to ensure accountability at each of the partner’s end to bring in the necessary
responsibility. Also since due to the rise in adoption of digital technologies, adver-
saries based out of other geo location are able to carry out cyber-attacks without
getting caught. Moreover due to unavailability of any legal arrangement, most of
such cases remain unresolved leaving critical infrastructure to merely depend on
technology to defend themselves. Failure to meet the necessary requirements should
be covered as part of legal framework which should include provisions for penalty,
black listing, etc.

Further below we have analyzed few of the international instruments available
to deal with the challenge of Cybercrime and how a future course of action can be
developed on the basis of the same.
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i.  European Convention on Cyber Crimes:

It is the first international treaty on crimes committed via the Internet and other
computer networks. However, the main focus of the Convention is to deal with
infringements of copyright, computer-related fraud, child pornography and violations
of network security.

The Convention contains four chapters. First chapter dealing with definitions
whereas second chapter specifies the measures that are to be taken by the signing
nations. The third chapter makes it mandatory for the nations to cooperate with
each other to deal effectively with the cyber-crime. The fourth chapter provides for
signature by the parties to the Convention.

ii.  Additional protocol to the convention on cybercrime:

On 1 March 2006, the Additional Protocol to the Convention on Cybercrime came
into force which is concerning the criminalization of acts of a racist and xenophobic
nature committed through computer systems. The ratifying States of the additional
protocol are required to criminalize the dissemination of racist and xenophobic mate-
rial through computer systems, as well as threats and insults motivated by racism or
xenophobia.

The protocol states that it has taken into account the relevant international legal
instruments in this field, and in particular the Convention for the Protection of Human
Rights and Fundamental Freedoms.

iii. Recognition of Foreign Judgments

The “recognition” of a foreign judgment occurs when the court of one state accepts
a judicial decision made by the courts of another state as in rem and so precludes
the relitigation of a claim on the same facts on the ground of res judicata and/or
collateral estoppel. Once the judgment is recognized, the party who was successful
in the original case can then seek its “enforcement.”

There are many international instruments, which govern the reciprocity on this
aspect such as Hague Convention on Foreign Judgments in Civil and Commercial
matters.

6 Conclusion

After carefully examining various conventions or treaties available to address cyber-
crimes, it is concluded that a separate or a new international level convention or treaty
is required to be formed addressing the unique challenges of Critical Information
Infrastructure. The treaty should involve all the stakeholders of CII with provision for
strict penalty in case of non-adherence. Stakeholders could be operators, suppliers,
member countries, etc.

The proposed convention on protection of CII should include following clauses:
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Member states of convention shall cooperate in tracking adversaries responsible
for carrying out cyber-attacks

Member states shall share information of adversaries present in their land with
each other

Accountability of Vendors or suppliers who are supplying service to CII needs to
be defined

Identification of SPOC for vendors and suppliers

Review of source code must be a standard practice

Setting up of cybersecurity labs to test equipment’s prior to being supplied to CII
Suppliers of CII needs to be empanelled with nodal agency like national CERT’s
Formation of national vulnerability database applicable to Critical Information
Infrastructure

Option for allowing only those suppliers registered with a nodal agency like CERT
to provide service to CII

Practice of conducting Cybersecurity audit of Suppliers or vendors needs to be
included

3rd party agencies who provide services on behalf of vendors or suppliers should
be made equally liable

e Products supplied must be labelled with a certificate for their adoption in CII
e Option of blacklisting suppliers or vendors from providing services to other CII

in case of performance issues needs to be considered as well.

7 Way Forward

The future work shall involve working on development of draft international level
instrument which can be adopted by the member states who are party to it. The
instrument shall consider all possible aspects of protecting a Critical Information
Infrastructure including Supply Chain Attacks which have also seen a steep rise in
the recent times. The paper shall also discuss provisions related to penalty that should
be levied in-case of cyber-attacks. The paper shall also discuss various ways how
majority of the nations can be brought under this arrangement.

Reference

L.

https://www.techrepublic.com/ https://www.ekransystem.com/ https://digitalguardian.com/
https://www.techrepublic.com/ http://ili.ac.in


https://www.techrepublic.com/
https://www.ekransystem.com/
https://digitalguardian.com/
https://www.techrepublic.com/
http://ili.ac.in

Real Time Monitoring of OT Devices m
Through INMS L

Aamir Hussain Khan, Tarun Batra, and Kundan Kumar

Abstract Tata Power-DDL is a front-runner utility in implementing new technolo-
gies in order to improve quality of service to its consumers and enhance consumer
delight from time to time. Tata Power-DDL has been successfully managing its power
grids remotely. As we are aware that technology plays an important role in increasing
the efficiency of our electrical network system, hence to increase the reliability and
efficiency of our electrical network system we have automate our network along
with real time control on OT devices. In view of this we need a system by which
can enable us to monitor the real time availability of the Operational devices like
RTUs, FRTUs IEDs etc. which are used to operate the electrical network remotely. To
achieve this we propose to implement an integrated system called INMS (Integrated
Network Management System) which will enable the utilities to monitor the real
time availability and performance of all OT devices. In this paper we are focusing
on mainly two issues that is (A.) How we will monitor OT devices on real time basis
(B.) What would be the benefits of implementing INMS in a Power Utility? With
the help of INMS we are able to monitor the availability and performance of our
large electrical network devices on real time basis. It automatically detects faults
of electrical network devices through periodic polling of each devices and generate
alerts if it is unable to communicate with that device. INMS gives us a complete
monitoring solution with following capabilities: (a) Fault monitoring, (b) Alerting,
(c) Topology discovery, (d) Performance monitoring.

Keywords INMS * RTU - FRTU - IED + SNMP - MIB - ICMP - SAIDI - SAIFI -
OT - NPS - ITIL - OT
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Abbreviations

FRTU Field Remote Terminal Unit
ICMP Internet Control Message Protocol

IED Integliance Electronics Device

INMS Network Node Manager

ITIL Information Technology Infrastructure Library
MIB Management Information Base

NPS Network Performance System

oT Operational Technology

RCA Root Cause Analysis

RTU Remote Terminal Unit

SAIDI  System Average Interruption Duration Index
SAIFI System Average Interruption frequency Index
SNMP  Simple Network Management Protocol
TPDDL  Tata Power Delhi Distribution Limited

1 Introduction

Tata Power Delhi Distribution Limited is a Power Distribution Utility which supply
electricity in area of 510 sq. km in North and North-West parts of National Capital.
Tata Power DDL serving a populace of 7 million and having a customer base of 1.7
million with peak load of approximately 2100 MW. Quality of Service, Reliability
and AT&C (Aggregate Technical and Commercial Loss) are the key parameters for
any regulators for measuring the performance of discoms. Tata Power-DDL has a
great history to reduce the AT&C losses to below 8% from 53% when it took over
Delhi Vidyut Board. We have implemented various technology to improve reliability
and customer delight.

As Power utilities are approaching towards integration of Information Technology
(IT) and Operational Technology (OT), we need a single window platform to monitor
all our IT and OT devices on real-time basis.

Integrated Network Management System (INMS) helps us to monitor large
number of OT network devices by providing us with a unified environment to view
network fault, availability, and performance and proactively address problems of our
network infrastructure. INMS uses a central server-based monitoring framework. We
have to install and configure INMS on a dedicated server, called INMS management
server, and it begins to discover the network by gathering information about the
devices connected to the network and the network topology.

After completing discovery of network, INMS uses a polling mechanism to peri-
odically collect data from the discovered network devices. INMS largely relies on
Simple Network Management Protocol (SNMP) agents on network devices while
collecting health status of each device. The SNMP agents configured on each OT



Real Time Monitoring of OT Devices ... 11

device provides INMS with a rich set of details on the health and availability of the
devices. By running periodic polls, INMS proactively and continuously collects the
data that indicates the health of the OT devices. For communication between field
devices to Management Server an SNMP (Simple Network Management Protocol)
agents is configured on the field devices like RTUs, FRTUs, and IEDs which acts
on behalf of the devices to perform network management operations requested by
INMS server.

Figure 1 shows the broad architecture of monitoring the OT devices installed in
our grids on real time basis. All OT devices of grid are connected to a switch whose
uplink is connected to the router to carry information’s of devices to the INMS
server. INMS server running periodic polls on each devices and collects SNMP traps
to check the status of devices. If the agents configured on devices which is used for
communication with server went unresponsive to the management server then an
alert in INMS of that particular device is generated.

The alerts are categorize in five category 1. (Normal) 2. (Warning) 3. (Minor) 4.
(Major) 5. (Critical) as shown in Fig. 2 INMS server uses ICMP (Internet Control
Message Protocol) protocol to pings all remote devices at a fixed periodic interval.
When the server doesn’t get ping response from the remote device then it generate an
alert of node down in INMS. At the same time INMS server collects the performance
data of devices using syslog. These syslog data are manipulated by server to display
the performance of the devices.
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2 Tata Power-DDL Challenge

In today’s scenario in TPDDL, our main challenge it that we are monitoring few
devices (only RTU) on real time basis. The number of devices monitored is very
less as we have large number of IEDs, FRTUs, Switches etc. in grids which are used
to operate grids remotely whose status is not known on real time basis as shown in
Table 1. For devices which are not monitored on real-time basis, we are using reactive
approach i.e. when it goes down and we get complaint of breakdown of device; then
we started to find out the possible reasons of breakdown and it takes a lot of time to
identify the issue. The main challenges are listed below:

e Difficult to trace the main reason of device failure.
e Not able to monitor all devices of operation technology on real time basis.

Table1 . Devices monitored before Devices monitored after INMS
INMS
RTU-133 RTU-133
1ED-0 1IED-2238
Switch-0 Switch-141
Gateway-0 Gateway-85
Total devices-133 Total devices-2597
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Fig.3 .

e Restoration time is devices are high.
e Not able to check the performance of devices.

Before INMS we were only able to monitor the availability RTU i.e. it is up or
down as shown in Fig. 3. We have no mechanism to address the issue why devices
are down.

The unavailability of devices like RTU, IEDs FRTUs etc. are due to reason like
communication failure, due to port hanged on router or it may be due to power failure.
Today, we are not able to analyze the root cause of unavailability of OT devices
quickly. To identify the issue maintenance team has to follow up with different
teams and it takes a lot of time to acknowledge the real issue and it increased our
MTTR (Mean time to restore). This impact our operation services and increase
SAIDI (System Average Interruption Duration Index) and SAIFI (System Average
Interruption frequency Index).

3 Methodology

In order to address the challenges of monitoring of all our OT devices on real-time
basis we have suggested to implement INMS system as follow:

1. Mapping of devices as per our geographical area.
2. Discovery of Devices by INMS system.
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Mapping of
devices

Incident
Management

Alert
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Fig. 4 .

3. Availability and Performance monitoring of devices.
4.  Alert identification.
5. Incident Management.

Process flow diagram is shown in Fig.4.

4 Mapping of Devices as Per Our Geographical Area

To identify the location of devices easily in case of any breakdown we have mapped
the devices as per their geographical location of our distribution area as shown in
Fig. 5.

In our large network it helps to troubleshoot the problem with layered approach
i.e. when we get an alert of device down we check that at which layer problem occurs
as shown in Fig. 6. This will helps us to reduce the total outage time of device.

5 Discovery of Devices

We have mapped all the field devices in INMS topology map as per the physical
connectivity of devices. INMS network topology monitoring capability helps us to
diagnose network connectivity problems. A topology map indicates the status of
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a network node, interface, or network connection with colors (for example, green

indicates the node is up, yellow indicates that there is some minor issue and red
indicates that link is down) and is useful in performing the following tasks:

Finding the cause of a connectivity problem (the device status is not Normal).
Understanding the RTU connectivity in the network.

Understanding the IED connectivity in the network.
Understanding the Ethernet Switches connectivity in the network.
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6 Availability and Performance Monitoring of Devices

INMS assists us in figuring out how to fine-tune our network’s performance by
collecting a rich set of performance metrics from devices and interfaces and
presenting the metrics on easy-to-understand graphs, charts, and reports. Deliv-
ered with the INMS ISPI Performance for Metrics, INMS performance management
capability continuously collects, stores, and manages performance-related metrics
from across our network, store the data into a scalable database on the Network
Performance Server (NPS)—the central component for building and viewing network
reports, and provides you with seamless transitions from fault data to performance
reports and back as per Fig. 8 (Fig. 7).

7 Alert Identification

INMS is specifically built for the exception-based management paradigm, which
enables you to focus on priority tasks quickly. INMS actively notifies you when
an important event or incident occurs on the network. An incident can be triggered
by a change in the status of a RTU or IED, a disruption in connectivity, or a non-
responsive SNMP agents. Incidents are monitored by INMS and reported through
INMS incident views (Fig. 9).
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We can browse through incidents to diagnose network problems. We can view
incidents by specific node or other sort criteria to solve problems quickly. Every inci-
dent appears in the incident views with a default message, which can be customized,
and can include helpful tips for resolving a particular network fault. Incident views
offer a quick way to diagnose the problems detected by INMS and finding a resolution
to the problems.

8 Incident Management

Incident Management is usually the first IT Infrastructure Library (ITIL) process
targeted for implementation or improvement among organizations seeking to adopt
ITIL best practices. The reasons for this are simple: Improved Consumerization and
Service Value Realization. Incident Management is the day-to-day process utilized by
the organization through engagement with the service desk or self-help technology
for rapid service restoration. We do various analysis like Pareto Analysis of the
incidents generated in the INMS for finding the most vulnerable OT Devices as
shown in Figs. 10 and 11.

OT TICKET ANALYSIS

Fig. 10 .
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9 Benefits

® Reduce the cost of delivering improved network availability with decreasing
SAIDI and SAIFIL.

e Integrated our OT network with IT network infrastructure (for example, reduce
the number of management servers).

e Achieve low total cost of ownership with features such as single windows
monitoring for all the IT and OT Devices.

e Achieve greater staff productivity and efficiency with Automated Ticketing
Method i.e. in case of any breakdown, alerts of that device is sent to concern
team for restoration.

® Reduce mean-time-to-response (MTTR) with a deterministic and adaptive RCA
and other intelligent automation features.

10 Observation

Tata Power-DDL has adopted smart grid technologies in moving forward to become
a smart utility. INMS is a part of smart grid technology where we can monitor our OT
devices and analyze its performance. INMS can give a boost in ensuring the avail-
ability to our OT network. It detects fault automatically and generate alerts through
continuous polling and collecting performance data of devices. We can update the
inventory of devices as per our geographical location area i.e. devices of a particular
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location can be added in a separate group. This will help us in troubleshooting to
check how many devices of that particular location was down or unavailable. Overall
with the adaption of INMS, TATA Power-DDL is moving toward integration of IT
and OT network.

11 Conclusion

To achieve vision of IT and OT Integration on a single platform, INMS tool is
a landmark step to improving OT network reliability. Hence INMS tool help TATA
POWER-DDL to gain unique experience of integrating various smart grid technology
with INMS which can be liberate by other by other organization to enhance their OT
network reliability.
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Combined Billing and Customer Care m
Systems for All Utilities in a Smart City gk

Amit Jindal

Abstract Smart city is a structural, predominantly composed of Information and
Communication Technologies (ICT) and several physical devices, to optimize the
system efficiency and improvement in various services including utilities (Electricity,
Water, Gas, etc.). ICT assist to enhance service quality, system performance and
collaboration between numerous departments to deliver services in a time bound
manner. Utilities supply electricity, gas, water, sewer etc. to consumer’s premise and
charge fee against the services provided as per regulatory guidelines. These services
might be provided by a single entity or multiple entities as per structure of urban local
body. In major cases, utility services are provided by distinct entities and charges from
the consumers are collected independently. In such a scenario, each entity must visit
consumer premises and generate reports for billing, payments, collections, customer
notices and customer base, which consume a lot of time, effort and impose huge
costs. Consumers pay all utilities bills separately, which billing cycle, cash collection
counter and customer care systems are working independently. Combined billing and
customer care systems will help utilities to overcome aforementioned problems and
visiting of consumer premises is required only once a month to collect consumption
data and bill distribution for all utility services. In such scenarios all utilities will
work in an efficient manner with a smaller number of employees, which leads to
cost savings to them. The combined CC&B enables utilities to manage payments,
deposits, consumer accounts, tax and meters through a single interface. Consumers
will be empowered to make payment for all utility services at the same counter in
one go and their service problem will be resolved in an efficient manner.

Keywords Billing - Customer care - Utilities - Revenue - Information and
Communication Technologies (ICT)
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1 Introduction

A utility bill is a detailed invoice, issued from utilities, including electric, water, gas
and sewer as per defined billing cycle in accordance with utilities business process.
Utility bills for consumers are majorly categorized in residential, commercial and
industrial segment. The billing structure of these categories are basically the same.
However, charges for industrial and commercial categories are more than the resi-
dential category. The billing calculation of water, gas and sewer consumption is
somewhat straight forward; however, electrical energy and power billing can be
more complex.

A utilities infrastructure should be designed in such a way to meet its consumer’s
demand. Basically, the utility must predict the demand-supply scenario in its service
area. The over-sizing of the equipment is expensive and the utility recaptures such
investment through various components of the bill. On the aspect with the utilities is
that the system’s demand tends be worse during certain seasons and times of the day.
For example, during summers, electricity load of air conditioning will be highest in
the afternoon and evening. Secondly, consumption of the water also increased multi
fold. In the winters, the electrical and gas systems may experience increased loads in
the early morning and afternoon. However, demand of water sharply declines due to
less consumption. These peak demand/loads vary largely depending on what types
of heating and cooling systems (gas or electric) make up in the utilities’ service area.

In many cases, the utility systems are working on their full capacity. That is,
any significant additional load (demand) will stretch the existing infrastructure such
as lines, equipment and system’s capacity. Utilities use different pricing methods
for different time zone, or signals, to encourage consumers to reduce usage during
periods when the utility system is nearing its peak capacity. These signals are often
printed into the consumer’s tariff structure. Understanding the tariff structure often
leads to the ability to save energy costs.

In the “metered” service arena, we can accurately measure energy consump-
tion for electricity, water and gas. Based on consumption, utility generates bill with
applicable tariff structure and tax regime. Within just those confines, we obviously
need a method to measure consumption, a technique to get that measurement back
into billing system, and a way to create, store and apply the correct rate to that
measurement. Additional complexities arise in the multiple way’s consumption can
be measured with the most complex being electricity with kWh, kW, kVAR, TOU,
MD, PF, Fuel surcharge etc.

Utilities capture and maintain consumer centric information covering name,
address, sanctioned demand, billing and payment history along-with other key param-
eters. Based on consumption, utilities generate the bills to the consumers and send
them to pay for the services availed. i.e. it is the entire Meter-to-Cash process.
In utilities, this is a structured and complicated process requiring a sophisticated
software.

Every created bill has unique number to record in their general ledger. Therefore, a
billing system to have a way to flexibly code their rent, tariff charges, consumption,
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demand, taxes etc. to link them to an appropriate set of general ledger account
numbers, and then appropriately roll up and transmit totals to those general ledger
account numbers. All financial transaction, such as payments or adjustments or write-
offs are recorded in a debit/credit pair. Ultimately a billing system is the AR (Account-
Register) sub-ledger and must be fully integrated into the financial system.

Combined billing system is the collective bill of different utilities covering
electricity, water, gas and sewer and only single entity will responsible for the meter
to cash process. The combined bill sent by the responsible entity to the consumer is
actually separate invoices on one piece of paper, including all necessary information
to fulfil regulatory requirements of the invoice. The entity is responsible for the
receivables from the consumer, including debt collection in situations where the
consumer is late with payments or does not pay at all. The consumer’s payment is
settled on a single account owned by the respective entity, which is responsible for
settlement of payment with all utilities.

a. The billing entity is responsible for printing and distributing the combined
invoice to the consumer. The consumer will receive one piece of paper with
data that fulfils regulatory requirements.

b.  The billing entity is responsible for the monetary settlement with the consumer
and for accurately passing forward the respective utility’s claim against the
consumer.

c. The billing entity shall responsible for due date monitoring and collection for
the total claim against the consumer.

The entity shall be responsible for meter to cash related issues covering meter fault,
billing issues, including debt collection. However, issue related to service quality,
outage and leakage shall mainly be handled directly by respective utility.

2 Background

Nowadays consumer receive utility bills all the time for their services namely elec-
tricity, water, gas and sewer. These bills are received monthly or bimonthly and
sometime on ad hoc basis as per their billing cycle in respective utility supply/service
area. Many consumers have more than one connection at different periphery (Suppose
different electricity connection in same city for different properties), so they receive
multiple bills every month, whose billing cycles are different and it is very diffi-
cult to keep track of all the bills. Even consumer receive more than one bill from
different utilities in the same territory in different bills and consumer need to pay
them separately. Such bills are provided in hard copy or via e-mailto the consumer.
The consumer reviews/validates the bills and pay to the utilities. Different bills have
different payment deadlines and late payments usually result in substantial penal-
ties. Needless to Say, receiving, reviewing, tracking, and paying each bill is and
inconvenient and time consuming task (Fig. 1).
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Fig. 1 Most cause of utility
customer complaints. Source
UK Energy Ombudsman
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Additionally, if there is some discrepancy/dispute in the utility bills for different
services or for same service under different territory then consumer needs to follow
up with the separate consumer care service centers for resolution of the issues, which
leads for the time, cost and dissatisfaction from the utility services. In such cases,
creditability of the utility services will also be severely damaged.

In the 2016, Government of India has launched concept of Smart City would
include:

Adequate water supply

Assured electricity supply

Sanitation, including solid waste management

Efficient urban mobility and public transport

Affordable housing, especially for the poor

Robust IT connectivity and digitalization

Good governance, especially e-Governance and citizen participation
Sustainable environment

Safety and security of citizens, particularly women, children and the elderly and
Health and education.

Smart city is a structural, predominantly composed of Information and Commu-
nication Technologies (ICT) to optimize the system efficiency and improvement
in various services including utilities (Electricity, Water, Gas, etc.). ICT assist to
enhance service quality, system performance and collaboration between numerous
departments to deliver services in a time bound manner. Also, ICT can enable various
services under one roof for improvement in consumer services, saving of time and
fuel and gain consumer faith.

With deliberation of utilities backdrop in their billing and service methods and
availability of smart city ICT infrastructure, notion of combined billing and customer
care systems for all Utilities is conceptualized. Combined billing system is an
individual-based System which collect billing information for a consumer premises
and sends bills through the e-mail or a hardcopy, as per regulatory guidelines, for
payment. The consumer receives a single bill with all desired information and make
combined payment in a Single account.
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Combined billing system will overcome mass mailing system, multiple bills in
different billing cycle, different payment timelines and provide improved billing and
payment Systems. Apart from this, customer bill dispute can be rectified from the
one place only.

3 Recent Utilities Trends

In recent years, the utilities are moving towards transformation of their business in
digital era. Digitalization and new technologies are driving demands for advanced
strategies and integrated data-driven business solutions, providing higher opera-
tional efficiency, better financial management and advanced customer services in
cost effective manner.

Nowadays, the customers are demanding for more accurate and transparent billing
along-with real time monitoring for control, billing review and timely payment. So,
utilities are concentrating on customer demand and listening more carefully their
voice to respond for more involvement and control over energy usage. The new
generation become more conscious and comfortable with mobile apps, social media,
and always-on connectivity, which all adds up to a “new normal” in the customer
experience. In this new normal, customer is desiring, specifically in electricity energy,
in tariff structure, source of electricity, time of day mechanism, micro grid, RE and
net metering. Commercial and industrial customers are looking to combine more cost
and utilization control with opportunities to self-generate, while setting themselves
and their utilities ambitious targets to reduce emissions from their energy use.

On the other hand, Involvement of multiple stakeholders, more access of data
and open access, cybersecurity anxiety is increasing from technology to manage-
ment that can disrupt service on multiple levels, from data security to infrastructure.
Unfortunately, cyber security and associated threats are underestimated and unim-
plemented by the utilities due to lack of knowledge, expertise, cost, resource, and
time constraints.

According to the UK government’s latest survey on cybersecurity breaches,
almost half of businesses experienced a breach or attack in the last year, making
the cybersecurity the 2nd most addressed topic for the UK’s utilities.

Cyber security technology by itself, however, can only partially address the issue
of cyber threats. Utilities also need to deploy the proper organization and processes
in order to supplement the impact of cyber security protection technologies. One
potential solution is for utilities and suppliers to develop standardized processes
together, so that concepts such as device configuration will be effective in a multi-
suppliers environment.

In the technology changing environment, the regulators are promoting for evolve
and adapt to recognize and incentivize new technology options such as energy
storage, EV charging infrastructure, Rooftop solar, two-way power flows, cloud-
based solutions, demand side management, smart metering and customer centric
solutions throughout the business. Traditional cost-of-service regulatory structure
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often does not encourage innovation nor impels the investments necessary to satisfy
customers’ evolving needs.

It will be of utmost importance that regulations in the energy and utility sectors
are timely aligned with the customer expectations, market evolvement and adoption
of new technologies such as digital capabilities or storage, taking their relationship
with customers on an entirely new level, for the overall disruptive transformation of
the industry.

4 Distinctive Features of Purposed Solution

We propose combined billing and customer care systems (CB&CCS) for all utilities in
a smart city. Combined billing system will extract all utilities bills of single customer
and combined them into one bill. The customer can pay for the consolidated bill once
per billing cycle and all the bills are settled by the combined billing system. The
customer can call to combined customer care center to rectify of bill dispute related
to any utility service.

e Multiservice bill for utilities of different standards (electricity, gas, water, sewage,
garbage collection, etc.)

e Multi-regional supports for multiple jurisdictions, with different business rules
for each jurisdiction, including different utilities, prices and tariffs, taxes, billing
and payment options etc.

e Multi-payment mechanism provision of the multiple payment mechanism like
cash counter, card swiping, online, account auto-debit and payment gateway.

e Multi-utility customer care support to handle multiple utilities billing and
service-related complaints.

e Multi-language bill as per customer requirement.

The combined billing and customer care systems (CB&CCS) should be able to
connect to all utilities billing, payment and customer care interfaces so that system
can get the billing information such as user account, bill amount, bill date, payment
deadline, bill breakdown details and minimum payment amount, and payment details
such as payment history, and store them into database. The billing deadline for all
utility bills for one customer shall be same (Fig. 2).

Utility Billing: We recommend that combined billing agency collect the billing data
from customer premises for all utility services in one visit. Collected billing data to
be sent to the respective utility for calculation of the bill amount and send back to
the combined billing agency for distribution. Combined billing agency collect the
billing parameters from respective utilities, validate data and compute combined bill
with a suitable payment deadline. Further, they send the combined bill to customer
on email or hardcopy as per regulatory guidelines. Each customer has unique account
number for combined billing system as well. Consumer receive a single combined
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Fig. 2 Depicted of combined billing and customer care

bill for all utility’s services availed by them and deadline of the payment to be same
for all services.

Payment Collection: Financial health of any utility solely depends upon collec-
tion of bill amounts from the consumers. To ensure prompt payments by consumers
proper facilities to be provided. Combined billing agency collect the payment from
consumers against the bill and handover to the respective utility as per their agree-
ment. Consumer can receive their bill and payment history from single portal/app
(Fig. 3).

Customer Care: Consumer can connect to the central customer care for the bill,
payment and supply related concerns. Central customer care system can resolve the
billing and payment related disputes at 1st level, else take the consumer complaint
and forward to the respective utility department for resolution of the matter. In case
of consumer’s complaint related to supply quality and outages, customer care can
connect with respective utility team and maintain the complaint history for record.
Further, consumer can check the complaint status from the central portal only.
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Fig. 3 Indicative process
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5 Implementation Strategy

The combined billing and customer care systems can be implemented successfully
with necessary strategy to address technical, commercial and regulatory aspects.

e Simplify utilities tariff structure and billing format to make easier for under-
standing to consumers.

e A standardized data exchange with all utilities to promote well-functioning
processes.

e Minimum essential data requirements include the point of delivery data, accurate
and timely measurement of data, and utility’s tariff data.
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e [Long-term commercial tie up of service provider with all utilities and relevant
stakeholders.
e Solid payment reconciliation process along-with frequency to be defined clearly.

The customer’s payment is settled on cash counter and online bank account owned
by the service provider and the service provider is responsible for passing forward
to the utilities part of the payment on regular frequency. In other way, consumer’s
payment can be settled in the escrow account for transparency.

System should be allowed to accept partial payment with the due approval of
concern authority. However, at the time of payment, consumer needs to define
particulars of utility to make partial payment.

Software as a service (SaaS):

The development of new technology and widespread availability of an access facility,
the combined billing system on SaaS software complex with cloud-based solution
is more flexible and productive. The system is maintained by the service provider
with guarantee of 100% uptime and the access to the users (utilities and consumers)
are provided through online services. The service provider shall collect the metering
data from consumer premises and facilitate to the utilities through data exchange
interface for billing calculation (Service provider can also calculate billing depends
on the utility’s requirement). The system combines billing data, receives payment
data, as well as issues receipts and maintain customer complaints history. System
provider shall have following key responsibilities as SaaS:

e Maintain and update system to achieve 100% uptime

e Development of new featured as per future requirements and regulatory guidelines
e Data exchange interface for seamless data transfer

e Both utilities and consumers can access system on the same platform.

6 Benefits

The combined billing and customer care systems are beneficial for all stakeholders
including customer, utilities and combined billing agency in the new billing and
payment mechanism.

Customers:

e Don’t have to keep track of their individual bills and less risk of late payment
fines.

e Online accessibility to check all utility bills along-with details from anywhere at
one place in more organized way.

e Track multiple utilities bills and make payment without logging into individual
utility portal/app separately.

e Easy to analyze various expenses at one place and generate reports without any
expenses tracking tool.
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e Rectification of utility’s billing and service-related issue at one place.

e The user also doesn’t have to receive multiple physical mails or emails from
different organizations.

e Saving time for the customer as well as saving resources for the environment.

Utilities:

The process of billing system is simplified by the combined billing system.
No need to visit customer premises for collection of billing data and bill
distribution.

e Saving time, manpower and fuel costs especially for the visiting consumer
premises for data collection, bill distribution and payment collection.
Improvement in billing and collection efficiency more reliably and more promptly.
Less manpower is required for reconciliation of billing and payment collection
data.

e Minimal capacity of customer care center is required to handle customer
complaints.

e Improve customer satisfaction and reduce the workload on customer service.

Combined Billing and Customer Care Agency:

e Collection of all utilities metering data in one visit in place of repetitive visit at
customer premises

e Combined billing system can make a profit by providing services to both utilities
and the customers.

e Increase brand value and customer base for other billing services such as telecom,
insurance, tax, banking etc.

e The billing system also earn some profit by holding collection money for some
time.

7 Conclusion

Nowadays consumers are getting separate bill for each of the utility service, whose
billing, and payment cycles are different so tracking of bills become huge task. In case
of dispute in the billing or payment then consumer needs to connect with different
utility offices, which is completely wastage of time, fuel, cost and other resources.
The proposed combined billing system provides a more convenient way of organizing
and tracking utility bills. Consumers will receive a combined bill of different utility’s
services instead of many bills separately. This makes consumer less likely to forget
to pay the bills, saving both time and cost in convenient manner. Consumers can
track and check different utility bills in one combined system, which help for more
understanding about usage. Consumer can download billing and payment history
from one place. Utilities don’t require to visit at the consumer premises for collection
of billing data and bill distribution. On the other hand, the combined billing agency
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will get all the payments in time as billing cycle of all utility’s service will same for
individual consumer.
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Anil Kumar Ojha, Yogesh Gupta, Amit Mazumdar, and Aakash Verma

Abstract Historically, Substation automation system were based on local connec-
tions and proprietary applications. Systems were designed for safety, reliability and
ease of use, and security was not traditionally a concern of power system managers
or implementers. But this approach is no longer valid. As power system grid has
evolved significantly over the past decade in terms of technological advancement
and breakthroughs. At the heart of these intelligent advancements are specialized IT
systems—various control and automation solutions such as SCADA/AMI/substation
automation systems etc. The new generation of automation systems uses open stan-
dards such as IEC 60870-5-104, DNP 3.0, Modbus and IEC 61850 and commercial
technologies, in particular Ethernet- and TCP/IP-based communication protocols.
They also enable connectivity to external networks, such as office intranet systems
and the Internet. These changes in technology, including the adoption of open IT
standards, have brought huge benefits from an operational perspective, but they have
also introduced cyber security concerns previously known only to office or enterprise
IT systems. Cyber security is often used to describe protection against online attacks,
but a more holistic view of cyber security involves a collection of measures adopted
to prevent unauthorized use, malicious use, denial of use, or modification of infor-
mation, facts, data or resources. Cyber security not only refers to intentional attacks
from outside the network, but also internal issues and unintentional modifications
of information. Many automation and modernization programs are now employing
intranet/internet technologies in industrial control strategies. The ensuring systems
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are a mixture of state-of-the-art and legacy installations and create challenges in the
implementation and enforcement of security measures. Control system intrusions
can cause environmental damage, safety risks, poor quality and lost operations. This
paper give glimpses of the methodologies involved for IT-OT convergence along
with the Cyber security, asset management, information security implementation on
the OT (Power system) networks and components. This will presents methods to
determine and reduce the vulnerability of networked control systems to unintended
and malicious intrusions. The procedure for conducting a thorough assessment of
the process control networks to evaluate these risks is presented. Security issues are
identified, as are technical and procedural countermeasures to mitigate these risks. It
also includes hindrance/obstacle occur during the implementation approach where
OT system run far behind from the IT systems in any organization.

Keywords Operational technology + Cyber security * Firewall - SCADA - OT
monitoring tool * Grid substation - Control centre *+ Vulnerabilities

Abbreviations

TPDDL  TATA power Delhi distribution limited

oT Operation technology

SCADA  Supervisory control and DATA acquisition system
RTU Remote terminal unit

oT Operations technology

IT Information technology

NCIIPC  National critical information infrastructure protection centre
SNMP Simple network management protocol

SSL Secure socket layer

ICS Industrial control system

OEM Original equipment manufacturer

IED Intelligent electronic device

IP/MPLS Intelli protection/multi packet label switching
Syslog System logs

DPI Deep packet inspection

[IoT Industrial Internet of Things

1 Introduction

Tata Power Delhi Distribution Limited (TPDDL) is power Distribution Utility,
distributes electricity in North and North-West part of Delhi, serving about 1.7 million
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consumers. TATA Power-DDL has always been an early implementer of latest tech-
nologies and procedures in India and has perhaps most number of standalone and inte-
grated platforms in use. These procedures have also been instrumental in improving
the overall performance of the company and also been able to deliver business bene-
fits in terms of return on capitalization of assets and improving reliability. TPDDL’s
competence in adaptation of latest technologies makes it very appropriate to achieve
high standards in optimization of resources in maintenance and management of Grid
networks.

The technological shift took place with the introduction of “Intelligent Electronic
Devices”. IEDs revolutionizes the conventional Grid substations monitoring and
control These IEDs performs various complex functions like:

e Advanced numerical, differential, distance Protection of Grid Electrical equip-
ment’s and reporting of the same to master SCADA.
Digitization of Electrical Processes.
Centralized remote Monitoring and Controlling of Grid equipment’s and
networks.

e Enhanced Transformers Monitoring and remote OLTC operations for voltage
optimization.

The integration of cyber and physical systems is making major improvements
in the capability to Monitor and operate the grid, as well as offering improved
protection. But at the same time, it is also introducing new weaknesses. To reduce
existing vulnerabilities and minimize the introduction of new ones, cyber and phys-
ical expertise must be integrated into all stages of the research develop-build-operate
continuum. Additional integration is needed when existing systems are upgraded or
repaired, not just when new technology is introduced. This is because such changes
can introduce unrecognized vulnerabilities if both overall systems and components
are not evaluated before changes are made.

Here we discusses methodologies involved to enhance cyber security for OT
network i.e. Substation networks which consists of RTU, data concentrator, numerical
relays and [ED’s.

2 Approach

Historically, industrial networks were kept separate from corporate networks, but
significant efficiency gains and a broad trend for digital interconnectivity have
driven a convergence between Operational Technology (OT) and Information Tech-
nology (IT) systems. Adoption of new control technologies, and the introduction
of the Industrial Internet of Things (IloT) are also increasing the complexity and
interconnectedness of traditional OT environments.

Digitalization means that systems and equipment are interconnected, so these
connections must be secured by authentication and encryption. With the increasing
digitalization of OT/ICS environments, conventional malware attacks in the OT/ICS
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area cannot be ignored. Although more and more targeted attacks on companies are
being observed, the danger from classic malware attacks is still present.

Following are the few cases in the past where the business were affected by the
cyber-attacks on the OT system:

i.  Stuxnet Worm 2010 on Iranian Nuclear Plant

ii. HAVEX 2013

iii.  German Steel Plant attack 2014

iv.  DEC, 2015 Ukraine’s Power Grid Attack

v.  DEC, 2016 Russian Operation Hacks a Vermont Utility

vi.  AUG, 2017 Irish Power Grid Compromised By Foreign Actor
vii. Wanna Cry Ransom ware Attack 2017.

Ensuring the cyber security of information systems and associated networks has
always been challenging. Serious vulnerabilities are identified on a regular basis and
new threats continue to emerge to exploit those vulnerabilities. Industrial systems
share many of the same vulnerabilities and are subject to the same threats. However,
the consequences may be very different and, in some cases, more severe. This makes
cyber security an imperative for the asset owner, who ultimately must bear the conse-
quences of an adverse event. The threat is ongoing and evolves constantly, so cyber-
security should not be viewed as a one-time “project” with a defined beginning and
end. Since there is no such thing as being fully secure, the preferred approach should
be ongoing, similar to the approach used for safety, quality, and other performance-
based programs. Similarly, it is not sufficient to focus on specific elements. Instead,
asset identification and management, patch management, threat assessment, and so
on are all parts of a broader response that must address all phases of the life cycle.

An OT asset is a digital device that is part of an OT infrastructure. Devices can
either be physical or virtualized. One can argue that there are other types of OT assets
besides digital devices, such as software assets. From a theoretical perspective, that
argument has its merits. From a practical perspective, experience has shown that it is
most efficient to identify OT assets with devices, while software, networks etc. are
conceived as their configuration attributes. Assets covered under OT system are as
follows;

RTU’s

1IED’s

Network Switches
Routers

SCADA servers
SCADA Software
RTU Software
IED Software
Database

SEFR e a0 o
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3 Implementation

Any Power Utility shall have grid locations for distribution of services to end
customers. Each Grid locations have multiple IED panels that connect to the RTU
(data concentrator) at site. The underlying protocols on grid might vary e.g. IEC
61850, Modbus etc. However once it is forwarded to RTU, the RTU converts the
communication protocol to IEC 104 standard and forwards it to the SCADA servers
in Master Locations via the Utility own MPLS Infrastructure. Figure 1 depicts the
architecture of SCADA system without OT firewall in place.

3.1 Installation of Firewall at Substation

The firewall is deployed in bridge (L2 transparent) mode at all grid substations. The
connectivity from Ethernet switch for SCADA services towards router is bridged
through the firewall. This implies, that a pair of port is configured in bridge mode
on the firewall for each SCADA service and cables from switches connects one end
of the bridge pair while other cable connects the second interface of bridge pair
towards the router. This will only require the physical cable connectivity change
where as there is no logical changes w.r.t IP address, routing etc. in the network for
this connectivity.

The OT Network monitoring tool fetches the Grid’s OT data from the respective
grid firewall itself. As the Grid firewall has the OT switch data using the Mirror port
(along with feeds) from the local OT switch.

A Mirror/SPAN port is configured on the existing substation switch. The port
is configured such that it captures the data from specific ports related to OT assets
like RTU/IED Panels etc. This mirror port is connected to a dedicate port on the
substation firewall; thereon the OT network monitoring tool System fetch the copy
of traffic from the firewall. Architecture after installation of OT firewall at control
center and grid substation is depicted in Fig. 2.

3.2 Installation of Firewall at Control Centre

Similar to grid substations, the firewall is deployed in bridge (L2 transparent) mode at
control centres. The connectivity from Ethernet switch for SCADA services towards
router is bridged through the firewall. This implies, that a pair of port is configured
in bridge mode on the firewall for each SCADA service and cables from switches
connects one end of the bridge pair while other cable connects the second interface of
bridge pair towards the router. This will only require the physical cable connectivity
change where as there is no logical changes w.r.t IP address, routing etc. in the
network for this connectivity.



38 A. K. Ojhaetal.

Control Centre Control Centre

gkip

Router

IEC 61850 Loop |
i

Ethernet

Fig. 1 SCADA architecture without OT firewall
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Fig. 2 SCADA architecture with firewall
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Security Features enabled on Next Generation Gateways:

a. Firewall—Software Blade incorporates all of the power and capability of the
revolutionary Firewall solution while adding user identity awareness to provide
granular event awareness and policy enforcement

b. Anti-Bot—The Anti-Bot Software Blade detects bot-infected machines,
prevents bot damages by blocking bot C&C communications.

c. Anti-Virus—Antivirus uses real-time virus signatures and anomaly-based
protections, extensive threat intelligence to proactively stop threats and manage
security services to monitor your network for rapid incident response and fast
attack resolution.

d. Intrusion Prevention (IPS) System—The IPS Software Blade delivers
complete and proactive intrusion prevention, all with the deployment and
management advantages of a unified and extensible next-generation firewall
solution.

e. Application Control—Application Control enables IT/OT teams to easily
create granular policies based on users or groups—to identify, block or limit
usage of applications and widgets. Applications are classified into categories,
based on diverse criteria such as applications’ type, security risk level, resource
usage, productivity implications and more.

All the firewalls (Substation and Control Centre) is managed by a Centralised
Firewall Management System. The same Firewall Management system also act as the
central Log servers, event and reporting server for all integrated firewalls. This implies
all the deployed firewalls are forwarding the traffic logs to the central management
Server.

Prime functions of the Centralised Firewall Management System:

Network Policy Management
Logging and Status
Monitoring and Reporting
Events and Logs Correlation
Reporting Software Blade.

opooe

3.3 OT Monitoring Tool

OT monitoring tool automatically discovers assets, learns network topology, models
the networks unique communication patterns and creates a fine-grain behavioural
baseline that characterizes legitimate traffic. The system provides important insights
about network hygiene, configuration issues, and vulnerable assets. This tool is
deployed centrally at control center for the continuous monitoring of OT network
assets and communication across control center and respective grid locations.

It constantly monitors the SCADA network traffic and generates alerts for anoma-
lous network behaviour that indicates a malicious presence and for changes that have
the potential to disrupt the industrial processes.
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Fig. 3 Firewall architecture with port mirror configuration at grid

This system collects the data from respective location via the firewalls, where
the firewall collects the data from respective locations local OT/SCADA switches
through a mirror port (span port). Figures 3 and 4 shows the port mirror connectivity
for Control centre firewall and substation firewall with OT monitoring tool.

A Mirror/SPAN port is configured on the existing switch. The port has to be
configured such that it captures the data from specific ports related to OT assets like
SCADA Servers and IEDs. Since the few servers are also connected on other switch,
we have extend the require the data copy of required ports on the configured mirror
port on switch 1 via methods like RSPAN since both the switches are configured on
stack. This mirror port is connected to a dedicate port on the master Control center
firewall monitored interface; thereon the OT Monitoring tool fetches the copy of
traffic from the firewall. Benefits are

e SIEM systems

e [.og management systems
e Asset management system
e Ticketing system.

Few Features of OT monitoring tool:

1. The system identifies alerts on devices that stop communicating, allowing the
user to set the threshold for inactivity duration, per asset or group of assets.
Alert on devices that are non-communicating not configured.

2. The system presents the following details on devices that respond to SNMP

queries (e.g. networking equipment/ICS assets): system description, up-time,

contact name.

It identifies dormant assets, ones that are not communicating over the network.

4. It allows the user to configure it to monitor specific IP range/IP ranges.

(O]
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Fig. 4 System deployment architecture with SCADA and port mirror connectivity

It discovers: (1) level 2 control devices: operator stations, engineering worksta-
tions, and servers (Windows/Linux-based). (2) Level 1 control devices: RTUs,

BCPU’s, IED’s. (3) Level 0 devices (I/Os).

It identifies and alerts on code changes that are done on RTU/IED locally as

well as over the network.
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7. Baseline normal network traffic volume and protocols, then alert when network
traffic is outside of that norm.

8. The system identifies alerts on any traffic sent to industrial assets that uses
un-allowed network port/protocol, by vendor.

Figure 5 shows the network analytics functionality of the OT monitoring tool.

4 Challenges/Learnings During Implementation

OT Cyber Security is still a new and emerging technology in Power Distribution
and not many power system/industries has used it as a combination of IPS and IDS
system.

During the initial phase of the project, main challenge faced was the configuration
of firewall such that it passes on the SCADA traffic as well as the port mirror traffic
which is necessary for OT monitoring tool system. At present very few solution are
available in market which are designed commonly for firewall and sensors feed in
single box in OT environment.

The traffic flow in the grid network with all IEDs and RTU was known however the
data rate and throughput was still unknown for different make of IED’s. The network
switch configuration need to be done as per the requirement of firewall wherein a
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port was to be used for flow of SCADA traffic and other was to be used for port
Mirror data accordingly.

Switch configuration such as port limiting, spanning tree protocol enablement,
ingress settings were also explored and implemented to avoid the bulk broadcast
traffic. These were generally not used in conventional grid networks for SCADA
communication.

5 Conclusion/Benefits

The deployed system is not only responsible for detection and prevention of the
threats but also alarming the operator for the identified threat.

OT cyber security solution quickly detect industrial operations risk, enhance cyber
resiliency, and minimize unplanned downtime. It provides:

extreme visibility

continuous threat and vulnerability monitoring

deep insights into ICS networks.

extracts precise details about each asset on the industrial network
profiles all communications and protocols

generates a behavioral baseline of legitimate traffic.

it alerts you to network changes, vulnerabilities and threats.

It also offers Deep Packet Inspection (DPI) which identifies:

The specific assets on the network
The lines of asset communication
Communication timing

Protocols between assets.

oo
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Varun Thakur and Abhinav Mogha

Abstract In this paper, we have explicitly described about the needs, implementa-
tion methodologies, and challenges being faced in Internet of Things (IOT) solutions
adoption in Tata Power-DDL operations. Utilities have been trying hard to optimize
Operational and Capital expenditures to achieve higher operational efficiencies and
improved performance indices. A Smart grid roadmap was adopted by TPDDL and
technologies like Substation and Distribution Automation, SCADA/ADMS, GIS,
AMI, DSM, Smart Meters, Communication Infrastructure and RF Canopy have been
successfully implemented. Early technologies in TPDDL different verticals have
dedicated centralized smart systems with field devices are often appeared to be locked
into purpose built, non-interoperable solutions. As uses and requirements multiplied,
the complexities and obstacles to integrate these SILOS of technologies are becoming
more and more challenging. The Internet of Things (IoT) is creating huge opportu-
nities in Power Ultilities, adding value to both the Utility and the Consumer. IOT
or Cloud based solutions which utilizes all three technology verticals i.e. IT, OT
and Communication infrastructure break open the new era of “Digitalization and
Data Analytics” in Power Industry. In TPDDL, we have implemented IOT innova-
tions which are helping us to drive down the cost in Operations and Maintenance
and Project Execution. Case I—IOT based communication system to conduct an
Integrated-Factory Acceptance Test. I-FAT plays an important role to ensure timely
completion and quality execution of a project. However, OEMs are still reluctant
to conduct the IFAT because most of their equipment’s are being manufactured at
different geographical locations. An IOT/Cloud based wireless communication was
established between two OEMs locations and complete integration and protection
testing was carried out using a pair of 4G enabled Modems. Site commissioning
of project carried out effortlessly with record time. Case II-—Remote secure access
of SCADA network for Work from Home. During the tested times of Covid-19, an
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IOT based cyber secure wireless connectivity was established by which Automa-
tion and Protection maintenance teams could able to connect with Grid Automation
devices to perform critical activities like Fault Data recorders downloading during
faults, IED breakdowns rectification, RTU and relays configurations. Case III—IOT
cloud based Power Transformer Residual Life Assessment system. This system is
being used to fetch critical performance parameters of transformer like DGA, Oil
and winding temperatures, Moisture content and further data analytics. Smart Grid
may be viewed as IoT for electric power 1.0. Critical processes and Assets health
can now be monitored more accurately using IOT enabled digital data collection
and analytics. Connected technologies and operations can reshape the way Utilities
operate, allowing them to make smarter and more informed decisions.

Keywords Advanced distribution management system - Integrated network
management system - Simple network management system + Operations
technology - Grid substation automation system * System average interruption
duration index - Mean time to restore - Internet message control protocol - Remote
terminal unit - Intelligent device

Abbreviations

TPDDL  TATA Power Delhi Distribution Limited

[IOT Industrial Internet of Things

SCADA  Supervisory Control and DATA Acquisition System
ADMS Advanced Distribution Management System

RTU Remote Terminal Unit

INMS Integrated Network Management System
oT Operations Technology

IT Information Technology

SNMP Simple Network Management Protocol
SSL Secure Socket Layer

MU Millions Unit

CAPEX  Capital Expenditure
OPEX Operational Expenditure

LAN Local area Network

WAN Wide area Network

1P Internet Protocol

SL Service Level

OEM Original Equipment Manufacturer
AT&C Aggregate Technical and Commercial
AMI Automated Metering Infrastructure
GIS Geographical Information System
DSM Demand Side Management

RF Radio Frequency
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FFA Field Force Automation

IED Intelligent Electronic Device

DER Distributed Energy Resource

TCP/TP Transmission Control Protocol/Internet Protocol
SAIDI System Average Interruption Duration Index
SAIFI System Average Interruption Frequency Index
TMU Transformer Monitoring Unit

[IOoT Industrial Internet of Things

HES High End System

MDM Meter Data Management
IP/MPLS Intelli Protection/Multi Packet Label Switching

ICMP Internet Message Control Protocol
Syslog System Logs

DTL Delhi Transco Limited

CPU Central Processing Unit

GSAS Grid Substation Automation System

MTTR Mean Time to Restore

1 Introduction

Tata Power Delhi Distribution Limited (TPDDL) is a Power Distribution Utility,
distributes electricity in North and North-West part of Delhi, serving about 1.7
million consumers. TATA Power-DDL has always been an early implementer of
latest technologies and procedures in India and has perhaps most number of stan-
dalone and integrated platforms in use. These procedures have also been instrumental
in improving the overall operational efficiency and performance of the company and
also been able to deliver business benefits in terms of return on capitalization of assets
and improving reliability. TPDDL’s competence in adaptation of latest technologies
makes it very appropriate to achieve high standards in optimization of resources in
Project Execution, maintenance and management of Grid networks.

Automation of Distribution Grid at TPDDL was started in 2006. Major technology
up gradation carried out where in:

e Grid Substation Automation Systems deployed and end to end connectivity
communication solutions like Fiber Optical back bone development carried out.
Distribution Automation carried out with 2G GPRS/Cellular communication.
RTUs and IEDs were introduced at mass scale.

Gas Insulated Switchgears compact Substations were installed.

Digital Substation process bus integration.

All this technological shift took place with the introduction of Operations and
Communications technologies. These Communication technologies revolutionizes
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the conventional Utility Grid operations. Below are the few communication solutions
built for different verticals of Utility:

e Grid Substations SCADA connectivity solutions for e.g. Substation to Control
Center, Substation to Substation, MCC to BCC.

e Tele protection connectivity for Differential and Distance main protection
schemes.
Integrated Security and Surveillance connectivity solutions.
GIS, IT-SAP, ERP, FFA and other mobility applications connectivity
AMI and Energy metering communication Infrastructure.

A distribution grid has become a complex ecosystem of Intelligent Electronic
Devices which communicates with each other or dedicated centralized platforms
and most of the above communication solutions are purpose built and are non-
portable/extensible in nature. This create different standalone verticals of technology
platforms which are critical to drive Utility operations but seldom communicate with
each other.

2 Approach to Way Forward

Problem Statement/Understanding the need/purpose and Objective

As per the Vision of TPDDL 2.0, ambitious targets have been set for AT&C loss
reductions, Capital Expenditures optimization and O&M expense reduction. Up till
now major focus was to provide real time information exchange and conventional
SCADA operations of distribution network but less focus was given to advance
methodologies which further improve the performance of different verticals of Utility
operations. Still conventional maintenance and operational methodologies are being
used which results in under-utilized Utility assets. Going forward, Distributed Energy
Resources integration will make our networks more complicated and unstable. This
is the high time to shift our focus from “Digitization to Digitalization” which would
help in building a future ready distribution utility. Below are few Major challenges
ahead for Utilities.

2.1 Digitization to Digitalization

Utilities experience technical and commercial challenges on a daily basis. In utility
operations, main focus was given to mitigate the technical challenges and subsequent
technology advancements were made to automate a Grid Substation and distribution
network. Major developments were carried out in secondary section i.e. Substation
Control Room or control and protection equipment’s like Relays, BCUs, Trans-
former Monitoring Units, Energy Meters. “Real time” and “Near-Real-Time” process
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data exchange was established up to centralized monitoring systems for operational
purposes. But during the course of time, it has been felt that less efforts were made
towards system health or performance data analysis. Now, this is the time to change
approach towards Grid substations maintenance and operations methodologies.

2.2 Distributed Energy Resources Integration and Realizing
Economic Benefits

Energy demand is rising approx. 8-10% every year and Utilities are more depen-
dent on conventional generation of power procured through PPM. The advent of
distributed energy resources (DERs) is changing the way power is generated and
transmitted to the electric grid. DERSs, the smaller power sources that can be used
individually or aggregated to serve the grid, have paved the way for a two-way flow
of energy and allowed the incorporation of new, connected technologies for power
generation.

DER technologies—such as solar arrays, micro grids, and battery energy storage
systems or EVs bring with them a host of challenges which include, a threat to
utilities from grid instability, reductions in revenue. With volatile nature of DERs, it
is not just the electrical integration but the digital/data integration which will play a
critical role to effectively utilize DERs to their full potential with economic benefits
to utility. An umbrella of plug and play IIOT communication devices will be required
to integrate these huge numbers of DER sites.

2.3 Advance Utility Assets Health Monitoring, Analysis
and Condition Based or Predictive Maintenance

Substation equipment’s like transformer, CT, PT, Relays, RTU, Breakers, Isolator
and Earthing Devices requires proper maintenance on regular basis for their proper
functioning. Any abnormality in their condition may lead to faults, non-compliance
hereby impacting our SAIDI, SAIFI and AT&C figures. Hence, practice of Asset
health monitoring and analysis is required, which is directed towards predictive
maintenance rather than preventive or corrective maintenance practices currently
followed in most of the utilities.

For developing these practices, IIOT analytics platform should be made which
take the real time data of these equipment’s, Name-plate data, specifications, main-
tenance schedule history and by using advanced Al & ML algorithm predicting the
fault/abnormalities. Currently we have been putting significant efforts in getting real
time process data like V, I, P, Q, PF, OTI, WTI, Temperature, earth resistance, DC
voltage condition and various other parameters.
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2.4 Utility Technologies Integration

TPDDL implemented many technologies under smart grid road map for e.g. Grid
Substation and Distribution Automation, SCADA/ADMS, GIS, AMI, DSM, Smart
Meters, Communication Infrastructure and RF Canopy in a phase wise or multi
period manner. All this was done to achieve operational efficiencies but off late it has
been realized that there is utmost need to interface or integrate these technologies
for seamless data availability under a common platform in order to optimize our
processes and acquire high level of operational efficiencies otherwise there is threat
that these implementations will become liabilities. IIOT Cloud based servers are
ideal for similar interfacing of technology platforms and seamless data exchange.

2.5 Conventional Project Execution and Maintenance
Practices

We have been continuously facing challenges related to excessive time taken for
automation activities in new grid commissioning and expansion projects of 66/33 kV
Bay or 11 kV Bus. Initiatives were also taken like Integrated-FAT and was conducted
successfully at one OEM factory however other OEMs are still unable to conduct
I-FAT due to unavailability of a communication link between their major facilities
in India where different IEDs are being manufactured. Sometimes automation I-FAT
could not be done at BA factory and bulk of the integration testing is done at Site
which results in excessive commissioning time and compromise on certain quality
parameters as well because you never get the high competency BA workforce at
Sites.

An IIOT based solution can be used to establish plug and play communication
between any two geographical locations to perform seamless integration testing.

2.6 Advance Maintenance Systems to Deal with Contingency
Scenarios like Covid-19

In addition, with recent smart grid initiatives, more numbers of OT devices are being
deployed across all verticals of Grid Networks for real time information exchange
and advanced big data analysis.

A future Power Grid will be a huge complex system with two way flow of
Electricity and information with multi-dimensional deployment of IEDs for e.g.

e Multi layers sensors, Analog to Digital converters, High end transducers
e Advanced Telemetry and Communication solutions like Optical, RF, Cellular,
IIOT based



ITIOT in Utility Operations Paper 51

Thing
or Device

- -

Cloud User Interface

~

Gateway Analytics

Fig. 1 IOT components

e High end computing processors, algorithms, servers.

It is clearly indicative that, performance of Grid Networks is directly linked to
the performance of these OT IEDs network. Maintenance and Management of these
IED’s has been a challenge for any Utility due to absence of a smart interoperable
solution which is capable to be interfaced with different verticals of Operations
and can fetch critical system asset health data which will be analyzed to detect
any anomaly to predict the failure of any device, equipment or process. This would
ensure the performance, availability and reliability of these IEDs which subsequently
increase the efficiency and productivity of Power grids.

3 TATA Power DDL Steps Towards Implementation
of IIOT

An IoT system consists of sensors/devices which “talk” to the cloud through some
kind of connectivity. Once the data gets to the cloud, software processes it and then
might decide to perform an action, such as sending an alert or automatically adjusting
the sensors/devices without the need for the user (Fig. 1).

IIOT major components:

1. Sensors
Communications

3. Data Analysis

4 Casel

We have faced challenges related to excessive timelines in completing the new grid
commissioning. Initiatives were also taken like Integrated-FAT but many OEMs still
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unable to conduct I-FAT due to unavailability of communication links between their
major facilities where different IEDs are manufactured. Due to absence of I-FAT bulk
of the integration testing is done at Site which results in excessive commissioning
time and compromise on certain quality parameters as well because you never get
the high competency BA workforce at Sites.

AnIOT based communication platform has been devised which is used to establish
quick (plug and use) communication between two geographical nodes through which
remotely located IEDs (OEMs factory) can be integrated with the RTU installed
in local Substation or LAB or at any other location (Tata Power-DDL) to perform
automation integration testing and a series of successful Integrated-FAT's were carried
out.

Automation I-FAT conducted through IIOT Cloud based communication

] "B

Ky Features of 10T Gateway I
| * Virtual P's concept for connected devices. CR J
31 * Mo nevd of MIM. Shwplid plig B ploy Siemens Sipratec Relays
Y communication architecture. b
ereations. No ]

. d of
Slemens RTU lease line. -
« VPN for network security. iy
Ranibagh Autamation LAB, -
Tata Powar-DDL Ralays Located at
SIEMENS, GO Factory

In this platform, we have used a set of portable modems installed at both locations
which provide the wireless communication links between two or more LAN connec-
tions. Modems use available network 4G technology to ensure real time connectivity
of two stations without any delay or latency.

Remote Integrated Factory Inspections were conducted through Internet of thing
(I0T) based FAT for turn grid and bay extension activities wherein IEDs/Relays were
located at SIEMENS, GOA factory and RTU was at Tata Power-DDL, Ranibagh
Lab, Delhi location. Real time automation integration testing was performed with no
latency observed. For pairing of IPs between RTU and IED devices (situated at two
different locations) an application was hosted in cloud to assign virtual static IPs as
SIM cards used for this purpose are normal one with dynamic IPs.

This IOT based Integrated FAT testing not only beneficial during normal condi-
tions which significantly save the new grid commissioning time, no requirement of
expert OEM engineers at site, which generally results in massive delays and high
cost, but it also proved super valuable during Covid-19 pandemic where keeping the
projects activities kept moving itself was a challenge. Through IOT based commu-
nication, many factory testings were conducted seamlessly to achieve Business
Continuity in these testing times.
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5 Casell

Tata Power-DDL has set the new benchmarks in Distribution Grid operational effi-
ciencies with better SAIDI, SAIFI and reduced AT&C losses. Major contribution is
from Grid Substation Automation Systems with introduction of RTUs and Intelligent
Relays/IEDs for centralized monitoring and control of Substations. During the tested
times of Covid-19, due to imposed lockdown conditions, it was a bit challenging to
mobilize workforce but Automation had assured Power system Control (PSC) THAT
it stands committed in providing reliable-communication and availability of GSAS.
The objective was to provide prompt support with optimal utilization of resources for
ON Site and OFF Site and re-establishment of working mechanism without affecting
the performance.

An IIOT cloud based Wireless connectivity solution has been devised which
securely connects to SCADA LAN network remotely to access the IEDs and RTUs to
attend emergency breakdowns and to carry out critical maintenance or project activ-
ities. An IIOT Cloud based Modem/Gateway is installed at Ranibagh Engineering
LAB which is connected to a centralized Laptop/PC system which subsequently
connects to SCADA LAN network.

1IOT Cloud based - Remote Access of SCADA LAN for Work From Home

Setup established at
Microsoft Azure Cloud Ranibagh LAK

Kay Features

* WVirtual I concept for Netwark Security

+ VPN tunmel and “IP Seeurity” with
Cartification Authority connectivity

 User sceess control configuration in
Laptop for SCADA LAN sccess

Individual sitting at home is able to access the centralized Laptop/PC first and
then, they can connect with Grid RTUs/IEDs. Necessary Cyber Security measures
have been adopted like:

1. Virtual IPs have been assigned to each node which makes it a protected network
OVER undesirable Global IP addresses which are prone to network attacks.

2. VPN tunnel Cloud connectivity with IP Security. Also modems have inbuilt
Certification Authority for gateway connection.

3. User access control for Ranibagh Laptop access. Multi users have been created
with different login credentials. System access logs being captured to check any
kind of intrusion. Password change policy also adopted.

It greatly helps us in minimizing site mobilization of team members during Covid-
191ockdown to ensure the safety of Employees but simultaneously it was also ensured
that emergency breakdowns are timely restored. Critical maintenance and project
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activities are also carried out. Automation Persons sitting at home able to perform
below important activities.

1. RTU/Relays Configurations and diagnostic analysis during breakdowns and
resolution of any operational variance (OV) reported by PSC.

2. FDR (Fault data recorder) remotely fetched from relays in tripping and
restoration analysis,

Full availability and reliability of GSAS was maintained for seamless centralized
monitoring and network operations during these challenging times. All the efforts
mentioned above has ensured 24*7 support to PSC for the reliable operation and
hence ensuring quality and reliable Power to our customers.

With the use of this solution, the automation and protection team can connect with
Grid RTUs/IEDs while Working From Home. The system has all the necessary Cyber
Security systems in-place. The complete setup helped the organisation in minimizing
site mobilization of team members during Covid-19 lockdown to ensure the safety of
Employees while simultaneously ensuring the completion of the following important
activities:

e Timely restoration of RTU/IED related issues in case of emergency breakdowns.

e RTU/Relays Configurations and diagnostic analysis during breakdowns and
resolution of any operational variance (OV) reported by PSC.

e FDR (Fault Data Recorder) remotely fetched from relays in tripping and
restoration analysis.

e Integrated factory acceptance test (I-FAT) for automation and protection device

e Point-to-point testing for project related activity.

The complete system was tested successfully during the Lockdown phase and is
being adopted presently for day to day work as well.

6 CaselIll

IIOT based Transformer Asset Health Monitoring system POC has been carried out
to measure—Transformer Efficiency or Residual Life Assessment or Real time PTRs
performance measurement.

Four Power Transformers have been identified on the basis of TAN Delta results,
DG results and Ageing of the transformers.

Critical parameters of the transformer have been monitored on the cloud based
platform through an IOT based controller installed in Grid Substation. Sensors have
been installed in Power Transformer and existing SCADA data interfaced with IOT
controller which eventually transmit data on cloud system. Below are the parameters
considered:

1. Temperature of oil and windings
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2.  Electrical load levels (Voltage, Current and Active Power values on both sides
of windings)

Moisture level

Operation Status of cooling fans

Gas sensors

Hot Spot winding temp

Ambient Temp

Top oil temp

Fault current monitoring.
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Critical processes and Assets health can now be monitored more accurately using
IIOT enabled digital data collection. These digital transformations takes the guess-
work out of processing and allow utilities to achieve high Operational Efficiencies
and Profitability with optimized resources while maintaining high safety standards
thus saving time, life, money and empowering operators to make fewer mistakes.

Cloud-based predictive analysis applications easily connects to Power Trans-
formers and Distribution Transformers and helps Utilities avoid costly and incon-
venient failures, allowing engineers to schedule controlled maintenance rather than
reactive maintenance. IOT Connected technologies and operations are reshaping
the way these utilities operate, allowing them to make smarter and more informed
decisions.

A transformation promising to change how companies work—improving connec-
tivity, efficiency, reliability and safety.

7 Analysis and Impact

1. Significant increase in Automation Availability Index and subsequent increase
in numbers of Successful breaker operations due to increased reliability and
availability of GSAS OT devices.
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Key Business & Process Results
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24 x 7 Remote configuration and trouble shouting of automation System (IED,
RTU, FRTU etc.)

Integrated Factory acceptance test (I-FAT) for new IED and Equipment.
Ensure business continuity in Sub-transmission and Distribution network during
COVID-19 pandemic.
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Reduce the carbon footprint due to less mobilisation of Protection and
automation team.

Culture Development of Work from Home and flexible timing in power
Distribution.

Enhance productivity due to elimination of traveling time to site location.

Business Impact

Cost saving: 5000 km*4Rs./KM = 20,000*10 months = 200,000 Rs., Cost
saving in Online FAT = 40,000 (per person Cost) * 2 (no. of person) * 5 (No. of
FAT) = Rs. 400,000, MU loss reduction of 0.0835 MU = 0.0835 * 10° * 5.10
= 425,850. Overall at a prudence level Rs. 1,025,850 Saving observed from a
period of March to December 2020.

Carbon reduction: Due to Less mobility huge saving in fuel in turn reducing
the carbon footprint significantly.

Man-hour-saving: Saving of the travelling time to a significant level.

High Reliability: Reduction in SAIDI, SAIFI and AT&C losses as IED failure.
Employee Satisfaction: Automation Engineer were able to resolve the cases
from the comfort if their home.

Customer Satisfaction: As most people doing wth, we were ensuring 24*7
supply to them.

Return on Investment

Each module cost is around 10,000 * 2

Installation accessories 1000

Total cost = Rs. 21,000

Total saving estimated = Rs. 1,025,850
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Total ROI = 4885%

10 Scalability

Highly Scalable and Tata Power DDL is utilizing this technology for IED asset
health monitoring, breakdown maintenance, Predictive maintenance, Power quality
improvement, Distribution automation, and establish redundant communication
infrastructure for emergency.

11 Uniqueness of Project

This IIoT platform promises empowerment and opportunity enabling our utility to
oversee communications that reach across and into the homes and workplaces of
their customers. With a unified, global solution approach in the execution of Project
and maintenance acitvities combined with the lessons learned about security, privacy
and engagement with consumers—utility should embrace the uncertainty ahead and
lead in the IIoT era.

12 Challenges Faced During Implementation

Early technologies in TPDDL different verticals have dedicated centralized smart
systems with field devices are often appeared to be locked into purpose built, non-
interoperable solutions. As uses and requirements multiplied, the complexities and
obstacles to integrate these SILOS of technologies are becoming more and more
challenging.

Key risks likely to face moving forward:

e OT environment is getting exposed to outer levels: We are already in process of
implementing Cyber Security in our all grid substations.

13 Conclusion

TPDDL works under regulatory business where CAPITALIZATION and OPERA-
TIONAL expenses are closely monitored by DERC. Our company always strive to
control our overall CAPEX/OPEX expenses, these initiatives will definitely improve
the performance of RTUs/IEDs as measures will be taken before actual fault scenario.
Power system reliability will get improved and MUs loss will reduce. Also, usage
of IOT and Cloud based communication platforms will improve the performance of
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Project executions and maintenance methodologies. Subsequently, this will improve
operational efficiencies. Remote access of large numbers of OT devices network will

also decrease carbon footprints on account of team mobilization for on-site accessing
of devices and will further increase resource utilization.
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Abstract Utilities business is getting more and more attractive and interesting,
thanks to consumer empowerment, blurring of industry boundaries, fusion of energy
and exponentially emerging technologies and transition towards the new business
models. Consumers, who are already donning the hats of ‘prosumers’ are opinion-
ated when it comes to exercising their choices, control, and comfort from the util-
ities. The two-fold democratization of consumers and energy are empowering the
prosumers to partner with the utilities in grid management. Paradoxically, consumer
perception about the utility is still evolving and according to IDC Utilities Consumer
Survey 2020; the Net Promoter Score (NPS) for Utilities Customers are still negative.
That propels the Utilities to pay heed to the digitally empowered prosumer voices
and cater accordingly. The paper will start with understanding the need of digi-
tally empowered customers across the value chain starting from Aware, Join, Use,
Analyze, Pay, Served etc. A design thinking led approach will be taken to understand
the consumer empathy in the journey. Then the paper look how COVID is playing
the role of an accelerator for utilities to understand and getting more closure of the
customer through new roles like ‘partner in crisis’. Next, we will see how global util-
ities today are leveraging the ‘energy value ecosystem’ to collaborate and co-create
value around the lifestyle of the empowered consumer through fusion of commodity
and services. In conclusion, the paper will emphasize the importance of technology
and ecosystem to make the voice of customer an integral part of the utility’s DNA.
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1 Introduction-Managing Customer Experience is a Must
for Utiltites

Consumer and Energy democratization, convergence of industry boundaries, rapid
adoption of energy and exponential developments in technologies are creating signif-
icant opportunities for Utilities with Prosumer at the center. Utilities today are part
of larger ‘Energy Value Ecosystem’ where they are discovering and creating value
in collaboration with prosumer and partners.

Paradoxically, consumer’s perception about the utility is still negative to neutral in
most of the geographies. In the UK, according to The Institute of Customer Service—
‘UK Customer Satisfaction Index Report’—Uftility Industry is still amongst one of
the bottom industries in the table while Leisure and Retail leading the table [1].

In the US, according to the American Customer Satisfaction Index—Energy and
Utility Report—for the second straight year customer satisfaction with electric util-
ities took a hit sliding 1.5% to 72.1 on the American Customer Satisfaction Index’s
100-point scale [2]. In Europe, according to IDC utilities Consumer survey, Net
Promoter Score of European Customers is still an issue among many of the European
countries.

In Australia, according to the Energy Consumer Australia—Energy Consumer
Sentiment Survey—57% of household consumers now say they are satisfied with
the value for money of electricity, up 22% since the same point in 2017 [3] (Fig. 1).

In US , customer satisfaction
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Fig. 1 Customer perception about utilities
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2 Utilities Focus on Customer Journey for Managing
Customer Experience

Utilities can manage the customer experience either through a journey-based
approach or through a touch-point based approach [4] (Fig. 2).

The key advantage of journey-based approach over the touch point based approach
is that journey-based approach encompasses the holistic view of the customer experi-
ence while touch point based approach primarily focuses on individual transactional
experience.

In general, ajourney consists of many customer touch points. However, excellence
in one touch point doesn’t always lead to the overall satisfaction of the entire journey.
For example—customer billing complaint journey has multiple touch points such as
customer calls the call center, call center agent interacts with customer, call center
agent raises a service request for back office resolution, back office team resolves the
problem and finally call center agent responds back to customer with the confirmation
on the resolution. It may happen that initial interaction of customer with the call center
agent went well, however, the resolution provided by the back-office team to this
problem does not meet customer requirement and resulting in overall dissatisfaction
of the journey.

The above diagram highlights the 6 key important customer journeys for a typical
electricity retailer.

It is very important for a utility to understand how to create a positive impact on
each of these customer journeys. For example, in case of use energy journey, getting
a real time proactive alerts from the utility if consumption exceeds the threshold
value is a key differentiating factor. Similarly, various payment options available for
the customer to pay energy bill are also beneficial and provide enhanced customer
experience.

6 Key Customer Journeys — Opportunity for Moment of Truth
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Fig. 2 Key customer journey with utilities



64 A. Pradhan and S. Saha

3 Empathy Map for Customer Journey

Understanding the customer voice in terms of say, do, think, feel, pains and gains
are very important for the customer journey design. We are seeing that utilities are
adopting a design thinking led approach to understand the customer empathy.

Please find below 2 sample empathy maps capturing the voice of the utility
customer (Fig. 3).

We see today’s customers are looking for personalized attention and to be treated
as privileged customer, want to get end to end service beyond energy and to interact
with utility anytime-anywhere (Fig. 4).

user SAY?
| am hyper actrve and regularty post in social media.
*  Ineed personalized attention and to be trealed as privileged cuslomer +  llisten to how others rate of feel about my energy senice
= lwant my bill 1o be accurale and based on actual energy | consumed * Log into My Accounts of the Retaler to check Tarifl Plans
* Iwant to have multiple payment options to repay the debt amount Contract Details, Account detals ele. ’
* | donot want to wail longer in queue to connect to my ulility suppler *  Submit the meter reading to help generate bill
*  lwant to talk to my friends about the exclusivity of energy supply | have *  Review the First Bill from the Retaller
* I hope my lariff will be competitive +  Review the Loyalty Benefits, New Product & Services elc
® *  Visit my account and make online payment
] = Service request / compliant for any faulty meter or bill dispute
.@' user might be thinking? + user FEEL?
El
* "l will only try tested product of services *  Amxious - User feel andous about the economic crisis that
* | think my medical condition is registered and laken care of COVID-19 has posed globally and how utiity bill / outstanding
* | hope | can see my past consumptions, billing delais , complaini debt can be repaid
history ek *  Cautious — User feel cauious aboul the product selected and
* I hope | will be able to switch to pre-payment option i need be service they can expect
* I hope | will get help if getting the cost effective offer for me: *  Hopeful — user is hopeful that the service will be better from
* I think my utility will advise me of energy saving options. their retailer
Pains e @ Gains

* Frequent change in tarifl structure and ever increasing energy bill * More opfions with respect fo Product & Services from the

* Change in the way of interaction with the Utlity. retailer

*  No always aware [ engaged for any service work al my premise * Better Customer service

* Deferred payment mechanism along with budget billing

Fig. 3 Customer empathy map
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Fig. 4 Customer empathy map during COVID
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Due to COVID, many customers are in financial crisis and want to get payment
waiver from utility for their bills. Customers today also prefer remote services, wher-
ever possible, rather than physical presence of utility crews at their premises following
COVID related norms and social distancing.

4 COVID as an Opportunity for Utilities to Be Closer
to Customer

Utilities are among the 16 industries that has been categorized by U.S. Department
of Homeland Security (DHS) as critical infrastructure sectors and must be able to
operate during a pandemic [5]. While the core purpose of serving the nation and
put the lights on continue to remain strong, the pandemic unfolds a new purpose—
‘Partner in Crisis ‘for the Utility.

The pandemic prepares utilities to build an operation that is resilient in managing
the increasing call volumes, decreasing/new demand patterns and deferred revenues.

Managing the customer energy demand may not be a key challenge for the utilities
in this scenario as demand from commercial and residential sector will decrease
whereas residential sector will grow as people will stay in home and may follow a
weekend pattern.

However, utilities may expect an increase demand of the call volumes from
customers with new issues such as what should customer do if customer is unwell
or self-isolating and they have power cut, gas leak or energy meter problems or if a
utility company need to access the customer premise.

Prepayment customers may also have the queries like how they can top up their
prepayment meters if customer is self-isolating.

Customer and Utility field workers interaction will also change significantly
during this scenario. For any non-urgent energy issues, focus will be on self-resolution
using mostly online platform, utility App or on call advice. Utilities are also helping
customers with their bills by suspending service disconnection due to nonpayment
and waiving late fees.

Last but not the least, it is an opportunity for the Utilities to become more adaptable
to the changes by leveraging digital to provide safe, secure, simple, and self-driven
services to end consumers and bring utilities at the forefront of customer mind.

5 Energy Value Ecosystem

As utilities are moving from energy seller to energy service provider, utilities need to
create an ecosystem in collaborations with prosumers, partners and cross-industries.
This partnership helps utilities to discover new values such as energy efficiency
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program, demand side management, bring your own battery, EV charging, DERMS
orchestration, home insurance, etc.

We are already observing utilities are merging with telecom service operator to
offer bundled product to customer (Fig. 5).

For example, in case of new customer connection utility can leverage the
ecosystem of multiple stakeholders such as builder, contractor, architect, electrician,
plumber, field engineer, etc (Fig. 6).

The following is an example of how utilities are levering the energy value
ecosystem in collaboration with prosumer and partner for defining the value around
customer own solar journey. The orchestration of virtual power plant (VPP) along
with the demand side management (DSM) will enable prosumer to contribute to grid
stabilization and peak load management for utility (Fig. 7).

DERMS
Orchestration

Prosumer

Remote
Operation
Monitoring

Site Commissioning
— Electrician,
Plumber, etc.

Fig. 5 Energy value ecosystem
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Fig. 7 Customer centric distributed energy ecosystem

6 Customer Management Framework for Utilities

We are seeing utilities are adopting a very structured approach in managing the
customer experience across 6 key dimensions—Anytime Anywhere, Hyper Personal-
ization, Trust and Transparency, Communication and Collaborate, Quick and Simple
and Customer Empowerment and Engagement.
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Anytime Anywhere focuses on 24 X 7 presence in customer preferred channel
along with providing seamless uniform experience to customer across channels.

Hyper Personalization focuses on the contextualized proactive offerings/alerts to
customer like advice on appliance on/off, recommended deal for the Electric Vehicle
charging station near to customer location, and so on.

Trust and Transparency focuses on building trust with customers across multiple
transaction points like billing, meter reading, pricing, complaint management and so
on.

Communication and collaboration emphasis on keeping the customer informed
about the new offerings, latest changes and so on.

Quick and simple is all about having an experience that focuses on the first time
right.

Customer Empowerment is all about providing the right tools and platforms to
the customer for better decision making like when to use the battery to the grid or
how to optimize the energy consumption (Fig. 8).

In order to support the architectural framework digital technology has a pivotal
role to play. Overall stakeholder communications are expected to be both-ways and
to be backed by new edge robust technical foundation. There are 3 layers via which
entities will be serviced—interaction layer, experience layer and digital fulfilment
layer.

While prosumer or partner or utility agents can collaborate using common plat-
form across channels i.e. portal, mobile, telephone, e-mail, social media, etc. the
information and knowledge is generated, processed and furnished for consumption
with the help of digital technologies like analytics, robotic process automation (RPA),
cloud computing, etc.
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Fig. 8 The framework for managing customer experience
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Insights about the required information will be at the fingertips to assist in making
the right decision at the right point. The siloed approach with scattered sources of
information will be replaced by common platform, onboarding all the stakeholders
under a single umbrella and thus increasing the cumulative efficiency of the integrated
processes (Fig. 9).

The digital technology platform has 4 underlying levers—agile, automation,
intelligence and cloud (Fig. 10).

Customer Partner BO Staff FO Agent 3 Party
- 2 2 a a a

Portal Mo_bile Telephone E-mail Social Media
e @ e 90

Automation

Customer

Intelligence

Fig. 10 Levers of digital technology platform
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Agile—with the growing adoption of agile methodology, utilities are aiming to
provide better services to customer. The lead time of key business processes such as
new connection, meter to cash, etc. is being reduced. Customer queries are resolved
quicker than what it used to happen earlier. Owing to agile driven reduced time to
market, product offerings to the customer are made simple, fast and apt.

Automation—the reduction/removal of manual interventions in the utility
processes are of high importance to bring more operational efficiency. It is being
observed that automation in customer query management, bill and collection, excep-
tion handling are few critical areas where utilities are panning their focus to improve
customer satisfaction.

Intelligence—for example the smart home systems use intelligent energy-saving
technology to cut costs, reduce wastage and improve convenience. From rooftop
solar cells to wirelessly controlled washing machines and heating that adapts to
users’ needs, intelligence touches on many aspects of domestic life. By adding arti-
ficial intelligence into the mix, systems can learn to optimize energy usage based
on preferences (e.g. when householders like the heating to be on), and by exploiting
real-time electricity prices (e.g. buying-in extra power at times of lower market
prices).

Suspicious metering points such as unstable or unexpectedly large consumption,
gives an early warning into unusual behavior. However, detecting these metering
points requires contextual knowledge.

Insights from data clearly helps solve this situation. Machine Learning and data
analysis facilitate customer clustering based on consumption patterns. Utility receives
automatic detection of suspicious consumption data to proactively help the customer
in finding the cause of the unexpectedly high bills.

Also, some utilities are developing a channel-agnostic, Al-powered chatbot to
resolve customer complaints on issues such as outages and bills. Utilities are now
able to reduce customer churn and develop deeper insights into their consumer needs.

Cloud—during the extreme scenarios such as storm, bushfire, etc. the scalability
benefit of cloud infrastructure is being widely used by the utilities to address high
volume customer interactions. Also, the data encryption, identity and access manage-
ment (IAM), single sign-on (SSO) are some of the unique features of cloud computing
that help utilities manage the security and privacy of customer information effectively.

7 Selected Examples from Global Utilities in Managing
Customer Experience

Across the globe, we are observing that utilities are taking 4 key approaches in
improving the customer experience leveraging the digital.

New Product and Services—we are seeing utilities are coming up with offerings
such as subscription model for electric car with home charging facilities, online only
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brand for tech savvy cost-conscious customers or dynamic tariff for price conscious
consumers.

New Sources of Revenue for Prosumers—Uftilities are bringing new sources of
the revenue for their prosumers by rewarding or incentivizing them if the prosumer
enrolls their solar or storage in the VPP program of utilities for managing the peak
load.

Platform for Energy Management/Convenience—Ultilities are coming with
various new platforms for energy management by the customers such as demand
side management where customers can change or shift the load against the instruc-
tion of the utility. We are also seeing customer convenience platforms for end-to-end
customer journey management starting from enrollment to Empowerment.

Joint journey with Customers—In their journey to renewable, utilities are working
very closely with the customers to design and develop the renewable roadmap. The
joint journey is a win—win situation to both as it helps the customer to have renewable
energy and helps the utility to meet its sustainability agenda [6, 7] (Fig. 11).

New Product / Service New Sources of
« Utilities are coming out with Revenue for Prosumer

various innovative products « Utilities are rewarding

and services such as consumers having solar plus
subscription model for storage combinations and
electric car with home participating in utilities VPP
charging facilities, online program
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Platform for Energy Joint Journey with
Management Customer

= Platform for energy * Across the globe utilities are
management is having a embracing joint development
significant traction in recent journey with customer in areas
days where utilities are such renewable because
providing options to customer prosumers are adopting

for changing / shifting the renewables at a much faster
load, for efficient peak load rate than utility.

management, and incentivize

against that.

Fig. 11 Examples of customer engagement
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8 Conclusion

Utilities today are in search for new roles and responsibilities around the empowered
prosumers. While most of these new roles are focused towards providing an affinity
services around the lifestyle of the empowered consumer such as smart home, green
energy and beyond the energy, the core of the customer service such as trust and
transparency and keeping the power on still play an equal important role in improving
the customer experience. The success of the customer improvement lies how utilities
can provide affinity services without affecting the core of the customer services.

Last but not the least, involving the customer from the beginning in defining all of
these customer journeys; not only to obtain the customer buy-in and their empathy
captured, but also include a feedback loop from the customer to correct the course
of journey at the all the way through.
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Abstract Energy transition, with the integration of distributed energy resources, and
digitalization are new challenges that transform distribution networks management
in depth. Those challenges lead to a new role for the Smart Distribution System
Operator in a growing digital environment: the DSO as a Data Manager. The Smart
Metering infrastructure, with all the data it generates, is the game changer for Grid
Operations and Customer Management that allows the DSO to embody this new role.
In France, the DSO Enedis has developed Smart Solutions for Grid Operations and
Client Satisfaction based on its homemade Smart Metering System Linky:

e Solutions for Grid Operations

— MYV Network Dispatching

— LV Network Operations

— Quality of Supply Monitoring
Network Model Improvement

— Big Data for Predictive Maintenance

e Solutions for Client Satisfaction

— Collective Self-Consumption

Open Data

— Public Lighting Management
Customers Emergency Management.
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Those solutions are also proposed worldwide by EDF International Networks—the
subsidiary that promotes Enedis expertise abroad. In this paper, we will detail those
Smart Solutions and emphasize their benefits from a DSO’s point of view. Moreover,
we will focus on the main milestones of the process for a DSO from customized
solutions development towards industrial rollout.

Keywords Smart metering + AMI + Smart grid - SAIDI - G3-PLC - Big data -
Open data

1 Introduction

The energy transition transforms in depth the distribution network management. The
integration of new uses of electricity are transforming the distribution network from
a vertical and unidirectional network to a much more complex system. This context
change consists of the development of distributed renewable energy resources and
microgrids, the integration of electric mobility and storage and the trend towards
prosumers and local consumption and generation of energy (self-consumption, local
energy systems, ...). In parallel, digital has become mainstream and all the distribu-
tion network’s stakeholders are waiting for services for a national or regional develop-
ment of their activities. Even the business scope and core business of the distribution
system operators (DSO) are increasingly questioned by more and more intrusive
requirements. To face those challenges and to continue to manage the distribution
network efficiently, the Smart DSO is becoming a data manager able to manage,
share and protect the distribution system data with all the stakeholders committed to
energy transition.

2 Smart Metering Data as a Game Changer

Advanced Metering Infrastructure (AMI) enables the development of new technical
applications to improve network operations’ efficiency and customer’s satisfaction.
It is obviously the first brick, with all the data it generates, that allows the DSO to
embody his new role as a data manager.

The Enedis Linky Advanced Metering Infrastructure constitutes a unique set of
sensors on the French distribution network. By the end of 2021, 35 million Linky
smart meters are already installed, as well as 750,000 data concentrators, located in
secondary MV/LV substations. Hence, the French Linky program is completed and
many lessons have been learned by Enedis from this large-scale industrial program,
deployed on time and within budget [1] (Fig. 1).

The first function of the AMI is a new communication system to collect data
from smart meters and data concentrators. Then, those measurements and events are
qualified and processed by the information system that converts them into alarms or
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Fig. 1 Enedis Linky advanced metering infrastructure

enriched data. Finally, those alarms, measurements and reports are exploited with a
business perspective to enhance distribution network management.

3 Solutions for Grid Operations

In addition to the traditional remote meter readings, Enedis develops applications
thanks to its Linky-Réseau program [2] and infrastructure, which implements obser-
vation logics of indicators like equipment status, flows and communications of the
Linky system through G3-PLC, in order to:

e Further improve the quality of its control,
e Further improve accuracy and responsiveness in the handling of outages,
e Carry out preventive maintenance and prevent incidents on the network.

This Linky-Réseau program is part of the Enedis Smart Grid roadmap [3] that
aims on the hand at modernizing network management processes and infrastructure
and on the other hand at supporting electric power system stakeholders and regional
territories in French energy transition.



76 A. Trobois et al.

3.1 MYV Network Dispatching

This first solution aims at strengthening MV faults diagnosis and location as well as
confirming in real time switchgear permutation at secondary MV/LV substations.

Linky data concentrators have a key role in the transmission of key indicators that
greatly contribute to the operation of MV networks. For example, fault indicators
located in MV/LV secondary substations can be connected to the concentrator, which
will send the fault alarms in real time through the AMI infrastructure to the MV
Dispatching operators. The MV Dispatching Centre uses the information to locate
precisely the network fault and send an operator directly to the right location (Fig. 2).

Data concentrators provide as well useful information to identify specific MV
resistive faults, not detected by primary substation protection relay, such as MV
conductor breakage and phase misbalance, through the analysis of LV negative
sequence voltage.

Finally, remote enquiry of the power supply status of the concentrator helps
confirm the well switchover of switchgears automatic permutation for urban networks
with multiple energy feeders.

Benefits:

e SAIDI (System Average Interruption Duration Index) improvement through the
reduction of fault location time, avoiding visual check on secondary substations,
e Quality of supply improvement through voltage unbalance correction,
e OPEX reduction by reducing fault location working hours,
Safety and security improvement for equipment and persons.
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Fig. 2 Illustration of AMI MV fault location
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Fig. 3 Illustration of neutral break detected by AMI system

3.2 LV Network Operations

LV network supervision is one of the most relevant solutions that have been added to
Enedis operations by the Linky AMI and Linky-Réseau program. It aims atimproving
customer satisfaction through immediate diagnosis and location of MV grid faults.

Overvoltage alarms (270 V > 5 s), grouped remote ping to several meters, concen-
trator power loss and phase loss alarms (for 3-phase meters) bring valuable data to
the Linky System, which uses it to supervise LV networks, and to identify and locate
incidents remotely. Those incidents could be LV network weaknesses such as neutral
breaks or circuit breaker tripping in the case of aerial LV networks (Fig. 3).

Benefits:

SAIDI improvement through reduction of fault location time,

e Quality of supply improvement through quicker diagnosis to fix the affected LV
network,

e OPEX reduction by reducing fault location working hours, vain and low value
added technician interventions

e Customer satisfaction improvement by reducing the risk of harming customer
electrical installation and launching LV technical intervention even before client
call emergency desk.

3.3 Quality of Supply Monitoring

This solution aims on the one hand at improving client satisfaction and reducing
claims, and on the other hand at deferring LV network CAPEX through an optimal
electrical phases’ balancing.
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Thanks to meter recordings of outages and voltage quality, the ‘Quality of Supply
Office’ has all necessary information to process customer’s claim on the right timing.

Computing meter voltage recordings with G3-PLC meter phase and grid topology,
the ‘Network Planning Office’ is able to propose optimal meter phase switching to
avoid heavy work on LV networks.

Benefits:

® No more long and complicated investigations to retrace the historic of network
quality of supply,

e No need to install recorder at customer premises and analyse their data,

e CAPEX—grid strengthening works—deferring,

e Customer satisfaction and better quality of supply through voltage quality
improvement.

3.4 Network Model Improvement

Through G3-PLC routes and interaction between Linky Smart Meters and data
concentrators installed in MV/LV secondary substations, the AMI contributes to
an improved reliability and transparency of LV and MV connections of each client.
This data helps the ‘Network Studies Offices’ to have a clearer view of the networks
they work on. G3-PLC contributes as well to the enrichment of the Geographic Infor-
mation System (GIS) thanks to phase detection algorithms. Enedis can then know
which phase each user is connected to. This network model improvement provides
key information and reliable data to all DSO business processes (Fig. 4).

Benefits:

Optimisation of DSO assets database (GIS),

Network planning tools precision improvement,

Enabler to Smart Grid features such as self-healing automation,
Crisis management and customer information improvement.

3.5 Big Data for Predictive Maintenance

This solution aims at shifting from curative to preventive and even predictive
maintenance.

Supervised Machine Learning predictive algorithms, including grid incidents
characterization by business experts, have recently been developed by Linky-Réseau
Data Scientists. They bring the opportunity to carry out LV predictive maintenance
field operations. The principle used by these machine-learning systems is to use the
inventory of previous fault on the LV grid, so called signatures, and to identify inter-
mittent events through Smart Metering data in order to prevent faults, as shown in
the “Fault signature” in Fig. 5.
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Fig. 4 LV grid topology provided by G3-PLC routing
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In this case, preventive treatments, such as material replacement or strengthening,
are planned and realized on the LV networks.

Benefits:

SAIDI improvement through avoided incidents,

Customer satisfaction and better quality of supply through voltage quality
improvement,

OPEX reduction thanks to an increased share of planned maintenance activity.

=

Solutions for Client Satisfaction

In addition to the traditional customer services delivered by the AMI system (remote
meter readings, commissioning, consumption visualization on a web portal or a
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mobile app), Enedis develops smart applications based on the smart metering data
for different actors of the energy transition.

4.1 Collective Self-consumption

The EU Clean Energy Package introduces the notion of Local Energy Communities
(LECs).

The French law already enables the sharing of generation among customers
connected to the same LV feeder. These projects are called collective self-
consumption projects and constitute an example of local energy communities
in France. These projects are developed through the signature of a collective
self-consumption contract between the legal entity and the French DSO Enedis.

In collective self-consumption projects, consumers and producers are legally
bonded by a legal person (association, enterprise, local authority, etc.), share a local
production and are all connected to the distribution grid. Photovoltaic is the main
source of local generation in these projects and they are often not connected to
storage.

Collective self-consumption is a good illustration of how more accurate data (for
instance the load curve at a time step of 30 min) is useful for consumers and producers
in the development of their local communities’ projects.

Benefits:
e Customer satisfaction improvement in terms of electricity supply:

— The operator supplies electricity even in the absence of local production,
— The customers are guaranteed of the quality of the power supply (voltage and
frequency).

e Customer satisfaction improvement in terms of data services quality:

— Customers, producers, suppliers and balancing entities involved in the project
receive reliable and certified data that are useful to monitor and evaluate the
project,

— The DSO also facilitates changes in the project configuration.

e Finally, these projects constitute an opportunity to make durable the role of public
distribution network and DSO data management in the development of local
energy communities (Fig. 6).

4.2 Open Data

Open data and its related services platform developed by Enedis are another example
of how the DSO positions itself as an actor of data management, in particular as
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Fig. 6 Illustration of Enedis industrial data management solution

a neutral and transparent data public operator, which is regulation compliant and
facilitates energy transition projects.

Indeed, the French energy transition law requires facilitation of energy transition
projects: energy efficiency action, climate plan, etc. In this purpose, Enedis developed
an access to open data. For instance, aggregated data at the scale of a region or a
city, allowing local authorities to evaluate the evolution of electricity consumption
and generation at the scale of their territory and take actions.

At the same time, French entities such as CNIL (commission in charge of the
protection of citizen data) require a protection of this data. That is why open data
sets are anonymized and aggregated, so that the determination of the consumption
of an individual citizen is not possible. It requires expertise to be able to process
reliable data.

The DSO is in charge of data quality as well. For instance, some characteristics
were added by the DSO, such as the effect of temperature on energy consumption
data sets.

On this open data platform, sixty data sets are available, and all stakeholders have
access to different services:

Data visualization,

Online analysis (data table, chart, map, etc.),

Data download (CSV, Excel, JSON, Shapefile, API, etc.),
Tracking updates,

FAQ/Online contact form.

Open Data sets are published under Open Licence, a French free licence published
by Etalab, the entity that coordinates the public open data. This process guarantees:

e Transparency and quality of data,
e Replication, redistribution, adaptation and commercial exploitation of data,
e Guidance and legal certainty to producers and re-users,
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e Compatibility with international Open Data Licences (Open Government Licence
or OGL, ODC-BY...).

Benefits:

e Third parties satisfaction improvement in terms of energy transition projects
facilitation,

e Open data is used by local authorities to monitor the evolution of the consumption
and generation at the scale of their territory. They can also complete their territorial
diagnosis to develop their energy climate plan,

e Start-ups, energy efficiency enterprises and suppliers benefit from these data to
develop new customers services and offers,

e [t is an opportunity to collaborate and share public data.

4.3 Public Lighting Management

This solution illustrates one of the services developed for local authorities, identified
as key stakeholders for Enedis as they are at the same time customers, in charge of
the development of their territory, and owners of the grid in France.

This service is based on an analysis of the smart meters’ peak power feeding the
public lighting system. If a threshold (decided with the local authority) is exceeded,
the day following this event, an alert is sent to the local authority that will decide, if
necessary, to send an operator for a field intervention. The majority of these alerts
are relevant and related to a fraud or a breakdown.

Benefits:

e A concrete service affirming DSO role as an actor in charge of data services
development for local authorities,

e Customer satisfaction improvement in terms of reactivity. With an alerting system,
on a daily basis, the operator gives local authorities information on potential public
lighting system irregularities (fraud, breakdown, etc.) detected the day before,

e Customer satisfaction improvement in terms of cost efficiency. Based on DSO
information, local authorities will be able to verify the potential irregularities and
correct it quickly, and thus saving costs (no time needed to qualify clients claims,
and for the localization of the irregularity) and improving citizen satisfaction.

4.4 Customers Emergency Management

This solution aims at improving client satisfaction through real time diagnosis during
customer’s call to Customer Emergency Desk.

Individual and grouped Linky Pings allow Customer Emergency Desk operators to
receive real-time information on the status of each meter. Grouped Pings can provide a
clear view on the current quality of supply in a certain area or neighbourhood, making
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it easier for the operator to distinguish individual from collective incidents, and most
important, distinguish network incidents from customer electrical installation. Then
those Pings allow identifying issues, to report them, and to take the necessary remote
actions.

Benefits:

e Customer satisfaction improvement by running remotely a real-time diagnosis
and delivering quick response and solutions. A concrete service affirming DSO
role as an actor in charge of data services development for local authorities.

S Process for DSO Customized Solution Development

The following step-by-step process aims at creating added value for the DSO, from
customized solutions development towards their industrial rollout. This process could
be based on an existing AMI system or leverage a new AMI program roll-out or an
AMI renewal program.

The main phases of the process are the following:

e Phase 1: Current situation analysis, business needs collection, evaluation of
performance benefits
Phase 2: Engineering phase and Proof of Concept
Phase 3: Turnkey solution industrial rollout.

Phase 1 consists in data collection, interviews of concerned experts and profes-
sionals as well as site surveys. The identification of priority business use cases and
applications to develop is a key-point of this phase. The second key-point is the
estimate of costs and benefits per application, adapted to the DSO’s context.

Phase 2 is dedicated to feasibility study, on both technological and organisational
sides. It focuses on industrial policy in order to determine the better solution for
the DSO: for instance, ‘off the shelf” solution proposed by AMI market vendors or
‘in-house” development by internal DSO’s teams. At this phase, it is necessary to
roll out a Proof of Concept (PoC) on a specific and priority use case, on a limited
perimeter, in an end-to-end approach.

Phase 3 considers the industrial and operational rollout of the smart solution based
on AMI system. Depending on industrial policy choices, the functional specifications
and associated requirements such as performance requirements, will be redacted and
submitted to market actors or internal developments. Then, based on PoC return of
experience and specifications, the solution will be developed, delivered and integrated
into the DSO’s ecosystem. The change management, knowledge transfer and the
operations and maintenance of the solution will be provided on an adapted timeframe.
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6 Conclusion

The AMI infrastructure, with all the data it generates, allows the DSO to embody a
new role of Data Manager, both for its internal needs in terms of network management
and for its clients and stakeholders satisfaction.

A set of smart solutions for grid operations and client management are now
industrialised in France, in parallel of Linky AMI system industrial rollout.

They are also proposed worldwide by EDF International Networks—the
subsidiary that promotes Enedis know-how abroad. For example, EDF International
Networks experts are currently working with our Uruguayan partner Usinas y Trasmi-
siones Eléctricas (UTE) on the development of Smart Metering based services for
the Uruguayan distribution network.
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Electric Vehicle Charging Infrastructure )
Planning and Security Measures L
in Indian Urban Centres

Premachandran Aravind, Abinash Dash, and Abhijeet Ray

Abstract Electric Vehicle penetration in India could reach 30% by 2030 and this
will generate an estimated savings of about 474 Million tons of oil import and
846 Million tons of CO; according to a study by NITI Aayog and Rocky Moun-
tain Institute. Research shows that 83% of the consumers globally are hesitant to
adopt EVs because of the battery life and range anxiety. The extreme price sensi-
tive Indian customers are skeptical about siting charging infrastructure in the road
network. In the past few years, researchers worked on the optimal deployment and
sizing of charging stations using objective functions and different optimization algo-
rithms. But most of the works have taken the European and other Western cities
into consideration. This paper proposes a methodology to calculate the number of
charging stations for EVs considering extensive environmental elements in designing
the charging infrastructure in Indian Cities. Though there is a strong push for EVs,
currently we are in the nascent stage of market development in India and thus it will
be difficult to lay down a detailed plan. In this paper, the security factors that are
to be prioritized for the installation of EV charging infrastructure in Indian Urban
areas are also identified. Finally, the feasibility and viability of the methodology are
applied in an Indian City as a business case.
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1 Introduction

The transportation sector profusely depends on the fossil fuels and contributes to
almost one fourth of the total EU-28 greenhouse gas emissions. EVs have been found
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to be the most efficient and viable option to control the emissions currently [1]. EV
adoption has reached its inflection point and EV penetration in India is predicted to
reach 30-50% by 2030 generating about 846 Million tons less CO; [2].

Smart grids are carrying the power from the generating stations and information
to control, monitor and automate the entire grid [3]. EV adoption put huge stress in
the existing grid infrastructure. In this paper, we will discuss on the impact of EV
adoption in the energy systems, measures to reduce the risks and the future planning
of the infrastructure.

2 Charging Infrastructure Use Cases

Home Charging: EV Supply Equipment (EVSE) installed in the customer premise
lets customers use it as per their convenience mostly during evenings and night.

Commercial Charging: The facilities available to the customers at the work
locations, stores and restaurants.

Public Charging Stations: These stations are generally fast recharge stations,
where the customer can recharge the battery in a short time. The public charging
stations are a de-licensed activity in India and any individual can set up these stations
once they meet the technical and performance standards.

3 Impact on Energy Systems

The rapid adoption of EV have great impacts in the existing energy systems testing the
grid robustness, grid security, volatility, power quality as well as grid cyber security.

3.1 Data Security

As the number of endpoints increase with the increase in the nodes/charging stations
the data is exposed to more risks (Fig. 1).

However, the prudent way to secure the data stored/in-transit is to adapt to cloud
infrastructure to avail High Speed, Scalable Storage, Interconnectedness, Low Main-
tenance, Scalability with added features of security while allowing the users ‘access
from anywhere’.
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3.2 Grid Infrastructure and Security

The most pronounced effect of EV adoption is the increase in evening peak loads,
as people plug in their EVs after they return home. The variation in the load curve
has huge ramifications in the quality of the power supply.

One of the significant challenges the DISCOMs face is to continuously upgrade
the infrastructure in the urban centers to cater to the increasing load demand locally.
This has become even more important in the light of the recent regulations which
provides for load shedding compensation.

4 Econometric Model

The econometric model analyzes the amount of energy, power, number of chargers
required with growth in EVs and estimates its impact on the distribution grid.
The model can be used to predict the infrastructure requirement in any city/region
(Chandigarh in this study) while having the ability to aggregate with a vision of
decentralized urban planning.

4.1 Assumptions

e Vehicles are categorized into 2, 3, 4 and 6Wheelers.
e EV adoption follows the technology adoption curve [4].
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e Electricity usage per km is assumed as constant for each category based on the
current industry benchmarks.

Daily average distance travelled by cars, rickshaws and motorcycles are assumed.
Utilization rate is assumed to be 30% for the charging station [5].

Public Chargers are rated 50 and 10 kW.

70% of the vehicles registered in the city are used in Chandigarh, People from
neighboring states purchase the vehicles from Chandigarh because of the lower
taxation.

4.2 Methodology

e Number of vehicles sold for 2019-2030 is estimated based on CAGR and national
growth rate

e Number of EVs are estimated using penetration rates

e Cumulative distance travelled by each EV Category is estimated

e Equivalent Electric Quantity (EEQ) [6] is determined based on per km electricity
usage

e Power required for public charging, peak load and the number of chargers needed
are estimated using the utilization rate [5].

4.3 Analysis

It is evident from Table 1 that the EV consumption, in the projected optimistic case,
makes only 4% of the total energy consumption of 2030. Though 2Wheelers attribute
80% of the EVs, the biggest contributor to the consumption is 4Wheelers.

Figure 2 shows that dependence on residential charging may increase the peak
load by 30%. The utilization period for residential charging is skewed towards the
peak hours in an uncontrolled grid, whereas the public charging infrastructures are
used ~16 h/day [5]. As the city depends more on residential EVSE, load in the
peak hours increases significantly. Thus, it is always better for the grid to deploy
more public charging stations for effective load management than the decentralized
residential charging, especially in densely populated cities. Also, the utilities should

Table 1 Energy consumption in Chandigarh

Year Pessimistic Average Optimistic
Total EV consumption (MU) 2025 4.65 7.59 18.92
Total energy consumption (MU) 2025 1751.83 1890.04 2050.48
Total EV consumption (MU) 2030 34.54 53.13 93.73
Total energy consumption (MU) 2030 1888.41 2247.50 2702.20
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have flexible transformation capacity to cope up with the power fluctuations resulting
from excessive load (Fig. 3).

The peak load due to increased EV usage in the grid is enhanced by 5-15%,
calling for a radical change in energy management of SLDCs, PPA structures and
energy banking (Table 2).

NITI Aayog proposes to have at least one charging station in 3 x 3 km grid.
However as per our analysis, in Chandigarh, there should be 19 charging stations,
one in every 2 x 2 km grids in order to build a healthy grid.
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Table 2 Projected charging stations
Year EV Projected No. of charger stations
Average Pessimistic Optimistic
2025 Cars 3 1 8
2W 6 4 10
3w 1 1 3
2030 Cars 19 10 38
2W 38 30 53
3W 9 5 19
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5 Mitigation of Security Threats

5.1 Role of Urban Planners

The industry experts expect a boom to the DC Fast Charging Stations only by the
end of 2030. Urban planners, real-estate players and the EVSE suppliers should
collaborate through the infrastructure planning, with increased focus on security to
make it affordable, accessible and reliable.

5.2 Smart Charging

Smart Charging minimizes the load impact in the grid by attenuating the peak load
and reduces the curtailment. Various methodologies are [7]:

Time of Use Pricing

V1G- Reduce, stop or start charging based on the communication from the grid
V2G- Bidirectional, supply power to grid

V2H- Supply power to home

Dynamic Pricing.

5.3 Cyber Securiity

Connected systems across the world are vulnerable to hackers. Certain practices and
tools which can reduce them are [8]

e Adopt best IT practices and Physical security
e Unidirectional Gateways
e Two Factor Authorization.

5.4 Remedies

The exigent measures that need to be adopted in security and infrastructure planning
are:

Incorporate the EV Charging requirements in the Grid Expansion Plans
Innovations in making the infrastructure flexible and secure

DISCOMSs’ role in residential EVSE setup

Building competence for EV charging station O&M

Strategic placement of fast charging stations for low grid impacts

Increase storage capacity planning and deployment to deal with DER penetration.
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6 Conclusion

Utilities are trying to find new ways to deal with power demand fluctuations arising
out of EV usage and predicting the consumption pattern. The impacts and challenges
remain in the decentralized grid, but the effect is amplified in densely populated
developing economies like India. Innovations around deployment of public charging
stations and EV data handling are paramount to brace for the future.
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Abstract Distribution is the weakest link of the Indian power sector. The last elec-
tricity reforms has ampullated the distribution from generation and transmission, but
the problem is not evaded. Privatization of Distribution company is being recom-
mended but failures of past cannot be repeated. Majority of the distribution compa-
nies has an amalgamation of urban and rural consumers. While urban consumers
may find many suitors among private bidders because of better density and better
returns, rural consumers may find it difficult to be managed by profit seeking entities.
A more “atmanirbhar” or a self-dependent path may suit the rural consumers, for a
sustainable power growth. This paper presents an electricity distribution model in
which electricity supply is treated as a catalyst of development in rural areas and
is treated as a market commodity in urban. It is proposed to separate urban and
rural grids. While urban grid be licensed to lowest bidder, rural grid be managed by
rural electricity cooperative society (RECS). Each RECS, to source its power from
grid as well as from solar plants installed under PM-KUSUM scheme. The power
produced to be utilized in battery swapping stations (BSS), for electric vehicles, in
such a manner that power flow from grid remains unaffected and commercial trans-
action compensates for AT&C losses. Urban DISCOM shall bill for the net energy
transacted, to RECS at the DTR level through pre-paid meter. The regulatory, tech-
nical aspect and financial modelling is dealt in this paper supported by experience in
different countries. It also focuses on synergizing of various Government schemes
implemented or under implementation.

Keywords Privatization - Rural electricity cooperative society * Prepaid meter -
Battery swapping station
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1 Introduction

India has decisively achieved 100% electrification of all its villages and households.
The difficult feat was achieved jointly by the effort and funding of Union Govern-
ment and State Governments. The distribution companies have been handed over
with this newly created infrastructure and a mammoth size rural consumer base for
maintenance, electricity supply and revenue realization. The rural consumer base is
characterized by higher cost of supply, geographical remoteness, dispersed consumer
base, low consumption, high leakage and limited ability to pay. Initiatives are being
taken to privatize the distribution business with an objective to improve the quality,
security, reliability of power supply and consumer service, achieve global bench-
marks in AT&C and achieve affordable and reasonable pricing of electricity. It is
aimed to shift cost plus, regulated power distribution business to private or public
highest bidder.

Past experience in privatization of distribution business has shown mixed results.
While outcome in case of Delhi and Mumbai and many other urban cities, with mainly
urban consumer base are encouraging [1] while case study of Odisha privatization
is far from successful. Apart from many other issues, one noteworthy difference is
Odisha has a big rural consumer base. With no special incentive to supply power to
rural consumers, profit-seeking private companies usually de-prioritize rural supply.
This paper proposes to separate urban grid and rural grid. Urban grids be privatized
to the highest bidder, while rural grid be managed by regional co-operative societies,
local government institution or ngo. A detail business model is investigated for the
management of the co-operative society. A co-operative society that will be entrusted
with not only supplying to its rural consumers but also producing power of its own
and managing battery swapping stations for EV fleets.

2 Present Issues with Indian Power Sector

2.1 Privatization of Full DISCOM or Urban Areas

In India, many power distribution companies (DISCOM) are suffering from finan-
cial and infrastructure challenges. The financial health of most of the DISCOMs are
dwindling, with debt ballooning in each passing financial year. The debt restruc-
turing schemes did improve the debt liability, but they have rebounded [1]. The poor
financial health of DISCOMs affects all the stakeholders of the power sector vertical.
Financially viable DISCOMs are essential to the future stability of India’s economy
[1]. Government of India, quite rightly, is pushing for privatization of DISCOMs
to improve their efficiency. Private sector investment is often believed to be vital
for any programme’s long-term sustainability [2]. Power sector in India, already,
has some experience with privatization of electricity distribution business. Privatiza-
tion in metro/urban areas have seen considerable success in reducing AT&C losses
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and improving consumer satisfaction. At the same time privatization of complete
state electricity distribution has not yielded similar results. It is necessary that some
course correction be done for better results. Separation of rural grid from the urban
grid is proposed. While rural grids be managed by Rural Co-operative society, urban
grid be licensed to highest bidder who can deliver power to its consumers at utmost
efficiency, reliability and at cheapest price.

2.2 Concern of Rural Electricity Supply

One of the major factors that contribute to the DISCOM’s ability to provide reliable
and good quality supply is the recovery of revenues from consumers which can be
used to strengthen the distribution network and for its periodic maintenance. Because
of geographical remoteness of rural households and shortage of manpower with
DISCOMs, billing is amajor concern [2]. And arrears and poor power quality does not
help in revenue recovery. And this vicious cycle continues. A community ownership
for the electricity used, certainly lacks. World bank research finds in communities
like India, initial rural electrification would not have been economically viable unless
subsidized but could independently finance their maintenance and operating cost [2].
India has achieved 100% rural electrification by subsidy from union and respective
state governments. It is important that the rural consumers feel responsible towards
the assets that has been created and work towards its sustainability. A community
centric Rural electricity cooperative society can prove to be a good alternative (Fig. 1).
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DISCOM
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Fig. 1 Vicious cycle in rural electricity supply
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3 Proposed Scheme of Rural Electric Supply

The domain of Rural Electricity Co-operative society (RECS) shall start from distri-
bution transformer and downstream till service connections. In the operative area of
RECS, power can be tapped from the main 11 kV feeder at various locations through
a Pre-paid Net meter. The solar plants commissioned under PM-KUSUM scheme
[3] or any others, shall be integrated to grid at various locations along the main
Low Tension 3-phase line through a gross meter. All consumers shall be metered.
RECS shall own a battery swapping station (BSS) and shall also own a micro finance
wing that will finance and help in procurement of Electric autos without batteries.
Batteries shall be owned by RECS and be available for hiring at BSS. RECS shall
buy power from grid and solar developers. The revenue generated by selling power
to domestic households, enterprises and BSS will be used for charging the pre-paid
meters and paying solar prosumers. The tariff for all energy transaction will be deter-
mined by state regulatory commission. The tariff must have provision of penalty for
non-availability grid power (Fig. 2).

The power exchange between the RECS and the distribution company, at the
DTR level, shall be through a smart pre-paid meter. The meter, apart from having
capabilities that a pre-paid meter already have, will have net meter capabilities,
accounting import and export of power, as well. Prepaid arrangement has the potential
to bring discipline in revenue collection. Although, consumer meter shall be normal
postpaid meters. This arrangement shall rely on the community-led structure for its

I Power
Transformer
P—

"A Distribution Transformer
*. +" With Pre-paid meter

Fig. 2 Jurisdiction of a rural electric co-operative society
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efficient and punctual revenue realization from the consumers. It also promises to
bring ownership feeling, for the power utilized, among the consumers.

3.1 Urja Mitra: Outage Management

Penalty for non-availability of grid power, due to non-maintenance reasons, will be
very relevant and pivortal to the scheme. Loss of grid power will also affect the on-
grid solar power generations with financial losses to the producers. The scheduled
and non-scheduled power outages must be reported to the consumers through URJA
MITRA app [4] of Government of India. RECS will avail the facility of mapping its
consumers not only in feeder level but also in distribution transformer level. Presently
through URJA MITRA app DISCOM:s intimate its consumers about power outages,
planned and un-planned, through messages and notification in mobile handset. This
initiative has helped DISCOM in generating consumer satisfaction and goodwill.

3.2 Adoption of e-Vehicles in Rural

Electric vehicle (EV) is slowly and strongly gaining traction in India. In (sub)urban
areas, adoption of EV is a matter of controlling pollution, preventing resilience on
imported crude oil and etc. but in rural, EV is a necessity. Most of the villages in
India are, mostly, located far from the fuel retailers and rural mobility rely heavily
on the black market, at inflated cost. But villages in India are electrified and EV can
be a convenient alternative to fossil oil driven vehicles. The biggest hurdle, in EV
adoption lies in high upfront cost. In the proposed scheme, RECS shall maintain a
battery swapping station and shall operate by leasing batteries. The consumers can
buy electric vehicles, preferably public autorickshaws, not necessarily with batteries.
This will reduce the upfront cost of vehicles and increase its affordability. And micro-
finance unit of RECS can finance its consumers in buying EVs with or without
batteries.

3.3 Commercial Viability

The proposed arrangement has some unique advantages. Major chunk of power will
be procured from solar plants whose tariff shall be lower than the procurement tariff.
While power is sold in the form of charged batteries at battery swapping station for EV
vehicles, at an equivalent tariff higher than procurement tariff, which shall be market
driven. The solar power plants and solar pumps installed under PM-KUSUM scheme
of Government of India, covered under jurisdiction of the co-operative society, will
be encouraged to sell power. In the BSS maintained by RCS, there will be provisions
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Fig. 3 A typical case of cross subsidy from green power transaction

of DC fast charging the batteries. In the proposed scheme of arrangement, it will
be aimed that most of the energy procured from solar is utilized in charging the
EV batteries, such that any disruption in load curve due to power flow from grid
is prevented. The profit generated out of this transaction will compensate or cress-
subsidize any prospective AT&C losses, excluding subsidy, due to distribution of grid
power to consumers. While the approved subsidy, primarily be used for procurement
and maintenance of assets. And subsidy be availed in the form of loan, backed
by respective state Governments, from financial institutions (FI). This shall assure
subsidy are given based on merit of works and monitored by FIs while loan repayment
is done by state government fund (Fig. 3).

3.4 Subsidy

This paper advocates use of electricity in rural as a catalyst in development while a
market commodity in urban. The power be purchased by RECS at a viable bulk supply
tariff (subsidized) set by SERC considering the finances of RECS in common. But
SERC shall also determine actual cost of supply bulk supply tariff. The differential
be recorded and be notified regularly in the public domain. With the use of smart
meters, above exercise must get automated.

RECS shall rely heavily on government subsidy for replenishing and creating
infrastructure mainly in the form of government loan or loan from financial institution
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but backed by state government. This will ensure projects are sanctioned based on
its merit and also monitored.

4 Structure of Rural Electricity CoOperative Society

India is not new to the concept of Rural electricity supply co-operatives, though not
common. The most relevant being the Mula Pravara co-operative society (MPECS)
in Mabharastra. It distributed electricity in 183 villages with a connected load of
207 MW. The Maharastra regulatory commission has acknowledged its better effi-
ciency over state electricity board (SEB) [5]. MPECS was treated as a licensee and
was charged bulk supply rate applicable by the SEB. So, the legal framework for
having a democratically governed businesses closely regulated by their consumers
and regulatory commission in the form of local co-operative societies already exists
in the country. Moreover, rural co-operative societies have proved to be a successful
model for rural power electrification and supply in countries as far as United States of
America and as near as Nepal and Bangladesh. Rural cooperatives in Bangladesh has
gained worldwide recognition as a very successful model for rural energy services
delivery with distribution losses around 10% and collection rates around 96% [2].
The society shall be governed by the respective state legislation and can employ
engineers, overseers, technicians as per the requirement and fund allotted. RECS
will also employ some social mobilizers (SM), whose work will be to educate its
members/consumers about their rights wrt electricity distribution and create bridge
between members and executive body.

With cooperatives in place there will be need of an overarching body that will
provide them with technical assistance and expertise, lobbies for new legislation and
advocates the members’ interests with policy makers and regulatory commission.
In Nepal they have National Association of Community Electricity Users-Nepal
(NACEUN) a decentralized membership-based self-regulating body. In Bangladesh
they have a government regulatory body in the form of Rural electricity board.
India can have best of both the worlds. Electricity supply being a state affair in
India, a body similar to NACEUN is proposed that will be a catalyst body between
the state regulatory commission (SRC) and cooperatives. Its primary purpose will
be to provide capacity building, technical training, administrative and management
support for its member organization. It will engage with SRC in policy making and
performance-based subsidy allocation to its member cooperatives. And above all it
will maintain all records including subsidy disbursement, in public domain.

5 Conclusion

The India of today needs a electrical distribution system which is robust, resilient and
above all financially stable. Power for all was achieved by predominantly government
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intervention but power 24 x 7 need community intervention. Proposed model of
rural electricity cooperative society gives opportunity to the community to manage
its power distribution of its own with strong hand holding by the Government. By
providing reliable and cheap electricity and enormous employment opportunity for
the locals, it has the potential to bridge the gap of urban and rural divide.
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Energy Storage System—Application )
in Green City Transport L

B. B. Mehta

Abstract Keeping view of the NDC target for reducing CO, emission and facili-
tating the inrush mix of green energy into the main stream of power generation and
footing further for a green city, a proposal of creating a central hub of energy storage
which is interlinked with road side small packets of energy fuel banks meant for EV
and HEV is analyzed along with the V2G concept. Stringent Govt. policy toward
the mandatory run of only EV and HEV in the city road, facilitating the opening of
battery fuel centers by the road-side, subsidizing the EV sector and providing loan
facility with attractive subsidies for the general people may evolve the new world of
clean city.

Keywords Central hub  Electrolyzer + V2G concept - Fuel bank

1 Introduction

“Energy can neither be created nor destroyed, rather it can be transformed from
one form to another”... 1st law of thermodynamics teaches us the conservation or
storing of energy i.e.; converting the energy into sustainable form. In a stable electrical
network system, at any moment in time generation has to be equal to the consumption,
otherwise system instability is observed. Footing forward to achieve the INDC target
of 175GW RE generation by 2022, the enormous energy generation mix of various
RE energy in the mainstream may make the Indian power system unstable. There
arises the need of an energy storage system (ESS) for providing flexibility, reducing
peak demand and balancing the real time difference in the energy system.
Electricity produced by renewables during off-peak demand times can be fed onto
the grid during peak demand periods by adopting the storage technology. Also the
reductions of carbon emission can be maximized by ensuring the mix of electricity
used to charge the storage technology. It can help the new generation and transmis-
sion investment, improve grid reliability and stability at a lower cost and also very
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much effective during the extreme weather condition. In addition, energy storage can
provide other benefits known as ancillary services such as frequency control, spin-
ning and operational reserve—which are needed for an efficient, stable and reliable
electricity grid.

2 Methods of Energy Storage

Presently there are so many numbers of energy storage technologies available, and
all come with their advantages and disadvantages. Generally it includes various types
of storage system like:

(a) Electrical [capacitor, super capacitor, superconducting magnetic storage etc.],

(b) Thermal [cryogenic, molten salt, ice storage air conditioning etc.],

(c) Mechanical [pumped storage hydroelectric (PSHES), CASE (compressed air
storage energy), fly-wheel, hydraulic etc.],

(d) Chemical [biofuel, hydrogen storage, hydrogen peroxide etc.] and

(e) Electro-chemical (BESS—battery energy storage system) system.

All of these technologies can be paired with software which controls the charging
and discharging of energy.

APPLICATIONS OF ENERGY STORAGE
Based upon the discharge duration (application based) we can classify them into
three categories:

(i)  Short term (second to minutes).
(il) Medium term (minutes to hours). and
(iii) Long term (hours to days or more).

Long term system may fit for bulk energy application and renewable energy inte-
gration application. Short term and medium term systems are specifically suitable
for ancillary and end-user energy application. Here in this paper we may discuss the
end user energy application considering the cost benefit.

e Time of use (ToU) management/peak shaving: It is observed that the demand
is high generally at evening period, when the generation from solar or other
renewable sources are unavailable, at that time ESS can be counted as cost
beneficial.

e Diesel cost minimization: The cost reduction in diesel consumption by DG sets
with the help of ESS during power cuts.

e Enhancement of Reliability: Ensuring the availability of electrical energy 24 x
7 in spite of power cut, severe critical weather condition etc. as the backup power
source.

e Power quality and stability: Optimal operation of the equipment and protection
from the damage of equipment due to any unwanted surge/lighting, low voltage
and any frequency variation.
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e Demand Charge Management: Basically this is only applicable for commercial
and industrial users based upon the highest amount of power drawn during the
block period. It can be avoided by the use of ESS and get benefited financially.

The present application of ESS in various fields or sectors like energy, agriculture,
fishing, irrigation, transport and industries etc. is gaining momentum. Out of so many
technologies, BESS technology is very popular and emerges as the most adopted one
considering the case of end users due to its high energy density and efficiency point of
view Although Pumped-storage hydropower (PSH) is having high energy efficiency
but due to the long-term investments, geographical constraints and permissions etc.,
investor may show less interest for it. Similarly, because of their low-energy density,
large size and short cycle and calendar life, the Lead Acid Battery is losing its
popularity in comparison with Li-ion batteries.

Govt. of India has given priority on battery energy storage. The “Think Tank” of
Govt. of India i.e.; NITI Ayog and Rock Mountain Institute (RMI) on joint report
had proposed for (i) creating environment for battery manufacturing, (ii) Growth
and scaling up supply chain strategy and (iii) scaling of battery cell manufacturing
towards the India’s energy storage mission [1].

But the present scenario shows hydrogen fuel as an emerging technology along
with the battery energy technology, which we can take as hybrid technology for use
in the transport sector.

e The below list (Fig. 1) shows the characteristic of some popular energy storage
systems

Before choosing any suitable storage technology the following criteria are to be
considered:

(1) Storage capacity availability, (ii) response time i.e.; the speed of the system to
go from idle to full-discharge, (iii) Recharge Rate i.e.; the rate at which power can be
put into storage. Sometimes the storage system may take more hours to recharge than
to deplete. (iv) Self-discharge time: Energy discharge that occurs when the system is
not being used, due to leakage and/or heat dissipation. (v) Capital/Operating Costs:
Investment/operating costs on a per kW basis and (vi) Environmental Impact as some
technologies like batteries potential use harmful chemicals.

We are here to propose for a green city transport system, which may be a hypo-
thetical idea as the city road is to be run mandatorily by the only EV (Electrical
Vehicle) which is battery operated and FCEV (fuel cell Electric Vehicle) which is
the combination of Battery and Hydrogen fuel. Because EV has no emission and
hydrogen fuel releases only clean water and oxygen (Fig. 2).

3 Description

e Mandatory run of BEV/FCEV (Fuel Cell Electric Vehicle) in the city road.
So the city road will be the land of moving power packets. Every halting place
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Fig. 1 Characteristics of selected energy storage systems ( Source The World Energy Council)

(destination) is to be considered as a small energy storage bank or energy generator
by adopting V2G technology.

® V2G (Vehicle-to-grid): it is a system in which plug-in electric vehicles, such
as battery electric vehicles (BEV), plug-in hybrids (PHEV) or hydrogen fuel
cell electric vehicles (FCEV), communicate with the grid for either returning
electricity to the grid or by throttling their charging rate. All the parked vehicles of
Hospital, Offices, Apartments/Big malls etc. can be acted as the generator adopting
this V2G technology. Those BEVs/FCFVs can store and discharge electricity
generated from renewable energy sources such as solar and wind, with output that
fluctuates depending on weather and time of day.

e Central Hub: 1t is to monitor and control the energy demand of the city transport
by storing and catering. The current database/status of fuel energy (battery and
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PROPOSED ENERGY REGULATION FOR GREEN CITY TRANSPORT
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Fig. 2 Proposed model for energy regulation for green city transport

hydrogen fuel) of each fuel bank of the city is to be reviewed in 24 x 7. It will
act as the city loads traffic. It will be connected with all generators, grid and also
with the all roadside fuel pumps by electrical and communication networks.

® Fuel bank: Road side fuel banks/pumps are to be opened for catering plug-in fuel
i.e.; battery stacks exchange and refilling hydrogen tanks to the vehicles. It is to
be connected with the central hub of ES and nearby grid or RE generators for
charging or any required energy exchange.

® Hydrogen fuel bank: Hydrogen is to be stored in gas or liquid state after harvested
from water by the electrolyzer through a chemical reaction and transported to
the roadside fuel bank. The electrolyzer may use the electrical energy from RE
generators or Grids or the battery energy storage system (BESS). This bank can
also support the grid at the time of need.

e Govt. support towards the strong infrastructure for the EV/FCEV industries,
purposeful guidelines, financial support by providing loans and subsidies may
fulfil the dream of a clean city transport by the use of ESS.
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4 Conclusion

Keeping in view of India’s present status, the use of ESS in this proposed energy
regulation for green city transport system may be a hypothetical one. Adopting
proper initiative, step by step action/planning by Govt. for implementing stringent
policy, regulation and further encouragement towards the research and development
of technology/infrastructure may guide the city life to be in a healthier environment.
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Abstract Electricity consumers in India receive their energy consumption informa-
tion through monthly bills with limited data (such as per-unit rate, units consumed).
Application of advancement in digitisation of metering data limited to improving
the billing and collection efficiency. Post the COVID-19 lockdown, consumers in
different parts of India complained about inflated electricity bills. The bills in lock-
down were generated based on past data and no opportunity for consumers to monitor
their real-time consumption. This strengthens the need to provide consumers with
easy access to transparent and granular electricity consumption data. The growing
penetration of technology has evolved consumers into digitally-enabled consumers,
and their requirements have changed significantly. One prominent example is telecom
consumers who can track their real-time usage (internet data usage, calls, bill dues,
economical plans as per usage). However, such flexibility is not available with elec-
tricity consumers to track their consumption to manage bills, evaluate the benefit to
opt for ToD rate plans, etc. With this backdrop, this paper attempts to answer two
key questions: Does the consumer have sufficient, straightforward and standardised
electricity consumption data to make informed decisions? What are the potential
value propositions for different consumer types? This paper will develop a standard-
ised end-use (In the paper, end-use refers to the data of electricity consumers. Data
access refers to consumer access to energy usage data.) data-sharing framework. It
will also draw inferences from how end-use energy data is shared with consumers
in other countries and with consumers in India’s different sectors. The findings will
help develop better energy efficiency interventions such as effective demand response
programmes and customer engagement strategies.
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1 Introduction

With the growing penetration of technology, consumers are evolving into digital
consumers throughout the world. This has resulted in a massive shift in their expec-
tations and requirements. The transformation is primarily driven by the availability of
web and mobile-based tools, enabling consumers to access more granular informa-
tion about their consumption pattern in various fields ranging from personal finance
to health, and fitness [1].

However, the experience differs when it comes to electricity consumers. Utilities’
services haven’t progressed much over the years with consumer interaction limited to
the payment of electricity bills, complaints against outages, and getting or changing
electricity connections [1-3]. In India, electricity consumers continue to receive
their energy consumption information through monthly bills with limited data (such
as per-unit rate, units consumed). The monthly bills provide little to no insights
on consumer usage patterns [1]. However, some DISCOMs are advanced than the
other. For example, in Delhi, if you are under time-of-use rate, they will give you
consumption in the block, for net-metered consumer share self-generation and grid
generation data. Another example is CESC Calcutta provides the consumption for
the previous five months and the same six months of the last year. Application of
advancement in the digitisation of metering data limited to improving the billing and
collection efficiency.

The criticality of sharing granular data' with consumers became evident post-
COVID-19 lockdown. Consumers in different parts of India complained about
inflated electricity bills as meter reading couldn’t be taken during lockdown [4,
5]. Thus, the bills during lockdown were generated based on past months’ consump-
tion and adjusted later on causing a spike in bills, with no opportunity for the
consumer to monitor their actual consumption and manage their consumption if
they choose to do so. Availability of standardised, timely-consumption data allows
active consumer participation by evaluating available options and making informed
decisions to manage their consumption [6]. One prominent example is the telecom
sector where consumers can track their real-time usage (internet data usage, calls,
bill dues, and economical plans as per usage).

Access to granular data by electricity consumers has significant energy saving
potential varying from 6 to 18% as per different reports [1]. The detailed information
about their energy usage will accelerate the energy efficiency behaviour in consumers
and facilitate utilities to develop demand-side management (DSM) programs [6,
7]. Globally, several key drivers are changing consumer experiences such as solar

! Granular data is defined as electricity consumer energy usage data (frequency can be 1-min, 15-
min, hourly, daily, or monthly depending on meter type), load curves, load factor, demand factor,
cost information, etc. The extent of detailed information is contingent upon on meter type such as
smart meter, conventional meter, bi-directional meter, etc.



Access to Standardised, Transparent, and Granular Electricity ... 109

rooftop penetration, electric vehicles, development of innovative devices, and smart
appliances and forcing utilities to relook the consumer engagement strategy from
being passive to active [2].

The energy sector is at the forefront of developing and implementing long-term
strategies to meet climate action goals, especially for coal-based economies such as
India. A special report on Energy and Climate Change highlight that energy efficiency
can reduce the growth rate of world energy demand to one-third by 2040 [8]. In
addition to energy efficient technologies, making consumers aware of their energy
consumption can help nudge consumer behaviour towards managing or reducing their
energy consumption. These factors further reiterate the need to provide consumers
with easy access to transparent, standard, and granular electricity consumption data
to undertake informed choices.

The availability of granular data is beneficial for consumers and provides moneti-
sation opportunity for utilities [1, 6]. Additionally, the availability of standardised
data will enable technology companies to develop innovative solutions to meet
consumers’ growing requirement [1, 6]. Role of technological advancements will
be critical in transitioning from the traditional method of data sharing to a more
customer-centric approach. Digitalisation can significantly reduce the transaction
cost to disseminate the information to consumers compared to conventional channels
[2] and to provide consumer-targeted messaging.

The present paper is a unique study which outlines the importance of sharing
electricity data and discuss the potential value proposition of various stakeholders
relevant to data sharing. The objective of the paper is to develop a standardised end-
use data-sharing framework considering the value propositions and contextualising
the experience of other countries for India. To the best of the author’s knowledge,
no holistic study is done on sharing electricity data and providing a framework for
a common information-sharing model. The intent of the paper is to get the feed-
back and initiate discussions among policymakers on the requirement of a common
information-sharing model in the electricity sector.

2 Information Sharing Models

Sharing of data with consumers is not a new concept, and it is already happening in
several sectors, including finance, health, telecommunication, among others. Several
utilities in other countries have recognised the need to share data with consumers and
have made significant improvement in sharing real-time consumption data with elec-
tricity consumers. This section will discuss the information sharing models existing
around the world and in other service sectors in India.



110 B. Tyagi et al.

2.1 Other Countries

One of the leading examples concerning data sharing is Green Button (GB) Standard
developed in the US. This initiative started with “White House call for action in
2012 to provide utility customers with easy and secure access to their energy usage
information in a consumer-friendly and computer-friendly format for electricity,
natural gas, and water usage” [1, 9]. It is formally known as the North American
Energy Standards Board’s (NAESB) REQ?21, the Energy Services Provider Interface
(ESPI) [2]. There are two options to share the data—download my data (DMD)
and connect my data (CMD). In DMD, a utility customer can download their usage
data into a file after selecting the duration, resolution, and data source. In CMD,
a utility customer can authorise a utility to share certain defined data with a “third
party” company that will provide services to the customer (solar financing, analysis
of the usage, etc.) [1, 9]. This data sharing standard is widely adopted by utilities
across the US [1]. The standard shares data in XML format and could be adopted
irrespective of meter type—smart meters, conventional meters, or bi-directional/net
meters. However, the amount/granularity of data shared is a function of the meter
type.

Canada has already adopted GB standard, and South Korea is also in discussion
with NAESB to translate the standards into Korean [10]. Another data sharing initia-
tive is Midata in the UK which started back in 2012 to give consumers access to
their personal data in a portable and electronic format across all sectors banking,
energy and telecommunication sectors [11, 12]. This started initially as a voluntary
regime, but the implementation of the program got stalled. There have been certain
advancements in this program with UK Government publishing a Call for Evidence
to seek inputs from different stakeholders to formulate draft regulations. This was
further supported by the adoption of the General Data Protection Regulation (GDPR)
in May 2018. The new data protection regime provided consumers with the right to
request their personal data which will be electronically ported from a data controller,
to them or to a third party [12].

Analogous to GDPR of UK, Australia announced the adoption of Consumer Data
Rights (CDR) in 2017, which will allow consumers greater access to and control
over their data [13]. The rights intend to empower consumers to make rational deci-
sions by comparing products and services, promoting competition among suppliers,
and encouraging innovative products and services [13]. These will be implemented
in a phased manner, starting with the banking sector followed by energy and
telecommunication sector.

The key learnings that could be drawn are that implementation of standardised
data sharing framework is mostly driven by Government and complemented by data
protection rules or rights in other countries such as the US, the UK and Australia.
Additionally, success was limited in case of voluntary implementation (such as the
UK) vis-a-vis mandatory (such as Canada and some utilities of US) [11, 14].
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2.2 Other Industries in India

Certain industries are leading example in providing consumers with easy access
to their own data such as telecommunication, banking, etc. Majority of the
telecom companies have developed both web and mobile-based application to
track the monthly bills, internet usage, different plan options suitable to consumer
requirements, track previous consumption, among others.

On similar lines, the finance sector, including banking, allows consumers to
operate their accounts through web and mobile applications and do away with physi-
cally visiting the banks. Consumers can update their passbook, transfer money, check
account balance, account statement, open fixed deposits, and other facilities through
mobile apps. Development of Unified Payments Interface is a successful example
of creating standardised protocol in India’s banking sector. It allowed the merger of
various banking service under one umbrella. It simplified the process of payment
from paying at retail outlets (grocery, restaurant) to utility bills (mobile, electricity),
and money transfer [15]. One UPI Id is generated for each account and used to make
payment both online and offline. The model is quite similar to IMPS initiative but
with the flexibility to make instant payment beyond banks.

One of the key takeaways from other sectors is the ease consumers have in
accessing their own data and taking informed decisions. Having a standard protocol
for sharing electricity consumption data will enable compatibility between different
service providers and apps and thereby provide more choice to consumers while also
ensuring compliance to data privacy rules.

3 Potential Value Propositions for Different Stakeholders

Different stakeholders will benefit from the sharing of standardised end-use
consumption data. First and foremost are the consumers who are the actual owner
of the data. Second, utilities which are the custodian of consumer data. Other stake-
holders include third party companies (such as energy management companies,
demand response, solar, smart thermostat [1]), research organisations, and policy-
makers. The detailed value propositions for each of the stakeholder are identified
(Table 1) and discussed in the next subsections.

3.1 Consumers—Industrial, Commercial and Residential

One of the primary beneficiaries of end-use energy data is consumers who are the ulti-
mate data owner. Access to granular data in a standardised format allows consumers
to better understand their energy usage (depending on the granularity of data, which
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will be contingent upon meter type) and identify potential areas to shift electricity
consumption and reduce bills. This benefit is common across all consumer types.

Industrial consumers with insights into their energy consumption (by the time of
day, and season) in a standard format can better plan their operation [6]. Standardised
data access allows both industrial and commercial consumers to track their energy and
carbon footprints. It saves the additional cost that industrial or commercial consumers
may need to bear to track their energy consumption, such as sub-meters, data loggers,
installation cost, etc. [6].

Industrial and commercial consumers stand to benefit more as availability of
standardise data will empower them to compare their energy usage with similar
consumers provided utilities or third-party service providers present such data
to consumers (same locality, profile, size, etc.); compare with similar consumers
within enterprise portfolio (e.g. schools having multiple branches in different states);
compare against a benchmark for specific typology. For example, companies having
offices in multiple locations (such as IT companies) can study their energy usage
patterns, compare the differences, identify potential interventions, and implement
energy management solutions to address it. Similarly, industrial consumers can save
on electricity cost by using the information on their load curve and time-of-day (ToD)
rates to shift the flexible load from peak hours to off-peak hours provided ToD rates
are being offered by utilities.

For residential consumers, access to detailed and timely energy consumption data
will enable them to track their energy consumption and manage or reduce their
energy consumption. A study by AEEE and Oracle Utiltiy estimated the saving
potential of 17-51 billion nationally of behavioural energy efficiency programmes
in the residential sector facilitated by home energy reports [16]. Consumers will be
not be shocked with high monthly bills as happened post COVID-19 lockdown if
they can track their energy consumption. It also allows them to analyse their load
curve and compare potential benefit of transitioning to ToD/ToU plans if utilities offer
ToD rates. They can utilise the information to make short-term (such as postponing
an activity based on usage and rate information) and long-term decisions (purchase
an AC or not) about their electricity usage [6]. Appliance-level measurement is
typically an expensive proposition for residential consumers. They can easily share
the standardised data with a third party which can analyse it on consumer behalf
and provide actionable tips for saving energy and money such as customised heating
and cooling recommendations [1, 6, 17]. It also facilitates consumers to use the web
and mobile-based tools to make more informed energy decisions or verify energy-
efficiency retrofit investments [17].

3.2 Utlities

The utilities tend to benefit significantly from sharing granular end-use data with
consumers. Sharing of data could also be the pathway for utilities for better consumer
engagement [16]. Ease in accessing data enables the consumer to understand
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their usage pattern and rationalise their consumption and bills. The transparency
afforded by this could help utilities engage with consumers for participation in DSM
programmes, thereby helping with load management [2]. Another opportunity is to
engage with the product/service companies to develop new products and services
and emerge as an ‘energy solution provider’ with new revenue sources [2].

Utilities can effectively design their ToD rates as they can measure how much
electricity is used during on-peak and off-peak hours and charge customers accord-
ingly. They could also carry out targeted demand management programs that target
a specific cluster inside consumer segment (residential consumers with xx demand
during peak hours), which has high potential or a geography (local distribution area
experiencing congestion). The utility will benefit from detailed energy data analysis
as it would help them to plan for the addition of new types of consumers such as
consumers with storage, prosumers, EVs etc. Generation of significant data further
complemented by smart meters and IoT will provide monetisation opportunity for
utilities after they establish robust mechanisms for data privacy and security [2]. The
needs and requirements vary from consumer to consumer and to offer new services
to consumers require an understanding of these consumer needs [6]. Using data
analytics, utilities can provide customised service and build a strong relationship with
their consumers and increase consumer retention by developing consumer-centric
products and services [7, 6].

3.3 Technology Companies

The availability of end-use data in a standardised format has significant potential to
promote innovative product and services (such as assessing solar potential, energy
efficiency potential, insights on energy usage, energy management solutions, among
others). It will promote the open standard ecosystem for application development
and growth of smart devices, and third parties providing such services. It will help
bridge previously unconnected aspects of consumers’ lives and begin conversa-
tions about efficiency [1]. The consumer can use third-party companies’ services
by providing them consent to study the data on their behalf and suggest them energy
efficiency measures to cut down their consumption and reduce their energy bill. One
such example is WeatherBug Home (WBH) an application which provides hyper-
localised meteorological data to governments and sports stadiums. They recently
started offering energy efficiency services through their mobile applications. In addi-
tion to local weather forecasts, the app suggests consumer energy-saving potential;
by changing their thermostat setpoints. They partnered with Honeywell and Nest,
allowing the consumer to control their temperature from the application itself, taking
advantage of weather conditions to heat or cool most efficiently [1].

Additionally, energy management companies can devise better solutions to
manage/reduce their consumers energy usage by accessing utilities data with
consumers’ consent. Availability of data can facilitate peer to peer comparison,
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informed decisions concerning energy efficiency retrofits, and verification of benefits
of energy efficiency investment.

3.4 Policymakers and Research Organisations

Scarcity of data, especially end-use energy data, is a significant hindrance faced by
most research organisations working in India’s energy domain. The availability of
end-use data at a certain level of aggregation will significantly improve the energy
demand analysis and enhance forecast accuracy, thereby, contributing to data-driven
research and strong policy recommendations. Energy policies developed based on
quantitative data insights will be far more effective compared to those developed
with insufficient information. For example, adoption of demand-side management
programs requires continuous engagement and feedback from consumers [17]. The
data insights will empower the policymakers to make informed decisions and enable
better planning and management. The easy access to the granular data will also
allow the policymakers to monitor and evaluate various programs and contribute to
energy benchmarking. It can also be used to conduct community and student energy
efficiency competitions such as California’s energy challenge where different schools
participate, or Solar Decathlon Initiative, which started with the US now also running
in India.

To realise the above listed benefits, Common Information Model for data sharing
is needed. It will enable consumers, especially, industrial and commercial, to get
their energy data in a uniform format from all their service providers or third-party
services making it easier to integrate with their own systems for analysis while
ensuring compliance with data privacy regulations. Sharing of information should
happen in standard format instead of each utility developing their own. A standard
will also enable utility to work with all compatible technology providers and win
consumers’ trust in terms of transparency, data privacy, and data security.

4 Existing Initiatives in India

This section will discuss India’s existing initiatives concerning end-use data-sharing
in the energy sector, their current status, outcomes and learning from such initiatives.
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Table 1 Summary of the potential value proposition for different stakeholders

Stakeholder Potential value propositions

Electricity Consumers

Industrial and commercial | « Energy-aware—useful for reducing bills, managing energy use,
managing demand

Energy management solutions and track their performance
Track energy and carbon footprint

Avoided cost to track their energy consumption, such as
sub-meters, data loggers, installation cost, etc

Comparison with peers

Residential Energy-aware—useful for reducing bills

Better prepared for unprecedented events such as high bills post
COVID lockdown

Compare potential benefit from transitioning to ToD/ToU plans

Track the performance of energy-efficiency retrofits

Utilities Peak load management

Design better energy efficiency programs, and ToD rate structure
Potential to engage with product/service companies

Make anonymised data available “commercial” use for a small fee;
Better understanding of consumer needs, offer consumer-centric

services and build a strong relationship

Technology companies Energy management solutions: direct services for specific clients
to manage/reduce clients energy usage

Business opportunities

Policymakers Energy data analysis
Benchmarking
Policy implementation, monitoring and evaluation

Conduct community and student energy efficiency competitions

Research organisations Energy demand analysis and forecasts

Data-driven research and policy recommendations

4.1 Green Button Implementation in India—Case Study
of MSEDCL

A pilot was conducted in Vashi area of Mumbai to implement the GB standard in
India [17]. This was initiated by IIT Bombay, along with India Smart Grid Forum
(ISGF) [17, 18]. In this pilot, energy usage information (such as demand factor across
days, load factor across days, consumption in different slots, etc.) was made available
for 1388 consumers [17]. The key steps identified in the implementation were gath-
ering of consumer information from the database, plan preparation to collect energy
usage information, check the format definition, develop convertor to GB, develop GB
database, develop consumer portal with GB download link, and innovate and imple-
ment a wide range of application for consumers engagement [18]. The GB imple-
mentation time typically ranges from two to six months, depending on the DISCOM
database management practices. However, the green button standard implementation
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was a one-time effort to show possibilities of standardised data sharing. Still, it didn’t
scale up either in MSEDCL area or other areas. One of the key learning from the
MSEDCL pilot was that the GB standard needs to be modified to adopt the Indian
conditions taking into consideration such as records of extended load, power quality,
prosumer activity, etc [17]. Apart from the pilot project, “Green Button educatlon
Tool” (GamBIT) was developed to improve consumer understanding about green
button standards and assist the user in building standardised consumer applications
[17].

4.2 Formation of LITD10 Committee—Common
Information Sharing Model

To adopt GB like standard for India, panel 3 of BIS LITD-10 committee is working
under the chairmanship of Shri NS Sodha. They started drafting the national standard
to pursue Green Button. However, it has been recognised that GB std is a standard
specific to the US conditions. Therefore, there is a need to develop some standard
on similar lines considering the Indian scenario. Additionally, there is a need to pay
aroyalty to use the GB standard [10]. LITD-10 committee is in-principle agreement
to develop such standard but requested to develop a proof of concept first and present
it to the committee before accepting it for roll-out [10].

S Framework of Common Information Sharing Model

This section discusses the framework for common information-sharing model for
end-use energy data. There are six major components of the framework—metadata,
standard and protocol, testing and compliance, data privacy and security, stakeholders
and regulations. They are discussed in detail below.

5.1 Metadata

To adopt a common data-sharing model, the first step is to prepare the metadata.
Metadata will include information not limited to customer type, device, location,
readings, interval data, unit rates, summary information and power quality metrics.
There is a need to prepare the standard set of information that will be gathered and
shared with the consumers across India irrespective of the Utility servicing them.
The granularity of data points will improve further with the implementation of the
Smart Meter National Programme.
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Fig. 1 Flow of customer data between utility, consumer and third party [6]

5.2 Standards and Protocol

The second critical component is the standard and protocol which will be used by
all utilities throughout India. Inferences can be drawn from GB standard which is
widely adopted with modifications as per Indian requirements. GB use extensible
markup language (XML) including atom syndication format as CSV and EDI are
not secure or have inconsistent formats. There is a need to have a standard format
for data sharing. LITD-10 committee is already contemplating the development of
standard similar to GB, and when developed, it will pave the way for standardised
data sharing across the country. Figure 1 illustrates how the data will flow between
Utility, consumer and third party.

5.3 Testing and Compliance

After developing the standard, there is a need to put in place a testing process for
product and services to ensure compliance to the standard. It is a industry practice
to do conformation testing to assess whether any product or service developed to
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comply with the set standards or specifications is compliant or not. This becomes
more critical to ensure consistent data format and data security so that consumers
receive standardised information anywhere in the country. There is a need to identify
who will assume the role of testing agency in this. Some utilities do the testing
in-house under GB while some of them have outsourced it to Utility APIL

5.4 Data Privacy and Security

While providing benefits to consumer through standardised data sharing, there is a
need to ensure consumer data privacy is not violated. To ensure this, there is a need
to carefully interpret the existing policies that will guide this case. For example—the
Information Technology (IT) Act, 2000 addresses the concern related to compensa-
tion or punishment in case of breach or misuse of personal data [19]. However, it
is difficult to comprehend whether DISCOMs comply with the IT Act or not [19].
Supreme court of India has also recognised “Right to Privacy” as the fundamental
rights.

One of the successful examples is how California implemented GB standard. They
ensured that third party needs to meet certain criteria before they can access consumer
data such as demonstrate technical capability, not be present on the Commission’s list
of banned third parties, provide contact information and a federal tax identification
number, among others. In case of a data breach for more than 1000 consumers, they
need to notify to the Commission. Data privacy and security will become more critical
with the implementation of smart meters [19], as smart meters collect more informa-
tion about consumers such as appliance ownership, usage pattern, their occupancy
etc. Some of these aspects will be addressed with the implementation of Personal
Data Protection Bill (2019), which will be applicable even for consumer data with
DISCOMs with or without smart meter [19].

5.5 Stakeholders

To implement any product or service, it is critical to identify who are the poten-
tial beneficiaries. The development of a common information-sharing model will
benefit different stakeholders. First and foremost are the consumers who are the actual
owner of the data. Second, utilities which are the custodian of consumer data. Other
stakeholders include third party companies (such as energy management companies,
demand response, solar, smart thermostat [1]), research organisations, and policy-
makers. Detailed value propositions for each stakeholder group are discussed in detail
in Sect. 3.
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5.6 Regulations

Several countries worldwide have realised the potential of data and the need to put
in place regulations to avoid data misuse and provide the right to consumers to
access their data. This has also been highlighted in the Sect. 2.1 of Sect. 2. India
has tabled the “Personal Data Protection Bill 2019” and also drafted “Non-Personal
Data Framework™ in 2020. Recently, the Ministry of Power proposed a new set of
rules for the rights of electricity consumers and prosumers. But such rules existing or
new provides no mention about consumer right to access their energy usage data or
how data can be shared. There is a need to develop a comprehensive data protection
framework providing information on consumer rights, consent to share data, access
to data and data privacy.

Therefore, developing a common information-sharing model should be in
conjunction with the Acts mentioned above concerning personal and non-personal
data and Acts and policies related to the electricity sector to ensure compliance to
the existing regulations and highlight gap, if any, in the current Act, policies or rules.

6 Discussion and Way Forward

The framework discussed in the paper highlights the key considerations relevant for
data sharing in the electricity sector of India. It has significant potential benefits but
there are certain challenges and barriers in developing and implementing common
information-sharing models for end-use energy data. One of the critical barriers is
the lack of consumer awareness. Utility will share the data if consumers starts asking
for their own usage data. Consumer presently lack information about the potential
benefits that will accrue from the availability of standardised data and need to be
educated about the benefits and rights to demand their energy usage data. A second
most important barrier is the cost of implementation. DISCOMs in India witness high
loses contributing by several factors. Such standard implementation can be seen as an
additional burden by them without considering its benefits. Another question which
can arise is who will bear the cost of implementing such a standard.

As discussed in Sect. 2, such initiatives are primarily driven by the Government
with complementing policies to support the initiative. Therefore, there is need for
conducive policies and guidelines to support data sharing in India. There is a need
to define consumer rights concerning access to energy data clearly, and data access
should be considered as a requirement without charge. With more and more pene-
tration of technology, data privacy becomes a critical concern. Presently, IT Act, as
mentioned earlier deals with the disclosure and misuse of data.

Additionally, “Right to Privacy” is recognised as a fundamental right by India’s
Supreme court, including informational privacy. There is a need to clearly outline the
aspect related to data such as access, rights, penalty on misuse, among others in the
personal and non-personal bills that are under consideration. Common Information
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Model can include provisions for data security and privacy, and will be strengthened
by clearly defines laws.

References

1. Murray M, Hawley J (2016) Got data? The value of energy data access to consumers. More
Than Smart Mission
2. Srinivasan S Three key questions for successful utility customer engagement. Available at:
https://www.infosys.com/insights/industry-stories/utility-customer-engagement.html
3. SAS How analytics reveals new utility customer value. Available at: https://www.sas.com/con
tent/dam/SAS/en_us/doc/whitepaper1/analytics-reveals-new-utility-customer-value-107575.
pdf
4. Mehra S (2020) Consumers cry foul over ‘inflated’ Delhi power bills, India Today. Avail-
able at: https://www.indiatoday.in/mail-today/story/consumers-cry-foul-over-inflated-delhi-
power-bills-1695701-2020-07-01
5. Gadgil M (2020) Inflated electricity bills: here’s how consumers can get their issues redressed,
Mumbai Mirror. Available at: https://mumbaimirror.indiatimes.com/mumbai/other/inflated-ele
ctricity-bills-heres-how-consumers-can-get-their-issues-redressed/articleshow/76763356.cms
6. NARUC, and Navigant (2015) Value of customer data access: market trends, challenges, and
opportunities. US Department of Energy
7. Oracle, Utilities and Big Data (2013) Using analytics for increased customer satisfaction,
Oracle Whitepaper
8. IEA (2015) Energy and climate change. World Energy Outlook
9. Green Button Data. https://www.greenbuttondata.org/index.html
10. Stakeholder consultations
11. AGL (2019) Australian competition and consumer commission—data access models for energy
data. Available at: https://www.accc.gov.au/system/files/AGL%20Energy %?20-%2022%20M
arch%202019.pdf
12. Department of Business, Energy & Industrial Energy (2018) Implementing midata in the
domestic energy sector, Government of UK. Available at: https://assets.publishing.service.
gov.uk/government/uploads/system/uploads/attachment_data/file/729908/midata-energy-sec
tor-government-response.pdf
13. Australian Competition & Consumer Commission, Consumer data right (CDR), Government
of Australia. Available at: https://www.accc.gov.au/focus-areas/consumer-data-right-cdr-0
14. Steven D, Abhari S (2020) Ontario Government proposes to mandate “green button” tool to
allow energy consumers to access and share their consumption data. Available at: https://
www.mondaq.com/canada/oil-gas-electricity/997288/ontario-government-proposes-to-man
date-green-button-tool-to-allow-energy-consumers-to-access-and-share-their-consumption-
data
15. Economic Times (2021) How does UPI work? Available at: https://economictimes.indiatimes.
com/wealth/save/how-does-upi-work/articleshow/74960590.cms
16. Sachar S, Das S, Emhoff K, Goenka A, Haig K, Pattanaik S, Uchin M (2019) White paper on
behavioural energy efficiency potential for India. AEEE, New Delhi
17. Balijepalli VSKM, Kharparde SA (2013) Green button standards for India. IIT Bombay
18. Balijepalli VSKM (2014)Green button, green button India smart grid task force
19. PaiN, Chunekar A (2021) DISCOM as data custodian. The Indian Express. Available at: https://
indianexpress.com/article/opinion/columns/discom-smart-meters-privacy-security-7156239/


https://www.infosys.com/insights/industry-stories/utility-customer-engagement.html
https://www.sas.com/content/dam/SAS/en_us/doc/whitepaper1/analytics-reveals-new-utility-customer-value-107575.pdf
https://www.indiatoday.in/mail-today/story/consumers-cry-foul-over-inflated-delhi-power-bills-1695701-2020-07-01
https://mumbaimirror.indiatimes.com/mumbai/other/inflated-electricity-bills-heres-how-consumers-can-get-their-issues-redressed/articleshow/76763356.cms
https://www.greenbuttondata.org/index.html
https://www.accc.gov.au/system/files/AGL%20Energy%20-%2022%20March%202019.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/729908/midata-energy-sector-government-response.pdf
https://www.accc.gov.au/focus-areas/consumer-data-right-cdr-0
https://www.mondaq.com/canada/oil-gas-electricity/997288/ontario-government-proposes-to-mandate-green-button-tool-to-allow-energy-consumers-to-access-and-share-their-consumption-data
https://economictimes.indiatimes.com/wealth/save/how-does-upi-work/articleshow/74960590.cms
https://indianexpress.com/article/opinion/columns/discom-smart-meters-privacy-security-7156239/

Pioneering Data Quality and Security m
in Smart Grid oo

Bright Roy, Prashant Tripathi, and Rahul Goel

Abstract The essence of a data lies in the hidden information inside it. If the data
is not of good quality or not sufficiently protected, the outcome will undoubtedly be
harmful. Quality and Security are two essential aspects that add value and meaning
to the data and their implementation has become a real need and must be adopted
before any data exploitation. Due to the high volume of data generated every day, the
effective implementation of such systems requires well thought out mechanisms and
strategies. This paper provides a detailed analysis and solutioning of Data Quality and
Data Security in the context of Smart Grid. Through this paper we want to highlight
the proposed solution and challenges that may exist during the implementation of
data security and data quality management systems.

Keywords Smart Grid - Data quality + Security + Consistent + Accuracy + Machine
learning - Utility

1 Introduction

With over 1000+ serving Customers in the Utility Sector, all Smart Grid utilities
is ever growing with enormous amount of data which gets generated in the Smart
Grids due to the huge number of endpoints, higher rates of measurement and various
types of hops in between. Smart Grid data consists of some critical and important
information about the grid. Applications which are driven by data are being constantly
developed and improvised for better monitoring, operation and planning of Smart
Grids. The outcome of data analytics heavily depends on the quality data coming of
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the attached Meters, Collectors. However, up till now we haven’t seen much work
that has been reported on the smart-grid data’s quality assessment.

This whitepaper addresses the objective assessment of Smart Grid data quality
and data security. Different Smart Grid data quality dimensions and security are
identified in this whitepaper. Few mathematical formulas have also been proposed to
quantify our Smart Grid data quality and the data quality metrics have been proposed
to be applied on a newly built service: Data Quality and Security Services (DQSS).

DQSS will be a potential service which will be capable to improve Data Quality of
any data of Smart Grid utilities, imposed into it. From data security perspective, it will
have additional customization features to put inbound and outbound port/protocol
restrictions to the data as part of vulnerability test, apart from providing encrypting
capabilities.

2 Problem Statement

The modern Smart Grid reflects a combination between Information and Communi-
cation Technologies (ICT) and Internet of Things (IoT), whereby data services such
as aggregation of sensor data and analysis of voltage consumption from our smart
meters offer a foundation for the concept of smartness.

The current data quality problems in Smart Grid are addressed still in an ad-hoc
style. For example, we in smart utilities focused on the outlier detection of elec-
tricity consumption data through several application reports. Their solution tackles
a specific quality aspect of electricity consumption data. However, this will obstruct
our engineers to foresee the other data quality problems and delay the reaction on
time for potential data quality problems.

Example: In the past utilities have experienced multiple firmware reset events in
the field for a significant number of meters in hot/humid environments. The issue was
initially looked at the outlier approach and engineers kept digging the problem in the
network and work on the workarounds to address the issue whereas later it found,
it’s the behavior where a super capacitor shows symptoms of venting under certain
hot/humid climate conditions. This venting can cause elevated counts of processor
reset incidents within the meter or inhibit communications altogether. For example,
an outlier in the energy consumption data may be caused by missing data items or
data corruption.

Therefore, focusing on specific quality aspects can mislead the root causes of the
data quality problems. Based on our review, there is a lack of a systematic framework
for managing data quality in Smart Grids. Also, data quality is critical in the Smart
Grid domain, as invoices of end users depend for example on the collected power
consumption data.

Similarly, communication networks in Smart Grid bring increased connectivity
right from meters, routers, collectors and interconnected and independent products
like Meter Data Management (MDM), Head End System (HES) which involves
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increased severe Security vulnerabilities and challenges. Smart grid can be a target
for cybercrime because of its critical nature. However, most of the classified attacks
are based on confidentiality, integrity, and availability. These exclude the attacks
caused due to compromise of accountability.

Data Quality and its Security are the two main pillars to focus as the utilities
are now stressing on these components as their prime requirement and are must to
survive in this competitive environment.

3 Problem Impact

Based on research by Gartner, “the average financial impact of low data quality on
any organizations is $9.7million per year”. Poor data impact financial resources, as
well as it will also negatively impacts your efficiency, productivity, and credibility.

In fact, “IBM estimated that poor quality data cost the company $3.1 trillion in
the U.S. alone in 2016”.

3.1 Less Productivity and Growth

Bad data quality can obstruct growth of business and decrease the productivity all
over the Smart Grid utilities. Even a single percent bad data can lead to many other
issues and it can be very difficult to trace back to find out the issue and get rid of that
cause. Even this will interrupt related processes and cause a lot of unwanted efforts.
All these things will reduce the overall the productivity, as it needs a lot of effort to
neutralize all the adverse effects.

3.2 Increased Financial Costs

Poor data quality will not impact only on business strategies, even it will increase
the financial cost for the productivity, customer support and so on.

3.3 Data Security Breach

Poor data quality is the biggest threat to data security. As, characteristics of data
quality: confidentiality, integrity, and availability can be the reason of the data
breaches in any system like smart meters, collectors, and related products.
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3.3.1 Revenue/Financial Loss

In Addition, considering the Cost of Data Breach Study in 2018, “the normal cost of
a data breach in the U.S. is $7.91 million”.

There are the following most significant consequences of data breaches. A non-
functional product of Smart Grid utilities may trigger potential customers to explore
other alternatives.

As per the analysis that “29% of any businesses which cope with a data breach
end up losing revenue”.

3.3.2 Damage to Brand Reputation

Apart from revenue loss, data security breach can affect the reputation of our
organization which is the long-term practice for any organization.

Customers value their confidentiality and privacy too. New and existing customer
can be uncertain to trust a energy business because of poor data security.

4 Mitigating the problem—The L&G Solution DQSS

4.1 Purpose

To create a service named as DQSS which will be able to validate the data quality and
security of any kind of dataset as per the configured data quality dimensions and allow
the user to optimize the data quality of any product/application of Smart Grid utilities.
This whole process can be automated and integrated with any product/application of
our organization.

To accomplish the purpose, we can divide the solution prominently into 4 layers
as shown in Fig. 1.

4.2 Solution

4.2.1 Data Integration Layer

L+G system consists of multiple devices including smart meters, routers, collectors,
HES and independent products.

Therefore, This DQSS product will be having the capability to integrate as Input
data/output data layer with other existing Smart Grid utilities product. Even output
of any process of MDM, HES can also be integrated to DQSS.
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Fig. 1 DQSS solution flow diagram

To achieve this, DQSS will support connections to consume/produce structured,
unstructured and semi structured data with the product/application. Whole data
integration layer will support real time/batch streaming of any data set.

DQSS will be having Ul capabilities to provide connectors for real time/batch
streaming with the applications or products.

4.2.2 Metadata Configuration Layer

To check the data quality, DQSS will require data quality dimensions which can be
configured as Metadata. We will create/configure standard dimensions set which will
be applicable for all datasets. According to the relevance in the products/applications,
we can also configure and assign the appropriate weights to each of the dimensions.

(1) Applications like MDM will give more weightage to accu-
rate/complete/consistent dimensions data
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(2) Smart Meter based application will give more weightage to
validity/missing/consistent dimensions.

(3) Product like smart meters/collectors will give more weightage to timeliness
dimension.

DQSS will provide UI to view the standard dimensions set and their weightage
according to applications. Even with the help of UI, user can add, remove, and
reorder all kinds of dimensions sets and respective weightage. The DQSS UI will
even highlight the details of each dimensions as well.

The order of the dimensions in the metadata configuration will trigger the order
of evaluation of the data quality Assessment layer.

4.2.3 Data Quality Assessments Layer

The objective of data quality assessments for Smart Grid data are based on the
evaluation of the quality dimensions. This layer will generate the unified data quality
index of the integrated source after evaluating each of the dimensions.

Internally, this process will apply the quality dimension sets to the source data
and generate the statistical summary as an output for complete dimensions sets and
individual dimension. Descriptions of statistical summary are shown in Table 1.

If source data like smart meters, collector are generating the logs then very first
text mining will be used to convert freeform text into structured information, then
quality dimensions sets will be used to generate the analysis.

(a)  Evaluation of each dimensions

Validation of quality dimension can be evaluated based on its computation. Consider,
for example, in any source data of application/product has m total records and n are
the parameters (columns) like reads, voltage, rate, frequency etc.

e Consistency: Any application of Smart Grid utilities have data set can will be
consistent if two or more values do not conflict with each other. The consistency
will be checked for each parameter or with respect to total number of parameters
at a certain time. The number of ambiguous instances will be equal to the number
of such repeated values.

Table 1 Statistical summary of quality

Statistical summary

Counts Passed Failed

A statistical summary of the A list of all the records that | A list of all the records that
records that passed and failed | passed all rules/individual | failed any of the rules/specicfic
the rules defined in the ruleset | defined in the ruleset rule defined in the ruleset, with
detail giving the result of each
rule for that record
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Let t* be the number of ambiguous entries of parameters denotes by k in dataset
of m* records, then quality of Dataset in terms of consistency is given by

n

condqig, = 1/n )~ (1 —t*/m¥)

k=0

e Timeliness: Timeliness calculates the promptness in storing/updating data. It
provides an estimate of the delay involved in capturing the data with respect
to the time at which the value got expected/changed in the system. quality in
terms of data timeliness is given by

timedqlds = Vexpected — Vstorage

Consider, for example, smart meter application expects the register reads at
the mid-night (Vexpectea), but its stored in the database (Vorage)-
e Completeness: Any application of utilities has data set will be complete if all
information is present in the respective database. The dataset will be incomplete
if it is missing, missing data refers null values.

Let t* be the number of missing entries of respective parameters denotes by k in
dataset of m* records, then quality of Dataset in terms of completeness is given
by

n
compdqidS =1/n Z (1 — tk/mk)
k=0

e Availability: Any application of utilities has data set will be called available if the
processed information is ready for the use.

Let tq be the time at which the processed data was requested by the applica-
tion/user, tyelay 1S the time deadline within which the application/user must get
the data and tgejivereq D€ the time at which the data was delivered to the user, then
quality in terms of data availability is given by

availdqids = (tdelivered__treq) / (tdelay - treq)

e Interpretability: Any application of utilities has data set will be interpreted if all
information is represented using an appropriate notation in the respective database.
The dataset will be not appropriate if data being entered under a wrong column
or data values having wrong characters.

Let t* be the number of uninterpretable data points of respective parameters
denotes by k in dataset of m* records, then quality of Dataset in terms of
Interpretability is given by
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Table 2 Quality index of each dimesnion

Dimension Index value

Consistency, accuracy, timeliness, validity, | It will provide the measurement of each quality
consistency, etc., dimension. As per this value, Smart Grid utilities
set this value as threshold to optimize the data

n

interdqids = l/n Z (1 — tk/mk)

k=0

For example, between integration of two system, mapping of two fields of
sperate is wrong.

(b)  Evaluation unified data quality index

As per the individual quality index and assigned appropriate weight to each dimension
according to their relevance in the application (smart meters, collectors)/product like
MDM, HES we will propose unified data quality Index. Let ;QI* denote kth quality
dimension among n chosen dimensions and Wy be the corresponding chosen weights
then unified data qualified index of the dataset DS, denoted by "DQI; is given by

n
“DQly, = Y QWi
k=0

where, > \_, Wx = 1. "DQI, gives a measure of the data quality of any dataset
irrespective of its size or number of parameters.

This complete assessment layer will generate the individual/unified data quality
index as per the current dataset of integrated source. With new dataset, will come up
by real time/batch streaming, these quality index will keep updating.

DQSS will be having Ul capabilities to run the data quality assessment on the
dataset of integrated source like MDM, HES, smart meters, collectors etc. and able
to provide the interactive reporting analysis of statistical summary of dimensions,
individual/unified quality index (Table 2) with other users.

4.2.4 Data Optimization Layer

The objective of this layer to enrich the quality of each dimensions. To enhance the
quality dimensions, data analytics and data science will be the standard in DQSS.

To enrich the quality of dataset, there is the standard data quality cycle which has
the process:
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(a) Analyze Data

Data quality assessment layer will evaluate and create a matrix of the individual
quality index for each dimension.

(b) Clean Data

Before enriching the data, it will be cleaned and standardized to meet the data quality
goals according to the existing dataset of MDM, HES etc. Consider, for example,
text mining will be used to convert freeform text into structured information, which
will be used further for analytical methods.

(c) Create Predictive model

In current era, analytics and data science do not only demands on data quality, even
they will be the best source to improve the quality dimensions. To use the analytics, we
will create predictive model using machine learning (ML) for each quality dimension
for the dataset of smart meters, MDM, HES etc. there are key points to implement
the model in include:

Required historical data for the predictive modeling

Very first examines that whether the amount of data is sufficient for the analysis or
not. Required data quantity will be managed in the Smart Grid utilities easily. In case
if there are small samples of data, analytics also provides methods for modelling are
events.

Consider, for example, for time series forecasting predictive model, analytics has
so-called intermittent demand models that can be implemented on small samples of
data.

Required variables for predictive modeling

As per the target quality dimension, selection of variables will be different from same
input dataset, which will be required variables having strong relationship with target
dimension.

Analytics provides number of methods for the selection of variables. Simple
metrics like R-square and advanced metrics like LARS, LASSO and ELASTICNET
are the methods to select the variables. Consider, for example, forward, backward,
and stepwise model selection in regression modelling.

Using the selective variables over the Historical data, DQSS will train the model
and test the model. Further it will be deployed for respective dataset of MDM, HES.

Monitoring of predictive model quality

Analytics tools are designed to create/trained the predictive model. We need to use
the analytics also to assess the model quality time to time.

Re-training of predictive model quality

In case if the assessment of predictive model is low then DQSS need to re-train the
model.

Even, with new data each time, we can schedule the re-training of the model to
enhance the quality of the predictive modeling.



130 B. Roy et al.

(d) Enrich Data

To enrich the quality dimension of data, DQSS will use created predictive model of
respective dataset of MDM, HES, collectors etc. Let see the quality dimensions and
how and which predictive model will be applicable:

Accuracy/Data outliers

With the help of predictive models and time series methods, the calculation of valida-
tion limits, optimal correction and most probable value will be done for data outlier
dimension.

Missing values/completeness

Using computation algorithm, which are based on analytics methods like decision
trees or spline interpolations for time series will compute the incomplete/missing
data for average-based or individual values of respective application like MDM,
HES, smart meters, collectors.

Consistency/Data standardization

This identification and elimination of duplications can be easily achieved using
database analytics. Even measure of closeness and similarity between records will
be also evaluated based on business information.

(e) Monitor and Check Data

Data must be regularly monitored and checked by data quality assessment layer to
guarantee that it maintains the applicable data quality.

4.2.5 Data Secured Layer

The objective of this layer is to secure the qualified data. Sensitive data is encrypted
before integrating to other system like MDM, HES etc. To encrypt the data most
popular algorithm will be used: “AES, RSA, TRIPLE DES, TWOFISH”. Encryption
of data can be done on the file systems, block level, bare-metal server, virtual machine,
or virtual disks.

Data Security is also applied by applying ports and protocols restrictions to the
data.

DQSS will provide the UI capabilities to create a predictive model for the inte-
grated source of MDM, HES etc. with the help of UI this model can be tested and
deployed to optimize the data set of integrated sources.

Time to time with the DQSS Ul, it can monitor, assess and re-train the model.
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5 Achitecture and Design

DQSS has been conceptually designed in a 3-tier architecture. This means that the
entire application is composed of mainly 3 tiers or layers which provides many bene-
fits to production and development environments by modularizing the user interface,
storage, and the business logic into different units.

In standard terms, these three tiers have been named as Presentation, Applica-
tion and Data Tier. Figure 2 in the next page shows a clear bifurcation of these 3
layers based our product perspective. Let us map these 3 tiers (or layers) with our
application.

5.1 Functional Tier

As shown in Fig. 2, the middle-represented box is the principal module which
contains the business logic where algorithms to qualify and secure the data are written.

The backend language used here is Python with JavaScript for client-side interac-
tion. The code has been modularized into independent pieces which makes the entire
application easy to debug for errors.

Data Validator Data optimizer
Complats Comistent. -

ML model to
optimize ¢ Evaluate

e W@

pryr - @
= DQSS

£

Datais encoded Resiricnng daca 0 Ernting mactive
at inreadstie WD |t | D G0

Data Securify Applier

L)

Fig. 2 DQSS design and architecture
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5.2 Data Tier

The data tier comprises of the database storage and access layer. In this case, since
the data source can be both relational, non-relational as well as cloud, hence the
Data-Integration layer has been designed in a flexible way.

For example, Command Center of different utilities are built on different databases
like Oracle, SSMS, Postgres. Other data sources also include Big Data.

5.3 UI Tier

The User interface tier also called the Presentation layer is the front end of 3-tier
architecture. The UI tier is mostly the graphical one accessible either through web
browser or a web-based application.

This tier is built on a web browser supported front end which displays content
and information useful to the utilities.

DQSS Ul tier is built on simple HTML and CSS templates which communicates
to the Functional Tier through API calls using the Data tier.

6 Benefits of DQSS

DQSS as an organization level product is conceptualized keeping in mind the Smart
Grid business. By improving the raw data quality and making the data more secured,
will provide an economical as well as intangible value-add to the Smart Grid business.

6.1 Product Feature Benefits and Use Cases

6.1.1 UseCase 1: Smart Meter and Collector Logs

Smart meters and collectors generate the logs, which are the best source to optimize
the quality of both smart devices. This DQSS will give Smart Grid utilities the
capability to analyze the logs to ensure the quality of the smart devices. As per the
assessment, it will be easy to find out the root cause of issues of meters/collectors
and even help in knowing the root cause of missing/incomplete reads. In general,
Smart Grid utilities manufactures the best smart meters worldwide, however DQSS
will help the production unit to improve the quality and security of smart meters.
Better quality is directly proportional to better security.
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6.1.2 UseCase 2: MDM Data Quality

As per the requirement MDM has been able to enhance the smart meter data quality
up to certain extent. There are few processes within MDM which has been able to
achieve the true capability of the MDM system, though these processes have created
redundancy of the data which are causing the issues in reporting and other area.
DQSS can provide a second quality and optimization check over the same processes
of MDM.

Even internal process had been built using rule-based approach only, which can
also be optimized using ML approach of DQSS optimization layer.

6.1.3 UseCase 3: HES and Independent Portals

HES, which are first database source to hold reads, programs, location, rates data
directly from smart devices, Therefore, there is a huge scope to enhance the dimension
of each quality and security of smart meter data, which will be an additional edge
to expand the business, reporting, decisions etc. with respect to Utility and End-
Users. The ability of independent portals, which is offering the automated customize
reporting, and other services will automatically be enriched.

6.2 Deploying DQSS as a Product to Any Organization

DQSS will be having the plug-play features according to customize requirement,
therefore this will not only be effective to Smart Grid Utilities, even it can be deployed
as a product to any organization to enrich their data quality and security.

6.3 New Business Leads

Due to capability and features of DQSS, this new generation product will also help
getting new business leads for Smart Grid utilities in the Energy Consuming Sector
and different domains as well.

7 Challenges and Issue

Although there are no major foreseen challenges in implementing thiss solution still
there are few areas which needs to be considered while implementation.
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e Testing effort might be high initially due to complex nature of Smart grid, HES
and other products linked with HES. Thorough validation is needed to check if
all the test cases are covered and data is validated at each interim step without
escape.

e Because of the diversity and tremendous data volume generated by smart meters
and ingested into command center HES, it is difficult to judge data quality within
a reasonable amount of time. This could still be optimized to put minimal impact
on overall performance.

e Due to the huge number of available data sources, variety of data types and
complex data structures, there can be difficulties in data integration.

e There is an imminent need to setup a unified and approved data quality standards
in Smart Grid utilities across all the products.

8 ROI from Proposed Solution

“Data quality: It’s a journey, not a destination.”

Though it is easy to assume that better data will benefit the organization, quan-
tifying that benefit is critical to securing investment. By quantifying the impact of
data quality in a methodical way, you can measure the impact of effort, the value
to the business and a tangible return on investment. Later, this ROI can drive future
investments and further promote data quality within the organization.

A robust data quality solution automates many profiling and discovery processes,
so the business and IT team can accurately assess project risks and measure the
enhancement of information performance.
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for Managed EV Charging in India L
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Abstract Electrification of vehicles has its share of benefits and risks to the power
distribution companies (DISCOMs). While EV adoption can potentially result in a
substantial increase in revenue for DISCOMs from additional electricity sales due
to EV charging, charging demand may increase the peak load in the DISCOM’s
service area. Unmanaged EV charging at the charging stations can hamper smooth
power system operations by causing voltage instability, harmonic distortion, power
losses, and degradation of reliability indices. To manage or avoid these impacts on
the power system, there are both passive and active solutions. The passive solutions
include specially designed electricity tariffs or incentives. The active management of
charging is either unidirectional active management of charging referred to as V1G,
or bidirectional active management of electricity referred to as V2G. Vehicle-Grid
Integration (VGI) refers to this entire gamut of EV charging management solutions to
mitigate the negative impacts of uncontrolled EV charging on the power system. The
benefits of VGI extend beyond EV charging load, as it can provide useful services to
the grid. The present paper is a discussion of VGI strategies for India for managing
EV charging. The paper presents recommendations for VGI implementation in India.

Keywords Electric vehicle charging « Vehicle to grid integration + Smart

charging * Time of use - India

1 Introduction

Globally growing climatic concerns have led to rapid electrification of transportation
and the pursuit of sustainable sources of electric power generation. The growing
concerns about vehicular emissions, air pollution, and energy security have resulted
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in a shift to clean mobility. Every Electric Vehicle (EV) is a new consumer for the
power distribution companies (DISCOMs) and opens up a pathway for additional
revenue. One of the primary focus areas for studying the impact of EVs is to examine
power generation adequacy. The EV transition is interlinked in the clean transition
of the grid, as EV loads are a supporting factor to promote the adoption of renewable
sources of energy. Unmanaged EV charging load presents its own challenges for
system operation. The impact of the EV charging load on the distribution grid has
been an area of interest to researchers [1, 2]. EV charging load can lead to voltage
instability, harmonics and impact the reliability of the local distribution grid [3].

The most significantly studied impact of EV charging is its impact on the peak
power demand and its effects on distribution system transformers. With the addition
of EV charging, DISCOMs can expect an upward shift in their peak load, which
will result in purchasing electricity at higher costs to meet the demand [4]. The
transmission and distribution losses will increase if the system, and investment is
needed to upgrade the network to facilitate the additional load [4, 5]. However,
electrification of transport happening in parallel with the rapid smart grid technology
implementation presents an opportunity to effectively tackle the challenges from EV
charging and use EV as a grid resource. This is possible through the framework
of Vehicle to Grid Integration (VGI), which represents the charging strategies and
pathways to use EV to provide valuable grid services. VGI represents the ways in
which an EV can provide benefits or services to the grid, society, the EV driver, or
the charge point operator by optimizing vehicle interaction with the electrical grid to
contribute to reliable management of the electricity grid [6]. Two major approaches
are primarily adopted to manage EV charging, based on controlling the time and
current of charging. The control strategies can be either passive or active in nature
[4].

Passive charging management includes strategies for influencing EV charging
behaviour using specially designed electricity tariffs or incentives. Active manage-
ment of charging consists of strategies which are for controlling charging and
discharging of EV batteries, which are commonly referred as.

e VI1G: Unidirectional active management of charging, such as ramping charging
levels up or down

¢ V2G: Bidirectional active management of electricity, entailing power flow from
Vehicle to grid

The entire canvas of VGI has multiple other possibilities, including Vehicle to
Home (V2H), Vehicle to Building (V2B), and Battery to Grid (B2G), which are not
focused on.

This paper discusses both passive and active management strategies that are rele-
vant to the Indian ecosystem. In the case of India, electrification is not limited to the
deployment of electric cars [7]. The mainstay of electrification of India is electric
two-wheelers and electric three-wheelers [8]. Indian cities are also gearing up for the
electrification of bus fleets [9]. The grid impact of EVs depends on the type of vehi-
cles, the number of vehicles, and their charging pattern. The VGI strategies should
be different for every vehicle segment and should also factor in when and where the
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vehicles are going to be charged. In the case of India, strategies are needed to tackle
both residential and public charging. In addition to that, the strategy also needs to
include battery swapping, which is a viable option for two and three-wheeler vehi-
cles [10]. The paper presents recommendations for VGI implementation in India.
The focus in on the strategies applicable for electric two wheeler and four wheeler
charging in residences.

2 Passive Charging Strategies

The first and most common step for EV charging management is to adopt passive
strategies to nudge EV consumers to shift their loads with time-sensitive electricity
rates. Time of Use (TOU) rates are specially designed electricity tariffs to disincen-
tivise usage during peak demand and incentivise use during off-peak demand [11].
TOU rates are popular in mature electricity markets and are being evaluated as a
feasible option for managing EV charging [12]. In the US alone, more than 200
DISCOMs offer TOU rates to consumers and 87% of the current 31 eV charging
tariffs are TOU tariff [9, 13]. Studies and pilot projects have shown a positive impact
of implementing TOU rates on charging patterns to shift peak demand [12, 13].
ACEEE [13] research has shown that TOU rates are helpful for both EV consumers
and the DISCOM. EV consumers save money by charging at off-peak hours with
TOU rates, while utilities can reduce peak demand and improve grid stability. TOU is
the most passive charging strategy for controlling EV charging load at Indian homes
[12]. EPRI research [14] has found that utility TOU rates are very effective in shifting
peak loads for all the charging that occurred at Level 2 (230 V).

Apart from the TOU rate, other passive strategies include rebates for low power
charging [14]. The rationale behind incentives for low power is that the Level 2
(230 V) and Level 3 (415 V) chargers for electric cars could be 7 and 22 kW, respec-
tively [7]. Even in advanced EV markets, this could exceed the maximum demand of
a typical home, leading to additional cost for demand charges and upgrading the grid
connection. In the case of India for electric two-wheelers, research has shown that
all the chargers are less than 3.3 kW [8]. Research has also shown that the current
Indian cars, apart from one model, have chargers that are less than 3.3 kW [7]. Hence
unless there is a huge penetration of EVs with chargers more than 7 kW, the adoption
of low power charging rebates can be deferred. However, the application of TOU
rates might be critical, especially in handling the residential EV charging.

3 Strategy For Residential EV charging

In India most of the State Electricity Regulatory Commissions (SERCs) have intro-
duced flat EV-specific tariffs for public charging. Many of these tariffs are flat tariffs
and deemed to be promotional in spirit [11]. Indian regulators are familiar with Time
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of Day (TOD) rates, which is equivalent to the TOU rate mechanism. However, these
rates are currently only applied to industrial and commercial consumers [15-17].
However, currently, these rates are not applicable for EV charging at homes.

Global statistics show that a significant amount of EV charging happens at homes.
The current guidelines governing the residential charging of electric vehicles is that
the existing tariff will apply [18]. The residential energy rates in India are quite low
as they are heavily cross-subsidized. The tariff scheme followed is typically a block
rate that increases as consumption increases. Inclining block rates are not a practical
solution for EV charging as it is designed to disincentivise high energy consumption
[12].

To showcase the impact of block rate and flat rates on EV charging, a sample
case study is performed using the existing electricity rate for residential consumers
and EV charging in Delhi. In Delhi, the EV charging rate is INR 4.5 per kWh and
the residential consumers have a block rate that varies between INR 3-8 per kWh
[19]. Only energy charges are examined for this case study for two-wheelers and
four-wheelers for an average weekly travel of 300 km. The electric two-wheeler and
electric car models are assumed to consume 2.7 and 10.6 kWh per 100 km. This
leads to the additional electricity consumption of 40 and 140 kWh for charging the
two-wheeler, and the four-wheeler, respectively. The additional cost for EV charging
is calculated for a consumer with monthly consumption of 400 kWh and presented
in Fig. 1. The results show that for Delhi, the flat rates are better than the block
rates. A more detailed analysis, including a TOU rate that offers 20% rebate during
off-peak hours, shows that the impact is presented in Fig. 2. The detailed analysis
for different monthly energy consumption presented for 4 W charging shows that the
relative increase remains higher for block rates. The difference becomes predomi-
nantly noticeable when the consumer originally had a lower electricity consumption.
Between the TOU rate and flat rate regime, the relative increase remains comparable
as there is not much difference in absolute value for a small tariff.

The first challenge to tackle would be associated with the block rate system on
consumer bills. In the international markets, the residential energy rates and EV
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Fig. 2 Comparison of relative increase in residential energy charges in different rate regimes

specific rates as designed as TOU. Some of the utilities in the international market
has extended another distinct EV specific tariff for the residential consumers, which
comes with a separate meter. This would assist in handling the peak demand from
EV charging and other residential energy consumption separately. India could adopt
this strategy as with rapid urbanization and increasing appliance penetration, the
residential energy consumption is increasing significantly.

It can also be concluded that a significant proportion of EV charging in residences.
In the case of India, as there is no TOD tariff for residential consumers, the EV owner
has no incentive not to plug the EV into the socket as soon as he reaches home. This
leads to a situation where the electric vehicles are charged at the evening peak time.
This will significantly impact the evening peak demand and ramping rate when the
penetration of EVs increase. The ramping requirement and flexibility requirement are
important considerations for a nation that is significantly increasing renewable energy
penetration. Passive strategies like TOU rates are relatively easier to implement and
but has limited benefits for grid flexibility.

4 Active Charging Strategies

Active charging control methods such as on—off control, increasing or decreasing the
charging rate, and supplying power back to the grid will help in exploring additional
value streams, especially in the flexible operation of the grid. The application of
VGI technologies for grid services using active charging control is in the initial
phases.V1G implementation can help in curtailing the rising peak demand, increasing
renewable energy penetration, and providing grid support. V2G application though
complicated, has the edge over unidirectional charging in extending the value streams
from V1G. The value streams from active charging management from V1G and V2G
is presented below:
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e Arbitrage opportunities: The primary driving factor for the consumer to adopt
VGl is price arbitrage. While V1G can assist primarily in reducing the cost asso-
ciated with EV charging, V2G provides a chance for the consumer to earn more
revenue using EV as a grid resource. With the implementation of V2G, an EV
consumer may act as a prosumer or provide grid services in the local market.

e Peak shaving: The grid operator can also effectively use V1G to handle the rising
peak demand that can be curtailed by implementing VIG & V2G. While V1G
is suited for shifting the EV load to an off-peak period, V2G can help in further
reduction of pre-existing peak demand. If a bi-directional flow of power is enabled,
the energy stored in the EV may be discharged by the consumer to meet the local
power requirement during period of peak demand.

e Supporting Renewable Energy: With V1G the EV charging load can be shifted
to a period of high solar generation. With V2G, EV can be effectively used to store
energy during periods of high renewable energy generation and subsequently use
it during another time period. This can ensure higher utilisation of the generated
Renewable Energy, and thereby EV can support higher penetration of Renewable
Energy in the local grid.

¢ Frequency Response: One of the most sought out applications of EV is in
providing grid support by frequency regulation through V1G and V2G. The
supply and demand mismatch can be compensated with V1G implementation with
increase and decrease of charging current in response to regulation up or down
signals. With V2G the more is possible as the EV can be discharged or charged like
energy storage units. In this case, the EVs can provide faster frequency response
and act as a spinning reserve. To avail the best value proposition from VGI for
frequency response and other grid support services, aggregation of EVs is critical.

It should be noted that the active charging strategies do not exist in isolation
with the passive load management strategies. The existence of a time-sensitive tariff
regime or incentives for low power charging will encourage the adoption of active
control strategies. In that sense, it can be said that they are complementary to each
other. However, in India, as discussed in the sections above, the application of TOU
is limited. Secondly, in the existing TOD regime, the difference between peak and
off-peak periods is not too high to encourage a shift to off-peak consumption. The
tariff is also not designed now, such that there is a rebate during peak solar generation
hours. The methods for determining the effectiveness of the TOU rate are also not
in practice.

5 Case-Study For Load Shift

Two value streams from VGI that are particularly important in the Indian context
is related to the time shift of loads. One is a shift of EV load from a period of
peak demand to an off-peak demand. The second value stream is in a shift to a
high renewable generation period during the day. Both of these applications become
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extremely relevant for India in handling the evening peak demand and ramping up
of power plants. Charging of electric two-wheelers and four-wheelers in homes will
compound the existing problem. However, the VGI strategy adopted should be based
on the regional load pattern. A case study is performed considering three distinct
load curve shapes where there are differences in the evening peak demand pattern,
as shown in Fig. 3.

These load patterns are derived from the load shapes of the State of Uttar Pradesh,
Delhi, and Maharashtra. For the case study, only the load shape is maintained, and
the load curves are scaled down to showcase the impact of the EV charging load.
In terms of absolute demand, the demand in these States is very high that at a low
level of EV penetration, there is not much impact on the load curves. For the case
study, the battery capacity for two-wheelers is taken as 2kWh, and for four-wheelers
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is taken as 25kWh. Time taken to charge the battery between 30 and 80% is taken as
4 h for two-wheelers and 8 h for four-wheelers. The total number of two-wheelers
and four-wheelers across the network are taken as 100,000 units and 10,000 units,
respectively. The charge cycle is assumed to start from 6 PM onwards. Two scenarios
are discussed for each case to shift the load, shift to an off-peak period at night, and
shift to a high solar generation period during the day.

e Case 1: In this case, the VGI strategy should be to minimise the EV charging
during evening ramping and shift the load after 2 AM when the demand starts to
decrease. It also makes to shift demand to day time as the demand is low, especially
if the state is planning for increasing share of Solar energy in the generation mix.
Both these shifts are possible with passive strategies.

e Case 2: In this case, the VGI strategy should be to retain some of the charging
during the evening in the 6-9 PM window and shift the load after 2 AM. In this
case advanced charging control methods are needed to ensure charging between
6-9 PM, where was TOU rate can help in shift of demand after 2 AM. It is not
advised to shift the load to day time unless the state is planning for a very high
share of solar generation. In case this needs to be done advanced charge control
methods are recommended.

e Case 3: In this case, as there no valleys in the demand curve, the strategy should be
to distribute the EV charging throughout the day. Here passive charging strategies
for time shift will have limited success. Active charging control strategies with
aggregation is needed to distribute the load. It is not advised to shift the load to
day time unless the state is planning for a very high share of solar generation.

The case study shows that it is important to adopt a mix of strategies to suit the
existing load pattern. In some cases while passive charging strategies are effective
in handling EV load, in other cases more advanced charging strategies are essential.
VGI strategy should be case specific.

6 Discussion and Conclusion

The VGI strategy depends on multiple factors the type of Vehicle, concerns for
battery health, and charging technology. The stakeholders have expressed that electric
two-wheelers and electric three-wheelers are not good candidates for grid support
through VGI. On the other hand, VGI using electric cars and e-buses could work, with
favourable economics. Researchers have flagged that the issue of battery degradation
with VGI and the impact of VGI on different battery chemistries should be studied
further in the Indian context. Another factor affecting VGI is the availability of
V2G enabled chargers. The Combined Charging System (CCS) chargers preferred
by Indian EV manufacturers are not currently capable of bidirectional charging.
Lack of a smart backend communication system with standardised communication
protocols is a prerequisite to VGI. For a “smart” charging infrastructure Advanced
Metering Infrastructure (AMI) and communication is also critical.
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Deriving a foolproof VGI strategy for India involve a variety of stakeholders,
including DISCOMs, fleet operators, charging service providers, and Research and
Development (R&D) institutions. All stakeholders are positive about the benefits of
VGI for DISCOMs. V1G is important in demand response, and V2G can assist in
frequency regulation, voltage regulation, black start support, and reliability improve-
ment. However, due to the lack of regulatory framework and incentives, there is
uncertainty about the financial attractiveness of VGI. Another significant challenge
to implementing VGI in India is the lack of an ancillary service market.

A favourable regulatory ecosystem is a prerequisite for VGI implementation, and
the first step is true price signals for electricity. The first and simple step in providing
appropriate price signals is implementing TOU electricity rates. Appropriate regu-
latory provisions are necessary to clearly define how EVs should be treated as a
“resource” with its Vehicle with the battery, charging station, and aggregator.

If the Vehicle, along with its battery, is recognised as the resource, the Vehicle
may need to have a meter to measure energy transactions. Necessary regulatory
provisions should allow the “resource” to move around, and the Vehicle has to be
registered as a consumer to the DISCOM. If the charging station is recognised as the
“resource”, transactional complexity is less with fixed geographical location with
specific metering. If the aggregator is defined the “resource”, it is a “virtual” and
geographically spread out resource.

Enabling EV aggregation and allowing aggregators to participate in energy
markets is essential to maximise value proposition from VGI. DISCOMs are an
important actor in EV resource aggregation, and multiple operation models are
possible with different levels of DISCOM involvement.

e DISCOM can the sole aggregator which would allow them complete control of
EV charging or discharging and use it to effectively manage the power system.

e DISCOM can acts as the meta-aggregator, with another aggregator as the inter-
mediary between the customer and the DISCOM. The DISCOM has no direct
interaction with the customer, and the aggregator has no direct involvement in the
wholesale market.

e DISCOMs and third-party aggregators can both act as aggregators in a competitive
electricity market that allows aggregation. It is also possible to restrict the role of
DISCOM as an aggregator and allow only other actors to compete.

Existing Indian regulations lack provisions that permit “aggregation” of EVs, to
provide grid services. A potential solution would be for FoR to develop a model
regulation on resource aggregation. Depending on the scale of aggregation, EVs
can deliver to bulk power system and local distribution systems. Aggregated smart
charging can offer system services such as demand response, voltage regulation, and
other ancillary services and help avoid the need for investment in capacity addition.
Unfortunately, India’s electricity sector sees limited application of demand response
and there is no retail market mechanism for energy and ancillary services. The use of
EV to provide frequency regulation and other grid services is also limited as there no
retail energy or ancillary market mechanism currently. Moreover, load aggregation is
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not currently not permitted, and aggregators are not allowed participation in energy
market.

India is making great strides toward large-scale adoption of renewable genera-
tion for decarbonising the grid. The increase in penetration of variable generation
increases the need for flexibility in grid operation. Electrification of transport will
increase the electricity demand and support in reducing the emissions from the trans-
port sector. Apart from EVs, rapid urbanisation, an increase in the standard of living,
and a rise in appliance penetration are factors that will lead to a significant increase
in electricity demand in the upcoming years. It should be noted that electrification
of transport, while only be one of the leading causes of rapid increase in electricity
demand, needs to act as a flexible load to support the integration of variable gener-
ation. Hence it is imperative that the VGI strategies for India should factor in the
grid flexibility, as shown in Fig. 4. There are four main levels for VGI for India—
TOU rates, Smart Charging (V1G), Aggregated Smart Charging, and Large-Scale
Bidirectional Charging (V2G). The first two levels can be achieved in India within
the existing regulatory framework. Considering the level of maturity of India’s e-
mobility and power regulatory ecosystem and market mechanism a phase-wise VGI
implementation roadmap could be effective for the country.
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Abstract Protection Relays and the Communication Systems brain and heart of a
power system network. Ultilities in India have been using electro-mechanical and
static protection relays since a very long time and have already adopted conven-
tional protection schemes. With the advancement in Protection Relay technology,
a shift is however imperative to achieve efficiency and cost optimization in an ever
growing distribution network. Being a front-runner in the adoption of latest technolo-
gies in the utility space, TATA Power-DDL has successfully revamped its Protec-
tion and Communication Infrastructure by commissioning modern numerical relays
having capability to integrate on IEC 61,850 communication protocol. A Smart grid
roadmap has now been adopted by TPDDL and various technologies have already
been successfully implemented like Grid Substation and Distribution Automation,
SCADA/ADMS, GIS, AMI, DSM, Smart Meters, Communication Infrastructure and
RF Canopy. Traditional protection schemes have worked successfully alongside all
the recent advancements in technology as stated above. One of such schemes is Line
Differential Protection wherein Line Differential Relays are installed at both ends of
a transmission line and communicate with each other through a medium.

In TATA Power-DDL network, there are around 200 sub-transmission line circuits,
most of them being of short length (2—-3 km). Initially, these lines were protected by
Back-Up protection—Over Current and Earth Fault Relays. But difficulties started to
be observed while doing relay coordination based on current and time margin. Some
cases of cascaded tripping were also experienced, resulting in MU loss and customer
dissatisfaction. However, Distance Protection scheme had already been implemented
as Main Protection in Boundary Line Feeders. But, the reliability and selectivity of
distance protection is lost in the following cases:-

e Shorter lengths of Line Circuits
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e Inaccuracies in available Line Parameters.

Taking the fact into consideration that TPDDL network is having significant Circuit-
Kilometers as compound (Overhead and Underground Cable) sub-transmission lines,
distance protection relay may operate inadvertently. Hence, the organization decided
to shift to Line Differential Relays. Ever since, two major revamping projects have
been implemented in TATA Power-DDL, based on the type of Communication
technology adoption. The two technologies currently in service are:-

e Direct (Dark) Fibre Communication- Implemented on around 45 Circuits
e [P-MPLS (IEEE C37.94) based communication-Implemented on around 140
circuits

Technological Upgradation in tele-protection systems got our attention and we
decided to implement the IP-MPLS infrastructure. The IP-MPLS based Line
Differential communication offered us following advantages:-

e Lower Latency time
e Ease in remote health monitoring of the communication ports.

Moreover, all the IED project files of Line Differential Relays have been kept in a
secured central server for easily accessing Fault Data Records and checking relay
communication.

This major advancement has improved our reliability indices and have played an
important part in reducing Uncoordinated Trippings.

Keywords Line differential - Numerical relays - Direct fibre - IP-MPLS -
Three-terminal

1 Introduction

Since its inception in 2002, TATA Power-DDL has been successful in creating bench-
marks in the electrical utility industry. After the unbundling of the erstwhile State
Electricity Board (Delhi Vidyut Board), the distribution license area of North and
North-Western Delhi came under the purview of TATA Power-DDL. Now, TATA
Power-DDL was entrusted with the responsibility of taking electricity from the Trans-
mission Company- Delhi Transco Ltd. (DTL) and supply power to various classes
of HT and LT consumers. The next few years saw the implementation of basic
utility infrastructure like Billing and Collection Facilities, Network Upgradation etc.
Subsequently, advancements in technology were adopted which led to implemen-
tation of SAP based Enterprise Suite and SCADA Control Centre with OMS and
DMS packages. The SCADA and associated applications were finally unified into
Advanced Distribution Management System (ADMS) in 2018. The substation equip-
ment particularly the Protection infrastructure also witnessed significant advance-
ments during this period. Electromechanical and static relays were gradually replaced
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with much more advanced Numerical Relays. Meanwhile, the electrical network kept
on growing at arapid pace. A general increase in fault levels was also observed. These
situations led to decrease in current and time margins for effective protection coordi-
nation at the Sub-transmission and Distribution Level. In the process of overcoming
these challenges and adopting advanced protection technology, Line Differential
Relays were introduced to be implemented on Sub-Transmission (66 kV and 33 kV)
Line Circuits of the network.

2 Line Differential Protection

2.1 Scheme Details

The line differential scheme is an established and successful protection scheme. It
is an application of Differential Protection principle based on Kirchhoff’s Current
Law (KCL) which states that all current into a network node shall add up to 0 in
an ideal system. The scheme uses two or more differential relays at each end of a
transmission line. All the relays communicate with each other through a dedicated
communication link. High speed and secure communication medium is required to
transfer data among all the relays so that each relay can perform its calculations and
issue a high speed trip command.

Line Differential Relays operate when a difference in current is observed going
into a line compared to current coming out of the line. Considering ideal situation,
this difference occurs only if there is a fault in some part of transmission line. In
the cases of normal operation and a through fault (out-zone fault) event, relays at
all the ends of the line measure same value of current through the CTs. But, in case
of an internal fault, the relay at one end measures a high magnitude fault current
while the other ends measure no current, which prompts the relays to issue a trip
command. Generally, line differential tripping command is configured to be issued
instantaneously. Factoring in the relay contact operating time, Master Trip Relay
operating time and Circuit Breaker tripping time, the circuit can be isolated in around
50-70 ms (Fig. 1).

In the figure, I} and Ir are Local and Remote currents respectively. CT polarities
are shown by direction pointers on each end of the line. Note that the relays at each
end would measure phase opposition in each phase currents during normal condition.

2.2 Experience with Relay Settings

Although in ideal situation, the Line Differential Protection principle is a beautiful
and primitive concept based on vector subtraction between two quantities, but the
presence of certain conditions require the use of advanced stabilization methods to



150 H. Lalchandani et al.

Il lll

> i -

- Py Protected Line —p .
el U
| Iy
- .

!
. Digital .
84D . Laca! Communication  Remote | (41
2 : Relay Channel Relay | 2
‘ |
| v

Fig. 1 Basic line differential protection scheme

implement a reliable protection scheme. Presence of cable charging currents, CT
errors, communication delays etc. may lead to maloperation of the relays leading to
unwarranted trippings.

Various OEMs have tested their own different versions of calculation algorithms
and have implemented the same in their Differential Relays. In TATA Power DDL
network, 90% of the Line Circuits having differential scheme have GE L90 and
Micom P543 relays installed at each end. Further discussion would be based on
considering Micom P543 Relay only.

Generally recommended differential settings are described below:-

I;; Minimum pick-up level)—0.2 p.u.

k; (Lower percentage bias setting to compensate for CT errors)—30%
Is» (Bias current threshold level)—2 p.u.

k, (Higher percentage bias setting for through fault conditions)—150%.

It is recommended to use k; slope setting as 150% (2 terminal connection) and
100% (3- terminal connection) to prevent inadvertent tripping of the Line Differential
Relay in case of High intensity Out-Zone (Through) Fault (Fig. 2).

Another important consideration to keep in mind is the CT Ratio compensation.
The CT Ratio of CTs in grid stations at the terminals of transmission lines may or
may not be same. In case they are not equal, CT Ratio Correction Factor (CF) must
be entered in the Relay.

Calculation of CT Ratio Correction Factor

A 33 kV line circuit goes from 33/11 kV Wazirpur-3 substation to 33/11 Wazirpur-1
substation. CT ratio at Wazirpur-3 end is 750/1 while at Wazirpur-1 end is 800/1. At
both the ends, Micom P543 Line Differential Relay is installed.

Lower CT Ratio Primary is considered as base value. So here, base value is 750.

(a) At Wazirpur-3- CT Primary = 750 A

Base Value = 750 A.
Secondary Current when primary is 750A = 1 A.
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CF=11=1.

(b) At Wazirpur-1- CT Primary = 800 A

Base Value = 750 A.

Secondary Current when primary is 750A = 750 / 800 = 0.9375A.
CF = 1/0.9375 = 1.067.

Hence Correction Factor to be entered at Wazirpur-3 substation is 1 while at
Wazirpur-1 substation is 1.067.
(Under 1 diff Configuration menu in P543) [1] (Fig. 3).

Fig.3 Calculation of CT Wazirpur-3 Line Circuit Wazirpur-1
ratio correction factor / [
W
750/1 800/1

CF=1 CF=1.067
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3 Phases of Line Differential Commissioning in Tata

Power-DDL

Based on the availability and prevalence of communication infrastructure, Line
Differential Relays have been commissioned in TATA Power-DDL in 2 phases:-

ey

LDR Phase-I—The project began in 201 1. It marked the beginning of the use
of Line Differential scheme across TATA Power DDL. The Relays installed in
this project were GE L90.

Dark Fibre communication technology was utilized for establishing link between
the relays at the two ends of the circuit wherein 1320 nm single-mode Fiber Optic
was used.

Around 90 Relays (45 circuits) covered during this phase.

(©))

ey

(@)

3
“

LDR Phase-II—The project began in 2017.Micom P543 relays were commis-
sioned in this project on around 140 line circuits. Line Differential Relays
require low latency and synchronized data for initiating effective trip decisions.
Both these conditions are fulfilled by utilizing IP/MPLS networks. IP/MPLS
or Internet Protocol/ Multi-Protocol Label Switching is a method of trans-
porting multi-protocol data on a pre-engineered path. This protocol provides
L2/L.3 VPN and hence keeps different services of different consumers sepa-
rate and secured. Relays in the substations are connected to IP/MPLS Provider
Edge (PE) routers through multimode Optical Fiber (840 nm). IEEE C37.94
optical interface has been utilized in this setup. It is recommended to keep the
following aspects in mind while establishing Line Differential Relays link over
IP/ MPLS:- (For P543 Relays)

It is recommended to use 2 pairs of optical fibre cables (one for each channel)
to provide redundancy. Differential Setting is blocked in case communication
channel is failed. It is to be ensured that Dual Redundant option is selected
and Relay Address at one end is 1A while on other end is 1B (can keep 2A and
2B...20A and 20B etc.) under I diff Configuration Menu

Proper labelling and tagging on all Optical Fibre ends (Relay or Router) is to
be ensured.

Test Loopback option to be disabled (under Commission Tests menu)

After taking the Relays in service and performing On Line Stability Test,
latency time needs to be recorded from Measurement 4 menu. Recommended
values can range between 2 and 5 ms. (It is advisable to check latency time of
the network beforehand)
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4 Commissioning of Three Terminal Line Differential
Relays

There are many T-Off circuits in the TATA Power-DDL network. They provide the
Power System Control Centre with the necessary flexibility while ensuring power
flow in the network.

However, these circuits were either not having Line Differential Protection or
Line Differential Relays have been installed at 2 ends of the circuit (T-Off created
at later stage). So to provide power flow in both T-Off sections, Line Differential
protection had to be disabled. Also, if Line Differential required to be enabled, then
breaker at the other T-Off section needed to be kept OFF. (2 terminal LDR will give
trip command if power is flown in both T-Off sections). Hence to enable Control
Center to take load at all the three substations simultaneously as well as enhance the
flexibility in load management without taking Main Protection out of service, Three
Terminal Line Differential Scheme was implemented in Nov, 2020 for the first time
in TATA Power-DDL (at Wazirpur-1, Wazirpur-3 and Azadpur substations) (Fig. 4).

Three Terminal connection can be established by implementing following
configuration in each relay:-

(1) Three Terminal option to be selected under I diff Configuration menu.

(2) Relay Addresstobekeptas 1A, 1B, 1C for each of the three ends for a particular
line circuit (2A, 2B, 2C....... 20A, 20B, 20C can be used)

(3) Relays need to be connected with each other in Ring Formation as described
further.

(Note that each relay gets the Analog Value data of other two remote end relays
and can issue a trip command) (Fig. 5).

In above figure, communication link from Channel 1 of a Relay are connected to
Channel 2 of another relay.

A B
o — — 0
I é 4 L

1 g F}

1

Under no fault condition: I,
h+1 +| =0 _
faulteg-condili;::n Fy

h+ 1, 41, =00 | L
For Faults Fl, I-'2 or F3 C

Fig. 4 Tapped (T-Off) circuit configuration [2]
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Fig. 5 Three terminal line differential relay with communication links at Wazirpur-1, Wazirpur-3
and Azadpur

On Line Stability Test

After successful installation and commissioning of Relays in three terminal
arrangement, online stability test can be performed. For this test, Differential pick
up setting (Isl) is increased and the circuits are loaded. Then Analog values like
Currents, Differential Currents and Restraining Currents are noted on the relays at
all three locations. Differential Current should ideally be 0 during normal operating
condition. If magnitude of differential current is appearing then it may be a case of
reversal in polarity of the PS class CT at that substation. So, polarity needs to be
corrected wherever applicable and then Differential pick up setting is normalized.
Results of online stability test have been tabulated in Table 1.

5 Conclusion

The journey of implementing Line Differential Relay infrastructure in the complete
TATA Power-DDL network has been very challenging yet rewarding. In this process,
complete data digitization has also been achieved enabling easy access of IED and
panel drawings for the operation and support engineers.
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Table 1 On line stability test results while taking line differential relays in service at WZP-3,
WZP-1 and AZP substations

GRID CIRCUIT LOCAL Remote-1
Angle | b Angle | Ic Angle | la Angle | 1b Angle | Ic Angle
0 120 | -118 | 121 122 64 -171 60 71 64 -47
0 62 -119 62 -120 58 -18 58 -135 58 105
0 58 -120 58 120 120 | -169 | 120 70 120 -49
AZP T-OFF
WzP-3 Waphl Gk 110 0 109 | -119 | 111 | 120 56 | -167 | 54 72 54 -45
WZP-3 OFF
WZzZP-1 AZP CKT-2 53 0 53 -120 53 120 54 -30 56 -153 56 89
WZP-3 T-OFF
AZP WZP-1 CKT-2 55 0 56 | -116 | 57 120 | 111 | -117 | 111 73 111 | -46
GRID CIRCUIT Remote-2 Differential
la Angle Ib Angle Ic Angle la Ib Ic
58 170 60 48 62 -65 0-4 0-4 0-4
120 170 120 52 120 -69 0-4 0-4 0-4
60 16 60 -101 60 138 0-4 0-4 0-4
WZP-3 | AZP T-OFF WZP-1 CKT-2 58 163 56 47 58 -76 0-5 0-5 0-5
WZP-1 | WZP-3 OFF AZP CKT-2 109 167 109 47 113 -71 0-6 0-6 0-6
AzZP Weps EKC;F; WepL 59 234 | 59 -96 59 145 |07 | 07 [ 07
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Development of Smart Data Analytics )
Module Enabling Access to Electric oo
Vehicle Usage in Smart City

Surekha Deshmukh

Abstract The progressive acceptability of E-mobility is a key performance indicator
for any City Authority. The trend of citizens towards acceptability for the personal
and public E- transportation usage is increasing recently. Under the urban develop-
ment, new initiatives towards Green Energy is socially welcomed such as increased
use of Solar PV Renewable Energy Integration as well as Electric Vehicle. Both these
green initiatives have opened up many business opportunities for participants under
V to G and G to V integration and solar PV integration to grid due to restructured
and deregulated power sector. The ‘Electric Vehicle’ is the source of innumerous
diversified data useful for City Authorities to leverage, enabling insightful strategic
planning for future growth, development and investments in the initiatives benefiting
citizens and stakeholders of the city. This paper provides proof of concept of devel-
opment of prototype hardware with the optimum cost along with applicability to
maximize the visibility.

Keywords Data - E Vehicle - Smart City

1 Introduction

Many Countries including India have embraced green technologies and green initia-
tives with ambitious plans, there is need to design and develop affordable, effi-
cient, modular IOT based DATA Analytic-unit for recording and billing of electricity
consumption, enabling owner of electric vehicles to be aware of techno-economical
aspect of e-vehicle.

This objective of the paper is to discuss about the DATA driven opportunities
in leveraging the presence digital enablers such as IOT, Al based algorithms to
address two major dimensions of DATA. The first aspect is DATA relevant to usage
of e-vehicles, vehicle performance management and second aspect is DATA used
for various challenges in Vehicle to Grid (V2G) mode of connectivity in today’s
smart grid. The data received from sensors to trip logs, once analyzed can be used
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for developing policies for siting charging stations, developing smart charging algo-
rithms, solving energy efficiency issues, evaluating the capacity of power distribution
systems to handle extra charging loads. With a growing EV market, the impact of
EVs on the power grid is a matter of concern, especially at the distribution level. The
technical challenges need to be addressed are peak loading, increased losses, voltage
unbalance /deviations, and need for additional network reinforcements at grid.

The module should predict the malfunctioning battery cells, heating and cooling
details and finally, determining the market value for the services provided by electric
vehicles.

Along with technical and mathematical treatment, the hardware details for devel-
opment of unified module of DATA analytics will be shared in detail in the paper
with expected outcome and practical applicability to users, policy makers, vehicle
manufactures, service providers, inventory and logistics managers etc. Electric vehi-
cles are next future of mankind. In big residential societies using such hardware
facility will make an E-vehicle user an easy way for rate charge of consumption of
the vehicle as hardware will eventually generate relevant statistical data.

To develop prototype hardware, enabling to keep accounting of consumption of
electricity for charging of the electric vehicle at big residential societies.

Add and maintain record of power consumption:-In order to add up new records
of consumers for power consumption, there will be storage of that information on the
cloud (In order to make it platform oriented). So that information will be accessible
for everyone.

Provide convenient solution of billing pattern:-It will take input from energy meter
(i.e. number of unit consumed by consumer) and then calculate the bill using program.
Calculated bill will be send to consumer on their cell phone through text message.

It will facilitate the decision of payment towards electricity consumption for
charging electric vehicle. This will eventually generate relevant statistical data such
as number of electric vehicle owners, types of vehicle, time of use of charging point,
charging hours, electricity consumption, battery storage capacity etc. at City level,
State level, National level.

2 Prototype Hardware

The objective of prototype hardware is to record as well as create the bills of
consumption of power exclusively for charging of batteries of vehicle.

Taking examples of business—corporate—industry premises, having charging
points, there is need to keep record of who is consuming the power for vehicle
battery charging purpose.

The organization may participate in green power initiatives by knowing the data
such as number of associates with electric-two wheeler, four wheeler, per shift. They
can also get information about the frequency of changing of batteries per associate,
time of changing, time required to complete charging-pattern of power consumption
per associate.



Development of Smart Data Analytics Module ... 159

For the same, there can be IOT based energy meter reading system with automatic
billing system. Based on the requirement of design various components are selected.
Assembly of components will be done.

2.1 Components of Hardware Model

Following components are important parts of hardware model.

128*32 OLDE Display
Raspberry pi 4

RS485 Converter
Digital Energy Meter
End Terminal Resistor

2.2 Generalized Block Diagram for Developing Module

To generate the required database regarding vehicle usage, the hardware is developed
with processing of input information and applying logical criteria, the output is
communicated to the owner of vehicle and regulatory authority too (Fig. 1).

The type of the micro controller, communication protocols and communication
technology is the choice of the developer. Based on the required inputs to be fetched
to calculate power consumed, the details gets decided.

It has straightforward information flow of load ie vehicle- battery connected at
the charger, Ac supply will get converted into DC and batteries will get charged.

The voltage and current magnitudes will get recorded and AC power utilized for
battery charging after getting converted to DC, will get used to evaluate actual power
consumption. Also the time of login, logout of the unit will be recorded by the timer.

The identity of the user along with the vehicle identity will also be get recorded
each day. The data logger can be attached to computer and software will perform rest

L Energy RS485 to Controller
wearic [ 0T L8 Ve [ ressbey
Vehicle) pi 4

!

Fig. 1 Hardware flow for power consumption
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of the functions of analyzing the database along with evaluating the cost of power-
consumption. Based on the tariff structure at LT sector, the cost of consuming energy
can be easily calculated and even communicated to the user. This will not.

only make user of E-Vehicle be aware of the energy consumption, but also can
plan for investing required green energy Solar PV generation system, in case of
possibility of roof top availability and initial investment budget.

There are couple of peer to peer trading opportunities for such chargers, once Solar
PV power generation system is installed, based on availability of excess un-utilized
power [1, 2].

The smart controller can keep track of load demand as well as Solar PV generation
to match them [3, 4]. In case of unbalance such as excess generation, the communi-
cable switchgear can be operated to connect the Vehicle as a load. This is going to
be dynamic in decisional as well as operational aspect (Fig. 2).

This controller can also be developed with the logic of prioritizing the loads.

Figure 3 provides generalized idea of measuring and recording and communica-
tion of energy consumption using voltage and current sensors, processors, storage as
well as RS 485 as major components.

Fig. 2 Development of controller
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2.3 Logic of Fetching the Data

The portable module will consists of three stages, first is the input-collection, second
stage is building mathematical and logic modeling, the third stage is communication
based interconnect with multiple stakeholders such as user of charging unit, campus
authority, City Authority etc [5-7].

This module can be shared with multiusers, unlikely individual Energy Metering
infrastructure.

Each user will have to input his/her identity code as the first input before enabling
the record of power consumptions.

As the same module keeps the record of identity of user, type of vehicle, time of
connection, time of charging etc., it will generate huge amount of important data.

Multiple usage of the module can be Industrial hub, housing societies, “V to G”
and “G to V” integration, Peer to Peer trading, load priority and participation in
demand response.

Combination of time of use of tariff and generation and resource management is
another techno-commercial opportunity for citizens who are HT customers.

Logic of using data of charging pattern, pattern of usage of vehicle, frequency of
charging, consumption, time of charging, number of E vehicle owners, geography
wise literacy and social towards e vehicle, social survey, attitude and acceptability
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towards two wheelers, four wheelers, common charging stations, adaptability, city
perspective towards.

Encouragement to use of green energy and Use of Green energy for batteries will
be the outcome for this exercise.

The transition of operational responsibilities from network to system stage has
opened up such customized granular level possibilities of creating visibility of load
as well as availability of power as and when required.

Indirectly the effect of Correlation with the road condition, weather conditions
etc., mood of driver in applying breaks etc., loading of vehicle, ramp and straight
roads, smooth roads can be mapped with the charging information.

Diversity of data is useful for the City Administers, Mayor who can encourage
green energy programs involving citizens.

Insights of data—type and make of vehicle, popularity of product, life expectancy
of battery etc.are the important.

2.4 Sample Code in Python

The software part of logic building is developed using Python. The Fig. 4 shows
script of sample programming.
It mainly highlights the Flowchart of logic to build hardware to leverage data.
This sample shown in Fig. 4 is the script of the communication to be made with the
user. This includes details as name of customer, consumer id, time of usage, energy
consumption and cost of energy consumption.

2.5 Practical Applicability

e The prototype hardware is multifunctional, hence can be used for different
application to record database and communicate the same to analytics tool

e The regulatory authority as well as system operators along with HT prosumers
can prepare action plans for real time participation in terms of load curtailment
or load enhancement and resource management.

e The opportunities of power trading can be explored based on the data analytics

e The City authorities can utilize the database in projecting the Green Initiatives
and increasing the visibility of the city in support of adapting towards technology
advancements and smartification.
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Fig. 4 Sample script of
software

3 Conclusion

# -*- coding: utf-8 -*-
from twilio.restimport Client

# Your Account Sid and Auth Token from
twilio.com/console

# and set the environment variables. See
http://twil io/secure

account_sid=
'ACd32982ecad5f6c564365cd3671256833"

auth_token =
'67ff09ef96ff9051b4b6482e5524c978"

client= Client(account_sid, auth_token)

message = client.messagesh,

.create(body=("Name Of Consumer - Vaishali
Awhad, Consumer ID - 1999, Time Of use of
charging- 7:56 PM, ChargingHurs- 2 Hours,
Electricity Consumption- 30 Units, Total Bill
Armount - 180 Rupees"),

The increased acceptance of citizens towards Electric Vehicle has brought in cultural
shift at the city. The technology driven green initiatives are very widely executed all
over the world. The opportunities such as peer to peer trading, real time participation
of consumer in system parameter stabilization through economic benefits etc. have
encouraged all stakeholders of power sector under restructured scenario.
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Shivani Sharma

Abstract It is important for the DISCOMs to ascertain the location and time of
charging in order to manage demand response. Electric Vehicles as additional load
potentially run the risk of overloading local transformers especially during peak
hours of the day. This paper includes a sample HV/LV N/W case study for E-mobility
specific Studies in a Software Tool “NEPLAN” covering the typical Outputs of Load
Profiling, Hosting Capacity Analysis (HCA) by Connection Point Power / Aggre-
gated Power, Load Flow Time Simulation; and Sensitivity of Bottleneck Equipment
wrt to Max AV. Charging of fleets would also require special attention from utilities
for Depot and cluster charging since they would have strong geographically concen-
trated load with a distinctive charging profile depending upon the nature and use
of an EV Fleet. All this increased load if unmanaged would have an impact on the
distribution network leading to irregular load patterns. Additionally, since majority
of EV charging is expected to be done at home, during nights the EV loads may
also alter the daily load pattern for the DISCOMs. It also highlights the latest trend
of Charging Management Systems focused on providing cheaper charging tariffs
and the use of smart or managed charging solutions. Managed Charging could be
divided into two major categories: Passive Managed Charging solutions that rely
on customer behavior to affect charging patterns; Active Managed Charging that
relies upon a bi-directional flow of information through multiple communications
technologies. However, there is lack of industry protocols for the managed charging.

Keywords E-mobility - Neplan + Hosting capacity analysis * Load flow time
simulation + Charging management systems
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1 Introduction

With the exponential growth of electrical vehicles soon, utilities need to be prepared to
maintain reliability of the grid. The primary impacts on electrical systems are gener-
ation adequacy, generation flexibility, transmission grid capacity, and distribution
grid capacity.

The main challenge of electrification of transportation expansion lies in the
distribution networks and the overloading of network assets:

Medium voltage substations may be needed (exceed feeder hosting capacity)
Replacement of the head feeders and the distribution transformers

Cable sections downstream may still lead to voltage limit violations

Peak winter or summer demand, heating and cooling

Central challenges for Distribution System Operators consist of communicational
and computational barriers, low visibility on distribution grid, optimal allocation
of charging infrastructure, lack of regulation and market rules, and network codes
devolvement.

2 Challenges of EV Growth

The typical challenges of EV growth that all the stakeholders face are:

Lack of Regulation and Policy

Low visibility on distribution grid

Optimal allocation of charging infrastructure

Medium voltage substations may be needed (if feeder hosting capacity exceeds)
Replacement of the head feeders and the distribution transformers

Cable sections downstream may still lead to voltage limit violations

Peak winter or summer demand, heating and cooling

Unmanaged Charging

Analyzing regional scenarios with different e-mobility diffusion levels

Potential challenges caused by the uncontrollable charging in different parts of
power systems

e Technical solutions which can mitigate potential grid issues

Figure 1 indicates the EV charger types and typical integration in the Grid.
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Fig. 1 Electric vehicle connecting to the grid

3 Grid Integration Analysis

The optimized solution for e-mobility charging, power grid management, and
planning, Grid integration impact analysis of EV would typically require the
following:

Electric Vehicle (EV) load demand pattern
Evaluation of distribution grid hosting capacity
EV impact on distribution grids power quality
Generation flexibility and response impact
Cost—benefit analysis

Analysis of international regulatory frameworks

The detailed E mobility specific power system analysis may be performed by very
few software’s, one such Simulation Software “NEPLAN”, with the feature Hosting
Capacity Module is detailed herewith. The Calculation criteria must be selected
based on the application. “System Aggregated Power” would give a glimpse of total
maximum power a network can support, whereas “Connection Point Power” would
give the maximum power that can be connected on a specific location/node (Figs. 2
and 3).

Typical Analysis outcomes are as below:

These Integration have also to be aligned with the International, National and
Local DER integration guidelines, few of them as specified in [2-7] and [8] (Figs. 4
and 5).

4 Managed Charging Infrastructure

Managed electric vehicle charging is an intelligent system that can control the time
and/or rate of charging of one or more electric vehicles. Managed EV charging
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Fig. 2 Calculation strategy for hosting capacity analysis [1]

Y

e

Fig. 3 Result of a time simulation—histogram, duration curve and heat map of the loading [1]

systems generally consist of three key components; a smart charger, a control system
and the service user.

EV Assisted DSM: The development of EVs offers benefits not only in environ-
mental protection and economics but also in demand response. Employing EVs in
load scheduling enables the consumers to help alleviate the network load burden
while reducing their own electric bills. For a household network, EV can be used
as an auxiliary power supply for energy consumption of home appliances on special
occasions, Energy Sharing Model can be developed for a cluster of houses. However,
various factors like EV Behaviors, Scheduling patterns, user preferences must be
taken into consideration while designing any such model.
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Fig. 4 Result of the module hosting capacity: maximum loading depending on the additional
charging power [1]

Fig. 5 Analysis of module hosting capacity—different penetration levels of charging stations in a
distribution network [1]

Integration of Solar PV and Battery with charging Infrastructure: The application
of renewable sources such as solar photovoltaic (PV) to charge electric vehicle (EV)
is an interesting option that offers numerous technical and economic opportunities.
An energy management strategy based on optimal power flow is also proposed by
integrating a solar PV generation system with charging station to alleviate the impact
of fast charging on the grid. The combined system along with the power output of
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Fig. 6 Optimized solutions for various EV integration stages

EV fleet batteries available at the charging station reduces the net energy provided
by the grid, thereby decreasing the overall load on the grid as well as minimizing the
conversion losses.

Managed Charging could be divided into two major categories: Passive Managed
Charging solutions that rely on customer behavior to affect charging patterns; Active
Managed Charging that relies upon a bi-directional flow of information through
multiple communications technologies. However, there is lack of industry protocols
for the managed charging.

5 Conclusion

It is interesting to note that by a detailed Hosting Capacity Analysis, the challenges
of Grid integration can be met with. The Electric Vehicle (EV) load demand pattern,
Evaluation of distribution grid hosting capacity, EV impact on distribution grids
power quality, Generation flexibility and response impact, Cost—benefit analysis and
Analysis of international regulatory frameworks are significant aspects that would
accelerate the growth of upcoming EV technology. Glimpse of value creation at
various stages is also presented in Fig. 6.
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CFIP—Water Inhibitor Cable Jointing )
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Sanjeev Atri, Vineet Tripathi, Gagandeep Kaur, and Sanjana Rani

Abstract The Objective of this paper is to work out and highlights the major causes
of failure in Power Cables and further to propose solution to restrict cable faults.
The average time to repair the fault is 2.0 days i.e. Utility has to sacrifice w.r.t its
reliability parameters in case of Power cable failure. Nowadays, Joint box failure is
contributing significantly w.r.t total numbers of cable failures and it is majorly due to
ingress of water inside the cable and cable joint attributed to external damages. The
inhibition of ingress of water is possible using well designed cable joints that would
include components for inhibiting the water flow through the cable joints. We have
developed an unique solution which is to be provided in the joints to prevent water
ingress in the cable and cable joints. After installation of this unique design No such
failure has been observed till date.

Index Terms Power cable - Cable joints - OEM (original equipment
manufacturers) + W.r.t (with respect to)

1 Introduction

Power Cable which is capital intensive asset of any electrical utility is an integral
component of the Power System Network. The average life of operating cable is
25-30 years. However, if number of faults get increased, it reduces the useful life of
cable. Further, this will impact the system reliability, Customer satisfaction, revenue,
men hours and Restoration time.
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Graph 1 Pareto analysis on cable faults

A study has been done to identify the reason of cable faults. Total 918 no of cable
faults were analysed which occurred in FY (19-20). Joint Box Failure, External
Damage and Failure of XLPE insulation came out as the major causes of failures in
Power Cables. Further, Joint Box Failure was surprisingly contributing significantly
w.r.t total no of faults (250 no of faults).

After in-depth analysis, it was found that in case of joint box failure, water gets
ingress through the cable, which leads to tracking, increase in vapour pressure, oxida-
tion of conductor and increasing the conductor temperature which leads to failures
of cable joints (Graph 1).

The conventional designed cable jointing components did not include any feature
to inhibit the flow of water to entire cable lengths. This lead to water ingress through
long cable lengths, even after cable jointing sections.

2 Challenges

On an average, an 11 kV residential feeder feeds about 1500 number of consumers.
Cable fault to any one 11 kV cable affects the power supply to 1500 number of
consumers. This causes power supply inconvenience to public at large and also to
the operating/ maintenance team of power utility to restore the breakdown.

For recovery of cable failures, cable joints come into picture for restoring the
power supply. Usually cable jointing is being done between two cables. Depending
upon the extent of damage, cables are again jointed while removing the damaged
sections, by specially designed cable jointing kits (Picture 1).

Supply and Installation of Cable jointing kits is being executed by OEMs.
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Picture 1 Cable fault
through water ingress

OEMs are bound to abide by warranty clause of joint failures within 5 years w.r.t
installation & quality deviations in components. But in case of ingress of water, the
guarantee clause gets void. Thus, there arises need of replacing the cables and cable
jointing kits, before the expiry of their respective guarantee period. Cable and cable
jointing kits are prone to failures within a year or two, due to tracking and components
deterioration. Thus, the cost of failure caused to cable and cable jointing kits by water
ingress is mainly borne by the utility.

3 Solutions Proposed

To mitigate the issue of water ingress in the Cable and ‘Cable jointing kit’:

The inhibition of ingress of water through the cable lengths was possible using
well designed cable joints that would include components for inhibiting the water
flow through the cable joints. Thus restricting the damage to only short cable lengths
due to degradation of components caused by water ingress.

We explored various options available in the market for inhibiting/restricting the
flow of water through the cable lengths. Following were the options available:

(a) One of the components available with the OEMs for preventing the water
ingress as a part of cable jointing kit was Mastic tapes. During breathing effect
of cable, these mastic tapes could not seal flow of water through it. Further,
over a period of time, the quality of these tapes deteriorated.

(b) Another option available with the OEMs is Silicon Gel are also used to fill
in the cable jointing kits to prevent water ingress, but it is limited to only LV
cable.

Thus, none of the available solutions was suitable to mitigate water ingress in the
cable and the cable jointing kits.

UNIQUE SOLUTION: We developed a unique component as a part of Cable
jointing kit, named ‘Compressive Forced Ingress Protection WATER INHIBITOR
BARRIER’ (Picture 2).
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Picture 2 Water barrier components incorporated in cable jointing kit

This component creates a compressive force to seal the water during breathing
cycle of the cable. So in any of the adverse condition, the sealing by this component
remains intact. This feature is not available in mastic tapes or gels.

4 Uniquenesss/Scalability

1. ‘Compressive Forced Ingress Protection Water Inhibitor Barrier’ —developed
and incorporated in the technical specification of Cable jointing kit, to be
compatible with all the OEM cable jointing kit design.

2. Hybrid wrap sleeve has been developed and incorporated to reduce Road
Restoration charges.

Unique Solution:—not adopted by any Utility so far at India/ International level,
for cable jointing.

5 Impact

Significance of the innovation:

(a) Total cost incurred to the Company = Rs. 15.02 Cr. (Revenue loss + Opex
cost)

Cost implication towards MUs lost due to failure in cable & cable joints = Rs.
2.30 Cr. annually (Revenue loss).

Cost implication towards repairing failures in cables & cable joints = Rs. 12.71
Cr. annually (Opex cost).

(b) Most significant KPI (Key Performance index) impacted = Customer Satis-
faction & SAIDI (System average interruption duration index)
(c) Safety of personnel and public, owing to frequent cable & cable joint faults
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(d) Impacting the asset life of cable & cable joints
The innovation shall have a major impact on the organization’s objective of:

(a) Improving SAIDI (System average interruption duration index)

(b) Improving Safety

(c) Saving man hours

(d) Reducing restoration time

(e) Increasing revenue generation

(f)  Operational excellence

(g) Cost Saving w.r.t procurement & maintenance of cables & cable joints.

6 Benefits

—_—

Productivity: Increased revenue generation.

2. Quality of Product or service: Uninterrupted power supply, Asset life cycle
improvement.

3. Cost optimization: Optimized Operation and maintenance Cost.

4. Delivery: Reliable Supply to customer.

5. Safety: Cable Damage mitigation/Safety for man and material.

6. Morale: Internal Customer Satisfaction—failure reduction.

7 Standardization in Cable Jointing

Standardisation of cable jointing specification has been done. After introduction of
CFIP Water Inhibitor barrier, No. of cable joints prepared is 144 nos. So far, there
has been no failure or tracking in the installed joints.

8 Conclusion

The performance of CFIP Water Inhibitor barrier has been observed and proved as
a very helpful and very effective solution for reduction in number of cable jointing
faults. No. of cable joints installed in Water ingresses cables is 144 nos. So far, there
has been no failure or tracking in the installed joints. The Future plan of the solution
is to Inclusion of Water barrier in LT 1.1 kV Cable conductor for LT cable and cable
joint fault reduction. The same has been proposed to TATA POWER—ODISHA,
TATA POWER-MUMBALI.

Acknowledgement The authors would like to thank Mr Hukum Chand Sharma, Head (Network
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Abstract We want to discuss about Al based alert voice app for customer support.
Our responsibility is to provide better services for the customers. Sometimes
customers forget to submit their electricity bills before the last date. So, this app
will send a voice alert message before customer last date to remind him to pay the
bill. This app will also be useful for visually impaired customers as they can open
this app and speak about their concern.

Keywords Visually impaired - Al - Voice command

1 Introduction

These days customers face many problems.
Some of them are as follows:

1. Visually impaired customers face highest degree of challenges, in availing facil-
ities which are easily accessible to others. With this app we have aimed at
resolving these problems with the use of artificial intelligence.

2. Customers forget to submit their electricity bill on time. Reminder message is
also often ignored or forgotten.
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2 Ease of Use

2.1 New Connection and Complaints by Voice Commands

For the second problem voice support would be provided for new connection and
complaints in the app. Thus, the visually impaired customers would be able to access
the features of the app via voice command. They would get voice response from the

app.

2.2 Voice Alert

Regarding the first problem, a voice alert message would be available to all customers
using this app, few days before the last date of submission, thus acting as a reminder
to them.

3 Implementation

Different methodology has been used for both sections.

3.1 Methodology for Section 1

Here we will describe the process for visually impaired customer. In this process,
mainly three types of technologies are used, namely:

1. STT (Speech-to-text)

In this process, speech is converted into text.
2. TTS (text-to-speech), This method is the opposite of STT. In this method, text
converts into speech.

For implementation, python Speech Recognition module would be used.

pip install speech recognition.

PyAudio: sudo apt-get install python3-pyaudio.

pip install pyaudio.

Python pyttsx3 module:

pip install pyttsx3.

As soon as the app is accessed, voice commands would be activated. App would
convert consumer’s voice to text using STT, understand the sentence and form an
answer. Further, it would use TTS to answer the consumer in voice command.
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4 Example

App: Welcome to NPCL. What can I help you?

User: I want to take new connection or complaints.
App: Please fill the details.

User: Ok.
App: What is your first name?
User: My name is Gaurav.

Audio voice will work to help users move forward (Fig. 1).

When a user opens the app for the first time, he would be prompted to fill a
registration form. The user will be guided very well with the help of voice commands.
Whenever the user will fill any details with the voice commands, the voice commands
will first ask about essentials details, starting with first name. Customer name is then
stored in our database. Let us go to the next point. The voice app will ask user, “What
is your last name?”. If the user name is wrong, then the user can tell that my name is
wrong. The voice command will store the name again. When a user speaks, it would
be typed automatically.

After registration, the user has to go to the login page.

At the login page, user will type user-id and password, which will help in correct
identification through the database.

The user can now gain access to their account. After successful login user could
take a new connection or register a complaint. This overall process will be configured
by voice commands.

Steps to be followed:

Registration Form:

Fig. 1 User voice command
use case USER

VOICE

COMMAND DATABASE

SPEECH TO TEXT TO
TEXT SSPEECH
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When a user opens the app for the first time, he would be prompted to fill a
registration form.

Consumer can fill the registration form by typing or use the voice command option.
The registration module will get all the details. User has to fill in the information
based on voice command.

Login:

After registration, whenever the consumer accesses the app, he would be required
to provide consumer number and password (provided by him at the registration
time) via typing or voice command. If the details are correct, he would be allowed to
move forward. In case of incorrect details, voice command will inform the consumer
regarding the same and prompt the consumer to try again. Then the user is authorized
and is able to access the new connection and complaints section. Users can be login
in two ways, through the image or through the consumer number and password. The
image section is further explained in detail in the second section.

New Connection/Complaints:

On this page, user have the list of all the steps to be followed to pursue either of
the two options. Further, he can use voice command to fill the application for his
desired option. Details provided by user will be saved in database for future use.

4.1 Methodology for Section 2

We will provide to user two types of Login phase. The first one is “Image Recogni-
tion” and another Login by “Consumer No. and Password”. If user wants to login by
image then user can take picture or upload an image. Once the image matches with
database, the user can login. Alternatively, user can login by providing the consumer
no and password. These details can be typed or provided by voice command (Figs. 2
and 3) [1].

Create Model

We will build a network. We will use a sequential model. We can stack the layers
by adding the desired layer one by one. We will use the Dense layer, also called the
fully connected layer since we are building a feedforward network in which all the
neurons from one layer are connected to the neurons in the previous layer. We will
add the ReLU activation function, which is necessary to implement non-linearity in
the model. This will help the network to learn non-linear decision boundaries.

Configure Model
We will configure the optimizer to be the RMSrop algorithm. We will also specify
the matrix (accuracy in this case) that we will track during the training process.

Train Model
In this step we will train the data. It will be done by using the fit() function in
Keras. User image will be verified in training model.
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Fig. 4 Login interface

ConumerNo. [ ]
password [

Login

Result

User will get the result (Fig. 4).

User will input their consumer number and password in the login interface. This
consumer number will go and hit the API; API will serve as an intermediary to fetch
the details. For the alert voice response, we will use python PyPi beepy. Beepy is a
Python language module that allows users to easily play notification. Beepy relies
on a Python package called simpleaudio, which can be also be installed using: pip
install simpleaudio [2].
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Assessing the Impact of Integrating )
Electric Vehicles and Solar Rooftop L
Photovoltaic System into the Power
Distribution Network

G. V. Hanumanth Raju, E. V. Mallik, K. V. Harikrishna, and P. Sagar Singh

Abstract This paper presents our analysis of the impact of integrating electric vehi-
cles (EVs) and rooftop photovoltaic (RTPV) on the power system distribution feeders
at the 11 kV level. For the assessment, we selected a sample urban feeder that served
both domestic and commercial consumers within Bengaluru city limits. The EV-
demand projection was considered on the basis of a report by Indian Institute of Tech-
nology, Kanpur, while the RTPV potential was estimated using CSTEP’s Rooftop
Evaluation for Solar Tool (CREST). The feeder was modelled and simulated using
the Electrical Transient Analyzer Program (ETAP) software tool. Various load-flow
scenarios were run to analyze the feeder capability for integrating EVs and RTPVs
for horizon year 2025. The simulation results reveal that the selected feeder will be
critically loaded due to the EV-charging demand, during the evening peak hours.
With optimal integration of RTPVs and daytime EV charging, the increased demand
can be met without augmenting the feeder capacity.

Keywords Feeder - Electric vehicle - Rooftop photovoltaic - Distribution
transformer

1 Introduction

The emerging technologies that employ renewable energy sources are crucial for
India’s clean energy transition. However, since their inclusion involves a changeover,
these technologies have to work alongside the conventional systems till the required
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infrastructure is ready for their large-scale employment. Therefore, while integrating
these technologies into the system, it becomes necessary to understand how they will
impact it. Here we talk about two emerging technologies: electric vehicles (EVs) and
rooftop photovoltaic (RTPV), and assess their impact on the distribution network
infrastructure, in terms of feeder capacity, loading of distribution transformers (DTs),
and feeder losses. While several studies have highlighted the potential of EV and
RTPYV, few have assessed their impact on the grid. This was our motivation for
conducting a feeder-level power flow analysis.

Considering the potential growth of EVs in the urban sector, an 11 kV urban feeder
was selected for the analyses in Bengaluru city. The 11 kV Hanumanthappa/F-05
feeder that emanates from Jayanagar 66/11 kV GIS substation, has a total feeder
length of 4.54 km, and 52 distribution transformers (11/0.44 kV). Our study assesses
the effect of integrating the projected EV and RTPV capacity into the Hanumanthappa
feeder for horizon year 2025.

2 Process and Methodology

2.1 Data Collection

A field survey was conducted to collect the relevant data for the 11 kV Hanu-
manthappa feeder. The survey traced the feeder path from the substation to the
DT level, and collected information on conductor type and capacity; section-wise
length of cables/overhead lines; details of the 52 DTs; Distribution Transformer Life-
cycle Management System (DTLMS) code; energy consumption; and geo-location
(latitudes and longitudes).

2.2 Power System Model

The entire feeder, along with the loads for each DT, was modelled in Electrical
Transient Analyzer Program (ETAP) power system simulation software. Figure 1
shows the snapshot of the feeder model.

2.3 Power Flow Analysis

This was done to benchmark the model for a particular instant in April 2019, to
mimic the real-time loading conditions. The benchmarking was done by comparing
the real-time power flows with the simulation results. This was followed by the
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Fig. 1 Snapshot of the feeder modelled in ETAP

analyses for horizon year 2025 considering different load-generation scenarios, using
the Newton—Raphson method.

3 Data Analysis and Assumptions

An hourly load profile of the feeder was analyzed for a typical day in the month of
April, 2019, showing an evening peak of 3.9 MW at 19:00/20:00 h, and a morning
peak of 3.8 MW at 12:00 h. Off-peak hours were observed from 1:00-6:00 h. This
is shown in Fig. 2.

For the analysis, we:

e considered 40% growth in EV load by 2025 in Bengaluru [1]. Additional EV load
at evening peak in 2025 is 1.9 MW for the particular feeder.

e considered 3.20% as CAGR for peak-demand forecast for Bengaluru in the year
2024-25 [2]; assumed feeder loading of 4.7 MW at 19:00/20:00 h at evening peak
scenario.
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Fig. 2 Hourly load profile of Hanumanthappa feeder

Table 1 Summary of the scenarios considered in the study

Scenario 1 2 3 4 5
EV No No Yes No No
RTPV No No No Yes Yes

e considered morning peak on the feeder as 4.6 MW at 12:00 h in April 2025 for
RTPV scenarios.

e Considered feeder maximum loading capacity as 6.85 MW.

4 Scenario Details

The following scenarios were analyzed, as summarized in Table 1.

1. Base Case: Feeder analysis for 2019 network conditions.

2. Business as Usual (BAU)—2025: Forecasted demand growth of CAGR 3.2%

for base-case scenario, without EVs and RTPVs.

BAU—2025 with EV: BAU demand, with estimated EV demand.

4. BAU—2025 with RTPV: BAU demand, with total RTPV potential equal to
90% of total DT loading and estimated EV demand.

5. BAU—2025 with RTPV: BAU demand, with total RTPV potential equal to
80% of total DT capacity and estimated EV demand [3].

»

5 Results and Discussion

The simulation results for the different scenarios are given in Table 2.
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Table 2 Simulation results of different scenarios
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Scenarios | Feeder loading (organic EV load
load)

RTPV potential

Results

1 3.9 MW n/a

n/a

Feeder loaded up to 57%
of its rated capacity
Feeder can handle an
additional load of

2.96 MW

One DT is critically
loaded

2 4.7 MW n/a

n/a

Feeder loaded up to 68%
of its rated capacity
Feeder can handle an
additional load of

2.16 MW

One DT overloaded

3 4.7 MW @ peak scenario | 2.1 MW

n/a

137 EVs (total load

2.1 MW) can be
connected for charging at
peak instant

Feeder critically loaded to
100% of its rated capacity
Another feeder required
to bifurcate the load
Three DTs overloaded

2.7 MW @ off- peak 4.2 MW
scenario

n/a

269 EVs (total load

4.2 MW) can be
connected for charging at
off-peak instant

Feasible time for
charging the EVs is 22:00
to 8:00 h

4 4.6 MW @ daytime n/a
peak-load scenario

4.24 MW

During morning peak
scenarios, RTPV

(3.96 MW) meets most of
the demand; rest met
through grid (0.65 MW)
Additional 2.25 MW of
EV load can be connected
for charging during the
daytime peak load

(continued)

It can be seen that irrespective of EV integration, the load on the feeder increases
in the year 2025. In scenario 3, an EV load of 2.1 MW, equivalent to 137 EVs (69
two-wheelers, 7 three-wheelers, and 62 four-wheelers, of 3, 9, and 30 kW, respec-
tively) can be charged at peak instant, while at off-peak instant, 4.2 MW of EV load,
equivalent to 269 EVs (135 two-wheelers, 13 three-wheelers, and 62 four-wheelers,
of 3,9, and 30 kW, respectively) can be charged.
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Table 2 (continued)
Scenarios | Feeder loading (organic EV load | RTPV potential | Results

load)
5 4.6 MW @ daytime peak- | n/a 9.56 MW * 100% of feeder load met
load scenario through RTPV generation
* Excess RTPV generation
of 4.90 MW injected back

to the grid substation

* Additional EV load
(2.25 MW) can be
connected for charging
during the daytime peak
load

As the feeder loading increases, the Transmission and Distribution (T&D) losses
at feeder level also increase. With the load increasing from 3.9 MW in scenario 1, to
4.7 MW and 6.58 MW in scenarios 2 and 3 respectively, the T&D losses increased
from 0.78, to 0.94% and 1.34%, respectively.

The T&D loss (0.36%) in scenario 4 is comparatively negligible, owing to the
integration of RTPVs near the load center. However, in scenario 5, the T&D loss
is very high (1.18%), caused mainly by the excess RTPV generation (4.908 MW)
exported back to the grid.

6 Conclusion and Recommendations

The analyses lead to the following conclusions and recommendations:

e A feeder-level analysis is mandated for identifying the actual value of EV and
RTPV that can be integrated at the feeder level.

e The high uptake of EVs warrants integrating RTPVs at the feeder level to ensure
peak shaving.

e Daytime EV charging is recommended, as RTPV generation is high during the
day, enabling it to take care of the increased load, and thereby avoiding additional
infrastructure cost.

e For successful integration of EVs and RTPVs into the grid, DISCOMs should
focus on load forecasting and the associated infrastructure planning.
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Key Learnings from a Successful AMI m
Project in Indore (Learnings from Smart | @
Grid Projects)

Hiranmoy Mukhopadhyay, Ajay Sinha, and Navdeep Sharma

Abstract Advanced metering infrastructure (AMI) is one of the foundation pillar
of Smart Grid. It is not only designed to collect, analyze live data and bring losses
down on monthly basis but it has host of other benefits to consumers which leads
to an adaptive, intelligent, smart and collaborative grid. Effective implementation of
an AMI project encompasses much more than installing just the smart meters like
any other conventional metering projects. An AMI project will succeed only when
three pillars of the project viz. Technology Selection, Contracts and Execution and
Operation—form an equilibrium. This is where the role of a Systems Integrator is
so very important. Indore AMI project covering 120,000 Smart Metering nodes is
well accepted as the most successful project in India so far in similar size. This
paper brings out the Key Success factors of the project from an SI's perspective.
It deliberates on the possible challenges faced in all the three areas of Technology,
Execution and Operation and how a deep-rooted Project execution methodology and
customer collaboration helped to anticipate, handle and mitigate challenges. The
paper also brings out clearly how the choice of SI is directly linked to the success of
a project of this nature and how it tracks and helps to achieve an attractive Return
on Investment (ROI). These learnings can be emulated to all other AMI projects to
achieve a fast and successful rollout.

Keywords AMI + Smart metering - Hybrid communication - Systems integrator
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1 Introduction

The System Integrator plays a significant role in any successful rollout of AMI
Project. AMI system is not a meter installation activity, rather it is an integrated IoT
project with an end-to-end connectivity, including seamless integration with various
IT and OT applications to run a modern Utility. Analytics is an integral part of
the system which drives utility towards better operational efficiency and customer
satisfaction. To achieve this, an equipped and capable Systems Integrator with a
sound technical backbone plays a pivotal role.

2 Project Informartion

For the deployment of AMI solution, MPPKVVCL selected Indore city area which
covers approx. 120,000 electricity consumers in the area of 225 sq.km. The project
area covers 15 zones which comprises 42 high loss feeders of Indore city having
billing efficiency of less than 80%.

3 Scope

The project started with initial phase of 75,000 consumers and based on the success,
it got extended to 120,000 consumers. System integrator was responsible for effec-
tive implementation of end to end solution for 120,000 Smart meters with best
levels of SLA for each data set. System integrator started the technical evaluation
of different technologies available in the market to get the best outcome and to
ensure the compliance of defined SLA. After complete technical evaluation and site
survey, system integrator suggested a hybrid communication model to the Utility.
The proposed communication model comprised of a combination of RF canopy and
Cellular through gateway’s along with Cloud based IT Infrastrcuture.

This project included various integration of Smart Meters to Head-End
System (HES) to Meter Data Management (MDM) to Mobile app and Consumer
Portal. Integration with existing legacy system like RAPDRP applications mainly
Billing and Energy audit system was also done.

Broad scope of the Project comprised of following supplies and services:

e Single phase, Three phase WC & Three phase LTCT Smart Meters complying to
1S16444 standard

— nos.
— nos.
— nos.

e Network Interface Card for integrating with Smart meters—nos
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Fig.1 Journey [1]

4

Establishment of RF Canopy within Unlicensed Frequency Band of 865-
867 MHz for 15 Zones covering 225 Sq. Km Area of Indore city.

Field Implementation of Smart Meters and communication infrastructure.
Deployment of Application software in cloud infrastructure (MEITY empan-
elled).

Last Mile connectivity and Backhaul integration thru MPLS.

Integration of MDM with Existing MDAS and Billing System for comprehensive
Management reporting.

Facility Management Services (FMS) for 5 years.

Advisory Services for Dashboard Designing, KPI Monitoring, Data Analysis
and Preparation of Action Plan for Loss Reduction, Handholding and Capacity
Building for Utility’s core team to Manage the project (Fig. 1).

Handling the Challanges

Major challenges, whose mitigation played a critical role in the success of the
project were.

A.

Change Management
Mitigation of site implementation concerns of the field team (utility end):

— Training on the Smart meter and related applications gave confidence to the
filed team thus clearing doubts on the implementation challenges.

— Proper planning and engaging the local authorities in potential disturbed
areas.

Mitigation of end user concerns on increase in bill amount with the smart meter
replacement:

— Check meters installed along with the old meters to showcase the accuracy.
— Advertisement through print media projecting benefits to end users.

Auvailability of correct field level data
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*  Site survey was conducted prior to installation to achieve accurate consumer
coordinates and network planning data. This ensured better network mapping
and effective establishment of RF Canopy.

C. Infrastructure Availability

*  Storage and Testing setup:

— With unavailability of proper storage area for the 120,000 meters, SI
deployed professional experts for maintaining warehouse. This warehouse
included customized inventory management applications and extended ERP
to meet the statutory requirements. This further facilitated the Testing and
Installation activities to meet the accelerated schedule.

— Tomeet 100% testing at Utility meter testing lab, additional setup was recom-
mended to be implemented in the Lab and manpower was augmented to
complete the testing process as per project schedule.

D. Logistics
Logistic coordination which facilitated smooth execution through usage of
Smart Logistic software tool:
*  Manufacturer location to Site warehouse.
»  Site warehouse to Utility testing labs and back.
»  Site warehouse to Intstallation sites.
* Installation site to utility’s store for smart meter.
E. Co-ordination with All Stake Holders (Fig. 2).

OEM-Smart Network service

Meters providers

Cloud service
provider e [ Yt Utility team

(Field &HO)

Fig. 2 Ceritical role of SI: coordination [1]
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F.  Availability of Skilled Manpower

This being the first of its kind project, there was a shortage of skilled
manpower in executing site activities. However, with proven set processes, the
SIfacilitated in identifying manpower and sharpening the skills through regular
classroom and onsite training. Skilled and unskilled manpower deployed for
smooth execution of the project were:

*  Project Manager

*  Project Leader

e  Planner

*  Site Manager

*  Circle coordinators

e Domain Experts

*  Data operator

e Store manager

*  Storekeepers

e Team of Skilled technicians and helpers.
G. HES & MDM Integration

HES & MDM integration is an important milestone for success of

such projects. Activities are covered through this integration include:
* Integration with Technical Master Data.
* Integration with Business Master Data.
e Individual data set wise integration for metering parameters.
*  Execution of schedulers.
*  Control of automatic and manual commands.
*  On-demand command execution.
*  Bulk or Individual command execution.
*  Management of Role and Authorization for users.
* Attribute change management.
H. Socio-political Challenges:

The project was not only about implementing a technical solution, but also to
initiate a transformation in the relationship between Utility and consumer. From
the era of receiving and paying monthly bills, consumers are now equipped with
their actual consumption data on near real time basis through the mobile App
and thereby, enabled to take conscious decisions to control their spends. Simi-
larly, any blackout or anomaly is immediately visible at utility end. However,
this transformation has direct impact on the socio political dynamics. While the
honest consumers are happy about this transparency, the elements who were
used to adopting malicious means to avoid paying for consumptions, tried their
best to create impediments. On the other hand, some consumers had few appre-
hensions on the accuracy of these meters and feared increased bills which was
clarified in course of time.

All these challenges were taken care by transparent and cohesive actions by
Utility and SI. Meter operations were demonstrated to sample consumers to prove
that consumption was accurately recorded. Similarly, eliminating human interface
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with miscreants and using technology to control and disconnect their connections
was very helpful to clear up payments issues.

5 Key Succes Factors

The key success factors of this project can be categorized into:

A. Right selection and deployment of technology.
B. Impeccable Contracts management.
C. Operations and Execution excellence.

5.1 Technology Selection

Based on the geographical conditions and site survey, our expert team evaluated
the different communication technologies available in this space and suggested the
most effective solution which was hybrid communication (RF + GPRS). Also, team
deployed various technological advancements in this project for speedy and accurate
installations like.

Mobile Meter Replacement App.

Digital Stock Reconciliation platform.
Development of MDM as per utility requirement.
Digital MCR.

Real time meter reconciliation tool.

Tracking of meter life cycle.

5.2 Contracts Management

Right contracting is a mandatory attribute of a successful project. Drafting and nego-
tiating a win—win contract with various partners created an eco-system amongst
the partners for long term success of the project. It provided a space to all the indi-
vidual parties to serve the end customer with the ownership of their respective scopes.
Technology partners, OEMs and Service providers facilitated smooth execution of the
project. Various tools like MS Project, Power BI used for monitoring timely progress
and advance information on possible bottlenecks helped unscheduled stoppages or
hindrances to the progress.
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5.3 Operations and Executions

e Consumer Master:

— Utility shared the Feeder Wise Consumer Master Data with SI.
— MDM team ran the sanity check and displayed the Consumer Master Data on
Mobile App.

e Field Installation:

— ST’s field team identified the location to install the Smart Meter using IVRS in
Mobile App.

— Used Mobile App to enter the New Meter Sr. No., Old Meter Sr. No. and Seal
Information against IVRS.

— Quality check by Utility for Installation Practice and Sealing of Meter.

— Data was saved and paper receipt was printed for acknowledgment from the
consumer.

e HES & MDM:

SI team did the Data Validation.

— Validation logics for IR, FR, duplicity etc.

Checked the comms with Meter, IS, BL, Daily samples verified by Utility and
SI.

After the above, MDM started displaying meter reading data.

e Billing:

— Monthly Billing data started flowing to Billing Engine of Utility.
— Bill information made available on Consumer Mobile.
— Consumer could pay the bill online using Credit/Debit Card or Mobile Wallet.

6 Key Learnings—Role of System Integrator

e Utilise available Project Management expertise/experience

— Miicro level clarity of Scope.

— Awareness of geographical conditions.

— Technology adoption and innovation for process improvement and ease of
execution.

e Focus on Contract Management and Partnerships

— Strong Contracting with Partners.
— Short, efficient and transparent procurement process.

e C(Create efficient and responsive site management process

— With clarity on execution workflow.
— Less turnaround time to deploy resources.
— Allocation of right skill set.
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e Involvement of Domain Experts towards

— Designing system architecture.

— Integration methodologies.

— Design & deploy value-added services like Analytics, Revenue Protection
System etc.

— Robust testing of end to end system.

7 Way Forward

It is important for the Utilities to appreciate the role of a technically sound SI who
would become their partner for the AMI deployment. It should not be seen from the
lens of a traditional meter supply and installation job.

It is also to be understood that after the award, the SI-Utility duo needs to work
as partners with complete ownership to achieve the result of the project, rather than
getting entangled in bureaucracy of contract terms.

Based on the practical experiences, it is true that just selection the most reputed
OEMs does not guarantee a successful AMI project. There needs to be perfect
harmony amongst all of them along with the Utility—which is the role of a sound
SIL.
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Abstract Drones are considered as one of the aspects of energy industry. Under
the Robotics heading, there are six categories which includes Al, automation and
IOT. Drones are considered as a broad spectrum pertaining to emerging technology.
Drones are very effective tool with the right sensors for data collection. Through the
Drone Inspection process data collected through Drone inspection process can be
protected and analyzed. Power sector is realizing that condition-based maintenance
and running assets has consequences and will not be acceptable. Organizations can
also use Drones effectively to enhance safety at project sites as one can constantly
monitor real time data and notice the safety violations, if any which may have negative
impact on the overall project execution. Considering the Serious injury and Fatality
rate in Electricity as a utility, to tackle various high risk jobs, implementation of
Robotics is the way forward across globe. This paper highlights the scope of drones,
implementation of robotics and artificial intelligence in various dimensions on the
power sector.

Abbreviations

SIF  Serious Injuries and Fatality
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1 Key Areas of Work

In the power distribution, Drones can also assist for following activities

(1)  Surveying (Detecting underground utilities before trenching thru GPR (Ground
Penetrating Radar) system).

(2) Measuring and monitoring depths of excavation and prompting in case of
deviations (typically in underground power distribution network).

(3) Identification of hazards.

(4) Documenting job progress and prompting if the work is difficult for working
party.

(5) With the light, Heat and temperature sensors it enables project in charge to
monitor the parameters.

(6)  Access to confined spaces/places which are not accessible.

(7)  Supporting tool during working at height/Scaffold inspection.

(8) Immediate inspection of the premise/consumer sub station/meter rooms caught
in fire/short circuit which is not immediately accessible for humans (Fig. 1).

1.1 Surveilance Through Drones

With 4 K HD Cameras with infrared capability, 24 x 7 surveillance can be achieved
through Drones [2] As the GPR (Ground Penetrating Radar) system is taking evolu-
tion, Terra Drone Indonesia has recently completed pilot project—a Drone equipped
with GPR system by scanning the areas which has potential hazards, locate under-
ground utilities, detect pipeline leaks or gauge condition of assets [3] (Figs. 2 and
3).

1.2 Robotics at Receiving Stations or Distribution Substations

e Industrial Robotic arms coupled with iOT can be adopted assisting following jobs

A. High Risk jobs such as during power outages.
B. Ooperating a discharge rod.
C. checking the Phasing before charging the feeder.

For illustration purpose, industrial robotic arm is represented below.

All the above high-risk jobs can be easily done by virtue of implementing an
industrial robotic arm without a physical human touch present during the said jobs.
This eliminates any risk to human life.
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Fig.1 Drone maps, along with ground photos and site videos, are uploaded into Fulcrum in order

to create a complete inspection record [1]

1.3 Robotics and Drones in Transmission Lines and Projects

Addressing Tree trimming challenges in transmissions lines and various associated

projects through implementing Drones and Robotics.

e Combination of industrial robotic arms (as illustrated in Fig. 4) coupled with

climbing robot can be effectively used in transmission lines.

e While working at height for tree trimming or associated activities or to achieve
and execute desired operation and maintenance, assistance of industrial robots

ensures safety.
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Fig. 2 UAV drone equipped
with 4 K HD cameras with
infrared capability for
surveillance [4, 5]

Fig. 3 Pilot project—drone equipped with GPR (ground penetrating radar) system [3, 4]

e It also eliminates any possible hazard (slip trip fall) to human life while tree
climbing or tree trimming activity (Fig. 5).

2 Understanding Serious Injuries and Fatality Rate
in Power Sector

A recent report indicates that Utility sector across the globe is at extremely high risk
of very serious injuries as well as fatalities.
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Fig. 4 Illustrative industrial
robotic arm [6]

Fig. 5 Illustrative climbing
robot [6]

As per the report, SIF (serious injuries and fatality) rate in utility sector is on
higher side compared to rest of the industries such as manufacturing, construction,
FMCG or mining etc. [7].

Major reason behind this is partly because utility staff most of the time deals with
extremely high hazardous environment. For example, working at height, confined
spaces, vicinity of live circuit, EHV/High voltage environment, presence of toxic
gases etc. (Fig. 6).

Itis evident from the above table that Electricity as a utility has the second highest
serious injuries and fatalities rate i.e. 32% followed by 26% for Gas [7].
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Fig. 6 SIF exposure rate SIF* Exposure Rate
across various utilities [7] (*Serious Injuries & Fatalities)

Gas NN 060
Electricity G 3%
Water IR /2%

0% 10% 20% 30% 40% 50%

Humans being one of the most valuable assests for the organization, there is a
need for line of thought how these incidents can be eliminated or reduced to greater
extent.

Acccording to the author R. Scott Stircoff, only procudures and intensive training
are not sufficient for eliminating fatalities and serious injuries [7].

It may be noted that SIF is defined as life threatning, life altering and fatal incidents
at sites or designated work places [7].

3 Arising Need for Implementing Robotics and Drones
in Power Sector

e Robotics and Drones can play extremely crucial role to tackle risky operations,
assets which are difficult to access for humans, and maintaining these crucial
assets for improving efficiency [3, 5, 8].

e As per the reports of GlobalData, a leading data analytics organization it is learnt
that robots and drones are set to enter the power sector and exploring different
applications like Distribution, transmission, wind, solar, thermal hydro power etc.
[8].

e Key applications:

Daily inspection.

Reaching 100% automation.

— Achieving remote maintenance.

Handling very critical—nuclear operations [8].

4 Emerging Trends in Robotics and Drones in Power
Sector Across Globe

e Commercial drones typically designed for utilities, especially power sector is set
to enter the market very soon.
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Fig. 7 LineScout climbing
on live power lines for
routine inspection [9]

® R4 Robotics, ULC Robotics and MIR (Mobile Industrial Units) are aiming at
bringing disruptive trends in power sector.

e MIR Robotics is expected to be the front runner which shall be adopted for
inspection of high voltage power lines [8].

e LineScout is the product which is specifically focusing on executing various
maintenance activities associated with live transmission lines [8] (Fig. 7).

5 Conclusion

It is evident that Robotics along with the intelligent Drones will shape up the future
of power sector with cutting edge technology thereby enhancing safety at sites,
monitoring projects effectively thereby achieving considerable cost reduction and
other overheads associated with project cost. As implementation of Robotics and
Drones getting more prevalent, utilities such as in power industry will have to update
themselves with the emerging trends of Robotics and Drones which will directly
infulence the demand patterns as well as distribution network requirement. Robotics
and Intellignet drones are gearing up to disrupt the power sector with cutting edge
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technology thereby ensuring safety as well as greater precesion and control over the
various projects as well as various operation and maintenance related activities.
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Two Capacity Transformer for Technical m
Loss Reduction e

Keshav Raghav, Sanatan Kumar, Krishna Porwal, and Tarun Singh

Abstract This paper proposes a modification in distribution transformer design to
reduce losses occurring inside transformer during light loading conditions. Month
wise Loading analysis of a particular financial year of all distribution transformers
installed in network of TATA Power DDL was done to identify the light loading
periods and under loaded transformers in the system. Further All day efficiency of
transformers was calculated to establish their inefficiency during under loaded condi-
tions. Further modifications in design of winding, their termination methodology
inside tank and inside terminal box is discussed to operate transformers efficiently
throughout the year. In the end analysis of efficiency with new design is done.

Keywords Distribution company (DISCOM) - Distribution transformer - System
average interruption duration index (SAIDI) - Aggregate technical and commercial
loss (AT and C) - TATA power DDL (TPDDL) + Consumer satisfaction index
(CSI) - Smart meters - Single line diagram (SLD) - All day efficiency + Current
transformer (CT) - Output (O/P) « Input (I/P) * Iron loss (Pi) - Copper loss (Pc)

1 Introduction

Transformers are primary units of Power distribution network. Also with high number
of units installed in the system their efficiency has major impact on technical loss
occurring in the system. Power Distribution Sector is a major loss-making Sector
which adversely affects the economy of a country. Two main Causes of high Technical
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loss are Low Efficiency of Power equipment’s (Transformers, Lines, Distribution
Boxes, Cables etc.) and their Poor Power Quality. Load in the distribution network
is fluid and hence while network planning considerations are made on power factor,
total installed capacity and load growth in near future.

When transformer Unit sizing is done we take the total installed capacity of
the locality/building into consideration. Load in the distribution network changes
throughout the day and there is major drop in load with changing seasons. We get
peak demand during summers and as we move towards rainy or winter Season the
load comes down to 30—40% of peak. Thus the transformer unit installed on site as
per summer peak is under loaded for rest of three quarters of the year. Distribution
transformers remain charged for whole day and hence they are designed to operate
for maximum efficiency on 50-70% of loading thus under loaded transformers run
inefficiently during rainy and winter season.

In this paper design of split winding transformer is discussed to achieve maximum
efficiency at light load conditions.

2 Annual DT Loading Analysis

Power flow in lines varies throughout the day. DT installed at consumer end trans-
forms voltage for feeding consumers at reduced voltage. Smart Energy Meters with
CT installed on low voltage side of transformer measures power output of the trans-
former. At regular intervals these meters send data of energy flow through the
transformer and using this loading on DT is captured. Using these data collected
throughout the month maximum and minimum loading on DT is extracted. We
collected monthly data of FY 19-20 of approximately 3900 nos of distribution
transformers installed in 510 kms? area of TATA Power DDL (Fig. 1).

In peak summer periods around 70% of transformers were 30-90% loaded and
hence operating on optimum efficiency and capacity. As the climate cooled and winter
stepped in loading of transformers decreased and only 20% of total transformers were
on optimum loading condition.

3 All Day Efficiency of Transformer and Maximum
Efficiency

Transformer have two types of losses, One is fixed at all loading conditions which
we call Iron Loss and other which varies with load known as copper loss.
Distribution Transformers are connected directly to load, which fluctuates
throughout the day. As the copper loss occurring inside transformer varies all day
hence efficiency of distribution transformer can be judged by some special means.
Hence efficiency of distributions transformers is defined as All day efficiency. All
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Transformer Loading Analysis
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Fig. 1 Loading analysis of 3600 No’s of DT

day Efficiency is ratio of output energy in 24 hours to Input energy in 24 hours.

Output Energy(In 24 Hours)
Input Energy(In24 Hours)

All day Efficiency of Transformer =

As we are calculating efficiency at fixed loading conditions hence for this paper
we will consider general formula for calculating efficiency, which is ratio of output
power and input power lined to transformer.

Output E
Efficiency of Transformer = WP ZReTEy
Input Energy

This formula of efficiency can be further defined in terms of losses as,

O/P Power

Efficiency of Transformer = -
O/P Power + Pi + Po

where,

Pi = Iron Loss Occurring in Transformer

Pc = Full Load Copper Load in transformer

Differentiating above equation with respect to load current gives us condition for
maximum efficiency. For efficiency to be maximum the Iron Loss occurring in the
transformer must be equal to copper loss.

R = Winding resistance

For Maximum Efficiency Pi =Pc

Iron Loss remains constant throughout and Copper loss varies with changing load
and thus Pc at X % loading (Load at which maximum efficiency occurs) can be said
to be X?Pc. Thus, for Maximum efficiency
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Pc

X=,—

Pi
Distribution transformers designed for a maximum efficiency at 60% to 70% of

full load. As transformer runs all day therefore, transformers are designed to have
lower Iron loss.

4 Design Modifications

The conductor constituting transformer winding is wrapped around the core. Each
limb of core holds both Primary and secondary winding of a phase which are super-
imposed over each other. The high voltage winding is wound over the low voltage
winding, tap changers are provided in high voltage winding which changes number
of turns of only HV side to vary voltage of Transformer. In distribution transformers
each phase winding is split into multiple stacks, which are further interconnected to
each other and other phases by bolting or brazing inside the transformer tank (Figs. 2
and 3).

As distribution transformer loading reduces much below 50% during winter and
rainy seasons hence transformers installed in distribution network are inefficient for
almost 3 quarters of each year. Under light loading conditions by reducing number
of turns of both HV and LV Side of transformer we can reduce winding resistance
which brings down the copper loss inside transformer.

Fig. 2 Overlapped LV and HV winding of transformer
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Fig. 3 Internal view of transformer

As of now, we have tap changer inside transformer which enables us to vary
voltage by changing number of turns of only High Voltage Side of Transformer.

If we bring terminals of one or two stacks to termination box, we can vary the
number of turns of both HT and LT Side.

This would change the winding resistance and Full load copper loss or indirectly
make our transformer underrated which will help us to operate it efficiently under
low load conditions (Fig. 4).

5 Terminal Box Alterations

The Proposed changes in termination methodology of winding stacks in transformer
core demands certain alterations in termination box. The terminals R4 to R6, Y4
to Y6 and B4 to B6 which were earlier terminated inside core are to be exposed to
termination box along with R1, Y2, and B1 as earlier (Figs. 5 and 6).

Using this methodology we can change the number of turns of both HT and LT
side of transformer and reduce the transformer capacity.
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Fig. 4 New internal winding terminations of HT side
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Fig. 6 New LT termination box

6 Conclusion

If by using our method we reduce number of windings turns to half (Keeping turns
ratio constant), thus new winding resistance (R’) will be R/2.
Thus, Full load Copper loss Now will be

L 1
Pc=|=)Pc
2

And, our transformer capacity now will be 1/2 of earlier. Now, we will get
Maximum efficiency at loading X’ (Considering earlier maximum efficiency (X)
occurred at 70% loading)

X = | P —X*\/I—098
SV GPe V2

So, we get our maximum efficiency at 98% of Loading of our 1/2 rated
Transformer. Let us understand this with an example.

If our transformer is 990K VA,

Loading for Maximum efficiency (X) = 693KVA

Winter loading of Transformer be 45% of Rated = 445 KVA New reduced KVA
=990%1/2 = 495KVA.

New Loading for Maximum efficiency (X’) = 0.98%495 =

485KVA

Thus, by using this we can operate our transformer to loading near to its maximum
efficiency.
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Also, by reducing the number of turns here we reduce the occurring copper loss
in transformer by 50%. At full load guaranteed copper loss of 990KVA NUCON
Transformer is 6400 W.

Thus under present scenario at 45% loading the load losses are 2880 W, and by
using this methodology which can be brought down to 1440 W which is 1.44KWH,
this saves. 138.24 units monthly (As per DERC Supply Code LDHF for Domestic
load).

Acknowledgements The Authors want to thank Mr Nilesh Kane (Head UC and DOSEC TATA
POWER DDL) for his helpful discussion and guidance.
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Experimental Study on Improvement )
of Power Generation in Building L
Integrated PV

Lakshmi Santhanam and Balaji Lakshmikanth Bangolae

Abstract Building integrated Photovoltaic (BIPV) is emerging as a promising
pathway for green zero energy buildings where it can replace traditional construc-
tion material and generate electricity at the same time. Though BIPV is at 1% of
solar installations globally, with the right incentives and regulations in place it can
quickly accelerate. We know that a solar panel is known to perform the best when
it is south facing and is latitude tilted (it produces 1500 Kwh/Kwp). However, in a
BIPV system an East or West facing building facade obtains sunshine for only one
half of the day and gives a yield of only 800 Kwh/kwp (Won Jun Choi, Hong Jin
Joo, Jae-Wan Park, Sang-kyun Kim, Jae-Bum Lee, Power Generation Performance
of Building-Integrated Photovoltaic Systems in a Zero Energy Building, Energies
2019, 12, 2471; doi:10.3390/en12132471). The primary challenge in BIPV is that
the panels have high capture losses due to the sub-optimal orientation of the panels
and thermal related losses due to the lack of air spaces. At Renkube we intend to solve
the challenge of improving the energy production in a vertically mounted panel. We
have developed an innovative PV panel design that can increase the energy produc-
tion of BIPV modules by upto 20% for different wall orientations. Our panel uses
patented geometric patterns created on the top surface of the glass to better capture
more sunlight coming at an oblique angle of incidence and redirect it to the solar cell.
We provide detailed simulation studies conducted for different building wall orien-
tations of our BIPV panels and for different locations from Singapore to Laddak.
We also highlight the annual performance and seasonal gains of our panels. This
technology has potential to further reduce the installation prices of the BIPV system.

Keywords Solar PV - Optical solar tracking + BIPV - Wall mounted - Optical
tracking + Motion free optical tracking
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1 Introduction

Solar energy is the most promising renewable energy and has made rapid strides in
deployments in the past 20 years. Worldwide we have today about 630 GW installed
so far. Yet, the integration of solar with building known as Building Integrated PV
is a meagre 1% of the installation. The primarily growth inhibitors are the cost and
performance consideration.

There is no definite consensus on the definition for Building Integrated PV “one
that acts as both a building material and a device that generates electricity” [2]. There
is a broad spectrum of BIPV products suited for slanted rooftop on mounted config-
uration or as an integral structure like a shingle, facade, glazes, tiles etc. Figure 1
shows various possibilities in the integration of a BIPV panel with the building archi-
tecture as published in [2]. Till 2017, BIPV markets existed in the US and Europe;
but is slowly picking up in India by leading building developers and solar installers
like Onyx Solar. India with its dense urban population and high-rise building has a
huge potential for adoption with the right push from the Indian government.

There are several design choices with improving efficiency in BIPV glazed facade.
One focus area is to reduce the thermal losses in BIPV system with a natural or
forced air circulation in the ventilated air gap as in a double ventilated fagade [3, 4].
Another research [5] talks about the extraction of heat underneath panel by liquid
heat transfer media and supply it to heat the buildings. These research in literature
claim an improvement in the overall efficiency of PV module by about 2-5% with
air or water-based cooling.

Renkube has developed an innovative solar glass with complex geometric patterns
created on its surface to collect more sunlight. As capability of tracking the sunlight is
enabled in the solar glass, we call this as Motion free technique called as Motion Free
Optical Tracking (MFOT) technology. It operates just a like physical and mechanical
trackers that keeps following the sunlight. But the same is achieved in a stationary
manner with a complex geometric glass design. Another important aspect of our
MFOT is that it is the only light redirection technology available for traditional solar
cells with can tolerate only 1 sun illumination or 1000 W/m? illumination.

Least integrated More integrated Fully integrated

(Open rack-mounted PV) (Close roofrack-mounted PV) (Direct-mounted BIPV,
multifunctional)

Fig. 1 Integration of BIPV panel in a residential rooftop Source Building energy 2011, DOE 2011
[1]
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In this study we analyze a BIPV panel with MFOT technology over a plain BIPV
system across various performance metrics:

Including (i) Annual gain, (ii) Seasonal gain for different orientation of the
building facade. The east and west facing facade have similar behavior where in
MFOT gives 20% gain over a traditional BIPV panel. These results are presented
and discussed for four geographic location namely Singapore, Bangalore, New Delhi,
and Laddak.

2 System Design

A solar panel generates peak rating of the power only when the sunlight is incident on
it at normal (perpendicular) incidence. A traditional rack mounted fixed tilt system
has an energy generation pattern like a bell curve as shown in Fig. 2; wherein it
generates peak power at noon with only 50% energy generated at early morning
(9am) or late afternoon (3 pm).

However, in case of a BIPV system, when the panel is mounted on the building
facade, the incidence angle on the panel is determined by the orientation of the
building. Incase of an east or west facing wall, the panel generates power only for
one half of the day as seen in Figs. 3 and 4. As seen in Fig. 3, the East facing BIPV
panel in Singapore (Latitude—1.35% N) on January 21st generates peak power 7 AM
in the morning and the energy generation tapers down to zero by noon as no sunlight
falls on the solar panel due to the vertical mounting. Similarly, Fig. 4 shows the
energy generation in East facing BIPV panel in Laddak (Latitude—34.2° N).

In Fig. 5, we also show how much the performance of an east facing panel drops
wrt a south facing rack mounted panel for location Singapore. We consider various

Power generation
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Fig. 2 Energy generation in fixed tilt panels
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Fig. 4 Energy generation in East/West facing panel on January 21st (Laddak)

possible tilt angles of the East roof on which the BIPV panel is placed. These tilt
angles are representative of the slope of a roof in the building on which the BIPV
panel is mounted as shown in the last image in Fig. 1. As seen from Fig. 5, there is a
steady drop in the panel performance when tilt in the east is varied from 10 to 90°.
The performance of the BIPV panel steadily drops upto 56% for a vertically mounted
BIPV panel on window facade where in the tilt would be 90° wrt the ground.

Table 1 captures % loss in efficiency with the traditional BIPV panels for different
geographies for various type of mounting. We compare the performance of a tradi-
tional BIPV panel mounted on east building facade over a solar panel that is south
facing at latitude tilt. We consider various types of installation for the BIPV solar
panel like a BIPV panel vertically mounted on a wall in which case the tilt is 90°
wrt ground plane, a BIPV panel integrated on the building roof which is east facing
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Performance of East Facing BIPV Panel
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Fig. 5 Performance of East verses South facing panel for different roof tilt angle in the East
Table 1 % Loss in efficiency with BIPV
% Loss in efficiency
Place East/West East/West East/West
facing—uvertical | facing—10 deg tilt on | facing—40 deg tilt on
mounting (%) roof (%) roof (%)
Singapore (1.35° N) —54.6 —0.1 —10.6
Bangalore (12.98° N) -56 —3.2 —15
New Delhi (28.6° N) | —57.6 —14 -22.6
Laddak —-59.7 —19.2 -27
(34.2°N)

and roof is inclined at 10° and a BIPV panel integrated on a building roof which is
east facing and the roof is inclined at 40°. As seen in Table 1, across all geographies
there is a consistent drop in performance of about 55-60% in a vertically mounted
BIPV panel vs a south facing rack mounted fixed tilt panel. Incase of an inclined roof
which is east facing there is considerably lesser drop when compared to vertically
mounted panel. For a 10° inclined roof there is a drop of up to 20% till the latitude
34°. For Singapore, as it is located in the equator a slightly inclined east roof of 10°
doesn’t result in any loss. And the losses steadily increase to 10.6% for a 40-degree
tilted roof. Also, higher the latitude of a geographic location more is the loss in
performance of a BIPV panel mounted on a tilted roof.
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2.1 MFOT Design and Topology

The MFOT is a light harvesting glass that has complex geometric pattern (6a) etched
on it as shown in the top view in Fig. 6. 6b is solar cell area.

The Fig. 7 shows how the MFOT panel handles the equinox sunshine with the light
redirecting units 7a and 7b. The outer units redirect the equinox sunshine towards
the solar cell and thereby increase the efficiency of the panel.

Fig. 6 MFOT panel with ba
light harvesting units /
I I 6b
I W
Equinox Sun Equinox Sun
7a 7b

<

Te

Fig. 7 MFOT panel redirecting equinox sun
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3 Peroformance Analysis

‘We conduct all our solar simulations using Tracepro which is the industry’s only ray
tracing tool for simulating sunlight on 3D objects.

In this section we show the performance comparison of MFOT BIPV panel in
East orientation over traditional BIPV panel.

Figure 8 shows the energy gain of East facing MFOT based BIPV panel over
traditional BIPV panel for the location of Bangalore. The average annual energy
gain with MFOT based BIPV panel is about 19.3% more than a traditional BIPV
panel on a wall with east orientation. Figure 9 shows the performance based on
MFOT based BIPV over a traditional BIPV on a west orientation of building wall
for the location Bangalore. Here also we get an annual average energy gain of 19.6%
with MFOT based BIPV system.

Figure 10 shows the energy gain with MFOT based BIPV over traditional BIPV
for an east facing wall that’s tested in different geographic locations.

MFOT based BIPV vs Traditional BIPV
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Fig. 8 Performance gain with MFOT based BIPV panel on East wall
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Fig. 9 Performance gain with MFOT based BIPV panel on West wall
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Performance Gain with MFOT Based BIPV
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Fig. 10 Performance gain across different geographies for East Wall

4 Conclusion

In this paper we presented a detailed study of performance losses that occur on a
vertically mounted traditional BIPV panel and inclined roof mounted east facing
BIPV panel.

We presented the idea of MFOT based BIPV panel which can be mounted
on building fagade to significantly improve the performance by harvesting more
sunlight. We presented detailed simulation results for the location of Bangalore for
mainly east and west orientations of the building wall on which BIPV panel is
mounted. While extensive simulation study has been done for different geographic
locations, a pilot of 1 KW prototype testing will be done in the future. And as future
work, we intend to enable similar energy gains of 20% on South and North facing
wall orientation with our MFOT based designs.
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Unconventional Operation of Power )
Transformer Through Reverse Feeding T
Process

Lalit Wasan, Vishal Panchal, and Nishant Singh

Abstract In parlance of India’s electrical power sector, all general-purpose trans-
formers are generally used for stepping down the voltage for furthering the flow
of electrical power from generation to distribution till end consumers. Though, a
transformer is electrically designed as a bidirectional device which translates to that
same transformer may be operated for stepping-down or stepping-up the voltage
however, practically operating a transformer for stepping-up the voltage is quite
uncommon and unconventional as rarely any such need arises which would require
attempting such ‘reverse’ operation. This report puts forth, at length, details of once
such operation of a step-down transformer in step-up mode.

Keywords Transformer + Reverse operation + Unconventional

1 Introduction

In April 20, a critical section was to be taken out-of-network for emergency mainte-
nance. However, despite exhaustive load and network analysis, no sufficient margin
could be arranged to meet the overall load requirement. Thereupon, the only feasible
and sufficing option which evolved out, required two power transformers to be oper-
ated unconventionally through reverse feeding that is in step up mode components,
incorporating the applicable criteria that follow.
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2 Canvas of TATA Power-DDL Distribution Network

TATA Power-DDL, incorporated in 2002, operating in 510 square kilometres of
area, covers the north and north-west portion of the national capital. It evacuates
power through transmission circuits, running across hundreds of circuit kilome-
tres, deployed by government run Transmission Company that is Delhi Transco
Limited (DTL). Accordingly, TATA Power-DDL has put in place approximately
15,130 circuit kilometres of network with 10,000 megawatt of power evacuation
capacity at combined 66/33/11 kV voltage levels for the company to ultimately
deliver the power to its approximately 1.78 million consumers.

3 Objective Behind Reverse Feeding of Power Transformer

In April 20, DTL informed that one of its 160M VA power transformer at its 220 kV
Gopalpur grid which had developed a critical hotspot, was required to be attended
on emergency basis and thus TATA Power-DDL was requested to transfer its load
running on said power transformer elsewhere. However, since four of the associated
circuits were already out-of-service due to ongoing project work and delayed due to
nationwide lockdown, there was no redundancy left in the network to transfer the
load.

4 Historic Load Analysis and Its Outcome

Since, the reverse feeding operation was scheduled for a Sunday so, historic load
trends of last two Sundays and previous day were considered to paint a whole-
some picture before taking final decision. It emerged that said PTR was serving 800
amperes at 66 kV voltage level whereas the only circuit available for load transferring
had loading limit of 480 amperes at 66 kV voltage level.

5 Foreseeable Workarounds for Catering Load
Requirement

Consequently, cancelling or deferring the emergency outage request surfaced as the
only conventionally possible alternatives, however, opting this might have led to
untoward breakdown of said PTR and thus affecting more than 2.5 lakh consumers
for multiple hours. Accordingly, reverse feeding operations were opted.
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6 Reverse Feeding the PTR

6.1 Sequence of Events

e Two S0MVA step-down PTRs were decided to be reverse fed at TATA Power-
DDL’s ‘Jahangirpuri’ grid one day prior to the outage.

e Sufficient load margin was created on the circuit which was to be used to reverse
feed said two SOMVA PTRs.

e Time slot for subject outage was chosen to be from wee hours till early morning
(4:30 am—08:30 am) based on historic load analysis.

e Both 50MVA PTRs were made parallel after considering phase sequencing,
percentage impedance and voltage to turn ratio. However, to some technical issues,
circulating current of 150 amperes, started flowing between PTRs and thus option
of paralleling was dropped.

e Eventually, only one PTR was used to serve the entire load while another was
kept idle for network redundancy.

e Inverse definite minimum time (IDMT) relay setting was modified from 3000
amperes to 4000 amperes while its Time Multiplier Setting (TMS) was changed
from 0.075 sto 0.1 s.

e At another substation— ‘Dheerpur’, directionality feature of the relay was turned
off and non-directionalilty feature was activated. Moreover, its high set current
was changed to 2250 amperes and time delay setting of 200 ms.

6.2 Precautionary Measures for Contingency

e Out of two available PTRs, only one was taken in to load service to keep second
PTR as backup in case of any untoward exigency.

e All TATA Power-DDL grid substations are remotely controlled however, consid-
ering this unprecedented move, sufficient manpower was stationed at ‘Jahangir-
puri’ grid substation to perform any operation, in case of equipment malfunction,
communication failure etc.

7 Theoretical Impacts on Electrical Parameters Due
to ‘Reverse Feeding’ of PTR

7.1 Higher Inrush Current

e For a specified input voltage and VA rating, inrush current for reverse fed step-
down transformer will be greater than the inrush current for a transformer specif-
ically designed as step-up transformer. This occurs because the low impedance
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winding, originally intended to be secondary winding, now serving as primary
winding and thus due to lower impedance, higher magnetizing inrush current
flows.

7.2 Reversed Tap Changing Operations

e Standard step-down transformer contains taps on high voltage side (generally the
primary side). Lowering down the taps on primary side, reduces the voltage on
secondary side. However, in case of reverse feeding, wherein the low voltage side
is now primary side, these operations get overturned and lowering the tap on high
voltage side (now secondary side) increases the voltage at low voltage side (now
primary side) and then vice-versa.

8 Challenges Overcame During the Arrangement

8.1 Establishing Percentage Impedance of PTR

e Percentage impedance of both PTRs was established at such short notice to rule
out the possibilities of unbalance loading due to indifferent percentage impedance.

8.2 Unnecessary Circulating Current Between the PTRs

e Moving forth without addressing the issue of circulating current would have led to
unequal induced electromagnetic force and thus flow of circulating current much
greater than the normal no-load current.

9 Major Benefits Gained

Averting potential supply failure and financial loss as had said emergency outage
not been arranged, approximately 2.6 lakh consumers would have suffered power
outage leading to financial loss of approximately 0.092 million units considering the
duration of the outage (4 h) and approximately Rs. 6 lakh assuming an average power
purchase price of Rs. 6.5 per unit.
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10 Risks Perceived

Such reverse operation was being carried out for the first time in TATA Power-DDL.
This birthed risk perceptions related to health of the PTR. Any unforeseen exigency
could have led to failure of assets costing millions in India currency.

11 Future Potential

The process of reverse feeding a PTR requires great level of efforts for drafting a
comprehensive implementation plan. However, observing its success in this reported
case, the arrangement can always be restored to if no alternative is available at
disposal.
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Abstract Power Sector, a critical electrical infrastructure in India, is at risk due
to increasing cyber incidences. The electrical infrastructure depends on electronic
control systems for its operation which are Cyber physical IT systems. Cyber threats
to system can take many forms e.g. failure of a system/element to act/react in
designed way due to virus, software bugs, intrusion and congestion in the under-
lying/supervising system and it may lead the misguidance to the operating engi-
neers and there by taking false decision in real time operation. Non availability
of ICT systems is also a form of Cyber Security vulnerability. Cyber intrusions
are costly to Power Sector and many are preventable following safe design and
Cyber Security Standards. The effect of vulnerabilities in centralized systems e.g.
SCADA/Automation etc. used in Transmission and Distribution sector is wider and
has potential impact on the synchronous operation of entire Power System, leading
to Grid collapse. As far as Distribution sector is concerned where bulk of Smart
Grid activities are visible, the impact of compromise of a centralized SCADA/DMS
can lead to disruption of services to critical customers like Hospitals, Metro Rail
etc. which is critical for the units/Services involved but at the same time not global
and widespread. The impact of cyber vulnerabilities is proportional to the criticality
of the functions and systems being impacted. The paper details the Cyber threats
and prevention techniques involving IoT sensors, communication protocols, cloud
architecture and predictive data analytics.
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1 Introduction

Indian Power System is currently witnessing high growth rate with Generation and
Transmission EPUs adopting all Digital Automation and IoT Technology for effi-
cient management. Power System operations and control was initially local, including
automated isolation and concentrating on continuity/reliability of the system and of
the supply. However, with the introduction of Information and Communication Tech-
nology (ICT) based control systems, efficiency, reliability and operational flexibility
of Power System has increased many folds. These control systems can be operated in
isolation and also in connected mode with corporate network as well as internet. The
result is exposure of the Power Systems controls to cyber space and thus becoming
vulnerable to Cyber-attacks. Cyber-attacks can be perpetrated both by outsiders as
well as insiders and may be caused by design faults, employee errors, firewall miscon-
figurations, tardy software updates and circumvention of existing security elements.
Such attacks can have far-reaching and detrimental effects on power systems controls
and could lead to the destabilization of the supply capabilities of the energy sector
and lead to cascading effect on the national economy itself.

2 Consequences of Cyber Security Failures

At National level there can be major/temporary loss of National property, Grid
collapse causing all round economical loss, Disruption of essential services which
may lead to loss of life and/or property, Important data may get stolen from the
organization which could turn into major commercial losses and credibility of
product/company is affected.

The Government of India enacted the Disaster Management Act in 2005 and
adopted as National Policy on Disaster Management in 2009.National Disaster
Management Plan (NDMP) was adopted in May, 2016 by National Disaster Manage-
ment Authority, New Delhi which takes into account the Global Trends in disaster
management.

3 Challenges

Increasingly integrated nature of Power System covering Generation, Transmission
and Distribution makes them more vulnerable to large scale cyberattacks and hence
damages. Renewable Energy and Distributed Generation getting integrated into the
Grid and controlled by Smart Grid Application. Moving to open standards such
as Ethernet, TCP/IP, and web technologies leading to improvements and increased
vulnerabilities simultaneously.
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4 Objectives of Cyber Security

Securing the IT infrastructure for Secured Grid control leading to Reliable Power
Infrastructure No single point of failure/attack should cause multiple/wider area
power system getting compromised. The security level of a system indicates the
severity of damage that might be done on penetration. IT and applications (SCADA
Systems) controlling Power system, Cyber connectivity of Operation Technology
Solution and Communication Systems needs to be secured. It can be secured by
Firewalls, IPS, DMZ, Better monitoring and Deployment Practices and Continuous
audit.

5 Cyber Security Threats

The attackers can be classified as: Internal disgruntled employees-Can be handled
by adopting Biometric access control, CCTV systems, Password authorizations etc.
Cyber-Hackers-They pose a more serious threat and can attack using the following
mechanisms: Targeted Cyberattacks: Sniffing packets at an ISP and manipulating
the packets in network to achieve expected results Flood based Cyberattacks: Denial
of Service (DOS) mechanisms and others that spread through viruses and worms—
cause traffic avalanche in short duration and hence bring down system Communi-
cations hijacking (or man-in-the-middle): False messages are sent to the operator,
and could take the form of a false negative or a false positive.

6 Sources of Cyber Security Threats

Bot-network operators, Criminal Groups, Foreign intelligence services, Insiders,
Phishers, Spammers, Spyware/malware authors, Terrorists, Industrial spies. Imple-
menting Cyber Security for Power System Components can be broadly divided into
two dimensions. (a) Organization level and (b) System Level.

7 Cyber Security Tools and Methodology

(a) Measures at Organization level: Identifying the Critical cyber assets, Making
vulnerability assessment in each area of operation, Creating a plan for imple-
mentation at the system level, Defining the user roles and access manage-
ment authentication for each user, Creating awareness and training to all the
personnel concerned with Cyber assets, Creating back up control and back
data storage options, Creating incident response and disaster recovery plans in
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case of a cyber incident on SCADA networks, Cyber asset auditing on regular
basis by reputed agencies and implementing the audit suggestions and Vendor
development to comply with standards.

(b) Measures at the System level: Restricted Physical access to Utility Systems
with continuous monitoring, Implementing the Segmented Network archi-
tecture, Device configuration should be accurate—Deny by default—White
listing, Hardware and OS hardening latest Standards, Logging of all control
command operations, Restricted User access to servers and applications based
on the functional responsibility, Periodic Patch management and Passwords
Change, Systems Personnel Training and Make people responsible for Cyber
incidents

8 Network Architecture

Firewalls, Routers, Intrusion Detection Systems (IDS), Intrusion Prevention Systems
(IPS), VPN/IPSec, DMZ etc.-All these network architecture components have to be
compliant with updated CERT-In Guidelines to enhance the Security Posture of the
systems.

DMZ—In computer networks, a DMZ (demilitarized zone) is a physical or
logical sub-network that separates an internal local area network (LAN) from other
untrusted/less trusted networks, A DMZ is sometimes called a “Perimeter network”,
A DMZ is a step towards defence in depth because it adds an extra layer of security
beyond that of a single perimeter.

Perimeter Network.

A network perimeter is the boundary between the private and locally managed-and-
owned side of a network and the public network. Perimeter security comprises those
preventive control devices that perform the functions of “deter, detect, delay and
deny”. These are designed to sort the “good guys” from the “bad guys” in today’s
highly techno-savvy society and to grant access only to those who are authorized to
have it and who can prove that they are authorized to have it.

Perimeter Security: To secure Perimeter following may be included: Firewalls,
IDS, IPS. Boarder Routers:

Firewalls: A firewall is a software or hardware-based barrier against unautho-
rized access to your network. Firewalls inspect all the traffic going through them.
"Legitimate" traffic is let through, while "malicious" traffic is rejected. Firewalls
Protect: Data, Proprietary corporate information, Financial information, Sensitive
employee or customer data, Resources-Computing resources, Reputation-Loss of
confidence in an organization.

Network Management System (NMS).
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9 Present Preparedness of Cyber Security in Indian
Transmission Sector

All SCADA/EMS Systems have Identity management system. Now a days all
the SCADA/EMS systems implement Network Segmentation/DMZ. To check any
vulnerability, practice of annual audit from CERT-In certified auditors introduced.

10 Top 10 Vulnerabilities

1. Inadequate policies, procedures, and culture that govern Protection and Control
security

2. Protection and Control design does not consider cyber security defense-in-depth
mechanisms

3. Remote access to the control system without appropriate access control

4. System administration mechanisms and software are not adequately scrutinized
or maintained

5. Use of inadequately secured WiFi wireless communication. Use of a non-
dedicated communications channel for command and control and/or inappro-
priate use of control system network bandwidth for non-control purposes

6. Insufficient application of tools to detect and report on anomalous or inappro-
priate activity

7. Use of Unauthorized or inappropriate applications or devices

Control systems command and control data not authenticated

9. Inadequately managed, designed, or implemented critical support infrastructure

o

11 Conclusion

Cyber-attacks may not be as easily identified and many of the attacks may go unno-
ticed even to the Power companies for long periods of time. Even though the resources
and tools for cyber-attacks are becoming more common place and readily avail-
able, companies that own and operate or make up the critical infrastructures are
often unaware of the problem and may have poor Cyber Security designs and weak
protection.

Cybersecurity challenges in India and globally are soaring, as the cyber world gets
more complex with increasing interconnected devices that expose enterprise data to
the external world. Experts say the traditional approach to security will not keep
pace with the advancement and there is a need to move beyond breach prevention
and reaction.

There is a need to re-think the overall approach to Cyber Security and to build a
resilient cyber defence that can help resist, respond to and recover from new threats.
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Building a cyber-resilience is truly a top business priority. One of the ways to achieve
this is automation. However, automation alone cannot help and we need various other
methodologies on priority to build and strengthen India’s Cyber defence capability.
Collaboration between public and private sectors is necessary to build a resilient
Cyber Secured Power Sector.
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Mahena Mahmood, M. Saad Alam, Sanchari Deb, and Yasser Rafat

Abstract With the tremendous advancement in technology we have vehicle running
of electrical energy. For the success of this invention various other arrangements are
made which includes the establishment of charging infrastructure. The establishment
of charging infrastructure imposes great effects on grid stability, loading scenarios
and economic conditions. To point out the various positive and negative aspects of
charging infrastructure Pilot projects are run. Here various charging infrastructure
pilot projects are reviewed and the lessons learnt from them are mentioned. The
global scenario of Electric vehicle charging station optimization is also stated. Pilot
projects are run to resolve real-world deployment issues and to run improvement
programmes for charging stations. Areas of working of various pilot projects are
cost management, grid reliability and load optimisation, solar power incorporation,
etc. Mostly pilot projects aim the improvement of smart-charging infrastructure. The
benefits of smart-charging includes: lower generation costs and carbon intensity,
lower upgrade costs for grid infrastructure, increased grid reliability, etc. The further
areas of research are also mentioned.
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1 Introduction

Transportation sector contributes about 28% of U.S. Greenhouse gas emissions which
is the greatest contribution from any sector [1]. The burning of fossil fuels leads to
the emission of Carbon dioxide in the environment. The start of the era of electrifi-
cation of transportation marks some of the greatest technology boosts. The Internal
Combustion Engines are now replaced by rechargeable batteries which lowers the
dependence of transportation sector on the fossil fuels for the energy requirement
[2]. The sale of Electric Vehicles (EVs) is rising in every coming year, 2019 marked
around 2.1 million EV sales globally [3]. With this hype in the EV usage the stake-
holders are also concerned for a proper and reliable charging infrastructure for hassle-
free charging. The installation of charging infrastructure poses certain challenges to
the grid and power supply systems [4]. To chalk out these challenges and to build up
areliable charging infrastructure various pilot projects are conducted globally. With
the findings of these projects, we will be able to come out with some great solutions
to the problems in the path of hassle-free charging.

2 Overview of Charging Infrastructure Planning

Charging infrastructure plays the key role in widespread usage of EVs. The deploy-
ment of charging infrastructure requires optimal planning through competitive tech-
niques in a stepwise propagating method, which includes the selection of candidate
sites for charging stations, knowledge about the capacity of charger required at the
site, information about the grid capacity and the final stage of installation of chargers
at the selected site, Fig. 1 shows the schematic representation of charging infrastruc-
ture planning. The optimal planning of charging stations is done concerning different
aspects in different research links like, power grid characteristics, traffic network,
EV owner’s behavior, power losses, total infrastructure and maintenance cost, etc.
Once the candidate sites are chosen the optimization process is started in which the
capacity of each charger and the respective grid are considered. In Wang et al. [5]
proposed a plan of EV charging station which aims at reducing power losses and
voltage deviations of the distribution systems to maximize the EV traffic flow. Also,
in Islam et al. [6] a plan of rapid charging station deployment is made out by consid-
ering the costs of travellingloss, build-up loss and substation energy loss cost. S.
Micari et al. in [7] used the technique to calculate the sites and number of chargers
by taking into account the EV technology, EV flow and charger technology. Hall and
Lutsey [8] states the feasibility of placing the chargers at home and workplaces as
they are the most favored site of charging engaged by EV drivers.
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3 Global Scenario

According to [9] around 5.1 million EVs were on road across the globe till 2018 and
china being the top contributor of 45% followed by Europe accounted for 24 and
22% by the United States [10]. In 2018 the global stock of electric busses increased
by 25 percentage in 2017, China being the marketplace for 99% of Electric buses
[9]. By 2026 India government has asked the taxi services like Ola and Uber to start
electrification of taxis to about 40% [11]. Approximately 5.2 million charging points
worldwide were estimated at the end of 2018, accounting an increase of 44% from
the previous year. Private charging points accounts for more than 90% of 1.6 million
installations [10]. In 2030 China will maintain its world lead with 57% share of the
EV market, followed by Europe (26%) and Japan (21%), over 30% in Canada and the
United States, 29% in India, and 22% in aggregate of all other countries. Presently
India has only 164 public EV chargers [12] while US has over 20 thousand and china
ranging up to 770 thousand EV charging stations [11]. According to battery prices
have fallen to approx. 250 USD in 2017 and reach 74USD/KWhr by 2030 [9]. [13]
states that different standardizations are made by different countries for the battery
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systems, like In Europe the EV charging equipment used is mostly CCS Combo.
US and Korean industries are using CCS, while China follows GB/T standards and
Japan follows CHAdeMO. Figure 2 shows the number of active EV charging stations
per state in EU till 2019 according to [14]. Figure 3 shows the number of active EV
charging stations per state in USA till 2019 as per [15].

NUMBER OF EV CHARGING STATIONS
PER STATE IN EU TILL 2019 [16]
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Fig. 2 Number of EV charging stations per state in EU till 2019
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Fig. 3 Number of EV charging stations per state in USA till 2019
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4 Pilot Projects Executed Globally

Various pilot projects are carried out across the globe for the rectification of problems
in which the charging stations are hung up in. A review of such pilot projects is done
in this section classifying them according to their regions of implication.

4.1 India

4.1.1 Proposal for A Quick Pilot on EV Charging Infrastructure [13]

NITT Aayog in collaboration with AC2SG launched a quick pilot project in September
2017, to gain an insight about the EV charging infrastructure deployment for
Gurgaon-IGI-South Delhi-Noida Corridor and later for the whole country. The Five-
stepped planning process includes; preparation of guidelines of infrastructure, short-
listing ideal sites for the charging stations by AC2SG, estimation of timeline for each
site, Documentation and final check of the plan and finally feedback.

The plan included 55 locations with 135 charging stations including 46 DC quick
charging stations and 89 slow AC charging stations. The planning process was done
using a planning tool developed by AC2SG.

The traffic in Delhi is usually slow-moving facing congestions all around so a
density of 3 km radius was fixed for the quick charge station whereas 1 km radius for
the slow charge station. The estimated charging sessions by a vehicle in Delhi are
taken to be as 2 sessions per day as the approximate distance covered by a vehicle
ranges up to 100 km in a day. The facility for residential charger is also provided
under this project where the charging should be done in the night. Figure 4 shows
the position of charging stations installed in first wave of the project.

About ten organisations including, NITI Aayog, Indian government at North and
South Block, Nirman Bhawan, Udyog Bhawan, some Government companies, IGI
airport, DLF Mall, National Highway Authority of India, Airports Authority of India
housed the charging stations at the office premises in the first wave of the plan

4.1.2 Beyond Nagpur: The Promise of Electric Mobility [16]

This pilot project was inaugurated in May 2017, the main target was to make industry
and government stakeholders realize the potential for electrification of transport.
Under the pilot, battery charging and battery swapping infrastructure was setup in
Nagpur by Ola. This pilot was conducted to learn about the operational issues that
include the impact of temperature on charging and battery life, and of integrating
renewables with the charging infrastructure, customer charging behavior, vehicle
performance. The project was a steppingstone for the mission Electric 2018 through
which Ola determined to bring 1 million EVs on road till 2022. Ola in Nagpur had
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Fig. 4 Geographical representation of first wave network [13]

served over 350,000 customers, covering over 7.5 million clean KM, saving over 5.7
lakh LITRES of fossil fuel and reduced CO2 emission by over 1,230 tons. ola fleet
included E-rickshaws and E-cars manufactured by Mahindra and Kinetic

Ola also established charging stations across Nagpur by collaborating with Munic-
ipal Corporation of Nagpur, Indian Oil Corporation Limited and Hindustan Petroleum
Corporation Limited. There were around 22 charging points including both fast and
slow. Battery swapping was also taken up by Ola which came out as a revolution-
izing idea as it increased the running time 