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Abstract Cybercrime is one of the severe issues in today’s world that is increasing
day by day due to unawareness of people about the harm it can cause. The main
reason against the augmentation of cybercrime is the lack of education or knowledge
about the impact it can lead to. Cybercrime can be done against individuals, society,
or any organization whether it is private or government. The aim of the paper is to
focus on what cybercrime is, its types, related work, and its defensive mechanism.
Defensive mechanism against cybercrime includes the ways or measures that how
can any individual or any organization protects them against cybercrime. This paper
also includes the related work which includes some points about the work which has
been done so far on cybercrime.

Keywords Cyber security + Cyber crime * Phishing - Cyber stalking + Social
engineering

1 Introduction

The word cybercrime is the combination of two words cyber + crime which means
the crime related to computer or the things related to it. Cybercrime is the crime
that can be caused by the involvement of computer, network, or any network device.
Cybercrime can be carried out by a particular individual or by big organization. A
hacker hacking any person’s data or the data of any organization for his/her profit
is also a part of cybercrime. Stealing someone’s pictures without his/her permission
and using it badly just in order to satisfy revenge is also a part of cybercrime. There
are tremendous amount of examples of cybercrimes in India. In India, cybercrime
is increasing day by day because the use of Internet or you can say the number of
Internet users is increasing day by day due to lack of understanding about cybercrime
or about the impact it can cause. The misuse of Internet is spreading in India which
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Fig. 1 Causes of cybercrime

in turns increases the rate of cybercrime. Our daily lives are replete with information
technologies that we rely on to simplify our lives. In today’s environment, mobile
phones, the Internet, and email have become indispensable for communication. Every
common man is familiar with the terms “hacker” and “virus,” which are frequently
used in conjunction with data loss, sophisticated theft of money, and compromised
security. Cybercrime is becoming increasingly prevalent these days [1] (Fig. 1).

2 Related Work

Cybercrime is defined as crimes committed using acommunication channel or device,
whether it is a laptop, desktop, PDA, mobile phone, watch, or vehicle, directly or
indirectly. According to the report, titled “Global Risks for 2012,” cyberattacks will
be one of the top five risks to the world’s governments and businesses in 2012. Cyber-
crime is a type of crime that is more difficult to detect and harder to stop once it has
occurred, resulting in long-term negative consequences for victims [2]. Although the
concept of cybercrime is not new, there is considerable confusion among academics,
computer security experts, and users regarding the scope of true cybercrime. We
examine the breadth of computer-based crime in this article, including a definition of
the emerging terms “cybercrime” and “crimeware.” Then, we categorize cybercrime
into two distinct categories: Type I Cybercrime, which is primarily technological in
nature, and Type II Cybercrime, which has a stronger human component. Then, using
two case studies, we demonstrate the role of crimeware in various types of cyber-
crime and make some observations about the role of cognition in the cybercrime
process [3].
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3 Classification of Cybercrimes

Cybercrimes can be categorized based on many perception like based on crim-
inal behviour, based on crime type, based on size of the target like individ-
ual/organization/society.

3.1 Cybercrimes Based on Target Size

Cybercrimes are divided into three main groups.

(1) Cybercrime against individuals—The type of cybercrime which is done against
a particular person or against people. It includes:

Email harassment
Spoofing with email
Cyberstalking
Unauthorized access
Fraud.

(2) Cybercrime against organization—The type of cybercrime which is done against
any organization whether it is government or private or any other company. It
includes:

e Retrieval of unauthorized information
e Cyber terrorism

e Hacking of organization’s server

e Distribution of pirated software.

(3) Cybercrime against society—The type of cybercrime which is done against soci-
ety. It includes:

Trafficking

Gambling

Forgery

Spoiling the youth with filthy material.

3.2 Cybercrimes Based on Crime

(1) Forgery—When an offender alters documents stored in a computerized form,
the crime associated with it is known as forgery. In this computer systems are
the target to carry out such criminal activities.
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Fig. 2 Classification of cybercrime

(2) Email spoofing—It is referred to as crime in which sender sends the fake mails
to the receiver. In this origin, details have been altered so as to make it appear
that it originates from other source. It is used to launch phishing attacks [4].

(3) Cyberstalking—It refers to the use of email, Internet to commit criminal activity
which includes harassment of victims without the victim’s permission, and in
this way, the criminal can create fear in victim. Cyberstalking is ignited by rage,
power, control, and anger that have been triggered by victim’s action or in many
cases victim’s inactions [5].

(4) Hacking—TItis the art of solving problem in a creative manner that means finding
an uncommon solution to a hard problem or manipulating holes in an unsystem-
atic programming [6].

(5) Cyber terrorism—Cyber terrorism is defined as the use of computer network tools
to close down critical national infrastructures such as government operations [7].

(6) Phishing—Phishing is a form of attack in which an attacker aims to acquire
sensitive information from a victim by portraying itself as a reliable entity [8].

(7) Fraud—Fraud is increasing worldwide with the increase in use of modern tech-
nology resulting in the loss of billion dollars throughout the world. Fraud includes
credit card fraud, telecommunication fraud, etc. [9].

(8) Gambling—Gambling can occur almost in all cultures and in every period of
time. It refers to risk taking activities. It can be understood as staking of money,
investment in stock market. It allows an individual or group of organizations to
extract profit [10] (Fig. 2).
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4 Defensive Mechanisms Against Cybercrime

4.1 Information Assurance

To protect our information, there are five basic principles:

(1) Confidentiality—Confidentiality means to keep the information or data confi-
dentiality and can only be accessible to authorized users. Only authorized users
can copy and use that information. For example, you give permission to some-
one for viewing the information who is not authorized, but the authorized user
is allowed to completely access it.

(2) Integrity—Data integrity means to maintain the integrity of data where an unau-
thorized user is not allowed to alter or delete data. Data integrity can occur when
our computer is attacked by the virus or when hacker gains unauthorized access
to our server and can delete and modify our important data.

(3) Authenticity—It means that the user should be an authorized person who has his
own credentials like username and password and documents of the users cannot
be altered without user’s permission.

(4) Availability—Auvailability means that the information should be available to the
authorized users and the measures to protect the file can be properly taken to
protect it and will make sure that the exact information should be available to a
correct person.

(5) Non-repudiation—Non-repudiation means the guarantee that the person cannot
deny the validity of something. It assures that there are enough evidences that
the person cannot deny over something.

4.2 To Implement Defense in Deep Plan of Action

e To broaden organizational boundaries: Businesses today maintain tight ties with
their business partners, consumers, and suppliers. This results in difficult-to-define
exterior boundaries; for example, when business partners join an association for
the purpose of delivering a product, it is because they share the same infrastruc-
ture, computer systems, and personnel. It is critical to define the organization’s
boundaries and how it is implementing its defense in depth plan.

e Mobile workforce: It is critical for employees to be capable of accessing their
company’s network from a remote place. Employees must have access to the same
software applications and data as those at the corporate headquarters. This inter-
connection enables viruses and hackers to spread throughout the system, causing
damage.

e Decentralization of services: As there is increase in the use of computers at work-
place, on the other hand, there is increase in the services. Earlier these services
are provided to a limited amount of users, but now, they are provided to a broad
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category of users. As from business point of view, the business information is
very important, so it will be a prime responsibility to protect this information from
unauthorized access, and in this way, it may assist in achieving good governance
and improves in delievery of service.

The steps for implementing defense in deep plan of action

e Internal and external environment analysis: This is the foremost step for imple-
menting defense in deep plan of action. It is very important for an organization
to check internal and external environment in which it is operating. It should be
very important for an organization to know about its strengths and weakness and
what are the threats an organization will going to face and what technology and
processes are being used. It is also very important for an organization to properly
strategize about defense plan in action and clearly understands about the steps to
implement defense in deep plan of action.

e Determining the risks: This is the second step which determines the risks which an
organization will face. It includes the threats and vulnerabilities. It is necessary for
an organization to identify risk and will take proper measures to reduce these risks.
An organization should always be ready for such risks and with proper mitigation
steps.

e Strategy of defense in-depth implementation: If all risks have been identified prop-
erly, then now it comes to deal with such risks with proper pre-planned strategy
and will make use of proper defense mechanism.

e Maintenance, monitoring, and review: As we all know that technology is increasing
day by day so the risk of threats and risks are also increasing so it very important
to properly monitor, maintain, and review all this and will adapt the changes
accordingly [11].

4.3 Education

It is one of the most important defensive mechanisms. People should be educated
about the harmful impact of cybercrime. They should be aware of the punishments
which are there under the IT Act about the offence off cybercrime committed by
them. They should be aware of the do’s and don’t over the Internet. People should
know that following someone and using other people’s private information is also a
part of cybercrime (Fig. 3).

5 Conclusion

The objective of this paper is to spread awareness about what cybercrime is and what
are its types. In this paper, we have studied about existing definition and work about
cybercrime, and following this, we have added definition of cybercrime according
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Fig. 3 Cybercrime statistics

to our understanding. Types of cybercrimes have been also added based on present
scenarios. With the help of our increased understanding about the types of it, many
people can be solved from becoming a part of cybercrime. Finally, we conclude that
understanding about cybercrime is very important and spreading awareness about
the impact of it is very important. By studying about the defensive mechanism of
cybercrime, we can reduce the rate of cybercrime.
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