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Abstract Blockchain technology is now regarded as one of the most interesting and
possibly innovative technologies. It enables information to be stored and exchanged
securely and transparently without the need for a centralized authority to regulate
it. A few of the primary benefits of this technology is the atomicity of the stored data.
Given its features, this technology has the potential to give answers to challenges
encountered in a very sensitive sector, notably healthcare. The medical field is
dealing with several issues that some are attempting to address today. The most
important are the administration of medical records and the claims process, the
acceleration of clinical and biomedical research, and the advancement of the bio-
medical and health data registry. The major challenge is the processing and analysis
of patient records due to the large amount of data collected. The security of this data
is another challenge to consider. Due to the high connectivity, these systems are
prone to malicious attacks. In addition, it is difficult to ensure confidentiality due to
the exchange of sensitive data. This chapter discusses the use of blockchain tech-
nology in healthcare sector. The purpose of this survey was to provide an overview
of the features and concepts related to security requirements of blockchain in a
healthcare system. It shows that this technology has a major role in terms of security
of patient’s medical data.
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12.1 Introduction

The Internet of Things (IoT) is described as a network of identifiable and unique
components that interact even without human assistance via Internet connectivity
[1]. This new idea encompasses numerous areas: energy [2], smart home [3],
agriculture [4], healthcare [5–7], industry [8] and etc.

The incorporation of IoT in the healthcare field is fostering a new approach
known as the Internet of Medical Things (IoMT). This term refers to a connected
infrastructure of devices and software applications that can communicate with
various IT systems to provide health-related services [9]. Telemonitoring for patients
with chronic or long-term diseases is one instance of IoMT. This sort of therapy
eliminates the need for patients to visit the hospital or doctor’s office every time they
have a medical concern or a change in their health, as well as inpatient wearable
mHealth devices that can communicate data to nurses. Another example, in the
pharmaceutical sector, is drug tracking. However, it is important to note that the
healthcare sector faces many challenges. The major challenge is the processing and
analysis of patient records due to the large amount of data collected. The security of
this data is another challenge to consider. These systems are vulnerable to malicious
assaults due of their high connection. Furthermore, due to the sharing of sensitive
data, it is difficult to maintain privacy.

Healthcare sector faces many challenges. The first one is Patient records man-
agement. Currently, information is not shared between doctors, and the patient must
carry over the reports of his previous consultations to each new specialist. This
mission is more difficult for an uninformed patient who does not master the medical
discussion and does not have a precise idea of the content of his file. With the rise of
telemedicine, visits to the doctor are made through multiple channels, making it
more difficult for healthcare professionals to update patients’ medical records.
Therefore, it will be vital for this industry to create a way to record and update
medical records for both in-person and virtual visits. This means digitizing these
records and sharing them, after patient consent, with healthcare professionals to be
updated in real time. Clinical trial certification is another one. Clinical trials involv-
ing drugs are intended to establish or verify a certain amount of data. The sharing of
this data including confidentiality, integrity, record keeping, and patient enrollment
is often used by researchers in a secure manner. Sharing research between different
scientists and organizations could lead to better and more rapid progress on specific
topics. Also, the lack of drug traceability is another issue to which a distributed and
public database could provide a start. Securing access to health data is a major issue
in network-to-network data transmission. The dependence of IoMT applications and
platforms on a centralized cloud puts security at risk.
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Blockchain is a new technology that is gaining traction in a variety of industries
and offers several benefits and prospects. Blockchain technology is characterized by
the immutability of stored data, decentralization, and privacy. Integrated in the
health sector, it helps to overcome the problems encountered in the latter.

The purpose of this chapter is to review the current literature on the challenges
and approaches to security and privacy in Blockchain Healthcare applications. To
provide the reader with the Blockchain necessary background for a better under-
standing of this area, we outline the various aspects of Blockchain technology,
including basic concepts, features, smart contracts, and blockchain types. We also
examine current academic chapters that make advantage of Blockchain in various
fields. The study of the bibliography is in relation with security from 2018 to 2021.
Then, an interest is devoted to the integration of blockchain technology in
healthcare. We present existing applications around blockchain to increase
healthcare security. Also, we give an overview of the solutions offered by
researchers to secure patients’ medical data.

The remainder of this chapter is organized as follows. In the second section we
discuss the blockchain technology, its function mode, its characteristics as well as
the smart contracts. Section 12.3 presents the application of this technology in the
healthcare field. In Sect. 12.4, we present the solutions proposed by the researchers
in this axis. Finally, we conclude the chapter in Sect. 12.5.

12.2 Fundamentals of Blockchain Technology

Machines and devices connect with each other without the use of intermediaries in a
peer-to-peer network, resulting in a decentralized network known as Blockchain. It
is in fact a set of connected nodes that share and record transactions. Each node in the
network keeps a copy to avoid having a single point of failure. The data shared
through the blockchain is structured in blocks that are linked together forming a
distributed ledger (DLT). The security and immutability of this data is ensured
through cryptographic functions. The concept of blockchain is introduced by Satoshi
Nakamoto in 2008 [10].

Blockchain technology is mainly characterized by major elements: decentralized,
transparent, autonomous, secure, and immutable [11, 12]. Blockchain is
decentralized. It is a distributed database where data is stored in all nodes of the
network. All nodes can manipulate access and update transactions simultaneously
and without intermediary via a well-defined protocol. This data is not all held on a
central intermediary’s server, but instead is “distributed”, i.e. hosted by each partic-
ipant. Since their creation, the transactions in the blockchain are accessible by all
users. But they are extended by cryptographic functions so that they cannot be
modified. That is to say that the addition of transactions is allowed and not their
modification or deletion. As in the Bitcoin network, all transactions are public and
verifiable by everyone through a consensus mechanism, which will allow everyone
to ensure that each participant owns the Bitcoins they are spending and that they are
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spending them only once. The transparent nature of blockchain could certainly
prevent the modification or theft of this data. The blockchain corresponds to a
history of transactions on which everyone agrees. This consensus on the sequencing
of transactions solves the so-called “double spending” problem: A Bitcoin spent in
one transaction cannot be spent a second time in a transaction that would later be
broadcast on the network. The second transaction would be rejected by the network.
Once recorded in the blockchain, it is impossible to delete or modify a transaction
since there are several copies in different nodes of the network. Therefore, the blocks
can be extended and not modified. This gives the blockchain a high level of security
and makes it more complicated to attack the blocks of information. In the blockchain
network, the handling of transactions is no longer concentrated in a central organi-
zation but is spread over all participants of the network. Transactions can be
consulted and stored by each node and even transferred and updated. In this way,
the blockchain functions autonomously without the intervention of a trusted third
party and keeping the identity of the node anonymous and secure.

12.2.1 Blockchain Operations and Classifications

Once we begin the blockchain operating procedure, we must specify a transaction.
This is the process by which Blockchain nodes exchange and share information.
Transactions are really data exchanges between network members that are saved in
files called blocks. These data are encrypted before being linked to the previous
block to form a chain. Each time a transaction is added to the blockchain, it develops.
Transactions must be checked and validated ahead of time.

The function process of blockchain transactions begins when someone B requests
a transaction from A. The data requested by the other party B will form a new block
and will be distributed on the different nodes of the blockchain network. In order to
be transferred, the new block is verified and validated by the network nodes using
cryptographic techniques. After being validated, it is added to the previous blocks in
chronological order. The added block is chained in such a way that it cannot be
modified or deleted. At the final stage, user B receives the transaction from A which
ends successfully.

According to its characteristics and functionalities, the blockchain is classified
into three categories: public blockchain, private blockchain and consortium
blockchain [13]. In the public blockchain network, transactions are managed by all
participants without central control organs. They have the right to consult and even
modify the exchanged data. The use of consensus mechanism guarantees the security
and immutability of this type of network. The most famous example of public
blockchain is Ethereum and Bitcoin. In the private blockchain network only autho-
rized participants can access it. The access is done by invitation from the entities
controlling the network. Therefore, in order to carry out transactions, participants
must request permission from third parties. This type of network is usually applied
between companies of the same type. Hyperledger Fabric is an example of a private
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blockchain. The consortium blockchain is the fusion between the public and private
blockchain. The reading and writing of transactions in this type is both allowed for
some nodes and restricted for others. The consensus is the most noticeable distinc-
tion between the two systems. Instead of an open system in which anybody may
validate blocks or a closed system in which only one entity appoints block pro-
ducers, a consortium chain includes a number of equally powerful parties that serve
as validators and producers at the same time. BigchainD B is an example of a
consortium blockchain.

12.2.2 Smart Contracts and Ethereum Platform

The use of smart contracts and decentralized applications (DApp) is one of
blockchain’s most valuable assets. Their primary function is to facilitate the
exchange of goods and services, as well as monetary transactions, without the
need of a third-party authority.

Nick Szabo defines smart contracts in 1994 as “a computerized transaction
protocol that performs the provisions of a contract” [14]. The smart contract per-
forms transactions automatically, with no human intervention required. The infor-
mation handled by the smart contract is transmitted via linked items and other
measurement equipment. Miners in the blockchain examine the transactions
[15, 16] and update them in order for them to be stored in the blockchain. Blockchain
systems such as Ethereum are used to create smart contracts. This is the most
promising blockchain platform. It can handle sophisticated bespoke smart contracts
written in Turing-complete code. Solidity, a high-level programming language, is
used to create smart contract code, which is subsequently translated into Ethereum
Virtual Machine (EVM) byte code. In the EVM, the quantity of gas is the cost or
execution fee for each transaction. This fee is calculated as follows:

Fee ¼ gasPrice� min gasLimit, gasUsedð Þ ð12:1Þ

where gasPrice is the amount of Gwei, as a form of remuneration, received by the
miners, gasLimit is the maximum gas amount to complete a transaction and gasUsed
is defined depending on the storage and processing quantity for each transaction.

A decentralized application is an application deployed on blockchain and is
generally based on smart contracts. It aims to improve the transparency and trace-
ability of the collected information. Given the number of researchers and developers
who are attracted to DApp, various sites gather statistics on the different DApp
applications.
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12.2.3 Blockchain Applications

Blockchain technology attracts the interest of several researchers in different
fields. B. Bhushan et al. [17, 18] and Saxena et al. [19] presented an in-depth
study on the combination of blockchain technology and IoT. They focused on IoT
applications by ensuring security, confidentiality, and privacy in IoT systems. They
also investigated the future challenges in this sector. Authors in their article [20],
with the same aim guarantee security and confidentiality, have exposed the contri-
bution of this technology in the design and development of smart city. Other
researchers have exploited the use of blockchain in the supply chain [21, 22]. This
use aims to solve the problem of reliability and access to manufacturer information.
The proposed solution is based on the use of the Ethereum blockchain and the
ERC20 interface. It guarantees data security and traceability as well as interopera-
bility by reducing the cost and making exchanges automatic in the supply chain and
manufacturing. Authors in [23] addressed the security and privacy issue in Internet
of vehicle using blockchain. In addition, Halima et al. [24] exploited the
decentralized feature to ensure communication between vehicles and service pro-
viders. To protect and secure the flow of financial data on mobile banking platforms,
the authors in Ref. [25] propose architecture based on a multilevel authentication
mechanism that produces a unique time-based password. This solution ensures the
security and confidentiality of banking transactions.

To study the impact of blockchain technology in various sectors: Healthcare,
smart cities, Internet of Vehicles, agriculture, ... in terms of security, statistics
concerning articles published in this context are made. The queries used are
“blockchain and security”, “blockchain and security and Healthcare”, “Blockchain
and security and smart cities”, “Blockchain and security and Internet of Vehicles”...
The data is collected from IEEE explore, Springer, Science Direct and MDPI, etc.
databases from 2018 to 2021. Figure 12.1 depicts the number of articles by year
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during the last 4 years. We discovered about 10,169 publications in total. This
number is growing more and more, which shows the interest of this technology in
improving security in various sectors. As shown in Fig. 12.2, analyses made on the
number of articles according to the type of publication show that research articles
exceed 45% of the publications followed by conference papers of 31%.

We have reported the data from the evaluated publications regarding the impli-
cation of blockchain technology in the different sectors in Fig. 12.3. This graph
reveals that the highest percentages of research articles were obtained in Internet of
things, while the second-highest percentages of publications were obtained in supply
chain then Healthcare and internet of Vehicles.

Figure 12.4 illustrates the numbers of published studies based on applicable
disciplines and Blockchain roles in various applications, where the majority of
articles are from Blockchain IoT and the second-highest number of articles cover
supply chain applications. Healthcare sector the field of health is ranked as the third
most important. These statistics are for articles published in 2021.
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While Fig. 12.5 shows the number of publications by type of domain during the
last 4 years compared to the year 2021. Taking the list of research publications, we
can see that the Internet of Things still occupies the first place since it groups the
other domains.

In the rest of this chapter, we will focus on the exploitation of blockchain
technology in the health care sector. More precisely, how to use this new concept
to secure medical data. We will expose the existing works in this context.

12.3 Blockchain for Smart Healthcare

Because of blockchain’s potential and features, this technology is seen as a critical
answer to challenges encountered in the Healthcare sector. It piques the curiosity of
many healthcare experts. 7 out of 10 anticipate blockchain’s major benefits to apply
to clinical trials and medical records, and 6 out of 10 believe blockchain will enable
them access new markets and new reliable and secure information [26]. The appli-
cation of blockchain in the healthcare sector can be classified into many axes. The
most relevant one is patient data management which includes electronic healthcare
record sharing and access. Counterfeit drugs and pharmaceutical supply chain are
the second axes in drug supply chain. Clinical trials are another use cases that need
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security and privacy manipulation. Table 12.1 presents a summary of the integration
of blockchain technology in the healthcare field. It groups different use cases with
various types of blockchain with the use of smart contracts.

Bakhtawar et al. [27] suggested a method to protect individuals from the Corona
virus. The created architecture is built on blockchain technology and ANFIS (Adap-
tive Neuro-Fuzzy Interference System). The connection between these two ideas and
the KNN (K Nearest Neighbor) method ensures patient privacy while increasing the
detection probability of those infected with Covid19. The mobile application ensures
the traceability of patient interactions through bluetooth, and the data acquired is
kept on the cloud.

In Ref. [28], the authors proposed a platform named BiiMed. This solution aims
at sharing the patient’s electronic health record between different stakeholders. It
ensures data integrity and interoperability thanks to the blockchain. The proposed
architecture is composed of two parts: Health Information System and BiiMed
blockchain. HIS consists in gathering, saving, and sharing medical data while the
BiiMed platform manages the shared data. It is based on the Ethereum blockchain
and the smart contract.

MedChain [29] is another platform that works on the same principle of sharing
data by storing them immutably in the blockchain. In their work [30], test scenarios
are designed and implemented. They are based on HyperLedger Fabric to examine
various identification criteria in the health sector. The authors have exploited
blockchain technology to ensure security, privacy and confidentiality of data. The
health sector is a very sensitive area and therefore these criteria must be present in
any application in this sector. Analyses made show that blockchain technology
ensures authenticity by avoiding attacks through its encryption capacity. Moreover,
and most importantly, access to patient medical data is controlled. Only authorized
persons are able to consult this data. However, the private blockchain, HyperLedger
Fabric, ensures the security, confidentiality and transparency of data for healthcare.
These criteria can be extended to other blockchain platforms with performance
evaluation as well as energy consumption while ensuring security.

The authors of Ref. [31] have proposed a system called MeDShare. This system
allows the exchange of medical data and keeps electronic medical records secure.
The participants in this system are hospitals, service providers and health research.
They use medical data shared by MeDshare. Data confidentiality is ensured by a
customized audit control. In the same sense of sharing medical information, the
authors have developed the Medblock prototype [32] based on the blockchain. This
prototype allows secure access to electronic medical records.

H. S. Z. Kazmi et al. [33] have exploited smart contracts to design a system for
remote patient monitoring and alerting health specialists in case of emergency. This
remote monitoring system guarantees the security and privacy of the patient through
blockchain.

To solve the interoperability problem, authors [34] implemented a blockchain-
based system. It allows patients to share their clinical data with healthcare providers.
The patient has the right to choose the person with whom he shares his data. Access
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Table 12.1 Summarized literature review

Problem addressed

Year Framework
Smart
contract Contribution

Uses
Cases Ref

Patient data
management

[27] 2021 NM No - Share the patient’s electronic
health record between different
stakeholders.
- Ensures integrity, confidential-
ity and interoperability of the
data shared
- Resolved the problem of large-
scale data management and
sharing in an EHR system.
- Remote monitoring system
guarantees the security and pri-
vacy of the patient.

[28] 2020 NM Yes

[29] 2019 Ethereum

[30] 2021 Ethereum

[31] 2018 NM No

[32] 2018 NM

[33] 2020 Proprietary

[34] 2019 NM

Security and
privacy in
blockchain-
healthcare

[35] 2018 NM NM - Allows the sharing of patient
data by controlling the access to
these sensitive data.
- Ensure the security of
private data.
- Ensure the confidentiality of
messages on the blockchain.
- Provides access at different
levels of granularity without the
need for a public key infrastruc-
ture (PKI).
- Ensures the integrity, security,
and confidentiality of private
patient data.

[36] 2018 NM NM

[37] 2017 NM NM

[38] 2018 NM NM

[39] 2018 NM NM

[40] 2021 NM Yes

[41] 2021 NM NM

Drug/pharma-
ceutical supply
chain
management

[42] 2020 NM NM - Product identification and
tracking in pharmaceutical sup-
ply chains.
- Maintain security, traceability,
and visibility in the pharmaceu-
tical supply chain.
- Tracking of pharmaceutical
products during distribution.
- Monitor drug files to ensure the
confidentiality, security and
transparency of the management
process and the sharing of the
drug life cycle.

[43] 2010 NM Yes

[44] 2019 NM

[45] 2019 NM

[46] 2019 NM

Clinical trial
certification

[47, 48] 2019,
2018

Bitcoin NM - Avoid undesirable conse-
quences of drug use.
- Development of platforms and
systems for collecting and shar-
ing patient data in clinical trials.
- Support the transparency of the
data and documents retrieved
during clinical research.
- Ensure traceability of
clinical data.

[49] 2018 NM NM

[50] 2017 NM NM

[51] 2019 NM NM

[52] 2021 Ethereum Yes
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to the data in a secure way is ensured by the identification and authentication of the
user. Once identified, they can access and update the patients’ data.

The authors of [35] tackled the problem of security and patient privacy. They
proposed a system based on the immutability and autonomy of the blockchain. This
system allows the sharing of patient data by controlling the access to these sensitive
data. Discrete wavelets transform and genetic algorithm are the basis of the proposed
scheme.

To ensure the security of private data, the authors of Refs. [36, 37] proposed a key
management scheme to ensure the confidentiality of messages on the blockchain. In
the same context, Zhang and Poslad [38] suggest an access authorization model and
scheme called Granular Access Authorization supporting Flexible Queries
(GAA-FQ) using encryption and decryption algorithms. This scheme provides
access at different levels of granularity without the need for a public key infrastruc-
ture (PKI).

The signature scheme proposed in Ref. [39] is a solution ensuring security and
trust. Thanks to the attribute with multiple authorities, which is the backbone of this
solution, the patient’s public/private keys are not generated and shared.

The solution proposed by the authors [40] deals with contract automation in the
healthcare supply chain. It brings together all parties involved in the purchasing
process of medical products. The manufacturer, the distributor as well as the Group
Purchasing Organization (GPO) and the healthcare provider interact with each other
using smart contracts. For storage of large amounts of information, transactions and
data exchange are stored in a distributed storage system such as Interplanetary File
System (IPFS) or Filecoin. Then a link between Ethereum blockchain and the
storage system is established in order to keep the data secure via cryptographic
functions. Therefore, the result is a more secure, feasible and cost-minimizing
automatic health supply chain management system.

The authors proposed [41] a system named “Internet-of-Healthcare Systems”
(IoHCS). This system saves patient medical data on the distributed blockchain
system. In this way, all participants: doctor, nurse or a member of the medical
staff, can access the patient’s electronic records in real time and securely. As
illustrated in the following figure, the developed model is composed by six elements:
Hospital Information system HIS, The Central Server, Web / Software Agents,
Message Queuing Telemetry Transport (MQTT) Broker, Mobile Device Systems
and blockchain. The components of the system work together to ensure the proper
functioning of the process of access to the electronic medical record in a way that
guarantees the security, confidentiality, and integrity of data.

The traceability of drugs and the fight against counterfeiting is another concrete
case of blockchain and IoMT. According to the World Health Organization, 1 in
10 pharmaceutical products are counterfeit. This figure reaches 30% of medicines in
developing countries, which represents a market of 200 billion dollars. Moreover
25 million counterfeit drugs are distributed on the Internet with a value of 43 million
Euros [42].

Drug traceability is a very sensitive area that needs an urgent solution as it affects
the lives of individuals. The use of blockchain technology brings advantages in this
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context especially in the tracking of pharmaceutical products during distribution. For
this use case, the different supply chain actors are identified in the blockchain
network. Pharmaceutical companies register their products with a unique identifier.
Stores reselling the drugs or pharmacists could check upon receipt of stocks of drugs
that they come from valid laboratories; the information related to each drug is
updated in the blockchain each time.

Clauson et al. [43] present a detailed study on the application of blockchain
technology in pharmaceutical supply chains. This study includes product identifica-
tion and tracking as well as validity verification.

To manage medical data, the authors [44] proposed a decentralized application
(Dapp) based on blockchain technology in particular Ethereum blockchain and smart
contracts. The developed solution handles various medical cases including patient,
doctor, pharmacies, laboratory and any other service provider. The application
includes the management of medical prescriptions, tests and analysis results from
the laboratory. The communication between the different actors of the system and
the reimbursement of health care are also covered. The authors did not forget the
cases of clinical trials and surgical procedure in their study. They used different
smart contracts for each study case based on the consensus mechanism and a
distributed file system (DFS). The cost of deploying smart contracts varies between
the developed services. It depends on the number of actors in the platform and the
complexity of the process required such as surgery and pediatrics.

In their article [45], authors exploit the notion of smart contracts and multi-agents
‘system. They propose a platform allowing the storage of transactions between the
different actors of the system in the blockchain. The smart contracts ensure the
management of these transactions.

To maintain security, traceability and visibility in the pharmaceutical supply
chain, the authors [46] designed a private blockchain platform to fight drug
counterfeiting. Similarly, a proof-of-concept application has been developed by
Jamil et al. [47]. This platform consists of a web application whose role is to monitor
drug files between doctors, patients, pharmacists, etc. in a decentralized manner. The
smart contracts guarantee the confidentiality, security and transparency of the
management process and the sharing of the drug life cycle.

In order to develop medical and biological insights, biomedical research called a
clinical trial is done on humans. The objective of these clinical trials is to develop
and verify a series of data. They allow, but are not limited to, demonstrating the
efficacy, relevance and safety of a drug in relation to a disease. Indeed, the objective
of these studies is to demonstrate causality between the favorable evolution of a
disease and the taking of a specific treatment.

Several studies have exploited blockchain in clinical research to avoid undesir-
able consequences of drug use [48]. The characteristics of blockchain, notably its
immutability, transparency, and decentralization, encourage the development of
platforms and systems for collecting and sharing patient data in clinical trials [49].

The authors of [50] use the Ethereum Blockchain platform and smart contracts.
The results found support the transparency of the data and documents retrieved
during clinical research. In the same context, use of smart contracts and blockchain,
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Zhuang et al. [51, 52] presented an automatic and secure validation system for
unmediated clinical trials via distributed databases.

12.4 Discussion and Solutions

Healthcare is not like any other field, and it must adhere to extremely stringent
confidentiality regulations. To work in the healthcare sector, a blockchain must first
and foremost provide data confidentiality and patient data privacy.

While handling health records, the patient, the physicians, the hospital, the
pharmacists, or the medical analysis laboratories all seem to be sources of data
that must be seen and shared in a straightforward manner. This is a common issue
when a patient is admitted to the hospital. Health practitioners do not always have
access to the patient’s past and do not have comprehensive insight into the therapies
he/she is receiving, the history of his/her disease, or the history of his/her family. The
optimal solution would be to have a list of all the locations where a patient’s medical
data may be found so that it can be accessed promptly. With the patient’s permission,
this list would be available to any health practitioner who requested it. As a result,
rather than having access just to the database of the establishment where one is, one
might have access to all of the sources of information spread across the network’s
databases. Blockchain technology, in the form of a distributed and secure registry,
presents precisely such a solution, allowing patients to not only see their data, but
also manage access to it. As a result, we assure the interoperability of the platform
utilized by the various health players using blockchain technology. Similarly, the
emergency service can have access to patient data without requiring a request from
the patient.

The MyHealthMyDataproject in Europe creates a health blockchain model that is
consistent with medical privacy since no information is kept directly on the
blockchain: only links to its information are saved. MyHealthMyData, a Siemens
partner, strives to improve access to and exchange of health data in clinical studies. If
a person wishes to delete his or her data from the blockchain, he or she will be able to
break the links to his or her information, without having to break the chain. The
different blocks will remain in place in the chain but will be permanently
deactivated.

The characteristics of blockchain technology allow it to play a prominent role in
the certification of clinical trials. Indeed, blockchain could be used to ensure that data
is collected and exchanged, when necessary, while respecting patient privacy or
proprietary information. The use of this technology allows saving the results found
as well as the data and reports from the clinical research in an immutable way. This
property overcomes the problems of changing results, thus reducing the incidence of
fraud and error in clinical trial records. Blockchain brings transparency to clinical
trials. Also, the pharmaceutical industry could use blockchain to authenticate clinical
trial results.
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To overcome gaps in secure patients’ healthcare data, many solutions are pro-
posed in the literature. Table 12.2 summarizes this several works.

Authors in [53–56] suggest the use of Multi-agents system with blockchain. In
this solution, autonomous agents can execute action in place of users. For
constructing secure intelligent healthcare systems, Smart agents are used with
smart contracts to combine Blockchain technology with Body Area Sensor Net-
works (BASN). Smart contracts implemented on the Blockchain may automatically
analyze health data based on threshold levels and store transaction logs in the
Blockchain’s immutable ledger to provide direction regarding for nurses or doctors.
Nevertheless, nothing is known about the archival management of medical records,
the security and privacy of the patient end-devices, and processing organization for
the Blockchain in present IoT eHealth and Blockchain research. Authors in [54]
suggested a Patient Agent-assisted End-to-End decentralized Blockchain-enabled
eHealth architecture. By combining Blockchain, machine learning, and artificial
intelligence technologies. The agent can handle the issues highlighted by combining
wireless body sensors with Blockchain. Other solutions [55] consist of developing
Patient Centric Agent (PCA) based on consensus algorithm. It maintains the
patient’s safety and privacy. It also identifies the streaming data storage and security
requirements.

Other researchers are using artificial intelligence (AI), in particular machine
learning (ML), to ensure security and privacy in the smart healthcare. In their article
[57], the authors have gone over the key applications and systems where AI and IoT
are being advocated for a safer, more accurate, and predictive healthcare system. The
protocol defined by Gope et al. [58] allows to respect patients’ privacy by authen-
ticating IoT devices. Security is provided against machine learning or modeling
attacks. Using a deep learning-based algorithm, authors [59] create an IoT-based
automated noninvasive patient pain detection/monitoring system. To monitor patient

Table 12.2 Security solutions in IoT smart healthcare systems

Reference
Problem
addressed

Technology
used Solution

[53–56] Patient data secu-
rity and privacy

Multi-agents
system and
Blockchain

Use of patient agent-assisted end-to-end,
patient centric agent, smart contracts and
consensus algorithm.

[57–59] Respect patients’
privacy

Artificial
intelligence

Develop protocol and deep learning-based
algorithm to ensure patient privacy that
authenticate

[60–63] Data integrity and
privacy of the
patient

Lightweight
cryptography

Propose an EPPDA scheme: An efficient
and privacy-preserving data aggregation
scheme with authentication for IoT-based
healthcare applications.

[64–66] Control and man-
agement of IoT
data

Software
defined
networking

Combine SDN with data generated by smart
healthcare applications to improve the flex-
ibility and intelligence of IoT supervision
and control.
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pain, the proposed system does not require any wearable bothersome sensing
devices, line-of-sight cameras, or any specialized/constrained surroundings.

Many approaches based on Cryptography were built to detect and block attacks in
the healthcare application using IoT. Several security schemes to protect healthcare
systems based-IoT using Cryptographic solutions are available in the literature [60–
63].

In the literature, there are several security approaches for IoT-based healthcare
systems that use Software Defined Networking (SDN) [64–66]. SDN allows
healthcare businesses to benefit from virtualization, resulting in greater network
agility and lower total cost of ownership. SDN delivers security benefits as a result
of its architecture. Because the SDN controller can view all network data at the same
time, it’s simpler to identify unusual behavior in intruder-generated network traffic.
Rather of waiting for an operating system or application software update for
manufacturer-proprietary equipment, once a new threat has been detected, operators
can quickly build new software to analyze and mitigate the risk.

12.5 Conclusion

This chapter presents a state of the art on the impact of blockchain technology in the
healthcare sector. The most relevant applications in this area are electronic patient
record sharing, and pharmaceutical tracking, clinical trial, and security in healthcare.
Blockchain brings security, integrity, and transparency to the healthcare field.
Despite the promising offers of blockchain in terms of confidentiality and efficiency,
there is a lack of realization of solutions proposed by researchers. It is therefore
necessary to carry out an important upstream work of data digitization, process
automation, staff education and regulatory supervision.
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