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1 Introduction

The information technology infrastructure, computer networks and digital devices
have become the backbone of a society, a country and the world. The deployment
of Internet in almost all walks of life has eased every task we do in our daily life
but risked the security and privacy of those tasks and the information belonging to
those tasks. Internet has changed the lifestyle so much that one wakes up with the
start of sharing information on the Internet and goes to bed only after clicking on
some links, browsing some information on the web or posting something on social
media without any knowledge of how secure his shared information is? The very
first thing that clicks into one’s mind while discussing cyber world is cyber-crimes
and cyber-attacks. The attacks have become so disastrous and frequent today that it
costs billions of rupees to safeguard the cyber space from attackers [1].

For a criminal to attack someone’s confidential data is much more easy and less
risky than physically attacking him, and attacks can be done from anywhere in the
world. The malwares that include spywares, viruses, Trojan horses and worms attack
a system, and the system is compromisedwithout any clue to the actual owner and the
adversary gets the complete access to the confidential information of the legitimate
owner [2].

One of the many ways in which a malware attacks the system is, whenever a USB
drive is inserted into an infected system, the drive gets infected and every other device
in which this infected drive is inserted subsequently gets infected. The malwares can
attack any system from servers, end user systems to networking devices. Themalware
attacks the most vulnerable point of a system including software and hardware, and
it’s too difficult and expensive task to prevent a large volume of applications and
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data and every point of large network [2]. The easier approach to protect the network
and data is to guard the network at its perimeter and using firewalls, which enquires
every access to the internal network, and if the access is malicious, the firewall
and the antivirus installed reject the access. In spite of emerging technologies, the
advancements and sophistications in malwares enable it to exploit the flaws of the
technologies and avoid detection.

As the world is heading toward a new decade, the cyber criminals may come up
with new techniques and approaches, identifying and neutralizing them will be the
new challenge for organizations. What may be the attack vector? Will the criminals
try new technologies like Biometrics and Artificial Intelligence or rely on those old
conventional methods? The answers to such questions will be of utmost importance.
If they are shifting to the biometrics, the security of the information gathered and
that of the network authentication token is a serious problem needing a proper solu-
tion. If the token is compromised in any circumstances, the cyber criminals may
get administrative access to the network creating damage beyond imagination. The
drones that are information gatherers may be used for espionage as they can perform
physical damage as well as data breaches. As per a recent prediction by Goldman
Sachs, more than 17 billion dollars will be spent on drone functionality itself by the
businesses in the next 5 years [3].

2 Cyber Security Trends

In spite of organizations’ awareness and dedicated efforts toward cyber security, the
security breaches and data compromises in many organizations as well as common
people’s cyber space had created news headlines in 2019. The cyber security trends
[4–6] that will be the area of focus in 2020 are:

• “Data breach” remains to be the biggest concern for the organizations as the orga-
nizations are very conscious about their image after the data breach is in news. The
records show that the flaws in the web applications are mostly responsible for the
data breaches making web application security the top priority for organizations.

• “Skill gaps” in the cyber security staff appointed by the organizations along with
the shortage of staff makes two out of three organizations’ cyber space vulnerable
to threats. Therefore, the organizations are relying on security tools like online
vulnerability management solutions that make the organization secure even with
a small team of security staff.

• “Cloud security” is another very vital issue to resolve as the data are being moved
to the clouds; innovative approaches are required to protect that data and the
critical infrastructure.

• “Cyber security automation with integration” is required as the cyber secu-
rity professionals have to do a lot with less staff. Using agile processes, the
organizations are easily managing security issues.
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• “Awareness of cyber security’s importance” is growing speedily, and organizations
have realized that maintaining cyber-hygiene is mandatory and vital.

• “Mobile devices” are at risk making the complete supply chain of the organi-
zation vulnerable to indirect attacks. Secure web infrastructures and real-time
management of vulnerabilities can reduce the risk.

• “State-sponsored cyber-attacks” such as attacks of distributed denial-of-service
(DDoS) are sponsored by different countries to steal political and defense secrets;
spread misinformation etc. in other countries.

• “IoTdevices” are booming today to create automated infrastructure but at the same
time, the chances of blunders in the field of cyber security have also increased.
Examples are the vulnerable web platforms, insecure wireless networks, unveri-
fied updates etc. Any IoT device if compromised will serve as the weak link of
the chain and entry point for fatal attacks to the system.

• “Artificial Intelligence”, on one side, is helping the cyber experts in dealing with
attacks by usingmachine learning and deep learning technologies to detect threats,
on the other side, it is being used by cyber criminals to create sophisticated attack
methods and malwares.

• “Phishing threat” can be said to be evergreen threat, as it remains to be the cause
of many fraudulent payments, malware spreads and credential compromises.

• “5G Technology” is the future of the cyber word. With the enhance bandwidth
provided by 5G technology, the number of devices, the number of sensors and the
volume of data are going the explode. The preparations and the performances of
the researchers and the organizations are going to decide whether it is a boon or
a bane for the society, for the country and for the world.

• “Smart devices” such as smart TV, smart speakers, smartwatches etc. are
increasing at the pace more than the pace they can be provided security from
cyber threats.

• “Real-time operating system vulnerabilities” were discovered and exposed to the
world’s cyber research community in 2019 by Armis Labs, which they named
“Urgent/11” [6].

• “Butterfly effect of ransomware” may be witnessed as a consequence of the
constant bombardment by the attackers. Only the first 9 months of 2019 had
seen 600–700 attacks on government agencies through ransomware [3].

• “Cyber Insurance” has become very popular in spite of constant warnings by the
governments. However, the effect of such cyber protection cover is contrary to
its objective because the attackers are targeting the ensured organizations more
frequently as the chances of getting paid are more. Insurance companies generally
opt to pay the ransom if the amount of ransom is less than the cost needed to rebuild
the network [3]. There are estimates that the cyber insurance market is projected
to be 7 billion dollars in the USA alone [3].

• “Certified Threat Intelligence Analyst (CTIA)” program is being used by the
security threat analysts to learn the skills of identifying and combating the threats.
CTIA is a method-driven program, which covers every aspect from planning to
create effective threat reports.
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3 Emerging Technologies

The emerging technologies include smartphones, social media, cloud computing,
critical infrastructure etc.

3.1 Social Media

The social networking sites that provide its users a platform to connect to people and
make friend, share their views, news and events also create the cyber-attack-prone
points in the same proportion. The attacker finds out the careless people from the
social network and uses them to attack and send spams to the people on his friends
list.

3.2 Cloud Computing

The cloud computing concept provides the users’ chance to use the services of various
resources without spending money and requiring any management skills for the
complex infrastructure. The service of account recovery provided by Google to its
Gmail users was a compromised denial of service attack [7].

3.3 Smartphone Technology

With the exponential growth in the number of smartphone users, the number of
mobile malwares is also growing. The case of cyber threats to the infrastructure of
electricity grids to healthcare system, communication system to banking system are
also being witnessed in very high proportion.

3.4 Critical Infrastructure

The infrastructure is the backbone of all the secure operations of modern-day society
and is vital to national security, business and financial activities. This infrastructure
is the lifeline for security of the cyber space of the country.
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3.5 Internet of Things (IoT)

The Internet of Things (IoT) is one of the growing technologies that use the Internet or
Internet like network to establish a connection among various intelligent IoT devices.
IoT devices include the devices for a remote dashboard, for control, for servers, for
routing or bridge device, and sensors [8]. These smart IoT devices are equipped with
advanced functions and features to communicate over the Internet via some wireless
protocols. In recent studies, the rapid growth of IoT technology has been encountered
in different domains especially in the field of smart automation and Robotics.

3.6 Embedded Systems

These are the systems used to automate mechanical and electrical machines from
Mp3 players, DVD players, refrigerators to ATMs, bar code readers, power grids,
railways, airways etc. most of these machines need hard real-time or soft real-time
constraints to meet their target outputs and any deviation may lead to devastation
results.

4 Malwares

The malwares today are used to steal the confidential information of government
organizations, corporate world and that of an individual but initially, malwares were
used to check and enquire the security feature and loopholes in the protection layer
of an application [2]. Another area in which the malwares are frequently being used
is to get control of victim’s computer and display some unauthorized advertisement.
For most of the attackers in cyber world, Trojans are the favorite malwares of the
cyber criminals. The studies show that more than 75% of the cyber-attacks to steal
information and network intrusion to take control of the network are through Trojan
malwares. The malwares are spread using the following activities as vehicles for
transportation.

4.1 Spams

The victim receives unwanted and inappropriate messages in his inbox without his
consent, and the attacker does it all anonymously that too without any expense. The
most common spams today are the email spams in which the inbox of the victim is
flooded with unsolicited messages [9].
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4.2 Phishing

It is a masquerading attack performed to acquire confidential information by
deceiving the users into visiting malicious web pages claiming to be legitimate.
The private information shared by an unsuspecting user is then used for criminal
activities [10]. The phishers are using innovative techniques as the user is becoming
knowledgeable and smart. The phishers send emails containing links to some fake
malicious websites claiming to be legitimate organizations or use misspelled URLs
to deceive the users to acquire their private information [11].

4.3 Web Downloads

The attackers use it as a speedy spread method for malwares. When user visits a
website and clicks on some pop-up window, or as hidden downloads from some very
popular websites, the malwares are injected into user’s computer system. In most of
the situations, the attacker sends spammessages to the user having links to malicious
web pages and lures him to visit his malicious website, as soon as the user opens
the website, the malware is automatically downloaded and installed on his machine
without any clue to the user [12].

5 Emerging Threats

The emergence of new technologies has provided the cybercriminal variety of
vulnerable points to attack, i.e., the emerging technologies have paved the way of
emerging threats. Here, we discuss the emerging technologies and the threats to those
technologies.

5.1 Social Media and Threats

Today, different social media platforms have mushroomed on the Internet, and each
platform is flooded with millions of users of it. Twitter and Facebook are the most
popular social media platforms with billions of active user accounts around the globe
and have become the new communication platforms for new generation. The cyber
attackers are using this platform to inject threats to the user’s machines and as the
users submit a lot of their confidential as well as personal details to these platforms,
once the machine is compromised, all this information is revealed.

As per a report of Sophos, an IT security organization, most of the companies
are worried that their employees share lots of their personal information with social
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media platforms, and there is an alarming increase in attacks on socialmediawebsites
[13]. Koobface worm [14] was the worst case of social site attack by malwares,
which used its Zombie arsenal to create new fake social media accounts to be friend
with unaware users. Thomos and Nicol [14] discovered the inefficiencies of the
social media websites in blacklisting the malicious websites using their blacklisting
services. The other malware attack is on unused accounts of Facebook and Twitter
and most of the time spread malwares by clicking and following the account of
clueless users. In some cases, themalwares spreadwhen the user clicks on “trending”
topic contents [15]. Social sites are new and easy targets today for a number of
organizations to seek user data, some firms use these data with legitimate intentions
and some for malicious purposes.

5.2 Cloud Computing and Threats

If we talk about recent times, the cloud computing is the greatest technological
paradigm shift [7]. The companies whether small or large are using the IT services
provided by the cloud instead of using their own IT infrastructure and resources.
The cloud computing possesses different characteristics like on-demand service,
location-independent resource pooling, measured service, ubiquitous network access
and rapid elasticity [7]. The users can assign themselves more resources through on-
demand service without any human intervention. Resource pooling means every
resource is shared between multiple users needing that resource. The measured
service is the characteristic of cloud computing, which facilitates the users to pay
according to their consumption of different services. Rapid elasticity means the
capability of locating and releasing the resources as rapidly as needed.

The services offered by cloud computing may be grouped into the following
categories: Platform as a Service (PaaS), Software as a service (SaaS) and Infras-
tructure as a Service (IaaS) [16]. IaaS provides virtual infrastructure components like
storage, operating systems and virtual machines to run applications [16]. Program-
ming environments access additional building blocks through PaaS category of
services. Application software are enabled and provided through SaaS. Through
multi-tenancy feature, a query rewriter is employed by salesforce.com at database
level whereas at hardware level, hypervisors are used by Amazon. As the clients
use the services provided by different service providers, the most important issue
is to ensure that these services are secure and well protected. The active research
area in cloud computing is policy integration and trust management where cloud
providers control and manage the data and services of the users. The policy inte-
gration addresses the issues of secure interoperability, policy-evolution management
and semantic heterogeneity.
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5.3 Smartphones and Threats

As the smartphones are carried by an individual throughout the day, its compu-
tational capability and mobility can be used to organize work and lifestyle. The
exponentially growing number of smartphone users indicates the critical require-
ment of smartphone security measures. As people store a lot of their personal but
sensitive as well as confidential information in smartphones, it has become source
of risk and the smartphones have become new targets of attack for cyber criminals
[17]. The design-related flaws in the infrastructure for mobile communication and
management are exploited by the cyber criminals to attack and peep into the encryp-
tions of smartphones. In most of the cases, the criminals attack the system through
Wi-Fi networks to steal the personal information of the users. A worm known as
Cabir spreads through Bluetooth network and is another point of concern that needs
to be addressed. The mobile software is also having some flows that are exploited
by criminals to spread malwares, one example is the web browser.

There are reports that special malwares have been created in last couple of years
to attack the the smartphones [18]. To address this all, a centralized market place
is offered by companies, which helps remove any malicious application before it
is installed, for example Apple offers App Store to install application to iPhone
devices, Android too offers a market place to install applications for android users
and removes malicious applications from the smartphones and marketplace based on
user complaints [19] Sandboxing is another approach used by companies to prevent
the processes from interaction avoiding the damages done by interactions.

5.4 Critical Infrastructure and Threats

The infrastructure is the backbone for all the communications, processes and activ-
ities. The complexity of interconnection of the infrastructure makes it very hard to
protect it from attacks. The nature of the infrastructure is the recent area of research,
which includes self-diagnostic techniques and self-healing system that automatically
responds and recovers from any attack [20]. The communication, transport, public
health, finance, oil and gas etc. are the areas that are part of critical infrastructure
and nowadays are facing maximum threats.

In case ofwars between countries, these are the very first targets of enemies. Cyber
war is the attack by a nation on other nation’s cyber space, networks or computer
systems to harm them or only to create disruptions. This is the most fatal attack for a
county as it can damage its security and security infrastructure [21]. A country must
test and update its critical infrastructure and cyber defense system for possible threats
to find the loop holes and eliminate them periodically. Advanced mitigation threats
are the recent fatal threats to the critical in restructure, a multi-stage Bayesian [22]
concept has been proposed that uses the incompleteness of the information of the
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advanced mitigation threats to counter such attacks by learning the nature of attacks
and planning defensive strategies.

5.5 IoT and Threats

The attacks on sensors and embedded systems are the most fatal and sophisticated
cyber threats today. Today Google, Apple and Cisco, the major ICT players take
significant business decisions so as to make their position in IoT landscape [23]. The
core business focus for telecom operators is machine to machine communication,
and hence, the Internet of Things has shown a significant growth in the number of
connected devices. The future of IoT iswith other technologies like cloud computing,
Big Data, Semantic technologies and Robotics. In future, the web platform of smart
environments and connected devices would be integrated with the Internet of things
today to make smart web of everything to support the changes in the society and the
growth in economy.

Cyber securitywill pose amajor challenge to IoT technology aswith the passage of
time number of IoT devices will grow to trillions. In the development of smart cities,
many projects have been initiatedworldwide. Likewise, the same effort has been seen
in home automation. Diverse facilities and services are provided by automated homes
to homeowners [24]. These services include less energy consumption, optimization
of water consumption, home security service, effective use of home appliances etc.
This is only possible because the smart devices are controlled by a smartphone or
any other device on the network.

Recent research shows that a very high percentage of consumers have no confi-
dence on the security mechanisms of IoT devices. The heterogeneous nature of the
data as well as the devices in any IoT infrastructure is the challenge that makes it
tough to provide a common security solution for any IoT deployment [25]. As the
devices in IoT are connected through Internet, hence any malware threat to Internet
creates a fatal threat to the devices related to healthcare, home security, business,
finance and military. The solution to IoT threats includes mutual authentications and
the use of new artificially intelligent machine learning tools that will detect security
breaches and respond accordingly to recover [24].

5.6 Embedded Systems and Threats

Today, most of the embedded system-driven machines are on some network or on
Internet itself so recent challenges to researchers include the security of the electronic
devices having embedded integration circuits [26]. If the chip of such electronic
devices is attackedwithmalicious intentions, the function of the systemmonitored by
these devices may be affected to give fatal outcomes [27]. The Trojan malwares that
are used to attack such electronic devices to alter their goals are hardware Trojans and
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hence are very tough to detect and eliminate. The embedded systems are the lifeline
for most of the automated mechanical and electrical machines but if the security of
such systems is compromised, the damages may be beyond imagination.

Cyber security experts are of the opinion that the year 2020 is going to invite the
most complex and sophisticated threats that the cyber world has ever seen. Some of
the threat types that the researchers have to face in the times to come are described
and compared in terms of spread methods and target systems or environments. Table
1 shows the different kinds of emerging threats.

6 Current Scenario

The research shows that today most of the organizations are capable of direct attack
prevention and are focusing on the new battleground created by the indirect attacks
such as the attacks on the third parties and those on the vendors in the supply chain.
The cyber resilience that uses cyber security and enterprise resilience in tandemoffers
the capability of quick response to the posed threats, which increases customer trust.

TheAccenture ThirdAnnual State of Cyber ResilienceReport, 2020 [30] says that
two types of organizations are there, the first group covers 17% of the organizations
that are in elite group, and they have achieved a very high level of security innovations
and the cyber resilience. The other group that covers 74% of the organizations, is a
group of average performing organizations. The remaining 9% are bad performers
as for as their security infrastructure and security budget are concerned. While the
elite group is working on the improvements, the second group is following the path
shown by the leaders of elite group. Some of the observations [30] of this report are:

• In the last 3 years, the number of organizations that allocate 20%of their IT budget
in technology advancements has doubled.

• A decline of 27% in security breaches and 11% in direct attacks is reported in the
last 3 years of time span.

• Out of the security breaches during the last 3 years, 40% were indirect attacks
that too on some weak link of the supply chain.

• Sixty-nine percent believe that an unsustainable cost is being paid for staying a
step ahead of the attackers in the battle going on between the organization and
the attackers.

7 Conclusions and Directions for Future Research

Analyzing every aspect of the current cyber security trends, evolutions of cyber
security techniques and technological assistance to it, the past, the present and the
future of the threats, the conclusions can be presented under the following points:
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Table 1 Emerging threats

Serial number Threats/Malwares Descriptions Target
systems/Environments

1 Cloud network
vulnerability [28, 29]

Cyber criminals may
target public clouds and
any untrained employee
may trigger any number
of such vulnerabilities in
the network

The organizations that
lack tiered security
programs of access

2 Ransomware and
micro ransomware [3,
29]

It is the fastest-growing
attack and aims at
vulnerabilities, which are
different from general
malwares and easy to
attack
The emails are the biggest
vehicle for ransomware
spread

It can attack the
industries that use the
consumer data as an
asset. Ex: Healthcare,
POS Systems etc.

3 IoT Botnets [6] The legion of bots was
already created in leaked
Merai Code 2016 are
going to expand with the
expansion of IoT
technology

Even the systems with
machine learning
capabilities can be a
victim of this attack

4 Polymorphism and
PowerShell [30]

PowerShell manipulation
is being included in
malware tool kits by APT
groups. The polymorphic
malwares like Qbot can
change its signatures

Most of the small
companies

5 Third party breach [6] Hackers use third parties,
i.e., indirect attacks to
attack the target and
sanitize their trail after the
attack making it difficult
to follow

The organizations that are
doing business by sharing
their digital space and
security features

6 AI tools [28, 29] AI tools may be
employed by hackers to
consistently scan and
attack the targeted system

The companies not
having the staff and
security technology to
ward off the attacks that
change their form
consistently

7 Network security risk
[29]

The hackers wait for the
digital and cyber space
expansions by the
organizations to exploit

The organizations
expanding their digital
ecosystem and cyber
space

(continued)
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Table 1 (continued)

Serial number Threats/Malwares Descriptions Target
systems/Environments

8 Email network
security risk [29]

The organizations do not
take the vulnerabilities
created by wireless
networks, seriously
making the email
vulnerability fatal

The organizations having
untrained employee who
clicks on phishing mail

9 Attacks on Windows
subsystem for Linux
(WSL) [30]

WSL is the latest
technology shipped out
with windows 10 and is
going to be the favorite
target of the attacks in
2021

Environments going for
updates to Windows 10

10 Search result Hijack
[5]

The search engines
personalize the searching
behavior of an
organization and the
hackers may try to hack
the behavioral patterns of
the organization’s search
results
Search result tempering
may lead to showing
malicious site and
directing to that site.
Once the site is opened
any security compromise
may result in

Any organization big or
small

11 Malwares in mobile
devices [5]

These are the malwares
specially developed for
mobile devices to access
confidential information
of the user such as
passwords of banking
apps etc. Studies show
that out of all smartphone
phone users about 35%
use it for financial
activities

Online payment Apps
Ex: Banking Apps etc

(continued)

• The reason for the flooding in cyber threats is that the attacker connected to the
cyber world can be anywhere in the world geographically, while attacking the
target.

• With the revolutionary developments in technology and security algorithms, the
nature and techniques of the threats have also changed with same or more pace.
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Table 1 (continued)

Serial number Threats/Malwares Descriptions Target
systems/Environments

12 Remote Code
Execution (RCE)
attacks[6]

It is estimated that about
20 billion IoT devices on
the Internet or other
similar networks are
prone to remote code
execution (RCE) attacks

IoT devices

13 Smishing [5, 29] The increase in online
communications and
interactions, the favorite
target point of the
attackers may shift from
e-mails to online
interaction platforms

WhatsApp, LinkedIn etc

14 Latest threats [5, 29] Generally, the
organizations respond to
the attacks but the
industry security systems
should be proactive in
facing the latest threats

Any organization big or
small

• The introduction of the latest technologies such as Cloud Computing, IoT,
Embedded systems, Social media and many more has created new battle grounds
for the researchers and the criminals.

• The new technologies like Artificial Intelligence, Machine Learning and Deep
Learning are very effectively and efficiently being used by cyber criminals too.

• Going through the history of the attacks and threats, it can be concluded that the
cyber criminals have focusedmore andmore on the technologies of transportation
and distribution of the malwares as compared to the malware itself.

• Safety and security of the critical infrastructure is the focus of the researchers
today as it is going to be the territory for a new war, i.e., the cyber war.

Thus, the conventional security measures are not going to work in future, as the
Internet and Internet-connected devices are exponentially growing. The number of
IoT smart devices is going cross 75 billion as per an estimate, creating an explosive
situation in terms of the number and frequency of attacks [6]. This speedy growth of
the Internet requires smart and innovative approaches to curb the threats. The scale
of the infrastructure and the innovations in the security attacks are the major areas
of concern for future research. The introduction of 5G technology will bring the
newer scopes of threats, and hence, the researchers need to focus on this aspect of
the technological development as well.

The reports show that most of the reputed organizations are capable enough to
prevent and safeguard their cyber space from direct attacks, i.e., the attacks made
on their digital space or web space directly, so the cyber-criminals are now trying to



32 A. B. Pandey et al.

reach their digital space though weaker links in the supply chain of which they are
part of. The researchers must try to address such indirect attacks and treat the cyber
space of all the organizations, i.e., third parties in the supply chain as a cyber-village.
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