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Senad Bušatlić, and Jasenko Karamehić
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Blockchain Technology: A Fundamental
Overview

Ashraf Jaradat, Omar Ali, and Ahmad AlAhmad

Abstract In November 2008, Satoshi Nakamoto announced the concept of
blockchain in awhitepaper about digital payment approach calledBitcoin. Since then,
several data-driven domains have identified the potential of using this technology
to provide a secure and a trusted platform for transactions processing. In fact, these
domains have recognized blockchain as a revolutionized platform of data sharing and
data storage.Blockchain technology canbe presented as a protocol or software,which
offers a secure transfer and storage of exclusive instances of values via the internet
and without the need for third-party intermediation. From the functional perspec-
tive, blockchain can serve as an open, distributed, and immutable ledger that records
transactions in a verifiable and permanent fashion. To understand the revolutionary
consideration of blockchain technology, a fundamental overview of the technology
is required. Accordingly, this chapter will give an explanation of blockchain concept,
its fundamental features, components, categories, and architectures. To emphasize
the importance of utilizing this technology in several data-driven domains, a section
that addresses the usage of blockchain technology will be presented. Moreover, this
chapter will highlight certain aspects related to the future utilization of blockchain
technology from Artificial Intelligent (AI) and digital privacy implementations.

Keywords Blockchain · Consensus models · Blockchain architecture · Digital
privacy
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1 Blockchain Fundamental

1.1 Background and Evolution

The digital ledgers for tamper evident and tamper resistant are blockchain and these
are being implemented using a distributed procedure, that doesn’t require a central
repository, or central authority, like the government, company, or bank [6]. Keeping
in mind the basic level, the user community is enabled for recording of transac-
tions within the shared ledger of that community, to make sure that the blockchain
network operates normally and after publishing the transactions cannot be altered.
This blockchain concept, in 2008, was integrated with various kinds of technologies
as well as computing concepts so that modern cryptocurrencies could be brought
forward. Cryptocurrencies are electronic cash that isn’t protected by an authority or
central repository but cryptographic mechanisms [94].

In 2009, the bitcoin network was launched and it was then that the technology
became widely known. This bitcoin network is one of the first modern cryptocur-
rencies. For bitcoin and other related systems, the digital data transferred indicates
electronic cash being carried out using a distributed system [94].

The users of Bitcoin are able to digitally sign and then transfer their information
rights to any other user and a public record is made by the bitcoin blockchain for this
transfer. Each network participant is provided the opportunity to verify the transaction
validity in an independent manner [42]. A participant distributed group is respon-
sible for maintenance and management, independently, of the bitcoin blockchain.
Such a group, integrated with cryptographic instruments, allows the blockchain to
avoid any sort of changes to the ledger (transaction forging or blocks identification)
at a later point in time. Through this blockchain technology, various kinds of cryp-
tocurrency systems have been developed like the bitcoin and Ethereum [94]. Hence,
bitcoin or any other cryptocurrency solutions and blockchain technology are usually
considered to be bound. Yet, this technology can be applied to a significant number
of applications and several sectors are analyzing its potential [2].

During the late 1980s and early 1990s, this concept of blockchain technology
emerged. The Paxos protocol was developed by Leslie Lamport in 1989 and by
1998, a consensusmodel was presented by this author. Thismodel would form agree-
ments over an outcome within a computer network in the case where the network or
computer would be unreliable [50, 94]. During 1991, the electronic ledger used was
a signed information chain. This ledger allowed document signing in a manner that
indicated that no signed documentwithin this collectionwas altered [62]. In 2008, the
earlier concepts were integrated with electronic cash and referred to as bitcoin. The
bitcoin is stated as the peer-to-peer (P2P) electronic cash system [61]. Nakamoto [61]
carried out a research which included a blueprint regarding the modern cryptocur-
rency schemes. There were somemodifications and variations subjected. Bitcoin was
the first out of various blockchain applications that were developed [94].

Earlier than bitcoin, there were several electronic cash schemes, however, these
were unable to attain extensive application [6]. Bitcoin, enabled by blockchain, could
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be applied in a distributed manner where a specific user was not allowed to control
the electronic cash alone and there was no specific failure point present either. Hence,
the use of bitcoin was highly promoted [94]. In this system, direct transactions could
occur among parties and a third trusted party was not required [94].

New cryptocurrency was also required to be issued in a defined way for users
that could publish new blocks and manage the ledger copies. In Bitcoin, these users
are referred to as miners. The miners’ automated payment helped the system to
maintain distributed administration and organization was not required [5]. When the
maintenance was based on consensus and blockchain, the self-policing policy was
established to make sure the transactions remained valid and the blockchain included
the blocks.

The blockchain, within bitcoin, allowed users to remain pseudonymous. It refers
to the anonymity of the user, however, the account identifiers do not remain anony-
mous. Furthermore, the public can view the transactions. Hence, pseudo-anonymity
has been offered by bitcoin effectively as the accounts are established without
authorization or identification processes [94].

As bitcoin was pseudonymous, it had become necessary to establish procedures
that established trust within the environment and it wasn’t possible to easily identify
the users. Earlier, before blockchain technology was used, an intermediary, which
both parties trusted, was used to deliver the trust. After removing these trust inter-
mediaries, the blockchain network helps establish trust through four main features
of this technology.

They are:

Ledger—Append only ledger is used by the technology so that the complete
transactional history can be presented. As compared to the traditional database,
overriding of the values and transactions is not observed in blockchain.
Secure—Cryptographic security is presented by blockchains as it makes sure
ledger data is not altered and this data is also attestable [58, 60].
Shared—Various participants share the ledger [13]. Within the blockchain
network, such sharing allows for transparency among the node participants
[15, 21].
Distributed—It is possible to distribute the blockchain [95]. The blockchain
network nodes are scaled so it is highly resilient toward the bad actor attacks [74].
When the nodes number is increased, there is a reduction in the ability of any bad
actor to influence the blockchain consensus protocol [74, 95].

The blockchain networkswhich enable people to create accounts in an anonymous
manner and then participate are referred to as permissionless blockchain networks.
Such networks help establish trust between the parties who do not have any earlier
knowledge regarding one another. Direct transaction can be carried out between
organizations and individuals and this would allow for transactions to be quick and
low in cost. A blockchain network that controls access in a tight manner is referred
to as permissioned blockchain network. Such a network allows limited trust among
users and would establish activities that increase trust.
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1.2 Blockchain Definition

The blockchain has been defined as a decentralized ledger that manages transaction
records on various computers at the same time. For recording transactions, several
cryptocurrencies apply blockchain technology. The infrastructure of the bitcoin
network is based on blockchain technology [2].

Since the time blockchain has developed, there are various components and anal-
ogous terminologies which create confusion regarding the discussion related to tech-
nology and how it is implemented. Out of these, there are descriptions associated
with the transaction grouping as well as publishing. They are formed into unique data
structures referred to as blocks which are cryptographically linked (chained) with
each other and spread over the P2P network for the prevention of tampering with
earlier published transactions [13, 68]. When the transactions are embedded within
the blocks, it requires validation through the nodes (miners) using a consensus model
that helps indicate the node given privilege for the next block publication [97]. Blocks
also have the ability to support smart contract abilitieswhich are expressive and native
using a code collection and the data is presented with the help of transactions that
are signed cryptographically over the blockchain network (e.g., Ethereum’s smart
contracts, Hyper ledger Fabric’s chain code) [68, 97].

The pseudonym, SatoshiNakamoto, stated and implemented the initial blockchain
[88]. Nakamoto presented a paper, ‘bitcoin in 2008: A Peer-to-Peer Electronic Cash
System’, in which he stated the blockchain description. It provided the architec-
ture for a payment system that was decentralized and without trust. The blockchain
technology is included within the Bitcoin [78], and the cryptographic technology
has been used to establish this blockchain [69]. A sequential distributed database is
included within this blockchain technology and to save the entire transaction history
within a blockchain, a public ledger is used [19, 86, 90, 100]. All allied information
and bitcoin transactions are recorded in the bitcoin blockchain [16]. The blockchain
is observed to be a public ledger that is distributed and includes records that are
immutable and complete of all transactions executed [46]. Even though blockchains
and cryptocurrencies are integrated with one another, blockchain technology has
gained interest of researchers. It seems to have a revolutionary influence over bitcoin
among other things [100] (see Fig. 1).

In this blockchain, the transaction validity and security are carried out using nodes
in the P2P network and the blockchain complete record is held [60, 94]. If there is an
attack where the blockchain is to be altered fraudulently, then all blockchain copies
would be targeted within the entire network. This activity would not be feasible
[78]. The blockchain only accepts new transactions with new blocks if verification
protocols agreed upon are being followed. When presenting an example for bitcoin,
the protocol is referred to as ‘proof-of-work’, and addition of new transactions can
only be done in this way [61, 78].

Blockchain is not only an economic but also a technical alteration [19, 53, 100,
102]. In terms of technical alterations, the blockchain has been considered a new
database system form, specifically designed to decentralize environments embedded
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Fig. 1 An example of a cryptocurrency transaction. Source Yaga et al. [94]

with lower trust levels. Blockchain, in an innovative sense, extends tools to manage
issues that have a transaction record that is dependable and, in the case, where it is
not possible to trust the parties, humans or machines [54].

Keeping in mind the mentioned analysis, the blockchain definition established is:

A distributed database model which relies upon a P2P network is referred to as blockchain.
There is a blocks sequence present with transactions that are time-stamped and network
community confirmed. The public-key infrastructure (PKI) secures this model. Once an
element is part of the blockchain, it cannot be altered. Therefore, the blockchain allows for
earlier action recording without disputes [6].

The blockchain technology has various components and relies upon crypto-
graphic primitives along with distribution systems which is why it is quite complex.
Yet, simple explanations are present for each component and can be applied as a
building block for the complete challenging system. Hence, the informal definition
of blockchain is:

The distributed digital ledgers with cryptographically signed transactions which have been
grouped into blocks are referred to as blockchains. There is a cryptographic link of each
block with the earlier one (to make sure its tamper evident) after it has been validated and
had a consensus decision. It is difficult to modify the old blocks once the new blocks have
been included (establishing tamper resistance). Across the ledger copies, in the network,
replication of new blocks is done and automatic resolution of conflicts is done using the
determined rules [94].

2 Blockchain Components

Blockchain technology seems to be complex technology due to various perspectives
and components that need to be associated with it to make blockchain functional
and beneficial to the participated stakeholders [45, 94]. However, to simplify the
discussion about blockchain technology, this section will individually address the
main components of blockchain, such as blockchain transaction, blocks and how
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they are chained, data store (i.e., ledger), nodes, minors, cryptography primitives,
and consensus mechanisms [8, 17, 45, 57, 94].

Transaction: It is the smallest building block of a blockchain system, such as
records, contracts, and information, which serves as the purpose of blockchain. It
represents an interaction between parties that enable the transfer of value between
two parties without the need to trust each other or to have a centralized authority
[23]. In the digital currency scenarios, a transaction may represent a transfer of
the cryptocurrency between two blockchain network users. While for business-to-
business scenarios, a transaction could be a way of recording an activity that occurs
on a digital or physical asset [94].

Since a transaction in blockchain is programable, it can hold the applicable data
for that program. Even though, the data that encompasses a transaction can differ
in every blockchain implementation, the transaction execution mechanism is largely
the same [94]. In this execution, a user in a blockchain sends information/ message to
the network, where different authentication and validation processes will be carried
out at the network. In this form, the sender creates a transaction that may include the
sender’s address, receiver’s public key, the transaction’s input, and output values, and
the digital signature to prove the authenticity of sent information [8, 23]. Transaction
inputs often signify a list of the digital assets to be transferred, while transaction
outputs signify the recipients’ accounts and amounts of the transferred digital assets.
Figure 1 illustrates the execution of a cryptocurrency transaction.

Node: Basically, any entity that connects to the blockchain network, is called
a node or a miner, where each node can have an independent copy of the whole
blockchain ledger [23, 94]. The subset of nodes in the blockchain network that are
equipped with special software to validate the transactions or to solve a difficult math
problem to be able to find a new block is called miners [63]. By using a computer’s
processing power, the mining process is mandatory for recording transactions on
the blockchain network. Additionally, as nodes are used to verify all the blockchain
rules, then these nodes are called full nodes. Full nodes group the transactions into
blocks to determine the validity of the transaction [23].

Block: It is one of the main blockchain network components as a blockchain is
represented in sort of a sequence of blocks [57]. Each block stores a complete list of
transactions records, similar to the public ledger. The first block in the sequence is
called genesis block. This block does not have a parent block. The blocks are linked
to each other using a reference hash for the previous block. This block is known as
the parent block, such that each block has only one parent [57, 101]. Figure 2 shows
blockchain structure in a sort of continuous sequence of blocks.

An individual block consists of block header and block body as shown in Fig. 3.
The block header includes a set of metadata information such as block validation
rules called Block version, timestamp, Merkle-tree root hash that represents the hash
value of all the transactions in the block, nBits target threshold of a valid block hash,
Nonce (i.e., 4-Byte field), and parent block hash that points to the previous block
in the chain. The Block body is composed of the actual transaction data and the
transaction counter. It is the part of the block that affects the upper limit of a possible
transaction and its actual time [57, 64, 75, 101].
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Fig. 2 Blockchain structure in a sort of continuous chain of blocks. Source Monrat et al. [57]

Fig. 3 Structure of a blockchain block. Source Niranjanamurthy et al. [64]

Ledger: It is data store in a blockchain that stores immutable, sequenced records
in blocks using a consensus algorithm [8]. There is generally one ledger per channel.
Each node maintains a copy of the ledger for each channel that it is a member of.
The shared ledger encodes the entire transaction history for each channel as well as
includes query capabilities for efficient processing [8, 63].

Cryptography: it is the most important component in a blockchain system as it
relies extensively on cryptography throughout various stepswithin system operations
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[47]. Cryptography is used to allow relevant access, to store data in immutable blocks
with a fixed consecutive order, and to establish identity and authenticity [8].

To achieve a fully distributed ledger, specific cryptography aspects, such as hash
functions, public-key cryptography, and digital signature, have to be utilized [47]. A
hash function is a mathematical function that maps any data as input to generate a
hash value as an output for all the transactions that are under a specific threshold [8].
Blockchain used this function for hashing the transaction message and for consensus
algorithm like Proof-of-Work (PoW) [47]. Public-key-cryptography utilizes public
and private keys for encrypting and decrypting transactions messages. The public
and private key pairs are also utilized by the digital signature to prove the authenticity
of the data [8].

Consensus: It is another blockchain’s key component is related to the way data
entries are being accepted onto the distributed ledger. Blockchain technology uses
consensus algorithms to maintain a single history of blocks by synchronizing the
records within the chain of blocks to ensure that each block does not contain any
contradicted or invalid transactions [39]. Several consensus algorithms have been
proposed and used in the blockchain system implementation [25]. Basically, those
proposed consensus algorithms can fall under two broad categories, i.e., proof-based
and vote-based. Proof-of-Work (PoW) or Proof-of-Stake (PoS) is a common proof-
based consensus algorithms that are popularly used with public blockchain, while
Byzantine, which represents an example of vote-based consensus algorithms, is used
widely in private blockchain [25].

3 Blockchain Features

When the blockchain technology is to be assessed, the essential features to be kept
in mind are audibility, anonymity, persistency, decentralization, and trust [78, 86].
These have been discussed further.

Trust: The blockchain essential feature is embedded within the decentralized
approach [78]. Transactions are not secured by a third party or assets as a proof-
of-work protocol protect the network, hence, no middle man is required for trusting
of transaction recording or verifying [19]. There is an open source of the complete
blockchain and anyone can view it, hence, no backdoors are built within the system
[5]. Individuals make sure their capital remains safe by being in control and as the
bank themselves. The traditional banking system, however, requires that the bank
controls themoney of the customers [43]. Trust in blockchain technology is explained
through terms like public and shared interaction [7, 13, 15, 83], peer verification of
transactions [32, 34], low friction in extending information [19, 83], and security
using cryptography [7, 93, 102].

Decentralization: It is another key aspect of blockchain technology. Using this,
immutability and censorship resistance is extracted [78]. Apart from its features, a
platform is extended in which there is no need for a third party to protect the assets
[86]. The centralized ledger cannot be infiltrated by a hacker or government due
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to the blockchain’s decentralized and distributed nature [6]. Complex mathemat-
ical problems can be resolved through proof-of-work by using computing power.
Furthermore, decentralized nodes, in thousands and hundreds, are harmonized using
the consensus system that is proof-of-work. Therefore, asset safety is assured and
prevention is present for money supply arbitrary dilution [78]. There are some terms
that refer to blockchain technology decentralization, like, participants’ pseudonymity
[34, 102] automation potential application [36, 93], data redundancy [13, 43], and
‘versatility’ development and participation of peers [100].

Persistency: Quick validation of transactions and honest minors wouldn’t admit
transactions that are invalid [26, 102]. Transactions cannot be rolled back or deleted
once the blockchain includes those [86]. Immediate discovery is made for invalid
transactions within a blockchain [78].

Anonymity: Once an address is generated, users may interact with the blockchain
without revealing their identity [27, 51]. Intrinsic constraints are present which is
why the blockchain may not guarantee privacy a hundred percent [26, 34].

Auditability: The Unspent Transaction Output (UTXO) model is used by
blockchain for storing information regarding user balances [61, 101]. All transactions
are referred to an earlier transaction that wasn’t spent [101]. Once the blockchain
records the present transaction, the unspent transactions are changed to spend. Thus,
transactions can be verified and tracked easily [13, 43].

4 Blockchain Architecture

The technology of blockchainworks on the concept of decentralized databasedwhere
each database can exist in multiple computers and each copy of these databases is
identical [75]. Blockchain architecture illustrates the connection of nodes that are
existed on a network for validation and data transaction purposes [44]. It also refers
to a distributed system, data structure, and/or network of blocks that are ordered
in a list form [84]. Accordingly, a blockchain architecture can mainly be divided
into three layers, i.e., Application layer, Decentralized ledger layer, and Peer-to-Peer
(P2P) network layer. Figure 4 shows the blockchain architecture based on these three
layers.

The application layer contains the applications logic of the blockchain. It provides
a readable interface where users can keep track of their transactions. For instance,
Bitcoin wallet software creates and store private and public keys that allow users to
control the unspent amount of the bitcoin [75]. This layer is collectively controlled by
the participants who deploy the application code onto the blockchain network when
it is operational. The decentralized ledger is the intermediary layer in blockchain
architecture. This layer reinforces a consistent and tamper-proof global ledger for a
blockchain architecture. Transactions in this layer are grouped into crypto-graphical
and linked blocks. Themining process in a distributed ledger is used to group transac-
tions into blocks, which is added to the end of the recent blockchain. Transactions in
this layer can be presented as an exchange of tokens between two participants where
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Fig. 4 Blockchain architecture based on three layers. Source Sarmah [75]

every transaction goes through a validation process before it is considered legitimate.
The bottom layer in the blockchain architecture is the P2P Network where different
types of nodes play different roles and multiples messages are exchanged with a
decentralized ledger [75, 101].

5 How Does Blockchain Work?

A blockchain records data in a sequential archive [96]. This structure proposal was
initiated by [37] for time-stamping intellectual property rights before it can be copied
by others. In their model, Haber and Stornetta assured the authenticity of each times-
tamp using hash functions that transform data into hexadecimal code of fixed length
to prevent the inversion to recover the original inputs. The authors also proposed the
continuous transformation of each entry in their sequence into hash code that would
be combined with the data for the next entry. By this form of records archiving,
the time of digital documents creation would be authenticated, which will help the
prevention of forge [96].
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Consequently, the working nature of blockchain starts with someone requesting
a transaction. Then this requested transaction is broadcasted to a P2P network that
consists of nodes of digital devices. After that, the network of nodes will validate
the transaction and the user status based on specific consensus algorithms. A verified
transaction can include patient record, cryptocurrency, digital contract, or any other
data transaction. Once the transaction is verified, it will be linked to other transactions
to create a new block of data for the distributed ledger. This new block will be
appended to the existing blockchain. The appointment will be observed by presenting
the new block in the blockchain in a way that is permanent and unchangeable. As
the transaction is added to the chain, then we finally can state that the transaction is
completed [64, 75]. Figure 5 depicts the working nature of a blockchain to transfer
money between two individuals.

Fig. 5 Working nature of blockchain to perform a transaction of money transfer
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6 Blockchain Categorization

Blockchain has been evolved greatly in the last few years, where different researchers
proposed categorization schemes based on varied perspectives such as network
management, permission models, decentralization degree and immutability, effi-
ciency, and consensus determinations. For instance [75], introduced in his research
paper ten types of blockchain such as public, private; semi-private; fully private
of proprietary, sidechains; permissioned ledger; distributed ledger; shared ledger;
tokenized; and tokenless blockchains. While other research papers as [94, 99]
presented blockchain in sort of two major categories, i.e., permissionless (public)
as anyone can publish a new block, and permissioned (private) as only particular
participants can publish blocks. However, majority of blockchain research works
such as [7, 44, 47, 57] identified and differentiate between three different blockchain
network categories: Public (Unpermissioned), Private (permissioned), and Federated
(Consortium) blockchains. The following sections will explain the main characteris-
tics and differences of each category. At the end of this section, a comparison between
these categories based on different blockchain properties perspectives is outlined.

Public blockchain: It is recognized as permissionless ledger such asBitcoin, Lite-
coin, and Ethereum, where interconnected nodes on the network are easily accessible
by anyone via the internet [44, 47]. Figure 6 shows the public blockchain network.
Public blockchain consists of an open and publicly accessible network, such that any
network member can validate a transaction and participate in the approval process
through the utilization of such consensus algorithms as PoW) or PoS [47]. Partici-
pants on a public blockchain network donot require to knowor trust each other to have
a secure transaction transfer. Within this trustless platform, transaction validators get
rewarded with economic incentives for their honest behavior. Accomplishing indi-
vidual control over the entire network is hard to achieve, hence, public blockchains
offer very high protection level against unauthorized data manipulation [47]. In fact,
a transaction on the blockchain ledger is synchronized at all nodes in the network,
such that anyone who has a computer device and internet connection will be able to
register as a node and offer a complete blockchain record [48, 75]. The repetition

Fig. 6 Public blockchain
network. Source
Niranjanamurthy et al. [64]
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Fig. 7 Private Blockchain network. Source Niranjanamurthy et al. [64]

of synchronization at each node in the public blockchains network assure the secu-
rity of transaction processes. Moreover, due to the decentralization nature, a public
blockchain will facilitate true editing resistance.

However, this blockchain category suffers from performance constraints. It is
subject to of poor scalability with gradual and inefficient processing rates of trans-
actions validations. Moreover, huge electrical consumption and power supply are
required to validate each transaction or when each node is added to the network
[44, 47].

Private Blockchain: This category of restricted blockchain is permissioned and
centralized to one governing organization [75]. Private Blockchains are based on
closed networks, where participants can join the network based on special permis-
sions to read, write, and validate transactions. Figure 7 shows the private blockchain.
Transactions are validated internally by a closed group of preselected authorities,
which have full control of all stored data. A high level of efficiency will be offered
in the verification and validation of transactions in private blockchain [44, 47].

This category of permissioned blockchain comes with low level of decentraliza-
tion, where all shared data is hardly distributed [47]. Therefore, data structure in
private blockchain is not immutable and it loses its ability to provide effective data
protection against manipulation [75]. It also enables single point of failures, hence,
availability and failure tolerance of the stored data is decreased [57]. This category
can be represented as a trust transformer such that trust is based on an algorithmmore
than an authority [48]. Accordingly, the participants on private blockchain network
should trust a centralized group of validators. This concern is reflected in the asset’s
transfer and on the data storage under a specific account. Since all validators know
and trust each other, the need of economic incentives is not required [47]. As a mali-
cious participant being identified in the network, the validators will directly exclude
him by their given superordinate authorities. System-wide consensus recognition
is trivial due to the limited decentralization degree. Private Blockchains are highly
scalable and they achieve a high rate of transaction processing. For instance, Monax,
HyperLedger with Sawtooth, private Ethereum, and Quorum represent few examples
of private and permissioned blockchain [48, 57]. Unlike public blockchain, private
blockchain does not provide a decentralized system for secured database, which has
been considered as one of the main limitations of private blockchain [44].
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Fig. 8 Federated blockchain network. Source Niranjanamurthy et al. [64]

Federated Blockchain: The last category represents the tradeoff between the
former public and private blockchain categories, where some parts of the blockchain
are private and controlled by a group of individuals or organizations while the rest is
open to anyone to participate [57, 75]. Thus, federated blockchain is a hybrid solution
that enables a semi open and publicly accessible network that can be presented as
partially decentralized [44]. R3 Corda, Ripple (XRP), Stellar, and B3i are blockchain
examples related to the federated category [47, 48]. The federated blockhain networks
are presented in Fig. 8. Data transactions are mainly transparent as they could be
read and written by any network participant. Yet, the validity authorization of prop-
agated transactions is a preselected and/or subsequent privilege is given to a group
of validators that forms a consortium [47, 48]. Every member of the consortium will
be selected carefully where exclusion can be applied for any incorrect behavior.

Similar to private blockchain, all members in the federated blockchain trust and
know each other, and no economic incentive can is observed since no rewards are
given for any correct behavior [47]. For this blockchain category, consensus can be
established easily as long as no malicious members exist in the network [47]. As
result, the complexity of finding consensus is relatively low, and hence federated
blockchains are easily scalable and the transaction processing rates are quite high.
Moreover, the decentralization and distribution level of all transaction data could be
high as well. This depends on the size of the consortium and the architecture of the
blockchain system.Accordingly, federated blockchainmight offer an immutable data
structure and provide effective security protection against data manipulation [47].
Federated blockchains are also a controversial topic as the private ones. For instance,
the ability of misusing the power supply is still possible in this category, even though
the possibility of misusing power supply has been lowered by distrusting it between
public participants through the basics of a transparent consortium [44, 47].

Based on the above discussion, a summarized comparison between these three
former categories is outlined in Table 1. This comparison is based on certain
blockchain properties and perspectives, such as access permission level, read/ write
permission, consensus determination, efficiency, and decentralization degrees.
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Table 1 Comparison among the three blockchain categories

Blockchain Properties
perspectives

Blockchain categories

Public Private Federated

Access nature Publicly open Closed Semi open

Validators Any participant Closed group Consortium

Consensus
determination/

All minors Selected set of nodes Within one group or
organization

Read/write permission Permissionless-Public Permissioned- could
be public or restricted

Permissioned-could be
public or restricted

Decentralization High Low Partial

Immutability level Almost impossible to
manipulate/tamper

Could be
manipulated/tampered

Controlled and could
be
manipulated/tampered

Transparency Low High High

Efficiency Low High High

Scalability Low High High

Latency High Low Low

Trust Low High Medium/High

Processing Rate Low High High

Energy Consumption High Low Low

7 Blockchain Regulations and Organization Incorporation

Blockchain has incorporated certain advancements in using many technologies that
used to manage critical resources. Those changes made it critically required to apply
various amendments to the governments’ regulations and organization incorpora-
tion. It requires defining blockchain-related processes and standardizing the termi-
nology used. Therefore, these regulations need to be modernized to meet Blockchain
decentralization, anonymity, and smart contracts [82].

As mentioned earlier blockchain is one of the most significant developments
in information technology toward security and trust. Rodrigues [71] noted that
blockchain trust will not be effective without the well-formed supporting governance
including regulation including both laws and policies. The uniqueness of blockchain
needs to be attained by institutions, doing so needs them to work side by side with
blockchain makers, designers, and users as this technology are expanding to most if
not all industries and it is not limited anymore to entrepreneurial ventures [92].

On the government level, the regulationsmust bemodernized to be able to consider
the digital proofs used in blockchain. For example, this technology can proofs
accountability technically, but this proof is not yet considered as legal evidence in
most countries [3]. The distribution environment that blockchain use formed another
legal challenge that needs special attention, especially when deciding which county
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law should be applied if parties participated in the blockchain are located in multiple
countries [85].

This first requires an assessment of the law, regulations, and policy and to deter-
mine how regulators are to legally define blockchain before providing any legal
form of use. Bringing blockchain to the courts requires a deep knowledge of this
technology’s concepts, architecture, and implantation [89]. In other words, judges,
lawyers, and practitioners aside from regulators need a tremendous amount of study
to be able to confirm that their practices are legal and align with the regulations.

Studies have shown the vast impact of blockchain technology on the business envi-
ronment, strategies, operations, and supply chains, besides other relevant areas [11].
Normally business adapts to new technologies earlier than government, having said
that, the organization incorporation needs to adapt faster in order to explore more of
blockchain possibilities toward replacing or enhancing previously used technologies
[72].

The business environment has been altered by blockchain wherever it is was
implemented. As a result, businesses strive to establish the social and economic
legitimacy of blockchain and its applications [100]. This escalates the importance of
understanding the guidelines for adopting blockchain through the business environ-
ment. Doing so should be done while keeping an eye on the fact that, yes blockchain
enhances security, but it does not mean that it is immune against all attacks [93].

In the same context [77], discussed the fact that blockchain’s goals in business
are to capture the external business environment as well as the internal aspects of
an organization. For instance, most of the business environment processes, such as
business network identification, network analysis, trust, product offering, product
bundling, network context, and the external business environment, are supported by
blockchain.

Advances in blockchain are affecting business strategies by controlling where,
when, and why any business stands in blockchain networks [30]. For example,
blockchain technology can enable the business to provide fully automated smart
contracts between organizations. Such implementations require many changes to
adjust internal and external processes to adapt to the new modifications, or else you
will be left behind.

8 Blockchain Usage

Blockchain nowadays is considered as one of the newest technologies evolve and
its usage is spreading and continue to grow exponentially [1]. Liu [55] in her report
to Statista has shown that the global market for blockchain solutions is expected to
reach 6.6 billion dollars in 2021. According to the Liu [55] report, the projections,
spending on blockchain solutions would increase in the next years, reaching about
19 billion dollars by 2024.

Blockchain is used within a wide range of applications in various fields, such
as finance and banking, business, education, health care, government. Usage of



Blockchain Technology: A Fundamental Overview 17

blockchain in certain industries is shown in Fig. 9. Blockchain seems to have reached
all industries and created many opportunities to enhance human life. Among the
industries that took the usage leadership of blockchain in finance and banking which
have seen it as a technology that cannot be avoided [5].

At first, blockchain was used in cryptocurrencies like Bitcoin where two or
more parties, individuals or businesses, are able to make agreements and transac-
tions without any intermediaries to execute clearing, record-keeping, settling, and
contracting [22, 87]. The largest individual blockchain technology use case in 2021
was cross-border payments and settlements [55].

For finance and banking, blockchain provided opened the door for many opportu-
nities that can improve the efficiency and effectiveness of their internal processes and
the services they provide to their customers. The main benefit of this technology is
decentralizationwhich enables trading in real-time.Additionally, blockchain enabled
the creation of a trusted and secured system for these financial institutions [98].

In March 2020, Credit Suisse collaborated with Paxos, the first regulated
blockchain infrastructure company, to use blockchain technology to settle US stock
trades [65]. Meanwhile, JPMorgan Chase has launched the JPM Coin, a cryptocur-
rency that will be used to simplify transactions between institutional accounts. Other
financial institutions, such as Goldman Sachs and Citigroup, have also ventured into
blockchain [20].

After the success in finance and banking, blockchain became common to be used
in certain business processes, i.e., market exchange, resources management, supply
chain, and rights management [91]. The fact that blockchain is amajor game-changer
in the business has led to the use of this technology in most business domains.
Blockchain has supported the business in seeking the direction of revolutionizing
existing procedures to enhance efficiency and effectiveness [59].

Finance 

• Cryptocurrencies 
• Contracting
• Clearing
• Settling
• Record-keeping

Business

• Market exchange
• Insurance
• Resources management 
• Supply chain
• Rights management

Education
• Manage content
• Certificates
• Learning outcomes evaluation 

Healthcare
• Health records 
• Manage supply chain and prescriptions

Government
• Smart cities
• Transportations

Fig. 9 Blockchain usage in different industries
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In education, by nature, any academic credentials need to be recognized univer-
sally. In all education levels, most educational institutions are still using the manual
process in managing content and verifying academic credentials [18]. The use
of blockchain technology in education could simplify managing the contents and
enhance verification procedures’ effectiveness and efficiency which in turn will be
reducing the number of fraudulent claims for unearned credits.

Due to the needs, we discussed above, Blockchain was implemented to manage
content [81], learning outcomes evaluation [24], and certificates [35]. For instance,
the University of Nicosia used Blockchain technology to manage certificates [80].
Also, Sony Global Education used Blockchain technology to build a platform that
certifies degree information in terms of academic proficiency and progress records
[41].

The inability of healthcare organizations to safely transfer data across platforms
and manage prescriptions report safety and anxiety concerns [56]. More accurate
diagnoses and prescriptions, more effective treatments, and more cost-efficient care
could all result from improved data sharing across health care providers. The use
of blockchain technology enabled the health care institution to transfer data more
securely with a high level of productivity and usefulness.

For instance, blockchain is used in the health care sector to manage records
[9] and manage prescriptions which in return also help in controlling the drugs
[48]. Blockchain is securely used in the creation, storage, and management of the
patients’ medical and health-related data [49]. Furthermore, it is used in the drugs
domain to manage health supply chain management, and certify prescriptions to
detect prescription drug fraud [31].

While in the government sector it was mainly used in the smart cities network
[79] and public services control and monitoring [83]. This will help in maintain the
integration and efficient resources utilization between the elements of humans (who
will receive and use service and network), machines, government, and organizations
[14]. Likewise, blockchain is used in managing and controlling securely real-time
transportations data from sensors, onboard and roadside units, GPS, and driver’s
smartphones [99].

9 The Future of Blockchain Technology: Artificial
Intelligent and Digital Privacy

With cryptocurrency, virtual banks, self-driving cars, and assistants that can do
routine tasks on your behalf in casual chats, the blockchain, and AI have started
shaping the future. It is obvious these days that most of the invocations that are
changing our lives are linked to Blockchain technology and artificial intelligence
[29].

AI when adapted to Blockchain improved privacy, trust, reliability, security,
management, transparency, and data. Users now can trust their privacy control,
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and where and how data is used. This privacy control will lead to more appli-
cations toward humanity, specifically in AI [76]. Multi-agent, machine learning,
analytics, decision-making are examples of future directions in the blockchain with
AI integration [73].

AI is a mystery for users who do not dig deep into this complicated science. This
fact represents reliability issues for AI technologies. The reliability while lowering
the cost of data when using AI will be enhanced by blockchain’s transparency.
Furthermore, blockchain when integrated with AI can improve the security, trust,
and management of data and algorithms in AI applications [73].

Blockchain, on the other hand, can improve AI effectiveness by allowing for
secure data sharing, which allows for more data, which leads to more training data
and more powerful AI models [28]. Additionally, merging AI and smart contracts
may reduce risk scenarios as smart contracts are programmed to do specific actions
when specified criteria are met [10].

As an example of integrating blockchain with AI, machine learning which is one
of many dimensions in AI is has benefited a lot from using blockchain technology.
Harris and Waggoner [38], proposed a model to overcome the centralization issues
that machine learning suffers by using blockchain decentralized a dataset and by
using smart contracts to host a model that is updated continuously. This integration
helps in sharing resources, versioning, allow for smooth evolving, and support trust.

More implantations that integrate blockchain with AI are yet to come.
Entrepreneurs are trying to invest in the hidden opportunities in computer vision,
context-aware computing, machine learning, and natural language processing [66].
Furthermore, AI with blockchain can also be used in the future in consulting, support
and maintenance, and system integration and deployment (Cloud and On-Premises).

Both of these technologies, blockchain and AI, can drive digitalization across
almost all economic sectors. By the end of 2025, the global blockchain AI market is
estimated to have grown from USD 129.46 million in 2020 to USD 651.56 million
[70]. This represents a great opportunity for all practitioners and researchers in both
industries AI and blockchain which can help to shape the technology future.

Blockchain openness, transparency, and decentralization made privacy one of the
main preservations of users. This technology supports all the privacy dimensions, i.e.,
privacy of transactions, machines, networks, and participants using access control
management that does not require trust in a third party [102]. This privacy protection
was enabled since the distributed data that is stored and travel inside the blockchain
network is cryptographically protected [40].

For instance [52], proposed to use blockchain technology to provide to enhance
the privacy and availability of provenance data in cloud computing. Furthermore,
blockchain was used to solve the privacy issues problems faced by privacy protec-
tion intelligent parking system based [4], the secret share voting system [12], and
transparent voting platform [33].

However blockchain mitigated many privacy issues as mentioned above but still,
just like any newborn technology, blockchain has certain challenges in terms of
security and specifically in privacy. For instance, among the main concerns that were
discussed by Peng [67] are: (i) The extensive computation required in the blockchain
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which may lead to inefficient privacy schemes (ii) The smart contract along with
its data protection (iii) accountability which requires in certain cases to reveal users
identity.

References

1. Abou Jaoude J, Saade RG (2019) Blockchain applications—usage in different domains. IEEE
Access 7:45360–45381

2. Abramova S, Böhme R (2016) Perceived benefit and risk as multidimensional determinants
of bitcoin use: a quantitative exploratory study. In: The 37th international conference on
information systems, pp 1–20

3. Al-Jaroodi J, Mohamed N (2019) Blockchain in industries: a survey. IEEE Access 7:36500–
36515

4. Al Amiri W, Baza M, Banawan K, Mahmoud M, Alasmary W, Akkaya K (2019) Privacy-
preserving smart parking system using blockchain and private information retrieval. In: 2019
international conference on smart applications, communications and networking (SmartNets).
IEEE, pp 1–6

5. Ali O, Ally M, Clutterbuck P, Dwivedi Y (2020) The state of play of blockchain technology
in financial services sector: a systematic review. Int J Inf Manag. https://doi.org/10.1016/j.iji
nfomgt.2020.102199

6. Ali T,AlzahraniA, JanS, SiddiquiMS,NadeemA,AlghamdiT (2019)Acomparative analysis
of blockchain architecture and its applications: problems and recommendations. IEEEAccess
7:176838–176869

7. Ali O, Jaradat A, Kulakli A, Abuhalimeh A (2021) A comparative study: blockchain
technology utilization benefits, challenges and functionalities. IEEE Access 9:12730–12749

8. AlketbiA,NasirQ, TalibMA (2018)Blockchain for government services—use cases, security
benefits and challenges. In: Proceedings of the 15th learning and technology conference,
Jeddah, pp 112–119

9. Angraal S, Krumholz HM, Schulz WL (2017) Blockchain technology: applications in health
care. Circ: Cardiovasc Qual Outcomes 10(9):e003800

10. Arumugam SS, Umashankar V, Narendra NC, Badrinath R, Mujumdar AP, Holler J,
Hernandez A (2018) IoT enabled smart logistics using smart contracts. In: 2018 8th
international conference on logistics, informatics and service sciences (LISS). IEEE, pp 1–6

11. Bai CA, Cordeiro J, Sarkis J (2020) Blockchain technology: business, strategy, the environ-
ment, and sustainability. Bus Strategy Environ 29(1):321–322

12. Bartolucci S, Bernat P, Joseph D (2018) SHARVOT: secret SHARe-based VOTing on the
blockchain. In: Proceedings of the 1st international workshop on emerging trends in software
engineering for blockchain, pp 30–34

13. Beck R, Czepluch JS, Lollike N, Malone S (2016) Blockchain-The gateway to trust-free
cryptographic transactions. In: The 24th European conference on information systems (ECIS),
pp. 1–14

14. Biswas K, Muthukkumarasamy V (2016) Securing smart cities using blockchain technology.
In: 2016 IEEE 18th international conference on high performance computing and communi-
cations; IEEE 14th international conference on smart city; IEEE 2nd international conference
on data science and systems (HPCC/SmartCity/DSS). IEEE, pp 1392–1393

15. Bonneau J,Miller A, Clark J, NarayananA,Kroll JA, Felten EW (2015) Research perspectives
and challenges for bitcoin and cryptocurrencies. In: IEEE symposium on security and privacy,
pp. 104–121

16. Bradbury D (2015) In blocks [security bitcoin]. Eng Technol 10(2):68–71. https://doi.org/10.
1049/et.2015.0208

https://doi.org/10.1016/j.ijinfomgt.2020.102199
https://doi.org/10.1049/et.2015.0208


Blockchain Technology: A Fundamental Overview 21

17. Bruyn AS (2017) Blockchain an introduction. University Amsterdam, 26. https://beta.vu.nl/
nl/Images/werkstuk-bruyn_tcm235-862258.pdf. Accessed 19 July 2021

18. Bsalian R, Acharya S, Aithal PS (2015) Information technology innovations in office
management-a case study. Int J Res Dev Technol Manag Sci (Kailash) 21(6)

19. Böhme R, Christin N, Edelman B, Moore T (2015) Bitcoin: economics, technology, and
governance. J Econ Perspect 29(2):213–238

20. CBINSIGHTS (2020) Banking is only the beginning: 58 big industries blockchain could
transform. https://www.cbinsights.com/research/industries-disrupted-blockchain

21. Cai Y, Zhu D (2016) Fraud detections for online businesses: a perspective from blockchain
technology. Financ Innov 2(20):1–10. https://doi.org/10.1186/s40854-016-0039-4

22. Casey M, Crane J, Gensler G, Johnson S, Narula N (2018) The impact of blockchain
technology on finance: a catalyst for change

23. Casino F, Dasaklis TK, Patsakis C (2019) A systematic literature review of blockchain-based
applications: current status, classification and open issues Telemat Inform 36:55–81

24. Chen G, Xu B, Lu M, Chen NS (2018) Exploring blockchain technology and its potential
applications for education. Smart Learn Environ 5(1):1–10

25. Chukwu E, Garg L (2020) A systematic review of blockchain in healthcare: frameworks,
prototypes, and implementations. IEEE Access 8:21196–21214

26. Conti M, Sandeep Kumar E, Lal C, Ruj S (2018) A survey on security and privacy issues of
bitcoin. IEEE Commun Surveys Tutor 20(4):3416–3452

27. Dasgupta D, Shrein JM, Gupta KD (2019) A survey of blockchain from security perspective.
J Bank Financ Technol 3(1):1–17

28. Dillenberger DN, Novotny P, Zhang Q, Jayachandran P, Gupta H, Hans S, Sarpatwar K (2019)
Blockchain analytics and artificial intelligence. IBM J Res Dev 63(2/3):5–1

29. Dinh TN, ThaiMT (2018) Ai and blockchain: a disruptive integration. Computer 51(9):48–53
30. Durach CF, Blesik T, von Düring M, Bick M (2021) Blockchain applications in supply chain

transactions. J Bus Logist 42(1):7–24
31. Engelhardt MA (2017) Hitching healthcare to the chain: an introduction to blockchain

technology in the healthcare sector. Technol Innov Manag Rev 7(10):1–10
32. Eyal I, Gencer AE, Sirer EG, van Renesse R (2016) Bitcoin-NG: ascalable blockchain

protocol. In: The 13th USENIX symposium networked systems design and implementation,
pp 45–59

33. Faour N (2018) Transparent voting platform based on permissioned blockchain. arXiv:1802.
10134

34. Garman C, Green M, Miers I (2014) Decentralized anonymous credentials. In: Network and
distributed system security symposium, pp 23–26

35. Gräther W, Kolvenbach S, Ruland R, Schütte J, Torres C, Wendland F (2018) Blockchain for
education: lifelong learning passport. In: Proceedings of 1st ERCIM blockchain workshop
2018. European society for socially embedded technologies (EUSSET)

36. Guo Y, Liang C (2016) Blockchain application and outlook in the banking industry. Financ
Innov 2(24):1–12. https://doi.org/10.1186/s40854-016-0034-9

37. Haber S, Stornetta S (1991) How to time stamp a digital document. In: Lecture notes in
computer science, pp 437–455 (Advances in Cryptology—CRYPT0’ 90)

38. Harris JD, Waggoner B (2019) Decentralized and collaborative AI on blockchain. In: 2019
ieee international conference on blockchain (Blockchain). IEEE, pp 368–375

39. Hasselgren A, Kralevska K, Gligoroski D, Pedersen SA, Faxvaag A (2020) Blockchain in
healthcare and health sciences—A scoping review

40. Henry R, Herzberg A, Kate A (2018) Blockchain access privacy: challenges and directions.
IEEE Secur Priv 16(4):38–45

41. Hoy MB (2017) An introduction to the blockchain and its implications for libraries and
medicine. Med Ref Serv Q 36(3):273–279

42. HughesL,YogeshYK,MisraSK,RanaNP,RaghavanV,AkellaV (2019)Blockchain research,
practice and policy: applications, benefits, limitations, emerging research themes and research
agenda. Int J Inf Manag 49:114–129

https://beta.vu.nl/nl/Images/werkstuk-bruyn_tcm235-862258.pdf
https://www.cbinsights.com/research/industries-disrupted-blockchain
https://doi.org/10.1186/s40854-016-0039-4
http://arxiv.org/abs/1802.10134
https://doi.org/10.1186/s40854-016-0034-9


22 A. Jaradat et al.

43. Hull R, BatraVS, ChenYM,DeutschA,Heath FFT,Vianu,V. (2016). Towards as hared ledger
business collaboration language based on data-aware processes. In: ShengQZ, Stroulia E, Tata
S, Bhiri S (eds) ICSOC2016. LNCS, pp.18–36. https://doi.org/10.1007/978-3-319-46295-0_2
9936

44. Hussien HM, Yasin SM, Udzir SNI, Zaidan AA, Zaidan BB (2019) A systematic review for
enabling of develop a blockchain technology in healthcare application: taxonomy, substan-
tially analysis, motivations, challenges, recommendations and future direction. J Med Syst
43(10):1–35
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Abstract The evolution of Distributed Ledger Technologies since the first
blockchain constitutes an opportunity for digital transformation in many social and
economic contexts. This transformation will become even more intense in the post–
covid-19 economic scenario. One of the most significant changes in the transfor-
mation consumers have undergone in their perception of the environment and of
the sustainability of our societies. The circular economy is an agent of change
that helps minimize humankind’s impact on the planet. And this change must be
aligned with the sustainable development goals of the 2030 Agenda. Since its
inception, blockchain technology has represented an opportunity for transparency,
immutability, and persistence in the processes in which it intervenes, allowing it
to be incorporated into easily traceable, disintermediated networks. By implication,
this suggests we can move towards a verifiable, reliable, circular economy. In this
chapter we cover the fundamentals of blockchain technology including its history,
the elements that define distributed ledger technologies, and how they have evolved
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into their most recent forms—e.g., Hashgraph, Direct Acyclic Graphs, Holochain or
NeuralDistributedLedgers—which represent scalable, efficient, innovative solutions
aligned with sustainability goals and facilitating the efficient, sustainable manage-
ment of circular economy projects. Finally, drawing on striking use cases in Spain,
we describe the use of blockchain technology in circular economy projects, and its
operating status, as examples of ideas for the future development of models that may
reach the market.

Keywords Blockchain · Distributed ledger technologies · Spain · Use cases ·
Circular economy · Neural distributed ledgers · Sustainability · Applications

1 Introduction

It is more than a decade since Satoshi [22] defined the primal blockchain: bitcoin.
The promise of a currency that questioned centralized financial systems through
disintermediation, eliminating the intermediate authorities that centralized trust, was
a challenge. Moreover, the principles of transparency and cooperation, on which the
traceability of the transactions performed between the nodes and their immutability
and temporary sealing are based, are the essential elements of this technology and
can contribute most to the development of a full circular economy (CE).

The aim of this chapter is to provide as complete and concise an overview as
possible of the basics of blockchain technology and DLTs so as to provide the lay
reader with an effective entry point, which we address in the context of the CE.
Blockchain andDLTare economic and technological concepts that set newparadigms
which have entered the economic and social mainstream in parallel over the last
10 years. In particular, we focus on the fundamentals of blockchain technology:
historical blockchain issues; definitions; key concepts; “actors” in a DLT; constituent
elements of blockchain; governance conditions for future applications; and, finally, a
reviewof newgeneration blockchains likeHashgraph,DirectAcyclicGraphs (DAG),
Holochain, Chia Network, DFinity, and Neural Distributed Ledger (NDL).

We conclude by reviewing some applications of blockchain to the CE in Spain in
order to demonstrate how this novel technology can be implemented to solve real,
practical economic issues in real scenarios.

2 History and Evolution of Blockchain Technology

When Satoshi [22]—whoever he may be—revealed his intentions in the article in
which he unveiled the first blockchain, bitcoin, he was not really just defining new
data recording technology.He proposed a paradigm shift in theway thatwe determine
how to originate and exchange the monetary value of money. With bitcoin, the first
cryptocurrency was born, and with it, a whole new sector: fintech.
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The bitcoin genesis blog from January 2009 contains the followingmessage: “The
Times 03/JAN/2009 Chancellor on brink of second bailout in weeks for banks”.

Quite a declaration of intent, right in the middle of the Great Recession that began
in 2008. The blockchain emergedwithin an entire ecosystemwithmore political than
financial leanings, although these views are two sides of the same “coin” [12]. More
than a decade later, society at large has yet to fully understand blockchain technology.
Perhaps, its initial adherence to crypto-financial systems and a bad press—since it
was first used in the most obscure corners of the “Dark Web”—have jeopardized its
social and economic implications.

Let us begin by asking how much trust is worth and how much it costs. These
questions are inherent to the economic or social transactions that any of us have to face
on a daily basis. Trust is the “glue” of society. It is the axis onwhich social institutions
are built and, as such, it is the lintel that supports the social architecture of our
civilizing process. Consequently, the major revolution that accompanies blockchain
is the way in which it (re)configures trust management since it establishes a central
criterion: “disintermediation”, that is, the need, or rather the non-need to have “third
parties” as intermediaries who confer trust, one of the most precious, essential, social
values—particularly in our digital times.

Blockchain technology stands on several pillars. One is the generation of a
distributed, disintermediated system without nodes or central entities that decide
who has access and who does not. Another is the development of a cryptographic
system that supports this. Cryptography has been with us from Antiquity right up to
the more recent work of Alan Turing during World War II, and with the appearance
of blockchain, it has now acquired special relevance in cybersecurity systems. On
this, the creation of bitcoin was based.

And, once again, as so often before in technological advances, the germ of
the technology is not in Satoshi Nakamoto’s now-famous white paper but in the
work of the Belgian cryptographer Jacques Quisquater, who in May 1999 together
with Henry Massias and Xavier Serret Ávila, published an essay entitled “Design
of a Secure Timestamping Service with Minimal Trust Requirements”, within the
TimeSecproject. Their essaydescribed just that: a timestamping systemwithminimal
trust requirements, supported by a distributed system [18]. Quisquarter is also the
creator of the GQ cryptographic scheme, which is well known in the cybersecurity
systems sector.

Moreover, the technology has another co-creator: RalphMerkle, one of the fathers
of public key algorithms and whose research was transcendental in the birth of the
blockchain. Without his “hashes tree” to build block transactions, the technology
would not have hatched [20].

Nowadays, “DLTs” constitute a vast, complex ecosystem that has multiple defi-
nitions and, according to literature reviews, is quite inconsistent. The same lack of
terminological standardization affects this and all blockchain technology ([25]: 11).

The concept of DLT predates the existence of bitcoin and the blockchain tech-
nology powered by cryptocurrency. Lamport et al.’s [16] theoretical Problem of the
Byzantine Generals described a hostile environment in which computer systems
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had to handle conflicting information reaching them from different sources. Subse-
quent research led to the development of the first algorithm that tolerated “Byzantine
failures” in high availability systems, with little increase in latency [9].

In fact, before Nakamoto’s white paper [22], two studies had identified elements
of what would later become the blockchain: the notion of a chain of cryptographic
blocks linked by blocks that ensured the sealing of digital data in distributed systems,
using cryptographic hashing functions; and Merkle trees [6, 13].

As in the history of computer science, before the emergence of a new technology
or paradigm shift, such as the Internet, earlier work paved the way towards the devel-
opment of new, disruptive models. The current abundance of DLTs, with different
configurations and types, often makes it difficult to establish a clear taxonomy of
how they operate and how they are constituted.

The concept has been established as a general term to designate multi-party
systems functioning in an environment with no central operator or authority, even
though the parties involved may be unreliable or malicious, and may exist in harsh
environments. Blockchain technology is considered a specific subset of the broader
DLT ecosystem, and it uses a specific data structure consisting of a chain of data
blocks linked with cryptographic hashing functions. The concept of DLTs was first
described in 1982, and that of blockchain first appeared in 1991. However, they were
actually deployed prior to their massive incorporation into society.

Consequently, we need to clarify the fact that a hostile environment in a DLT
is characterized by the presence of malicious actors in the system or network, who
undermine it by subverting its intended use. The prototypical adversary in a DLT
system is an entity that attempts to exploit consensus rules to transfer assets without
authorization, censor the transactions of others, or disrupt or destroy the network.
Opponents can operate both inside (on-chain) and outside (off-chain) the system.
Hence, governance schemes to establish the management framework are crucial to
the management of any type of platform [8].

The learning curve demanded by this technology remains long, both in the
academic field and in its translation into effective market solutions. As previous
research has suggested, one potential application of blockchain is in the field of the
CE, particularly in relation to regulatory implications and their impact on its deploy-
ment [14]. Its potential and possibilities are extensive, as suggested by ([19, 32]:
362–370) and, most recently ([3]: 429–440). However, the starting point is starkly
clear: many blockchains will coexist, and many others will be defined in the coming
years, representing a challenge in terms of new opportunities and of barriers against
and complexities in solving current and future problems in the CE.

3 A Definition of Blockchain

A blockchain is a distributed database, which is shared and agreed on in a peer-to-
peer network. It consists of a linked sequence of blocks, containing a timestamp (for
each block) and transactions secured by a public cryptographic key and verified by
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the entire network community. Once an item is added to the blockchain, it cannot be
altered and becomes an immutable record of past activity.

The absenceof standardization and the difficulty in limiting theminimumparts of a
distributed registry ecosystemhavemeant that they can be classified inmany different
ways. From an academic point of view, researchers have proposed several classifi-
cations of blockchain technology. For instance [23], put forward a two-dimensional
approach: by typology of the existence of the authority that predefines it, and in terms
of how the nodes that cooperate in it are encouraged to participate. Platt [24] shared
this binary approach since it focuses on the blockchain data dissemination model
and the functionality of its on-chain system (“stateful” versus “stateless”). Lemieux
[17] analyzed blockchain from an archival point of view and proposed the following
types of record keeping system: the “mirror type”, the “digital record” and the “tok-
enized model”. Lemieux also examined each type in relation to a formal framework
of theoretical evaluation of defined file types. Xu et al. [30] based their classification
on a study of the approximation of the layers available to each type of blockchain.
Their aim was to evaluate the impact of design decisions in each blockchain on the
architecture of the software that defines them. Their proposed taxonomy examined
aspects of software architecture relating to the performance and quality of the systems
studied. Finally, we would like to point out two studies published in 2018, which
place the accent on the concepts studied earlier, and conduct a structured review
of these. Tasca and Tessone [27] attempted to determine a comprehensive, detailed
ontology of previous research. Ballandies et al. [5] conducted a technological review
and constructed a taxonomyof 29 systems chosen from themore than 1000 existing at
the time. To date, their work constitutes one of the best summaries of DLT typologies
and their characterization with a view to future attempts at standardization.

Following Rauchs et al.’s classification [25], to be recognized as such, a DLT
must at least exhibit the following properties:

(a) A shared registry system allowing multiple parties access to the data, in order
to create, maintain and update them in a single collective data set: the “ledger”.

(b) A multi-party consensus system, allowing the network and each party to reach
an agreement on the data recorded in the “ledger”.

(c) If this is not allowed, it does not depend on a single party or previous parallel
agreements, and there is an absence of ex-ante trust relationships between the
parties; if it is allowed, it occurs through multiple record producers that have
been approved and bound by some formof contract or other types of agreement,
between the participating nodes.

(d) It must have an independent validation system that allows each participating
node to independently verify the status of the stored transactions and the
collective integrity of the system.

(e) Intrusion evidence is one of themost robust properties of a DLT. It enables each
node to detect non-consensual changes in the network that have been applied
trivially, in violation of the governance system, to validate data or network
transactions.
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(f) Resistance to tampering makes it impossible for a single node to unilaterally
change a record or the transaction history of blocks.

Therefore, a DLT’s main task is to produce a set of authoritative records that are
validated and executed through a multi-party consensus process that involves the
participation of multiple separate nodes. And all which takes place in a disinter-
mediated way, in the clear absence of any central authority. Network users create
and transmit unconfirmed transactions (i.e., proposals to make a new entry in the
general ledger), which the record producers group together for aggregation. Once
confirmed, the instructions contained in the transactions are automatically executed
by all network auditors, to be incorporated into the DLT.

4 Key Concepts

The concept of “ledger” is central to the technology and implies an understanding
of the transformative capacity that blockchains entail [31]. However, it should be
noted that in the academic field two different ideas tend to overlap. On the one hand,
“ledger” is defined as the set of data that most nodes have in common; on the other,
it is the set of data held by a node in an individual network. We believe that this dual
vision actually operates as one which, in our judgment, would be the authorized set
of collective records of a significant proportion of network participants at any one
time so that the records are unlikely to be deleted or modified (i.e., “definitive”).
And one very important factor that must be taken into account is the fact that it is an
abstract construct that enables us to understand the collective power of the distributed
network that fosters andmaintains a DLT. It is not an object that exists independently,
nor is it unique or stored independently. This level of abstraction is what determines
the format of this technology.

In order to facilitate novel readers’ understanding of this technology, here is a
selection of the most commonly used terms relating to a DLT:

• Native assets: the primary digital assets, if any. They must be specified in the
protocol that is normally used to regulate the production of records, pay transaction
fees on the network, carry out “monetary policy” (if any) or align incentives to
maintain platform integrity.

• Consensus algorithms: the set of rules and processes used by the network to reach
agreement and validate the final records.

• 51% attack: the type of attack in which a subset of DLT participants, with a
majority of the governance system votes, produces registrations faster than the
other participants. This can lead to a situation in which, when the data produced
in this way is revealed to the rest of the network, those recorded by the “honest”
nodes may be replaced due to the conflict that arises from any modification of the
rules that originate them. This type of attack is the oldest (and classic) against a
DLT that operates Proof of Work (PoW)-type consensus mechanisms.
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• Multi-party consensus: the ability of the system to allow independent participants
to agree on a shared set of records without requiring a central authority.

• Tamper evidence: participants’ ability to easily detect arbitrary changes in
confirmed records.

• Fork: the event in a DLTwhereby it splits into two (or more) networks. A fork can
occur when two or more record producers more or less simultaneously publish a
set of valid records as part of an attack, or when a protocol change is forced on
the system.

• Journal: the set of records that contains/owns a node. Diaries are provisional and
highly heterogeneous, depending on the governance typology of the platform on
which the transactions are created. They may or may not contain all the same
records.

• Ledger: the platform’s set of authorized records that, at any point in time, is
collectively owned by a significant proportion of the network participants. This
record is unalterable, and cannot be amended or deleted.

• Log: an unordered set of validated transactions, which contains a node, that has
not yet been incorporated as a formal data record, subject to the consensus rules
of the system; i.e., the set of unconfirmed transactions of a node.

• Node: a participant in the DLT in communication with other “peers” through a
shared communication channel for the production of the records.

• Off-chain: the set of interactions, actions, and processes that occur outside the
formal limits of the DLT.

• On-chain: the set of interactions, actions, and processes that occur within the
system (i.e., at system level) and are reflected in the data layer.

• Persistence: the ability of data to remain available after program execution and to
survive catastrophic loss of an arbitrary number of nodes, whatever their origin.

• Protocol: the set of rules defined by the software that determines how the system
works.

• Record: the set of recorded data of transactions that have been subject to the
platform’s consensus rules. Before being incorporated, certain Log records are
called “candidate records”, as an intermediate step, and their main characteristic
is that they have not been propagated by the network in which they are inserted.

• Permissioned Network: a network in which a record can only be created by a
specific set of participants.

• Permissionless Network: a network in which a candidate record can be created
by any participant.

• Endogenous Reference: data that can only be created and transferred through
the system and only has meaning within the system. Execution is carried out
automatically by the system itself.

• Exogenous Reference: data that refer to some condition of the physical world
and must be incorporated from the outside. This generally requires a gateway to
connect to the external system and enforce decisions outside of the DLT.

• Hybrid Reference: data that share endogenous and exogenous characteristics.
Their execution partly depends on the gateways that affect them and bring them
to completion.
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• Candidate Record: a registry that has not yet been propagated to the network and
that therefore is not subject to the internal consensus process of the nodes, as
indicated above.

• Tamper resistance: the ability to make it difficult for a single party to unilaterally
change past records (i.e., the history of ledger transactions).

• Transaction Executed Programmatically: a script that, when activated by a partic-
ular message, is automatically executed by the system. When code is capable of
operating as all parts intend, the deterministic nature of execution reduces the level
of trust required for individual participants to interact with each other. They are
commonly referred to as “smart contracts” due to the ability of scripts to substitute
code for certain fiduciary relationships, such as custody and escrow of informa-
tion. However, they are neither autonomous nor contracts in a legal sense; rather,
they should be understood as the technological means to automatically implement
a contract or agreement once pre-established conditions have been manifested.

• Transaction: any proposed change in the “ledger”, regardless of the type of data
that is recorded; it does not necessarily have an intrinsic economic connotation.
In fact, it is an event registered in the “ledger”.

• Independent Validation: the ability of the system to allow each participant to
independently verify the status of their transactions and the integrity of the system
itself.

• Validation: this is the set of processes necessary to ensure that the actors indepen-
dently reach the same conclusion regarding the status of the ledger. It includes veri-
fying the validity of unconfirmed transactions, verifying registration proposals,
and auditing the status of the system.

5 The “Actors” in a DLT

Another term that can be confusing is the use of “actor” in a DLT. “Actor” typology
differs according to the role each participant plays in the processes. It can refer to a
person or an entity that interacts with the system. According to the literature, actors
can be divided into many categories, according to the role they play in the system. It
is worth noting that an entity can adopt several roles at the same time, depending on
its components, within each layer of the system.

• Developers are in charge of writing and reviewing the code that builds the DLT
and its interconnecting systems. They may be responsible for maintaining the
code base of the central protocol that supports the system. They can also be in
charge of designing applications (dApps) that can be executed in the DLT or of
creating the infrastructures that enable the protocols that work between them.

• Administrators control access to the system’s central code and decide who they
can add. They are normally in charge of controlling and executing the governance
of the system. In a DLT, their function can vary greatly: it can be public and
permissionless, or private and permissioned.
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• Gateways are basically entities that help the DLT fulfill its tasks in developing
the processes transacted by its components. They are a “bridge” between the DLT
and the outside world and can serve multiple purposes.

– Gatekeepers guarantee participant access to the network.
– Oracles are in charge of transmitting the external data to the network.

• Custodians are entities in charge of keeping the assets in custody.
• Exchanges are responsible for facilitating the purchase/sale of digital assets. They

are indispensable in any DLT that starts with an Initial Coin Offering (ICO), to
build a cryptocurrency.

• Issuers are in charge of issuing or exchanging tokens that represent the assets
registered in the system.

• Participants: the network consists of a series of interconnected participants (often
referred to as nodes) that criss-cross information and messages to build the DLT
ledger. They can take on many roles. They can be auditors, checking the transac-
tions and records that are chained; independent nodes in the system; or they can
produce records based on the log for their final validation in the ledger. And, in
turn, they can be end-users, as custodians of the token storage systems (Wallet
System).

6 The Constituent Elements of a Blockchain

The potential of this technology is emerging thanks to the promise of its being secure
and tamper-proof with digital records. This allows us to foresee its impact as enabling
technology in the face of the challenges posed by the 4th Industrial Revolution.

Specifically, blockchain comprises seven noteworthy characteristics [15], Ben [4]:

• Decentralized system. In blockchain there is no need for transactions to be vali-
dated through a central trusted agency; this eliminates inefficiencies and any
dependency on a central structure. The existence of a third party is not necessary
to make the system reliable.

• Consensus algorithms. These are used to maintain the consistency of the data and
the robustness of the distributed networks used by the platform.

• Persistence. Transactions can be validated quickly because so-called “honest
miners” will not accept invalid transactions. It is practically impossible to delete
or alter any transaction that has been incorporated as a record in the blockchain.
Blocks containing invalid transactions can be discovered immediately.

• Algorithmic trust. Trusted transactions between network peers that have no other
basis onwhich to trust eachother are derived fromalmost incorruptible encryption,
which validates all current and historical transactions on each blockchain.

• Auditability. Any transaction must refer to some previous unverified transactions.
Once the current transaction is recorded on the blockchain, the status of those
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referred transactions changes from unverified to verified. Thus, transactions can
be easily verified and tracked across the entire network.

• Immutability. In minutes or even seconds, all transactions made are verified,
erased, and stored in a block that is linked to the previous block, thus creating a
chain.

• Public.Anyone can view it at any time because it resides on the network, notwithin
a single institution charged with auditing transactions and keeping records.

7 Governance Conditions for Future Applications

When designing a DLT there are several issues to analyze, depending on the path
you want to choose. Every choice creates demands on the system that can no longer
be waived.

Choosing the system governance has potential implications regarding its manage-
ment decision-making processes and operating rules (Alston 2019). In addition, it
must be recalled that this decision will affect the system’s sustainability and its
strength, as well as the actors’ perception of legitimacy, derived from its degree of
transparency and how to gain access to the network from abroad. This whole set of
derivatives will determine which model is chosen and, when this occurs, any change
or possible solution will depend on that initial choice.

A priori, we must take account of the possible governance model configura-
tions available [7] because this choice determines everything, as we outlined above.
Different types exist, depending on the configuration protocol:

• Anarchic: with models of collaboration and cooperative decision-making, on
a totally voluntary basis, without any type of central authority (or validating
nodes). This model tends to establish contentious relationships that are perma-
nently discussing protocols and rules with a high degree of failure or network
division. Bitcoin fits this model perfectly.

• Hierarchical: participants have the right to propose changes, but there is a central
committee or entity (made up of validating nodes) that manages the network rules
and protocols. This governance is typical of permissioned private blockchains.

• Federated Model: only a group of agents can vote on alterations to the platform’s
protocols and rules, but those who participate in this process are in a horizontal
hierarchy, although they may not carry the same weight in terms of the plat-
form’s votes. This model is becoming increasingly important because it allows
for a distributed system with a higher rate of efficiency, transaction speed, and
scalability than the anarchic model.

• Democratic Model: all participants have the right to vote, conditioned by their
weight and capacity on the platform. Predefined rules establish how and under
what circumstances decisions are made.

• Dictatorial Model: a governance model that is at the limit of what we can consider
a DLT. It requires a central entity among the participants (which they consent to)
that determine the protocol. It is very common in blockchains dedicated to mining
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all kinds of cryptocurrencies. Originating in bitcoin and Ethereum, it is a way to
guarantee that there is no fork in the system.

This choice will also determine the type of network access. That is, whether it
is open, closed, or semi-open. This will imply the typology of participants in the
system, as well as the type of consensus mechanism from which the trust system
between the nodes will derive. These decisions have implications on the actors’
participation rights, platform maintenance costs (and the type of reward, for which
the nodes participate in it), and the degree of resistance when the blocks are sealed.

We could go on to highlight other potential implications but these are at the core
of all existing DLT platforms. Designing a DLT platform implies an initial decision-
making process that determines its entire useful life cycle andwhat it can be dedicated
to. Given that this is still an experimental technology, to achieve progress in its future
development, certain initial paradigms—characteristic of the two most widespread
platforms: bitcoin and Ethereum—must be left behind in order to move towards
others that allow us to overcome the problems we outlined earlier.

Another issue permanently associated with a DLT is managing the security of the
records stored in it [29]. The question of how records are validated, verified, and
sealed remains the great unknown to be answered, so as to ensure resilient platforms,
secure against cyberattacks, as reflected in the most recent study published by [21].

In previous sections, we have tried to identify the elements we consider essential
in identifying a DLT. This is especially important since this technology is a disruptive
element in business environments, with a conceptual model that transcends outdated
approaches to solving emerging problems in our society [19]. Proposals are needed
for conceptual tools that help legislators and developers lay the foundations for
next generation DLTs. Understanding the interactions between the processes of the
different layers of the technology and how these affect the design of future potentially
commercial solutions is one of the most pressing needs that the scientific literature
should address in the coming years, to propose new solutions to the major global
challenges facing society.

8 New Generations of Blockchain

After the birth of bitcoin, the first blockchain, the Ethereum network was launched:
blockchain 2.0, bringingwith its smart contracts.Much of the technological solutions
they provide have been discussed above. But today’s DLTs challenge the architecture
on which the two best-known versions were built.

Evolution and new developments are constant. Depending on how we conduct
transactions and store their data, unique ecosystems are created that bring progress
on two of the major obstacles to the use of DLTs in the marketplace: scalability and
the increase in transactions per second.



36 R.-F. Esteban et al.

8.1 Hashgraph

This is a DLT that is based on the creation of consensus, in particular timestamping
consensus, to ensure that transactions on the network match each node on the plat-
form. This type of consensus algorithm highlights the robustness and superiority of
DLT networks.

Unlike a traditional blockchain, users do not have to submit PoW. This means
that the nodes do not have to validate the transactions that take place on the network.
This eliminates the need for two elements: firstly, the DLT does not need to perform
many calculations to achieve a successful transaction, which implies a high rate of
transactions per second. Secondly, Hashgraph only requires that the network nodes
reach consensus by the “Gossip about Gossip” method (through which all nodes can
validate and process information and, at the same time, have specific knowledge of
all details of the operation with a virtual voting technique), which is similar to what
we have seen in the most recent generation of decentralized oracles, such as that used
in Astraea (Adler et al. 2018). The sum of both processes achieves a highly impartial
consensus system. This means that there is very little time between the start and
end of a transaction, which has a direct implication on the efficiency of the network
itself. Stress tests published by the Hashgraph team (pending an external audit) claim
the network can reach 10000 transactions per second (TPS). Additionally, it uses an
extremely low transaction fee by comparison with bitcoin or Ethereum and has been
prepared so that it can make micropayments.

8.2 Dag

This DLT is based on directed acyclic graphs that use a totally different data structure
to those in use since the first blockchain. It relies on a consensus mechanism, whose
algorithm is designed so that all nodes cooperate with each other and all have the
same rights. Like Hashgraph, this DLT guarantees the impartiality of the network
between the nodes.

Its promoters decided to turn system governance effort into a democratic system
among equals, without main nodes or node categories. Tangle by IOTA and ByteBall
is the first DLTs to use this architecture, which is still at an early stage of development
and will potentially launch experimental designs that move away from the traditional
structure of a typical blockchain that we have seen in this chapter. One of its great
innovations, which has significant implications in its governance system and the
algorithm of its consensus protocol, is that a node can issue and validate a transaction
in the same unit of time.
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8.3 Holochain

This is another DLT that goes outside the concept of the blockchain architecture
that we have studied. In fact, it has been designed to lead a new generation of
blockchain. According to its white paper, it is intended to revolutionize the Internet
and its management methods, surpassing the framework on which the server-client
relationship is built and moving towards a fully distributed system.

Its aim is to create a distributed network on which the future generation of the
Internet will run and guarantee access, democratization, and internal freedom. Its
promoters define it as an amalgam of blockchain, BitTorrent, and GitHub. The idea
is clear: distribute the data flow of the “network of networks” across its nodes. In
addition, according to its governance system, its nodes will have the freedom to
operate autonomously, and the data they share will be distributed via different loca-
tions around the world. This design frees the network from the risk of system load
congestion, which automatically makes it highly scalable. In theory, once opera-
tional, flows of millions of transactions per second could be achieved. Moreover, if a
developer wanted to deploy a dApp on this system, they would only need to confirm
the single chain of the entire DLT, i.e., the DLT itself. If all this can be put into
practice, it could change the worldwide management of digital information.

8.4 Chia Network

This blockchainwas presented in February 2021. In its white paper, it is distinguished
from the best-known blockchains in two ways. Firstly, it is based on a system that
takes advantage of the computer’s disk storage instead of incurring high energy costs
due to the use of computer graphic resources to mine the tokens. This makes PoW
unnecessary. Instead, it uses a consensus mechanism called Proof of Space and Time
(PoST) [1] to take advantage of the data management capabilities of hard drives.
This is where the blockchain’s native token—the “Chia”—is mined. It develops an
intelligent transaction platform based on the UTXO model. The UTXO approach is
much simpler, easier to implement, has lower overhead on full nodes, and results
in much more reliable, secure, and succinct smart transactions. The Solidity model
(bitcoin) is much more dangerous, expensive, and unreliable, but it does have greater
expressive power. Chia’s developer is Bram Cohen, the inventor of BitTorrent, the
most widespread P2P system on the Internet and the clear inspiration behind this
DLT.

The original plan was to create a new generation of cryptocurrencies, with a
native language to program intelligent transactions. This language is called Chialisp
and is designed to be easily auditable and to easily integrate the PoST consensus
mechanism. Given that it was born as a new option on the financial market until it is
widespread and demonstrates its capabilities as a sustainable DLT and its transaction
rates per second, it will be impossible to analyze its potential use.
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8.5 DFinity

This kind of DLT is developed by a Swiss foundation that has designed the Internet
Computer Protocol (ICP) with a self-governing model. It combines special node
machines run “en masse” by independent parties from independent data centers
around the world. It works like a normal blockchain and the code used is tamper-
proof.

In fact, they use a new concept of smart contract called “canisters”. These canisters
can directly serve end-users with web content and interact with blockchain services,
without holding tokens. This approach focuses more on a smart contracted platform
than a tokenizable model. So their dApps can be developed simply by uploading
canisters into cyberspace. The canisters are pre-charged with “cycles” that fuel their
computation, so end-users do not pay, unlike on the Ethereum platform.

Dfinity uses the ICP tokens converted into cycles; through computing routines,
they “burn” cycles in a circular process. This allows it to ignore an ICO, creating a
model in which developers can raise funds by selling the internal governance tokens
created in the canisters.

Finally, the ICP utility tokens enable participation in an algorithmic, open gover-
nance system, called the Network Nervous System, which securely manages and
updates the network (in addition to being the source of cycles that power computa-
tion). To participate in this, an ICP token holder locks them inside “voting neurons”.
Voting power and rewards derive from key attributes, including the total number of
tokens locked, the dissolve delay (the delay before locked tokens are released after
dissolving has begun), and neuron age. Increasing commitment, by increasing the
dissolve period, increases power and rewards. Neurons are non-transferrable.

8.6 Neural Distributed Ledger (NDL)

Beyond the DFinity proposal, we find one more DLT. The NDL concept is a collabo-
rative, multidimensional blockchain network. Its internal design is analogous to the
way that groups of neurons are structured in the human brain. Hence the term: “neural
distributed ledger”. It operates by adding all “memories” (transactions) stored in the
clusters that make up the platform. It works like a “ledger ledger”, as defined by [28].

The idea of establishing a neural model to develop a blockchain like “chains of
personal thought” was defined by [26] as a bridge towards the integration of Artificial
Intelligence and the Internet of Things, to develop new applications and new types
of architecture as universal transaction frameworks. The trade name for this DLT is
RETIS, and it is a first step towards a deeper understanding of the visionary concept
described by Swan.

It is specifically designed to meet the requirements of business and government
environments that need to consume and process massive data in their management
processes. It is a private, permissioned network blockchain that hosts mixed public
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and private information in all its nodes. It acts as a 3Dnetwork that accumulates nodes
in different blockchains within the platform while building blocks in the blockchains
that it contains and manages in a federated way. This ensures the network’s vertical
and horizontal scalability, which forms a 3D mesh to deal with the massive manage-
ment of data and transactions that the platform must support per unit of time. It does
not need to use consensus mechanisms, which makes it a highly sustainable network,
and it develops a totally different typology of Byzantine fault tolerance. To do this,
it uses specific algorithms for network governance in a totally on-chain way.

9 The Concept of Token: “Tokenization”

In recent years, hundreds of cryptocurrencies have come onto the market. However
only a very few of them obtain a trading base with fiat money in the market. Most
have been implemented on the Ethereum platform and manage the mining of their
cryptocurrencies through smart contracts that generate a token. Each one can present
different properties, according to the rules defined in their respective governance
system white papers. The standard token is the ERC-20, which is also the most
popular in Ethereum. Chen et al. [10] reviewed the ICOs based on this token—more
than 80% of the total—which serves to show the importance of this standard on the
platform.

The differences between cryptocurrency and token must be clearly understood.
These terms are often confused due to the influence of fintech solutions in the
current blockchain market. Cryptocurrencies are the form of digital money created
by blockchain solutionswhereas the token represents an asset or utilitywith a specific
tangible or intangible value in the community that created it. These are usually trans-
ferable goods that can range from loyalty points, game bonuses, or future rights for
a service that can be exchanged when an agreed result occurs.

Clearly, it follows that each has a different structure and purpose. Principally,
cryptocurrencies originate within their own blockchain, while tokens always operate
“above” their blockchain. Furthermore, cryptocurrencies always have a monetary
value purpose, while tokens can represent any type of asset that is useful in society;
this does not have to be a monetary value but could, for example, be the casting of a
vote in an electoral process.

A token can be defined as a digital asset that operates “on top” of a cryptocurrency
or a blockchain and is often executed as a programmable asset thanks to a smart
contract, to be used within a project or a dApp.

When we consider that cryptographic tokens represent the right to something, we
are defining the tokenization of a digital asset. Tokenization is a way of converting
the rights of something or someone, into a digital artifact, which acquires the digital
format of a token. With cryptographic tokens, the benefits of tokenization reside
mainly in their greater versatility, greater liquidity, improved programming capacity,
and the fact that they constitute immutable proof of ownership [11]. However, there
is still a great lack of tokenization standards and, above all, most countries lack a
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legal infrastructure and legal framework that regulates and defines the concept of
tokenization.

As a medium of exchange, tokens can act as currency themselves. In this sense,
they can also be used as the local currency of a dApp. In general, cryptographic
tokens are used beyond mere economic exchange by taking advantage of their most
prominent feature: the fact that they are programmable. This became possible thanks
to Ethereum. The first cryptographic token on a blockchain, bitcoin, does not offer
this.

Since they are potentially programmable, they are used to activate certain func-
tions in dApp smart contracts. Additionally, tokens can be tied to off-chain assets.
They can serve as a means of fund raising, reserve, or investment, as well as being a
way to build an ecosystem or community, which can use them to exchange rights or
obligations that have been predefined by their users.

The value of a token depends mainly on the supply, demand, and trust that the
participating community place in it, which in turn are based on the credibility, trust,
and service it offers the community.

In the absence of a legal or academic framework that establishes a clear taxonomy
of tokens, they can be grouped into three well differentiated classes:

(a) Payment tokens (for cryptocurrencies, essentially)
(b) Security tokens
(c) Utility tokens.

The main distinguishing feature is the investment purpose of the security tokens
(for crowdfunding or the search for investors, for example) as opposed to the added
value in the operation of a product or service that is typical of utility tokens. Payment
tokens, having no other pre-established function, are born in the ICOs of the cryp-
tocurrencies to which their value is associated. Security tokens are identified as
“assets”, such as a debt or a capital right of the issuer, whereas utility tokens are gener-
ally associated with a project or a dApp with a tangible benefit and provide digital
access to a specific application or service thanks to a blockchain-based infrastructure.

The basic functionality of a token contract comprises accounting for who owns
the tokens, transferring token ownership by agreeing to changes in the wallet in the
respective token contract, and managing events to register transfer of ownership in
the ledger records. Secure transfer is a mechanism whereby tokens are withdrawn
from an address after approval (by nodes) instead of being transferred to an address
where they might be lost if it were not ready to receive them. There are other specific
functionalities relating to the creation (minting) and destruction (burning) of tokens,
and their distribution and trade (e.g., through an ICO). Furthermore, token contracts
often implement general functionalities including authentication functions and node
roles, control (e.g., pause, lock), and the provision of information to users (e.g.,
display functions).
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10 Uses and Applications. The Spanish Case

Wenowpresent examples of the use of blockchain technology in the circular economy
in Spain.

10.1 Climate Trade

Climate Trade is an organization1 that helps companies achieve carbon neutrality by
offering a series of emission compensation services based on ablockchain traceability
structure. It has developed a marketplace in which any company can decide on a
portfolio of international cooperation projects to offset its carbon footprint. The
projects operate in both voluntary and mandatory markets. They are classified by
territory and by 2030 Agenda SDGs so that users can filter them easily. They have
three basic types of projects: Carbon Offsetting Projects (neutral carbon fingerprint
projects); Nature-based Solutions (sustainable projects); and Guarantees of Origin
(advanced sustainable projects).

Climate Trade has its own API, which allows it to offer the compensation service
in a simple, transparent way thanks to a dashboard that supervises and controls all
transactions conducted on the platform. The procedure is simple and the system
requires that users follow three steps:

1. During the purchase process, the user calculates the exact carbon footprint
generated by the product or service they are going to use.

2. They obtain the cost of the footprint and, from the portfolio, choose which
project they want to use to compensate for it.

3. The user receives an automatic email with a nominative certificate with all the
project information.

Climate Trade is currently administering their carbon footprint compensation
system for companies and individuals such as Iberia, Telefonica, Acciona, Banco
Santander, Cabify, IAG International Airlines Group, Suez, Danone, and Meliá
Hotels.

They hope to run a CE project involving large-scale operators so that individ-
uals and companies can offset their carbon footprint by participating in traceable
sustainability projects in the custody of their blockchain solution.

10.2 Telos-Based CTIC Logistics Traceability Application

The CTIC (Information Technology Center Foundation) technology center has an
ongoing project to ensure traceability in the food chain. Its objective is to give

1 https://climatetrade.com/.

https://climatetrade.com/
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consumers certain guarantees about the legitimate origin, production, and distribution
of food in accordance with current legislation.

The Telos blockchain platform is a third generation blockchain and builds scal-
able, distributed applications with feeless transactions and on-chain governance. It
is managed by the Telos Foundation. The platform has 21 “active” validators who
are voted in by TLOS holders. They take primary responsibility for maintaining the
network, while a cohort of “standby” producers is paid and regularly tested to act as
backup.

The TLOS holders can vote any of the standby validators into the top 21 at any
time via elections that are held continuously, approximately every 2.5 min. Equally,
producers can be voted out of the top 21 at any time too. The network also has
standby validators that are automatically rotated into the top 21 at intervals to give
their operations a chance to produce blocks and prove their readiness.

The Telos network has a dStor decentralized solution with an InterPlanetary File
System (IPFS) in its stack. It facilitates the creation of Distributed Autonomous
Organizations (DAOs) and, with the Telos Etherium Virtual Machine, can create
solidity smart contracts to be deployed in the platform.

TheCTIC has designed two apps that interact with data recorded in Telos. The first
is a consultation application for the final consumer of the product who wants to know
more about its origin and characteristics. The second is a data registration application
for all companies involved in the chain of production, processing, distribution, and
sale of the product.

This is to ensure the integrity of the supply chain and protect the goods against
counterfeiting and overproduction, in addition to providing the end consumer with
information of interest.

10.3 Food Track, Food Supply Chain Traceability

Developed by the Spanish start-up Nutrasign,2 this platform allows users to create a
unique, secure, immutable digital record of each product, offering traceability from
origin to table. It identifies a production batch and its path in seconds. The designers
have tried to respond to the four main challenges in traceability:

(a) Greater transparency in the supply chain.
(b) Compliance with import and export regulations.
(c) Mitigating consequences of outbreaks of disease or contamination.
(d) Improving brand confidence and exposure.

Their solution is complemented by a Food Journey that certifies the history of
the food. It validates the origin and processes and also ensures the authenticity of
products throughout the supply chain. It is a solution that enhances consumers’
increasing concerns over the origin of their food. Consumers are interested in brands

2 https://www.nutrasign.io/.

https://www.nutrasign.io/
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that provide sustainability, care for the environment, and comply with corporate
social responsibility.

10.4 CircularChain, a Blockchain Platform for Packaging
Recycling

This solution has been built by Ecoembes3 and Minsait4 (Indra Group) and consti-
tutes the main CE blockchain platform in Spain. This CE platform’s network of
distributed registers will help public administrations, local entities, operators, recy-
clers, and other organizations to safely share and control all system data and accel-
erate all transactions relating to the waste selection process while promoting process
transparency, awareness, and cost reduction.

It will enable the agile implementation of smart auditing systems based on the
records generated by all those involved in the chain. This will make it clear that
corporations and governments comply with their environmental commitments to
waste management and generate environmental control systems.

CircularChain constitutes a single source of truthful information and an unalter-
able record, making all operations and transactions conducted by participants in the
ecosystem more transparent and more easily auditable. Furthermore, as there is no
central system, the platform has no global infrastructure development ormaintenance
costs; these are shared among the participants.

CircularChain will facilitate the recording of unchangeable information on trace-
ability (withdrawal identifier, plant,material type, or possible non-conformity, among
others) and documentary evidence that guarantees the existence of a document at a
given time and facilitates its inspection for later modifications. In addition, it enables
the establishment of intelligent agreements, for example, on the delivery of mate-
rials or packaging, which facilitate the automation of payments or penalties for
non-compliance.

It also records hundreds of daily transactions associated with the removal of
material from over 90 sorting plants and transfers from over 70 recyclers right across
Spain. In November 2020, a pilot project on the blockchain platform recorded over
3700 withdrawals and some 14500 transactions.

This technology allows public administrations to facilitate access to audited, unal-
terable data on CE processes and their integration into a network that encourages
public-private collaboration.

3 https://www.ecoembes.com/en/home.
4 https://www.minsait.com/en.

https://www.ecoembes.com/en/home
https://www.minsait.com/en
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11 Conclusions

In this chapter, we have outlined the main characteristics of a distributed ledger
technology. However, there remains a lack of understanding as to what does or does
not constitute a DLT. Moreover, an academic and economic debate also exists about
what comprises a blockchain or a DLT. Interestingly though this is, in the present
chapter we have avoided analyzing this topic, instead of arguing that blockchain
represents both the first and second generations of DLTs. A blockchain is just one
type of DLT. In Sect. 7, we defined the most compelling proposal for new, 4th
generation DLTs, which entails a change of mindset if they are to be adopted in CE
projects.

Subsequently, we have described the most exciting, stimulating projects currently
deployed in Spain—many of which use Ethereum. Clearly, we would encourage the
use of current, widely used blockchain platforms to develop dApps and dApp-based
solutions. However, if we want Agenda 2030 to make headway, we need to design
and use new tools and frameworks that could fully match CE projects.

We need to use a Green DLT in any future solution. We understand that the DLTs
described in this chapter—such as NDL and Dfinity—have undoubted potential to
overcome the challenges implied by SDGs.

With the present study, we hope to draw attention to how future blockchains
aligned with Agenda 2030 should be used to fulfill the philosophy of the CE and
sustainability.
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Security Magnification in Supply Chain
Management Using Blockchain
Technology

Bharat Bhushan , Anushka, Abhishek Kumar, and Lucky Katiyar

Abstract In supply chain management the necessity for data transparency is very
essential as it is key to create trust between retailers and customers. But datamanaged
by centralized controllers face several vulnerabilities and security threats like data
breaches, data confidentiality, andmanymore. Blockchain is a digital and distributed
ledger has acquired great popularity in recent years, due to its security, immutability,
and transparency in data. It solves many challenges like keeping the data secure by
using cryptographic algorithms. It is a decentralized ledger for recording, managing,
storing, and transmitting data in a peer-to-peer network. This paper aims to provide
a brief survey on the magnification of security in supply chain operations using
blockchain, further indicating the challenges encountered during the integration.
The work presents a descriptive study of past literature on blockchain for intensi-
fying security in supply chain operations by examining the features provided by
blockchain technology. Further, the paper provides an insight into how blockchain is
transforming the business by providing safe and automated solutions. Additionally,
this paper highlights the motivation behind using blockchain technology in supply
chain management. Further, the work investigates how leveraging blockchain can
help in overcoming vulnerabilities and avoiding fraudulent activities in the tradi-
tional supply chain. Finally, the paper highlights the uses of the blockchain-based
business and enumerates the related future research directions.

Keywords Blockchain · Supply chain management · Smart contract ·
Decentralized and distributed ledger · Logistics · Security · Data integrity

1 Introduction

Supply Chain Management (SCM), is the process of managing the flow of services
and goods, from transforming raw materials into a final product reaching customers
[1]. It comprises various steps of a product life cycle and usually requires the
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cooperation of several businesses and stakeholders, which makes the supply chain
extraordinarily complex and vulnerable too [2]. Additionally, the complexity of the
SCM increases drastically in international trading scenarios. Many intermediaries
are involved at each stage and each activity is conducted according to the documents
shared by the third party regulating thewhole tradewhich also results inmistrust. The
complexity of supply chains is aggravated by factors like extra delays, disruption,
information distortion, lack of transparency, increased costs, and other uncertainties.
But now due to technological transformations happening around the world, there are
significant security driven solutions being implemented to optimize the SCM [3].

Introduced by Santoshi Nakamoto, the hype around bitcoin and blockchain tech-
nology has been acquiring tremendous attention around SCM. Blockchain is a shared
and decentralized ledger for recording, managing, storing, and transmitting data in
a Peer-to-Peer (P2P) network [4]. It makes use of cryptographic algorithms forming
a structure like a chain of interconnected blocks containing the data [5]. Blockchain
provides a sustainable and secure architecture for the operation of the supply chain.
IBM, Walmart, and many other companies are investing heavily in this field to
improve supply chain processes by harnessing the power of blockchain technology
in various industries [6]. The interest of the research communities is also helping
blockchain technology gaining momentum in the last few years which is evident by
a series of literature reviews [7]. Blockchain technology is inherently distributed,
decentralized, and tamperproof making it a potential solution to address the issues
in traditional SCM [8].

The main focus of this paper is to discuss the disruption of traditional SCM
leading to digitization of supply chain operations which is rather more advanced
and secure. The traditional Logistics and Supply Chain Management (LSCM) has
many limitations like misusing the data shared between the parties, illegally sourcing
the products, etc. Adoption of solutions powered by blockchain ensures addressing
all these limitations and seamless flow of activities at each stage and counterfeiting
fake transactions and reducing paperwork. The technical emphasis of this paper
is on leveraging blockchain to enhance security, traceability, responsiveness, and
give real-time information of the products. Studies on the application of blockchain
in almost every industry are it the coffee manufacturing industry or the automotive
industry, show the importance, and capabilities of blockchain technology to establish
a sustainable, simplified yet secure supply chain management.

In summary, the major contributions of our work are listed as follows:

• This work presents a thorough study of blockchain technology highlighting the
various types, characteristics, and key features.

• This work presents a comprehensive survey of supply chain operations in tradi-
tional SCM and explores the existing vulnerabilities therein. It also outlines the
evolution of traditional supply chain and the effect of technological transforma-
tions.

• This work presents the motivation to use blockchain in supply chain operations
and highlights its intervention in improving supply chain operations.
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• Finally, this work presents an organized and practical survey of harnessing
blockchain in supply chain processes. It further provides the description and
applications of this technology in various supply chain industries.

The rest of the paper is organized as follows. Section 2 presents relevant literature
review. Section 3 gives the overview of blockchain technology, types of blockchain;
private, permissioned, consortium, and hybrid along with the differentiation of each,
characteristics, and the key components. Section 4 describes SCM, the motivation
behind using blockchain technology in SCM. It further explains the digitization of
SCM, advantages of using blockchain technology, along the use cases in various
sectors. Finally, the paper concludes in Sect. 5 highlighting several future research
directions in the field.

2 Literature Review

To make sure a secure system is established in blockchain, Hafid et al. [9] proposed
a work that gives solutions to keep the failure probability smaller than a predefined
threshold for a sharding protocol in blockchain. They used three probability bounds:
Chvatal, Chebyshev, and Hoeffding illustrating the effectiveness of the model they
proposed. They also conducted a comparative and numerical analysis of the bounds
proposed. Belotti et al. [10] presented how the application of blockchain is beyond
bitcoin, surveying numerous literature of the past few years. Indicated requirements,
evolution from private to public blockchains, and listing the differences between
proposed and consensus mechanisms. Tsoulias et al. [11] presented a decentral-
ized application model which stores the data in Neo4j graph database assisting
protocol operations and enhancing security. They implemented a consensus mecha-
nism similar to Casper and tested its effectiveness. They used Proof-of-Work (POW)
and Proof-of-State (POS) protocols to examine how incentive and consensus criteria
differ for participants. Further, they also conducted a series of experiments that tested
the efficiency of the implemented solutions and methodologies to prevent the most
common 51% attack, which is an attack from dynamic validator sets and catastrophic
crashes as well.

To ensure the seamless flow of operations in supply chain Asyrofi et al. [12]
proposed a system that is based on cloud that manages supply chains using selec-
tive marketing and blockchain. They also improvised Jugo architecture to develop
Selective Market (SELAT) as a connector between cloud providers and the users.
It also improves data security by tracking the changes in the supply chain by using
blockchain. Rouhani et al. [13] presented a structured review focusing on smart
contracts and how it has widened the horizons of blockchain’s application beyond
bitcoin and other cryptocurrencies. They laid down their research study in threemajor
categories: decentralized applications which are based on smart contracts, security
tools andmethods, and approaches to enhance the performance of the smart contracts.
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Hader et al. [14] presented an introduction of blockchain in supply chain manage-
ment in the retail sector. They also offered a comprehensive study on how companies
can improve their performance and build trust with their customers using blockchain
technology. Reyes et al. [15] presented a work discussing the impact of blockchain,
Internet of things (IoT) in the operation of SCM. They identified the benefits and
implications of leveraging these technologies in a multi-organizational supply chain
setting. They also discussed how technology can accelerate businesses making the
process transparent and cost-efficient. Hassija et al. [16] proposed at work discussing
application of blockchain and other technologies to achieve secure trade. They have
also discussed the solutions to vulnerabilities in the existing architecture of the supply
chain. Fu et at. [17] described an intelligent operating mechanism and system struc-
ture to be applied in large production enterprise supply chains. They also constructed
a data success and storage mechanism further providing a model structure for devel-
oping a blockchain-based supply chain. Musigmann et al. [18] presented a work that
fills the gap by implementing a bibliometric and co-citation analysis in blockchain
technology and LSCM. They classified the past literature into five different cate-
gories: testing and conceptualizing blockchain applications for the operation of
LSCM and the role of blockchain in digitization of supply chains. Wu et al. [19]
presented a work that focuses on deployment of blockchain in future networks and
vertical industries. They discussed how blockchain is being implemented in several
sectors such as supply chain, finance, energy due to its ability to create a transparent
and tamperproof nature. They also discussed the potential of blockchain as a solution
to achieve security in laying networks. Tran et al. [20] presented a detailed study of
blockchain outlining the challenges related to privacy and security further classifying
the areas of application to enhance security. They enlisted several areas of applica-
tion such as data management, e-voting systems, smart agriculture, cryptocurrency,
etc. They also proposed a framework called Privacy Preserving Blockchain Systems
(PPSAF) designed specifically to resolve the issues in agriculture industry. Finally,
outlining the scope of future research. Table 1 presents a systematic overview of the
related literature.

3 Overview of Blockchain

Blockchain was invented in 2008 to serve as a public distributed ledger for bitcoin.
Blockchain is a specific type of database, unlike the traditional relational database.
It stores the data in the blocks which is encrypted by a digital signature called hash
which makes it more reliable and secure, preventing the data from tampering in a
network [21]. The first block is called the genesis block and each block is linked
together hence forming a chained structure [22]. Each of these blocks consists of
the hash value of the previous block, hash of its own, the transaction data, and
the nonce value [23]. The hash value is an alphanumeric unique digital signature
that is used to identify the block. These hashes are generated by using SHA-256
algorithms. Number only used once, also abbreviated as a nonce, is the number the
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Table 1 Overview of related literature

Reference Year Contribution

Hafid et al. [9] 2019 Sharding protocol in blockchain to keep the failure probability
smaller

Belotti et al. [10] 2019 Indicated requirements, evolution from private to public
blockchains, and listing the differences between proposed and
consensus mechanisms

Tsoulias et al. [11] 2020 Designed decentralized application model which stores the data
in Neo4j graph database

Asyrofi et al. [12] 2020 Created a cloud-based system that manages supply chains using
selective marketing and blockchain

Rouhani et al. [13] 2019 Studied decentralized applications which are based on smart
contracts, security tools, and methods and approaches to improve
the performance of the smart contracts

Hader et al. [14] 2020 Introduced blockchain in supply chain management in the retail
sector and offered a comprehensive study on how companies can
improve their performance

Reyes et al. [15] 2020 Discussed impact of blockchain, Internet of things in the
operation of SCM and identified the benefits along with
implications of leveraging these technologies

Hassija et al. [16] 2020 Described application of blockchain to achieve secure trade

Fu et at. [17] 2019 Designed an intelligent operating mechanism and system
structure for large production enterprise supply chains

Musigmann et al. [18] 2020 Implemented a bibliometric and co-citation analysis in
blockchain technology and LSCM

Wu et al. [19] 2021 Deployment of blockchain in future networks and vertical
industries

Tran et al. [20] 2021 Studied decentralized applications which are based on smart
contracts, security tools and methods, and approaches to improve
the performance of the smart contracts

blockchain miner needs to explore to solve the blockchain through mathematical
calculations. The data stored in these blocks is immutable and irreversible [24].
Blockchain consists of the nodes which are typically managed by the P2P network.
These nodes strictly adhere to the protocol to communicate and validate the new
blocks which are added to the blockchain. As one block is altered in the chain,
it breaks the cryptographic links hence disrupting the complete blockchain [25].
Decentralized blockchain has data that is immutable which means that the data is
irreversible. The irreversible nature of blockchain is an advantage andhencemaking it
fully transparent to thepeople in thenetwork,whichmeanspeople can easily track any
information. The data in the blockchain can only be appended and cannot be changed
or deleted. Blockchain has several benefits to offer; easy tracking, decentralization
of data, low administrative costs help eliminate the vulnerabilities in the existing
traditional systems [26].



52 B. Bhushan et al.

3.1 Types of Blockchain

There are various types of blockchain networks based on the visibility of the nodes
in the network, and how the users connect to the network. We have public, private,
consortium, and hybrid blockchain and each type have its architecture, transparency,
efficiency, and immutability.

3.1.1 Public Blockchain

Public blockchain as its name suggests is a permission-less or non-restrictive
distributed ledger system that can be accessed by anyone on the internet, become
part of the network, do the mining, view the records, verify the transactions, and do
the POW for the new blocks. It is more secure because such a large network is hard
to hack [27]. Also, one person is not dependent on the other for authentication, so
this is more trustable. Although it has few drawbacks like transaction per second is
high, this raises issues and high energy consumption. Anyone in the world can read,
send the transaction, and participate in the consensus process. These are secured
by crypto economics. Crypto economics is the combination of cryptography and
economic incentives which provide decentralized and secured systems. Example:
Bitcoin, Ethereum, Bitcoin Cash, Litecoin, Monero, IOTA.

3.1.2 Private Blockchain

Private blockchain is a permissioned or restrictive ledger operative only in a closed
network and governed by a single entity. It can be used within the organization or
enterpriseswhere only a fewmembers can be part of the network, view the record, and
do the mining [28]. Users need to get access rights to the network to validate blocks
and send transactions. The write permissions are restricted while read permissions
can be public. As there are only a few nodes on the platform, the efficiency is always
high in a private blockchain. Example: Multichain, Quorum.

3.1.3 Consortium Blockchain

It is unlike the public blockchain, is controlled by multiple organizations or enter-
prises [29]. In consortium blockchain there are fewer members and all of them are
known. The members can read or write transactions but they cannot add a block.
There is an exclusion of 51% attack in this type of network. For industrial applica-
tions, it is considered to be the most suitable. The transaction cost is reduced and
replaced by the legacy systems, simplifies the process of handling documents, and
also helps to get rid of semi-manual compliancemechanisms. Example: Hyperledger,
Corda.
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3.1.4 Hybrid Blockchain

It is the amalgamation of both private and public. It gives us freedom like that in public
and permission access like that in private. The architecture of hybrid blockchain can
be customized as per the needs and requirements [30]. Once a user gets permission
to access the hybrid blockchain platform, he can completely take part in the activities
like sending transactions, reading, or writing too. The identity of the users is kept
secret for privacy reasons. It is immune to 51% attack and hackers cannot access the
network. Additionally, it gives low transaction costs too. Example: Ripple, and XRP.
Table 2 presents a categorized differentiation of each type of blockchain network.

Table 2 Comparison of types of blockchain networks

Distinguishing
features

Public blockchain Private
blockchain

Consortium
blockchain

Hybrid
blockchain

Definition It is open to all
and anyone in the
network can
participate

It is controlled by
administered
owners and only
members in the
network can
participate

It is controlled by
a group of people,
i.e.; multiple
companies will
have full control
and administrative
rights

It is a
combination of
both public and
private which
means some of
the processes are
kept private and
have limited
access while
some are open to
all

Authority and
transparency

In public
blockchain, all
processes are
completely
transparent

Private
blockchain is
transparent to the
users who are
given the access

A group of people
has access hence
it is decentralized

Transparency in
hybrid is
dependent on
how
administrators set
the rules

Transactional
cost

It is costly It is not so costly It is not so costly It is not so costly

Use cases It can be used for
any public
project. It can
also be used in
creating
cryptocurrencies

It can be
implemented in
an organizational
project where the
control is limited
to its members
while few
processes are only
accessed by its
users

It can be
implemented
where no single
organization has
full authority

It is best suited
for projects that
have lack of trust
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3.2 Characteristics of Blockchain

Somecharacteristics of blockchain technology that are helpingdevelopingbusinesses
and organizations are listed below.

• Blockchain is designed in such a way that it is synchronized and distributed across
the networks, due to which it provides an ideal system for multi-organizational
industries networks like supply chains or financial consortia. It helps an orga-
nization to disclose its data and share it publicly through the feature of data
transparency which helps label institutional deficiencies to achieve sustainability.

• The data is immutable and cannot be changed by any third party outside of the
organization. The kind of transactions that are carried out is agreed upon between
participants in advance.And these transactions are stored in blockchain also called
smart contracts, which help in providing assurance that everyone is operating by
the rules decided.

• Prior to the execution of a transaction by the participant, there needs to exist an
agreement among all those relevant parties that the transaction which is to be
done is valid. Example, if a person is registering for the sale of a product, that
product must belong to a certain organization, or else it won’t get approved. Such
a process is known as consensus which helps keep the fraudulent transactions
away from the database.

• Once the organization has accepted a transaction and registered it, the transac-
tion can never be changed. They can consequently register another transaction
concerning that particular product to change its status, but cannot hide the orig-
inal or initial transaction that was made earlier. This provides the notion of the
provenance of product, which also means that one can track and access the history
of any asset and determine its present or past locations and what has happened
throughout its life.

• Blockchain functions great in terms concerning cost-cutting benefits and tech-
nical considerations for an organization, which helps a business overcome the
counterfeit and fake component products in their supply chains. It aids in sustain-
able supply chains for developing countries. Also, its transparency can profit less
important members in supply chains [31].

3.3 Key Components of Blockchain

Blocks containing data are chained together to each other, forming a linked list that
makes up the blockchain. Each block has a hash along with the timestamps. Figure 1
shows the structured view of blockchain including all the main components. All the
key components and pillars are discussed as follows:
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3.3.1 Block

A block is a data structure consisting of transaction records in chronological order
[32]. It contains a hash pointer that points to the previous block. A block is made up
of a header that contains metadata and list of transactions. The block header has a
size of 80 bytes and the size of the average transaction is approximately 250 bytes
while an average block generally contains at least 500 transactions. The initial block
is called the genesis block. And as soon as the creation of a block is done the data
contained becomes verifiable.

3.3.2 Chain

One block is linked to the previous block, forming a sequence called a chain similar
to a linked list. The local copy of the blockchain keeps altering as new blocks are
joined. As soon as the node obtains a block from the network, it validates them and
links to the blockchain [33]. The integrity of the chain can be determined from the
very first block that is the genesis block to the last one.

3.3.3 Transaction

These are the smallest data structures of a blockchain. It is created by users to indicate
the transfer of data froma user to a specific receiver [34]. Before a transaction is added
to the blockchain it is authenticated through cryptographic keys and authorized by the
users. In a blockchain, the decision of adding a transaction is done using consensus
protocols, which means nodes have to agree if the transactions occurring in the
network are genuine and valid.

3.3.4 Nodes

The blockchain is managed by a P2P network where the nodes collectively cohere
by the protocols to validate and communicate new blocks. These network nodes are
completely responsible for storing the data that enters and sharing information about
transactions. Blocks of data are stored on the nodes which are usually computers or
servers connected to each other. Node’s store and save blocks of transactions. They
spread and broadcast the transaction histories to other nodes to synchronize with the
blockchain [35].
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3.3.5 Miners

The miners create new blocks through a process known as mining. Mining is the
process of validating every step in the transaction which is achieved by mathemat-
ical computations. These are the specific nodes performing the process of block
verification before adding anything to the blockchain. Without a full node, miners
cannot know what are valid transactions [36]. The role of miners is to find the hidden
encryption code called POW. It is challenging but rewarding at the same time.Mining
is useful for securing the network, validating and confirming transactions.

3.3.6 Merkle Trees

Each block in the blockchain aggregates the brief of all the transactions using the
Merkle tree. It is also called a binary hash tree and it’s a structure used for effectively
verifying and summarizing the data. It uses the double-SHA256 cryptographic algo-
rithm [37]. Merkle tree sets apart the validation of the data from the data itself and
helps tomaintain the functional integrity of the transactions. They allow compressing
of the large data-keeping while only keeping the ones required to prove.

4 Supply Chain Management

SCM is the handling of the flow of products, goods, and services, including every
process that transforms rawmaterials into a final product. Traditionally, SCMseeks to
cater consumer’s demands for a service or product along with the slightest inventory
required for the retailer and producer [4]. Many supply chain models were proposed
and designed earlier during the 80 swhen the termSCMwas coined, striving to satisfy
the needs of numerousmanufacturingnetworks. Someof the requirements include the
reduction of costs from inventories and transactions, eliminating bottlenecks along
the supply chain due to delays in supply delivery and payments. It also included
the creation of chains resilient to fluctuations due to limited primary material and
poor economic condition, the traceability of commodities sourced in a trustful and
secureway, employing of local laborers and producers,minimizing the transportation
needs, and distribution of high-grade quality products for the end consumer. The
supply chain binds the end-to-end movement, including correlated and physical flow
of products, raw materials, information, and money. The supply chain is involved
in managing the sourcing, distribution, production, procurement, and logistics, thus,
influencing the expense of a product, speed-to-market, required capital, and service
perception in businesses [38].
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4.1 Motivation Behind Applying Blockchain Technology
in SCM

Blockchain technology has been an influential conversation point in the supply chain
industry. Even today several supply chain leaders are bewildered and dubious about
the future of launching blockchain technology in the realworld. Theymay understand
its scope, but implementing this technology in the real world seems out of reach. Due
to this, supply chain executives may not apprehend that investing in blocks and tech-
nology is the only method to mitigate these shifts in standard operating procedures
successfully. But the use of blockchain technology in the supply chain is assumed to
be the end-all solution to transparency and visibility. The complexity of the modern
supply chain is extensive but blockchain technology has the potential to fix problems
within today’s supply chain networks.Major organizations, likeMaersk and IBM, are
struggling on creating innovative platforms to allow for end-to-end transparency and
visibility through this technology. The expectation of launching technology means
saving billions through the elimination of electronic data interchange and paper-
based systems, reducing inefficiencies, vulnerability, inconsistency, and other major
drawbacks. Products may slip between modes, and a large global manufacturing
present exacerbates the complexity. Which increases the risk of purchasing coun-
terfeit products, the “gray market”. Through blockchain technology, consumers can
check the product they purchased, and vendors, merchants, and suppliers can take the
same action. This increases efficiency, transparency, and reliability within the supply
chain. Supply chain companies using blockchain in the supply chain can examine
the chain of ownership and deliver an extra layer of security and guarantee, to other
companies regarding the item in question’s value and validity. These are essential
parts in supply chains that have a direct connection to the health of the public, such
as the food, agriculture, and medical industries.

The implementation of the supply chain depends on every faction of numerous
activities which are termed as supply chain practices. These practices involve several
elements that comprise every aspect of the supply chain processes; those include
sharing of information, integration, outsourcing, customer relationships, postpone-
ment, supplier partnerships, and lean practices [39]. SCM comprises various steps
of a product life cycle and usually requires the cooperation of several businesses and
stakeholders. The various stages and the types of cooperators in the supply chain
make it a deeply interconnected network that becomes challenging and cumbersome
to maintain and monitor. Furthermore, SCM is examined not simply by the spec-
ifications on keeping of records but further by the elements incorporated among a
particular business. Due to this, several consensus algorithms and blockchain frame-
works have been advised to address concerns in distinct products, industries, and
businesses [1]. Hence there are various surveys and innovations yet to be done based
on different types of businesses and industries that motivate using blockchain as a
viable option.

Various surveys in the food, beverages, and agriculture industry have proposed
to adopt blockchain technology based on the Interplanetary File System (IPFS) and
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Ethereum. IPFS is a distributed file-sharing method with fast data retrieval speeds
that ensures easy and fast accessibility of data to numerous stakeholders of the supply
chain.

4.1.1 Digitization of SCM

Digitalization is simply a process which when carried out correctly, can be heavily
transformative for a business, but that is only possible when a business has success-
fully digitized first. It helps in converting products and information, such as records,
ledgers, delivery details, payments, etc., into a digital format [40]. Once the conver-
sion process is done, these resources can be used to streamline and upgrade processes,
eliminating the need for basic information such as paper, meetings, and face-to-face
interaction which is something that can be especially helpful in the hard times that
COVID-19 has presented.

4.1.2 Smart Contract as Part of SCM

Smart contracts are simple programs stored on blockchain that run only when the
predefined conditions are fulfilled. They help in automating the execution of an
agreement so that participants are aware of certain outcomes without any wastage of
time or involvement of any negotiator. This self-executing nature helps in reducing
the complexities and challenges in operation of the supply chain. The smart contract
being digitized protocols can concede the tracking of the supply chain, transactions,
and documents that fulfill and streamlines the business processes, and boost the
accomplishment of business logic [41]. Therefore, supply chain digitization is antic-
ipated to improve the engagement of stakeholders in achieving similar objectives and
goals.

4.2 Advantages of Leveraging Blockchain

Blockchain benefits organizations to understand their supply chain network and
employ consumers with real-time, authenticated, and immutable data, also it aids
supply chain management in various ways. Some technical advantages of using
blockchain technology are classified based on the particular supply chain difficulty
addressed by businesses.

4.2.1 Immutability

Blockchain provides the feature of immutability that accommodates originality,
traceability, transparency and helps in the verification of records. This feature protects
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every entity (transaction records and details) from being replaced and manipu-
lated inside a blockchain. For instance, the immutability feature protects reports
concerning provenance, traceability, and file confirmations. Although, the system
that promotes immutability without altering transactions is still developing.

4.2.2 Transparency

Transparency is an essential feature for any successful supply chain. As every
segment of the supply chain network directly connects all others, it is vital to main-
tain clear communication channels for all parts to work cohesively. In terms of data
transfer, each level of the system needs to receive the same report simultaneously.
Numerous supply chain logistics businesses have achieved a certain level of this
transparency by the use of blockchain. Blockchain provides all functions within a
particular supply chain with access to identical information through a chain of data
sharing. It is a technology that allows authenticated data to communicate between
individuals without the need of a middle-man or conferred central party [42].

4.2.3 Security

The risk posed to a digital supply chain is slightly different from that typically
present in those linked with physical goods. The significance of data, and other
digital information, however, makes it a more lucrative target. The intruders target
shipping manifests, invoices, tracking data, and reconstruct them in order to get
access to the actual supplies. Vulnerabilities such as cargo thefts fictitious pickup
are one of the major concerns for the disruption of supply chain operations that
are running internationally. Hence blockchain helps in overcoming such issues, by
providing encryption and validation. It ensures that your data is encrypted, meaning
modifications in data cannot be performed. It also performs various cryptographic
encryption to generate a cryptographic signature of a document or file. This gives
users a gateway to ensure a file is un-tampered, without requiring them to save the
entire data on the blockchain [43]. Due to its decentralized nature, you can always
verify file signatures across every ledger on every node in the network and verify
that they haven’t been altered.

4.2.4 Streamlined Operations

Blockchain enables so many possibilities for supply chain like smart contracts,
proof of provenance, transparency, real-time responses, and many more which helps
companies to operate in an efficient way by streamlining processes like product
development, manufacturing, quality control, shipment, or delivery, etc., all together.
It supports industries and businesses by streamlining their operations processes to
deliver their product and services to the consumers [44].
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4.2.5 Quality Assurance

Blockchain helps in quality control by maintaining data transparency throughout the
entire blockchain network. Quality control or assessment is the analysis of collected
data (example: batch no. of a product, date, and place of origin, manufacturing date,
etc.), through which the degree of assent with established standards and criteria
is analyzed for a product or service. If the quality through this manner is found
unsatisfactory, then investigations are conducted based on the parameters to identify
the causes, and improvements are added to maintain the quality standards of the
product according to the norm. If needed the control persons of the company or
industry can reconstruct the critical issues from that particular stage in the process
that caused a compromise in the quality indices in order to make the necessary
corrections [45]. There are two important factors responsible for quality assessment
which are, monitoring quality and analyzing anomalies.

4.2.6 Tracking Accuracy

In the supply chain industry, track accuracy refers to identifying the present and
past locations of all inventory and products, as well as their history of custody. For
record-keeping and tracking accuracy, a huge number of transactions is stored in
blockchain. This huge data requires a lot of space which gives rise to various other
challenges regarding the storage, that creates an electronic record of all kinds of data
regarding the product and, vital in protecting consumers from exposure to stolen,
contaminated, or counterfeit products. Tracking accuracy plays an important role in
the food supply chain industry to identify the defective and decayed food products
present inside the supply chain [46]. The size of distributed ledger is dependent on
the number of transactions stored on it.

4.2.7 Cost Reduction

Blockchain can help in cost reduction in many ways, such as fostering trust within
the organization, by automatically reducing the need for third parties and middlemen
which will lead to limited use of resources and will eventually reduce cost. Also, as
each member will be linked to a digital distributed ledger, the cost and effort spent
on documentation will ultimately be reduced. Blockchain also helps in reducing
the transaction cost that aids in the financial sector by replacing a digitized record-
keeping infrastructure and substituting legacy systems. It also reduces the need for
payment negotiators like money transferring services, stock exchanges, and payment
networks. Many businesses are harnessing blockchain as it reduces cost in terms
of the transaction including governance decisions allowing transparency and valid
transactions throughout [47].
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4.2.8 Provenance

Provenance means keeping of record of the data, this feature allows businesses to
collect their data which is open to all and can also be verified using information
available on the distributed ledger. It is one of the very explored features of blockchain
in reported studies. It mainly resolves three challenges: tracing a product, tracking the
origins of a commodity, and classifying defective products. Tracking the source of a
product is critical if the need arises to suspend the defective or fake product quickly.
For instance, we can take an example of the incident in 2015, when the restaurant
chain suppliers Chipotle immediately retrieved their product in which spread E. Coli
and salmonella. Detailed provenance data could have been more useful in such a
scenario to provide a dynamic response.

Blockchain can help businesses and companies to classify the batch of products
more accuratelywhich canhelp in easy retrieval of contaminated items and can reduce
the risk for users. It is an appropriate technology that can maintain a provenance
record at various stages of a business, as the ownership of the commodity is changed,
they are reflected inside the distributed ledger [48]. Figure 2 depicts the advantages
of using blockchain technology when applied to supply chain management.

Blockchain technology can be linked to various important topics of Operations in
Supply Chain Management (OSCM) exhibiting its potential impact in many fields
such as agriculture industries, automobile industries, e-commerce, and in many other
public and private sectors. Furthermore, there is only a limited no of applications
based on OSCM literature in a blockchain, there will always remain a need for
consensus encompassing the limitations and benefits around this technology. There
is much more to explore in the field of OSCM and developing technology related to

Fig. 2 Advantages of blockchain in supply chain management
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the problems concerning OSCM, such as transparency, counterfeiting, sustainability,
etc., that have also been explained in previous applications, blockchain addition-
ally proposes critical issues concerning the importance of trust in supply chain and
relevant studies regarding them [49].

4.3 Leveraging SCM in Industries with Blockchain
Technology

The Blockchain data structure by default satisfies several requirements such as trans-
parency, fraud prevention, fast settlement, scam-free, no third-party involvement
enhanced security for many industries and organizations which help in the effective
and efficient management of their operation, hence it is an undeniable option for
industries and their partners to use this technology for managing their supply chain.

4.3.1 Benefits of LSCM

Blockchain databases are decentralized ledgers, by which the provenance of
commodities can be determined when no individual participant can claim owner-
ship regarding the overall data of the supply chain. Blockchain technology can help
inmaintaining andmanaging records of the date, location, price, certification, quality,
and other relevant information of products and services to manage the supply chain
more efficiently [50]. The availability of these records within the blockchain might
improve traceability of the material inside the supply chain, also it can enhance an
organization’s position as a leadingmanufacturer by improving visibility and compli-
ance over outsourced deal manufacturing, or by lowering losses from the counterfeit
and gray market. SCM holds the combination of every business process across the
entire chain of processes, and also it entails the engagement of all business functions
that concern relationship management. The way of achieving strategic and busi-
ness objectives by supply chain partners adopting this technology depends on the
combination of industrial methods with the sort of blockchain used.

4.4 Use Cases of Blockchain in SCM

Blockchain is an emerging technology that is being used in many industries and
businesses to achieve authenticity, transparency and to overcome some difficulties in
their operation processes. Also, it adds an extra layer of security for them. Blockchain
is now widely used in many businesses and industries, some of them are discussed
here.
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4.4.1 Food and Agriculture Supply Chain

Blockchain technology plays a major role in the domain of food and agriculture,
taking the instance of the food and agriculture supply chain, those are the individuals,
which drawmore interest in implementing blockchain technology within the domain
compared to other industries and businesses. Some of the addressed hurdles are
quality control and assurance, transparency, performance improvement, provenance,
and achieving sustainability. Food and agriculture supply chains involve many stages
and it is not possible for them to be finely monitored and tracked which affects end
consumers, and they are not able to trace their food or agricultural products source
[51].

4.4.2 Diamond Production

Blockchain is playing a pivotal role in the diamond market. In the early 20 s, the
journey of diamonds from mines to the customers was not easy to trace due to which
many illegal activities took place. Later in 2015 many companies came up with
the idea to use blockchain. A company named Everledger was founded to deliver
transparency in the diamond business. With the help of IBM, Everledger made a
blockchain with the help of open-source software called Hyperledger software. Due
to which approximately 1.6 million diamonds are registered on this blockchain and
sorted with 40 different metadata along with a high-quality image of diamonds in it.
During every step of this manufacturing process, Everledger’s process permits their
customers to register data, like date, time, and other details including the signature of
the person delivering it, this eases the diamond tracking as itmoves through the supply
chain [52]. Customers can simply log in with their credentials and view the entire
provenance, which helps in reducing unauthorized activities by rogue company’s and
fraudsters and keeping them away from the bay.

4.4.3 Entertainment and Tourism

Blockchain helps various businesses like Integrated Casinos and Entertainment
Logistics (ICEL) to utilize this technology by involving control of their businesses
such as hotels, tourism, retails, etc. It is absolute for ICEL to assure that all members
concerning the supply chain provide services and goods which serve those quality
criteria established by industries and as per consumers’ demands. Here blockchain
technology is an ideal applicant which can resolve ICEL because it assures that every
transaction inside the network is transparent and easy to trace, manage and identify
[53, 54].
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4.4.4 Vaccine Distribution

During the pandemic of the Covid-19, vaccines played a very important role in the
survival of society and civilization. But the vaccine is useless if it is not delivered
on time to the right person, this gap is fulfilled by blockchain which is helping in
vaccine distribution. IBM created a distribution network of blockchain and supply
chain solutions to help manufacturers proactively monitor for unpropitious events
and enhance recall management [55]. It is an open-source blockchain platform to
track safely and authenticate the lot and batch number level of vaccines, handling,
temperature, and other histories.Distributors gain real-timemonitoring and enhanced
ability to counter supply chain disruptions.

4.4.5 Extermination of Slavery in Chocolate Industry

The western region of Africa, Ghana, and Ivory Coast are the mass producers of
cocoa, which makes Africa the world’s largest cocoa producer with 60% of the
production of more than 3 million tons of cocoa but it is all done by slavery labor.
Tony’s Chocolonely a company that makes chocolate which is based in Amsterdam,
renders a business that is helping to end modern slavery and child labor in this
chocolate industry-based supply chain moreover to aid in creating a slavery-free
chocolate industry. Tony’sChocolonely in associationwithAccenture, has developed
and led a working prototype of a private blockchain, and its supply chain allies in
the Ivory Coast strongly experimented with it in the field. The company engaged the
cooperation of two of its associates in Ivory Coast, Socoopacdi, a farmer cooperative,
along with Ocean a native tradesman, to try and examine the blockchain system, that
includes a web app to input data, and integrate the service between applications,
multichain blockchain, and the cloud infrastructure. Some particular associates were
assigned with inputting data at three different steps, collection of the bean, buying of
beans by the local trader, and local merchants selling beans to international traders.
By this process, blockchain is helping in tracking each shipment of beans within the
supply chain [56].

Table 3 presents an overview of the different use cases of blockchain technology
used in supply chain management for enrichment of the economy.

5 Conclusion and Future Research Directions

The importance of data and security in SCM nowadays is very important which leads
to the rise in security concerns. Many SCM-based industries are still following old
orthodox methods which leave them vulnerable to different kinds of interventions.
Therefore, it is important to ensure that the exchanges and the data remain safe,
traceable, reliable, transparent, and secure. Hence in such a network, a distributed
and decentralized technology can provide solutions to the issues. The rise of the
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Table 3 Use cases of blockchain in SCM

Use cases Description

Blockchain integration with food and
agriculture supply chains [51]

• Solving problems like identifying counterfeit
products by quality control

• Maintaining transparency in the supply chain
• Achieving sustainability at each level of
operation

Blockchain for diamond production [52] • IBM and Everledger collaboratively made a
blockchain

• Keep track of diamonds with 40 metadata
along all the way to the consumer

• Reduces unauthorized activity by rogue
companies

Blockchain for entertainment and tourism
[53, 54]

• Helping integrated casinos and entertainment
logistics

• Ensures the proper flow of goods by all
members

• Supports in maintaining the quality standards
of hotels and casinos

Blockchain technology in vaccine
distribution [55]

• Aids in proper distribution of vaccines at
required locations

• Ensures that the vaccine is delivered on time
• Lets the distributors gain real-time access to
overcome problems

Extermination of slavery using blockchain
technology in chocolate industry [56]

• Ghana and Ivory coast are mass producers of
cocoa beans

• Child labor and Slave labor are used for
production process

• Tony’s Chocolonely is a chocolate company
helping in establishing cloud-based blockchain

• This technology is helping them establish a
transparent and slave free supply chain network

use of blockchain technology in the field of SCM has grown drastically, hence it is
important to ensure that the exchanges and the data remain safe, transparent, and
protected. Blockchain technology offers automation, utilizes smart contracts and
authorized transactions moreover by default, it provides authentication, integrity,
and transparency. In this paper, we performed a thorough survey on blockchain
technology and its utilization in the field of SCM, in implementing enhanced security
services such as integrity, privacy, confidentiality, provenance, and authentication
support. We looked into the use cases and tried to identify the current supply chain-
based security threats and investigated the security measures that are capable of
decreasing such attacks. In the end, we discussed the advantage of using blockchain
in the supply chain for various security purposes. For the future, we continue our
effort to design and develop a decentralized application that eases the monitoring and
tracking of products from source to destination which will also address the needs of
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the supply chain industry. We aim to achieve transparency and verifiability through
our solution.
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Abstract A blockchain can be thought of as the shared distributed ledger type
of technology that stores the information of every transaction in its network. The
blockchain has emerged with vast diversity of applications in the economical and
non-economical areas. Blockchain technology has the potential to provide a robust
span of solutions to the issues faced in the implementation of smart cities. As such, it
displays the potential to create smart types of contracts more securely, by eliminating
the need for centralized authority. A blockchain can be envisioned as a secure decen-
tralized database that stores information utilizing a peer-to-peer type of network.
The blockchain can be seen as a type of special stack, where blocks could be placed
or stacked on top of each other. Subsequent blocks composing the blockchain have
to be linked to each other by cryptographic type of hash. In contemporary times an
increasing interest in the concept of blockchain technology has been observed. This
secondary research utilizes detailed literature review ofmultifaceted sources of infor-
mation, such as peer-reviewed and quality academic journal articles from renowned
databases.With the introduction of blockchain, numerousfields like banking, finance,
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healthcare, and supply chain shall experience positive effects. The sustainability of
smart cities can be further enhanced and ensured with the application of blockchain
technology. One major aspect wherein blockchain can play an essential role is real
estate and smart cities. Blockchain and Smart Cities concepts are fated to influ-
ence the future of our planet in numerous ways. Incorporating blockchain into the
expansion of Smart Cities will make it possible to have a cross-cutting platform that
connects the cities’ different services, adding greater transparency and security to all
services and processes.

Keywords Blockchain technology · Smart cities · Opportunities · Challenges

1 Introduction

A blockchain, also known as a distributed ledger, represents a write-only data plat-
form sustained through a large number of nodes that do not entirely divulge in one
another. Numerous research studies bring together blockchain, image, and video
processing algorithms. Some of these applications may entail actions against false
videos, processing ofmedical images, encryption of images, followed by themanage-
ment of the digital content rights. The outlined approaches enable making sure that
video has not been tampered with in connection to time stamping, making it possible
to be listed as proof in the court of law. Blockchain innovation’s core segment is being
entailed in an innovative set of procedures that enables information to be exchanged
between different elements within a system. In that way, there are no intermedi-
aries because members belonging to the system can be connected via identities,
which are encrypted and with each other using distributed communication. Trans-
actions are subsequently attached to a particular type of changeless ledger chain
and distributed to each single node. With the increased incidences of information
breaches, fraud, and extortion, numerous types of projects are utilizing blockchain
innovation technologies in processing identity anddocument approvals.Validation by
the means of blockchain is being enabled via timestamping, checking for legitimacy,
and end-to-end encryption [9].

The blockchain can be conceptualized as a heap, in which the individual blocks
are being stacked on top of the other. In this sequence, each subsequent block in
blockchain is connected to each other by the special type of hash, called, crypto-
graphic hash. The generated first block in blockchain is called the genesis block.
These blocks are stored in the memory of the computers and run as a distinctive type
of computer process. Knowing that each block is being constructed on top of the
previous block, desired immutability is attained. The immutability implies inherent
difficulty to fake/change a block and easiness to detect the tampering. Additional
analogies for blockchain system can be visualized as the ledger book, whereby each
block represents a separate page in the ledger, and each transaction represents an indi-
vidual asset transfer on a ledger page. Each member in Blockchain includes nearly
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the same copy of the blockchain ledger. A blockchain transaction entails a transac-
tion record in blockchain, similarly to a record warehoused inMySQL database. The
blockchain network can either be in a government/public or private setting. In govern-
ment run/public type blockchain, everyone is enabled to read orwrite transaction data
with no need for various types of authorizations. In the private type of blockchain,
no more than authorized nodes are enabled to read or write the transactional type of
data inside the blockchain [4, 6].

2 Blockchain Enabling Technology Types

A blockchain imitates a central computing service by the means of a disseminated
protocol, operated via nodes connected by the means of the Internet. In technical
sense, the blockchain is supplanting the present integrated ledger structures with the
decentralized types. A blockchain utilizes encoding systems, and it does not carry out
the participation of a third part, thus making it stable and dependable. A blockchain
is comprised of a distinct data blockchain. In this sense it is important to envision
that building blocks can be constructed and scanned by particular participants. Its
submissions are unchanging, clear, plain, and easy to use. Operations are documented
sequentially in a constantly evolving databank. Computer structure is connected via
the world wide web, whereby customers at every computer can obtain or disseminate
information to different computers. In conclusion, the info is then being replicated
and set aside via the structure by the means of a shared system. As such, it promotes
mutual trade of substantial value devoid of a vital liaison [6, 7, 9, 14].

Blockchain technology is dependent on to extend significant capacity for effecting
fundamental alterations in a wide range of company styles, operating processes, and
enterprises by enhancing accounting and examining. Being in a kind of specific
and multidimensional landscape, the necessity arises to recognizing the major alter-
ations in the private, governmental, and business-related fields. The present point of
interest relating to blockchain innovation is using it in execution and approval of shop
trades. This implies the rationale signifying the fact that its progress was profoundly
rubbed by the money-driven trades. Presently, the blockchain is proliferating via
other economic markets [9].

Figure 1, displays the essential elements of a blockchain.

(1) Replicated ledger: As a part of the blockchain, information is not deposited
at a main viewpoint. Blocks tend to be dispersed and reproduced between the
nodes. Every node includes a copy of the completed record book. As such, a
peril of informational loss is being eliminated.

(2) Cryptography: Information, being deposited in the blockchain, is being
encoded via the robust encoding type of set of rules. Therefore, the depend-
ability of the combined operations and files is being reinforced by the means
of numeral autographs.
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Fig. 1 Critical composing elements of Blockchain technology

(3) Consensus: Each building block includes a various total of operations. Opera-
tions must be authenticated prior to being added together to a standing building
block. In Hyperledger type of structure, the validating nodes tend to be present
to validate each block before attaching them into the chain.

(4) Decentralization: Aggregate transactions are distributed not including central-
ized type of control. Decentralization affords a sought after, safety and trust in
the data, AND

(5) Smart contract: Blockchain delivers the electronic form of the contract
connecting two sides. The smart contract can be visualized as the computer
encryption aimed to numerically enable, authenticate, or impose various
arbitration types [9].

Table 1 depicts the aggregate literature review of the Blockchain related research
activities to be applied in the Smart cities. It starts chronologically from the year
2016 up until the year 2019, and it includes various Blockchain platforms (i.e.,
Ethereum, Bitcoin, Hyperledger Fabric, Multichain, Block-VN, and BigchainDB).
It is being followed by data types (e.g., Medical history, user data, electricity, e-
voting, supply chain, video, etc.). Finally, there are descriptions of its applications,
such as patients’ personal immutablemedical record, secure electronic voting system,
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Table 1 Summary of Literature review in regard to Blockchain related research articles to be
applied in the smart cities

Year Blockchain platform Date type Description

2016 Ethereum Medical history Patient’s personal immutable
medical record

2017 Bitcoin User data User-centric access control of
personal data

2017 Hyperledger fabric Anonymized dataset Consensus based data transfer
between data broker and data
receiver

2017 Ethereum Distributed energy resources Distributed energy resources
control system for smart grids

2017 Multichain Electricity Proof-of-concept based
blockchain for electricity trading
in smart industry

2017 Block-VN Vehicular information Distributed network of vehicles
in smart city

2017 BigchainDB Supply chain data Storage of products data of food
supply chain

2017 Hyperledger fabric Video Smart contract and network
service based blockchain for
video delivery

2018 Ethereum E-voting A secure electronic voting system
based on blockchain

2019 Hyperledger fabric Drug records Integrity management of drug
supply chain for smart hospitals

– Hyperledger fabric Video, metadata Data verification system for
CCTV surveillance camera for
smart cities

Source [9]

integrity managing of prescription medications’ supply chains for Smart hospitals
and customer-centrical control of individual information) [9].

Blockchain technology initially wasmentioned in a research publication byHaber
and Stornetta, in 1991. To better comprehend blockchain technology it is essential
to describe some of its elementary notions:

(1) Nodes: represent a most elementary Blockchain’s component. The blockchain
is being constructed utilizing a distinct web of nodes. In real life the nodes
could be visualized to computers;

(2) Transactions: Every distinct segment in a Blockchain implies the particular
operation. If there is a desire to alter aworth on theBlockchain a new transaction
will have to be generated, transmitting the computer-generated type of paper
money from single bank account to another (all of which constitutes another
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type of transaction). In order for a particular operation to be recognized, it
ought to be endorsed by at least 50%+1 of the present nodes;

(3) Block: shows a way as to how a blockchain retains the information. A building
block entails the information from numerous, distinct, transactions. Each block
is connected to the previous block by a cryptographic type of hash. The sum
of these blocks are, in turn, being stored in each, particular node; AND

(4) Account: Blockchain accounts entail two distinctive variables, a private and
a government key. The account owner is essentially the private key bearer.
Contrary to previous centralized technologies, in Blockchain, in the scenario
of the loss of the private key, the possibility to claim the account, does not exist
[15].

3 Accompanying Features of the Blockchain Technology

Main features of Blockchain technology are being described, in detail, below:

(1) Decentralization—the data is being reposited in a number of locations, as
numerous nodes are in the grid;

(2) Scalability—refers to the fact that there is an endless number of nodes in the
grid;

(3) Safety/Security—utilizing a present expertise aBlockchain is in theory impos-
sible to crack. As discussed earlier, in order for the business operation to be
authorized 50% in addition to one additional node in the network are required
to acknowledge it. In the event, whereby an attacker and potential intruder
manages to change a blockchain or modify a particular single data portion,
a new-found block is formed that is required to be authenticated by all the
devices inside the blockchain network. 50% of data plus one node should be
altered in order for illegal operations to be recognized and all of them must
be broken down into/hacked simultaneously. If any single node is to react in
a different way comparing to the others, the cryptographical hash linked node
is checked, and node should be disregarded by the network while waiting for
it to return to actual informational edition.

(4) Intelligence—past the elementary Blockchain technology it is still feasible to
compose the custom code for every submission in a separate manner, thereby
leaving space for several regulations and use instances; AND

(5) Auditability—since every block is connected to the previous one by themeans
of a hash, the Blockchain permits to circumnavigate through entirety of the
blocks all the way up to the “Genesis” block. It represents the initial block
of the Blockchain, thereby allowing for sequential tracing of all modifications
[15].

Blockchain represents a regionalized P2P network utilizing the sum of produced
operations are authenticated via the recorded nodes. These are then documented
in a disseminated and unchangeable type of ledger. Therefore, the compromised
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Fig. 2 List of contemporary blockchain platforms with source, network, algorithm, and ledger
types. Source Majeed et al. [17]

algorithm signifies the hearth of blockchain technology. As such, it ensures the vital
dependability of the network. More precisely, since no fundamental authority is
present to confirm the created occurrences, each operation must be authenticated
by the blockchain nodes by the means of a joint arrangement (i.e., accord). In the
discussion, below, the elements of themost prevalent consensus kinds are being listed
and discussed:

(1) Proof-of-Work (PoW)—a transaction is being authorized when at least 50%
plus one of the nodes accept it in the P2P network,

(2) Proof-of-Stake (PoS)—each particular node that entails more capital has
impacts bigger likelihood to partake in the consent and make a block.

(3) Proof-of-Importance (PoI)—the nodes able to build the block impact the
largest number of transactions in the network. AND

(4) Proof-of-Authority (PoA)—only particular nodes are unequivocally
permitted to establish new blocks and fortify the blockchain [1].

Figure 2, listed, above, represents a list of contemporary Blockchain platforms
including source, network, algorithm, and ledger types. It compares and contrasts
various Blockchain platforms (i.e. Bitcoin, Ethereum, Hyperledger fabric, Multi-
chain, IOTA, EOS.IO, and Libra) with release years (2009–2020), types of sources
(open versus closed), hashing algorithms, etc.

4 Smart City—The Origins

The starting point relating to the smart city comes from the progress in the quality of
life of citizens and optimumsupply operation of the city, due to themodern increase in
speed in urban living. The progress in public services and infrastructure has improved
the quality of life. These improvements were achievable due to the world wide web
(WWW) and Internet, communication, and information technology improvements.
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Special prospects stemming from the idea of smart cities include variety of efficient
and effective public services, augmented by improved infrastructure, all of which are
being easily accessible and more interactive. Vision of smart city became a reality
with the potential of the Internet of things (IoT) concept.

Consequently, the smart city emerged as one of the primary generators in IoT
applications. The complete city is thereby protected with the physical items, which
are, in turn, intertwined with the IoT scheme. The four building blocks that can be
joined together utilizing IoT concepts are (1) data, (2) phenomena, (3) people, and (4)
processes. The Internet of Everything (IoE) came out including the people in the IoT
paradigm, where an interlocked network is grouped in IoE. In conclusion, the image
of a smart city is incorporated with IoE foundation blocks to enable encouraging
services in the future [16].

5 Smart Cities—The Concept

Smart Cities can be visualized as ecosystems that are usually characterized as
networks of connecting appliances. Their environs are customarily portrayed as
puzzling systems created within a prism of supply mutuality. Gretzel et al. added
four progressively essential elements that exist in this ecosystem’s characterization
of a smart city. These are (1) self-organization, (2) interaction or engagement, (3)
balance, and (4) lightly combined performers with common purposes [9].

TheSmartCity notion is characterized in the literature in variousways.Researcher
Komninos depicts smart cities and associated areas as environments with a great
capacity for knowledge creation, expansion, and innovation. They are including the
ingenuity of population and institutions with digital infrastructures to operate in the
physical, institutional, and digital spaces of cities. The opacity of this notion triggers
problems in comprehending the way as to how information technology influences
the development of smart cities [15].

6 The Smart City—The Model

Thehigh-level point of viewof the smart city paradigm is depicted inFig. 2. It displays
how the differint components in a smart city convey to each other in order to deliver
the services in smart cities. Various sorts of elements are part of smart cities. These
elements interrelate with each other by the means of cellular and/or Internet services
(e.g., ZigBee, Wi-Fi, 3G/4G/5G/6G). The smart energy, smart mobility, and smart
grid, and various services in the smart city surroundings. The macro or microcell
entities represent a type of communication gadgets utilized tomake available services
on demand [16].

As depicted in Fig. 3, the Smart city model displays critical connections and
interactions between Smart City with Fog computing and internet of things (IoT)
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Fig. 3 The model of the smart city. Source Singh et al. [16]

as the main building blocks. Additional contributing elements are being exempli-
fied in smart grid(s), smart buildings, smart energy, smart mobility, social services,
communication, location, capital management, and smart healthcare [16].

7 Primary Objectives of the Smart Cities

In order to make certain that the advantages associated with urban growth are fully
utilized, urbanization management policies ought to enable access to the electronic
infrastructure and services for the entirety of its residents. The attainment of confiden-
tial data through the Internet of Things (IoT) represents one of the major objectives
of smart cities. Therefore, the establishment of this data security is of utmost impor-
tance. Therefore, most administrations invest regularly in the development of smart
cities with many designated facilities for its inhabitants. The modern city already
represents a robust network of interconnected technologies, and according to Cisco
technologies, 500 billion devices are expected to be connected to the Internet by
the year 2030. In this context, the researcher Gartner stated that about 10 billion
interconnected objects are expected to be utilized by smart cities by 2020 [15].

8 Smart City as a Summation of Paradigms

Smart City represents a sum of paradigms spread across various realms, such as
people, economy, government, mobility, environment, and life on our planet earth.
As such, it is inherently designed to address a range of utilization instances, such
as: (1) environmental monitoring, (2) analysis of the traffic, (3) utility monitoring,
(3) smart public transportation, (4) electronic voting system, (5) e-commerce, (6)
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jobs, (7) local occurrences, (8) real-time incident reporting, (9) medical services,
etc. Data analysis gathered among the above-mentioned spheres permits the city
administration to enhance the infrastructure and adjust its services. A smart city
additionally represents, rather unique type of environment with integrated informa-
tion and communication technologies creating interactive spaces that bring along
computational capabilities to the physical world [15].

9 Composing Elements of the Smart Cities

A Smart City is designed to incorporate key elements that allow data centralization,
elements that can take many shapes, starting from a simple website to complex
applications, backed by specialized hardware. The accessibility of the data ought to
be guaranteed in a way that the system can be freely accessed by citizens, enabling
them to propose changes and corrections in an interactive way [15].

Numerous IoT devices require memory and computational complexities to deal
with modern computing gadgets. Shortage of computational power makes them
defenseless against a broad scope of cyber-attacks. They addressed the problem
of security issues in relation to distributed refusal of service (DDOS) attacks in the
IoT system. They used a changed smart contract that empowers a superior resis-
tance mechanism against DDoS and rogue device assaults. Kim et al. introduced an
idea of utilizing blockchain technology to address and resolve the security problems
of a sensor-based platform. IoT gadgets represent the main components of smart
homes, smart factories, and intelligent appliances. A blockchain-sourced authenti-
cation protocol was offered to focus on security problems. By utilizing that protocol,
the IoT environment can become efficient and stable. They utilized this feature
of blockchains in the IoT environment to safeguard the verification at runtime of
sensors and actuators. The utilization of smart contracts makes it easy to automate
the business logic and assists in saving time with the guarantee of zero error security.
Significant volume of work has been performed in the area of video forensics. This
improvement allows the video proof to be utilized in court cases. Recent techniques
utilized for video falsification uncovering are primarily based on an autoencoder with
periodic convolutional neural networks, augmented by an autoencoder with a go turn
algorithm,watermarking techniques, anddigital signatures. Itwas further proposed to
include autoencoders and intermittent neural networks-based architecture to discover
the video falsification. They produced a unique content-based signature to detect
inter and intraframe falsified videos. In extension, irrespective of whether an image
examination innovation is produced, there is a multitude of cases of breakdown due
to the sensor-based restriction. This may similarly occur when restricting images
for injurious aims. The Privacy Act takes into consideration the creation of CCTVs
for public places, which requires reaching out to the owners of CCTVs to acquire
video information. However, this represents a rather lengthy procedure. Irrespective
of whether a video is acquired, it is difficult to utilize in open organizations due
to the fact that video is not safeguarded to be an original video that has not been
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manipulated. Panwar et al. proposed an arrangement to provide sensor information
confirmation through cryptographic algorithms implementing a log sealing system
and creating permanent portions of evidence used for log verification. The structure
ensures that sensor information and log-fixed data could be put away in untrusted
storage with the proposed verification system ensuring its integrity. However, this
structure depends on the dependability of the instrument; for example, Intel SGX
store up the fixed data in an incorporated way. False news became a worldwide issue
that raises extreme difficulties for human culture and the majority rules system [9].

10 Application of the Blockchain Technology in the Smart
Cities

From its inception, Blockchain technology was perceived through its relationship
with bitcoin. Recently, its possible utilization has been investigated in other fields
of activity. These may include smart contracts, logistics, and systems’ manage-
ment. Utilizing the promise of Blockchain, researchers and developers are aiming to
increase people’s trust in digital communities. This can be easily accomplished by
Blockchain systems through their decentralized and open nature. Provision of a single
source of truth and a single starting point for new initiatives represent some of the
examples.Domains and applications of using blockchain technology in cybersecurity
are presented [15].

These are shown in Fig. 4.
Figure 4, depicts the interaction between Blockchain domains and associated

applications in Smart cities. Cybersecurity influences the need for the existence
of Blockchain. Blockchain furthermore branches to distinct types of applications,
process models, and communications infrastructure(s). In the end, the applications
may involve, financial system, intelligent transportation system, IoT, Smart grid, data
center networking, voting systems, and healthcare networks [15].

Fig. 4 Domains and applications of blockchain technology in smart cities. Source Rotună [15]
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Blockchain technology is capable to augment the openness of local and regional
institutions. It does so while enabling the communication of sensitive data without
compromising security and confidentiality. In this sense, blockchain may be utilized
in the advancement of smart cities. This can be achieved by utilizing an inter-
operable platform enabling the citizens to proactively participate in the decision-
making processes. These processes affect the communities they belong to. They
may also operate as a tool for managing the reputation of companies in relation
to the activity related to the environment. The administration of a smart city via
its systems generates a considerable volume of sensitive data that requires an over-
sized storage environment. According to latest data, cyber-attacks still pose a real
security concern in realm of the online transactions. To mitigate the effects of these
phenomena, blockchain technology utilizes a distributed model that increases the
degree of entropy. This is being achieved by implicitly reducing the vulnerability
of the systems it supports. The technology-based cryptography architecture makes
it unlikely that transactions will be reversed or altered. Whenever a new transaction
is broadcast on the network, the nodes have the obligation to validate and include
it in the copy of the distributed ledger. In an invalidation scenario, it must simply
ignore it. The consensus is reached when most of the participants composing the
network decide on a single state. Furthermore, all participants in the system possess
a personal key or signature utilized during creation of a transaction. This key allows
the association between the user who created a particular transaction and the recip-
ient of that transaction. At the same time, since the ledger is distributed and validated
by the entire network, a transaction is associated with a single user and cannot be
registered multiple times on the blockchain [15].

11 Application of Blockchain Technology
in the Development of the Smart Cities

A smart city provides its inhabitants with the facility to interact with public admin-
istration and local communities, utilizing digital technologies for increased efficacy
and safety. Through its persistent and at the same time distributed storage, blockchain
permits the development of a large number of new interaction models. It is impor-
tant to note that these models could not be designed within a centralized model.
Public administrations are starting to realize the potential of the blockchain model as
a platform for communication and transactions in the implementation of electronic
services for local communities [15].

Figure 5, discusses the critical interaction between Smart city’s citizens in connec-
tion to the primary circle involving computational intelligence, blockchain, IoT, etc.
Secondary circle involves mobility, industry and services, governance, and health
care. Finally, the third circle involves air quality monitoring, internet of value (IoV),
traffic control, various sensors, information transparency, shared medical data, etc.
[3, 13, 17].
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Fig. 5 The scope of smart cities with blockchain as potential trend. Source Oliveira et al. [13]

Fig. 6 The classical compared to SSI type of digital identification. Source Rotună et al. [15]

12 Digital Identity

Digital identity represents the information regarding an entity. It is utilized by the
information systems to embody an external agent, in a form of a person, an organi-
zation, an application, or a device. ISO 24760-1 classifies this identity as an “entity-
associated set of attributes”. Digital identity data permits the automatic verification
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of a user networking with a system and allows access to the services supplied by the
system [15].

13 SSI Digital Identity

Self-Sovereign Identity (SSI) represents a kind of digital identity enabling the user
with the complete and final control of its identity. Utilizing SSI, users and firms
may store their identity data on their devices and can efficiently deliver them to
those in need of validation. Therefore, through an application, on mobile phone or
computer, the user manages the elements that make up the identity. This applica-
tion also controls access to this set of information. Identity related information may
include birth dates, citizenship, university diplomas, or licenses. As part of the appli-
cation, the user is initially assigned a self-generated identification number derived
from the public key and a corresponding private key. This key pair is different from
the combination of username and password. After its creation by the user, automatic
mathematical calculations must be performed making decryption almost impossible
This kind of identity may be implemented to identify the citizens of a smart city
using blockchain technology. All of this ensures storage, secure timestamping, and
decentralized hosting. This model removes the need for passwords and guarantees
authentication with a high degree of security. An example of successful implemen-
tation is the Estonian e-Residency program allowing clients outside the EU to create
a digital identity that can be utilized to set up a business in Estonia [15].

14 Blockchain Architecture for Smart Cities

Smart cities utilize various technologies and infrastructure to ensure a better quality
of life for urban residents. In addition, there is also a need for a good environ-
ment for business development, optimization of resource use, and transparency
for public administration. These goals may be achieved by utilizing blockchain
working as a tool for decentralized and distributed ecosystems. Features, such as
safety and transparency, shared information, common updating of the database, and
information validation, provided by blockchain technology, empowers all smart city
customers.Blockchain technologypermits the interactions between citizens and local
governments without the need for a central authority. Smart contracts optimize the
functioning of the smart community through their ability to automatically execute
transactions without the intervention of an operator [10, 15].

A blockchain-based Smart City model using SSI is illustrated in Fig. 7.
Blockchain infrastructure links the local community with public administration.

The admission to the ledger is permitted to all community members. Every member
possesses its own synchronized copyof the common ledger. Furthermore, each partic-
ipant has a Digital Self-Sovereign Identity that is utilized to authenticate the person
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Fig. 7 Blockchain architecture model in smart cities. Source Rotună et al. [15]

in transactions. The utilization of central authorities is supplanted by a community of
peers in the form of an interconnected network where each peer has its own identity.
The ecosystem comprises IoT devices located in various locations, which record and
transmit securely real-time data regarding the city environment. Various types of
Smart contracts may be classified between citizens, between public authorities, and
between citizens and public authorities for services. Smart contracts are stored on
the blockchain thus decreasing the potential for fraud attempts [15].

15 Opportunities in the Application of the Blockchain
Technology

The technology has played a main part when it comes to the advancement of cities.
Stemming from first human settlements to the massive impacts of the industrial
revolution to today, technological advancements have impacted our lives in a variety
of ways. Experts envisage that the way we live today will change dramatically within
the next decades. Big demographic and social change, followed by climate change
shall impact our lives in the future andmay impose an extreme burden on our existing
city infrastructures [12].
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Providing a sufficient amount of goods and services for people and huge cities will
be especially challenging.Many citieswon´t have the capacity for somanypeople, for
instance in many parts of the world the electric grid is not made to provide electricity
for such a huge number of inhabitants. The infrastructure must be renewed, and an
interdisciplinary way of thinking will be needed. All over the world futurists are
working on plans on how to make future cities more livable for such a massive gain
in population. These imperatives have given rise to the birth of the idea of Smart
Cities. Smart Cities is the idea of improving the efficiency of resource usage and
facilitating the provision of new services within cities; by adding a digital layer to
metropolitan area infrastructures through technology in an intelligent way in order to
improve inhabitants’ quality of life. Furthermore, Smart Cities aims to save money
by reducing costs and also improving sustainability. Smart Cities’ purpose is to use
technology to enhance livability. The plan to create Smart Cities is not an easy plan.
It needs to integrate communication technology as well as all sorts of information
technology, together with important social aspects, to augment the standard of living
considering the fact that urbanization will be increasing drastically in future [12].

The three major drivers of the requirement for Smart Cities are:

(1) Anticipated rapid urbanization in the future;
(2) Climate change; and
(3) Logistical pressures.

There is a strong impression that without addressing these three challenges, the
world’s mega-cities are predestined to become increasingly chaotic, inefficient, and
susceptible to become increasingly controlled by the criminal elements [2, 4].

The scenario where Blockchain technology can have major impacts on Smart
Cities is in the area of crime prevention, more specifically, the crimes involving
forgery and counterfeiting may be prevented from alteration through the use of
Distributed Ledger Technology (DLT).

As stated above, it can be concluded that the three principal drivers of the
requirement for Smart Cities are: (1) Anticipated rapid urbanization over the coming
decades; (2) Climate change; and (3) the Logistical demands. The notion that without
addressing these three issues, the world’smega-cities are destined to become increas-
ingly chaotic, inefficient, and susceptible to being controlled by criminal elements
[4, 8, 16, 18].

The ongoing development of the Internet of Things (IoT)-based applications are
paving the way towards the development of smart cities. Smart cities offer intel-
ligent transportation, industry 4.0, smart healthcare, smart homes, smart banking,
among others. These applications require immense security for handling data while
improving the standard of citizens’ life. To enable smart cities with enhanced secu-
rity and privacy, we can use blockchain. Blockchain is a decentralized, traceable,
transparent, and immutable ledger of transnational records in Peer-to-Peer (P2P)
networks. Blockchain was first introduced as bitcoin that is a solution to transfer
digital payments between different parties without the need for a central authority
[3, 4, 17].
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Other than improving the financial industry, blockchain has potential applications
in many other fields such as the IoT, e-Commerce, accounting & auditing, e-Voting,
assetmanagement, identitymanagement, supply chain, taxation, telecommunication,
healthcare, and government/public services. The smart city comprises the ecosystem
of smart environments provided in the city which can improvise its inhabitants’
lifestyle. Smart city concerns with the adoption of information and communication
technologies for enhancement in public welfare, economy, government services,
environment, resource management, and urban planning. Smart cities envision the
use of existing and developing digital technology to enhance every aspect of city life.
One of the primary objectives of smart cities is reformed provision of fundamental
services like housing, education, healthcare, transportation, energy, water, utilities,
surveillance, and law enforcement. Smart cities mitigate the problems of population
growth and expeditious urbanization by integrating social, business, and physical
infrastructure of the city through technology. Recent advancements of technologies
such as Information & Communication Technologies (ICT), blockchain, Big Data,
machine learning, automation, Artificial Intelligence (AI), and the IoT will make
smart citiesmore interconnected, instrumented, intelligent, livable, safer, sustainable,
and resilient [5, 8, 9, 18].

The performance measures for the success of a smart city constitute the inte-
gration of fundamental services with seamless assimilation in the daily lives of its
residents, thereby assuring the effective usage of resources and improving quality
of life. However, this involves a huge amount of data traffic generated by informa-
tion systems flowing through communication networks of city technological infras-
tructure. Blockchain is a solution to the key challenge of security, privacy, and
transparency of this personal, organizational, and operational data [1].

16 Conclusion

A blockchain, also known as a distributed ledger, represents a write-only data
platform sustained through a large number of nodes that do not entirely divulge
in one another. Numerous research studies bring together blockchain, image, and
video processing algorithms. Some of these applications may entail actions against
false videos, processing of medical images, encryption of images, followed by the
management of the digital content rights.

The blockchain can be conceptualized as a heap, in which the individual blocks
are being stacked on top of the other. In this sequence, each subsequent block in
blockchain is connected to each other by the special type of hash, called, crypto-
graphic hash. The generated first block in blockchain is called the genesis block.
These blocks are stored in the memory of the computers and run as a distinctive type
of computer process. Knowing that each block is being constructed on top of the
previous block, desired immutability is attained. The immutability implies inherent
difficulty to fake/change a block and easiness to detect the tampering. Additional
analogies for blockchain system can be visualized as the ledger book, whereby each
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block represents a separate page in the ledger, and each transaction represents an indi-
vidual asset transfer on a ledger page. Each member in Blockchain includes nearly
the same copy of the blockchain ledger. A blockchain transaction entails a transac-
tion record in blockchain, similarly to a record warehoused inMySQL database. The
blockchain network can either be in a government/public or private setting. In govern-
ment run/public type blockchain, everyone is enabled to read orwrite transaction data
with no need for various types of authorizations. In the private type of blockchain,
no more than authorized nodes are enabled to read or write the transactional type of
data inside the blockchain.

Blockchain-centered resolution for smart property provides a number of benefits
over traditional centralized database systems. The first and most important advan-
tage is the security against forgery. Since the blockchain depends on endorsement of
transactions performed by verification of identity of all the parties in the network,
false transactions cannot be verified without the authorization of all nodes in the
network. This feature shall instantly resolve variety of the malicious issues faced
stemming from identity stealing and fake payment plans. Transparency poses an addi-
tional significant advantage of the blockchain in contrast to traditional centralized
databases. Since the blockchain is a decentralized shared database that is managed
and coordinated across a network of devices (nodes), the data of every transaction
remain constant among all the nodes. Therefore, numerous parties may utilize the
exact same copy of data simultaneously. This is in contrast to centralized system
where multiple nodes rely on siloed databases. This signifies improving the scope
of transparency in the decentralized system. Another significant advantage of taking
into consideration the blockchain as a solution for smart property systems is the effi-
ciency. In theory, managing multiple copies of transactions in decentralized shared
database in the blockchain could be considered inefficient in comparison to the siloed
centralized database. In the real world, the organizations retain the copy of database
including similar transaction data in situations such as data inconsistency, demanding
expensive and time-consuming data resolutions. Consequently, utilizing a decentral-
ized shared database solution such as blockchainmay reduce the requisites formanual
data resolution. As a consequence, a smart city cannot operate successfully if there
is a lack of trust between organizations and gadgets comprising the network. Trust
is the quintessence of combining all the components of a smart city together. The
blockchain has proven itself to be a more efficient technology, as it offers framework
for consensus in a decentralized ecosystem and provides complete transparency and
immutability of information, thereby creating the blockchain as an essential layer
of trust in the smart city. Many smart cities’ exhaustive blockchain-centered decen-
tralized solutions are being developed. As these platforms are expected to develop
and mature, smart cities shall sooner or later function on a network of established
blockchain solutions.

Smart cities havebeen increasingly becoming a reality, and their advanced services
towards citizens often rely on IoT devices. Unfortunately, these IoT devices, are
frequently poorly secured, leading to an optimal playground for cybercriminals,
constituting a non-neglectable risk for the wide deployment and success of Smart
cities.
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Blockchain Technology Enables
Healthcare Data Management
and Accessibility

Omar Ali, Ashraf Jaradat, Mustafa Ally, and Sareh Rotabi

Abstract Blockchain can be described as an immutable ledger, logging data entries
in a decentralized manner. It has been argued that this emerging technology disrupts
a wide variety of data-driven domains, including the health domain. In terms of data
integrity, immutability, audit, data provenance, flexible access, confidence, privacy,
and security, today’s healthcare data management systems face critical challenges. A
significant proportion of current healthcare networks leveraged for data management
are often clustered, raisingpossible risks of single point collapse in the event of natural
disasters. Blockchain is a decentralized, evolving, and revolutionary platform that has
the ability to radically revolutionize, reshape and change the way of data accessibility
in the healthcare sector. This chapter explores how the use of blockchain for data
processing systems and accessibility in healthcarewill stimulate advances and deliver
substantial changes. This chapter presents a case study to show the practicality of
blockchain technology for various healthcare applications.
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1 Introduction

Healthcare industries have been revolutionized due to the rapid developments in
technologies, because of which there have been significant improvements in e-
health/medical records (EHR/EMR), insurance information, and prescription drug
data [35, 75]. The sophisticated medical devices can be used to gather critical patient
data, offer information on disease symptoms and trends, create automation in work-
flows, assist in remote caring and put patients in greater control of their treatments and
their lives [2, 8, 9, 91]. It is possible to monitor patients in real-time using advanced
medical devices. In addition, they decrease the need to pay visits to hospitals for
routine health check-ups. Connected home health monitoring systems are now avail-
able that help in decreasing hospital stays of patients and their readmission expenses.
Diagnosis is facilitated by the medical devices embedded with sophisticated tech-
nologies by means of alerts and trigger notifications before the disease reaches a
serious stage [7, 15, 50, 108]. Data can be collected through the sensors incorpo-
rated in the different parts of a patient’s medical apparatus, which is then sent to the
hospital where it is analyzed by a health professional for potential irregularities.

There is no doubt that technological advancements have bought continuous inno-
vations in the healthcare sector [6, 48]. However, it has become very difficult to
safely manage EHR/EMR because the data is transferred to different medical facili-
ties [81]. There is centralization of the majority of the healthcare systems, which are
at risk of single point of failures and information breaches because of the increase of
cybersecurity attacks [80]. There are serious repercussions of the leakage of patients’
personal and vital information. In addition, the existing medical systems do not offer
transparency, immutability, audit, trustworthy traceability, privacy, and securitywhile
handling EHR/EMR [99]. Taking into account these issues in the existing healthcare
systems, blockchain technology is a latest development that can be used to solve
these issues [22, 30, 34, 60]. Blockchain adoption can give rise to annual savings of
approximately $100–$150 billion by 2025 in expenses linked to data breaches and
by bringing about a decrease in frauds and fake products [103].

Healthcare data management functions can be facilitated by the emerging
blockchain technology as it offers unparalleled data efficiency and enforces trust [24,
25, 28, 47, 66, 87]. There are various key built-in features offered by the blockchain
technology, for example, transparency, authentication, decentralized storage, data
access flexibility, security, and interconnection, and this is why the technology is
used extensively for healthcare data management [39, 96].

Smart contracts are employed by blockchain technology, which comprises of
terms and conditions that are accepted by all the healthcare partners that are
part of the network; thus, eliminating the need for an intermediary [7, 38, 105].
This decreases unnecessary administrative expenses. There are essentially three
concepts on which blockchain is based, which are peer-to-peer networks, consensus
methods, and public key cryptography [79]. There are three categories of blockchain,
depending on their permissions: public, private, and consortium blockchains [9].
Any person connected to the Internet can take part in the consensus process in the
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public blockchains. Incentives and encrypted digit verification are included in the
public blockchains through proof-of-work or proof-of-stake methods. The public
blockchain system is fully transparent, where the identity of every participating indi-
vidual stays pseudo-anonymous. Only a single organization can control the network
in a private blockchain, which is why a trustworthy agent is required in this kind of
blockchain to obtain consensus. The benefits of both public and private blockchain
networks are integrated in the consortium blockchain. This kind of network is only
appropriate for those organizations that seek to achieve efficient communication
between each other. Depending on the specific requirements or use case scenarios,
any kind of blockchain network can be used by healthcare organizations because of
the benefits and drawbacks inherent in each of them.

In this chapter, the main features of blockchain technology are discussed, in addi-
tion to the key benefits they offer to healthcare organizations. In addition, the main
opportunities provided by this technology to the healthcare industry are analyzed.
A particular health case study is also discussed to demonstrate the applicability of
blockchain-based healthcare systems.

2 Blockchain Overview

Blockchain technology is a decentralized digital ledger that provides an opportu-
nity to record and share information in a community [8]. Each entry is transparent
and searchable, thereby enabling community members to view its history. The cryp-
tology in blockchain substitutes third-party intermediaries as trust keepers, while all
participants run complex algorithms to certify the integrity of an entry. This tech-
nology can provide a newmodel forHIE by attempting to decentralize EHRs, thereby
improving system efficiency and security [86]. Although blockchain technology is
not a panacea, this technology has been led to a rapidly evolving field in the industry.
Blockchain is important because it brings trust to P2P networks. The key compo-
nent of blockchain technology includes consensus mechanism, distributed ledger
and public key cryptography [33]. These components communicate and coordinate
over a distributed network of devices owned and maintained by multiple entities.

The blockchain platform adopts a decentralized architecture, in which all network
members achieve the required application purpose. A system state perceived in one
machine is replicated through the execution of consensus mechanism logic and P2P
networking protocol to all other devices in the network [33]. The replicated state
information is stored in the context of blockchain, which is referred to as distributed
ledger and is uniformly managed by the members of the network. Thereafter, the
public key is used with a hash function to create a public address that users use to
send and receive valuable assets [3]. The private key, which is used to sign a digital
transaction to ensure that the transaction’s origin is valid, is maintained confidential
[3]. Each block in the blockchain consists of at least one transaction, signature of
the block validators, and reference to the previous block along with block headers.
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Blockchain provides opportunities for the standard architecture integration to radi-
cally transform our method of addressing various disciplinary systems issues, such
as the Internet of Things (IoT) [67, 76], supply chain management [32] and Industry
4.0 [31]. This advantage is due to the decentralized nature of blockchain technology,
in which many users own an entire database of a particular system. These decentral-
ized database systems based on blockchain can reduce one of the cheating sources of
database manipulation. Blockchain technology and cryptocurrencies have received
significant industrial and academic attention [106]. Notable factors and opportuni-
ties will revolutionize the healthcare sector through its integration with blockchain
technology [72].

3 Key Blockchain Technology Features

Blockchain technology comprises several features that can be utilized by the health-
care industry. These features are intrinsic to the healthcare systems, and they can
be applied to a broad of systems and industries. The features to be discussed
specifically in this section are Decentralization, Transparency, Immutability, Trace-
ability, Trustless, Persistency, Anonymity, Auditability, security, Authentication, and
Assurance.

3.1 Decentralization

Decentralization represents a very predominant feature of blockchain technology
[7]. Due to this inherited feature, blockchain enables the sharing of database directly
in a distributed ledger without intermediaries, where transactions are processed and
stored by the network nodes [46]. As a transaction in the blockchain network can be
conducted between any two peers without the need for central agency authentication,
trust concern and server cost will be reduced through the usage of various consensus
procedures [63]. Moreover, the decentralization nature of blockchain architecture
exhibits decentralized storage and data management, which can be the basis for the
enhanced security and authentication of the information stored within healthcare
systems [60]. Decentralized storage and data management is achieved by spreading
the storage from one major server into multiple servers through blockchain’s ledger
[16]. This will offer faster access to medical data and improve their quality as well
[60]. Blockchain technology can be utilized as well by Mobile healthcare applica-
tions’ developers to offer a secure and private sharing of patient data in a decentralized
manner [84].
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3.2 Trust and Transparency

Trust is one of the major concerns that exist in any traditional centralized healthcare
system, where patients need to put their confidence in this system [63]. Blockchain
technology through its decentralization nature brings trust to P2P networks by
offering such components as a consensus mechanism, distributed ledger, and key
cryptography [43, 46]. These components will eliminate the need for a trusted
third-party intermediary and reduce the risk of failure.

Blockchain technology facilitates transactions processes to occur between
unknown parties that do not trust each other. Although, the distribution of ledger
across multiple nodes in blockchain network and the update of this ledger through
consensus protocols will ensure the validity of transactions in an untrusted environ-
ment [46]. The utilization of consensus protocol as Proof-of-Work (PoW) and Prac-
tical Byzantine Fault Tolerance (PBFT) helps the network participants to communi-
cate with each other to reach into an agreement by assuming that all honest nodes
will have the same exact copy of the ledger [46]. This node clustering approach
where each cluster can have a trusted manager that maintains the ledger can have a
significant impact on providing a secure network for healthcare transactions [21, 46].

Accordingly, a new decentralized model of healthcare information sharing and
exchange can be obtained to replace the traditional centralized healthcare system,
which improves the system efficiency and information security level [43]. In fact,
blockchain could provide a trustworthy infrastructure, which allows data creators and
consumers to authenticate and preserve their data [49]. For instance, if the blockchain
consists of several blocks, then the last one will contain a cryptographic hash of the
previous block. Moreover, the information of the current block will be used to create
a new block. Therefore, this chain of connectivity among the participated blocks will
detect and eliminate any false manipulation of the transaction information and assure
the digital form of verification and ledger approval [46, 49].

Transparency is another significant feature that can be offered by blockchain tech-
nology toward healthcare applications industry. Data replication is a mechanism in
such distributed system that allows decentralized nodes to access a shared replicated
data ledger [46]. In this mechanism, the transaction data in the blockchain network
is replicated in the nodes and recoded as a chain where all the transactions linked
together to go all the way to the first transaction. Accordingly, high transparent and
secure transactions will be observed as any transaction changes that might occur on
the network will be publicly visible [46]. Due to the transparency nature, blockchain
technology has the capability to establish a secure and robust transparent framework
for storing medical records. This framework offers quality services for the patients,
and it reduces the treatment cost as well [43]. Moreover, healthcare applications
can utilize the transparency and the tamper proof features of blockchains to handle
public transaction logs, which include timestamp information and can be publicly
disclosed and checked by all the participants in the blockchain network [43]. There-
fore, through blockchain transparent and open nature, a trusted atmosphere, and
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a general acceptance about the usage of distributed healthcare applications by the
healthcare providers will be achieved [4].

3.3 Traceability and Auditability

The blockchain architecture conforms to the auditing and tracing features [7, 43,
46]. In fact, the distributed and transparent nature of blockchain technology makes it
easier to audit and trace back complex transactions to its origin [46]. Any transaction
that might occur in a blockchain network is recorded and validated by a digital
distributed ledger and timestamp. Auditing and tracing previous records are possible
by accessing any node in the network [63]. Appropriately, blockchain technology
can be utilized in healthcare and pharmaceutical industries to trace drugs and patient
data to overcome such a big problem as drug counterfeiting that can put a patient’s
life in danger [63].

According to research by [17], auditability refers to all transactions in a blockchain
that are maintained in chronological sequence, including the previous block’s hash
and storage of the hash, which is intended to connect the next block when it is
added. Transactions can be readily confirmed and monitored using this technique. In
addition [63], define auditability as the transactions that take place in a blockchain
network and are recorded in a digital distributed ledger and authenticated by a digital
timestamp. As a consequence, every node in the network may be accessed to audit
and track past data [98]. In Bitcoin, for example, all transactions can be tracked
iteratively, facilitating auditability and transparency of the blockchain’s data state.
However, if money is flowing through many accounts, it becomes extremely difficult
to track it back to its source. In sum, blockchain technology will lead to ensure that
the overall credibility of healthcare applications. Also, it refers to maintain a log of
all the transactions [88].

3.4 Persistency and Immutability

Immutability is the blockchain feature that makes the modification of transaction
records once stored in a particular block in the chain is impossible [7, 46, 63]. The
data replication mechanism and distributed storage method allow a transaction to be
stored in blocks through the entire blockchain network. This creates several redun-
dant sources to verify the authenticity of the original transactions as each block in the
chain is linked to the previous one using a cryptographic hash function. By having this
redundancy, any attempt to modify a recorded transaction in a particular block will
affect the subsequent blocks in the chain. Subsequently, a malicious actor requires to
computationally change all the previous blocks in the chain to modify a transaction
at a particular block, which is considered astronomically difficult considering the
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amount of work that needs to be done. Therefore, immutability, assurance, and secu-
rity are obtained where any manipulation or forgery of data will be detected by the
network [43, 46, 63]. In fact, blockchain provides the infrastructure by which truth
can be measured and it enables participants to prove their information are authentic
and unchangeable. As a result, blockchain is recognized as an immutable distributed
ledger [63].

3.5 Privacy and Anonymity

Blockchain is recognized as a technology that aims to provide safety and privacy
to sensitive personal data due to the facility of allowing users to do transactions
with generated addresses instead of using a real identity [63]. Due to the decen-
tralization and trustless environment of blockchain, no central authority is moni-
toring and recording users’ private information. The interaction with the blockchain
network is based on random address generation, and hence, the user can have many
addresses within a blockchain network to avoid the reveal of his identity. This feature
and through the immutable ledger technology could provide a significant impact on
obtaining confidentiality and integrity of patient recordswhile integrating and sharing
them among different healthcare facilities [63]. However, some recent studies on the
Bitcoin platform have indicated that the history of a transaction can be linked to
reveal a participant’s true identity [85]. This information leakage vulnerability is
observed because all the public keys details are visible to everyone in the network,
and hence, privacy prerequisites should be identified at the initial stage of blockchain
applications [63].

4 Benefits of Blockchain in Healthcare

With the advancement of internet technology usage, healthcare industry is currently
facing several unique requirements that need to be handled by information tech-
nology and medical communities to assure quality services for the beneficiaries
[60]. These requirements are associated with security, privacy, interoperability, data
sharing, andmobility data access [60].Due to dissemination need of patient’smedical
data and the existence of centralized data storage, traditional healthcare applications
and data management approaches fails to provide a proper solution to handle these
requirements [60]. Accordingly, the adaptation of such technology as blockchain,
which provides decentralization transactions processes with secure and trustworthy
information access and sharing paradigm, into healthcare application industry has
become a necessity. This necessity is outlined toward the advancement of digital
healthcare industry by overcoming the limitation of the traditional healthcare appli-
cations [46, 60]. Issues existed in the traditional client-server healthcare architec-
ture as patients’ records vulnerability, real-time patient data access, lack of drugs
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traceability, healthcare data fragmentation, access control, patient data privacy, and
healthcare applications security can be solved by the integration of blockchain tech-
nology into healthcare applications and through the usage of decentralized, shared,
immutable, and transparent ledgers [46].

In recent years, there is a considerable optimistic belief that blockchain will revo-
lutionize the healthcare industry [53]. Blockchain technology applied to healthcare
sector can offer new and effective improvements opportunities. It also can play a
crucial role in several healthcare applications like public healthcare data manage-
ment, electronic health records, biomedical, laboratories, pharmaceutical, automated
healthcare services logistics, online patient access, sharing patients’ medical data,
drug counterfeiting, clinical trial, precision medicine, smart health, and real-time
health monitoring, and mobile health [7, 21, 40, 46, 53, 60].

The major benefits to be discussed specifically in this section correspond to
blockchain features that handle the healthcare unique requirements that comes in
the form of having a decentralized structure, allowing interoperability, security,
authentication, and integrity. These benefits are discussed next.

4.1 Decentralized Medical Data Management

The centralization storage of healthcare applications has become an obstacle to
provide quality services, disease diagnoses, and advance care for patients [46, 60].
Current medical data management are based on client-server architecture where
hospitals are the primary keepers of the data [46]. Centralized data management
creates a challenge for patients to have a unified view of their medical history since
patient data could be stored at different hospitals and clinics. It also creates a challenge
for healthcare experts to make precise disease diagnoses due to the lack of having
a comprehensive informant about the patients’ medical history. Thus, blockchain
can support the advancement of healthcare applications such that decentralized data
management can be the backbone of this advancement [4]. Patients and health profes-
sionals can have controlled access to the samemedical recordswithout giving anyone
the rule of central authority over the global health data [4, 49]. Moreover, this decen-
tralization will also motivate health service providers toward medical records stan-
dardization that will offer easy collaboration and follow-up between health’s profes-
sionals and service providers [49]. As result, an overall improvement of healthcare
services would be obtained.

4.2 Data Protection

Storing patients’ medical records is very essential in healthcare applications and
services. These records are often very sensitive and usually are a main target for
cyberattacks. Therefore, such records should be kept secure and private [51]. Due to
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the decentralization and immutability features of blockchain, no single data point can
be hacked to steal immutable patient records [51, 63]. Thus, once themedical records
are stored at blocks network, no one can corrupt, change, or retrieve these records
[4, 53, 63]. All the medical data on the blockchain are encrypted, timestamped, and
tamper proof [4, 53]. Furthermore, some cryptographic schemes and algorithms,
such as attribute-based encryption, and identity-based encryption and signature, are
utilized within blockchain architecture to strengthen the protection of patients’ iden-
tity and records [4, 89]. Therefore, blockchain technology is capable of establishing
a robust and secure framework for protecting patient’s medical history and identity.
Consequently, patients and healthcare service providers will have higher confidence
in using such blockchain-based healthcare data management systems, which even-
tually lead to an increase in the level of medical data sharing and hence improve the
overall healthcare services [51].

4.3 Ownership of Medical Data

Patients and healthcare providers want to have control of their own data and how
the data will be used by others. Therefore, the adaption of blockchain technology in
healthcare applications and due to blockchain’s persistency and immutability feature,
authenticity, and ownership of patient health records would be ensured. No one can
steal the stored patient records in the distributed ledger without the consent of the
owner and that it would be impossible for that information to have tampered [4, 46,
63]. Blockchain assures data ownership through the usage of unique cryptographic
layers and protocols as well as through the utilization of well-defined smart contracts
[4, 60, 63].

4.4 Control Pharmaceutical Supply Chain

Blockchain technology due to the immutability, traceability, and transparency
features can support patients and healthcare professionals to overcome the drug
counterfeiting problem [39, 51, 63]. Blockchain-based pharmaceutical supply chain
application will be able to trace the pharmaceutical row materials offers by suppliers
to the finished products recommended to the patients in an immutable and shared
distributed ledger [51, 63]. In addition, blockchain can be a solution to handle the
annual loss for pharmaceutical organizations that occurs due to the drug counter-
feiting problem [63]. This solution is achieved since all the transactions added to
the distributed ledger are immutable and digitally timestamped and that makes it
possible to trace a product and make its records tamper proof. Moreover, by inte-
grating blockchain-based pharmaceutical supply chain applications with IoT anti-
counterfeit devices, any counterfeit drug in the supply chain network will be detected
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throughout participants’ data verification [51]. According to this technological inte-
gration, a new open standard technology that migrates the pharmaceutical supply
chain application developments toward transparent, shared, and trustworthy archi-
tecture, which as a result will improve the quality of global healthcare services and
collaboration.

4.5 Availability and Accessibility of Medical Data

Due to the replication feature of blockchain, where data from different sources can be
replicated in different nodes of the network, the availability of medical data that are
stored on the blockchain is robust and resistant against data loss or data corruption
[4, 49, 51]. This would motivate patients and healthcare providers to securely share
access to their selective medical data with any trusted third party [49, 51]. Accord-
ingly, blockchain through the usage of public and private keys can provide an easy
and private data access platform for patients and healthcare professionals to over-
come the overall regulations, privacy concerns, and legal difficulties that we awfully
face in the traditional healthcare data sharing and aggregating the environment [49].

Blockchain technology would ensure the continuous availability and near real-
time access tomedical data [39]. In specific, the decentralization feature of blockchain
technology will improve the performance of healthcare near real-time data transac-
tions and processes [39, 46, 51]. For instance, blockchain technology by providing
near real-time claim processing, where preauthorization and eligibility verification
processes are encrypted and shared in the blocks, would improve the efficiency of the
health insurance claim process. In such cases like emergency, remote patient moni-
toring, andmedical intervention, blockchain technologywould provide an active data
sharing and feedback loop that allows automatic delivery notifications between all
the involved medical professional parties [51]. As result, availability and convenient
access in real-time to the medical data would enhance the professional, and educa-
tional coordination and collaboration among in healthcare sector, which ultimately
would the quality of services and treatments offered to the patients.

5 Blockchain Application in Healthcare Sector

Healthcare sector represents a problem-driven, data interoperability, and personal
intensive domain, such that distributed data access, data sharing, trust, and data
ownership are critical aspects within the sector processes and operations [39].
Therefore, wider applicability of blockchain technology could overlay its ways
into different healthcare aspects. In fact, the features of blockchain technology
may enhance and offer unique solutions to several healthcare applications. This
section discusses the applicability of blockchain technology toward enhancing the
services and operations offered in varied healthcare applications such asmedical data
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management,mobile health, pharmaceutical tracing and supply chain, and health data
analytics and research.

5.1 Mobile Health (mHealth)

mHealth that representsmobile applications and remotemonitoring facilities is one of
the growingfields in healthcare applications [60]. It involves the collectionof biomed-
ical data through the usage of such devices as miniaturized sensors, low-power body-
area wireless networks, and pervasive smartphones to remotely monitor the status
of the patient outside traditional healthcare environment [4, 22, 55]. Similar to the
broad healthcare centralized server systems shortcomings, mHealth suffers as well
from such shortcomings as access control, authentication, user trust, and data sharing
[78]. Accordingly, incorporating blockchain technology into mHelath applications
can resolve such shortcomings and improve security and quality of machinery [22,
60]. Several m-Health applications have been developed based on blockchain incor-
poration. For example, a smartphone application for cognitive behavioral therapy
was developed by a group of researchers [44]. This application provided a secure and
tamper-resistance network, where patients can monitor their own care by recording
and remotely sending their medical data to the healthcare providers. Healthcare Data
Gateway (HGD) is another smartphone application that has been developed for orga-
nization of patient data [99]. Moreover, remote healthcare systems, such as the ones
presents in [35, 71], were proposed on the basis of smart contract in the Ethereum
blockchain model to enable real-time patient monitoring and to provide a secure
operation process for the monitoring devices [22, 43].

5.2 Healthcare Data Management

The management of medical and healthcare data as it includes data storage, access
control, and data sharing is an important aspect of the healthcare systems industry
[4, 43, 52]. Managing medical data in a proper fashion would improve the healthcare
outcomes by offering efficient communication and collaboration among decentral-
ized healthcare providers and specialists that allows the sharing of holistic views of
patients’ medical records and personalized treatments [4, 52]. Proper data manage-
ment is also a very important aspect for healthcare industry to achieve efficient and
cost-effect operation processes [52]. Due to the confidentiality and subsequent trust
issues, managing and dissemination healthcare and patient records are challenging
tasks that raise several security and privacy concerns [4]. Therefore, encapsulating
blockchain technology with healthcare data management approaches will enable
the efficient storage and sharing of medical data while ensuring data integrity and
patient privacy [52]. Accordingly, several researchers were focusing on developing



102 O. Ali et al.

blockchain-based Electronic Health Record (EHR) systems to facilitate patient-
centric data storage and data sharing among varied healthcare providers [4, 43, 52].
For example,Guard-timeCompanyutilizes a blockchain-based platform to secure the
records of more than one million patients in Estonia [4]. The Gem Health Network
(GHN) and HealthChain are other examples of EHR system that allows different
healthcare practitioner to share access of the same data [4]. HealthChain HER appli-
cation was developed as a permissioned blockchain network that incorporates smart
contracts to control access privileges and authorization processes on the network [5].

5.3 Pharmaceutical Tracing and Supply Chain

Medical supply chain represents one of the most important processes in the medical
industry [4]. It is the process that starts from raw materials selection and drugs
productions to the different stages of storage and distribution, efficient monitoring
and tracking, and proper detection of counterfeit drugs to ensure optimal usage of
drugs supplies [18, 51, 52]. One of the growing concerns for this healthcare field
is that the delivery of counterfeit or substandard medications [51, 52]. Counterfeit
medications could consist of incorrect dosage of active ingredients and/ or inac-
tive ingredients that may cause harmful allergic reactions to the patients [51]. To
address this concern, it becomes essential that drug supply chain provides a robust
and consistent tracingmechanism across industries. Blockchain technology has been
identified as a perfect fitted tracing solution, where drugs related information is
obtained in a safe and tamper proof open system that allows multiple healthcare
parties to access this information [51, 52]. Accordingly, many blockchain-based
medical supply chain applications, such as MediLedger [52], Counterfiet Medicine
project [14] and Ambrosus [52], have been proposed to track the pharmaceutical
supplies. The main idea of these applications is to record every transaction related to
the drugs prescription on the blockchain network to which all the participated parties
are connected and had shared access to the stored records [4].

5.4 Health Insurance Claims

Financial aspects of medical treatments are very important in the healthcare industry.
Unfortunately, this financial aspect in healthcare industry exists with errors, fraud,
and inefficiency in terms of trust and transparency, which can be very costly to the
healthcare industry [51, 52]. Blockchain technology through its decentralization,
immutability, and auditability features offers an optimized mechanism of direct and
transparent links between patients and insurance claim companies. For instance,
unlike the traditional healthcare database systems that support create, read, update,
and delete functions, the immutable auditing path of blockchain only supports
the create and read functions [51]. Thus, the robust and unchangeable ledger of
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blockchain is more appropriate to record critical information as insurance claims
[52]. In addition, blockchain’s provenance feature allows the traceability and verifica-
tions of the insurance claims’ origins, hence, insurance’s transaction data reusability
will increase [51]. Accordingly, several research papers identified that blockchain-
based insurance claims applications are a very promising area for further research and
industrial developments [4, 39, 51, 52]. However, very limited examples of prototype
development for such system are actually implemented in this area [4, 51]. Among
them, the MIStore application [107] that represents a good example for providing an
actual blockchain-based application to support insurance claims storge throughout
the deployment of Ethereum blockchain platform [4].

5.5 Health Education and Clinical Trials Research

The quality, sensitivity, and credibility concerns in healthcare industry toward
providing best practices and patient’s treatments emerge the need for blockchain
technology adoption in such areas as healthcare researches, educations, and medical
trials [4, 18, 39, 51, 52]. In fact, as the healthcare industry aims to maintain and
support patient’s health, it does not accept the lack of judgment or inaccurate medical
information and practices [52]. Blockchain technology throughout its traceability,
digital credentialism, and immutability natures can have a huge positive impact on
the outcomes from healthcare researches, educations, and medical trials. By incor-
porating blockchain technology into these healthcare areas higher confidence of the
quality and credibility of the acquired healthcare information and attributes, and of
the returned outcomes, which will improve in general the quality of treatments and
practices offered to the patients [4, 18, 39, 51, 52]. This can be achieved by main-
taining digital credentials and traceability of the healthcare educational and clinical
trials contents and outcomes [18].

Even though none of the research works in this healthcare filed provided an
actual blockchain-based prototype implementation and validation in practice, the
potential utilization, and incorporation of blockchain was identified to address the
traceability, ownership, and management of clinical trials, educational and medical
research contents, and physician’s digital credentials [39, 51]. For instance, a study
done by [54] addressed the scope of utilizing blockchain for medical education in
Russia, while [58] study discussed how the utilization of blockchain technology can
increase the credibility clinical trials data, and hence, the obtained results as well
[51]. Moreover, there are other potential healthcare applications areas such as dental
industry and meaningful use can benefit from the utilization of blockchain tech-
nology, where further intensive research efforts and actual prototype development is
required in practice [4].
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6 Case Study (e-Health Estonia)

Estonia became the first country to introduce blockchain on a national level. The
country of under 2 million population has been at the forefront of innovation in
digital society for the last 20 years and is the only countrywhere amajority of citizens
carry a PKI smart card providing access to over 1000 electronic government services
that are actively used. Electronic patient records are a critical component of these
services and by integrating blockchain technology it becomes possible to provide
an independent forensic-quality audit trail for the lifecycle of those patient records,
making it impossible for anyone who gains access to those records to manipulate
information and cover their tracks.

The Estonian e-Health Foundation has been operating since 2005. About 95%
of health data is digitized in Estonia and over 300 M-health events are saved in
Blockchain. Estonia is placed to lead preventative medicine, patient self-treatment,
and industry efficiency [64]. Over this time (Fig. 1).

In 2016, the e-Health Foundation teamed up with Guard-time, a company that
specializes in data security. Guard-time helped the foundation to introduce KSI
(Keyless signature infrastructure), a blockchain technology that provides large-scale
data authentication without relying on a centralized trusted authority, and a zero-trust
system that can provide a formally verifiable mathematical proof of the correctness
of operations. Guard-time was founded with amission to “make the world’s informa-
tion universally reliable, without reliance on the risks of human trust”. The company
provides a blockchain-based system to Estonia to secure 1 million health records
[64] (Fig. 2).

Now the project has over a million records of patients and their data. KSI infras-
tructure provides high security of medical data, its safety, and integrity. With every
alteration of medical information, the KSI blockchain automatically creates an
updated record, which prevents any uncontrolled data manipulation, whether it is
an edit, addition, or deletion. Guard-time HSX APIs provide easy to use APIs for
building distributed, secure, and compliant healthcare applications.

Fig. 1 Estonian e-Health data [64]
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Fig. 2 Blockchain interaction with Estonia’s e-health systems [64]

The system provides instant access to primary care information, personal care
pathways, andmedication adherence support through their smartphone. The platform
is designed to deliver immutable proof of health data provenance and integrity, patient
data rights management, and automated verification of medication adherence.

Estonian e-Health Foundation uses Oracle technology to process and store the
patient records and Guard-time’s KSI blockchain will be integrated at the Oracle
database engine, providing increased security, transparency, auditability, and gover-
nance for electronic systems and lifecycle management of patient records. KSI
instrumented records will be irrefutable [36].

Estonia, Hungary, and Iceland, together with AstraZeneca Estonia are partic-
ipating in a pilot of Guard-time’s Vaccine-Guard, its newly developed platform to
support the globalCOVID-19 vaccination program, ensuring reliable vaccines, vacci-
nation certificate interoperability, and pharmacovigilance. The product, built on KSI
blockchain technology, is based on a six-month collaboration with the Estonian
Government and World Health Organization.

The network is an open platform for public health authorities, hospitals, citizens,
certificate providers, vaccine manufacturers, border guards, and others to securely
and reliably share information across systems and borders.

The solution provides a feedback loop between all participants in the network for
usage cases as diverse as counterfeit detection, vaccine allocation prioritization, and
pharmacovigilance while employing leading privacy and security features to protect
patient and other sensitive information Guard-time, Europe’s leading deep tech
company, has announced that Estonia, Hungary, and Iceland are the first countries
to sign-up to pilot Vaccine-Guard [1] (Fig. 3).

AstraZeneca Estonia will participate in vaccine-Guard product testing enabling
an end to end solution with a feedback loop between manufacturer, care provider,
citizen, and public health authorities.
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Fig. 3 Vaccine-guard adds immutable attestation to the certificate [1]

The product is based on a six-month collaboration with the Estonian Government
and World Health Organization (WHO) with additional governments expected to
join the pilot network in the near future [1] (Fig. 4).

Vaccine-Guard will be the first solution adopted by national health authorities that
links decision-critical data like vaccinations and authentic vaccines across multiple
systems integral to the successful delivery of the COVID-19 vaccination program
and enabling global travel.

Vaccine-Guard will provide proof of critical data accuracy, from verifying the
vaccine against authentic vaccine data repository, managing, andmonitoring compli-
ance with national and local mandates on distribution and administration to priority
groups for inoculation, to patient verification and eligibility, and real-time updates to
health authorities, giving them better insight into the vaccination program progress
and success. It will deliver automated aggregated reports from vaccination sites,

Fig. 4 Workflow of the certificate [1]
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automated monitoring of stock and vaccinations, and provide the ability to facilitate
adverse effect reporting, supporting investigations around this more quickly [36].

Guard-time is an integral part of the Estonian Government’s recent offer to WHO
and its member states to share its experience and that of its key companies in health-
care digitization that use distributed information architecture and interoperability,
and how this could be used in the fight against COVID-19.

Jüri Ratas, the PrimeMinister of Estonia said “The pandemic has shown the world
that in crisis we need to have a global anchor of trust like theWHO. TheWorldHealth
Organization can play a critical positive role in global digital health governance.
Our pilot project presents an extraordinary opportunity for the Estonian community
to help the world in the fight against COVID-19” [36].

While there are many aspects to any e-Health system, the Estonian Case Study
clearly demonstrates how blockchain technology can be successfully incorporated
as the underlying infrastructure on which essential systems such as access to patient
records and billing systems can be built thereby exploiting blockchains inherent
attributes of security, privacy, and trust. The blockchain then becomes the backbone
for digital health, incorporating data from patient-based technologies to provide a
pool from which authorized users, such as providers and patients, have access. In
the case of the Vaccine-Guard program, all of the data could be stored in a decen-
tralized manner, with no single entity storing or having singular authority to access
them. Blockchain-enabled anti-tampering capabilities duringmanufacturing, and the
supply and dispensation system could mitigate against any counterfeiting.

Each person in Estonia, which has been at a doctor, has their own online e-Health
record that can be tracked. The National Health Information System integrates data
from Estonia’s different healthcare providers, creating a common record for each
patient (since 2015, over 95% of data generated by hospitals and doctors has been
digitized). This gives the doctors easy access to the patient’s electronical records
(i.e., test results, X-ray images). Patients have access to their own and their children’s
records. By logging into the Patient Portal (ID-card/m-ID), they can review their past
doctor visits, current prescriptions, receive general health advice, etc. Blockchain
technology is also used in the Estonian national health information system to ensure
data integrity [62].

Patient data is securely accessed through secure digital authentication and signing.
The infrastructure also allows forwarding data by using an encrypting key pair:
a public encryption key and a private decryption key. In Estonia, this technology
is used for electronic identity (ID card, mobile ID, and digital ID). To ensure the
transparency and public accountability of the system in e-Health, the patient can
control the access to the data by allowing or restricting access to it and also see
everyone who has access to the data. Every update to healthcare records and every
access to healthcare records is registered in the blockchain. That makes it impossible
for the government or doctors or anyone to cover up any changes to healthcare records
[93].
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7 Processes Improved Through Blockchain

It was briefly explained in this section how blockchain technology can offer
significant improvements for streamline healthcare data management functions.

7.1 Patient Record Management

Every patient is unique; hence, it is usually not possible to apply similar strategies
because of inter-individual differences [19, 37, 70, 94]. Therefore, medical records
should be completely accessible so that personalized care can be provided to patients
[26, 29, 61]. The issue that arises with sharing medical records among the medical
community is thatmost of the existingmedical systemsdonot ensure security, privacy
and trust [90]. In addition, patients are not able to claim complete ownership of their
medical records as it is possible to alter or delete information from medical records.
In case patients shift to another facility, the tests done earlier need to be repeated,
because of which there is an increase in costs. These issues can be resolved through
blockchain technology [13, 58, 94, 104]. Data is stored on a decentralized peer-to-
peer network that can only be accessed through smart contracts. It is possible to
transfer this data from one hospital to another without the risk of misuse. It can then
be used by doctors to acquire information about the patient’s history, which helps
them understand their case better and offer them appropriate treatment. Blockchain
also prevents further costs as patients do not have to repeat diagnostic tests that were
carried out previously [30]. All copies of patient records are stored on different nodes
that are part of the blockchain network, which ensures that they remain accurate and
transparent [68].

7.2 Maintaining Consistent Permissions

Healthcare practitioners need to have quick access to patient data in medical emer-
gencies. If there are inconsistent permissions, a patient’s data access can face hurdles
in a medical emergency, which puts the patient’s life in danger [45]. Two solutions
can be offered by blockchain technology with respect to seamless and secure permis-
sionmanagement. There are predetermined rules in blockchain-based smart contracts
that have been approved by all individuals that are part of the contract, which help in
offering access. It is possible to customize these contracts so that the workflows can
be automated [56, 57]. Patients can use cryptographic keys to regulate access control.
Healthcare data can be unlocked by the master key that is available to every patient.
Patients can also share a copy of their data with medical practitioners or hospitals
whenever required. Smart contracts can also be used to add read and write access
rights. Blockchain-based smart contracts and cryptographic keys help in decreasing
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the errors that occur because of human negligence. In addition, collection time for
patient data can be decreased through blockchain.

7.3 Protecting Telehealth Systems

Though telehealth systems are capable of getting past geographical constraints in
healthcare, they are at risk of experiencing cybersecurity attacks. When the virtual
connection that is formed between a doctor and patient is affected, the sensitive infor-
mation regarding the patient gets compromised, for example, routine data transmis-
sions, household activities, internal brand information, etc. [97]. Telehealth systems’
effectiveness is essentially dependent on the way the security and privacy issues are
managed. Blockchain plays an important role in offering security, trust, and privacy in
telehealth systems [39, 74]. It facilitates the development of seamless data exchange
in the absence of an intermediary that enhances customer confidence in the telehealth
systems. Doctors can use it to store extensive history of patient, laboratory outcomes,
and records of treatment/procedures in a decentralized, accessible, immutable, and
traceable manner [39]. The integration of blockchain technology into telehealthcare
systems faces obstacles in that it may increase the cost for patients living in remote
areas where there is a scarcity of resources.

7.4 Clinical Trials and Precision Medicine

The trustworthiness of data obtained during the clinical trial research can be enhanced
through blockchain technology. It makes sure that there is data integrity, due to which
the issue of presenting incorrect clinical trial data can be handled [66]. It increases
transparency and helps in enhancing the precision of data analytics that are carried
out on the data obtained from the clinical trials. The use of blockchain for clinical
trials research helps mitigate various issues like tracing and auditing of the clinical
supply chain, patient recruitment, decreasing the overall time taken for carrying out
trials, and reinstating the integrity of trial data. Blockchain can be used in precision
medicine to handle the genomic sequences that help in proactively managing all
types of diseases and illnesses that occur due to a genetic disorder [83]. It was found
that 10% of the chronic diseases experienced by the adult population are genetically
inherited. To treat these diseases proactively, an understanding of the individuals’
DNA profiles is required, and for this, genomic sequencing is needed. However, it
involves difficulties like interoperability of DNA data and the readiness of organi-
zations to share this data with others that prevent this from occurring. Individuals
are able to own and manage their data through blockchain-based DNA data storage.
This removes the need to have centralized databases that are handled by third parties,
which are at high risk of being hacked. Since there is secure storage of an individual’s
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data on blockchain networks, they are able to share itwith others formedical research,
drug development, and public health research.

7.5 Optimizing Health Insurance Coverage

At present, the majority of insurance companies depend on centralized systems and
technologies for the storage and processing of their data [39]. The life cycle of a
health insurance policy typically involves various third parties or middlemen. In
addition, there is sharing of information between different stakeholders of the insur-
ance industry, because of which the entire process becomes time consuming and
lengthy [20]. There are clear inefficiencies in the existing medical insurance system.
An exceptional degree of transparency is offered by blockchain technology as it keeps
a record of all transactions carried out in a decentralized, traceable, secure, immutable
manner that cannot be tampered with. Blockchain is capable of providing a solution
for the interoperability problem. Smart contracts make it possible to obtain transac-
tions, agreement records, and other information in an automated manner, which can
bring improvements in the administrative processes. In addition, smart contracts also
help in identifying fraudulent or exaggerated insurance claims. Another advantage of
blockchain technology is increased transparency as itmakes it possible for physicians
to view the health coverage of patients [74]. It also simplifies the health insurance
process and enhances the precision of provider directory through consensus proto-
cols. Therefore, blockchain is a very significant mechanism for the health insurance
industries.

7.6 Medical Billing Systems

The conventional means of patient billing systems were exposed to different kinds
of frauds in the past [97]. In addition, it takes significantly more time and resources
to obtain billing information from the existing billing process [35, 61, 107]. Billing
inaccuracies occur unintentionally because of the complex coding that is part of
the medical billing system, such as inaccurate filings or duplicate processes. The
medical billing systems can be optimized by integrating computer-assisted coding
techniques with blockchain systems [39]. Blockchain is an emerging technology
that has simplified the payment process and made it more secure in comparison to
conventional billing methods, which most of the time makes significant delays in
claiming the bills. The traditional payment systems caused even higher delays in
bill payments of insurance claims. Such restrictions can be removed by blockchain
which stores data in an immutable way. This allows insurance providers to make
payments of insurance claims in a more rapid manner while reducing the need for
additional time and resources.
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7.7 Enhancing Privacy of Patients’ Data

Stored information and patient-generated health data is very important [41]. Wear-
able devices have emerged due to technology innovations in the healthcare industry,
for example, fitness bands, trackers, smart watches, and built-in body chips for moni-
toring patient health. Through these wearable devices, a greater amount of data is
generated by patients. Solutions are offered by blockchain technology for the chal-
lenges that emerge with the increasing availability of healthcare data [99]. The digital
health start-up,HealthBank that offers blockchain solutions by offering the following
capabilities and facilities to the users [30]:

• Sharing and managing healthcare data and patient records;
• Obtaining private information about patients, such as their blood pressure, heart

rate, health history, sleep patterns, medications taken, eating and lifestyle habits;
• Data storage and accessibility for medical research; and
• Storing and handling the data of facilities in a safe region.

Despite all these capabilities, users are still offered sovereignty of their informa-
tion by the Health bank; data can be saved by the users, which can then be made
available to medical researchers [30]. A valuable part is played by individual medical
data stored at Health bank for patients and donors. Furthermore, blockchain makes
it possible for researchers to obtain medical data for using it in their research, which
could turn out to be monetarily beneficial for the patient and a source of side income
if they agree to share their data for research [41]. Amajor contribution has beenmade
by the Health bank to the health sector and the field of medical research, which has
helped in the digitization of digital businesses and health programs (Table 1).

8 Conclusion

This chapter offered insightful discussions on the integration of the blockchain with
healthcare systems. This chapter discussed how adopting blockchain technology in
healthcare sector can lead to managing health data. Also, this chapter discussed the
features of blockchain technology to show how it can unlock its full potential for
healthcare datamanagement. In addition, this chapter discussed the key opportunities
offered by blockchain in the healthcare sector. Furthermore, this chapter presented
Estonia e-Health as a case study to give an overview of how healthcare systems have
been facilitated and complemented by blockchain technology. This chapter concludes
that blockchain has the potential to reshape and transform the healthcare sector by
bringing significant improvements in terms of operational efficiency, data security,
healthcare staff management, and costs.
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Table 1 Presents different health information systems along with the main challenges that they
faced and illustrates how blockchain technology improved the processes within these systems

Health Information
system

Process improved Main challenge Source

E-health records • Shared decision
making

• Health data
recording, storing,
and sharing

• Sharing of
healthcare
information for
clinical and research
purposes

• Recording and
sharing of
contracts/agreements

• Sharing healthcare
data for
administrative or
economic purposes

• Patients’ collection,
archiving, and
sharing of
healthcare data for
clinical purposes

• Retrieving
information in the
HER

• Patient-controlled
sharing of health
data between
healthcare providers

• Sharing healthcare
data between health
institutions

• Interoperability
• Access control
• Access data
• Data integrity
• Identity
management

• Data provenance
• Data privacy

Zhang et al. [100, 101,
103, 104], BlocHIE
[82], Peterson et al.
[70], Guo et al. [37],
Xia et al. [94, 95],
MedRec [16], Hussein
et al. [42], Fan et al.
[29], Mikula and
Jacobsen [61], Dagher
et al. [26], Anastasia
et al. [13], Li et al.
[58], Zhang and
Poslad [104], Xia et al.
[94, 95], Rahmadika
and Rhee [73], Zhang
et al. [100, 101, 103,
104], Farouk et al. [30]

Knowledge
infrastructures

• Aid decision
making by
presenting
knowledge

• Data integrity
• Repudiation

Kleinaki et al. [39],
Hasselgren et al. [53]

(continued)
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Table 1 (continued)

Health Information
system

Process improved Main challenge Source

Patient health records • M-health data
recording

• Sharing healthcare
data between health
institutions

• Automatic
collection, storage,
and
patient-controlled
sharing of personal
health data

• Collecting and
sharing sensor data
for clinical purposes

• Managing access to
personal health data

• Data integrity
• Data provenance
• Interoperability
• Access control
• Data privacy

Ichikawa et al. [44],
Roehrs et al. [77],
Liang et al. [56, 57],
Zhang and Lin [100],
Dias et al. [27], Liang
et al. [56, 57], Uddin
et al. [92], Farouk
et al. [30]

Automated diagnostic
service for
patients

• Collection and
storage of data about
symptoms of
dyslexia for the
purpose of
automated
diagnostics

• Decision-support
and research

• Data integrity
• Interoperability
• Access control

Hasselgren et al. [39],
Rahman et al. [74]

Administrative
systems

• Sharing healthcare
data for
administrative
purposes

• Sharing healthcare
data for economic
purposes

• Collection and
storage of sensor
data for remote
patient monitoring
purposes

• Data integrity
• Data provenance
• Identity
management

• Access control

Zhou et al. [100, 101,
103, 104], Mikula and
Jacobsen [61], Griggs
et al. [35], Hasselgren
et al. [39], Farouk
et al. [30]

Research support
systems

• Establishing a
patient-controlled
marketplace for
selling and buying
of healthcare
information for
research purposes

• Sharing healthcare
information for
research purposes

• Interoperability
• Access control
• Data integrity
• Data provenance

Hasselgren et al. [39],
Mamoshina et al. [59],
Nugent et al. [65]
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Blockchain as a Service: A Holistic
Approach to Traceability in the Circular
Economy

Benítez-Martínez Francisco Luis , Nuñez-Cacho-Utrilla Pedro Víctor ,
Molina-Moreno Valentín , and Romero-Frías Esteban

Abstract Today blockchain technology provides us with a formidable tool in
the struggle to trace economic resources, especially in the context of the circular
economy. The circular economy has been proposed as a key element in the trans-
formation of production models in the context of European post–covid-19 recovery
plans with particular reference to the Next Generation EU instrument. It is also a
fundamental part of the EuropeanGreenDeal. All ofwhich comes under the umbrella
of the United Nations’ Sustainable Development Goals and the 2030 Agenda. The
circular economy lays the foundations for the promotion of a new production and
consumption model in which the value of products, materials, and resources remains
within the economy for as long as possible, minimizing the generation of waste. This
gives rise to a series of processes in which resource traceability is a key factor in
preserving process integrity and guaranteeing process authenticity to the State, citi-
zens, and companies. In this context, blockchain technology can provide solutions
that are alignedwith the 2030Agenda. This technology facilitates the procedures and
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processes of logistics and of IoT sensor records via smart contracts through intrinsic
properties that include timeproof sealing and data record immutability. In the present
chapter, we describe the technological advantages that blockchain technology offers
the circular economy. Sustainability is the cornerstone of blockchain models within
the framework of the 2030 Agenda, so energy pollution in transactions or mining
should be avoided. If we are able to overcome current environmental deterrents,
distributed ledger technologies should represent a powerful tool in circular economy
projects. In this chapter, we would hope to contribute to the debate on future paths
towards sustainability. Specifically, we will describe how Blockchain as a Service-
based traceability platform could be introduced into the circular economy while
guaranteeing their straightforward but highly effective deployment in, for instance,
the agrifood sector, at only minimal cost to SMEs. The underlying idea is based on
finding blockchain solutions aligned with Sustainable Development Goals in order
to ensure that the principal objectives and philosophy of the circular economy are
upheld.

Keywords Blockchain · Distributed ledger technologies · Circular economy ·
Traceability · Sustainable development goals · Agenda 2030 · Blockchain as a
service · Sustainability

1 Introduction

The emergence of distributed ledger technologies (DLTs), with the blockchain at
the forefront, provides an opportunity to establish a new framework for processes in
circular economy (CE) projects. This chapter offers both an overview of the CE as a
concept and of the challenges it faces, and a novel solution to the issue of traceability
within theCEbyusing aBlockchain as aService (BaaS)model that relies on a cutting-
edge DLT which, unlike classic blockchain and Ethereum approaches, guarantees
sustainability. A key concept of our model is that of token and “tokenization” which,
beyond the use of technology as a support for cryptocurrencies, facilitates digitizing
and operating with any other type of asset.

In Sect. 2, we introduce the CE, address its principal concepts, and look at its
evolution through a variety of configurations proposed by different authors. Section 3
includes our BaaS proposal, which uses a Neural Distributed Network (NDL)-based
solution that overcomes the disadvantages of blockchain and Ethereum—in terms of
sustainability due to their high energy consumption—and offers additional advan-
tages. Finally, in Sect. 4, we conclude by reflecting on the implications and future
challenges represented by the employment of DLTs specifically, and of emerging
digital technologies in general, in order to improve CE models and fulfill the 2030
Agenda.



Blockchain as a Service … 121

2 New Paradigms: The Circular Economy and Blockchain
Technology

2.1 Introduction to the Circular Economy

Today, terms such as climate change, greenhouse gas emissions, pollution, environ-
mental toxicity, or loss of biodiversity are widely used to describe part of the reality
with which Homo sapiens engages. This reality is based on what is called a linear
economy or a traditional economy model and is characterized by extracting, trans-
forming, and generating waste—as such it has made itself unsustainable [13, 33].
The inefficiency of the linear model is mainly due to the negative externalities it
generates—destabilizing and endangering the economic, environmental, and social
sustainability of our ecosystems—and how they affect natural ecosystems [10–12,
14, 38, 45, 50]. All this is a challenge to the survival of organizations, the global
economy, and, indeed, the planet itself—as is reflected in theUN’s SustainableDevel-
opment Goals (SDGs). Consequently, we need to respond to this inefficiency and
move towards a new paradigm that is based on sustainable sociotechnical systems
[24, 42].

2.1.1 The Circular Economy as an Emerging Discipline

The circular economy has materialized against this backcloth. The origins of the
paradigm are deep-rooted and did not come into being on a specific date or through
a specific author. As early as 1965, Kenneth E. Boulding pointed out that humanity
had for centuries thought that resources were unlimited. In the context of a sparsely
populated planet, this was quite conceivably the case. However, the evolution of the
Earth’s population has converted ours into a finite, limited, crowded planet. That is
why Boulding proposedwe think of the earth as if it were a spaceship, fromwhichwe
cannot throw out waste. He introduced the idea of “stable circular flow”, necessary
for the medium-term survival of the planet.

Subsequently, the so-called Performance Economy appeared. In a report to the
European Commission, Stahel and Reday-Mulvey [44] introduced the idea of substi-
tuting the use of energy for that of labor. We should recall that in the 1970s energy
prices soared and unemployment levels grew significantly. In their report, the authors
argued that more manpower and fewer resources were needed to renovate existing
buildings rather than erect new ones. They included the vision of an economy in
cycles or loops (a circular economy) that, in addition to having a positive impact on
job creation and economic competitiveness, would save resources and reduce waste
generation. These principles were valid for any stock or capital, from mobile phones
to arable land or our cultural heritage. Stahel is credited with having invented the
expression “[from] Cradle to Cradle” (C2C). This links with the idea of regener-
ative design, which developed from the principles of agriculture and was initially
applied to architecture. This idea of regeneration is one of the foundations of the
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Fig. 1 The basic loops of a circular economy. Source Stahel and Clift [43]

CE framework, developed thanks to Lyle, McDonough, Braungart, and Stahel. As
early as 1980, CE as a term was used to describe a system of interaction between the
economy and the environment [39] (Fig. 1).

The C2C philosophy was initially mentioned in Cradle-to-Cradle: Remaking
the Way We Make Things [26]. The authors proposed that products should be
made following C2C principles, designed and manufactured to avoid environmental
contamination in their manufacture and throughout their useful life.

Production based on C2C involves a circular industrial system in which all mate-
rials are used indefinitely, and which is fully supported in the reverse supply chain.
At the end of their useful life, materials become a primary resource—theoretically,
with no loss of quality—to manufacture the same product or a different one; the
general process can be considered an “ascending cycle” [9].

The C2C framework highlights the importance of designing products that have a
positive impact on their environment and negative impacts that are reduced through
efficiency. The C2C design views the safe and productive processes of nature’s
‘biological metabolism’ as a model for the development of a ‘technical metabolic
flow’ of industrial materials. Product components can be designed for continuous
recovery and reuse as biological and technical nutrients in these metabolisms. The
C2C framework eliminates the traditional concept of waste since waste equates with
nutrients. In addition, systems that collect and recover the value of these materials
after their use need to be created and used. The need to control energy and water
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input is also addressed. One of the key principles of the CE foregrounds energy: only
renewable energy sources should be used and networks should be decentralized.
Water use must promote healthy ecosystems and respect its effects at the local level.

Another school of thought on which the CE is based in the Theory of Industrial
Ecology. This presents industry as an ecosystem [19] and applies the principles of
the Theory of Human Ecology to study the interaction between industries and the
environment and their interdependence, creating a basic ecological framework for
decision-making [36].

The Theory of Industrial Ecology presents a synthesis of ecology-based assump-
tions, concepts, and propositions drawn from several disciplines and from general
systems theory. It enables us to describe and explain interactions that occur within
industries and their transactions with the environment. The perspective is scientifi-
cally based but its principles, methods, and results are applied to everyday activities
[7]. The theory refers to the “creation, use and management of resources for adap-
tation, human development and the sustainability of environments”, focusing on
interactions between industry and the environment.

2.1.2 The Three Starting Points of the Circular Economy

Three principles underlie the CE’s starting point. Firstly, any given industry interacts
with its environment creating an ecosystem in which, according to systems theory,
the parts and whole are interdependent. Interactions occurring within this ecosystem
are guided by physical, biological, and social laws and continually draw matter and
energy from the ecosystem.Secondly, nutritional, physical, biological, economic, and
psychosocial maintenance functions are performedwithin this ecosystem.Hence, the
theory holds immense value when examining these functions at different levels and
their interrelationships over time. Thirdly, industry and resources are interdependent.
Therefore, ecological wealth depends on the decisions and actions of countries and
industries. The welfare of a given industry cannot be separated from the welfare of
the entire ecosystem [6]. So, we must establish a balance between the demands of
the ecosystem and those of individuals.

Biomimicry

Janine Benyus defines this approach as a new discipline that studies the best ideas
of nature and then imitates these designs and processes to solve human problems.1

She thinks of biomimicry as Nature-inspired innovation. Biomimicry refers to the
philosophy and interdisciplinary design approaches that take Nature as a model
when facing the challenges of sustainable development (social, environmental, and
economic). Within this framework, biomimetics (including ‘biomimetic design’)
entails the interdisciplinary cooperation of biology and technology or other innova-
tive fields, in order to solve practical problems by analyzing functions of biological

1 http://www.biomimicryinstitute.org.

http://www.biomimicryinstitute.org
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systems, their abstraction in models, and the transfer and application of these models
to the solution.

Blue economy

Driven by Gunter [37], a Belgian businessman and former CEO of Ecover, the Blue
economy is an open source movement that brings together a series of case studies
compiled in a report of the same name delivered to the Club of Rome. As the official
manifesto says, “using the resources available in cascade systems, (…) the waste of
a product becomes the input to create a new cash flow.” The main idea is to copy
the behavior of natural ecosystems in the way that they consume local products and
do not generate waste. For Pauli, all waste generated should be reintroduced into the
production process as new raw materials, exactly as happens in Nature. The use of
waste for other processes would also benefit the economy by generating new jobs.

The final pillar of the CE is so-called “natural capital”, which refers to the world’s
reserves of natural assets including soil, air, water, and all living beings. In Natural
Capitalism: Creating the Next Industrial Revolution [18], Paul Hawken, Amory
Lovins, and L. Hunter Lovins describe an economy in which business and environ-
mental interests overlap, recognizing the interdependencies that exist between the
production and use of man-made capital and natural capital flows.

2.1.3 The Concept of the Circular Economy

The CE is a restorative and regenerative industrial economy by intention and by
design [23, 25]. It is designed to depend on renewable energy, minimizing the use
of fossil fuels. In general, it eliminates or mitigates the use of toxic chemicals and
waste through a design that stipulates minimal resource use in manufacturing and
a reduction in the production-energy balance, water footprint, and carbon footprint.
A company can be considered to produce according to the CE paradigm when its
process is regenerative with respect to input and it has a low environmental impact
in terms of greenhouse gas emissions and water footprint. Production under the
CE paradigm seeks to optimize the process and minimize the negative externalities
generated [27, 34]. These concepts are reinforced by the following principles.

Product as a service. The use of the products is sold but the material is not; the
consumer simply uses the product and the supplier is responsible for recycling the
material. Customers can purchase the use as a service and when the product becomes
obsolete, it is withdrawn from the market and renewed.

Reuse is a symbol of good management. The principle of the 3Rs (reduce, reuse
and recycle) contributes to reducing the pressure on the stock of global resources [40].
Companies must develop new production models by broadening this philosophy to
include the “10Rs” (reduce, reuse, reject, rethink, redistribute, repair, restore, reuse,
recycle and recover).

The CE is based on life cycle biomimetics, with technology mimicking the
behavior of biological cycles. It is all about imitating the natural biological recycling
process in the use of industrial materials [4]. This is how the concept of biological and
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technological nutrients arises. Biological nutrients are materials that can be renewed
without a human process. Biological nutrients are recycled through biochemical
processes such as conversion into biomass, anaerobic digestion, in which organic
matter kills microorganisms and produces biogas; and composting, applied to soil
restoration. Technological nutrients require that human action be reincorporated into
the system as ‘food’ for another process [35].

The CE model minimizes the negative externalities generated. Krugman [21]
pointed to the link between market exchanges and negative externalities (costs
incurred by third parties when the first two—buyers and sellers—conduct economic
transactions). Negative externalities can manifest themselves as costs related to
economic, environmental, and/or social sustainability for third parties and for society
in general. Laczniak [22] suggests that negative externalities represent the hidden
costs of market exchanges and that we remain ignorant of their true costs unless these
are identified and quantified. The most important cost of certain market exchanges
may not be the price paid for the products but the damage to the natural environ-
ment caused by toxic effluents derived from the extraction, production, distribution,
consumption, and post-consumption stages.

Circular economy fundamentals have been strengthened by reflections and contri-
butions drawn from science and aimed at improving the efficiency of resources in
order to balance the relationship between the economy, the environment, and society
[15, 16, 29]. Analysis of the CE is increasingly detailed as its effects on different
economic sectors are studied. This is demonstrated by the generation of new publi-
cations in scientific journals and in reports and case studies [1, 2, 28, 32, 49] (EMF
[10]; Yap [48]).

2.1.4 The Potential Use of Blockchain in the Circular Economy

The application of blockchain in the CE is an emerging field of study given that this
technology has an enormous potential to overcome the risks inherent to CE projects
that contribute to sustainable development and to fulfilling the 2030 Agenda’s SDGs.
Böckel et al. [5] stated that certain key factors must be taken into account when
choosing a DLT. They focused on DLT’s technical properties and determined that
further research should address the definition of clear terminology and the benefits of
DLT use. They also specified that trust and data verification are major potential bene-
fits but stressed that the possible benefits and challenges of blockchain technologies
needed closer examination.

We cannot forget that blockchain technology is associated with decentralization,
anonymity, proof tampering, and auditability. All of these can be used in many use
cases: in supply chain management, emissions trading, agricultural processes, and
food and energy traceability, for instance. These applications are closely linked to
CE principles, enabling any kind of CE project to avoid fraud and secure data and
management information and create a new model of processes that are transparent
to end-users.
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Classic blockchain and Ethereum present serious problems in terms of sustain-
ability due to their high energy consumption [46]. Moreover [41], showed how the
employment of blockchains that use the PoW (Proof ofWork) consensus mechanism
is unsuitable for CE projects. In the next section, we propose a novel solution to CE
traceability by using a BaaS model that relies on cutting-edge DLT that guarantees
sustainability.

3 A Blockchain Integration Model for the Circular
Economy. A BaaS Approach

3.1 Blockchain and the Circular Economy

Blockchain and the CE are two emerging concepts with potentially beneficial inter-
relations. The CE addresses the minimization of negative externalities generated
by organizations. These negative externalities are derived from the processes of
creating and using purchased products, and from their end of life. In this context,
since blockchain technology is a protocol that shares and updates information linking
accounting books or databases in a decentralized, peer-to-peer, open-access network,
it can contribute to the formalization of the CE in various ways and, thus, facilitate
the implementation of its regenerative, restorative vision [20, 29, 47].

In situations in which blockchain has been applied to sustainability, the issue
most commonly studied has been supply chain traceability. This is undoubtedly a key
issue since blockchain technology would reliably and safely guarantee the circularity
of materials that the CE requires. As company sustainability strategies evolve and
sustainability reports demand a high volume of indicators, the management of reli-
able, safe data on issues such as water and energy consumption, chemical substance
use, materials, or the plastic footprint constitutes an imperative [8]. Records of these
and other sustainability data can be guaranteed by blockchain.

This technology provides a sound, distributed, interconnected system that secures
and tests any organizations’ transition to the CE [47]. It can ensure that data is stored
and updated in a secure, tamper-proof, irreversible manner.

Therefore, we believe that the use of blockchain technology can drive and accel-
erate organizational transition to the CE, with reduced transaction costs and optimal
levels of performance and communication—all ofwhich aremuchneeded throughout
the supply chain [5]. The technology will provide any link in the supply chain with
detailed information about materials, emission indicators, and so onwhile improving
data confidentiality [20] and reducing the carbon footprint [47].

While recording all the information is important for vendors in the supply
chain, blockchain technology’s importance to consumers cannot be ignored. When
consumers focus on sustainable purchasing decisions, they demand validated sustain-
able practices to give them confidence in their choice of product. Hence, transparent
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and clearly defined sustainability policies will act as an incentive for purchase deci-
sions [35]. In this context, blockchain technology will communicate the exact origin
of materials and inform consumers as to whether or not a product has really been
manufactured according to EC-defined parameters.

Furthermore, the technology will also be of use in the treatment of waste. Thanks
to records provided by the blockchain, individuals and recycling companies will
know the precise nature of the products they have to recover, how they should do
so, and how those products will re-enter the supply chain—whether through reuse,
remanufacturing, recycling, or whatever.

One of the most important issues to take into account when integrating blockchain
technology into the CE is the sustainability of the option chosen. Analysis of early
blockchain technology has shown that bitcoin totally contradicts the principles of the
CE. The high energy needs entailed inmining the cryptocurrency and in a governance
system based on a highly speculative design make it inadvisable. Moreover, it totally
contradicts the 2030 Agenda’s SDGs. The case of Ethereum is similar. Although
this blockchain network introduces smart contracts as a noteworthy, intelligent solu-
tion to simplify processes and improve efficiency, it still uses consensus transaction
systems—like PoW or PoS (Proof of Stake)—which constitute separate networks
that move away from the paths of sustainability due to the energy they invest in
mining tokens. Nonetheless, it is an interesting starting point fromwhich to establish
designs and applications that help develop CE projects that ensure their traceability
and transparency. This public network offers an interoperability framework that can
connect current blockchain solutions with those of the future. Blockchain is espe-
cially relevant in the context of the 2030 Agenda since it surpasses the technological
framework of bitcoin and Ethereum [17].

Therefore, finding sustainable solutions with the use of blockchain applications
is essential to CE projects. It will offer easy access for all and minimal energy
consumption in frameworks that deploy blockchain dApps.

Nowadays, most organizations are keen to adopt the concept of CE. Natural
resources are generally accepted to be finite and irreplaceable, which is inconsis-
tent with economic growth; moreover, public opinion is highly concerned as citi-
zens and consumers [29] need new tools to track the implications of their actions
in a perilous scenario in which the post-pandemic crisis and climate change are
the major challenges facing society. So, a blockchain framework can have a posi-
tive impact on the main goals of a CE and on implications for the ethics agenda
[47]. A new socially responsible approach could emerge as a consequence of this
technology-based intervention.

The covid-19 pandemic has shown us that business and society are fragile and
lack resilience even in the face of the typical pre-pandemic patterns of production
and consumption—particularly with respect to supply chains and logistics. More
than ever we need to build economies that are more sustainable, transparent, and
trustworthy. Digitization is an opportunity to establish a new framework for CE
projects that include Industry 4.0 technologies with a special focus on blockchain
[30].
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One of themost interesting aspects is the use of theCEobjectives as intrinsic assets
in the blockchain solution. This makes tokenization of the projects an opportunity
to enhance close cooperation between market and consumers in order to fulfill CE
principles. In this context ([31]: 6), pointed to the incentives of tokenization in order
to offer an ecosystem to cooperate and compete to construct strong CE environments,
creating a framework for competition and using tokens to build them.

3.2 The BaaS Approach

Since it meets the CE’s requirements for sustainability, a BaaS approach is one of the
best options in order to build scalable, interoperable solutions. From regulators to
end-users, a substantial number of stakeholders actively participate in BaaS, playing
a great number of roles and exhibiting a variety of interests. These actors apply
different capabilities in order to deploy blockchain solutions, regardless of the DLT
being used.

In order to deploy easy, scalable solutions, we can use dApps based in a BaaS
context. We define a BaaS perspective as being one in which we offer a cloud-based
solution for users to build their own dApps and their own blockchains. These would
include applications and smart contracts and defy the current mainstream framework
under the umbrella of the Ethereum platform.

Open APIs of any kind of DLT together with a new and greener approach is
essential. Neither Bitcoin nor Ethereum is eco-friendly solutions and both contradict
the SDGs with regard to energy consumption and operative governance models.
Sustainable Development Goals 16 and 17 demand a new governance model for
future DLTs. Therefore, a new generation of DLTs will need to provide an accurate
answer to the problems of the currently best-known blockchain platforms.

Federated DLT clouds together with cloud providers facilitate the easy, cheap
deployment of dApps, cutting consumption of electricity and simplifying dApp adop-
tion, both in the market and for end-users. Furthermore, as propose, this approach
can facilitate the tokenization of IoT devices, as we mentioned earlier. Merging a
BaaS perspective with IoT tokenization (a BIoT approach) is one of the most striking
challenges in securing the traceability of CE project processes.

An optimal CE solution demands a blockchain platform with:

(a) a set of specific design data management patterns and a clear and affordable
governance model for all stakeholders.

(b) a set of smart contracts built (or adapted from existing ones) for a CE
environment.

(c) a ledger scheme open to new approaches and consensusmodels (not only proto-
cols). If we introduce a federated consortium, the blockchain’s construction
would differ from that of current frameworks.

(d) The scalability and feasibility of the proposed solutions need to be adapted to
the tokenization model and guarantee the quality of the information contained
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in these tokens. Solutions prepared for an on-chain scheme are safer than those
using off-chain records.

(e) The interoperability of the platform used is essential. Its capacity to exchange
data and tokens with other blockchains will offer a clear opportunity to reach
the market and be considered by end-users. A “killer-dApp” used in a CE
project constitutes a genuine opportunity to offer blockchain technology to
consumers.

3.3 A Specific, Neural Distributed Network-Based Solution

Given our earlier account of theNDLsolution,we recommend the following,which is
based on a tokenizable model for CE projects. Within this kind of DLT framework—
called RETIS—a two layer ledger enhances the security of platform-issued tokens.

This ledger of ledgers is called ARCA. It acts on two levels; on the first, it guar-
antees the transmission of the data contained in the tokens, distributing this to all
participating nodes. On the second level—which controls the governance of ledger
management and of the transactions that occur in it, with specific hashes for their
issuance—all nodes are synchronized.

This system verifies the transactions, unifying the entire final ledger with a
cascade-of-nodes system. To do so, it uses two types of nodes: so-called “slaves”,
which are established by the light nodes (those deployed in a cloud); and “master”
nodes, which are deployed within the platform system with dedicated hardware.
The cascade-of-nodes system is designed to perform double verification of the data
and/or smart contracts to be transacted. The slave nodes are in charge of verifying
all orders from the master node before including them in the corresponding block.
This system issues tokens with an average of 150000 transactions per second, use
no type of payment and does not involve high energy costs because of its internal
governance.

We could say that ARCA is a token store, based on a specifically designed
database, which can protect assets from any physical medium in real environments.
It acts as a virtual safe box with two different private keys to access the information
stored in each token contained within it. As well as facilitating massive transactions,
it can be deployed on all types of devices (smartphones, Raspberry, tablets), and
can be used with multiple technologies (Doker, Kubernetes, etc.). By virtue of its
dual-tier architecture, ARCA seamlessly integrates with Hyperledger for guaranteed
interoperability. Hence, the tokens issued can be exported or imported from other
ledgers.

A 3-D network, RETIS accumulates nodes in different blockchains within the
framework. It facilitates block building in each of the blockchains on the platform.
This ensures vertical and horizontal scalability (permitting thousands of transactions
per second in RETIS) that forms a 3D mesh to deal with all data from all operators
in a CE project. This process was defined by [3]. Moreover, the platform includes
EQUO, a framework that acts as a tool to develop native dApps.
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All of these features make this kind of DLT a transparent, green option for use in
CE projects.

4 Implications and Challenges

As the CE is amultidisciplinary paradigm in progress, it needs contributions from the
scientificfields that surround it. Contributions from technology are also necessary and
welcome.Theblockchain in particular canbe avalidation tool forCE-related issues of
sustainability. However, wewould stress that it must also be supported by sustainable
mining, with renewable energy and the reuse of materials and equipment, to avoid
increasing companies’ carbon footprints. Once this obstacle has been overcome, we
consider that blockchain technology will offer the CE a wide range of alternative
applications, especially with regard to the measurement, certification, and recording
of sustainability indicators, measurements, parameters, footprints, and so on.

We are currently at too early a stage to fully assess the potential that combing
emergent digital technologies could represent for a more sustainable economy, a
true circular economy. Both CE and blockchain technology have emerged in the
last decade, and they are not alone. The current digital revolution affects emerging
technologies like Artificial Intelligence, robotics, the IoT, and quantum computing.
The creative, experimental combination of all of these will enable us to generate
more efficient solutions and tackle new,more complex problems thanwe are currently
capable of handling. Energy sustainability in the use of these technologies is essential
for them to form part of a general CE framework. Similarly, the consumption of
minerals and other resources in the manufacture of these systems poses significant
challenges to the CE itself. While it is true that digitization enables us to reduce
certain types of consumption—of paper, for example—it sharply increases others,
generating environmental and social problems.

Digital technology in general—including blockchain—and the CE will go hand
in hand for decades to come. We predict significant successes together with chal-
lenges that are even more complex than those we currently face, given that social
expectations of these systems are gradually growing. In the future, one very impor-
tant challenge will be to determine how to merge blockchain and Artificial Intelli-
gence solutions to achieve more efficient, sustainable platforms and tools to manage
CE projects. Another will be how to deploy simple, easily-used, state-of-the-art
blockchains (DLTs) in specific projects, within a scalable, interoperable framework,
which provides all stakeholders with easy access.

As we have discussed in this chapter, without doubt, DLTs, particularly those
derived from the new technological approaches we propose here, currently provide
sustainable answers to resolve problems of traceability in supply chains and recy-
cling. Our goal is to continue to develop these models and to incorporate other
technologies that, in combination with DLTs, provide even more comprehensive
solutions.
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Abstract The smart city idea is discussed in the literature in multitude of ways.
Researcher Komninos specifies the smart cities and surrounding larger regions as
environments with a high potential for learning and innovation, utilizing the inge-
nuity of population and societies with digital infrastructures to function in the phys-
ical, uniform, and numerical spaces of cities. The smart city model is defined in the
literature in numerous types of ways. As cities develop and expand their services,
governance and management are becoming more and more complex. Consequently,
cities must adapt to address the economic, social, engineering, and environmental
challenges of these transformations. Cities must become smart to face the chal-
lenges properly and increase livability and quality of life. This secondary research
utilizes detailed literature review of multifaceted sources of information, such as
peer-reviewed and quality academic journal articles from renowned databases. With
the introduction of blockchain, numerous fields like banking, finance, health care,
and supply chain shall experience positive effects. The sustainability of the smart
cities can be further enhanced and ensured with the application of the blockchain
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technology. One important area in which the blockchain represents the important
future is real estate and smart cities. Real estate has been going through global trans-
formation. The challenges surfacing in record keeping in scenarios where the same
household and/or property is put up for sale to several parties by the means of fraud-
ulently forging the documents or records. The opportunities and challenges must
be properly researched, addressed, and weighted out against each other in order to
ensure a sustainable future to benefit the most if not all.

Keywords Smart city · Smart contract · Smart health care · Internet of things
(IoT) · Blockchain

1 The Smart Contract

The smart contract represents a self-executing digital business procedure. It is numer-
ical agreement which comprises sets of regulations. As such, it operates via dissem-
inated blockchain network. The pallet of regulations is agreed upon by at least two
previously well-defined, distinct, and unidentified members. It is implemented by
the means of the trigger, either by the particular event and/or demarcated passage of
time. The agreement usually entails smooth redistribution of digital type of assets.
Furthermore, the proprietorship of digitalized identities of physical assets to enlisted
stakeholders is being achieved. This is being affected without involvement of any
central third-party execution or human action. The smart agreement implements
trusted agreements and corresponding transactions. These transactions are deemed
to be (1) transparent, (2) traceable, (3) non-reversible, and (4) dependable. When a
smart agreement is put into action, it cannot be meddled with or changed. The major
shortcoming of a smart agreement is the restriction of immutable computer protocol
to chart real-world contractual resolutions. This is especially true in instances where
a disagreement or condition happens, which was not addressed earlier in the smart
agreement. In 1994, computer researcher and law academic Nick Szabo pioneered
the notion of smart contract. The smart agreement is defined as “a digitalized trans-
action protocol which executes the contractual terms.” Nick Szabo stressed out
the enhancement of four basic obligations in legal decisions, listed as follows:
(1) privity, (2) discernability, (3) validity, and (4) enforceability. The paramount
utilization cases were (1) cost-effective business transactions without a liaison; (2)
cost-efficient exchange of synthetic assets and smart property, augmented by self-
executing included smart agreements, rescinding the ownership in the scenario when
the lease is not paid. Furthermore, the digitalized clauses may be lodged in the smart
property to achieve the self-imposition related to the terms of the agreement. The
initial application of blockchain aided smart contract was Bitcoin script. Bitcoin
script represents a compilation of basic and preordained instructions. These instruc-
tions were, on the other hand, significantly constrained in the area of expressiveness.
In conclusion, smart agreement achieved eminence with the advent of Ethereum.
Ethereum utilized solidity, which represents a Turing complete language broader
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instruction set, to code the agreements, since the year 2015. Furthermore, every
smart agreement is allocated with a distinctive address within a blockchain network.
The protocol inside the smart agreement can be seen by each partaking node within
the network. In this sense, participating members may opt to engage in the agree-
ment. The smart agreement is typically put into action consequently once a trans-
action is referred. It can be processed independently via previously defined way
including each node in the blockchain network. Smart agreements store up infor-
mation related to the governmental paperwork, calculates, details, and associations
in order to realize the logic implanted in them. Furthermore, the challenges related
to the present smart contracts can be summed up as follows: (1) security short-
comings and (2) enforcement in connection to the weaknesses related to scalability
[8, 12, 15, 17, 27, 29].

2 The Opportunities in the Application of the Blockchain
Technology in Smart Health Care

The growth of novel technologies, examples being Internet of things (IoT) and big
data, has affected and enriched the advancement and innovation of health care all
over the globe. This growth has enhanced the creation of the smart healthcare system.
Smart health care is being exemplified by a medical system including medical cloud
data as the foundation. This foundation utilizes (1) the electronic medical record
(EMR) and (2) digital health history, in addition to medical IoT. The utilization is
carried through by the means of (1) Internet of things, (2) conduction of information,
and in addition to the (3) swap over technologies with the aim to construct optimally
managed medical and health services. In contemporary times, the smart healthcare
industry achieved speedy headway, yet, with the plaguing issues of information and
system security. Representing the critical type of technology belonging to the Fourth
Industrial Revolution, blockchain retains (1) decentralizing features, (2) secrecy, (3)
tamper proofing, and (4) auditability. The unique mixture of blockchain and smart
health care may be able to ease the critical pain choke points of traditional smart
health care. This may be achieved by its application in (1) data sharing and security,
(2) safeguarding of privacy, and (3) enhancement of user-focused smart healthcare
systems. Furthermore, the creation of a multiparty medical coalition chain entailing
government entities, businesses, and individuals is to stimulate the industrialized
modernization of smart health care. Presently, the blockchain has gained the focus
of the entire industry. Present research results involve (1) simple blockchain bottom
techniques, (2) blockchain key management, (3) long-term authentication evaluation
of blockchain signatures, etc. [3–5, 11, 25].

However, the exploration pertaining to the application of blockchain in the smart
healthcare arena has not sufficiently matured. Majority of the present studies deal
with the amalgamation of blockchain and current information technology to build
a new data platform or data system. The examples of these are (1) the creation of
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an electronic medical system founded on blockchain and (2) the creation of a data
privacy safeguard platform centered on blockchain. The studies searching for the role
of blockchain in the supportable supply chain of smart health care from the perspec-
tive of supply chain are also important to note. For example, the blockchain checking
of fake and substandard medications and blockchain supervising of the functioning
environment of medical products, in addition to incorporation and enhancement
of blockchain relating to a supply chain system are also important to note. Even
though the listed literature review depicted a profound research on the application of
blockchain in the smart healthcare field, unfortunately, the development system of
smart health care under the auspices of blockchain is not yet evident and presently is
devoid of the systematic research. In continuation, the involvement of blockchain in
smart healthcare industry is rather difficult to be described. From stakeholders’ point
of view, the search for amultisubject coordinated development system is at the present
time rather unique. The contemporary application of blockchain in the area of smart
health care predominantly remains at the private chain and shortcoming of explo-
ration at alliance chain level. Since the most dominant firms control the information,
in the realmof private blockchains, the information is insufficiently transparentwhich
makes that its application is restricted. Contrasted with the private chain, the public
type exudes a larger improvement as far as the informational credibility is concerned.
The governmental/public chain ought to involve numerous participating entities. For
this and other reasons, this makes it challenging tomake sure the privacy and security
of participants. Furthermore, the total decentralization impedes the system’s design.
On the other hand, the so-called alliance blockchain type possesses the distinguishing
feature of limited decentralization. As such, it makes it more favorable to the appli-
cation of blockchain in the realm of smart health care. This is being achieved by
inserting limited main body in the application process with the goal of (1) cost
reduction, (2) decreased hazards, and (3) increased trust [1, 5].

Smart health care is based on the interaction between patients and medical staff,
medical institutions, and medical devices by creating a health archives regional
medical data platform. It utilizes the most sophisticated IoT technology. By doing
so it ensures that the medical industry increasingly obtains the necessary informa-
tion. Sharing of medical data is an essential step to make the medical system more
intelligent and increase the quality of medical service. Furthermore, the distribu-
tion of patients’ data between organizations has not been completely achieved. In
this sense, the blockchain represents a potent mean to resolve this issue. Blockchain
represents various distributed data systems includingmultiple independent nodes. As
such, it includes (1) decentralization, (2) time stamps, (3) collective maintenance, (4)
programmability, and (5) tamper proofing. Blockchain involves comparatively few
medical treatment-related applications. The contemporary research primarily places
attention on the combination of blockchain with a particular information technology.
The goal of this to create a single application podium. Utilization of blockchain
technology to construct a medical transaction pane verification system in addition to
utilization of the etheric blockchain to build a medical information sharing platform
MedRec associates the blockchain with big data. All of this is achieved by utilizing
blockchain technology in connection to the OPAL/Enigma encryption stage to build
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a secure environment for medical information loading and analysis. Consequently,
the application of blockchain technology in the entire intelligent medical industry is
being plagued by the missing systematic research [5].

3 Opportunities in Utilizing Smart Contracts in Smart
Health Care

Following the introduction of the General Data Protection Regulation (GDPR) in
May of 2018, the security, privacy, transparency, and consent for patient-owned
medical data became the focus of the healthcare institutions’ anxieties. It is impor-
tant to note that the overt patients’ consent related to the processing of health data
and the transparency as to how information shall be collected, in which way it will
be collected and patients’ rights to full access to their health information have signif-
icantly impacted healthcare information systems (HIS). On top of the data generated
by healthcare institutions, the patients tend to be increasingly active inmanaging their
diseases by gathering health data utilizing mobile devices in addition to the sensors.
Disseminating patients’ self-collected information with medical systems has a posi-
tive effect on disease management. Blockchain technology has been gaining broad
exposure in health care. As such, it promised significant advancements, examples
of which are smart healthcare management and patient empowerment. There are
also smart contracts realized utilizing blockchains, and they are commonly known
as Blockchain 2.0. They represent types of protocols which allow the authentication
and execution of legal agreements involving two or more legal parties by making
them irrevocable. Interest in smart contracts has been gaining attention ever since
the introduction of Ethereum. Ethereum, publicly released in 2015, represents the
original blockchain-based solution incorporating smart contracts. Smart agreement
permits patients to manage (1) access to their health archives and (2) safe exchange
of data, in addition to safeguarding the privacy of the discussed exchanges. Potential
utilization of smart contracts in health care, the intentions, and limitations, aiming at
information sharing, and deliberation as to why there is still lack of practical appli-
cations in a real situations are important areas for the future research [6, 8, 19, 20,
24] (Table 1).

The enhancement of blockchain relating to the smart healthcare system is largely
mirrored within nine distinctive aspects, being listed as follows: 1. design at the
highest level, 2. physician management, 3. medical records management, 4. treat-
ment optimization, 5. community building, 6. cost savings, 7. internal and external
regulation, 8. medical insurance, and 9. governance of the environment. These nine
distinctive facets were found to possess varying levels of importance. The design at
the top level, themedical recordsmanagement, and the physicianmanagement repre-
sent the underlying causes of the system construction. In continuation, the particular
application of blockchain in the realm of smart health care is primarily focused on
the area of the intelligent contract. It depends on the management of medical records,
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Table 1 Areas of the application of the blockchain technology in smart health care

Aspects Criteria Explanation

External regulation (Al) Medical supply chain
regulation

The regulation department
supervises the drug and
equipment supply chain through
the blockchain

Medical process regulation Regulators monitor medical
processes through the
blockchain

Regulation of clinical waste
treatment process

The medical waste disposal
process is monitored by the
regulatory authority through the
blockchain

Medical record management
(A2)

Electronic medical record Using blockchain technology to
share electronic medical
records: customers have
absolute ownership

Treatment optimization (A3) Targeted therapy Using blockchain technology to
share patient data; drug
discovery agencies are licensed
to target drugs

Telemedicine The use of blockchain and
Internet of Things and other
technologies for telemedicine

Doctor management (A4) Identification Using blockchain technology to
build a verification platform, the
doctor’s identity, and certificate
for periodic verification

Personnel Screening Using blockchain to collect and
update the diagnosis results and
correct rate of doctors in real
time and to screen the excellent
doctors

Customer choice Using blockchain to store the
doctors identity information and
treatment information; it is also
helpful for customers to choose
the right doctors

Medical insurance (A5) Maintenance of interests Insurance companies,
customers, and medical

Resource control Institutions through the
blockchain intelligent contract
insurance transactions to protect
the interests of customers

Enhancing risk management
capacity

Reduce the hospital’s unpaid
bills

(continued)
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Table 1 (continued)

Aspects Criteria Explanation

Internal regulation (A6) Regulation of drugs and
medical equipment

Using the blockchain to set up a
tracking system; medical
institutions can monitor the
flow of drugs and medical
equipment in real time

Cost saving (A7) Cost saving in doctor-patient
communication

Using blockchain to share
electronic medical records and
saving communication cost

Cost saving of drugs research
and development

Data management system based
on blockchain intelligent
contract technology to reduce
the management cost of
multisite clinical trials

Top-level design (A8) Industry standards Industry associations establish
industry standards

Credit rating system All nodes are rated by the
industry consortia

Reward and punishment
system

The node that obeys a rule is
given reward, and the node that
does not obey a rule is given
punishment

Community structure (A9) Health management Using blockchain to collect
customer health data and create
community health programs

Family sickbed Using blockchain and Internet
of things technologies for
remote monitoring and
treatment at home

Hierarchical diagnosis and
treatment

Community doctors perform
primary care, analyzing the
patient’s physical condition and
deciding whether to go to a
hospital

Environmental management
(A10)

Clinical waste treatment Through blockchain and
Internet of Things technology to
upload medical waste treatment
data and improve treatment
efficiency

Source (Du, Chen, Ma, & Zhang, 2021). [5]

controlled by the system, and adjusting the application is paramount in upgrading of
the system. The regulation and medical insurance, connected with the governance
of the environment, represent a defending role system’s advancement. All of them
efficiently protect stakeholders’ interests. The efficiency of the internal and external
supervision represents a key element in the health of the system. In conclusion,
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the blockchain run intelligent medical application system ought to be built centered
around three distinctive layers: (1) the stakeholder layer, (2) information layer, and
(3) transaction layer [5, 7].

4 Smart Contract Applications

Among numerous thought-provoking applications utilizing the concept of
blockchain, themost interesting applications tend to be smart contractswhich encom-
pass a programmable code which is being triggered into execution mode, only
in instances when particular circumstances in the blockchain network are being
achieved. “Smart contract” was first pioneered by researcher Szabo [29]. From
the start, this became an extraordinary concept to methodically execute agreements
among the linked legal parties. A smart agreement is utilized to produce a contract
between two ormore parties that implement a predetermined course of action.Within
the blockchain, a smart agreement is performed in a decentralizedmanner. The agree-
ments are being executed by the blockchain only in instances when particular condi-
tions are being satisfied. To reach the approval of both parties, the contract includes
comprehensive explanation of legal terminology and agreements. This agreement is
significantly more complex and necessitates legal authority as a mediator to assist
the parties to reach common agreement via signature of both parties. The blockchain
promises to build these contracts in amore convenient and secure digital way [1]. The
subjectmatter of the contractmaybe authenticated utilizing cryptographically hashed
keys deposited in distributed ledger shared by nodes in the blockchain network.
The sizeable description of terms may be kept with two involved legal parties. The
authenticity of those before-mentioned terms could be validated by other members
in the network by calculating hash of terms and comparing it with cryptographi-
cally hashed key stored in the ledger. Secure contracts solutions can be provided by
further validation of cryptographically hashed key [12]. In its research study, Luu
et al. [15] projected that secured contracts in the blockchain network could addition-
ally remove the need for public notaries in future. Smart contracts may be utilized to
deliver services such as asset trade contracts, insurance contracts, legal contracts, and
registry contracts. Researchers pioneered an automated signing protocol among two
authorities by employing decentralized network as away for delivering time-stamped
types of utilities. A smart contract may be utilized in various areas of businesses for
distinct requirements. Kishigami et al. [14] introduced a digital content distribution
system built on the blockchain. They surveyed 100 participants containing digital
content stakeholders and creators. The results showed that decentralized mecha-
nism tends to be the most influential factor for digital rights management approach
[14, 22].

Numerous kinds of transactions relating to smart cities may be recorded in
a blockchain. By utilizing smart contracts, convoluted legal procedures may be
performed, and data exchange can be executed automatically. By using smart
contracts and decentralized applications, the blockchain provides a high level of
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Fig. 1 High-level summary of various blockchain risks and challenges. Source Manushaqa et al.
[18]

autonomy in processing of the smart transactions for the duration of the opera-
tional process in the smart city. Blockchain may also provide features, such as flaw-
less privacy, authentication, effortless deployment, and maintenance and security
[13, 17].

5 Blockchain Implementation Challenges in Smart Cities

Figure 1 depicts-high level summary of blockchain (implementation) risks and
challenges.

These could be summarized as the adaptation challenges (i.e., user experience
or the lack of knowledge), technology barriers (e.g., limited transaction capacity),
security risks (e.g., data leaks and limited cryptographic key protection), legal and
regulatory challenges (i.e., unclear legal jurisdictions), interoperability risks (e.g.,
lack of blockchain standards), and energy consumption challenges [18].

6 Smart City, Blockchain, and Internet of Things (IoT)
Opportunities and Challenges

A smart city strives to resolve challenges which are instigated by population growth
in urban areas. These areas include 1. physical security, 2. residual management, and
3. transportation systems, utilizing technology to interconnect governmental organi-
zations. They are permitting citizens’ right to use themultiple services, by supporting
a path to manage various public resources in an effective and transparent manner.
The Internet of things (IoT) technology presents low-cost and efficient resolutions
for the development of smart cities. IoT achieves this due to its robust applicability
in a limitless pallet of scenarios. The intelligent IoT gadgets are able to constantly
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work together in different sectors of a smart city scenario. They are exchanging a
never-ending flowof information to provide quality services to citizens as its supreme
goal. IoT devices are deemed as intelligent, since they are capable of autonomously
communicating, with little or even without any human involvement. The promotion
of IoT solutions involves numerous security risks, having in mind the shortage of
supervision and the restriction of computational resources in IoT devices. Numerous
research articles have focused their attention on uncovering the weaknesses of IoT
ecosystems, while recommending efficient resolutions [2, 26].

7 Security Issues with Internet of Things (IoT) Devices
in Context of Smart Cities

A smart city includes the implementation of various services presented in situations,
such as 1. smart transportation systems, 2. smart hospitals, and 3. smart airports.
Every case is reinforced by IoT devices in a presented sequence (D = {D1, …
DnD}). They possess the capability of swapping data utilizing either local or remote
devices stationed on the Internet. IoT gadgets may be utilized for various aims.
They contribute to automated procedures due to their ability to capture and process
information in real-timemanner. Furthermore, in particular instances, it is required to
share information processed by IoT devices (e.g., sensed values) utilizing a software
or hardware component utilized in different scenarios. They could use this type of
information to start a process. In this scenario, IoT gadgets present a week point
vulnerable to vicious attack. This can be explained by their robust presence in smart
cities, in connection to the decreased capability to act against a cyber-attack. Keeping
in mind the effects which a cyber-attack could present to IoT gadgets and smart city
services, we may clearly infer the notion that before-mentioned gadgets and their
associated infrastructure ought to be protected. Consequently, their security shall
guarantee that any potential attacker striving to attempt an unauthorized action/attack
related to IoT devices shall be precisely traced back [2].

As previously discussed, the blockchain technology contains multiple security
properties, being non-repudiation and traceability among the most notable ones.
Thanks to these properties, all registered information in BlockSIEM is permanently
available and can be consumed in future by any SIEM enabled as a miner (Mi).
Besides the security events, each block also contains metadata, such as the ID of the
IoT sentinel that created the security events, the creation date of the security events,
and any other information that may be useful in the auditing process of a security
incident. The inputs related to the IoT sentinel ID discovering the threat and reports
of the security events combined with other information regarding the security event
report may be consulted from the blockchain in a secure and trustworthy way, since
such information is protected against modification, making it useful for forensic
purposes [2].
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8 Challenges in Connecting Citizens and Smart Cities

The population has been increasing rapidly around the world, and, along with this
growth, new strategies are being planned to provide a better life for humankind. New
initiatives and novel technologies are emerging in various manners, promoting a new
wave of innovationwithin cities’ services. However, evenwith continuous advance of
cities and digital technologies, different challenges to engage citizens in social deci-
sions are still open and need to be constantly improved. The concept of “smart city”
(SC)was pioneered in the 1990s. It opened new viewpoints as to how new technology
may affect the cities. Researchers Dameri and Cocchia pioneered the synopsis on
the history of the classification “smart”. It points out to the pioneering Gibson et al.
study entitled The Technopolis Phenomenon: Smart Cities, Fast Systems, Global
Networks. Smart cities combined with ICT and urban evolution. Smart city concept
is two decades old. It has been developing in a steady manner. The most important
purpose of smart cities is in facilitation of the 1. planning and 2. construction of the
intelligent services in the cities. On the other hand, this concept is also burdened with
significant amount of skepsis due to its futuristic properties so that it is frequently
being labeled the “smart utopia” [4, 10, 19–21, 28, 30].

9 Smart City, Blockchain, and Internet of Things (IoT)
Opportunities

In order to address the security challenges posed by an IoT ecosystem, BlockSIEM
proposes a blockchain-constructed and disseminated security information and event
management (SIEM) framework to safely detect, store, and analyze IoT security
events. All of this is being achieved while keeping their integrity and non-repudiation
elements. In this sense, due to the blockchain technology, BlockSIEM showcases
numerous security properties. Non-repudiation and traceability represent the most
important features. Non-repudiation implies that the blocks are immutable. In this
sense, an entity is not able to refuse that it generated a transaction request. The trace-
ability of the information logged in the blocks allows to identify the trail of a specific
security event. Furthermore, the BlockSIEMmay be employed in various utilization
scenarios. All of this ensures the 1. trustworthiness, 2. resilience, 3. Scalability, and 4.
auditability of the system.BSIEM-IoT, a blockchain-foundedSIEMresolutionwhich
was deemed appropriate for IoT environments, was proposed, generating security
events thanks to the effort of IoT devices called sentinels and reporting these through
blockchain to be read and analyzed by SIEM miners having internal and external
threat intelligence capabilities. The main contributions of it were the initial proposal
of BSIEM-IoT as a blockchain-based SIEM, enclosing a smart contract used to
handle blocks of security events to prevent and detect attacks over IoT scenarios.
BSIEM-IoT used external and internal threat intelligence with the aim of detecting
distributed attacks [2, 16, 23, 25].
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Numerous suggestions were proposed in the last years with the goal of safe-
guarding IoT ecosystems. One type of security architectures founded on the utiliza-
tion of security events relies on a multi-relation between the attack-associated rudi-
ments. There are security events categories, providing information about the impact
of an attack over a given IoT gadget. They are being combined with weaknesses, to
explicate the root causes of the attack, in addition to the explanation of attack surfaces
with the aim to provide the information through which avenues the attack was under-
taken. On the other hand, numerous blockchain-based solutions have been proposed
with the aim of leveraging the security attributes of the distributed ledgers within
IoT scenarios. An IoT security framework for a smart home scenario is based on
the reliance on a hierarchical structure that coordinates methods over the blockchain
network to keep the security and privacy advantages presented by this technology.
Such a hierarchical structure is more appropriate for the particular requirements of
IoT. The tasks on the network are being carried out in a different and adjustedmanner
than a usual kind of blockchain, example being the Bitcoin. The framework proposes
to manage the network, and the belonging devices with the methods store, access,
monitor, genesis, and remove. This framework was exemplified in the context of a
smart home, but the application is opened to be used to other IoT contexts [2, 9, 24].

10 Conclusion

Fast urban growth brings to the table novel infrastructure issues for public administra-
tions. As cities develop and expand their services, governance and management tend
to be increasingly complex. Consequently, cities must adapt to address the economic,
social, engineering, and environmental challenges associated with these alterations.
Cities must become smart to confront the challenges in a proper manner. Although
it was originally built as a digital platform for cryptocurrencies and financial trans-
actions, blockchain promises potential applications in various areas, involving city
management. A smart city depends on the components that permit data collection
and storage, backed by the specialized hardware infrastructure. An important aspect
to consider is ensuring the interoperability of new applications with existing ones,
so it is reused by the existing infrastructure, where possible. A smart city uses digital
technologies to improve the quality and performance of urban services for citizens.
Citizens’ access to smart city applications must be guaranteed in an interactive way,
so that they can access and transmit, as the case may be, real-time information. City
officials and local administrations of a smart city based on a blockchainwould benefit
from a completely new way of connecting with citizens and visitors.

This secondary research utilizes detailed literature review of multifaceted sources
of information, such as peer-reviewed and quality academic journal articles from
renown databases.

Studies point out that the increased rate of urbanization is putting pressure on
the infrastructures. In order to support the growing population in the big cities, a
new type of smart infrastructure is necessary. This type of infrastructure shall be



The Smart City, Smart Contract, Smart Health Care, Internet of Things (IoT) … 147

capable of supporting the efficiency and effectiveness of services and quality of life.
Blockchain is a promising solution for a wide range of challenges faced by a smart
city, but the implementation depends on the city administration and the needs of
the community. A blockchain-based smart city infrastructure has the advantages of
increased efficiency due to the automated interactions with its citizens, optimized
distribution of resources, and fraud reduction.

Blockchain and smart cities concepts are destined to shape our future in different
ways, but they could shape it by working together. The future cities that we will
live in will be more interconnected than ever. IoT devices and sensors will help
transmit data, create efficiencies, and adapt our living habits to our environment.
Incorporating blockchain into the development of smart cities will make it possible
to have a cross-cutting platform that connects the cities’ different services, adding
greater transparency and security to all services and processes.

With the introduction of blockchain, numerous fields like banking, finance, health
care, and supply chain shall experience positive effects. The sustainability of the smart
cities can be further enhanced and ensured with the application of the blockchain
technology.
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Applications of Blockchain Technology
for a Circular Economy with Focus
on Singapore

Sareh Rotabi and Omar Ali

Abstract As a new economic paradigm, circular economy (CE) has recently gained
attention. CE aims to detect, recover, sustain or increase value by transitioning from a
‘take,make andwaste’ approach of production system to an ecosystemeconomy, thus
restraining the environmental effect and waste of resources throughout the product
economy, providing profitability and flexibility and creating value of what is consid-
ered a waste. Cities’ role in driving CE forward has been observed as being increas-
ingly important to reachSustainableDevelopment. For this reason, there is anurgency
to understand what a circular city is and how it might be composed. On the other
side, blockchain is a method of recording information in a way that makes it difficult
or impossible to change, hack or cheat the system. This chapter initially explores
the definition and characteristics of blockchain in detail. Then, several application
scenarios of blockchain technology for a CE with focus on Singapore while transi-
tioning to a CE are put forward. Finally, some of the challenges including energy
consumption, lack of adequate skill set, the cost associated with the advanced tech-
nology and the need for raising awareness of circular business models, that still
exist when applying the current blockchain technology to the CE, are discussed and
analysed.
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1 Blockchain

Blockchain is regularly discussed as the ground-breaking innovation and an indica-
tion of a new economic period [9]. Technology supporters discuss that blockchain
creates the base for trustworthy distributed record systems that could be essential
to how personal and inter-organizational relationships are planned [7]. It is likely
to have special effect on relationship, which is mainly caused by the ability of the
technology to allow unaffectedly trust-free social and economic transactions that are
imposed via a confirmed and transparent record and value exchange mechanisms
without the support of a central authority [8].

Blockchain is likely to shake a multiple of industries and businesses as a founda-
tion technology [53], where it assists as decentralized infrastructure, whether it is for
implementation of a certain jobs (e.g. for financing, payments, investments, notary
services) [1] or as practical support, is capable of helping markets [68, 84, 85, 93].
The demand to set blockchain in such type of circumstances not only outlines the
point that the technology reduces the use of intermediaries, in fact it is usually antic-
ipated to develop the security of particular infrastructures and records, to expedite
transparency and ability to track transactions, which altogether result in decreasing
of the operational costs [52].

Great hopes concerning the capability of blockchain for the public and businesses
activated a range of design-oriented research in the information system (IS) field
(e.g. [52, 84]). Simultaneously, IS researches condemn the results of these design
studies. Actually, the outcomes of the IT articles are usually built upon a group
of assumptions related to sociotechnical subjects, namely through disregarding the
governance and coordination cost, neglecting the privacy issues along with the risk
factors concerning the efficiency and efficacy of a clever agreement. Accordingly,
the result of these articles continues to be subjected for speculation [9]. Numerous
researchers were approached lately for further acute viewpoints on blockchain in
the IS researches (e.g. [7, 68, 93]), causing a discussion related to how and where
blockchain is successfully valid and where it could offer a special social effect [93].

In the meantime, the research of IS related to the blockchain came from hype
to certainty through confessing that there is a shortage of systematic, technology-
drivenmethods of understanding the possibility of technology [39]. To overcome this
shortage of the knowledge, it needs an inclusive indulgence and evaluation of the
special effects of the particular parts of the blockchain and an analysis of common
sides of the application [93].Yet, the empirical studies that are based on theory outside
the blockchain’s primary use situation as the practical support of the cryptocurrency
Bitcoin is limited [25, 93]. This could be due to the scholars’ shortage of knowledge
on how to group data for effective quantitative exploration or theoretical fuzz of the
blockchain occurrence [47, 93].

The ability to collect information for quantitative research is low, which is mainly
due to the fact that companies and researches in general tend to find difficulty in
recognizing sufficient use cases for blockchain. This reduces the availability of data
for scholars [39, 64].
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It is essential to conduct empirical studies in the area of the role and impacts of
the blockchain for society and business as it connects theory and practice together
and aids in recognizing the use cases where the technology influences efficacy and
the overall efficiency level increases [86]. It is important to conduct such type of
researches taking to account that the practical application of blockchain is yet rare,
and companies’ investments in the field of technology during the period of 2012–
2017 were about $1.2 billion. This includes large organizations, namely Citi, JP
Morgan, NYSE, Visa, Wells Fargo, USAA, Wal-Mart and MasterCard [64].

This chapter initially explores the definition and characteristics of blockchain in
detail. Then, several application scenarios of blockchain technology for a CE with
focus on Singapore while transitioning to a CE are put forward. Finally, some of the
challenges including energy consumption, lack of adequate skill set, the cost asso-
ciated with the advanced technology and the need for raising awareness of circular
business models, that still exist when applying the current blockchain technology to
the CE, are discussed and analysed.

1.1 Blockchain Overview

There exist different definitions for the blockchain, starting from application
specific to the extremely technical. For instance, the world’s biggest cryptocurrency
exchange, Coinbase, describes blockchain as follows: ‘a distributed, public ledger
that contains the history of every bitcoin transaction’ [20]. From an application-
specific definition, this description does not reflect the point that blockchain could
be reprocessed for other cryptocurrencies and industry applications autonomously.
According to the Oxford English Dictionary, the definition of the blockchain is
slightly broader and described as follows: ‘a digital ledger in which transactions
made in bitcoin or another cryptocurrency are recorded chronologically and publicly’
(Oxford [87]). According to Sulan [108], this definition is also limited as blockchain
technology could be used independently from cryptocurrencies and Bitcoins. The
above-mentioned definitions focus on the role of a blockchain as a digital ledger, yet
this field is still rising and growing fast. The usage of the ledger is one of the features
of the blockchain but not its core. This feature mainly affects blockchain application
that emphasizes on the interchange of value management in case of virtual assets.

Another wider definition by Webopedia defines blockchain as follows: ‘a type
of data structure that enables identifying and tracking transactions digitally and
sharing this information across a distributed network of computers. The distributed
ledger technology offered by blockchain provides a transparent and secure means
for tracking the ownership and transfer of assets’ [106].

Even though this description prospers the main characteristic of the blockchain,
it focuses on the distribution as the core feature of the blockchain computing, yet
lacks the acknowledgement that blockchains are not only a distributed technology,
moreover, a decentralized one [109] (Wright and De Filippi 2015).
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According to Sulan [108], the main distinction here is that the distributed system
divides the task among contributors in an ideal manner while a blockchain demands
from every contributor to sustain a full bulge of the system and impose its regulations
autonomously. In a systemwhich bulges function on domestic information to achieve
goals instead of the result of the central assembling impact, this decentralization
guarantees that dragging the plug is almost not possible. In order for the network
to operate, only one node is needed to continue functioning. Clearly, there is a
demand for a strong and brief definition of blockchain. Taking into account previous
definitions, blockchain can be defined as a ‘a decentralized database containing
sequential, cryptographically linked blocks of digitally signed asset transactions,
governed by a consensus model.’

Sulan [108] believes that this definition aims to focus on the core elements for
blockchain technology where it is a peer-to-peer network database ruled by set of
regulations. In addition, blockchains embody a moving away from a conventional
trust agent and shift towards transparency. Blockchain allows applications from a
wide range of industries to benefit from sharing, following and assessing digital
assets.

1.2 Characteristics of Blockchain

According to Sulan [108], even though blockchain was initially connected with
Bitcoin, it can also be used autonomously in a diversity of markets and different use
cases, namely health and insurance industry. In fact, blockchain can be implemented
on any sector where assets are managed and transactions take place. It actually offers
a safe chain of custody for the physical assets and so as the digital ones via its practical
features that smooth the transactions through smart contracts, security, consensus and
trust. More about each of these aspects are explained further below:

Transactions and Smart Contracts—Transaction occurs via exchange of assets
which are managed through the company services’ guidelines. These guidelines are
reflected via scripting languages (e.g.Bitcoin’s forth) and are operated for progressive
transactions that need to be implemented, where they also build the foundation for
smart contract. In order to manage a transaction, a smart contract, which is a group
of logic guidelines in the form of a coded script, needs to be inserted. The contract
is implemented independently and is used to manage the transaction [15]. In this
method, contract performs like smart software agents [104]. After a smart contract
is implemented in the blockchain, it turns into an independent agent that is unable
to be tampered. Following this stage, an application then recites the codes when
executing a transaction, perform and process the outcomes. The nature of the smart
contract is not limited to an application-specific code. It is also used to classify the
condition and terms of a contract into the workflow of the transaction. Ethereum (the
second-largest cryptocurrency after Bitcoin) is an alt-coin technology that has been
developed to support smart contracts.



Applications of Blockchain Technology … 155

Consensus and Trust—Blockchain is trusted by agreement as all related parties
should have the same copies of the blockchain, yet each member still have to vali-
date it. The core strength of the blockchain is in its decentralization aspect taking
into account its database is owned by all members. To make sure that each copy is
reliable, an agreed algorithm is needed. The agreed algorithm permits the public to
confirm that every single added block is authentic. It also stops the attackers from
bargaining and splitting the chain [21]. Another approach recommended was to use
proof-of-work method where a hard cryptographic puzzle needs to be resolved by
miners [79].Miners consume resources and are acknowledged for their work through
several motivations. There are also other models, namely proof-of-burn, proof-of-
elapsed-time, proof-of-stake and proof-of-capacity which have been recommended
in the literature to handle the flaws of the initial proof-of-work model by trying to
equalize objectivity and source spending [57]. According to Sulan [108], blockchain
by nature is suspicious. It has been created to reduce the necessity for any object
to enter transactions. It builds a reliable model according to a group agreement,
as the network confirms the transactions and approved their adding to the chain.
There is no intermediary, hence the idea of trust continues to be inherent as every
record in the blockchain is confirmed by the public that carries serval copies of the
blockchain. When trust mediators are eliminated from transactions, blockchain is
capable of interrupting several main businesses. The customary transaction models
count on dominant expert to perform in the clearinghouse character. Trust is given
to the dominant expert with a probability that it will continue to be truthful during
clearing transactions and validation. The occurrences of records are included with
the dominant expert. In case the dominant expert is cooperated deliberately, such
as hacking, then the interlocutor has the ability to inflict a widespread chaos into
the system. The blockchain model reduces the dominant expert through distributing
copies of the records to all related parties (Fig. 1). Every single contributor keeps
their own case of the blockchain. They transmit the variations through creating fresh
blocks and ask for confirmation as per the agreed model rules. As soon as it is
confirmed, the block would be added to everyone’s chain. The method is likely more

Fig. 1 Traditional versus blockchain transaction model (Sulan et al. 2018)
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secure than the customary model, and the intermediary agent is not needed anymore,
which raises an interruption to the current situation.

A blockchain counts on arithmetic through cryptography to build autonomous
confident for every single transaction and on computationally exclusive agreedmodel
to substitute dominant experts. Many of the latest transactions are well ordered
into the block. Afterwards, the block is cryptographically connected to group of
blocks, called blockchain, and is confirmed via an agreed model that includes major
computing assets. Since the blockchain is a file with open-access feature and simu-
lated on several full nodes of the system, there is no object that can control the list of
transaction. As each block is shredded and implanted into the chain, it is undeniable
and acts as the last record of the previous transactions. An object is not able tomodify
the chain unless it changes all the other blocks that are after it, and this is a hard
and costly computational effort. Hence, this safeguards the blockchain and builds a
truthful autonomous of a dominant expert (Sulan [108].

Public and Private Blockchains—Blockchain can be categorized as private, public
or hybrid, which relies on their use [14, 78]:

• Private: These blockchains refer to the rights to govern who can read from and
inscribe to the blockchain.Agreed algorithms andmining are generally not needed
as the single object has the right and governs the creation of the block.

• Public: These types of the blockchains do not have an owner and are noticeable
by everyone. Their agreed method is exposed to everyone to contribute in, and
they are completely decentralized. An example of a public blockchain is Bitcoin.

• Hybrid: These blockchains are also called as consortium and are available at the
public but only to a private group. The agreed method is governed by certain
servers using a group of rules that are accepted by all related parties. And, the
copies of the blockchain are solely circulated between allowed contributors, hence
the system is not fully decentralized.

Even though, the public blockchain circulates itself in a decentralize peer-to-peer
mode, this is not applicable for a private blockchain. Private blockchains are the ones
used by initiatives to record the transactions of the asset inside a partial user base.
As for the hybrid blockchains, they can be envisioned as small scale of the public
blockchains and are decentralized mainly to a restricted group.

According to Sulan [108], in a brief, we are able to reinforce the main features of
the blockchain into four main features:

1. Decentralized: A blockchain is kept in a file which can be opened and copied
by any node on the system. This gives it the decentralized feature.

2. Transparent: As the blockchain is an open file, anyone can open it and check
the transactions. Hence, it can be traced over time.

3. Undisputable: A blockchain is a perpetual record of transactions. Once it is
added, it cannot be changed, which brings trust in the record of the transaction.

4. Consensus Driven: Every single block on the blockchain is confirmed
autonomously through agreed models that offer guidelines for authorizing a
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block and regularly refer to a limited resource to display resilience that is
sufficient to the work that was done.

2 Circular Economy (CE)

Circular economy is considered a substitute to a customary linear economy, which
can be classified as take, make and waste. It attempts to eliminate the waste, improve
resources at the end of the product’s life cycle and connects it back into the line of
production. Hence, it drastically eliminates the force on the environment [113].

The attitude towards the circular economy is crucial as it brings new chances for
development. The added values of this approach are as follows: elimination of the
waste, cause a higher productivity level, convey more competitive economy, help the
economy to recognize the issues related to the limited resources in the future and aid
in decreasing the environmental influences of the creations and intakes [113].

2.1 The Concept of Circular Economy

The focal point for the recent debate regarding the circular economy concept is a
challenging question considering whether the creation of the waste in fact is disrup-
tive towards our line of production. Substitute methods including circular economy,
closed cycle, efficiency in the usage of the resources, reuse and recycling follow the
thought of an accountable usage of material, products, environment and resources.
Even though they have recently gained power, yet, having a world with zero waste
could merely be accomplished with a complete concept. This indicates considering
methods like reuse, recycling of both energy and materials at every single level of
the product life cycle to guarantee the environmental product design from the begin-
ning with a recycling goal at the end [118]. The ultimate awareness of the circular
economy has increased several streams and alternatives including changes in the
approach, scope and the concept, which comprise the circular economy of the blue
economy concept, the Ellen MacArthur Foundation, cradle-to-cradle and zero waste
that significantly vary with regard to the viewpoints on bio-based sequences [22, 73].

Moving towards circular economy is connected with high prospects related to
the economic and ecological benefits. Transferring to a further circular economic
model guarantees a greater future for the economy through aiding in separation of
the economic growth from the usage of the resources and its influences. It provides the
outlookof theSustainableDevelopment thatwill be continuous.Researches highlight
these benefits via four stages: resource deployment, the economy, the environment
and the community benefits, namely the formation of new jobs [33].
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Resource deployment benefits: enhancing resource safety and eliminating the
reliance on imports

The circular economy has the ability to enhance efficiency of initially raw material
utilized at the universe level. If the materials are well kept in excellent products or
the waste is moved back to the industry as an excellent subordinate raw material,
the circular economy can eliminate the industry’s request for key raw materials. The
lesser the request for key rawmaterials will aid in decreasing the reliance on imports.
This will make value chains in several sectors of the industry to be less impactful by
the changes in price in the global commodity markets and so as to the uncertainty of
the source produced by the shortage or other factors such as geopolitical ones. The
recent evaluations recommend that about 6–12% of the total material intake can be
eliminated via recycling, avoiding the waste and also via eco-design strategies. The
highest probable considering the current technologies is approximately at up to 17%
[34].

Environmental benefits: less environmental influences

The entire separation of economic development and the quality of life from intake
of resources and energy are the main objective of the European Union’s resource
efficiency policy. Strategies related to a circular economy add values to that objective
throughmany different techniques, namely through bringing the elimination of waste
as a priority and reuse under the waste category (European [34].

Economic benefits: chances for economic development and modernism

Moving away from a linear line of production and intake as per the take,make use and
dispose approach can also provide noticeable chances to enhance competitiveness in
many sectors in the European industry. The circular economy can save cost for many
industries. As per the assessments done by EllenMac-Arthur Foundation, enhancing
the movement in the industrial of compound durable with a standard life cycle can
eliminate material cost of up to USD 630 billion, only in the EU. Furthermore, the
circular economy can also provide an opportunity for creative methods, technology
and businessmodels that can generate an economic added value from scare resources,
and this can aid the European industry through becoming stronger against exterior
shocks and so as enhancing its international competitiveness [116].

Community benefits: towards sustainable consumer behaviour and new job creation

From community perspective, Europe can benefit from moving towards a circular
economy. Community modernisms along with the cost elimination, recycling, reuse
and other progresses bring in chances to build more sustainable forms of consumer
behaviour and hence participate in the human health and consumer security. More-
over, circular economy can create new job opportunities in Europe. As per the Euro-
pean Commission’s impact assessment for waste objectives, enhanced monitoring
and distribution of best practices alone can generate more than 180,000 new jobs in
2030 [33].
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Nevertheless, it is obvious that as of now, particular questions still have not
received enough attention in the circular economy discussion. Regardless, energy
is needed to recycle the waste. Even though, this is usually not highly required for
mining and handling key rawmaterials, it continues to be difficult to circulate infinite
amounts of materials without encountering the climate objectives [114]. Basically,
the movement to the circular economy will not hinder the need to drastically limit
the usage of natural resources in the benefits of Sustainable Development.

Another related feature is the readiness of rawmaterials. Till recently, the resource
debate has been controlled by raw materials that are very crucial for specific proce-
dures or products. There is no sufficient alternative for these materials, and simul-
taneously, supplies are scarce since demand is more than the supply, which could
result in monopoly across small number of countries [32].

2.2 Circular Economy Challenges

According to ECO-INNOVATION at the heart of European policies [29], on average,
some materials are aligned more easily with the circular economy as compared to
others. Almost all foods, beverages, cans and other forms of steel packaging are
reused. However, some other materials are more difficult to be recycled.

Fibre-reinforced plastic (FRP) is a combination of glass and plastic, carbon and
other fibres used in many applications such as doors, wind turbine blades and
vehicle machineries. From an environmental perspective, FRB provides major bene-
fits since it is resilient, light and last for a long period of time. For instance, FRP
machineries decrease the vehicle’s weight, their consumption of fuel and therefore,
their greenhouse gas releases [29].

FRP’s environmental Achilles’ heel, yet, is that it is difficult to reuse or recycle.
Around 60% of the remaining FRP is landfilled. The rest of the FRP is destroyed.
As it is recycled, it is usually used for lower applications, namely a filler in the
new compound resources. Hence, it is difficult to generate income, and there is low
economic enticement to recycle FRP [29].

Enhanced methods of reusing and recycling the material are profoundly needed
since the amount of FRP created is increasing, accordingly the quantity of waste
FRP will certainly increase as well. A huge project by European Union research
has been functioning since 2017 to display that circular economy approaches can
be implemented on massive products created from FRP. The ECOBULK project
will determine circular idea regarding FRP in three scenarios: cars, equipment and
buildings. The demo is predicted to occur in 2020 [29].

ECOBULK will continue running till mid of 2021. The study focuses on FRP
through the entire development of bulky products, which starts fromdesign, recycling
and then reuse. It also focuses on observing the circular business models, namely
sharing and leasing, and exactly how the logistic chains can be developed more
sustainable for huge products [29].
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One of the examples of the projects is new modular parts for car centre consoles,
which can be easily disassembled at the end of car’s life. As for the equipment,
ECOBULK is reviewing new methods of gathering pieces that are made from FRP
through eliminating the usage of toxic cleaners, which will make it easier for the
equipment to recycle [29].

One of the ECOBULKwork element is viewing how to handle the waste problem
embodied by wind turbine blades. These wind turbines have a life cycle of about
30–40 years, and finding practices for neutralized FRP blades is going to be a major
material test in the upcoming [29].

2.3 Ecosystem Economy and the Cities’ Role in Driving CE

One of the core assumptions, which is supported by the result of the FES discussions,
reveals that the debate on the circular economy in Germany is still focusing heavily
on the waste management matter. The concentration remains on measures that only
happens at the end of the lifespan of the product, such as improved separation of
the material that are recyclable from the residual waste. One core challenge will
be about sharing that the circular economy is broader than waste separation and
improved management of the waste [118].

Other factors including the innovation in the technical side play an important role
in the circular economy. This is crucial in the stage of designing the product which
requires to be long-lasting, rectifiable, and most importantly, 100% recyclable. In
fact, the technical side of the circular economy is an easy part in the challenge of
shifting entirely to a circular economic system. All related parties, namely resource
producers, consumers, suppliers and product designers, will have towork side by side
on improved solutions, instead of focusing only on their elements of the chain, which
could be enhanced recycling rates, process enhancement and improved resource
extraction [118].

It is clear that the circular economy demands for a robust regulatory structure.
The debate regarding the probable economic savings andmarket prospect portends to
reduce the light on the fact that so many players in the market are benefiting from the
current economic linear system. Moving towards circular economy will definitely
not happen automatically, and the new business models will only be able to play
a vital role in driving towards circular economy if they are granted with sufficient
regulatory structure [118].

In order to build a structure that will aid in circular economy, new policy tools are
required which is out of the current waste regulation.

The main test will be to incorporate these tools in a new policy mix:

• Where single features are balancing and preferably supporting. For instance, in
Germany, related policy is yet seeming to be unpredictable, andmost of the current
measures are yet considered for a traditional linear system.
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• Which groups sensible structure tasks that are spread across an extensive array of
political parties and ministries. This covers the query of the accountability of the
domestic experts and private-sector waste workers, which needs to be taken into
consideration from the view of a long-run circular economy and less with regard
to the short-run market share.

Such policy mix is essential to build a long-term steady and reliable structure
where businesses would invest in advanced circular-capable production method and
users will be able to benefit from the advantages of this sustainable economic model
[118].

To sum up, the expert conversations have shown the latest action of this concern
and vividly illustrated that despite the predictable part of the ecologic and economic
capabilities, the application mainly reveals major challenges [5].

2.4 Circular City

In the past, our method of production and consumption has added to the world-
related concerns, and this includes inefficient resource allocation, inequality at the
social level, weather conditions and the pollution in the ocean. It is predicted that
these concerns will increase and extend to a crisis level [105].

The current economic system is allowing us to consume more sources than the
world can replace [105], which is impacting the financial yields and the social and
ecological side of the world. At this moment, it is crucial to reconsider the approach
weuse for operating and transiting to a better sustainable future [40] through ‘Sustain-
able Development (SD)’ [90]. This method broadens the horizon to an original and
essential method of reaching equilibrium across economic well-being and social
equity and simultaneously living within the capacity of the world.

Within the available methods, there is a circular economy (CE) model, which
is a new economic and development model that has received a great emphasis in
the last years [42, 58]. According to Ellen MacArthur foundation (EMF), CE is an
economy-built base on the values of planning out pollution and excess, keeping the
products and materials in practice and restoring natural methods (Ellen MacArthur
Foundation 2019). Yet, this model still requires validation and evaluation [48, 107]
in order to determine its capacity to be the most sufficient example for Sustainable
Development.

Cities are moving the global economy forward. At the moment, around 55% of
the world population are living in the cities, and it is predicted that this percentage
will increase to 80% in 2050. Residents of these cities incorporate to about 80% of
the world GDP. In addition, in order for the cities to sustain their ecosystems, they
require about 40 billion tons of sources, and it is predicted to reach about 90 billion
in 2050 [110]. Cities are the hub of consumers and businesses. Hence, cities’ role in
moving the circular economy forward and achieving sustainability in the upcoming
has been counted as significantly valuable and needed [12, 69].
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Cities provide the ideal scale and environment for circular economy when it
comes to production and consummation of the sources, which aid cities to transmit
to CE to consume the self-declared name ‘circular hot spots’ [91]. The European
Union recognized all of these and endorses circular economy to face these challenges
through devoting funds to implement it (Horizon 2020, LIFE) and also a part of the
economic recovery strategy of the European Union long-run budget 2021–2050.

In 2019, the Asian Development Bank predicted that by 2025, among 37 of the
globe’s megacities, 21 of them with a population of 10 million or above, will most
likely be in the Asia and Pacific region. 80% of the region’s GDP comes from
Asian cities, where they use about 60–80% of all energy and sources and generate
75% of the carbon releases of the region. Moreover, seven Asian countries, namely
China, Japan, Indonesia, Thailand, Malaysia, India and South Korea, contribute to
about 45% of the global GDP in 2050 [4]. It is also predicted that during the period
2015–2030, cities will be responsible for 91% of global consumption growth [74].

There is a need to understand the basis of a circular city, its structure that takes
into account the local framework of where it will be applied.

Circular city is the city that applies CE principles to near resource circle in
association with its interested parties to achieve a future-proof city ([91], p. 187).

The list of cities that demonstrate direction and movement towards circular
economy are Amsterdam [94], Glasgow [18], Rotterdam and Charlotte [45, 46].
Furthermore, other cities, namely Porto [36] and Bilbao [17] are on their path to
become circular cities. They use current data to plan the shift towards a ‘fully circular
city’ which is in line with their domestic circumstances and therefore introducing
new measurement, strategies and guidelines along with tools to track the values that
can be raised with the circular shift. So far, variety of models have been offered for
cities applying circular economy [70, 91, 111].

So far, there is no structure that has been implemented, examined and proved to
be operational. However, there are three methods that are worth highlighting here
taking into account their direction towards their applications, an idea for a circular
city the ReSOLVE framework (2) and the circular city analysis framework (CCAF)
(3).

1. A study conducted by circle economy and Holland Circular Hotspot [95]
recommends a transition from linear to circular, in particular percentages for
the following classifications that collectively function in a city and therefore
building a circular city as shown in table below. Themethod focuses on applying
technology, design, social innovation and coalition building in a collective
method and examines the methods main businesses and sectors can be shifted
to circular along with the general advantages a city can obtain through moving
to a circular structure.

2. The ReSOLVE framework was presented by the [30] and recognizes these six
pillars that businesses should apply for a shift towards circular economy. Such
method was not initially planned for CE application in cities yet some of its
principles add towards a circular city as long as they are implemented thor-
oughly. One of the pillars ‘Regenerate’ aims to reinstate the natural capital and
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escalate the ecosystems’ flexibility through recurring the precious biological
nutrients carefully to the environment either through anaerobic absorption or
composting. This is facilitated through the support to support viewpoint which
indicates that technical and biological beneficial need to be dispersed during the
product’s lifespan from the early design stage onwards. In the constructed envi-
ronment, this pillar indorses the use of renewable energy to influence construc-
tion. On the other side, the ‘Share’ pillar follows the extreme use of modules,
products or resources during sharing systems or give and take platforms. As
for the ‘Optimize’ pillar, it is more related to improving the efficiency and the
functioning of the product, automation and distance sensing and so as elimi-
nating the excesses in the production. Regarding the ‘Loop’ pillar, it has four
core goals, which are as follows: to reuse material, to remove biochemical from
biological excesses, to abstract excesses anaerobically and to obtain the produc-
tion of modules and products. One of the other pillars ‘Virtualise’ concentrates
on two kinds of dematerialization, which are direct and indirect dematerializa-
tion. The preceding pillar is ‘Exchange’ pillar which has three main categories
including new technologies; innovation by choosing new goods or services; or
the replacement of old materials with new materials [16].

3. The latest published structure is the circular city analysis framework (CCAF),
which focuses on applying and tracking CE revealed through the literature
reviews. This structure is already used for tracking objectives in the city of
Porto, Portugal [16] (Tables 1 and 2).

2.5 Sustainable Development

Circular economy is considered a core strategy in accomplishing the Sustainable
Development and the United Nations Sustainable Development Goals (SDGs). To
grasp the perspective ofCE, organizations should value and communicate theirmove-
ment away from the non-sustainable model of ‘take-make-dispose’ towards circu-
larity. Both literature and experts display a strong interest in the assessment of CE
as a driver for this change. However, most of the CE valuations are taking place in
private-sector companies, and hence, the execution at the public sector is still low. A
study was conducted where around 21 CE and valuation specialist from the public
sector of Portugal were interviewed [28].

The result of the study shows that cultural constraints, mainly the absence of
political and public forces along with the struggle against change, are the core chal-
lenge for executing CE valuation. These cultural challenges influence the basic ones,
namely the absence of commitment towards leadership, the charitable nature along
with the absence of governance for CE valuation. On the other side, financial and
technical challenges are not priorities and are mainly the result of the cultural and
basic challenges [28].

The result of the study recommends that CE valuation is regularly a debate
across academics and experts. In order to speed up its execution, the debate must
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Table 1 Vision for a circular city [95]

Housing and infrastructure Buildings globally account for 45% of global resource
consumption. A circular city is literally built with renewable,
non-virgin and low-carbon footprint materials

Mobility Transportation sharing, and renewable and clean fuel will drive
circular mobility for cities, as cities account for 40% of all
transport-related emissions

Food Cities are expected to consume 80% of all food by 2050 and the
worldwide food system is responsible for 20–30% of GHG
emissions. A circular food system will focus on locally produced
food, minimising food waste by prevention and repurposing of
generated waste

Energy Already, 75% of worldwide energy consumption takes place in
cities. Renewable energy will fuel the circular city by hyper-local,
decentralised grids. Energy loss is prevented and energy generated
in access, captured

Water A circular city minimises extraction and pollution of local
water-ways and uses closed loop systems for its water flows;
resources are recovered from wastewater

Consumer goods Circular design will offer a completely different approach to
production and consumption, monetised by circular business
models

Plastic A circular city bans traditional single use plastics. New materials or
traditional materials are adopted and landfill, incineration or any
contribution to the plastic soup is prevented by policy and lifestyle

Industrial parks Circular Industrial Parks are driven by eco systemic functions,
symbiosis and the use of waste as a feedstock

include other related parties outside the expert loop to increase the level of awareness
regarding how far important CE is and to ease the practice of it for a larger audience
[28].

CE valuation is getting attention as an approach to move the shift from the non-
sustainable model of take, make and dispose to the recurring use of the sources
and development of used products and probably participating in the Sustainable
Development [56].

It is considered among the vital strategy to amore sustainablemodel and in accom-
plishing theUnitedNations SustainableDevelopmentGoals (SDGs) (Schroeder et al.
2019). While moving towards CE, assessing the circularity of goods, services and
strategies or their role in the movement towards CE is important for planning and
highlighting circular results as per the data [23]. Hence, a group of CE valuation
methods has been established in past years.

Roos [23, 37, 67] established, inventoried and evaluated many different CE valu-
ation methods. As a result of a lack of recognized description of the CE notion, the
current CE valuation methods assess circularity in diverse ways [61, 96]. The theory
reveals that majority of the current CE valuation methods emphasize on assessing
the efficiency of the resource along with the flows and stocks of the material [77, 88].
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Table 2 Singapore and Porto comparative table using the CCAF

Field Indicator Singapore Porto

Local resources 1. Wind potential (m/s) 3.98 6.78

2. Solar potential (W/m2) 1652 1750

3. Green roofs (%) 0 34 0 50

4. Import/exports (%) 0.9 1.5

Renewable energy 5. Renewable energy penetration (%) 8 63

6. Access to electricity (%) 100 100

CE innovation 7. CE Innovation budget 0 0.009

Food 8. Food waste treated (%) 17 21

Transport 9. Public transport usage (%) 60 19.6

10. Electrical energy use in transportation (%) 5.5 0.6

Recycling 11. Recycling rate 60 100

Water management 12. Safe water accessibility (%) 100 100

Waste management 13. Landfilled waste (%) 2 1

Education 14. Basic education quitting (%) 6 11

Digitalisation 15. Accessibility to smartphones (%) 90 71.6

Demographic 16. Balance between women & Men (%) 42 55

17. Heaviest age group (years) 45–54 60–69

Policies 18. Active population (%) 67.7 59.2

19. Women & men balance in Politics % 23 38

Source Ferreira and Fuso-Nerini [36]

Other methods also measure the influence of CE implementations and strategies on
Sustainable Development [59, 72]. It is vital to measure the influence of CE activity
on Sustainable Development as CE implementations do not inevitably result in an
enhancement in the Sustainable Development [11].

The CE valuation methods focus on three levels: micro, meso and macro. Micro-
level focuses onorganizations, goods andmaterial,whilemeso-level targets industrial
networks. As for themacro-level, it focuses on rules and policies [58, 62]. Both public
and private sectors play key roles in the movement towards CE [6]. The application
and studies of CE valuation are mainly focusing on companies in the private sector
[38]. Nevertheless, public sector has different missions, and it is planned as per the
bureaucratic values [65, 117].

The bureaucratic values impact the practices and sustainment of the valuation
methods [115]. As on date, the participation of the public sector to the CE is mainly
evaluated and measured at the macro-level. Back in 2008, one of the first countries
that announced a particular structure of indicators to monitor the progress was China.
The law was called ‘Circular Economy Promotion Law’ [41, 89]. This law was the
kickoff of series of attempts in building suitable indicators to value CE policies [19].
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At the micro-level, public sector plays an important role in shifting towards
Sustainable Development [102]. The organizations under public sector are the key
economic players as the public procurements in the EU are around 14% of the GDP
and considered as a good example to other public-sector bodies, citizens, NGOs and
so as the private sector [27, 35]. Public-sector bodies have already started applying
the CE and sustainability implementations and strategies in their processes, namely
procurement activities [13, 63].

It has been over decades since public-sectors bodies have begun adding perfor-
mance evaluation method in their managerial implementations and processes [50,
51]. This model moved from the customary bureaucratic bodies to take into consid-
eration more of the managerialism, which is called new public management (NPM).
In this model, the valuation is considered as the main topic for the public managers
[49]. The notion of ‘more with less’ has turn into a motto where the public managers
aim to sustain or develop the quality of their service distribution [2].

However, the link between the CE activities and valuation has not been made yet.
Despite the fact that most of the public-sector bodies have stated their likelihood for
evaluating their CE performance, its application is yet at a beginning level [42]. In
order to grasp more of the CE perspective, it is important to apply the CE valuation
in the processes and strategies [60].

3 Application Scenarios of Blockchain Technology for a CE

Blockchain technology is a new practice of sharing and updating information through
connecting databases in a decentralized, open-access, peer-to-peer network. It has
been developed to guarantee the data is kept and updated in a safe, permanent and
temper-proof method. Even though blockchain is still at its emerging level, the
research in this area has been rapidly growing, which makes it vital to take into
account the moral and the sustainability effects of blockchain progress and appli-
cation. CE also emphasizes on improving sustainability and social accountability
beside economic development [3].

Blockchain technology can participate in the CE through aiding in the reduc-
tion of the transaction cost, improve performance and communication within the
supply chain, guarantee human right safety, increase healthcare patient privacy and
prosperity and decrease the carbon footprint [3].

The CE assures helping the development of a constructive human future through
the usage of technology and smart design to make the most of the use of the sources
and decrease the waste [71].

One way to make the CE effective is through giving a purpose to the new
approaches, which could be sustainable resource creation and intake, reproducing
the products and recycling. Another approach could be ensuring that the recycled
goods that companies and people are buying are not made from raw materials. In the
absence of transparency and confidence, it is probable to return back to the current
linear economy. Blockchain has the capability to develop that confidence [71].
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Blockchain is not as difficult as itmay sound. It is a circulated record that eliminate
the need for a trusted third party to check the transactions. This technology will keep
the information on transactions in present time in ‘blocks’ that are cryptographically
connected to generate an absolute record of activity. The design of the blockchain
assists in two main usages for the CE, namely verifying the origins of the product
and motivating constructive behavioural adjustment [71].

The CE indorses sustainable management of the sources, reducing the waste and
recycling of the resources. To connect these applications and actions, there is a
need for transparency to handle confidence in the product we purchase and who we
are purchasing from. Higher transparency in terms of the product origin will aid
in constructive intake and push companies to adjust the way they obtain sources.
Blockchain is considered a foundational technology for the building of clear digital
supply chain, which provides an absolute record of transaction that audit the root of
the products [71].

Promoting behavioural change without a robust and direct motivation can be
challenging. This is more or less the same as when attempting cultural changes
required to shift businesses and society towards a circular economy. One of the
approaches to promote CE would be rewarding circular buying, usage or disposal.
Blockchain has the ability to tokenise natural resources, providing themwith a unique
digital identity where people can use while trading. This method makes the value
of the resources more obvious, enabling a new mechanism of setting the price and
trading of the natural resources. It also motivates individuals to embrace circular
behaviours [71].

Blockchain stocks the data, and this could be data from IoT devices or RFID
tags. This connection with the physical world generates challenges, specifically with
regard to the quality of data [71].

IBM and Maersk have built a global supply chain solution constructed on
blockchain that already attempt to sell 10 million supply chain events per week
[71].

Blockchain can possibly turn the CE into an advanced ecosystem through
providing product assurance and dynamic boosts. The current stage is more likely a
testing stage, however as soon as large-scale pilots demonstrate the significance of the
blockchain, a huge acceptance will follow. Societies will have a chance to discover
and examine the technology via proof of ideas and pilots today. Taking into consid-
eration the capability of blockchain along with the fast pace of the advancement in
the technology, this is the right time to begin testing with it [71].

3.1 Focus on Singapore

Singapore has always been conscious towards having a balance economic devel-
opment and environmental sustainability. For the economy to grow, water, energy
and other sources are required, on the other side it creates sewerage and solid waste
which is needed to be disposed of. To handle these challenges, it is important for
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Singapore to adopt a circular economy method, which carries a holistic shift from
use and through mentality to reuse and recycle for as long as possible [92].

Singapore is in the process of presenting policies that support sustainable produc-
tion and intake, which covers the extended producer responsibility (EPR), that begin
with electronic waste (e-waste). EPR will not be limited to e-waste, and it will also
cover the packaging waste as well. Once the producers are accountable for the end-
of-life of their goods, they will have further motivation to create goods that can be
easily recycled, or build an innovative circular business prototypes to limit their waste
loop [92].

Lately, a research funding under the title ‘Closing the Waste Loop Initiative’ was
established for designing sustainable plastic materials. The objective is let plastics
to be more recyclable, easier to reuse and to remove value from the waste plastics
[92].

The research findings show that there is still a shortage of a vigorous circular cities
case studies, and there is an absence of an agreement towards suggesting a model
to be accepted and applied [36]. A thorough review over the Singapore’s method to
circular economy is currently not available.

Looking forward, Singapore is a model in terms of how the cities that are to be
circular are emerging. Singapore’s practices on the circular economy are different
from other developing countries, and these practices bring insights into the design
and application of circular economy policies for cities with similar characteristics
[26]. In spite of the individuality of Singapore as a small island state, it has apparently
different performances. As per the World Wildlife Foundation (WWF) report, the
country has the seventh largest ecological footprint in the globe [75]. This is a very
high influence taking into account the country’s economy rank in terms of GDP,
which was 37 as per the International Monetary Fund [55].

The country is also known for being the Southeast Asia’s most modern city with
regard to development of buildings and commercial constructions [66]. Furthermore,
some of the sustainable innovation started in Singapore, mainly in the field of trans-
portation, have already been implemented in other cities, namely Shanghai, London
and Stockhom [26]. Several enterprises come under the big vision of the ‘City in
a Garden’, which goes back to 1963 [100], or the upcoming vision, which is about
‘A City in Nature’ as lately issued via Singapore’s Centre for Liveable Cities, a
government organization that is a part of theMinistry of National Development [99].

Nearly, all of the Singapore city–state is less than 30 years old and is handled
in a way where the uncertainty is omitted. According to the well-known architect
Koolhaas [103], if one come across a chaos in Singapore, then it is probably delib-
erate, ‘even nature is entirely remade’. The whole story of the country explains
how it handled difficulties to be shifted from a colonial backwater into a thriving
metropolis, for instance, in international studies that focus on innovation rate, Singa-
pore is always on top of the list of the globe’s most innovative economies [43]. Even
though everything is recreated and planned, accepting the process related to circular
city is still a challenge.
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The country has adopted the year 2019 as the year towards zero waste [113], as
Singapore is operating towards becoming a zero waste country via decreasing its
intake of materials and growing reprocessing and recycling rates.

In 2019, the country’s zero waste masterplan was issued, the plan focuses on
three waste streams, namely e-waste, packaging waste and food along with new
technologies and innovation that the government is discovering to fully eliminate or
close the waste loops. At the moment, comprehending these streams depends upon
the recycling rates [100] along with the focus studies for recycle.

During the same period in 2019, the Resource Sustainability Bill was released.
As soon as it gets approved, it will ‘impose obligations relating to the collection and
treatment of electrical and electronic waste and food waste, to require reporting of
packaging imported into or used in Singapore, to regulate persons operating producer
responsibility schemes, and to promote resource sustainability’ ([101], p. 1).

However, the latest issue of the country’s Economic Budget for the year 2020 [98]
does not reveal any symptoms of circular economy, and there is a marginal focus
on sustainability economic policies during COVID-19 pandemic. This is different
as compared with Europe and China where the circular economy is expanding
which shows in the policy and their annual budgets that target maintaining the
economic growth and simultaneously enhancing social equity and the quality of
the environment.

Yet, in past years, the country has taken several steps towards a circular economy
which is worth mentioning. Some of these efforts are as follows: prominent stake-
holders, namely JTC, the industrial land authority that is studying how the industrial
zone ‘Jurong Islan’ may become more circular, began exploring the CE model [76].
Also, one of the latest partnerships with Neste, which is the world’s leading supplier
of renewable diesel, will permit Singapore to lead the creation of this fuel and also
jet fuel by 2022 [112], via altering raw materials such as waste animal fat, plant oils
and possibly dissolved waste plastic to renewable energy. Singapore is responsive,
and once it emphasizes on an idea, it will expand into a prominent force (Fig. 2).

Majority of the country’s zero waste agenda have been built lately via latest
governmental attempts (e.g. Singapore’s long-term low emissions development
strategy) and other regulations that are scheduled for the upcoming 5 years to accom-
plish the country’s main objective of 30% decrease in the waste by 2030 along with
the 70% growth in the recycling of household. Moreover, financial incentives have
also been presented to motivate private sector towards a circular economy [82].
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Fig. 2 Singapore’s zero waste framework [16]

4 Challenges of Applying the Blockchain Technology
to the CE

Lately, blockchain has received amassive attention fromscholars, engineers and insti-
tutions who will benefit from blockchain technology. Their applications have influ-
enced fields like e-finance, e-health care, e-government, smart contracts, logistics
and so on [24].

A new form of virtual currency was developed by Satoshi Nakamoto and is called
cryptocurrencies. These currencies are more protected and confirmed method of
transaction and rely on cryptographic protocols in a peer-to-peer structure, which
generates a distributed ledger. As blockchains started to become more and more
popular, a huge number of cryptocurrencies have been presented, which is highly
changing the visions of blockchains in the finance field. In these blockchain struc-
tures, all the dedicated transactions are kept in a list of blockswithmany transactional
assets [24].

Since both consent and unconsent blockchain platforms are facing difficulty to
meet the demanding real-world implementation requirements, namely low latencies,
high performance, good scalability and immediate transaction finality, the limitation
of the current model is being identified. There are several new models which have
been designed and still are developing to handle the limitation of their prototypes
[24].

Even though the future of the blockchain in nurturing the circular economy is
quite promising, yet the pathway has room for further improvements. There are
several challenges that one has to take into consideration during the implementation
of its application. The contradiction of synchronized opposition and collaboration
[10] inside a blockchain in the circular economy can increase the matters related
to conflict, confident and co-dependency [80]. The automation side of the smart
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contracts has also become a source of a concern amongst auditors, accounts and
lawyer along with the future of their roles [53, 97]. The supporting philosophy here
is to shift from the transactional to the relational and plan for business models that
are reinforced by experts, through emphasizing more on social welfare and societal
than only profit-oriented markets [81]. Blockchain intends to prompt the confidence
of the stakeholders via its distributed and immutable algorithmic structure [31].
Hence, blockchain performs as the reliable third-party authenticator of transactions.
Since all the archived are kept and restructured with unique nodes of the network,
the responsibility of the confidence moves from a third-party broker, accordingly,
offering safety and avoiding interfere [97]. Perhaps, as confidence in the structure is
improved via usage, blockchain technology will build endurance and add respected
aids to the circular economy via sustainability and social responsibility [3].

5 Suggestions for Way Forward

There exist a complex link and massive possibility of blockchain technology to posi-
tively contribute to the circular economy via sustainability and social responsibility
plan. Blockchain is supporting applications in many sectors via its ability to enhance
tracking. Blockchain implementation is analysed in several sectors and how it is
aligned with social responsibility and sustainability matters. The analysis reveals
that blockchain plays a role in the circular economy via its decentralization, ability
to distribute with high security features. Moreover, the same analysis reveals that
blockchain participates in the circular economy through aiding to decrease the trans-
action cost, improves performance and communication along the chain of supply and
makes sure that the human rights are protected. Furthermore, it improves the confi-
dentiality and welfare of the patients in the health care and decreases the carbon foot-
print. There is a possible upfront cost intricate in the implementation of blockchain
technology, even though the benefits are more likely to outweigh the challenges.
According to a study, a narrative review approach was adopted to collect two rela-
tively new fields of study. Yet, taking into consideration the exponential rate at which
the studies related to blockchain are prepared and published, more reviews would
benefit from a more quantitative perspective. There are several articles examining
how blockchain technology can play a role in the circular economy. Furthermore,
there is a shortage of studies emphasizing on social responsibility within the circular
economymodel. In addition, regulation in diverse countries ismost probably going to
impact the growth and implementation of the blockchain.More studies on the policies
and regulatory implication for blockchain and circular economy development along
with studies related to developing countries with challenges in their infrastructures
are recommended [3].

It is expected that the future cities function differently from the past cities, and
circular economy would definitely aid in this shift. Singapore has many chances for
growing towards circular economy, taking to account its initiatives towards Sustain-
able Development. In fact, the country has the ability to become leading circular
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Fig. 3 Circular economy and sustainable development goals [16]

city. Singapore’s government wide vision and plan on the circular economy allow
businesses to apply the needed transitions, and this is predicted to result in a more
demanding application of circular values [16].

The country can begin by building a physical place where an innovating commu-
nity can join and exchange their recent developments. Such ‘Circular Hub’ would
be continually creating, giving a chance to start-ups to catch the testing ground for
their circular ideas and goods [16].

There is a vital demand for more study on what the circular city method may
carry for the country’s system of food, energy, agility, water, plastic and industrial
grounds (OECD 2019). Furthermore, to participate in addressing circular economy
as themost appropriatemode for SustainableDevelopment,more research is required
on how the Sustainable Development Goals are relevant to a circular economy for
Singapore [16] (Fig. 3).

Even though each city has diverse needs, priorities, obstacles and challenges,
setting one single pathway towards circular economy seems to be impossible.

6 Conclusion

This chapter aimed to provide a better understanding of the definition and character-
istics of blockchain. Then, several application scenarios of blockchain technology
for a CE with focus on Singapore while transitioning to a CE were explained. The
country has numerous opportunities for growing towards circular economy. In fact,
Singapore has the capability to turn into a leading circular city. The country’s wide
vision and plan on the circular economyallowbusinesses to apply the desirable transi-
tions, which is predicted to result in a more demanding application of circular values.
Singapore can start with building a physical place where an innovating community
can join and exchange their recent developments. Such ‘Circular Hub’ would be
continually creating, giving a chance to start-ups to catch the testing ground for their
circular ideas and goods.
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Furthermore, some of the challenges that still exist when applying the current
blockchain technology to the CE have been discussed and analysed. It is worth
noting that despite the fact that the future of the blockchain in nurturing the circular
economy is quite promising, yet the approach has room for further improvements.
As discussed, some of the main challenges that need to be taken into consideration
during the implementation are the contradiction of synchronized opposition and
collaboration inside a blockchain in the circular economy, which can increase the
matters related to conflict, confident and co-dependency. Moreover, it is predicted
that the future cities function differently from the past cities and circular economy
would definitely aid in this shift.

There is a strong demand for further studies on what the circular city method
may carry for the country’s system of food, energy, agility, water, plastic and indus-
trial grounds. Moreover, to contribute in addressing circular economy as the most
appropriate mode for Sustainable Development, more studies are required on how
the Sustainable Development Goals are relevant to a circular economy for Singapore.

Lastly, while each city has different requirements, priorities and challenges,
allocating one single approach towards circular economy seems to be unfeasible.
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Abstract Traditional supply chain management (SCM) has some drawbacks
concerning real-time and secure data about goods in transit. These require trans-
parency to establish trust among various entities involved. Currently, it is being
managed by third-party centralized controllers which make data more vulnerable.
These disadvantages can be overcome by the adoption of blockchain in SCM.
Blockchain is a decentralized ledger for storing, recording, managing, and transmit-
ting data in a peer-to-peer (P2P) network. In such protocols, immutable cryptographic
signatures named as hash are used to record transactions. It records information in
such a manner that makes it completely impossible to alter, change, cheat or hack the
system. Verification of transactions and consensus algorithmsmaintain data integrity
and security. This paper works toward providing a brief survey on recent advances
in SCM and comprehensively shows different ways of integrating blockchain tech-
nology in SCMaccording to different use cases. This paper comprehensively presents
the evolution of blockchain technology and its current state. It provides a summary
of different types of blockchain and the internal architecture of a standard blockchain
protocol. The paper encapsulates some standard consensus methods such as proof of
stake and proof of work. Further, the work summarizes various challenges associated
with inculcating blockchain and highlights the major future research scopes in this
context.

Keywords Supply chain management · Blockchain · Decentralization · IoT · Peer
to peer · Logistics · Smart contracts

1 Introduction

SCM is the process of enhancing the entire business architecture by making it more
flexible and agile. Themain purpose of SCM is to upgrade the goods or services and to
focus on how tomaximize the total value and capital of the organization by efficiently
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managing the resources. SCM represents the attempts by the producers to create and
implement the supply chains in a more feasible and effective way aiming to centrally
control the production of the goods. There are five basic elements in an SCM system
that are planning, sourcing, making, delivering, and returning. Blockchain is one of
the most evolving technologies in the present world and has a versatile implementa-
tion for trade arrangements, cross-border transactions, business decentralization, and
many more. Blockchain is a decentralized system of managing data and information
implemented on a P2P network [1]. Blockchain, being decentralized, is capable of
eliminating a single point of failure by using immutable documentation of the data
and authorized admittance of the user [2]. Transparency, traceability, security, effi-
ciency, confidentiality, and immutability are the key features that can be ensured in
the SCM system with the implementation of blockchain technology [3].

Various challenges in the supply chain can be solved based on the above-
mentioned blockchain features. There is a wide array of use cases of blockchain
in SCM like invoice processing, logistics, product traceability, etc. Blockchain helps
industries like E-commerce, logistics, agriculture, food, etc. [4]. The tokenization of
a product or an asset helps to make it tradeable [5]. Blockchain when added with the
Internet of Things (IoT) devices can be used for traceability in the food and pharma-
ceutical industries [6]. IoT devices can record different metrics such as temperature,
humidity, and vibration [7]. In order to ensure automatic redress, blockchain and
smart contracts are implemented in case the readings fluctuate out of the range [8].
The implementation of the blockchain using smart contracts that can automatically
redress the errors in the data displays a splendid example of the recent advances
in SCM and how it can be decentralized and can be made more efficient by using
blockchain. A summary of the contributions of this work is mentioned below.

• This work presents an introduction about the SCM and different use cases of
blockchain in SCM and how it can be implemented using different mechanisms.

• This work presents an in-depth survey and explores state-of-the-art blockchain
technology highlighting its emergence, classification, characteristics, architec-
ture, and consensus mechanisms.

• This work demonstrates the processes involved in the working of blockchain.
• This work highlights the need for leveraging blockchain technology in SCM and

also discusses different use cases of blockchain in SCM.

The remainder of the paper is organized as follows. Section 2 is a literature
review that explores all the previous research efforts made and different ways to
solve the problems of logistics and supply chain. Section 3 extends an outline
of blockchain technology and gives a summary of consensus algorithms; it also
discusses blockchain transactions and the steps involved to execute them. Section 4
throws light on the need for integration of blockchain and various ways to implement
blockchain to improve SCM. It also highlights different use cases where blockchain
can be used in SCM. Section 5 contains the inference and future research directions
in the field.
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2 Literature Review

Madhumita et al. [9] developed a very effective protocol that is based on a lightweight
blockchain that uses radio frequency identification (RFID)-based authentication.
This system is developed for a 5Gmobile computing environment called lightweight
blockchain-enabled radio frequency identification (LBRAPS). LBRAPS uses opera-
tions like one-way cryptographic hash, bitwise exclusive-or (XOR), bitwise rotation
only. This mobile computing environment is secured against attacks. The trade-off in
functionality, communication, computation costs, and features of LBRAPS is better
than that of existing protocols. Chang et al. [10] study comprehends and provides a
design to apply blockchain in the management of the supply chain from a point of
view of literary analysis. It also highlights future efforts regarding supply chain and
blockchain integration and their social impact. Malik et al. [11] propose a three-layer
framework called Trustchain that tracks interaction among participants of the supply
chain. It actively assigns scores considering all the interactions and reputation. The
novelty of Trustchain stems forms a model that evaluates reputation on parame-
ters like entity trustworthiness, events on the blockchain, quality of commodities,
also its support for reputation scores that separate between products and a supply
chain participant, enabling the allocation of product-specific reputations for the same
participant and uses smart contracts for automated and unbiased calculation of scores.

Rejeb et al. [12] derive research propositions of how features of IoT like
immutability, traceability, quality, security, etc., can be impacted by blockchain. It
also illustrates how the integration of blockchain and IoT can help applications in the
modern supply chain. Sahai et al. [13] propose a solution that makes cryptographic
accumulators zero knowledge proofs that guarantee privacy as well as traceability.
They provide an evaluation for implementing their protocol on hyperledger fabric.
Their work illustrates a blockchain-based model for the supply chain that gives
an efficient tracing for contamination while accounting for traceability as well as
privacy. Shakhbulatov et al. [14] provide a newway to track carbon footprint on food
production and its various supply chain stages. They design a system to do so by
using a cluster-based record keeping the private data safe. The system implementa-
tion is evaluated on its latency under various conditions. They also show blockchain
implementation is scalable with a large number of rows. Niya et al. [15] demon-
strate the implementation of a supply chain application that works on the Ethereum
blockchain. This decentralized application (DApp) gives a general-purpose platform
as well as a hardware-independent approach that facilitates object combinations and
tracking of transformation.

Wu et al. [16] give a detailed analysis of new requirements, potential opportu-
nities, and provide methodologies for developing blockchain-based SCM systems.
They also provide solutions for technical challenges in terms of access control, scal-
ability, and data retrieval. They have also done a case study for designing a system
for food traceability and providemore insights for technical challenges. Hinckeldeyn
et al. [17] present a prototype that implements smart contracts using smart storage
containers to study the potential of IoT and blockchain in logistics. They present
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Table 1 Comparative summary of existing related surveys

Reference Year Contribution

Madhumita et al. [9] 2019 Used RFID-based proof mechanism to design a blockchain
system for a mobile computing environment making the system
reliable against the attacks

Chang et al. [10] 2020 Worked on the literary survey to provide a model to implement
blockchain in SCM

Malik et al. [11] 2019 Developed Trustchain, a three-layered architecture model to
track the exchange between supply chain members

Rejeb et al. [12] 2019 Worked on the integration of the blockchain with IoT for the
purpose of enhancing the supply chain

Sahai et al. [13] 2020 Proposed a method based on the cryptographic accumulator’s
zero knowledge proof aiming to enhance privacy and improve
tracing

Shakhbulatov et al. [14] 2019 Designed a system for carbon footprint tracking on foods using
the collection of data implementing blockchain

Niya et al. [15] 2019 Proposed the supply chain based on the Ethereum blockchain
for tracking and decentralization of products

Wu et al. [16] 2019 Presented a case study to deal with technical challenges in the
supply chain and enhance food traceability

Hinckeldeyn et al. [17] 2018 Developed a smart storage container for a blockchain-based
supply chain using Ethereum-based smart contracts

Wen et al. [18] 2019 Introduced a mechanism to align IIoT to the blockchain and
proposed a fine-graded data sharing method for the supply chain

a system where an Ethereum-based smart contract is connected to a smart storage
container. The proposed smart contract is developed to process payment through a
multi-signature wallet of three parties. They also provide further research implica-
tions from this prototype study. Wen et al. [18] propose a system to connect Indus-
trial Internet of Things (IIoT) devices that record and monitor real-time data in the
network to the blockchain by implementing smart contracts. The blockchain-based
supply chain structure provides collaborative solutions between all entities. This
structure uses a fine-grained data sharing scheme. The smart contract can only be
accessed and executed by companies and entities that satisfy access policies. This
scheme ensures the reliability of data and privacy. A comparative study of existing
work in this area of study is summarized in Table 1.

3 Basics of Blockchain

The blockchain concepts were first proposed in 2008. It is a system or a specific type
of decentralized database which records data in such a way that makes it completely
impractical to alter, change, cheat, and hack the system. It is a kind of digital ledger
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that keeps transactions in a form of records that are further distributed and duplicated
across the entire blockchain network. Each block in the chain consists of some
data and is chained together along with the number of transactions. The blockchain
maintains a chronological order, whenever a new data comes into a new block, it
gets chained with the previous block and a record of that transaction is added to
the ledger of every participant. Blockchain works on distributed ledger Technology
(DLT) in which an immutable cryptographic signature named as the hash is used to
record transactions.

3.1 History of Blockchain

The first blockchain technology was introduced by W. Scott Stornetta and Stuart
Haber in 1991. They proposed a solution for the security of digital documents,
and these documents can be secured using a time-stamping technique so that they
could not be tampered with and backdated. For this, they developed a secured chain
of blocks using cryptography to store the time-stamped documents. In 1992, the
concept of Merkle trees was introduced, which makes a more efficient blockchain
because using it one can store multiple documents in one block [19]. A secured chain
of blocks can be created using Merkle trees. Record of each data is connected to the
previous one before it along with the series of data records stored in the block. The
patent for this lapsed in 2004 and this technology went unused.

In 2004, a system called reusable proof of work (RPoW) was developed as
a prototype for digital cash by cryptographic activist and computer scientist Hal
Finney. He developed an RSA-signed token that can be further transferred from one
person to another. In 2008, Satoshi Nakamoto introduced the concept of distributed
blockchains. According to his introduced design, appending a block in the chain does
not require any sign by trusted parties. He used the P2P network for verifying and
time-stamping each transaction. These modifications were so efficient that makes
blockchain very useful in the modern-day cryptocurrency space. Different stages in
the evolution of blockchain technology are summarized in Table 2.

3.2 Architecture of Blockchain

A blockchain is designed as a completely decentralized network, and its architecture
maintains a list that can update the ordered records, commonly referred to as blocks.
As described in Fig. 1, each block maintains a time stamp, current and previous
block’s hash, and data inside the block. A blockchain network has the following
architectural components:
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Table 2 History of blockchain

Year Brief history

1991 W Scott and Stuart Haber Stornetta described a chain of blocks that is
cryptographically secured for the first time

1998 Bit gold, a digital currency, was introduced by computer scientist Nick Szabo

2000 Stefan Konst proposed ideas for the implementation of cryptographically secured
chains and also published his theory

2004 A prototype for digital cash was developed by Hal Finney based on a system called
RPoW

2008 Model for a blockchain introduced on a white paper by developers working under
Satoshi Nakamoto

2009 First blockchain technology was implemented by Nakamoto for bitcoin’s public ledger
for transactions

2014 Blockchain 2.0 was born and separated from the currency. Blockchain technology is
explored for other domains like inter-organizational, financial transactions

Fig. 1 Architecture of blocks

3.2.1 Transaction

Transactions can be termed as basic building blocks of a blockchain system. Mainly
they have a sender address, a recipient address, and a value. The value is digitally
signed by the hash generated through the public key of the receiver and adding the
previous transaction. These transactions are bundled together in a form of blocks
and then delivered to each node in the network. After the distribution of transactions
throughout the network, they are independently processed and verified by each node,
and then each transaction is time-stamped and collected in a block.
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3.2.2 Block

Information like transactions and block headers resides in a block. Blocks are basi-
cally a kind of data structure used to bundle sets of transactions and then added to
all nodes in the network. Blocks are generated through a process known as mining.
Mining is used to create a valid and acceptable block for the entire network [20].
There are mainly three types of blocks: blocks of the main branch, blocks of the side
branch, and orphan blocks [21].

• Main branch blocks are used to add to the main blockchain.
• Side branch blocks are used as references to the parent block.
• Orphan blocks are used as references to parent blocks that are unknown to the

node processing the block.

3.2.3 P2P Network

Blockchain uses P2P networks to make them decentralized and more secure. Every
participant of the network will get the full data of the blockchain [22]. This P2P
network in blockchain works on the Internet protocol which has a flat topology with
no centralized node. A P2P network is not like a centralized network and does not
have a single point of failure or attack that is why they are more secure. These peers
in the network are used as storage and computing power that is required for the
maintenance of the network.

3.2.4 Consensus Algorithm

Consensus algorithms are used to maintain the copies of a single ledger in a synchro-
nized way. The nodes in the network use these algorithms to make their local copies
consistent and updated [23]. Firstly, a consensus algorithm sets up a process to
verify, validate, and confirm transactions and then records those transactions in a
large distributed directory, creation of a block record, i.e., blocks in a form of a
chain, and finally implementation of consensus protocol. Thus, verification, vali-
dation, immutable recording, and consensus lead to the security and trust of the
blockchain. Some of the consensus algorithms widely used in blockchain are as
follows:

• Proof of Work (PoW): PoW tackles a computationally challenging task while
creating a new block in the blockchain network. It is also used for the selection
of a miner for the generation of the next block. It is basically used for guessing
the string that generates a 256-bit hash, produced by the SHA256 algorithm [24].
Solving the complex mathematical problem is called mining, and in cryptocur-
rency miners are usually rewarded for their work. The odds of solving these
problems are about 1 in 5.9 trillion, and trial and error is the only method used to
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Table 3 Comparison of various consensus protocols

Speed Consumption of energy Security Centralization degree

PoW Slow Very high Secure Very low

PoS Normal Normal Secure Low

PoB Normal Very high Secure Very high

PoET Normal Low Secure Very low

solve these. A considerable amount of energy in the form of substantial computing
power is required in order to solve these complex mathematical problems.

• Proof of Stake (PoS): PoS validates the transactions to get transaction fees. It
was introduced as an alternative to PoW. In this, nodes work as validators and are
randomly assigned to validate. The probability of this selection depends on the
particular node’s stake. For the miner, PoS makes an attack less advantageous by
structuring compensation. Currently, the concept of PoS is only used by altcoins.
When it comes to unrelated areas such as logistics, big data, artificial intelligence,
and other mathematical fields, then PoS is more favored than PoW.

• Proof of Burn (PoB): PoB is used as a transaction tool in the blockchain that
improves the functioning of the blockchain. It is used as a more sustainable alter-
native consensus to resolve the high-energy consumption problem of PoW that
is why it is often known as PoW without energy waste. It does not depend on
mining hardware and does not require powerful computational resources. Some
of the advantages of PoB are more sustainability, no need for mining hardware,
less centralized coin distribution or mining, and reduced circulating supply with
the help of coin burns.

• Proof of Elapsed Time (PoET): PoET was developed by Intel Corporation that
determines mining rights and block winners for a permission blockchain. Basi-
cally, it works on a lottery system in which all participating nodes across the
network, present in the blockchain, have an equal chance of winning. Each node
must go to sleep for a random amount of wait time that is generated by the PoET.
The node that wakes up first because of its short wait time will win the block. The
workflow of PoET is quite similar to PoW, but PoET consumes less power because
of its increased efficiency as it allows a miner’s processor to switch to another task
and sleep for the specified time. Table 3 shows some of the differences between
various consensus algorithms used in blockchain.

3.3 Types of Blockchain

There are mainly three main types of blockchain that are public blockchain, private
blockchain, and consortium blockchain. Each one of them is used to fulfill a problem
or a certain set of problems. Different types of blockchains are explored in the
subsections below.
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3.3.1 Public Blockchain

Public blockchain works on the concept of distributed ledger technology (DLT). This
kind of blockchain is mainly used in cryptocurrencies like Bitcoin [25]. It eliminates
the problems that occur with centralized systems, i.e., transparency and security.
DLT distributes data across a P2P network and does not store data in any one spot.
Its decentralized nature requires some technique for confirming the genuineness of
information. High security, an open environment, no regulations, and anonymous
nature are some of the features of a public blockchain.

3.3.2 Private Blockchain

This blockchainnetworkhas a restrictive environment basically like a closednetwork,
and only authorized participants can access it [26]. It is managed and controlled by
a privately owned organization. Specific rights and restrictions are granted to the
participant in this blockchain. This blockchain is not fully decentralized like a public
blockchain. High efficiency, full privacy, and stability are some of the features of
private blockchain.

3.3.3 Consortium Blockchain

The fourth kind of blockchain, consortium blockchain, also called a semi-
decentralized type of blockchain, is like a hybrid blockchain in that it has private and
public blockchain features [27]. This type of blockchain ismanaged bymore than one
organization. It is quite similar to a private blockchain, and also more like a permis-
sion platform, not a public platform. Faster speed, scalability, and low transaction
costs are some of the features of consortium blockchain.

Table 4 shows the difference between all three types of blockchain taking into
consideration characteristics like access, consensus mechanisms, use cases, etc.

3.4 Working of Blockchain

Since blockchain is used as a decentralized ledger for all transactions across a
P2P network, using these network technology, participants do not require any
central authority for the confirmation of transactions. Figure 2 shows multiple steps
associated with the working of a blockchain.

As mentioned in Fig. 2 firstly, a transaction is requested by a user, and corre-
sponding to that a secured block is created, representing that transaction is created.
Each block contains three basic elements, i.e., data, a nonce, and a hash in the block.
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Table 4 Different types of blockchain

Parameters Private blockchain
(requires permission)

Public blockchain
(permissionless)

Consortium or hybrid
blockchain

Access Single organization Anyone Multiple selected
organizations

Network type Partially decentralized Decentralized A hybrid between
private and public
blockchain

Determination of
consensus

Set of selected nodes All miners in the
network

Within one
organization

Advantages Controlled access, high
performance, and security

Independent,
transparency, and
trustworthy

Scalability, security,
and access control

Disadvantages Less trustworthy and
auditability

Performance,
security, and
scalability

Transparency

Use cases Asset ownership, and
supply chain

Cryptocurrency and
document validation

Research, supply
chain, and banking

Fig. 2 Steps involved in blockchain

• A nonce is a whole number of 32-bit that is used for the generation of a block
header hash [28].

• A 256-bit number associated with the nonce is known as a hash.

A nonce generates a cryptographic hashwhen the creation of the first block occurs.
The data that resides in the block is treated as forever tied and signedwith the hash and
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nonce unless it is further mined by the miners. Miners help in creating a new block
in the chain through a process termed mining [29]. Each and every block present in
the chain excluding the genesis block that is the first block in the chain contains the
hash of the previous block along with its own unique hash and nonce. To generate an
acceptable hash, miners use software that can solve complex problems for finding a
nonce. Making any kind of change or altering any block that is present in the chain
requires re-mining of all the other blocks that come after that particular block.

After successful mining or creation of a block, the requested transaction is broad-
casted over the P2P network, as mentioned in step 3 in Fig. 2, to validate it by
the nodes present in the network [30]. Any electronic device which has copies of
the blockchain and can also maintain those copies can be termed as nodes in the
blockchain. In order to append a new block or make a change in the existing block
the requested transaction must be algorithmically approved by every node associated
with that blockchain network. Lastly, once the nodes verify the transaction, the new
block is appended to the existing blockchain as mentioned in the last step of Fig. 2.
These blocks are bound and secured to each other using cryptographic algorithms.

4 Supply Chain Management

The supply chain has a big role to play in the world’s economy as it accounts
for more than 76% of the global trade. Tracks of the supply chain are found way
back since 1911, when the founder of industrial engineering, Fredrick Taylor, tried
scientific management to improve the manual loading in his work. Between 1940
and 1950, to obtain better warehouse space, layout and racking, pallet and pallet
lifts mechanization was researched to improve logistics. During the 1980s, logistics
transformation based on personal computing began to improve SCM. In the 1990s,
enterprise resource planning (ERP) systems came into existence to boost logistics.
Globalization in the manufacturing process during the mid-1990s helped spread the
term “supply chain”. With the increase in the industries and productions, the supply
chain became a major part of their development process. Implementation of supply
chain management nowadays is widely spread in the industry in one or the other
form. Inventory management, warehouse management, logistics and transportation,
production, customer service, security, business, e-commerce, etc., are some of the
fields which are operated based on different SCM methodologies [31].

SCM includes multiple stakeholders and participants and several processes in
various steps. SCM’s efficiency is measured against the competitive nature of the
industry to sustain and to provide quality goods and services to the end user coping
up with high risk and greater demand. Sometimes it is difficult to keep records of
ownership, processes, and materials at multiple steps [32]. The kind of SCM which
exists today has various limitations [33]. Rapidly increasing demand to operate more
transactions and services in the fast-pacedworld globally is tough. Traditional supply
chain contract architecture is developed based on the asymmetric data of supplier
reliability [34]. Ensuring transparency, flexibility, and reduction to risk factors and
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meeting the needs of end users can be managed efficiently using blockchain tech-
nology. SCMhas become very essential in any 34th blockchain-based industry for its
improvement and accuracy in real-time information about products, in the in-transit
movements, and in making correct decisions for supply chain operations [35].

4.1 Motivation for Applying Blockchain in SCM

There are several drawbacks in the traditional SCM which cause problems in its
implementation in the industries. One of the major problems is information asym-
metry where the length of the supply chain is very large which results in spamming
the entire SCM from the producers to the clients. Due to such a vast implementa-
tion of the supply chain, it needs to be more reliable than it has been earlier. Any
fault in the supply chain will cause a considerable loss for the industry. In order
to fulfill the dynamically changing requirements, a very reliable technology such
as blockchain provides a suitable solution for the same [36]. Blockchain is capable
of eliminating a single point of damage due to its decentralized behavior by using
immutable documentation of the data and authorized admittance of the user.

There are several requirements that can be efficiently and effectively satisfied by
the implementation of blockchain, hence there is no better choice than blockchain
for industries to manage their respective supply chain. Firstly, traceability is the
most important and frequent use case for management in the quality of sensitive
products such as food or medicine. Secondly, provenance is required for keeping
records of product ownership through the supply chain. From origin to the final stage,
blockchain should grant records of a product at each stage. Thirdly, distribution is
required because the transaction and the activities in the supply chain will not be
managed by any centralized organization, and each node in the supply chain keeps
the record of the state of the transaction, any fault at any network node would not
result in the entire supply chain to be destroyed. Lastly, immutability, sustainability,
data privacy, confidentiality, and transparency are some of the other major factors
considering the implementation of blockchain in SCM [37].

Blockchain works as a record-keeping system. Blockchain ledgers are basically
transaction records that are managed by multiple nodes which makes it impossible to
manipulate the transaction records.A blockchain-based supply change can contribute
to recording price, location, date, certification, quality, and many such related data
to be managed more efficiently. The traceability of goods and products in the supply
chain can be improved using blockchain and also helps in reducing the chance of loss
in the gray market which, in turn, enhances the transparency throughout the process
of production to supply and also boosts the position as a leader in fair production
industries [38].
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4.2 How Blockchain Can Be Implemented?

There are supply chain challenges that can be solved based on the following
blockchain protocols. Hash map table, a secondary data structure can be used
to operate with the data in the blockchain. Different consensus algorithms and
blockchain frameworks have been proposed to deal with the problems in the products
and services supply chain in specific industries. Blockchain can be implemented by
Ethereum and InterPlanetary File System (IPFS) which is a decentralized mecha-
nism with efficient and fast data tracking speeds and unchallenging access to data
for a huge count of stakeholders at different levels in the supply chain [39]. In order
to input data to the blockchain, standard IoT devices and RFID tags can be used on
products such as food and wood industries, which can add labels to the products and
the same can be stored in the corresponding blockchain [40].

Smart contracts can be of potential use for blockchain implementation in SCM.
In order to avoid managerial risks, thievery, fraud, or other miseries, agreements
and regulated conditions can be written in computer code for implementing smart
contracts, and when the blockchain network gets added up by these smart contracts,
they are shared to all the linked nodes [41]. Any new change in a particular database
can activate the given conditions which lead to the execution of related process
flow. Smart contracts may help in the automation of the process and execution of
the obligation as well. There is a wide array of use cases of blockchain in SCM
like invoice processing, logistics, product traceability, etc. Blockchain helps the e-
commerce industry by increasing the efficiency in invoice and payment processing
[42]. Moreover, payments can be automated by using smart contracts. This is a faster
process than the traditional process that may take up to thirty days. The tokenization
of a product or an asset helps to make it tradeable. Hence, the end user can assign
ownership without involving any physical transfer of assets. Blockchain allied with
IoT devices can be used for traceability in the food and pharmaceutical industries. IoT
devices can record different metrics such as temperature, humidity, and vibration.
The information is kept in a blockchain, and smart contracts are implemented to
make sure the self-regulating correctness if any of the feeds go out of the defined
range.

Many food safety concerns, such as contamination, can be tracked and isolated.
Many issues arise due to less visibility in the supply chain and slow responses to
them [43]. A consortium, in order to make sure the transparency of the entire product
transportation and its position, is utilizing blockchain inside the supply chain [44].
Modern supply chains are handled by third parties, and therefore, the interaction
between suppliers, providers, and customers is minimized. The logistics industry can
be reinvented by the use of blockchain as it provides verifiability to transactions and
can be coordinated autonomously without involving a third party. Blockchain helps
an individual to authenticate the source of the product as well as its transportation
from the producer to the end users. Blockchain in SCM can also revolutionize the
energy industry. It may enable users to sell excess power to the distributor. Figure 3
shows the implementation of blockchain in SCM using various methodologies.
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Fig. 3 Implementation of blockchain in SCM

4.3 Opportunities for Integration of Blockchain and SCM

Blockchain provides increased transparency and efficient and cost-effective scala-
bility with reduced risk across SCM. Some of the chief potential benefits of applying
blockchain in SCM are increased visibility over contract manufacturing, meeting
corporate standards by increasing traceability of material supply, reduced counterfeit
products, and lower administrative costs. Some of the secondary potential benefits
of applying blockchain in SCM are to reduce potential public relations risk from
malpractices of the supply chain, to provide transparency of materials used in prod-
ucts that lead to strengthening the reputation of corporate, to engage stakeholders,
and to improve the public trust and credibility of data shared. Listed below are some
potential use cases of blockchain in SCM and descriptions of crucial solutions to
them.

4.3.1 Provenance for Food and Beverage

The food sector always tackles frauds, scandals, and inefficiencies of the supply chain.
Today our food system does not meet the assurance and transparency demanded by
many customers. This problem can be eliminated by a collaboration of participants
over a blockchain networkwhich can ensure transparency and a trusted data platform.
Consumers can know detailed information about the product such as the geographic
location, logistics information, source and ingredients of the products, inspection
report, even temperature data by the use of quick response (QR) code, and the party
who produces data in the blockchain will time-stamp and cryptographically sign the
data accordingly [45].
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4.3.2 Digitization for High-Value Products and Anti-Counterfeiting

The amount of counterfeiting has reached 1.82 trillion dollars USD by 2020, which
has increased concern over the legitimacy of pre-owned luxury products in secondary
markets.Blockchain allows the digitization of products and establishes a link between
physical commodity and unique identity on the blockchain through the use of near
field communication (NFC) tags. With the use of this digitized identity, we can track
the life cycle of products from manufacturing to consumer. Moreover, ownership of
the product can be tracked by tying it to the account of the user and can be transferred
in the case of secondary markets [46].

4.3.3 Digital Asset Passport

Using blockchain technology frauds in asset exchange can be eliminated. The autho-
rized parties can maintain and create the digital asset passport by attaching a digital
ledger along with registering it on the blockchain. Ownership data of the asset will
be stored, secured, and time-stamped by the blockchain. Read and write access to
the digital asset can be controlled by the asset owners, and potential buyers can see
the information from the collected data. When the asset is sold, the data associated
with that particular asset will be added and replicated in the blockchain accordingly.

4.3.4 Digital Low-Carbon Emission Ecosystem

Various concerns about global warming, carbon emissions, and pollution have been
raised by international organizations. Some of the issues that hinder current progress
in lowering carbon emissions are non-quantifiable nature, unfair execution of poli-
cies, and lack of effective regulation. Implementation of blockchain can digitize and
quantify user behavior. Validation of data of user’s behavior can be done through
the execution of smart contracts along with transparent proofs [47]. User’s behavior
can be marked by IoTs and the others from different use cases such as electric
charging station use, driving electric vehicles, public transportation use, carpooling,
and eco-friendly household appliances.

5 Conclusion

This article addresses an important problem of integrating blockchain in SCM.
Orthodox SCM has various weaknesses regarding data integrity, security, and trace-
ability. Blockchain provides automation, and all the drawbacks of SCM are over-
come by integrating it. Decentralized systems empower permissionless ownership.
Consensus is supposed to make a decision that means a group of nodes approve the
transactions as opposed to an individual node. Distributed ledger on P2P networks
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provides a way to store data and makes it immutable. Blockchain also provides
tokenization of goods to be transported. The paper summarizes and explores different
ways of adapting blockchain into traditional SCM. This paper also shows various
ways to implement blockchain depending on various use cases in SCM. It also
discusses various trade-offs associated with blockchain and SCM. It also highlights
directions where advances can be made in future concerning blockchain and SCM.
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