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Abstract The Internet of Things (IoT) connects every device possessing some
element of computer technology or a digital interface. These devices constitute a
global interconnected network that bridges the gap between the physical and virtual
worlds. Today, there are two major applications for loT—Consumer Internet of
Things (CIoT), concerned with interactions between consumers and IoT devices,
and industrial Internet of Things (IIoT), focussed on the utilisation of IoT for
designing industrial systems. With the proliferation of IoT devices for myriad
applications, it is becoming increasingly important to investigate and understand the
factors essential to securing them against external threats. These factors directly
influence the design, functionality and the standards and regulations for IoT devi-
ces. This paper defines the trust and resilience of IoT systems and provides
unambiguous definitions for key factors (security, privacy, safety, recoverability,
reliability and scalability) that directly influence the trust and resilience of IoT
systems. Based on the results of a survey conducted amongst IoT consumers and
experts, this paper ranks each of these factors in the order of their importance in
determining the trust and resilience of CloT and IIoT systems. These rankings are
generated using the analytic hierarchy process (AHP) and a pairwise analysis of the
collected data.

Keywords Internet of things - Trust and resilience - Security

1 Introduction

The International Telecommunication Union Telecommunication Standardisation
Sector (ITU-T) defines the Internet of Things (IoT) “as a global infrastructure for
the information society, enabling advanced services by interconnecting (physical
and virtual) things based on existing and evolving interoperable information and
communication technologies” [1]. IoT broadly refers to the worldwide system of
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devices that are connected to the Internet and can communicate and exchange data
with each other. Today, [oT connects every device that possesses some element of
computer technology or a digital interface. These include devices such as Amazon
Echoes, which function as smart speakers and assistants, and fitness bands, which
track your activity and monitor your health. IoT is responsible for bridging the gap
between the physical and virtual world and has been extensively employed in
myriad applications ranging from home automation to facility management.

These applications depend on the collection of data through sensors, which can
measure physical quantities in the surrounding environment. IoT devices, com-
posed of a multitude of these sensors, are integrated with powerful IoT platforms
capable of organizing and manipulating the collected data to perform specific tasks
[2]. For example, using IoT technology, smart lights containing proximity sensors
are able to turn on or off when they detect the presence or absence of people nearby.
More often than not, IoT devices and platforms are enabled with artificial intelli-
gence (Al) to effectively handle and detect patterns in the enormous amounts of
incoming data, allowing for enhanced convenience [3]. Using Al, the same smart
lights can learn your sleep and work patterns and automatically adjust the lighting
to suit your needs.

Historically, consumer devices, home control systems and industrial machines
have been offline and not connected to any network. These entities were inherently
secure since they could only be compromised through physical access. At the turn
of the century, however, there was a significant explosion in computing power and
techniques for data analysis, enabling the shift of security and safety systems to
virtual platforms [4]. This shift came with its associated risks, both in terms of data
leakages and reductions in the integrity of these systems. The past decade saw the
emergence of the concept of IoT, associated with an increase in the connectivity of
physical devices with each other and with virtual systems. In fact, Gartner forecasts
that over 25 billion connected devices will be in use around the world by 2021 [5].
This ever-rising number of IoT devices, which is expected to soon surpass the
number of people on the planet, has brought into question their trust and resilience.
The immense scale of implementation and the intricacy of the computer systems
involved in developing IoT devices leave them vulnerable to malicious hackers and
cyber attacks [6]. Each unsecured endpoint serves as a potential location for attacks
that can cripple entire IoT systems.

In 2017, Ronen et al. [7] discovered a vulnerability in the Zigbee protocol for
IoT devices, allowing them to develop a self-replicating Zigbee worm to exploit
Philips Hue smart lamps. This worm could spread to other lamps based on their
wireless connectivity and physical proximity. Their research had large implications
since similar attacks could be carried out across entire cities, leading to city-wide
blackouts. More recently, in February 2020, it was demonstrated that several Philips
Hue smart lamps could be hacked with the assistance of drones.

It is evident that device interoperability, trusted communication and the secure
sharing and management of data are key aspects that need to be addressed when
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designing and analysing IoT systems. Thus, research into developing standards for
and enhancing the resilience of IoT systems has gained considerable traction in
recent years.

2 Consumer and Industrial Internet of Things

IoT can be categorically divided into consumer IoT (CloT) and industrial IoT
(IIoT). ClIoT is the more widely known variant of IoT and broadly encompasses IoT
devices used to meet consumer needs and increase consumer convenience. CIoT is
mainly focussed on residential and consumer interactions with IoT devices such as
smart home appliances and wearable technology. IIoT, on the other hand, is
concerned with using IoT devices for industrial applications such as synchronisa-
tion of manufacturing equipment and operation of integrated supply chains. IloT
makes use of a combination of sensor-driven computing, data analytics and intel-
ligent machines to promote the efficiency of industrial processes and increase
enterprise productivity [8].

Since IIoT systems involve the transmission of vast amounts of confidential data,
unauthorized access to this data has far-reaching impacts. Despite being less pop-
ular and prevalent, IloT has made significant progress towards standardisation with
the help of industrial consortiums dedicated to the advancement of machine-
to-machine communication and the promotion of open standards for security and
interoperability [4]. These standards have continuously been revisited and updated
for several years.

CloT devices are independently developed by smart device and application
providers through the use of traditional interfaces, which emphasise usability and
functionality over trust and resilience [9]. Mechanisms to ensure security, privacy
and safety are often incorporated solely on the basis of present consumer needs
without appropriate planning for subsequent integrations. These concerns arise due
to the absence of well-documented standards for CIoT systems, and as a result of
the fact that CIloT devices are marketed directly to consumers with limited
knowledge of security protocols. For example, in September 2019, a couple’s smart
home was compromised by a hacker, who took control of their cameras, played
disturbing music and manipulated the heat levels in their house by accessing the
Google Nest thermostat. This is just one of the many attacks that have been carried
out on CIoT systems.

With the widespread adoption of both CIoT and IloT devices, it is becoming
increasingly important to investigate the issues and challenges related to their trust
and resilience. The impact of the various characteristics of trust and resilience on
the buying and adoption decisions of consumers and industries is of great
significance.
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3 Literature Survey

Recently, much research has been conducted in order to identify the security and
privacy risks associated with IoT devices. Atlam and Wills [10] analysed the
security, privacy and safety requirements for IoT systems. They reviewed the
challenges faced in IoT security and privacy and presented a case study revolving
around the security threats affecting smart cities. Additionally, they provided details
regarding the implementation of security and privacy by design and listed the types
of cyber and physical attacks that can affect IoT systems. Papp et al. [11] wrote a
primer on hacking the hardware and software of IoT systems, where they analysed
the most commonly employed methods and scientific research on IoT hacking.

Prior research has focussed on the development of malware to test the resilience
of IoT systems. A few of these attempts have been successful in depicting threats to
IoT protocols on a global scale [7, 12]. In an attempt to enhance the recoverability
of IoT systems, researchers have also proposed self-recoverable IoT architectures,
which employ time synchronisation combined with a novel algorithm to achieve
formerly unobtainable results [13].

Within the field of IoT, there has also been research into the specific security
threats and concerns related to CloT and IIoT, with individual analyses having been
performed for both CIoT [14, 15] and IIoT [16] systems. In order to achieve
significantly higher levels of security and privacy, researchers have explored the
viability of applying blockchain to CIloT and IloT security [17]. Additionally,
Wurm et al. [9] analysed and contrasted the security features and concerns in CloT
and IIoT devices. Techniques for enhancing the reliability and scalability of CIoT
and IIoT systems have also similarly been investigated.

Research has also be conducted into the standardisation of IoT systems.
Reference [4] is a comprehensive document analysing and outlining regulations and
standards related to the security framework of IIoT systems from both business and
implementational viewpoints. Additionally, [4] defines crucial terms related to the
trustworthiness of IIoT systems. Taking a major step in the right direction, the
European Telecommunication Standards Institute released the first global standard
for CloT devices, which outlines baseline requirements for internet-connected
consumer products, in early 2019. The most recent iteration of this standard was
released in June 2020 [18].

3.1 Research Gap and Contributions

It is clear that substantial research has been conducted in the field of IoT. Whilst a
majority of this research has focussed on individual factors such as security, privacy
and safety that impact the functioning of IoT devices, these variables or charac-
teristics have not been comprehensively analysed in terms of their cooperative
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functioning. Additionally, these factors have usually been examined for IoT
frameworks in general and have not been compared and contrasted across the CloT
and IIoT spaces.

This paper investigates the factors affecting the trust and resilience (see
Sect. 3.2) of IoT systems. This paper initially identifies and provides definitions for
key factors that influence the trust and resilience of IoT systems according to the
current research in the field. Next, it assesses the importance of each of these factors
in determining the trust and resilience of CIoT and IlIoT systems (both separately
and combined) based on the results of a survey conducted amongst IoT consumers
and experts. The paper ranks the factors against each other based on a pairwise
analysis of the collected data. Using the survey results, this paper makes recom-
mendations to enhance the trust and resilience in both the CIoT and IIoT spaces,
thereby providing logical steps to follow as the IoT market enlarges.

The remainder of this paper is organised as follows: Sect. 3.2 introduces the
concept of trust and resilience and presents key definitions of certain factors that
describe the trust and resilience of IoT systems. Section 4 describes the method-
ology of the study utilised to analyse the impact of each of these factors on the trust
and resilience of both CIoT and IIoT systems. The results of the study are presented
and analysed in Sect. 5. Conclusions are drawn in Sect. 6, and the future scope of
the work is discussed in Sect. 7.

3.2 Trust and Resilience of IoT Systems

IoT systems, like all other information systems, have key features and elements that
define their trust and resilience (T&R). T&R of IoT systems is particularly
important due to our continuously increasing dependence on them. A system is said
to be resilient to a fault if its core capabilities are unhindered in the presence of that
fault. T&R of an IoT system can be defined by its capacity to “withstand a major
disruption within acceptable degradation parameters and to recover within an
acceptable time” [19]. This encompasses resistance to both external attacks and
internal failures, and adaptation to continual change in global policies and
standards.

Whilst no system can be fully trustworthy and resilient, laws and standards assist
in maintaining their T&R to a certain degree by creating a balance between func-
tionality and compliance. Although creativity and innovation can lead to the
development of novel products and services, improper maintenance and failure to
adhere to standards can result in issues such as data and identity theft. It is
imperative to establish thorough guidelines and standardisation techniques in order
to streamline processes related to the collection and transmission of data, and
enhance the interoperability of IoT devices.

However, developing effective regulations necessitates an understanding of the
different facets of the subject you are dealing with. In this subsection, six key
characteristics that comprise T&R of IoT systems—security, privacy, safety,
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recoverability, reliability and scalability—have been defined based on the current
research in IoT [4]. All further mentions of these characteristics will adhere to the
definitions in this subsection.

Security. Collins Dictionary defines security as “all the measures that are taken
to protect a place, or to ensure that only people with permission enter it or leave it”
[20]. A similar definition can be extended to IoT systems: Security in an IoT system
refers to the countermeasures that can be put in place to prevent any individual or
group from exploiting the system. Systems have vulnerabilities or security risks that
may be exploited and thus, need to be kept secure and protected from unauthorised
access. The security of a system is defined by the CIA triad: confidentiality, which
deals with unauthorised disclosure of information, integrity, which deals with
unauthorised modification or deletion of data, and availability, which deals with
reliable access to systems and data by authorised personnel [4].

Privacy. For the purposes of this paper, Adam Moore’s [21] definition of pri-
vacy, wherein privacy is defined as an “access control right over oneself and to
information about oneself”, has been adopted. Privacy is the right of an individual
or a group to decide how information concerning them should be utilised. This
includes control over who has access to this personal information and the methods
involved in collecting, processing and storing the information [4]. In terms of IoT,
privacy refers to preventing the unauthorised access of personal information of an
individual or a group in an IoT system. Privacy is ensured if this data is handled by
an entity and in a manner that said individual or group has lawfully agreed to. With
the growing popularity of IoT and the spike in the amount of personal information
being handled and analysed by IoT systems and devices, manufacturers and service
providers are required to become increasingly sensitive to consumer privacy and
data protection. As such, major steps are being taken towards redefining the current
techniques for ensuring privacy and aligning them with global standards [22].

Safety. An IoT system is said to be safe when it can operate without putting
people at risk beyond specified acceptable limits. An IoT system must operate
without endangering the lives of or causing physical harm to its users [4]. Device
malfunctions and transmission of incorrect data may affect health, cause bodily
harm or even be life threatening. Safety of IoT systems encompasses the measures
taken to prevent such occurrences.

Recoverability. The recoverability of an IoT system is its ability to be restored
to a stable state once the failures acting on it cease [23]. Recoverability is closely
related to fault tolerance which aims to ensure the attainment of system goals even
in the presence of unfavourable conditions and errors [24]. They are focussed on
providing certain service level guarantees despite the occurrence of faults. A system
is said to be recoverable to a fault if “there exists a control law such that the
post-fault system satisfies the design specifications” [24].

Reliability. Reliability is the ability of an IoT system to consistently perform as
it is expected to. Reliability determines whether an IoT system is capable of per-
forming its assigned tasks for an extended period of time [4]. Reliability is appli-
cable not only to IoT devices and their data collection techniques but also to the
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utilised communication frameworks. It is an essential factor in building trust in both
commercial and industrial applications.

Scalability. As defined by Gupta et al. [25], scalability is “the ability of a device
[or system] to adapt to changes in the environment and meet changing needs in the
future”. In terms of IoT, scalability refers to the capability of IoT systems to
“support an increasing number of connected devices, users, application features and
analytics capabilities, without any degradation in the quality of service” [26]. In this
increasingly virtual and hyper-connected world, ecosystems must possess the
ability to scale and plan for unusual spikes in requests. It is important for IoT
systems to adapt to changing volumes of work due to factors such as seasonal
demands.

4 Methodology

In order to analyse the influence of each of the T&R factors on the T&R of CloT
and IIoT systems, an online survey was conducted amongst more than 90 con-
sumers and industry and corporate experts from across the world (however, a
majority of the survey respondents were from India) using the SurveySparrow
platform. The survey explicitly defined each of the T&R factors in order to reduce
any ambiguity resulting from the wording of the questions.

The survey was divided into two sections—one for CloT systems (see Fig. 1)
and one for IIoT systems. Both of the sections contained the same questions, but
were specific to the respective system. For each pair of factors, survey respondents
were asked which factor they believed is more important in determining the T&R of
the relevant type of IoT system. These choices were to be made under the
assumption that the remaining 4 factors were stable or perfectly implemented.
Respondents were additionally asked to take into account the impact of the
remaining 4 factors on the factors under consideration, whilst making their choices.
Figure 2 details the instructions for answering the questions in the CloT section of
the survey (Fig. 3).

Trust and Resilience Factors in Consumer loT (CloT)
Systems

CloT is the more widely known category of 10T and involves the use of smart devices
to increase convenience for consumers. Examples of CloT devices include smart
speakers and smart lights. This section will ask you questions about how the
preceding six factors affect the trust and resilience of CloT systems.

Fig. 1 Survey section on T&R factors in CloT systems. Source SurveySparrow
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Section Instructions

For each pair of factors displayed (eg. Security vs Privacy), please select the factor that you believe
is more important in determining the trust and resilience of CloT systems.

Choose one of these factors assuming that the other four factors are stable (eg. If the question is
Security vs Privacy, assume that the system is perfectly safe, recoverable, reliable and scalable).

Consider the following example: although you may believe that security is more important than
privacy, you may decide that privacy is more important than security when integrated with safety,

recoverability, reliability and scalability.

The last question in this section asks you to rank all six factors in the order of their importance.

Fig. 2 Section instructions for survey section on T&R factors in CloT systems. Source
SurveySparrow

Security vs Privacy
Which factor do you believe is more important in determining the trust and resilience
of CloT systems?

s \
‘ Security o |
Privacy o '

L& ~

Fig. 3 A sample question from the CIoT section of the survey. Source SurveySparrow

The collected data was examined using the SpiceLogic AHP Software v2.2 [27].
The technique used to analyse the data was the analytic hierarchy process (AHP) for
multi-criteria decision making (MCDM). Initially, as shown in Fig. 4, the objec-
tives for the AHP were added, with the aim to maximise each T&R factor in the IoT
system. Then, a pairwise analysis was conducted on the data, taking into each
account each possible pair of factors. The percentages of survey respondents who
chose each factor in the survey were inputted as weights in order to calculate the
priority trade-off for each pair.

This procedure was followed for the responses for both CloT systems and IloT
systems. Additionally, a pairwise analysis was performed on the combined data for
both types of systems.
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Objective Attribute Type Range Relative Priority
: : Maximize Security Subjective 010 100 24.77%
% Maximize Privacy Subjective 0 to 100 19.51%
: : Maximize Safety Subjective  0te 100 24.46%
+ % Maximize Recoverability Subjective 0 to 100 9.26%
: : Maximize Reliability Subjective 0 to 100 17.84%
% Maximize Scalability Subjective 0 to 100 415%

Fig. 4 Maximisation objectives and their relative priorities. Source SpicelLogic Analytic
Hierarchy Process Software v2.2

5 Results

The pairwise analysis conducted on the survey responses yielded a chart of the
relative priority numbers of percentages of each of the T&R factors. These per-
centages indicate the importance of each of the T&R factors to the respective IoT
system when stacked against each other. Based on the results from the AHP soft-
ware, bar charts were created using Excel for the relative priorities of the T&R
factors for CIoT systems, IIoT systems and the two when considered as a whole
(Fig. 5).

As depicted in Fig. 6, security assumed the highest priority for CIoT systems
with a relative priority number of nearly 25%, followed closely by safety. The
subsequent levels of importance were occupied by privacy and reliability, respec-
tively, whilst recoverability and scalability were considered to be the least important
T&R factors by a margin of almost 9%.

As shown in Fig. 7, security was similarly assigned the highest relative priority
number for IIoT systems. The generated relative priority number for safety was

Priority Trade-offs I Enforce Transitivity Rule
Security 3 el (1 Privacy -
1 of 15 b bl Completed v
Maximize
Privacy
Maximize :
Security .
3 / 1

Fig. 5 Priority trade-off for maximisation of security and maximisation of privacy. Source
SpiceLogic Analytic Hierarchy Process Software v2.2
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30
25 24.77% 24.46%
20 19.51%
17.84%
ES
ﬁ 15
5
- 9.26%
[:1]
2
=
2 4 4.15%
0 -
Privacy Safety Recoverability Reliability Scalability
T&R factors

Fig. 6 Relative priorities of T&R factors for CIoT systems

35
20 29.24%

24.04
25 e

20
15.97%

15 14.23%
11.60%
10
4.91%
s -
0
Privacy

Security Safety Recoverability Reliability Scalability

relative priorities, %

T&R factors

Fig. 7 Relative priorities of T&R factors for IIoT systems

similar to that in CloT systems. Recoverability and scalability were again deemed
to be the least influential in terms of the T&R of IloT systems.

Comparing the two charts in Figs. 6 and 7, it is apparent that although security
and safety occupied the highest two ranks for both types of systems, survey
respondents considered security more important in determining the T&R of IIoT
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systems as opposed to CIoT systems. This is reasonable given the fact that IIoT
involves access to greater amounts of confidential data and the coordination of
many more physically adjacent systems. These systems must additionally be
accessible to authorised staff at all times, failing which severe consequences such as
the shutting down of entire factories could be observed.

Privacy and reliability were found to be less important to IIoT systems than to
ClIoT systems. One reason for this could be concern surrounding personal data in
view of relatively recent data leaks such as the Facebook-Cambridge Analytica data
scandal. Further, although privacy was considered more important than reliability
for CloT systems, reliability was considered more important in relation to IloT
systems.

Recoverability was more important to IIoT systems, indicating the need for the
development of more fault-tolerant IIoT systems, whilst scalability remained the
least important T&R factor with no major changes in its relative priority number
across IoT systems.

On performing a combined pairwise analysis (see Fig. 8) of T&R factors for
both CIoT systems and IIoT systems, a similar trend was observed. An important
detail to note is that security was indisputably assessed to be the most important
T&R factor across IoT systems. Further, despite the aforementioned reflection
regarding reliability and privacy, overall, reliability fared marginally better than
privacy.

30
27.13%
25 24.35%
20
16.79% 16.96%
ES
E 15
5
‘g_ 10.31%
10 I |
2
=
i
2 ¢ 4.46%
0
Security Privacy Safety Recoverability Reliability Scalability
T&R factors
Fig. 8 Relative priorities of T&R factors for combined analysis (both CIoT and IIoT systems)
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6 Conclusion

With the recent surge in IoT, many concerns have been raised as to its long-term
feasibility. It is becoming increasingly necessary to address the issues surrounding
the security and privacy of IoT, amongst other factors. This paper collectively laid
down concise definitions for six key terms (security, privacy, safety, recoverability,
reliability and scalability) influencing the T&R of IoT systems with the aim of
analysing these factors with respect to the CloT and IloT spaces. Specifically, it
utilised pairwise comparisons as part of the Analytic Hierarchy process to rank the
factors according to their importance in determining the T&R of IoT devices. It
compared and analysed results, obtained from a survey conducted amongst IoT
experts, between CloT and IlIoT systems. It established that security is the most
important factor influencing the T&R of Io systems and, in the future, special
emphasis must be placed on enhancing the security features of IoT systems in order
to defend against the onset of ever-increasing cyber attacks.

7 Future Scope

Although this study was limited to a small sample and the results may not be
representative of the general consensus regarding the T&R of CloT and IIoT
systems, going forward the study could be extended to a larger sample to validate
its findings.

The results of this study could be used to perform case studies comparing the
T&R of different IoT products. The AHP software generated a multi-criteria utility
function based on the relative weights of the T&R factors using a weighted sum
model. For example, the combined utility function (U) for CloT and IloT was given
by:

U = 0.27 = [Security] 4+ 0.17 * [Privacy] + 0.24 x [Safety]
+0.10 * [Recoverability] + 0.17 = [Reliability] (1)
+0.04 x [Scalability]

This function could be used to compare multiple IoT product alternatives and
generate rankings for them.

Additionally, whilst the AHP operated under the assumption that each of the
T&R factors were independent, a method such as the analytic network process
(ANP) could be later used to consider the interdependence between the factors,
whilst developing IoT systems.
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