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Abstract. This paper introduces a new method of research and application of
software V&V based on embedded technology in Nuclear Power Plants. Based on
software abstract test, the relationship between defect trend and cost is analyzed.
Mind map test analysis is carried out, and the V&V levels are carefully defined
and divided. System tests based on model are carried out. Specification-based
tests and code-based unit-level tests are organically combined. Finally, this paper
summarizes the V&V scheme. This V&Vmethod based on embedded technology
has been unanimously approved by experts and has a widely application prospect.
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1 Introduction

With the continuous development and application of the three generations of nuclear
power technology, embedded system architecture, as the computerized system of micro-
processor technology, is frequently applied in security important systems. In order to
ensure the security and reliability objectives, embedded software testing plays an impor-
tant role. In order to discover software defects, repair software defects and software
quality ultimately improve. The failure of embedded system security may lead to disas-
trous consequences. Especially, the failure of security will lead to significant risks and
economic losses in nuclear safety-related systems. Embedded software V&V requires
higher reliability than ordinary software. This requires strictly testing, verification and
validation of embedded software to improve the reliability of products. When embedded
systems/equipment are used to implement safety function, they need to meet the regu-
latory requirements of the regulatory authority, as well as the appraisal requirements of
the owners and purchasers.

Some traditional testing methods couldn’t satisfy the rapid development of software
testing industry. New testing methods are proposed to make up for the deficiencies of
the existing software testing, such as “embedded testing design based on business sce-
narios”, “embedded testing design based on risks”, “embedded testing design based on
task-driven” and “embedded testing design based on exploration”. Due to the increasing
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complexity and functions of the software, manual testing couldn’t meet the fast itera-
tion. In order to solve this problem, automated tools need to be used instead of complex
testing processes. In terms of hardware qualification, there is a full set of mature qualifi-
cationmethods to ensure its reliability, such as seismic qualification and electromagnetic
compatibility qualification [6].

The main contents of this research include the relevant laws and standards of embed-
ded software V&V for important nuclear safety systems. This paper establishes an
embedded software V&V technical scheme and method suitable for safety important
systems in NPP. The application effect of the scheme and method tests in project prac-
tice. This paper summarizes the technical key points in the embedded software V&V
process of safety important systems in NPP.

2 Research on Standards

The premise of embedded software V&V is meeting the regulations and standards. Dif-
ferent software testing stages require different regulations and standards for embedded
software V&V activities and tasks. The standard conformity analysis is carried out in
combination with the work of each stage. The International Atomic Energy Agency
(IAEA) and the International Electronic Technical Commission (IEC) promulgate the
nuclear power plant Software V&V standards and regulations. IEC 61508-3 defines the
functional safety of electronic/electronic/programmable electronic safety-related sys-
tems [1]. It specifies the independence of software development, and performs appro-
priate common cause failure analysis. When credible failure mechanisms are identified,
effective defense measures should be taken. The correctness of embedded software is
ensured fromfive dimensions: Safety Function, system configuration, Hardware security
integrity requirements, Software system capability requirements, capacity and response
time. IEC 62138 specifies the requirements for nuclear power plants instrumentation and
control important for safety Software aspects for computer-based systems performing
category B and C functions. It is applicable to each stage of the nuclear power plant life
cycle of software computer-based systems [2].

IEEE 1012 defines the V&V process in terms of specific activities and related tasks,
and also defines the V&V plan [3]. Software V&V runs through the whole life cycle of
the product process, such as evaluation, analysis, evaluation, review, review and testing.
V&V process includes verification process and validation process.

3 V&V Scheme

The V&V scheme decomposes and concretizes the test contents. The test is more
and more feasible and intuitive, and the test process is easier to understand. The test
scheme plays a very good guiding and leading role in the compilation of test cases, the
construction of test environment and the implementation and execution of tests.

Software test is an important research field in software project. It is also one of the
purposes of verification and validation software tests, which is to find defects as much
as possible. From another perspective, software test would help people to have a deeper
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understanding of the differences between software actual behavior and expected behav-
ior. In order to fully carry out the software test, it is required to make a complete analysis
of software input/output space. Software test abstraction is shown in Fig. 1. Its basic
composition includes software S, test specification R and software input/output space.
Software expected output behavior could be obtained according to the test specification
R, while software real output behavior could only be obtained according to the actual
operation of software.

Fig. 1. Software test abstraction

On the foundation of research and standard research, the V&V team has formed the
embedded software V&V general scheme shown in Fig. 2. “Development and Applica-
tion of Computer Software Based on Embedded Technology Safety Analysis in Nuclear
Power Plants” divides the qualification activities of safety analysis software into phases
including conceptV&V, requirementV&V, designV&V, implementV&Vand test V&V

Fig. 2. General scheme of embedded technology V&V in nuclear power plant
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[7, 8]. This scheme covers all test requirements. It is testable and executed. It has been
reviewed and approved by relevant project testers, research and development personnel,
product managers and experts. This scheme could provide reference for the design of
research and development products. It could improve the understanding of the require-
ments of the project team members and at the same time strengthen the recognition of
the testing work. In the end, it enhances trust in test quality and results.

4 V&V Strategy

The V&V strategy includes both tested and untested features. According to the test
item description, the tester determines the specific test focus and strategy, as shown in
Table 1. It includes the product functions of the test, the key points of the test and the
corresponding test technologies andmethods. In the end, it provides evidence for writing
test cases.

Table 1. Functional tests

Serial number Product function
description

Test focus Testing techniques and
methods

Comments

1 … … … … … … \

2 … … … … … … \

According to the test plan, the test function items are divided. The test points are
extracted from the test items, including the function points, performance, safety, stability,
compatibility, ease of use, etc. The second and third levels of test analysis using mind

Fig. 3. Mind map test analysis
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maps can correspond to the description of test items in the scheme. Since the mind map
is produced earlier than the test plan, the tester would well determine the test range and
function items according to the mind map. The analysis of mind map test is shown in
Fig. 3.

5 V&V Activities and Tasks

According to the requirements of performing Class B functions, the scheme matches
IEEE 1012 activities and tasks. It summarizes the specific tasks and common tasks of
the five major stages in Table 2. The V&V work plan report should be compiled and
published at the beginning of the V&V project, and the V&V work summary report
should be summarized and published after the V&V work is completed.

Table 2. V&V tasks to be carried out in each stage of V&V activities

6 V&V Technology and Method

The V&V technology and method includes the integrated application of dynamic/static
test methods and review/analysis/test technology of embedded V&V method in nuclear
power plant, including: Document Review, Code Review, Traceability Analysis, FMEA,
Code Static Analysis„ Black box testing, White box testing, etc.

The comprehensive application of dynamic/static testing methods combined with
review/analysis/testing technologies, better meets the requirements of depth and breadth
of activities and tasks of embedded V&V of security important system in nuclear power
plant [4]. At the same time, it meets the principle requirements of diversified technical
means in important fields of nuclear power safety [5].
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Design check and traceability analysis realize 100% quality measurement of positive
and negative traceability of embedded technologyV&V requirements. An important task
in the process of software testing is defect analysis, which can obtain the functionmodule
of defect aggregation, the distribution of defectswith higher serious grades, the discovery
trend and phase distribution of defects. Through defect analysis, the relationship between
bug discovery trend and test cost could be clearly observed, as shown in Fig. 4. There
are 4 commonly used defect parameters:

1) Status: the current status of the defect.
2) Priority: the relative importance of defects that must be addressed and resolved.
3) Severity: the degree to which the defect affects the end user, organization or third

party.
4) Origin: the original fault and its location that caused the defect, or the component

that needs to be repaired to eliminate the defect.

Fig. 4. Relationship between defect trend and cost

7 Application Effect

Software Contribution to Product Quality Improvement:
A total of 88 problems have been found in the cold water refrigeration unit software

V&V project based on embedded technology. Typical problems include:

1) Software requirements would not reflect the requirements related to “parameter
setting” user rights.

2) It fails to clearly reflect the interface relationship between function module.
3) The detailed implementation requirements for online upgrade are not reflected.
4) The response time exceeds the limit.
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Recognition by Experts in Nuclear Power Field:
The cold water refrigeration unit software V&V project based on embedded tech-

nology is standardized, rigorous. It meets the requirements of independence, and con-
forms to the provisions of relevant laws and standards. Software V&V work effectively
ensures the software quality of embedded technology products in the end, it meets the
requirements of national regulatory authorities, and has good application and promotion
value.

8 Conclusion

Through engineering practice, a new V&V method based on embedded technology
is proposed in five dimensions: standard research, V&V scheme, V&V strategy, V&V
activities and tasks, andV&V technologies andmethods. Based on software abstract test,
the relationship between defect trend and cost is analyzed. Specification-based tests and
code-based unit-level tests are organically combined. Finally, it meets the requirements
of national regulatory authorities, and has good application and promotion value.
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