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Abstract. Due to long-distance transmission from satellite to Earth, the received
power of GNSS signals is extremely weak, causing that receivers are vulnerable to
spoofing attack. Monitoring multiple correlation peaks in the acquisition function
and abnormal deviation in the AGC values are two common methods to detect
the presence of spoofing. However, it is found that the combination mode of
these two methods and the corresponding combined performance have not been
fully analyzed and verified. In this paper, the detection performances of these
two methods are first analyzed. Next, a combined monitoring based on these two
methods is proposed, and its combined performance is analyzed. Finally, a set of
experiments are conducted to verify the correctness of theoretical analysis and test
the combined detection performance.
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1 Introduction

Relying on the precise ability of positioning, navigation and timing, GNSS is widely
used in various fields of both national security and social economy. However, due to
long-distance transmission from satellite to Earth, the received power of GNSS signals
is extremely weak, causing that receivers are vulnerable to spoofing attack [1]. If the
victim receiver misinterprets spoofing signals as authentic ones, it might deduce a false
position fix, a false clock offset, or both [2]. Therefore, spoofing attackwill pose a serious
threat to the navigation security.

Several anti-spoofing methods have been proposed in open literature, and they can
be divided into two broad categories: spoofing detection and spoofing mitigation [3].
Spoofing detection aims at detecting the presence of spoofing signals and delivering a
warning to victim receivers, while spoofingmitigation mainly concentrates on retrieving
the positioning and navigation abilities of receivers [4]. Acquisition function refers to a
two-dimensional function about the code phase and Doppler frequency, that is obtained
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by correlating received signals with local replicas. When spoofing signals and authentic
signals are both present, there will be two correlation peaks in acquisition function. This
metric can be used to detect the spoofing presence. However, as the power of spoofing
signals increases, the elevation of noise floor will obscure the authentic correlation peaks
[5].

AGC is widely used in the RF front-end circuit to optimize the gain such that the
amplitude of the incoming signal can utilize the entire range of the analog-to-digital
converter (ADC). Since the power of received authentic GNSS signals on Earth is below
that of the ambient thermal noise, when the power of spoofing signals is weak, AGC
is driven mostly by the power of ambient thermal noise [6], leading to no significant
change in AGC gains. When the power of spoofing signals is significantly stronger than
that of authentic signals, AGC gains will deviate from the normal values.

Although the spoofing detectionmethods based on acquisition function or AGC have
been discussed in literatures [6–8], it is found that the combination mode of these two
methods and the corresponding combined performance have not been fully analyzed
and verified. In this paper, the detection performances of these two methods are first
analyzed. Next, a combined monitoring based on these two methods is proposed, and its
combined performance is analyzed. Finally, a set of experiments are conducted to verify
the correctness of theoretical analysis and test the combined detection performance.

The following sections are organized as follows. The performance analyses of acqui-
sition function monitoring and AGC monitoring are respectively introduced in Sect. 2
and Sect. 3. The combined monitoring method and its theoretical detection performance
are described in Sect. 4. Experimental results are analyzed and summarized in Sect. 5.
Finally, conclusions are drawn in Sect. 6.

2 Performance Analysis of Acquisition Function Monitoring

2.1 Signal Model

After being down-converted and filtered by the RF front-end circuit in a GNSS receiver,
the received signals under spoofing attack can be modeled as:
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where AU and SP represent visible satellite numbers, respectively, in authentic signals
and spoofing signals. au and sp indicate the authentic signal and spoofing signal respec-
tively. C(t) is the spreading code sequence. D(t) is the navigation message. τ, fIF , fd ,
ϕ denote, respectively, the code delay, receiver intermediate frequency, Doppler fre-
quency and initial carrier phase. η(t) is assumed to be Additive White Gaussian Noise
with power spectral density of N0/2.
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Next, the signal acquisition is followed. For the k-th coherent integration period, the
coherent integration outputs on the in-phase and quadrature branches are given by:
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where Tcoh is the coherent integration time. τl and f ld are, respectively, the code phase
andDoppler frequency of the local replica. ηI (t) and ηQ(t) are the uncorrelated Gaussian
noise components at the in-phase and quadrature branches, respectively. The Gaussian
noise components are both zero mean and have the variances of σ 2

n , the variance is given
by σ 2

n = N0/(2Tcoh) [9].
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s are the cross-correlation interferences between received signal and

local replica, respectively, on the in-phase and quadrature branches. They are given as
follows:
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where Rc
(
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)
is the cross-correlation function of the spreading code. �τ(∗,l) and

�f (∗,l)
d are, respectively, the code phase difference and Doppler frequency difference

between received signal and local replica.
After coherent integration and non-coherent accumulation, the acquisition function

can be expressed as:
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where K is the number of non-coherent accumulation. Each (τl, f ld ) point defines a
searching cell in the acquisition function.

2.2 Hypothesis Testing Model

According to the presence or absence of the target acquiring signal, the following
hypotheses can be established. For each hypothesis, the expressions of the in-phase
and quadrature components are given with their probability distributions:

• H0: signal is absent or not correctly aligned with local replica
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)
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• H1: signal is present, only authentic signal is correctly aligned with local replica
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• H2: signal is present, only spoofing signal is correctly aligned with local replica
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where χ2(a, b) denotes chi-square distribution. a is the degree of freedom. b is the
non-central parameter.

According to the statistical analysis of the cross-correlation interferences, the
variances of these hypotheses are given by:
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2.3 Detection Threshold and Theoretical Detection Performance

The false alarm probability on a searching cell and the overall false alarm probability in
acquisition function are defined as [9]:
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where Zth is the detection threshold for normalized amplitude of acquisition function.
Nc is the total number of searching cells in acquisition function.

Based on Eq. (8) and (14), the detection threshold for normalized amplitude of
acquisition function is given by:
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where F−1
(
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)
is the inverse cumulative distribution function of the chi-

square distribution with 2K degrees of freedom and evaluated at the probability value in
(1 − Pfa)

1/Nc .
When authentic peak and the spoofing peak are simultaneously detected, the presence

of spoofing signals will be determined. Therefore, the detection probability of spoofing
presence in acquisition function monitoring can be expressed by:
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Simulation test is conducted to analyze the theoretical detection performance. It
is assumed that the received signals include 10 authentic signals with the power of
−128 dBm for each (typical received power for authentic GPS signals), and 10 spoofing
signals with equal powers. The overall false alarm probability is set to 0.001, and the
total number of searching cells is 21 * 50000.

As is shown in Fig. 1, the spoofing to authentic power ratio is defined as the power
ratio between single spoofing signal and single authentic signal. It can be observed that
as the number of non-coherent accumulation increases, the detection range of spoofing
signal power is extended, and the detection probability is improved.

Fig. 1. Theoretical detection performance of acquisition function monitoring

3 Performance Analysis of AGC Monitoring

Null hypothesis significance testing (NHST) is a method of statistical inference [10],
where P-value is an important concept that refers to the probability of occurrence for
the observation sample if the null hypothesis were true. A low P-value indicates that
the sample result would be unlikely present if the null hypothesis were true, leading
to the rejection of the null hypothesis. This method is extremely suitable for detecting
abnormal AGC gains under high power spoofing attack.

Assuming that GA denotes the AGC gains obtained from the RF front-end circuit
when no spoofing signal is present, Gi

A (i = 1, 2, ...,m) are random samples of size m
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in GA, GA and S2A denote the sample mean and sample variance respectively; while GE

denotes theAGCgains obtained from theRF front-end circuit under unknownconditions,
Gi
E (i = 1, 2, ..., n) are random samples of size n in GE , GE and S2E denote the sample

mean and sample variance respectively.
Since the samples in GA and GE are independent of each other, when m and n are

large (both m > 40 and n > 40), the test static as follows is approximately standard
normal distributed according to Central Limit Theorem [10]:

V = GE − GA − (μE − μA)√
S2E
n + S2A

m

∼ N (0, 1) (17)

where μA and μE are, respectively, the population mean of GA and GE .
Therefore, the test statistic value and corresponding P-value can be expressed by:
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S2E
n + S2A

m
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∫ v
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f (V )dV (18)

where the lower the P-value, the higher the probability of spoofing presence. Typical
P-value threshold can be set to 10−4.

4 Combined Monitoring of Acquisition Function and AGC

Based on the preceding analyses, a combined monitoring based on acquisition function
and AGC is proposed, and its block diagram is shown in Fig. 2.

Fig. 2. Block diagram of combined monitoring

First, the digital intermediate frequency (IF) data of received signals and the cor-
responding AGC gains are recorded. Second, parallel code phase search is conducted
to the digital IF data to obtain acquisition function, the coherent integration time is set
to 1 ms, and the number of non-coherent accumulation is set to 10. And then the nor-
malized maximum peak and secondary peak are calculated. Besides, sliding window is
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used to process the AGC gain samples, the window length L is set to 50 to ensure that it
satisfies the Central Limit Theorem. The P-value of each sliding window is calculated
by the NHST method. Finally, if the normalized maximum peak and secondary peak are
both above the detection threshold, or the P-value of current sliding window is below
the P-value threshold (10−4), the presence of spoofing signals will be determined.

Simulation test is conducted to analyze the theoretical detection performance of the
combined monitoring, which is shown in Fig. 4. It can be observed that the combination
of acquisition function monitoring and NHST based AGC monitoring can compensate
for each other’s limitations, which can not only extend the detection range of spoofing
signal power, but also improve the detection probability.

5 Experimental Tests

5.1 Experimental Validation for Theoretical Analysis

In order to verify the correctness of theoretical analysis, a simulator test is conducted,
which is shown in Fig. 3. Two simulators are used to generate authentic signals and
spoofing signals respectively, and the GNSS signal record system is used to record the
digital intermediate frequency (IF) data of mixed signals and the corresponding AGC
gains.

Fig. 3. Experimental setup of the simulator test

Next, acquisition function monitoring and AGC monitoring are applied to the
recorded digital IF data and AGC gains. For acquisition function monitoring, the coher-
ent integration time is 1 ms, the number of non-coherent accumulation is 10, the overall
false alarm probability is 0.001, the total number of searching cells is 21 * 50000. For
AGC monitoring, the length of sliding window is 50 and the P-value threshold is set
to 10−4. The comparison of experimental results and theoretical analysis is shown in
Fig. 4.

It can be observed that for acquisition function monitoring, AGC monitoring and
combined monitoring, experimental results show high consistence with the theoretical
analysis, the average errors of detection probability are all less than 0.03, which verifies
the correctness of theoretical analysis.
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Fig. 4. Comparison of experimental results and theoretical analysis

5.2 Performance Test of Combined Monitoring for Static Receivers

To test the detection performance of the combinedmonitoringmethod for static receivers,
as is shown in Fig. 5, a receiving antenna on the roof is used to receive authentic satellite
signals, and then spoofing signals are generated by applying certain time delays and
Doppler variations to the authentic signals through the spoofer. Finally, the spoofing
signals are broadcast to the static receiving antenna.

Fig. 5. Experimental setup of the static in-car test

Three different spoofing power settings are configured: low power spoofing, match-
ing power spoofing and high power spoofing, the corresponding spoofing to authentic
power ratios are −5 dB, 3 dB and 10 dB respectively. Next, the proposed combined
monitoring method is applied to the recorded digital IF data and AGC gains, and the
experimental detection results are shown in Fig. 6.

Under low power spoofing or matching power spoofing, since the spoofing signals
and authentic signals are closely aligned in both code phase and Doppler frequency at
the beginning of spoofing attack, it takes a period of time to detect the multiple peaks
in the acquisition function. Under high power spoofing, the performance of combined
monitoring mainly depends on the AGC monitoring, hence it is not affected by the
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Fig. 6. Experimental detection results of the combined monitoring method

alignment between spoofing signals and authentic signals, and the spoofing presence
can be detected throughout the spoofing attack.

6 Conclusion

In this paper, a combinedmonitoring based on acquisition function andAGC is proposed,
its detection performance is analyzed and tested. The average errors of detection prob-
ability between experimental results and theoretical analysis are less than 0.03, which
verifies the correctness of theoretical analysis. Besides, the proposed combined moni-
toring can effectively detect the spoofing presence even though the power of spoofing
signals is 5 dB lower than that of authentic signals.
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