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Vehicular Data Analytics and Research oo
Findings on Security, Economy

and Safety

Madhusudan Singh

Abstract This presentation has discussed Cyber security and safety for autonomous
vehicles with the understanding of real time vehicular data. It has also given an
understanding the analysis process and interpreting the vehicular data and finally
conclude the course with the explanation of automotive cybersecurity research find-
ings in economy and safety areas. This presentation has presented the vehicular
data analytics and research findings on security, economy and safety. It provides
cybersecurity and safety for intelligent autonomous vehicles, collection and under-
standing of available real-time vehicular data, understanding of analysis process and
show process of data interpretation and finally it’s discussed research findings to be
drawing and conclude the impact of vehicular data in economy and safety.

11.1 Introduction: The Fundamentals of Automotive
Cybersecurity

The basics of automotive cybersecurity focusing on safety and security. These are
defined depending on the source of the threat. The formal definition of safety is
the condition of being protected from the harm caused by non-intentional failure.
It describes a situation when acquired values are harmed by accidental flaws and
mistakes. It occurs when accidental flaws and mistakes occur such as technical errors,
network failures, environmental disasters etc. It protects against potential or actual
harm to acquired values. In the vehicular network, harm can occur at any time due to
environmental causes or technical errors. Security, on the other hand, is the condition
of being protected from harm caused by intentional human action or behaviors; it
protects against potential or actual harm to acquired values [1].

If we take a closer look at similarities and differences between safety and security,
we can see in Fig. 11.1 that, in essence, both concepts are about potential or actual
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Fig. 11.1 Vehicle safety and security

harm to acquired values. When we look at safety and security needs regarding intel-
ligent and autonomous vehicles, we introduce the concepts of protection and perfor-
mance. Under safety [2], we examine knowledge and skills while under security we
include roles and norms.

It is good to remember that safety and security are quality attributes that are part
of an overall systems engineering process. This process has been standardized long
before being implemented in the automotive industry thanks to ISO standards. Secu-
rity ISO standards are established by first defining the security goals, then designing
the functional security concepts, which is followed by designing technical security
concepts, and in the last, defining software and hardware components to create a
secure system.

11.2  Vehicle Safety and Security Relationship

The ultimate goal is to harmonize the security and safety aspects of automotive
technology. Together, they form a wall which can provide security field monitoring,
external interface protection and monitoring, in-vehicle update mobility and data
security software updates, in-vehicle network protection and monitoring, and in-
vehicle state of health monitoring. It’s shown in Fig. 11.1.

11.2.1 Automotive Safety Begins with Security and Reliability

Without security and reliability, there is no automotive security. We will concentrate
on device dependability, functional security, and on-time working safety. Device
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dependability is important to deal with a few procedures while precisely controlling
the degree of impurities and particles from entering the hardware before it can cause
inside harm. It represents in Fig. 11.2. This is generally ensured by using ISO-
compliant products. Functional Security is the protection of the vehicle’s controls
from the emerging threat of cyber-attacks; these threats are highly dangerous in the
automated driving scenario [3] where the driver has little to no control over the
vehicle. Functional Safety is provided by the automotive manufacturer to minimize
the occurrence and consequences of traffic collisions involving vehicles.

11.2.2 In-Vehicle Security Threats

In-vehicle security threats are a big component of the cyber security puzzle. These
threats deal with the possible channels inside a vehicle that can be targeted for the
purpose of compromising the security of the entire vehicle. There are primarily three
potential methods to breach vehicular security: telematics hacking, smart phone



158 M. Singh

5t Step
Security Process
Add Security
Identify Threats Avoid Threats Evaluate Risk
NO
t I L-/‘k
1+ Step 2n Step 31 Step Risk acceptable? |YES = - A
: ! ! t y E@l_JO;

* Safety Process ’, 4" Step 6" step
: < . =4

Identify Risk I—’ Avoid Risk ~ —  EvaluateRisk
| _ Add Safety

5th Step

Fig. 11.3 Automotive security versus safety process

hacking, and stealing and hacking into the vehicle’s OBD port. In the diagram, we
see that the way to break into a vehicle through telematics hacking is to link into
the external NIC which can ultimately provide a passage to the Control Unit via
the Gateway [4]. By hacking into the smartphone of the driver, the hackers can gain
control of the internet-connected components such as ADAS, TMS, etc. which can
provide a channel to the Control Unit through the Gateway by stealing the vehicle,
or more specifically the OBD port, installed in the vehicle, the hacker that can reveal
invaluable information about the driver and the vehicle itself.

11.2.3 OQutside Vehicle Security Threats

Figure 11.3 has shown the potential in vehicle security threats, this section as
discussed, the threats on the exist outside of the vehicle. All the electronic systems
that are part of the vehicular environment, these are: the traffic management system,
the roadside equipment (such as traffic lights), the nearby environment, software
delivery/updates, the service cloud and the user’s mobile device. All six of these
parts of the vehicular environment can threaten the security of the vehicle. The
threats can affect all features of the system from traffic efficiency and safety, to fees
and charges, vehicle interaction, and even the on-board infotainment system [5].

11.2.4 Automotive Security vs. Safety Process

The security and safety validation cycle components one by one starting from step
one of the security process. The first step is to identify the threats to the vehicle. In
the second step we try to avoid security threats. In the third step, we evaluate risk.
Once the risk is evaluated, we determine whether the risk is under an acceptable limit
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or not. If it is not, then we deploy more security and safety features in the vehicular
system [6]. We proceed only when we determine that the risk is acceptable. The
safety process is very similar to the security process as we can see in Fig. 11.3. Since
automotive security is ever evolving, so should the safety process that guards it. To
achieve this, there is a very stratified process.

11.3 Vehicular Cloud Management System

The typical connected vehicle system consists of several technologies such as
internet, cellular network, radio technology, Bluetooth and many more. These tech-
nologies serve as the communication channel for data transmission in the cloud
system. That is where the data collected from the vehicle goes for processing and
analysis. In this graphic, we can see an overview of the vehicular cloud management
system which is incorporating everything from audio-video services to IT systems
[7]. This cloud system serves as the all-inclusive hub for all the management and
processing activities conducted on the network.

The all-inclusive possible protection from the cyber-attacks, integrate consumer
devices, provide car-to-car and car -to-infrastructure communication through a secure
channel [8]. It also has an on-board safety mechanism to keep the vehicle safe from
the inside. This possible only by achieving what is called harmony among safety ad
security. It is depends greatly upon the level of trust between security and safety.

11.4 Vehicle Mobility Data Processing Methods

With regards to vehicle mobility information handling, things get precarious. There
is an absence of uniform tasks and a standard portrayal of the vehicle’s sensor
collected data. Right up ’til the present time, there is no cloud classification for
vehicle asset reallocation and asset sharing of data because of absence of interop-
erability. In Fig. 11.4 above we depict this problem trying to show that we have
heterogeneous data, a high number of machines in the vehicle and data complexity.
This is the reality but what do most people think about when autonomous vehicles
are mentioned?

In below graph shows how perceptions regarding autonomous vehicles are
changing. Here we can see that the public’s perception has changed positively in
seven major industrial countries of the world. All this within only one year. Based
on this big leap forward shows that with people’s trust increasing that would mean
higher market expectations for autonomous vehicles in the near future as presents in
Fig. 11.5.

The vehicle mobility data market size is growing and in later years we have seen
continued acceleration of investments in all relevant technologies [9]. Currently, the
shared mobility and the data market is worth $30 billion. By 2030, it is expected
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Fig. 11.5 Graph of perceptions regarding autonomous vehicles are changing

to grow over to over $2 trillion according to the McKinsey & Company’s analysis
report.

11.4.1 Overall Volume of Connected Car Data Transfer

While talking about the general volume of connected vehicle information transfer,
we are anticipating gigantic development. This development will happen because
there will be a tremendous increment in the volume of information move per-vehicle
and it is evaluated that the absolute number of connected vehicles on the planet will
increment at a fast rate with time represents in Fig. 11.6.
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11.4.2 Connected Vehicles Generated Mobility Data
Collection Methods

Itis clear that connected vehicles generate a lot of mobility data but what kind of data
are we looking for and what collection methods do we employ? We are looking for
driving history data, vehicle status data, and driving behavior data. Driving history
data is all the data stored by the vehicle during operation and the location data
for when the vehicle is in motion. The vehicle status data is the kind of data that
includes current status of the battery, engine temperature, fuel quantity, tire pressure,
etc. Last, “driving habit data” as it is known includes actual data such as that of
rapid acceleration, sudden stopping, etc. Driving history data such as location and
speed data can be collected using connected mobile devices with the help of GPS.
Vehicle Status data can be collected using the OBD-II device plugged into the vehicle.
Driving behavior data can be collected using vehicle to everything communication
as presented in vehicle mobility data collection.

If we look a bit deeper into what are the sources of all these mobility data points,
we can observe that modern GPS probes and location-based services are generating
hundreds of MB of data per month. Even the simplest dynamic map generation and
real-time user tracking require 100 s of MB. The automotive electronic control unit
that controls at least one of the electrical systems or subsystems in a vehicle likewise
creates a few several MB data for every month. Last, even the peripheral detecting
modules introduced in autonomous vehicles are producing comparative measures of
data every month. Figure 11.7 has introduced the sources of vehicular mobility data.
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Fig. 11.7 Sources of vehicular mobility data

11.4.3 Connected Vehicle Sensors and Data Collection

Connected vehicles are a constellation of computer chips and mechanical, electrical,
electronic sensors that are managed by information technology. One main purpose is
data collection in ever increasing volumes since even current, non-connected vehi-
cles process up to 25 gigabytes of data an hour. One can only imagine how much
computing power a connected vehicle requires to manage vision, guidance and the
mapping technology in order to process this ever-growing volume. In the 1970s,
vehicles were 100% hardware while the projections for 2025 forecast that almost
half will be software and new applications.

11.5 Vehicle Data Processing

Vehicle data collecting and processing is of paramount importance. The data is mean-
ingless if nothing happens after it is collected. In its raw form, data is of no use. The
decentralized data collected must be uploaded to the cloud where raw data analysis,
data processing, model design and data training takes place. We do all of this to get
to meaningful information as presented in Fig. 11.8
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After collecting various types of data from the vehicle, it is processed at a high
level before to extract meaningful information that can be used to improve the vehicle
efficiency, driving behavior, vehicle safety, etc.

In the above table on the left side we can see, what the collectible data looks like
listed with names and descriptions. Respectively, on the right. The table shows again
the data point name with a description of the actual information we obtain after the
processing stage. Next, we will analyze the whole workflow from data collection, to
information generation, to the final upload to the cloud.

11.5.1 Vehicle Cloud Data Processing

As we know that vehicle cloud data processing can be very tricky because we are
talking about a lot of data that is both heterogeneous and complex. Let us look at the
whole workflow from data ingestion to information generation in the cloud. After
the collection, in the data ingestion platform the raw data along with the driver and
vehicle meta data is ingested in a data lake. From there it is further processed by
applying data cleaning, data exploration and feature engineering techniques. Now
the data is ready to be put into a data normalization model or a machine learning
model. These models can generate information and make relevant predictions for
business functions such as insurance, car sharing, logistics, etc. The final information
is displayed on a dashboard or a smart phone application. This information process
generation runs in a cycle with new data continuously pouring in. Since the process
runs over and over again, it leads an ever “smarter” or more refined model and thus
provides more and more trustworthy information as represents in Fig. 11.9.
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11.5.2 Vehicle Mobility Data Services

The present and future mobility data services. In the current environment, vehicle
mobility data services are already is use in the areas of location-based solutions,
determining a vehicle life cycle, in corporate vehicle management, and in services
such as insurance, etc. However, in the future we expect that the mobility data will
also be used for the vehicle sharing management system that it will provide and
improvise autonomous driving solutions, that manufacturers will be able to purchase
data from the vehicle owner, that maintenance and accident history management will
be available, that non-identified data utilization solutions will be implemented, and
finally that biometric data collection will also be employed and utilized. With all
these new and exciting possible future applications, the value and availability of the
vehicle mobility data will go up exponentially.

The current situation regarding connected services offered by the Toyota Car
manufacturing company. This particular car manufacturer offers emergency notifi-
cation service, theft tracking, automatic map data updates, and operator assistance as
shown in Fig. 11.10. This is possible mainly because of the OBD-II device mounted
on these cars that provide real-time data. The manufacturer’s smart center provides
various additional services such as traffic information and “look ahead” information
services that stem from the big data vehicular database.
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11.5.3 Services Using Mobility Data

It is obvious that different kinds of data collected can be categorized based on the
types and the services they can contribute to. Here under data category, we list the
kinds of data collected. Such data as those regarding road condition, traffic volume,
etc. are used today for real-map service for navigation but can also be used in the
near future to provide a real-time road situation report which the driver can use in
determining an efficient and safe route to their destination. It can also contribute
to a 3-step conditional autonomous driving which means that the vehicle can take
over all driving functions under certain circumstances. Data that describes vehicle
condition is collected today by the OBD-II and can make emergency phone calls if
there is an accident. In the future, it can be used in predicting vehicle functionality
anomalies and help the driver schedule services remotely. It can also keep a certified
and accurate vehicle history stored in the cloud that could be used when the car
is sold in the future to determine the resale value. Last, vehicle usage data are used
today by insurance companies to offer customized contracts and by fleet management
systems. In the future, this data can be used to enhance the vehicle sharing platform
services, facilitate large vehicles with special cargo on one control platform and share
economic logistics infrastructure which is an essential part of all logistic systems as
shown in Fig. 11.11.
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Fig. 11.11 Services using mobility data

11.6 Future Data Mobility for Connected Vehicles

The future mobility data management for connected vehicles, the process can be
summarized into three steps: First is data collection via the OBD-II scanner which
can detect malfunction in advance. Second, from the vehicle we process all of the
collected driving data and from this data we can determine the driver’s driving pattern.
Finally, by conducting data cross analysis, we can create new insights through cross
analysis of collected and heterogeneous data. This can offer us insight in the driver’s
behavior as shows in Fig. 11.12.

11.7 Summary

In this chapter we gave discussed the vehicle data Safety and Security, relation-
ship between Automotive safety, security and reliability, In vehicle Security threats,
outside Vehicle security threats, automotive security versus Safety Process, vehic-
ular cloud management system, automotive trust between safety and security vehicle
mobility data processing, vehicle mobility data market size, volume of connected
car data transfer, vehicle mobility data collection. Also shows the sources of vehic-
ular mobility data, connected vehicle sensors and data collection, vehicular Data
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3. Data Cross Analysis

Create new data and Insights by cross analysis of
collected and heterogeneous data

Make precise analysis through
black box and driver's behavior

Processing and workflow of vehicle data processing, services using mobility data,
and discussed the future data mobility for connected vehicles.
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