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Abstract. With the increasing attacks of Network, various security
defense mechanisms especially access control mechanism have become
research hot-spots, in which Role-Based Access Control (RBAC) as one
of the most popular mechanisms has been applied in many fields. How-
ever, the booming of various applications and huge users result in the
difficulty of defining roles in advance. Therefore, lots of research efforts
are focusing on role mining, which has an important impact on improving
the function and performance efficiency of RBAC. By investigating and
analyzing the related literature in terms of role mining, the development
status of role mining technology can be divided into two aspects: the
research of extended elements of role mining system and the improvement
of existing role mining algorithms. Therefore, this paper summarizes and
compares the advantages and disadvantages of ten role mining mecha-
nisms with the objective to find the optimal role mining method via
comprehensive comparison, and gives appropriate suggestions. In order
to evaluate the role mining more comprehensively, the evaluation met-
rics included in each role mining mechanism are defined. Finally, this
paper analyzes the problems and challenges of role mining, and gives the
suggestions for further development.

Keywords: Role mining - Access control - Role-based access control -
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1 Introduction

With the rapid development of the information technologies, the usage of Inter-
net has increased dramatically in every aspect of life. In the past three decades,
Internet security issues such as the CIH virus in 1998, the Melissa virus in 1999,
I love you virus ins 2000, the shockwave virus in 2003, Panda burning incense in
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2006, the conficker worm in 2008, the flashback virus in 2011, WannaCry bitcoin
ransomware in 2017, and so on [1,2] have led to continuous exploration of cyber-
security protection mechanisms. Cybersecurity has seriously threatened people’s
daily production and life, and brought huge losses [3]. Currently, network security
protection for intranets mainly includes: firewall, intrusion detection system and
access control, in which access control is the first gate to protect the network [4].

In access control system, the most classic access control models are Dis-
cretionary Access Control (DAC), Mandatory Access Control (MAC) and Role-
based Access Control (RBAC) [5]. The DAC model allows the owner of the object
to determine the access rights of the subject to the object, which is mainly used
in commercial systems and some civil organizations, such as common operat-
ing systems (Windows, UNIX systems), firewalls such as Access Control List
(ACL). DAC may lead to illegal access and causing security risks. The MAC
model identifies subject and object in the system according to the security level.
The corresponding resources cannot be accessed without the corresponding secu-
rity level. MAC is mainly applied to multi-level military security systems, such
as the ministry of defense system, wartime command system and so on. However,
this model will lead to the inflexibility of user access.

In order to solve the problem that DAC is too loose and the MAC is too
strict, the RBAC model is proposed by David F. Ferraiolo and D. Richard Kuhn
in 1992, they introduced the concepts and definitions of RBAC and described a
non-autonomous access control method. In 1996, Sandhu et al. described a new
RBAC reference model framework which systematically addresses the various
components of RBAC and their interactions [6]. In 2000, NIST published an uni-
fied RBAC standard. Richard Kuhn et al. submitted a proposal to the 5th Role-
Based Access Control ACM Symposium, evaluated and revised by NIST. In 2004,
NIST RBAC model of American National Standards Institute and International
Information Technology Standards Committee (ANSI/INCITS) was adopted as
the US National Standard 359-2004 [7]. So far, RBAC model has been formed
and entered the field of security application. In 2012, NIST RBAC was revised
to INCITS 359-2012. Users in RBAC obtain the permissions corresponding to
the role by obtaining the role. Therefore, RBAC is highly flexible and suitable
for large-scale systems. The recently researches are focusing on Attribute-based
access control (ABAC) [8] which is more complex and requires more processing
power and time.

The development of RBAC has developed more than two decades, and it
has derived many versions. The development of RBAC has also extended to
various industries including medical system security, digital energy grid [9], soft-
ware engineering, IoT [10,11], blockchain [12], and cloud computing [13], even
Space and Terrestrial Integrated Network (STIN) [14], and has yielded fruitful
achievements [15-17]. The most critical issue in RBAC is to mine accurate and
appropriate roles to cope with the explosive application requirements. However,
the generation of roles set is inefficient. For this reason, many researchers are
committed to the study of role mining.
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Role mining is one of the most important mechanisms and methods in the
RBAC model. Without considering other aspects, the higher the efficiency of
the role mining algorithm is, the better the performance of the RBAC mecha-
nism will achieve. Therefore, this paper reviews and summarizes the literature
of existing role mining in detail, and combines the above-mentioned application
fields to discuss and supplement the cutting-edge research results, applications
and suggestions of role mining.

The main contributions of this paper are as follows:

— We investigate and classify the current mainstream role mining technologies
and find that the research of role mining mainly focuses on two major aspects.
One is to introduce new elements into role mining mechanism to construct
a new role mining model to improve mining efficiency and accuracy of role
sets, and the other is to improve the performance of the existing role mining
methods to make them perform better in more complex environments.

— We compare typical role mining models and their application scenarios, and
analyze their advantages and disadvantages.

— We summarize the problems existing in the current role mining field and the
challenges faced by the future development, and predict the future develop-
ment direction of role mining, and provide reasonable suggestions.

The rests of this paper are organized as follows. Section 2 investigates the
current status of role mining. Section 3 compares the performance of each role
mining mechanism and summarizes the evaluation metrics. Section 4 summarizes
the problems and challenges in the current role mining technology development.
Section 5 predicts future development directions and gives suggestions.

2 Status of Development of Role Mining

Complex and diverse data information makes the various management system
functions different. Therefore, deploying the RBAC model in various systems
and finding a qualified set of roles is a difficult task. In June 2013, Aldo gave the
definition of role mining [18], which can be defined as the process of analyzing
user-to-resource mapping data to determine or modify user rights of RBAC in
the enterprise. The roles in a given system environment are specifically divided
according to work content, requirements, and responsibilities. The ultimate goal
of role mining is to achieve secure and efficient system management based on the
role which users play in the organization. Role mining can be done in three ways,
the first being a top-down approach [18-20], the second being the bottom-up
approach [18,21], and the third being based on the example [18]. In the bottom-
up approach, users are assigned existing roles based on their own work content
and responsibilities. A top-down approach is based on the role of the user’s
work content and responsibilities. By way of example, the system administrator
defines roles that are consistent with the user’s responsibilities and work content.
However, the existing role mining models are inefficient, and they have to be
changed by adding time, probability, graphics, and a mix of elements to improve
its efficiency.
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2.1 Researches on Extended Elements of Role Mining Mechanism

The extended element research of role mining mechanism refers to changing
the existing role mining strategy and adding a certain element such as time,
probability, graphics, weight and so on to extend the existing model. This way
can be exemplified by the attributes and characteristics of the added elements,
taking time as an example. This model can reflect the key characteristics of time
in the generation and evolution of the role, so that the role can be generated
over time, and can also decay over time.

Time-Based Role Mining Mechanism. Time-based Role Mining Mechanism
(TRMM) selects the appropriate role set according to the change of time element.
At present, many researches add TRMM to RBAC to form a new role set access
control model that changes with time. Bertino et al. added time elements to
a role-based access control model called Temporal Role-Based Access Control
Model (TRBAC) [22]. The TRBAC model supports the enabling, disabling, and
operational time dependencies of role over a period of time to realize temporal
controllability. Similarly, Mitra et al. [23] also introduced time variables into the
RBAC model, but their approach was to create a set of roles at each point in
time, which allows RBAC to migrate over time instead of creating a role from
scratch to deploy TRBAC. While in an earlier research, Mitra et al. officially
defined the Time Role Mining Problem (TRMP) [24]. According to the user’s
permission assignment, from an existing set of tense to find a set of optimal
role set. The method includes enumerating candidate roles and selecting greedy
heuristic algorithm to select a set of minimum role sets which can find a set
of the best set of characters from an existing set of tenses based on the user’s
permission assignment. Similarly for TRMP, Pan et al. also proposed a temporal
approximation-based role mining approach for TRBAC [25], in which they focus
on role mining with approximate time consistency rather than fixed-time nodes.
In this way, the available time roles can be extended to non-fixed time nodes, so
that the role mining can be applied more universally.

Probability-Based Role Mining Mechanism. Probability-based Role Min-
ing Mechanism (PRMM) refers to select the best set of roles based on probabilis-
tic statistical methods, which is highly adaptable and can choose the optimal set
in any data set. The use of probabilistic methods to solve the problem of role
mining is also a research hot-spot. Mario Frank et al. redefined role mining as
a probability problem [26] to select the best role set. Probabilistic role mining
mechanism does not depend on the advantages and disadvantages of data sets,
and probabilistic statistics can be used to select the most appropriate role from
the data sets. Compared with other models, this mechanism can be widely used
to generate roles in various data sets, and it has strong generalization ability.
However, this method is only suitable for rough role selection, not for precise
role set mining. Therefore, Alessandro Colantonio proposed a new method [27]
which introduces the availability and similarity metrics to measure the expected



38 J. Jia et al.

complexity of bottom-up analysis results and improves the calculation efficiency
using two fast probability algorithms. This method is applicable to large orga-
nizations with hundreds of thousands of users and permissions.

Graph-Based Role Mining Mechanism. Graph-based Role Mining Mecha-
nism (GRMM) divides user groups and permissions based on the implementation
of graph elements, which can solve the problem of understanding the semantic
representation of the role set difficulty. GRMM is a creative idea to solve role
mining problem based on graph elements. Colantonio et al. graphically repre-
sented user privilege allocation to quickly analyze and motivate meaningful roles
[28]. Graphic elements can be used to solve the problem of no semantics or diffi-
cult recognition in the process of role mining. However, the calculation of graphs
is a more complicated process. Consultant algorithm and extraction algorithm
can reduce the complexity and the operation process. The advisor algorithm can
heuristically solve NP-complete problem in graph operation process [29]. The
adviser algorithm does not need a predefined role set, and uses a visual-inspired
character set to represent user permission assignment. This method provides a
new idea for the application of graph in role mining, and tries to reduce the
computational complexity. However, compared with the role mining method of
time and probability, it is still very immature.

Weight-Based Role Mining Mechanism. Weight-based Role Mining Mech-
anism (WRMM) implements the extraction of important roles by mapping the
priority of roles with weight values, and it can achieve different permissions for
different users by mapping role priorities. The weight value measures the impor-
tance of role. Ma et al. proposed a weight-based role mining algorithm [30],
which proposes the concept of weights to reflects the impact of weights in the
system by mapping permissions, roles, and weight values. The weight value can
correspond to the attribute of operation, sensitivity of the object, and the user
attribute associated with the permission. The weight of permissions is calculated
by exploiting the similarity between user and permissions. Compared to the tra-
ditional methods, it can scan the database’s permission set based on the weight.
However, in the process of calculating the weight of authority, this method needs
to associate other attribute information, which may increase the complexity of
calculation process and prolong the long time consumption.

Mixed-Based Role Mining Mechanism. Mixed-based Role Mining Mecha-
nism (MRMM) combines multiple role mining methods to select the optimal role
set. For example, Frank et al. proposed a hybrid model mining algorithm based
on probabilistic elements, which quantitatively analyses the correlation between
any type of business information and a given role, and merges the relevant busi-
ness information into a probabilistic model of a hybrid model mining algorithm
[31]. Mixed role sets are mined through combination of probability and statis-
tics method and objective function of enterprise information. The experimental
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results show that this method can generate roles corresponding to business infor-
mation well. However, the computational process is complex, and it is difficult to
deal with large-scale complex systems. Zhai et al. proposed a hybrid method of
role mining algorithm [32], which requires a top-down approach to defining the
set of roles and then mining the candidate roles through a bottom-up approach.
The weighted structure complexity is used as an indicator of system optimization
and performance evaluation. This approach requires a predefined set of roles to
increase the amount of work and time spent compared to other methods. Both
mixing methods have certain advantages under their specific conditions, but they
are poor in portability and universality.

2.2 Improvement of Role Mining Mechanism

In some special scenarios, some functions of the existing model cannot meet
the requirements of current scene, so it is necessary to improve the function
of a certain aspect of the existing character mining model. This paper selects
several issues with high current attention including exploring roles that support
overlapping permissions, mining “dirty data” and “noisy data” roles, compatible
with existing role set methods, reducing the complexity of role mining systems,
and finding the best set of roles. The role mining process consists of three steps.
The first step is the search for role attributes, also known as the preprocessing
stage. The second step is to create and run a role mining task, also known as the
role detection phase. The final step analyzes the role mining results, configure
and save the role [18], also known as the post-processing stage [33].

Role Mining Mechanism with Noisy Data. Role mining mechanism with
noisy data, which is abbreviated as NdARMM, removes redundant data through
noise processing to determine the optimal role set more accurately. Noise data
processing belongs to the pre-processing stage of role mining, which removes
erroneous data and transforms them into executable data sets. Molloy et al.
cleaned the data before inputting data [34], and introduced a method of noise
identification using (non-binary) rank reduction matrix decomposition. Experi-
mental results show that it is effective in noise reduction. The process of mining
roles is divided into two steps: eliminating noise and generating candidate roles.
The evaluation results have also shown that this method can find a set of roles
that are very close to the noise-free data. Therefore, this method is superior to
the method of directly mining noise data.

Role Mining Mechanism with Overlapping Privileges. Role mining
mechanism with overlapping privileges, which is abbreviated as OpRMM, can
solve the role set problem of overlapping regions in the role mining process.
OpRMM is critical to the process of determining the set of roles. Jaideep Vaidya
et al. proposed an unsupervised method called RoleMiner which is used to mine
roles from existing permissions. The essential task of role mining is to cluster
users with the same (or similar) permissions [35]. Role mining needs to identify
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overlapping sets. The roles are those with overlapping permissions, which are
implemented by counting the intersections between the initially discovered clus-
ters through subset enumeration. This process is mainly for the role detection
phase and is used for the determination of role set.

Role Mining Mechanism with Minimum Perturbation. Role mining
mechanism with minimum perturbation, which is abbreviated as MpRMM, is
used for the migration process of role mining systems. MpRMM can achieve
minimal changes to existing systems. Most of the role mining methods are not
compatible with existing roles, and all roles are defined from the beginning,
which cannot be changed for the RBAC system that has been implemented.
Takabi et al. proposed the definition of a mining hierarchy with minimal per-
turbations [36], and defined a heuristic algorithm called StateMiner which can
maximize the proximity of the deployed RBAC state and the optimal state of
the RBAC state. Zhai et al. used this algorithm as an metric to approximate the
original character set, and introduced a similarity calculation algorithm [32]. On
this basis, they proposed Minimum Disturbance Hybrid Role Mining algorithm,
analyzed its complexity, and the evaluation results show that the accuracy and
efficiency are significantly improved.

Role Mining Mechanism with Reducing Complexity. Role mining mech-
anism with reducing complexity, which is abbreviated as RcRMM, can reduce
the complexity of complex role mining systems. ReRMM simplifies complex hier-
archies, which facilitates the selection of role sets. Colantonio et al. proposed a
solution to reduce the complexity of role mining [37] which can be divided into
three steps. First, each role is assigned a weight. Second, the role-user privilege
assignment which does not belong to roles whose weights exceed a given thresh-
old is determined. Final, the role mining problem is limited to the role-user
privilege assignment problem in the previous step. This solution is derived from
graph theory, which allows role miners to select stable roles through context-
simplified role selection tasks. To reduce the complexity of RBAC systems, and
to define the concept of weighted structural complexity metrics, Molloy et al.
[38] proposed a role mining algorithm for mining lower structural complexity
RBAC systems. HierarchicalMiner and AttributeMiner are able to generate less
complex RBAC states while retaining semantically meaningful roles and discov-
ering new roles with semantic meaning. HierarchicalMiner has the ability to mine
the role of maximizing system performance and generate an excellent character
hierarchy.

Role Mining Mechanism for Optimal Role Set. Role mining mechanism
for optimal role set, which is abbreviated as OrsRMM, can be used to imple-
ment approximate solutions to NP problems through heuristic algorithms. Guo
et al. considered that the role hierarchy should assume the authority to mitigate
security management, but no concept of optimal hierarchy has been proposed.
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Therefore, They defined a formal indicator of the optimal role level mining struc-
ture [39]. The optimal concept is based on the role hierarchy as a graph and find
the best role hierarchy, with the minimum number of edges to calculate the tran-
sitive closure. A heuristic method based on RoleMiner is proposed to achieve this
goal. Vaidya et al. also introduced two different variants of Role Mining Problem
(RMP) on how to find the correct role. One is delta-Approx RMP and the other
is minimum noise RMP. Besides, they also showed that RMP is a NP-complete
problem [21] and revealed the connection between several recognized problems in
data mining and analysis role mining. After that, Igor Saenko and Igor Kotenko
proposed a heuristic optimization method based on genetic algorithm (GA) [40]
to solve RMP which develops a heuristic solution with the ability to find an
accurate set of roles. By using chromosomes and genes in genetic algorithm to
complete the crossover, mutation and selection process, a more appropriate set
of minimal roles can be determined. As an algorithm for solving RMP problems,
this method has high performance and efficiency, however, it is difficult to deter-
mine the number of population and active role set under special circumstances.

3 Performance Evaluation Metrics of Role Mining
Mechanisms

Section 2.1 summarizes five mechanisms, including TRMM [22-25], PRMM
[26,27], GRMM [28,29], WRMM [30], MRMM [31,32] which change existing
role-based access control models by extending elements, and improve the effi-
ciency and functionality of the new model by adding the characteristics of the
elements. While Sect. 2.2 summarizes NARMM [34], OpRMM ([35], MpRMM
[32,36], ReRMM [37,38], OrsRMM [21,39,40] five mechanisms which aim to
select the optimal role set or improve the accuracy of role set. In this section, we
will construct the evaluation metrics of the above ten role mining mechanisms.

In December 2016, Dong et al. proposed a data-centric model for predicting
the best role mining results [41] without running any role mining algorithms.
Different from Dong’s algorithm, Molloy et al. compared different role mining
algorithms [42] and proposed a framework to optimize and upgrade the role
mining hierarchy, and evaluated the performance of different algorithms.

After analyzing the evaluation models and quality evaluation indexes of dif-
ferent role mining results, this chapter compares the ten role mining mechanisms
in Sect. 2 from the aspects of introduce element, mechanism characteristic, appli-
cation scenario and disadvantage to obtain the performance comparison of the
role mining mechanisms in Table 1.

The metrics used in the comparison are shown as follows. Introduced Ele-
ment: represents the mediation values for the mapping process between roles,
permissions and users added to select a high-quality set of roles in the new model.
Mechanism Feature: refers to the outstanding performance of various mecha-
nisms compared with other mechanisms, such as flexibility, generalization abil-
ity, etc. Application Scenario: refers to the appropriate scenario for various role
mining mechanisms, in which scenario the application can exert the maximum
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Table 1. Performance comparison of role mining mechanisms.
Type Introduced Mechanism feature Application scenario | Disadvantage
element
TRMM Time Increase flexibility. It is suitable for The system is
[22-25] Reduce the number |systems where the highly biased and
of user rights role is time difficult to apply in
allocation and role dependent other systems
mining time
PRMM Probability It has strong It is widely It is not applicable
[26,27] statistics generalization applicable to role to an RBAC system
ability and strong mining of various with non-redefined
expansibility data sets and probabilities
relatively large-scale
systems (about
100,000 users)
GRMM Graphics Intuitive way to A system that It does not work for
[28,29] Mapping visualize user rights | intuitively identifies | systems that cannot
allocation; Quickly meaningful roles in | be visualized
analyze and inspire | data graphically
roles without
predefining the role
set
WRMM [30] | Weight value | Greatly reduces the | A system that Weak sensitivity to
data processing considers the roles with
times and quickly different nature and | indistinguishable
generates roles importance of each permissions
permission, and
identify permission
sets with a small
number of users
MRMM Business Visualization of role | A role application The integration of
[31,32] information information and with visual business information
strong requirements will lead to an
generalization associated with increase of
ability business information | pre-processing time
NdRMM [34] | Matrix High Accuracy Role mining with The set of roles that
noisy data completely cover the
system cannot be
found
OpRMM [35] | User rights It is highly effective | For data sets with Long preprocessing
assignment and accurate overlapping time and no
permissions and semantic
high noise information
MpRMM - High compatibility A system which has | The high
[32,36] and slight already deployed hierarchical
disturbance the RBAC complexity of
RBAC system
RcRMM Weight value | Identify excellent RBAC system with | The system
[37,38] roles and reduce high complexity performance heavily
system complexity depends on the
setting of the weight
threshold
OrsRMM Graphics or Lighten It need to optimize | Long execution time
[21,39,40] Noise management burden | redundant, complex |in data

and generate a set
of characters with
high accuracy

and inefficient
RBAC systems

preprocessing and
role generation
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performance. Disadvantage: refers to the imperfections of the existing mining
mechanism. These metrics can inspire researchers to absorb the characteristics
of mechanisms, and apply suitable scenarios, and improve the shortcomings of
role mining, and enable the corresponding mechanisms to play the greatest role.
Through in-depth study on the process of role mining mechanism, the quality
evaluation metrics of role mining results is obtained in Table 2. In this Section,
ten quality evaluation metrics were obtained to evaluate the role mining results.
In Table 2, each mechanism that contains the corresponding evaluation metric
is denoted as “Yes” and abbreviated as “Y”. The mechanism excluding the cor-
responding evaluation metric is denoted as “No” and abbreviated as “N”. Next,
we will explain what each evaluation metric represents.

— Implementation Complexity (IC) denotes the complexity of the implementa-
tion process of a new model.

— Pre-Processing Time (PPT) represents the pre-processing time for various
mediation values and roles, permissions, user mappings, and transformations
in the new model. The longer the preprocessing time is the worse the perfor-
mance and the shorter the time is the better the performance.

— Role Generation Time (RGT) represents the time required to generate the set
of roles required by the model after pre-processing the mapping and trans-
forming the relationship.

— Role Quality (RQ) represents the pros and cons of generating role quality.
Role quality is equal to number of permissions/number of roles. The higher
the ratio is the better the roles generated. Conversely, the worse.

— Extensibility (Ex) represents the ability of existing systems to extend other
functions to their existing models. The application scenario, data model algo-
rithm and so on in each model are judged.

— Compatibility (Co) refers to the migration of new models to other hardware
and software systems. Or whether it can be covered with other RBAC sys-
tems, and whether to start from scratch.

— Similarity (Si) represents the degree of similarity of Roles’ functions and
strengthens the similarity between permissions by using similarity matrix.

— Intuition (In) indicates whether managers can directly identify and under-
stand role meanings.

— Relevance (Re) refers to whether the new model needs training of large data
sets.

4 Open Issue and Challenge

The RBAC model is currently the most widely used access control system, and
its classic model brings new research ideas to researchers. However, there are
many factors affecting the efficiency of RBAC model. Researchers are also com-
mitted to solving these difficulties to improve the efficiency of the RBAC system,
and strive to maximize the efficiency of the model. The role integrity and role
management efficiency generated by the role mining process is undoubtedly a
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Table 2. Quality evaluation metric of role mining results.

Type IC|PPT | RGT |RQ Ex|Co|Si|Ln|Re
TRMM [22-25] Y |Y Y Y |[N|Y [N/N|Y
PRMM |[26,27] Y |Y N N Y |Y |Y N |Y
GRMM [28,29] Y |Y N Y I[N N Y|Y Y
WRMM [30] Y |N Y Y [N |Y |[YIN N
MRMM [31,32] Y |Y N Y |Y N N|Y |Y
NdRMM [34] Y |Y Y Y [N N Y|N Y
OpRMM |[35] N Y N N N |Y |[N/N N
MpRMM ([32,36] Y [N N Y |Y |Y NN |Y
RcRMM [37, 38 Y N Y Y [N|N|NNJY
OrsRMM [21,39,40] 'Y |N N Y |Y N NN |Y

key technology for the efficiency of the RBAC model and the core project of
the RBAC system. This paper explores and discusses the open issues related to
current role mining techniques.

4.1 Minimizing the Role Set Problem

In all the literature reviewed in previous section, the exploration of the best roles
set is undoubtedly the largest problem which has been proven to be NP-hard.
In order to optimize the number of roles that cover all current user privilege
assignments, the known minimum number of roles [43] can also be modeled as
the Graph Coloring Problem (GCP). The current research result shows that
the optimal number of role is roughly concentrated around its expected value
[44-46].

4.2 RBAC Migration Cost Problem

The huge workload of RBAC policies migration is a main obstacle to the adop-
tion of RBAC systems in large organizations. Some migration-related role min-
ing algorithms can significantly reduce the cost of the migration process. For
example, Xu and Stoller used a strategy mining algorithm to parameterize the
role, so that the parameterized results are added to the candidate role set to
complete the migration process [47]. Molloy et al. also studied the migration of
non-RBAC systems to RBAC systems, and applied data mining to role mining
to make up for the high-cost top-down approach in the migration process, which
can simplify complex character hierarchies and dig out excellent character sets
[48]. The migration problem of RBAC system can also be viewed as to reduce
the complexity of role mining algorithm. This is a practical problem to deploy
RBAC systems, but the design of unified algorithm or strategy to achieve low-
cost migration is difficult due to the differences of the deployment environments
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[49]. Therefore, Pan et al. proposed a model of high flexibility and applicabil-
ity from the perspective of reducing the structure of the RBAC system, which
can reconfigure the RBAC system with minimal structural complexity and per-
turbations [50]. However, the actual application effect needs to be continuously
explored by researchers in the future.

4.3 Role Mining Problem with Semantic Information

System administrators generally do not want to assign a role that is completely
incomprehensible. Since the role mining process requires multiple iterations [51],
most of the intermediate results are not semantic. There are only a few studies
of role mining algorithms that contain specific semantic information. Rosen-Zvi
et al. proposed a technique for extracting information about authors and topics
[52] which is essentially a statistical model based on probability, and the prob-
abilistic theme is extended to include author information and using Markov to
learn the author’s subject from the data in an unsupervised process. This was an
attempt to solve the semantic information problem and has achieved well results.
Semantic information can be abstracted into attribute information. Besides,
Molloy et al. proposed a role mining method for response authority usage and
user attributes [53], which provided several models that can find a causal rela-
tionship with permission usage, including user attributes that are arbitrarily
combined by this information, and a mining algorithm for the association of
natural and semantic information for role mining.

4.4 Role Mining Results Evaluation Criteria

The merits of role mining results need to have an accurate evaluation criteria
[61]. Zhang et al. have done related research work [54] and used five algorithms
to verify the validity of the role mining results. The TF-IDF algorithm is used to
mine the semantic tags for each role. However, a general criteria to evaluate the
quality of role mining results is still missing. For the quality assessment of the role
mining results, we can refer to the assessment [55] that ABAC model attributes
are automatically extracted and the assessment using a calculation of expansion
attribute strategy [56]. The definition and extension of these evaluation criteria
are of guiding significance for future research.

After discussing the literature in the field of role mining, this paper summa-
rizes the existing issues and challenges:

— The selection of accurate and efficient role sets.
Since the RBAC system deployment environment is very different and the
mining of role sets is recognized as an NP-Hard problem, there is currently no
determination algorithm that can derive the most efficient role set according
to the corresponding scenarios. Although many researchers have proposed
their own heuristic algorithms, they can only be applied to specific scenarios.
— Find the evaluation of quality criteria for role mining results.
There is still lack of uniform and accurate metrics to measure the pros and
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cons of role mining results. The evaluation metrics of role mining results
summarized in this paper provide references and suggestions for current
researchers, and need further improvement and expansion.

Reduce the complexity of role mining algorithm.

The combination of multi-dimensional technology will lead to an exponential
boom in system complexity, which needs to be reduced in the deployment of
live scene systems (constrained environments). It is a difficult task to reduce
the complexity of role mining while ensuring the maximum efficiency of RBAC
system.

Dynamic update of the roles.

Since the efficient RBAC systems require more accurate and broader set of
roles, the role mining algorithms need to be updated constantly. With the
updating of RBAC system, the number of roles will explode. So, it is a great
challenge to update the roles in time.

Role semantic information mining.

In many current algorithms and technologies, many roles become unrecog-
nized after many iterations, which poses great difficulties in identifying and
understanding character sets. It is important to ensure that role semantic
information is highly identifiable during role mining. How to generate a role
with accurate semantic information is yet to be further studied.

Conclusion

This paper summarizes the literature on role mining in RBAC system in the
past few years, and compares the performance of role mining mechanism, and
summarizes the commonly used metrics to evaluate the quality of role mining
results. Through the in-depth study of various role mining mechanisms, we pro-
pose the following suggestions and predict the future development direction of
role mining.

The development of future role mining is bound to develop towards the direc-
tion of big data [57]. By combining role mining with big data, more accurate
role sets can be obtained.

The role mining will develop from a single system to a comprehensive multi-
dimensional system especially the heterogeneous network [58]. The combina-~
tion of role mining technology with other access control mechanisms or other
security technologies will enhance its own security [59,60], reduce system
complexity, and enhance the ability to resist attacks.

Although role mining technology has a lot of research in some areas, it is still
blank in many application areas. Taking the Internet of Things as an exam-
ple, the IoT environment needs to implement access control in a low-power
scenario. The identity information of sensor nodes [61] is equivalent to user
groups, and some scenes can derive corresponding roles. Mining the identity
information of these sensor nodes to establish the mapping relationship with
the role can also implement access control in the context of the Internet of
Things.
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An assessment framework for comprehensive, accurate, and efficient role min-
ing results needs to be established. Because of the difference of evaluation
scenarios, there is no unified evaluation model. In the future, it is possible
to explore the establishment and improvement of an evaluation framework
applicable to the results of role mining in any case.
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