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Abstract. For most of the current watermarking algorithms, a multi-function
color image that can simultaneously perform copyright protection and content
authentication is proposed as Dual watermarking algorithm. First, the original
image is converted from RGB space to YUV space, and the SURF (speeded
up robust feature) of the luminance component is extracted. The marker points,
constructs a description vector according to the main direction of the feature point
and splits it into two sub-vectors, respectively calculating the cosine clip between
them and a reference vector Angle, construct a robust zero watermark sequence by
comparing the size relationship of the angles; then 2 × 2 the original image, and
the singular value norm of the sub-image block. The XOR operation is performed
to generate fragile watermark information and embed it into the least significant
bit of the image space. By calculating the original robust zero water at the time
of copyright attribution. The correlation coefficient between the printed sequence
and the watermark sequence extracted from the image to be detected is used as
the basis for identification, and the content authentication is passed. Experimental
results show that the proposed algorithm has good performance.
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1 Introduction

With the increasing popularity of high-speed broadband networks and the rapid devel-
opment of digital information technology, various forms of digital multimedia resources
are stored, copied and disseminated through the network, and the problems of copyright
protection and content authentication become an urgent need to be solved. problem.
Copyright protection requires that the watermarking algorithm has strong robustness
and can resist certain signal processing operations [1]. Content authentication requires
the watermarking algorithm to be sensitive to tampering operations, and it is easy to
implement tampering and content authentication. However, most current watermark-
ing algorithms often Only a single copyright protection or content authentication func-
tion can not meet the actual needs. The performance of a semi-fragile watermark is
between a robust watermark and a fragile watermark, but it is difficult to have two good
performances at the same time.

Therefore, the researcher has carried out related research on the simultaneous embed-
ding of robust and fragile dual watermarks in a vector image. [2] proposed a multi-
functionwatermarking algorithm based on vector quantization, embedding robust water-
mark and fragile watermark respectively. To the quantized average coefficient and the
residual coefficient, the purpose of copyright protection and content authentication is
achieved, but the watermarking algorithm has high computational complexity and low
transparency (Fig. 1).

Fig. 1. Watermarking embedding and extraction step by step

The above multi-function image watermarking algorithm embeds both the robust
watermark and the fragile watermark into the image carrier, which inevitably leads
to a decrease in image quality, and the performance between the two watermarks also
affects each other. In order to maintain image quality, the literature [3–6] proposed a zero
watermarking technique. In view of this, a dual-function color image zero-watermarking
algorithm is proposed. The stable feature of the image is extracted as a robust zero-
watermark information by introducing a superior speed (SURF) (speeded up robust
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feature) operator, and the least significant bit is changed in the airspace. The method
embeds fragile watermark information to detect and locate malicious tampering. The
advantages of the algorithm are as follows:

1) The image features extracted by the SURF operator are robust to noise, filtering,
rotation, and luminance transformation;

2) Relative to the currently used SIFT (scale invariant feature transform) operator,
SURF operator has greatly improved the efficiency of the algorithm;

3) Fragile watermark information replaces the least significant bit of the original image
in the spatial domain, which can guarantee the visual quality of the image and is
very sensitive to malicious tampering and can be accurately positioned, with good
real-time.

2 Background

2.1 SURF Feature Information Extraction

As an image local feature description operator based on scale space, SURF is an improve-
ment of SIFT operator. The SURF algorithm uses the Hessian matrix for extreme point
detection, and its Hessian matrix on the scale can be expressed as:

H =
[
LXX (X , σ ) LXY (X , σ )

LYX (X , σ ) LYY (X , σ )

]
(1)

Where Lxx(X , σ ) is the result of Gaussian second-order differential and image,
I(x, y) convolution at point x, £., Lxy(X , σ ) and LYX (X , σ ) have similar meanings.
The SURF algorithm uses box filtering instead of Gauss filtering in feature extraction.
The filtering operation of the image can be completed by simple addition and subtrac-
tion. Compared with the sI algorithm, the operation speed is greatly improved and the
algorithm is improved. The efficiency of the algorithm is [7, 8].

Compared with the SIFT marking algorithm, the biggest advantage of the SURF
algorithm is the improvement of the operation speed. The comparison results of the
SURF algorithm, the SIFT algorithm, and the SIFT improved algorithm proposed in [9]
in the feature matching time. The experimental results show that the SURF algorithm
extracts a relatively small number of feature points, but still can clearly obtain the image
transformation relationship. At the same time, the SURF algorithm runs only about l/3
of the SIFT algorithm, which has better real-time performance.

2.2 Robust Zero Watermarking Algorithm Based on SURF Feature

Image SURF feature information for rotation, scale scaling, mapping Operations such
as transformation and grayscale change have strong robustness. Therefore, robust zero-
watermark information is constructed by extracting the important feature information
of SURF of color images [10]. The basic design idea of the algorithm is to spatially
transform the original color carrier image, extract the SURF feature information of the
luminance component, and select the feature points and feature vectors that satisfy the
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scale condition. A reference vector is constructed by using a key, and the cosine angle
between the reference vector and the eigenvector is calculated, and the relationship
between the cosine angles is compared and awatermark sequence is generated according
to a certain rule. Finally, the Amold scrambles the watermark sequence to generate the
final copyright identification information [11]. When the watermark is detected, the
SURF feature information of the image to be detected and the corresponding copyright
identification information are extracted, and the bit correctness rate is detected with the
original copyright information [12–15]. If the bit correctness is greater than a given
threshold, then the watermark information is present, and vice versa. Figure 2 shows the
proposed strategy of implementation of SURF features for watermarking.

Fig. 2. The flowchart of robust zero-watermark

2.3 Construction of Robust Zero Watermark Information

The robust zero watermark information construction process based on the image SURF
feature is shown in Fig. 2, and the flow is described as follows:

1) Convert the original color image from RGB space to YUV space, and convert the
formula to:

Y = 0.299R + 0.587G + 0.114B
U = −0.147R − 0.289G + 0.436B
V = 0.615R − 0.515G − 0.100B

(2)

Where l represents a luminance component, U, V and y represent chrominance
components. According to the masking property of the human visual model, the feature
value of the luminance component is extracted as the robust zero watermark information
[16].
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2) Extract the SURF feature points of the luminance component, and set the feature
point set to S, i.e.

S = {SP|SP = (xi, yj), lp, θp, p ∈ (0,m)} (3)

Where, (xi, yj) is the position of the feature point in the image, lp For the scale of the
feature point, θp For the main direction of the feature point, m is the number of original
image feature points.

The literature [13] shows that the larger the scale space of the feature points, the
higher the matching probability. Assume lmax Is the maximum value of the feature
point scale in the feature point set, i.e.

lmax = max(lp, p ∈ (0,m)) (4)

Let the scale selection factor be a(0< a<1), then the set of feature points that satisfy
the condition can be expressed as

s
′ = {sp|sp = (xi, yj), l

′
p, θp, p ∈ (0,m

′
)} (5)

Where m’ is the number of feature points that satisfy the scale condition,

l
′
p ∈ {lp|∂lmax ≤ lp ≤ lmax, p ∈ (0,m)

3) Selecting a set of feature points that satisfy the scale condition, and constructing a
64-dimensional description vector Vr according to the main direction of each feature
point, which can be expressed as

Vr = {Vp|Vp = (ξp0, ξp1, . . . .., ξp63),P ∈ (0,m
′
)} (6)

4) Use the private key K1 Create a 32-dimensional reference vector VD, calculate VD

and Vr1, Vr2 respectively, % vector cosine angle ϕr1, ϕr2 the calculation formula is

cosϕ = a.b

|a||b| (7)

5) Generate a binary watermark sequence according to the vector cosine angle
relationship, and the generation rule is

wi =
{
1 ϕr1 ≥ ϕr2

0 ϕr1 < ϕr2
(8)

Where, i = 1, 2, . . . .,m′.

2.4 Robust Zero Watermark Information Extraction and Detection

Aswith the watermark information construction process, the image to be detected is spa-
tially transformed, the SURF feature points of the luminance component are extracted,
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and the corresponding feature vectors are constructed. Use the key K1 And K2 get the

extracted copyright identification information U
∧

.
The performance of the robust zero-watermarking algorithm is evaluated by the bit

correctness rate (BCR). The BCR value is,

RBC(U , Û ) = 1 − (

m′∑
i=1

U ⊕ Ûi)/m
′ (9)

Where, ⊕ represents an exclusive OR operation, and if the sequences U and Û are
the same, then BCR value is equal to 1, otherwise it tends to 0. In the process of detecting
the watermark information, the setting of the T detection threshold r may cause a false
alarm, that is, the image that is not embedded in the watermark is judged to have a
watermark. The random binary sequence and the constructed zero watermark sequence
have a probability of matching each bit of 0.5, so the false alarm probability can be
expressed as [15].

P =
m’∑
z=T

(0.52 × C2
m′) (10)

In the formula, T is the detection threshold, z is the number of matched bits, C2
m′ is

the combination of m’ and z.

2.5 Security Analysis of Robust Zero Watermarking Algorithm

A 32-dimensional reference vector VD is created using the key K2. If the attacker cannot
obtain the correct key K2, the targeted watermark attack cannot be performed. The
number of times that Amold scrambles. If you can’t get fear, the attacker can’t generate
the correct copyright logo. Therefore, the robust zerowatermark algorithm is fully public,
and its security depends on the key K2 And ink.

3 Watermarking Implementation

3.1 Vulnerable Watermark Embedding

1) 2 × 2 partitioning of the original carrier image, defined as

Bq =
[
x1 x2
x3 x4

]
, xi

where is the pixel value. The most pixel value for each block low significant bit
(LSB) is set to zero to get

B
′
q =

[
x

′
1 x

′
2

x
′
3 x

′
4

]
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2) According to the singular value perturbation theorem, the sub-image block singular
value norm isXORed to generate fragile watermark information [16]. First, the norm
of the two singular values of the sub-image block is calculated and rounded.

Nm = f

⎛
⎝

√√√√ 2∑
i=1

σ 2
i

⎞
⎠ (11)

In the formula f is a rounding function.

2) For Nm the 8-bit plane is XOR to generate fragile watermark information, and
the fragile watermark information is closely related to each block pixel, which is
beneficial to enhance the sensitivity of the fragile watermark tomalicious tampering.
The rule is [16]:

wf =
[
wf1 wf2
wf3 wf4

]
(12)

Where bi is Nm the i bit, wf is the resulting fragile watermark information, training
Is the wfi pixel value of the fragile watermark.

3) Embedding the fragile watermark information into the least significant bits of the
corresponding block pixel, and reconstructing each sub-image block to obtain an
image embedded in the fragile watermark.

3.2 Fragile Watermark Extraction

First, the water-printed image is 2 × 2 divided, and then the least significant digit
value of each pixel value in the sub-image block is extracted, and the definition is

defined, l =
[
l1 l2
l3 l4

]
. li The lowest value of each pixel in the 2 × 2 sub-image block

effectiveness. Similar to the fragile watermark embedding step, the sub-image block is
subjected to SVD (singular values decomposition) transformation, norm rounding, pixel
value exclusive OR, etc. to extract the fragile watermark wf . wf will l compared with z,
if the images are completely identical, the image has not been tampered with; if there
are inconsistent values, the image is tampered with and the location of the tampering is
marked [16].

4 Experimental Results

4.1 Experiment Setup and Validation

In this paper, the NC (normalized correlation coefficient) value is used to compare the
similitude between the original watermark image and the extracted watermark image to
evaluate the strength of the algorithm. The NC value is calculated as shown in Eq. (14).
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The higher theNC value, the better thewatermark similarity and the stronger the strength
of the algorithm. The second part of the experiment verifies the effect of the algorithm
tampering by adding different tampering attacks to different vector images. Two different
images were used for the validation of our proposed algorithm as shown in Fig. 3
respectively:

Fig. 3. Baboon Colored image

Comparedwith othermulti-functionwatermarking algorithms, this paper extracts the
SURF feature of the image to construct robust zero-watermark information, instead of
embedding thewatermark into the carrier image, thus “embedding” the robustwatermark
information.At the same time, the fragilewatermark information is embedded in the least
significant bit of the image space, which has a slight impact on the human visual effect.
Therefore, the watermarking algorithm has good transparency. The objective evaluation
index of transparency uses a peak signal-to-noise ratio (PSNR) value, and the higher
the value, the better the transparency. If I(i, j) represents the original image, and I ′(i, j)
represents an image embedded in the watermark, the PSNR is:

PSNR = 10lg
MNmaxI2(x, y)

M∑
i=1

N∑
j=1

[I(i, j) − I ′
(i, j)]2

(13)

The normalized correlation coefficient NC [17, 18] is:

NC =
∑

i
∑

j W(i,j)W
′
(i,j)∑

i
∑

j W
2
(i,j)

(14)

4.2 Robustness Analysis of Watermarking Algorithm

In order to verify the robustness of the algorithm, the conventional and geometric attack
tests are performed on the image after embedding the watermark, and the watermark
information is extracted from the image after the attack (Table 1). Detection rate the
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robustness is measured by the ratio of the number of feature regions in which the water-
mark is successfully detected to the number of feature regions in the original image and
the maximum NC value of the watermark.

Table 1. PSNR and NC value of different types of Geometric Attack on Colored Image (Baboon)

Geometric attacks Attack strength PSNR(dB) NC

Rotation
(clockwise)

5°
10°
30°

15.70
13.67
10.58

0.95
0.91
0.91

Rotation
(Anticlockwise)

5°
10°
20°

15.60
13.54
11.41

1
1
0.91

Scaling x 0.6
x 0.8

-
-

0.72
0.73

Translation (Left) 10%
15%
25%

11.00
9.70
9.12

0.92
0.86
0.88

Translation
(down)

8%
15%
25%

13.30
11.45
9.78

1
1
1

Clipping (Y
direction)

10%
30%

–
–

1
1

Clipping (X
direction)

10%
30%

–
-

1
1

From Table 1, it is clear that proposed algorithm is more robust against geometric
attacks. In coloured image of Bamboo Clipping X and Y direction, Translation attack
and Rotation attack have the NC value more than 90% and nearly 100%, thus results
of our proposed DCT and SURF are satisfactory and robust in watermarking an image.
Figure 4 shows the implementation results of our proposed algorithm on different attacks
and recovering of the watermark algorithm after extraction process.

Therefore, the algorithm presented in this paper is outstanding in all kinds of attack
situations, especially so in solving the problem that existing algorithms cannot balance
resistance to geometric attacks and robustness. It has strong resistance to geometric
attacks and shows a good level of robustness.
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Fig. 4. Different attacks on Baboon Coloured scale image

5 Conclusion

Aiming at the limitations of most image watermarking algorithms at present, a multi-
function colour image watermarking algorithm which can realize copyright protection
and content authentication is proposed. Utilize image SURF features for common sig-
nal operation remains stable. The robust zero watermark sequence is constructed to
implement the copyright protection function, and the mutual interference between the
watermarks is avoided. The content authentication is realized by embedding the fragile
watermark on the least significant bit of the image space. The experimental results show
that the watermarking algorithm has better transparency, improved computational effi-
ciency and robustness to common image operations. At the same time, the area where
the image can be maliciously tampered with domain is accurately detected and located.
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