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Abstract. While enjoying the convenience brought by location-based services,
mobile users also face the risk of leakage of location privacy. Therefore, it is
necessary to protect location privacy. Most existing privacy-preserving methods
are based on K-anonymous and L-segment diversity to construct an anonymous
set, but lack consideration of the distribution of semantic location on the road
segments. Thus, the number of various semantic location types in the anony-
mous set varies greatly, which leads to semantic inference attack and privacy
disclosure. To solve this problem, a privacy-preserving method is proposed
based on degree of semantic distribution similarity on the road segment,
ensuring the privacy of the anonymous set. Finally, the feasibility and effec-
tiveness of the method are proved by extensive experiments evaluations based
on dataset of real road network.

Keywords: Location-based services + Road network - Semantic location -
Privacy-preserving

1 Introduction

With the rapid development of communication technology and mobile positioning
technology, users can use mobile devices such as in-vehicle terminals and mobile
phones to obtain their locations anytime and anywhere, thereby application based on
Location-based Services (LBS) have become more and more widespread [1-3]. If users
wish to receive information from LBS, they have to share their exact location. For
example, how to go to the nearest hospital? Meanwhile, users face the risk of leakage
of location privacy [4]. More sensitive personal information can be stolen by the
attacker. Therefore, how to solve the problem of leakage of location privacy in LBS has
attracted the attention of scholars at home and abroad.

Currently, several schemes have been proposed by scholars [5-9] to protect the
location privacy of users. For example, K-anonymous algorithm is usually used in
Euclidean space [5, 6], where users can move freely. These algorithms construct
anonymous set including & users instead of the exact location of the user, which makes
it difficult for an attacker to distinguish the exact user from other anonymous users.
However, the security of the K-anonymous algorithm is compromised when attackers
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mined road network information and semantic location information. Therefore, it is
extremely important to propose location privacy-preserving scheme on the road
network.

Location privacy-preserving schemes on the road network are mostly based on (K,
L)-model, which means the anonymous set not only includes K anonymous users, but
also includes L road segments. Chow et al. [10] designed a location privacy-preserving
method on road network, which blurs the user’s exact position into several adjacent
road segments, and considers the query cost and query quality when constructing
anonymous set. Pan et al. [11] constructed a unified set of anonymous users for users,
and formed anonymous region through connected road segments. However, these
methods do not take the information of semantic location on road network environment
into consideration. Li et al. [8] used road network intersections and semantic locations
to divide the road network into independent non-overlapping network Voronoi units,
and optionally added neighboring Voronoi units to form anonymous region to meet
semantic security. Xu et al. [12] proposed a global and local optimal incremental query
method based on location semantic sensitivity rate. By reducing the number of
unnecessary locations, the query overhead is reduced, and the user service quality is
improved.

In the above methods guarantee some degree of privacy. Nevertheless, they all
share a common drawback. The semantic location is represented by the nearest road
network intersection, which is given semantic location information (semantic location
type, popularity, sensitivity, etc.). If there are many different types of semantic loca-
tions in the intersection of the road network, it will be caused the problem that semantic
locations cannot be represented in the road network environment. Chen et al. [13]
proposed a privacy-preserving method based on location semantics, which fully con-
siders the user’s personalized privacy requirements. In this method, semantic location
is directly distributed on the road segment, which makes the road network model more
realistic. But the distribution of semantic location types on the road network is not
considered, so the number of various semantic location types in the anonymous set
varies greatly, which leads to semantic inference attack illustrated by the following
example.

Example 1. Figure 1 shows the scenario that a user named Alice requests services
through a mobile phone with GPS on road e;. In order to prevent Alice’s location
leakage, the method based on K-anonymous and L-segment diversity protects Alice’s
location privacy. In our example, we assume K = 45, L = 3, then the anonymous set
may be ey, e,, e3. Unfortunately, it is easy for an attacker to infer that Alice is at school,
and knows that Alice’s identity information may be a student or a teacher. Because the
user’s semantic location type school accounts for a large proportion of anonymous sets.
Therefore, even though Alice’s location blur into several adjacent road segments, it’s
easy to a semantic inference attack.

The rest of the paper is organized as following. We introduce some necessary
preliminaries such as fundamental concepts and models in Sect. 2, whereas Sect. 3
introduces the algorithms. The experimental settings and results of our experiments are
illustrated in Sect. 4. Finally, Sect. 5 concludes this paper.
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Fig. 1. A snapshot of mobile users in road network

2 Preliminaries

2.1 Related Definition

Definition 1 (Semantic location). loc = (slid, eid, x,y, type) is the semantic location
on the road network, slid denotes the number of the semantic location, eid denotes the
number of the road segment where the semantic location is located, x and y are the
coordinate of the semantic location. And the fype is the semantic location type, which
contains m types and Type = {type1,types, ..., type,} is types of the semantic
location.

Definition 2 (Semantic location popularity). We use it to describe the popularity of a
semantic location type. Every semantic location type type; € Type has their own
popularity popype,. The set POP = {popype, ; POPiypes » - - -s POPiype,, } indicates the pop-
ularity of all semantic location type.

Definition 3 (Vector of road segment popularity). It describes all the semantic
location information on the road segment, which is consisted of the popularity and
number of semantic locations. And it can be denotes as e;.

Definition 4 (Semantic Road network). A road network is an undirected graph G =
(V,E) with a node set V and an edge set E. A node v; € V denotes the intersection of
the road segment on the road network. While an edge e; = (eid, v;, v;, e) €E is the
road segment, connects two nodes v; and v;, with eid is the road segment number, e
denote the vector of the road segment popularity.
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Example 2 (Semantic Road network). Figure 1 (a) displays a simplified semantic
road network model, in which an edge is associated with the vector of the road segment
popularity. For example, we assume that the popularity of hospitals, schools, super-
markets, and hotels are 0.3, 0.3, 0.3, 0.1. The vector of road segment popularity on the
road segment e; and e, is e; = [0.3,0.3,0.3,0.1] and e; = [0,0.9,0, 0], respectively.

Definition 5 (Degree of semantic distribution similarity). It describes the degree of
semantic distribution similarity between road segments, which is determined by the
vector of road segment popularity and in a range of values [0, 1].

n
e
‘e = a gz bl (1)
T et D e :
k=1 k=1

Where ¢; and ¢; instead the vector of road segment popularity of the road segment
e; and e;, respectively. The smaller 5? = is, the higher degree of semantic distribution
1]

similarity of road segments is.

Definition 6 (Semantic location sensitivity). It denotes the sensitivity of semantic
location type. Every user can set their own sen,y,,, for each type of semantic location
type; € Type freely, and Sen, = {senype, , Selppe,, . - ., SeNype,  denotes sensitivity of
all semantic location types.

Definition 7 (Anonymous set). It is a cloaked set of several adjacent road segments
such that satisfies the user specified privacy requirements.

Definition 8 (Anonymous set popularity). The popularity Pop,s of the anonymous
set,

| Dpel |AS.locs.type = type;]
|AS.Locs|

Popys = POPtype; (2)

i=1

Definition 9 (Anonymous set sensitivity). The sensitivity Senss of the anonymous
set,

[Typel

|AS.locs.type = type;]
Senps = Zl: |AS.Locs| *Mtope &

|Type| in above is the number of semantic location types contained in the anony-
mous set; |AS.Locs| is the number of semantic locations included in the anonymous set.

Definition 10 (Anonymous set privacy). The privacy PM,s of the anonymous set,
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_ Popas

PMys =
A SenAS

(4)
Obviously, the popularity and sensitivity of anonymous set directly affect the pri-

vacy of anonymous set. The popularity of anonymous set is higher and the sensitivity is
lower, the privacy of the anonymous set is higher.

Definition 11 (Privacy requirement). The user’s privacy requirements is denote as
PR(UN, SN, d,Sen,). UN and SN denotes the user-defined lowest number of mobile
users and road segments, respectively; with ¢ is the highest value of degree of semantic
distribution similarity on road segments; and Sen, is sensitivity of different semantic
location types.

2.2 System Architecture

Figure 2 shows the classic centralized server architecture [14], which mainly contains
three components: user, anonymous server and LBS server. In this architecture, users
can obtain their location information from the base station. Then, send it to the
anonymous server together with query content and privacy requirements (step (D).
Subsequently, the anonymous server uses the semantic location privacy-preserving
module to blur the user’s location into a set of road segment that meet the user’s
privacy requirement, and sends anonymous query to the LBS server (step @). After the
LBS server gets the candidate results for anonymous query and sends it to the
anonymous server (step ). Finally, the anonymous server computes the candidate
results through the filter module and delivers exact result to the query user (step @).

(W)
A

- - I
Base Station | Location Semantic H
I'\_Information Information \/ ,

_ ExactLocation
() Query Content
Privacy Requirements

Semantic Location (2) Anonymous Query

—_—- Privacy-preserving —_———
Module
e FilerModule |/ oo coeencenan E
(@) Exact Result ®) Candidate Results
Users Anonymous Server LBS

Fig. 2. System architecture

3 Semantic Location Privacy-Preserving Method

The method selects the appropriate adjacent road segments to construct an anonymous
set according to user-defined privacy requirements. And it consists of two algorithms.
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Algorithm 1 (ORSSA) is used to determine the optimal road segment in this paper.
Calculate the popularity vector of the user’s current road segment and adjacent road
segments set, and take the road segments to candidate road segment sets which less
than or equal to J. Subsequently, select an optimal road segment from these road
segment to join the anonymous set. Here, the optimal road segment means that the
privacy level of the anonymous set composed of the road segment is highest. Detail
process is depicted as following:

Algorithm 1 Optimal Road Segment Selection Algorithm (ORSSA)

Input: user u, current anonymous set CAS, adjacent road segments set
AdjacentEdges,, , threshold 9, sensitivity set Sens, popularity set POP

Output: OEdge

1) OEdge=O ;CandEdges , =0 ;PM , =D,

2) MAX=0,

3) for each edge in AdjacentEdges,

set

4) assign the edge where user u located to e;, calculate the vector of road

segment popularity eT ;

5) assign edge to e,, calculate the vector of road segment popularity Z ;
0) if Ve —en/(Yey+Ye, )< then
k=1 k=1 k=1
7) CandEdges,,,=CandEdges,, \Uedge ;
8) end if
9) end for

10) for each edge in CandEdges.,,

11) PM = POp(CASUcdgc) /Sen(CASUcdgc) ;

12) PM_ =PM,_, UPM;

13) MAX ={PM |max{PM e PM_,}}, and the corresponding edge assigned
to OEdge;

14) end for
15) return OFEdge

The next algorithm (DSDSPPA) is a privacy-preserving algorithm based on degree
of semantic distribution similarity of road segments. The idea of our method is to start
from the road segment where the user is located. If this road segment meets the user’s
privacy requirements, we return it as anonymous set to the LBS server. Otherwise, we
pick the optimal road segment from all adjacent road segment until the user’s privacy
requirements are met. Detail process is depicted as following:
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Algorithm 2 Privacy-preserving algorithm based on degree of semantic distribu-
tion similarity (DSDSPPA)

Input: user u, privacy requirements PR, popularity set POP

Output: Anonymous set A4S

1) AS=y;

2) assign the edge where user u located to OEdge;

3) AS=ASVUOEdge;

4) while |ASusers|< PRUN or | AS.edges|< PR.SN

5) AdjacentEdges,, = GetEdges(AS) ;//find adjacent road segments of 4S
6) OEdge=ORSSA(AS, AdjacentEdges.,,, PR.0, PR.Sen,, POP) ;

7) AS = AS U OFEdge ;

8) AdjacentEdges,, = ;

9) end while

10) return 4S;

set?

set

4 Experimental Evaluation

Our algorithms are executed in java based on MyEclipse environment and all exper-
iments are performed on Intel (R) Core(TM) i5-9400 CPU @ 2.90 GHz and 16 GB
main memory with Microsoft Windows 10 Professional.

4.1 Datasets and Parameter

(1) Datasets

In this paper, we use the road network in California which includes 21048 vertices
and 21693 edges. And real road network dataset contains semantic location of various
categories, e.g., hospital, park, airport, bar, building [15]. The second experimental
dataset used in this paper was collected from Gowalla, which has more than 6442890
check_ins made by users over the period of Feb.2009-Oct.2010 [16]. Then, we filter the
user’s check_ins data in California and calculate the popularity of different semantic
location types.

(2) Query generator

We generate 10000 mobile users through by the Network Generator of moving
objects [17] and choose 1,000 users send a query randomly. Table 1 depicts the
parameters of our experiment.
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Table 1. Parameter setting
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Parameter Default values | Range
PR.UN 25 [10,40]
PR.SN 6 [3,15]

PR .SNmax 20

) 0.7 [0.1,1]
The number of mobile users 10000

The number of users that issue queries | 1000

The number of semantic location types | 63

4.2 Experimental Results

Assess the feasibility and effectiveness of the algorithms DSDSPPA, we compare
algorithm LSBASC [13] and Enhance-LSBASC [18] from anonymous success rate,
average anonymous execution time, relative anonymous and degree of privacy leakage.

(1) Effect of Number of Privacy Requirement Users

Figure 3 shows the effect of different number of privacy requirement users on three
algorithms when PR.SN = 6, 6 = 0.7, PR.SNp,x = 20. As can be seen from Fig. 3(a)
that three algorithm show decreasing trend on the aspect of anonymous success rate.
With the increase of number of privacy requirements users, more road segments are
needed to anonymous set. So that the number of road segments is higher than PR.SN .«
lead to the failure of anonymity. However, the anonymous success rate of DSDSPPA
algorithm is always higher than the other algorithms. In Fig. 3(b), the average
anonymous execution time of the algorithm DSDSPPA is between the other algo-
rithms, but it is always lower than the algorithm LSBASC. And the average anonymous
execution time of all algorithms show increasing trend. The reason of this is that more
users must be added in anonymous set in order to meet privacy requirement, so does
more road segments. The algorithm DSDSPPA and LSBASC only add one road
segment every time, while the algorithm Enhance-LSBASC adds several adjacent road
segments, so the average anonymous execution time is less than the algorithm
DSDSPPA and LSBASC.

Figure 3(c) shows that the relative anonymity of algorithm DSDSPPA is between
the other algorithms. Because the algorithm Enhance-LSBASC chooses several adja-
cent road segments to the anonymous every time, the number of mobile users contained
in the anonymous set is higher than algorithm DSDSPPA and LSBASC. Figure 3(d) is
shown that the privacy leakage degree of the three algorithms. Algorithm DSDSPPA is
always lower than the algorithm Enhanced-LSBASC and LSBASC, and the fluctuation
degree is smallest. In order to satisfy the number of users with privacy requirements,
new adjacent road segments need to be added to the anonymous set. Because the
algorithm DSDSPPA selects the road segments with high degree of semantic distri-
bution similarity as the candidate road segments, it balances the number of various
semantic positions in the anonymous set, so that the attacker cannot infer the semantic
position type of the user. However, the algorithm Enhanced-LSBASC and LSBASC
only consider the privacy of the anonymous set, so they fluctuate greatly.
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Fig. 3. Results of different number of privacy requirement users

(2) Effect of Number of Privacy Requirement Road Segments

Figure 4 shows the effect of different number of privacy requirement road segments
on three algorithms when PR.UN = 25, § = 0.7, PR.SN,,x = 20. Figure 4(a) shows
that different number of privacy requirement road segments don’t have an impact on
anonymous success rate. In the case of the number of users with privacy requirements
remains unchanged, as long as the number of road segments is within the allowed
range, the anonymous success rate will not change. According to the experimental
result in Fig. 4(b), the average anonymous execution time of all algorithms show
increasing trend, but the execution time of DSDSPPA algorithm is between LSBASC
and Enhance-LSBASC algorithm and always lower than LSBASC algorithm. In order
to meet the number of privacy requirement road segments, more road segments should
add to anonymous set. The algorithm DSDSPPA and LSBASC only add one road
segment every time, while the algorithm Enhance-LSBASC adds several adjacent road
segments, so the average anonymous execution time is less than the DSDSPPA
algorithm and LSBASC.

According to the experimental result in Fig. 4(c), the relative anonymity of the
three algorithms is increasing. And it can be known that the relative anonymity of the
algorithm DSDSPPA is between the other algorithms. With the number of road
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segments added to the anonymous set to meet the privacy requirements, at the same
time, the number of mobile users is also increasing. Figure 4(d) is shown that the
privacy leakage degree of the algorithm DSDSPPA is always lower than the algorithm
Enhanced-LSBASC and LSBASC, and the fluctuation degree is smallest. Because the
algorithm DSDSPPA selects the road segments with high degree of semantic distri-
bution similarity as the candidate road segments, it balances the number of various
semantic positions in the anonymous set.
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Fig. 4. Results of different number of privacy requirement road segments
5 Conclusion

As constructing anonymous set does not consider the distribution of semantic location
types on the road network, the number of various semantic location types in the
anonymous set varies greatly, which leads to semantic inference attack and privacy
disclosure. Therefore, this paper proposes a location privacy-preserving method based
on semantic location information on the road segment. It increases the indistin-
guishability of users’ semantic location types and guarantees the privacy of anonymous
sets. Finally, extensive experiments evaluations based on dataset of real road network
show our algorithms is effective and feasible.
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