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Abstract. In view of the fact that the quantum computer attack is not con-
sidered in the cloud storage environment, this paper selects the code-based
public key encryption scheme as the security protection measure in the cloud
storage. Based on random linear code encryption scheme, it employs the
structure of the RLCE scheme and Polar code polarization properties, using the
Polar code as underlying encoding scheme, through the method of RLCEspad,
putting forward a kind of improved public key encryption scheme which con-
siders semantic security and is resistant to adaptively chosen ciphertext attacks.
The improved scheme is applied to cloud storage to ensure that the storage
environment will not be attacked by quantum computer while ensuring the
confidentiality, availability and reliability.
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1 Introduction

At the beginning of the New Year in 2020, COVID-19 outbreak broke out in Wuhan.
China is experiencing a major public health emergency with the fastest transmission
rate, the widest infection range and the greatest difficulty in prevention and control
since the founding of new China. While the whole country is doing its best to fight the
epidemic, foreign hostile forces and domestic criminals have not stopped cyber-attacks
and sabotage. According to relevant reports, some overseas hacker groups have taken
advantage of the situation to carry out network penetration attacks on key areas of
China with pneumonia and other relevant information [1]. We will integrate cyber
security with political security, military security, economic security and biological
security, systematically plan the development of a cybersecurity risk prevention and
control and governance system, and comprehensively improve the country’s ability to
comprehensively manage cyber society. Cryptography will play a crucial role.

Cloud storage system should ensure availability (for, any legal customers can
access the uploaded data from some networking equipment), reliability (outsource to
the cloud user data) and efficient retrieval (outsource to the cloud user data), data
sharing (between authorized users), security (including confidentiality and integrity),
and other functional requirements/regulations [2].
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The rapid development of quantum computer technology has a profound impact on
the present and future society. At present, 5G communication, transportation, cloud
storage, public opinion control and other fields are closely related to cryptography. Key
cryptography techniques used in various fields are still relatively safe until the arrival of
quantum computers. The proposed Shor algorithm and Grover [3] algorithm pose
severe challenges to the security of classical cryptography schemes.

In order to deal with the threat of quantum computer to cryptography schemes
based on classical mathematical difficulties, countries all over the world are seeking
new cryptography schemes that can resist the attack of quantum computer, namely Post
Quantum Cryptography [4]. The National Institute of Standards and Technology
(NIST) of the United States launched the standardization project of post quantum
algorithm in 2012, and the post quantum cryptography was recruited globally in 2016,
and the second round of selection was completed in 2019 [5]. In the time when
countries formulate post quantum cryptography algorithm standards, China has also
promoted post quantum cryptography design competition and formulated post quantum
cryptography standards. So far, post quantum cryptography standardization has entered
the second round of selection [6]. Post quantum cryptography schemes mainly include
5 kinds [7], each of which has its unique application range. At present, code- based
scheme and lattice - based scheme [8] have become the focus of research. Compared
with other post quantum cryptography schemes, the code-based cryptography scheme
is more suitable for the construction of encryption schemes. Among the post quantum
cryptography, the code-based encryption scheme has a good research prospect.

The code-based cryptography scheme can be traced back to the McEliece scheme
in 1978 [9]. Up to now, the scheme is still safe under the appropriate parameter
selection, and it has entered the second round of PQC collection algorithm. Because the
security of the Goppa code-based McEliece scheme is based on the decoding difficulty
of general linear code, it can be specified to the NPC problem and has the character-
istics of resisting the attack of quantum computer, many experts began to focus on this
scheme. In 1986, Niederreiter [10] constructed the Niederreiter scheme using the dual
form of the McEliece scheme. The security of the two schemes is equivalent. Both the
McEliece scheme and Niederreiter scheme have the shortcoming of too large key size,
which is difficult to be applied in the actual scenario. In view of the characteristics of
poor utility of McEliece schemes, experts used other codes with more compact
structures as the underlying codes to reduce the key size, and the constructed defor-
mation schemes had security problems and were vulnerable to structural attacks [11].

In 2016, Wang et al. [12] constructed a random linear code encryption scheme,
namely RLCE public key encryption scheme, by inserting random columns in each
column of the generated matrix, which was selected by the first round of PQC col-
lection algorithm. Unlike other cryptography schemes that make use of compact codes,
this scheme does not depend on the structure of any underlying code. The RLCE
scheme achieves randomness by inserting random columns, and the security of the
scheme depends on the NPC problem of linear random code decoding, which avoids
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the structural attack introduced by the underlying coding structure. In 2017, Wang [13]
further studied the padding method of RLCE scheme, aiming at the potential attack of
RLCE scheme. The improved RLCE scheme reduced the key size, improved
encryption and decryption performance, and the IND-CCA2 (adaptive selective
ciphertext attack) security of the padding scheme was achieved. Matthews [14] at the
2019 CBC (code-based Cryptography) conference, it was proposed to use Hermitian
code as the underlying code of RLCE scheme. At the 2019 A2C (Algebra, Codes and
Cryptology) conference, Liu et al. [15] proposed to use Polar code as the underlying
code of RLCE scheme. By taking advantage of the polarization nature of Polar code,
the encryption and decryption complexity was reduced. The scheme proposed by Liu in
literature [15] does not consider semantic security and is vulnerable to IND-CCA2.

Based on RLCE scheme and PolarRLCE scheme, this paper proposes an IND-
CCA2 secure RLCE Public key encryption scheme based on Polar code, which is based
on Polar code polarization property and improves key storage method. And the
improved scheme will be applied to the cloud storage.

2 Basic Knowledge

2.1 Relevant Definitions

Definition 1. A Binary Input Discrete Memoryless Channel [16].
It can be expressed as W: X ! Y, X is the set of input symbols, Y is the set of output
symbols, and the transition probability is WðY jXÞ; x 2 X; y 2 Y . For channel W, the
channel after N times polarization can be expressed as WN, then the transition proba-
bility of channel WN is: XN! YN

WN yN1 jxN1
� � ¼YN

i¼1
W yjxð Þ ð1Þ

For a B-DMC, there are two important channel capacity parameters:
Symmetric Capacity:

I Wð Þ,
X
y2Y

X
x2X

1
2
W yjxð Þ log W yjxð Þ

1
2W yj0ð Þ + 1

2W yj1ð Þ ð2Þ

Bhattacharyya Parameter:

Z Wð Þ,
X
y2Y

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
W yj0ð ÞW yj1ð Þ

p
ð3Þ
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I(W) is a measure of channel rate and Z(W) is a measure of channel reliability.
Under the condition of equal probability input, the maximum rate of channel W in
reliable transmission is I(W). In the case that channel W only transmits 0 or 1, the upper
limit of maximum likelihood judgment error probability is Z(W). The value range of I
(W) and Z(W) is both [0, 1]. I(W) and Z(W) satisfy the following relationship: if and
only if Z Wð Þ � 0; IðWÞ � 1; If and only if Z Wð Þ � 1; IðWÞ � 0.

Definition 2. Channel Polarization.
Channel polarization is divided into two stages: Channel combination and Channel

Splitting.

(1) Channel Combination

Combine N independent channels of B-DMC W and generate a vector channel WN

through recursion: XN! YN, where N is the power of 2, N ¼ 2n;N � 0. uN1 ! xN1 is
the mapping from the input of the complex channel WN to the input of the original
channel WN. So, get uN1 ¼ xN1 GN :uN1 is the original bit sequence, xN1 is the encoded bit
sequence, GN is a N dimension generated matrix, code length is N = 2n.

The transition probability of channel WN and WN has the following relationship:

WN yN
1
juN

1

� �
= WN yN

1
juN

1
GN

� �
; yN1 2 YN ; uN1 2 XN : ð4Þ

(2) Channel Splitting

The complex channel WN formed by the combination of channels splits into

N coordinate channels of binary input. W ðiÞ
N : X ! YN � Xi�1; 1� i�N,

W ið Þ
N

yN
1
; ui�1

1
jui

� �
,

X
uN
iþ 1

2XN�i

1
2N�1WN yN

1
juN

1

� �
ð5Þ

Definition 3. Polarization Coding Principle.
The basic idea of polarization coding is to send data bits only on the coordinate

channel W ið Þ
N , where Z W ið Þ

N

� �
approaches 0 (I W ið Þ

N

� �
approaches 1).

2.2 RLCE Encryption Scheme

Table 1, 2 and 3.
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2.3 Message Encoding

In order to resist the known attacks of code-based schemes, the security of the code-
based schemes can be guaranteed by means of message encoding (message padding).In
general, there are three ways to encode messages in ciphertext [13]:

(1) basicEncoding: Encode information within the vector m 2 GFk
2 and the ciphertext

is c ¼ mGþ e.In this case, we can encode mLen ¼ mk bits information within
each ciphertext.

Table 1. RLCE key generation

RLCE Key generation
Input: ðn; k; d; t;wÞ, n; k; d; t[ 0,w 2 1; 2 � � � nf g, kþ 1� d� 2tþ 1.
Output: Gpub, ðS;G1;P;AÞ.
1. G: k � n order generator matrix of code C whose dimension on domain F is k.
2. Generate w random column vectors r1; r2; � � � ; rw, and by inserting w random k � 1 column
vectors into generator matrix G, obtained the k � ðnþwÞ matrix G1,
G1 ¼ ðg1; � � � ; gn�w; gn�wþ 1; r1; � � � gn; rwÞ.
3. To mix the columns, choose w random non-singular binary 2� 2 non-singular matrices
A1;A2; � � � ;AW .
4. Denote A ¼ 1; � � � 1;A1;A2; � � � ;AW½ � the ðnþwÞ � ðnþwÞ nonsingular invertible matrix.
5. Let S be a randomly chosen k � k non-singular matrix, P be the ðnþwÞ � ðnþwÞ
permutation matrix.
6. Output k � ðnþwÞ public key Gpub ¼ SG1AP, Private key ðS;G1;A;PÞ.

Table 2. RLCE encryption

RLCE encryption

Input: Public key Gpub, message m 2 Fk
2, error vector e 2 Fnþw

2 .
Output: Ciphertext c 2 Fnþw

2 .
1. c ¼ mGpub 	 e, wHðeÞ� t.

Table 3. RLCE decryption

RLCE decryption

Input: Ciphertext c 2 Fnþw
2 , Private key ðS;G1;A;PÞ.

Output: Message m 2 Fk
2, or decoding error identification ?.

1. cP�1A�1 ¼ mSG1 	 eP�1A�1 ¼ ðc01; c02; � � � c0nþwÞ.
2. From length of nþw vector cP�1A�1 delete w column vectors, get length of n
c0 ¼ ðc01; c02; � � � ; c0n�wþ 1; c

0
n�wþ 3; c

0
n�wþ 5; � � � ; c0nþw�1Þ.

3. c0 ¼ mSG1 	 e0, e0 2 Fn
2 , wHðe0Þ � t.

4. Using a decoding algorithm, to calculate m0 ¼ mS, m ¼ m0S�1.
5. Calculate the hamming weight w ¼ wtðc� mG1Þ, if w� t, output message m; else, output ?.
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(2) mediumEncoding: In addition to basicEncoding, further information is encoded in
the non-zero. In this case, we can encode mLen ¼ mðkþ tÞ bits information
within each ciphertext.

(3) advancedEncoding: In addition to mediumEncoding, further information are

encoded within the choice of non-zero entries within e. Since there are
nþw
t

� �

candidates for the choice of non-zero entries within e, we can encode mLen ¼

mðkþ tÞþ log 2
nþw
t

� �	 

bits information within each ciphertext.

Pointcheval padding [17]:

c ¼ EncðG; r1;H1ðm r2ÞÞ ðH2ðr1Þ 	 ðm r2Þkkk ð6Þ

Fujisak-Okamato padding [18]:

c ¼ EncðG; r1;H1ðm r1ÞÞ ðH2ðr1Þ 	 mÞkk ð7Þ

Kobara-Imai’s a-padding [19]:

c ¼ EncðG; y1;H1ðm r1ÞÞ y2ðH2ðr1Þ 	 mÞkk ; y1 y2 ¼k H2ðH1ðm r1k Þ 	 ðm r1Þk ð8Þ

Kobara-Imai’s b-padding:

c ¼ y1 EncðG; y2;H1ðr1ÞÞk ; y1 y2 ¼k ðr 	 H1ðH2ðrÞ 	 mÞÞ 	 ðH2ðrÞ 	 mÞ ð9Þ

Kobara-Imai’s c-padding:

c ¼ y3 EncðG; y1; y2Þk ð10Þ

y3 y2 y1kk ¼ ðr 	 H1ðH2ðrÞ 	 ðm constÞÞÞ ðH2ðrÞ 	 ðm constÞÞkkk ð11Þ

Let H1; H2 be random oracles (they could be pseudo-random-bits generators or
hash functions) that output random strings of appropriate lengths and let r1; r2 be
randomly selected strings with appropriate length.
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2.4 Pre-computation for Private Key

Table 4.

3 Improved RLCE Public Key Encryption Scheme Based
on Polar Code

3.1 Improved RLCE Public Key Encryption Scheme

The improved RLCE Public key encryption scheme based on Polar code proposed in
this paper is based on the RLCE encryption scheme proposed by Wang and the RLCE
encryption scheme based on Polar code proposed by Liu. Aiming at the shortcomings
of the Polar RLCE encryption scheme proposed by Liu, which is larger in key size and
has no IND-CCA2 security, an improved scheme is proposed. In this paper, Polar code
is used as the underlying code of RLCE encryption scheme by virtue of its polarization
property and low decoding complexity. The improved scheme still adopts the structure
of Wang’s RLCE scheme, without changing the form of RLCE encryption scheme. The
IND-CCA2 formal security proof of Wang’s RLCE encryption scheme was applied to
the encryption scheme based on Polar code, the Polar RLCE encryption scheme was
padded with messages, each ciphertext was semantically secure mediumEncoding, and
the public key matrix was converted into the system matrix, part of the private keys
were estimated to reduce the key storage space. This scheme is similar to the RLCE
encryption scheme, including key generation (polarRLCE.keysetup), encryption
(polarRLCE.enc), and decryption (polarRLCE.dec).

Table 4. Pre-computation for private key

Pre-computation for Private key [20]
Input:
1. ðnþwÞ � ðnþwÞ permutation matrix P.
2. k � ðnþwÞ generator matrix G.
3. integer u0 (u0\k).
Output: k � ðu0 þ 1Þ matrix X.
1. 0� I1 � I2 � � � � Iu � k be a list of all integers in the interval ½0; k � 1Þ with P½Ii� � n� w for
all 1� i� u. If u[ u1 return an error.
2. 0� J1\J2\ � � � Jk�u\k be a list of all integers in the interval ½0; k � 1Þ with P½Ji�\n� w
for all 1� i� k � u.
3. k� T1\T2\ � � � Tu\nþw be the first u integers such that P½Ti�\n� w for all
1� i� u.
4. W be a u� u matrix such that W ½i�½j� ¼ G½i�½j� for all 1� i; j� u.
5. V be a ðk � uÞ � u matrix such that V ½i�½j� ¼ G½i�½j� for all 1� i� k � u and 1� j� u.
6. U ¼ ðP2½T0�; � � � ;P2½Tu�Þ be a 1� u matrix.
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3.1.1 PolarRLCE.KeySetup

(1) Parameter selection: ðn; k; d; t;wÞ, n; k; d; t[ 0, w 2 1; 2 � � � nf g,
kþ 1� d� 2tþ 1.

(2) G: k � n order generating matrix of Polar code C whose dimension on domain F is
k and whose minimum distance d � 2t + 1.

(3) G1: Generate w random column vectors r1; r2; � � � ; rw, and by inserting w random
k � 1 column vectors into generator matrix G, obtained the k � ðnþwÞ matrix
G1, G1 ¼ ðg1; � � � ; gn�w; gn�wþ 1; r1; � � � gn; rwÞ.

(4) A: ðnþwÞ � ðnþwÞ nonsingular invertible matrix,

A ¼

In�w . . . 0
..
.

A1
..
.

..

. . .
. ..

.

0 � � � Aw

0
BBB@

1
CCCA;

A1 ¼
a1;11
a1;21

 
a1;12
a1;22

!
; � � �Aw ¼ aw;11

aw;21

 
aw;12
aw;22

!
2 F2�2

2 , A1;A2; � � � ;AW be 2� 2

nonsingular invertible matrix.
(5) S : k � k nonsingular invertible matrix.
(6) P : ðnþwÞ � ðnþwÞ permutation matrix.
(7) Gpub : k � ðnþwÞ, Public key Gpub ¼ SG1AP.

Public key Gpub ¼ SG1AP, Private key ðS;G1;A;PÞ.

3.1.2 PolarRLCE.Enc

(1) The sender selects the plaintext m 2 Fk
2, randomly pick the error vector

e ¼ ½e1; � � � ; enþw� 2 Fnþw
2 , the hamming weight of e the error vector is at most t,

wtHðeÞ� t.
(2) The sender uses the public key Gpub of the receiver to encrypt the plaintext m, get

the ciphertext c 2 Fnþw
2 .

(3) c ¼ mGpub 	 e:

3.1.3 PolarRLCE. Dec

(1) The receivers receive the ciphertext c,use own private key, get

cP�1A�1 ¼ mSG1 	 eP�1A�1 ¼ ðc01; c02; � � � c0nþwÞ ð12Þ

(2) From length of nþw vector ðc01; c02; � � � c0nþwÞ delete frozen bit column vectors,
get length of n; c0 ¼ ðc01; c02; � � � ; c0n�wþ 1; c

0
n�wþ 3; c

0
n�wþ 5; � � � ; c0nþw�1Þ,

c0 ¼ mSG1 	 e0.
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(3) The receiver uses the SC decoding algorithm of Polar code, decode c0 to obtain
plaintext m.

(4) The receiver calculates hamming weight of wt ¼ wtðc� mG1Þ, if wt� t, Output
message m; else, output ?.

The key storage space is reduced by transforming the public key matrix into the
system matrix and no longer storing the private key S.

3.2 Message Padding

The PolarRLCE schemes proposed by Liu has no IND-CCA2 security. This paper
adopts the method of message padding to make the improved scheme IND-CCA2
security. This paper adopts the RLCEspad message padding scheme designed by
Wang, which is suitable for encrypting short length information. After the information
is filled in, the information is converted into information bits or other information in the
RLCE scheme. If mediumEncoding or advancedEncoding is used, the error vector e is
also partially encoded. The general encoding used in this paper is that the populated
information can be encoded in non-zero terms (Table 5).

RLCEspad ðmLen; k1; k2; k3; t;m; rÞ:
a. k1 þ k2 þ k3 ¼ mLen

8

� �
, v ¼ 8ðk1 þ k2 þ k3Þ � mLen.

b. H1;H2;H3 be a random oracle, takes any-length inputs and outputs k2, k1 þ k2, k3
bytes Output bit string.

c. m 2 f0; 1g8k1 be a message to be encrypted, r1 2 f0; 1g8k3�v, r ¼ r1 1vk be a ran-
domly selected binary bit string.

RLCE padding process is as follows:
Random select 1� l1\l2\ � � � lt � nþw, e1 ¼ l1 l2 � � � ltkk 2 f0; 1g16t, By calcu-

lation r to get e1.

y ¼ ððm H1ðm; r; e1ÞÞ 	 H2ðr; e1ÞÞ H3ðm H1ðm; r; e1ÞÞ 	 H2ðr; e1ÞÞÞkkk ð13Þ

Convert y to ðy1; e1Þ 2 GFkþ t
2 , y1 2 GFk

2, e1 2 GFt
2 � e 2 GFnþw

2 , for 0� i� t,
e½li� ¼ e1½i�; for j 6¼ li, e½j� ¼ 0. output ðy1; e1Þ. Ciphertext c ¼ y1Gþ e.

Table 5. RLCEspad

RLCEspad
Input: mLen; t;m; r, H1;H2;H3.
Output: ðy1; e1Þ, c.
1. Calculate v ¼ 8ðk1 þ k2 þ k3Þ � mLen.
2. Calculate e1 ¼ l1 l2 � � � ltkk 2 f0; 1g16t, for m 2 f0; 1g8k1 , r1 2 f0; 1g8k3�v, r ¼ r1 1vk .
3. (mediumEncoding): y ¼ ððm H1ðm; r; e1ÞÞ 	 H2ðr; e1ÞÞ H3ðm H1ðm; r; e1ÞÞ 	 H2ðr; e1ÞÞÞkkk .
4. Convert y to ðy1; e1Þ 2 GFkþ t

2 , output ðy1; e1Þ, get ciphertext c ¼ y1Gþ e.
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4 Performance Analysis

Public key size:

Gpub ¼ SG1AP ¼ ½I Q�j ð14Þ

The size of Gpub is k � ðnþwÞ, by using the system matrix, the improved Gpub size
is k � ðnþw� kÞ.
Private key size:
Private key ðV ;W�1;G1;A;PÞ, the size of V is ðk � uÞ � u, the size of W�1 is u� u,
the size of G1 is k � ðnþwÞ, the size of A is ðnþwÞ � ðnþwÞ, the size of P is
ðnþwÞ � ðnþwÞ. Pre-computation for private key W�1, the improved scheme is no
longer stored k � k matrix S, reduced private key storage space (Table 6).

From the table, get the analysis:

(1) At the same bit security level, the public key size of the proposed scheme is the
same as that of the Liu scheme, but the proposed scheme has IND-CCA2 security,
and part of the private keys are estimated in this paper, which can significantly
reduce the storage space of the private keys.

(2) At the same bit security level, the public key size of the cryptography scheme
based on Polar code is the smallest in this paper.

5 Security Analysis

5.1 Brute Force Attack

A brute force attack is a trial-and error method used to obtain the correct keys. By
taking the form of a system matrix, the private key are ðV ;W�1;G1;A;PÞ.In this paper,
Polar code is used as the underlying code of the scheme, and its equivalence class code
family of permutation matrix P is large. It is difficult to find the correct one in poly-
nomial time through exhaustive attack, and it is difficult to operate the ciphertext.
cP�1A�1 ¼ mSG1 	 eP�1A�1 ¼ ðc01; c02; � � � c0nþwÞ, unable to recover the correct
plaintext. In addition, according to the parameters selected by Liu scheme, it is not
feasible for the attacker to find the other three types of keys by exhaustive method.
Therefore, exhaustive attacks do not affect the security of the scheme in this paper.

Table 6. Comparison of public key size of codes-based schemes (Kbytes)

ISD Our PolarRLCE [15] HermitianRLCE [14] GRSRLCE [12] GoppaMcEliece [9]

128 98 98 103 183 188
192 256 256 198 440 490
256 380 380 313 1203 900
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5.2 Information Set Decoding Attack

Information set decoding attacks are by far the most effective attacks against McEliece
encoding schemes. Among all known attacks, the attacks based on information set
decoding have the lowest computational complexity. Stern [21] firstly proposed an
information set decoding attack on the McEliece scheme. Since then, in order to
improve the effectiveness of the attack on the code-based scheme, there have been
many improved information set decoding attacks [22]. Information set decoding attack
does not attack the cryptography scheme by using the underlying structure of codes,
but by searching information set. The working factor of information set decoding attack
increases with the increase of error vector. For RLCE encryption schemes, the infor-
mation set decoding attack looks for the number of columns of the public key Gpub, not
the number of columns of the private key G1. A random selection of k bits from the
nþw bit ciphertext containing t errors constitutes, a bit composition of the corre-
sponding position is selected from the error vector, and a matrix is formed by selecting
the corresponding column. If the selected bits do not contain the errors bits, that is
ek ¼ 0, the attacker can easily recover the plaintext m.

For randomly selected k columns from the public key of the RLCE encryption
scheme, the probability that the ciphertext contains no errors at these locations is
nþw� t

k

� �
nþw
k

� � . In this paper, the difficulty of finding the error-free position of the

selected error vector is ek increased by inserting a random w column. Given the
appropriate parameters, it is extremely difficult for an attacker to decode the infor-
mation set to obtain the plaintext m. Therefore, by inserting random columns, this paper
guarantees that the cryptography scheme is not affected by the information set decoding
attack.

5.3 Reaction Attack

Reaction attack is that the attacker modifies a small amount of ciphertext c and sends
the modified ciphertext c to the receiver to observe whether the receiver can correctly
decode. For a given ciphertext c, the attacker randomly selects the location i, adds
errors in the location i, sends the added wrong ciphertext c to the receiver, and observes
whether the receiver can decode correctly. If the receiver can decode correctly, it means
that the attacker has added an error in the position i.If the receiver decoding fails, the
attacker did not add an error to the location i. Repeat the operation until the attacker
gains an k error-free bit. This article resists response attacks by inserting a random w
column and then padding it with a message. The Polar code-based RLCE encryption
scheme proposed by Liu did not consider the response attack. This paper analyzed the
possible response attacks and found that, unlike the scheme with the underlying code of
hamming cyclic code, this scheme could resist the possible response attacks through
the method of message padding.
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5.4 Key Recovery Attack

The basic idea of key recovery attack is to recover the correct private key from the
public key Gpub. A key recovery attack is a structural attack, usually against a specific
code, for example QC-LDPC codes, GRS codes etc. The scheme proposed in this paper
inserts random columns. At the same time, random nonsingular matrix A is used to mix
the inserted random columns, the structure of the private key is scrambled. After
mixing, the frozen bit column is randomly deleted from the ciphertext, since the
attacker cannot know the polarization property of the Polar code, the complexity of the
private key structure is further increased, and it is difficult for the attacker to recover the
correct private key structure through the public key in polynomial time. Bardet et al.
[23] proposed an attack to determine the minimum weight of Polar code, and solved the
equivalence problem of polarized code relative to decreasing monomial code. The
random columns inserted into the improved scheme in this paper disturb the original
structure of the generated matrix, so the security of the scheme in this paper will not be
affected by reference [23]. Since the structure of Polar code is different from that of
hamming cyclic code, GRS code and RM code, the structural attack against the
underlying codes of cyclic code, GRS code and RM code will not threaten the security
of the scheme in this paper.

5.5 Adaptively Chosen Ciphertext Attacks

In this paper, the improved system matrix is used to encrypt the plaintext m, which may
lead to the IND-CCA2 security reduction. Liu’s Polar code-based RLCE encryption
scheme does not have semantic security, and an example of a correlation attack is
illustrated: two different ciphertexts can be obtained by encrypting the same plaintext
twice, and two different ciphertexts can be compared and analyzed to find the original
message.

y ¼ ððm H1ðm; r; e1ÞÞ 	 H2ðr; e1ÞÞ H3ðm H1ðm; r; e1ÞÞ 	 H2ðr; e1ÞÞÞkkk . According
to the message padding method described above, this paper adopts the RLCEspad
padding method to perform mediumEncoding for each ciphertext, so that some mes-
sages are encoded in the non-zero term of the error vector e. Before sending the
plaintext m, the sender scrambles the information through three random oracle models
H1;H2;H3, encodes part of the message in the non-zero term of the error vector e, and
then sends the encoded message to the sender. In order to obtain the plaintext, the
difficulty of attacking the populated cryptography scheme is equivalent to that of the
original McEliece scheme based on Goppa code. Therefore, the scheme after message
padding by RLCEspad method in this paper has semantic security and can achieve
IND-CCA2 security.
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6 Application of Polar Code-Based Scheme in Cloud Secure
Storage

We apply the improved code-based scheme to cloud storage. In our cloud storage
system, we adopt public-key encryption and symmetric encryption based on encoding.
Specifically including the message sender, message receiver, a number of cloud storage
servers. Specific details of cloud storage can be referred to the literature [24].

7 Conclusion

Based on RLCE encryption scheme and PolarRLCE encryption scheme, this paper
takes advantages of Polar with more equivalence classes and low complexity of
encryption and decryption, proposing an IND-CCA2 secure RLCE public key
encryption scheme. After security analysis, it can resist the known information set
decoding and other attacks. Compared with the scheme based on hamming code, this
scheme can resist the known structural attacks.

Polar has become a research hotspot due to its unique polarization and low
decoding complexity. The application of Polar code to the code-based cryptography
scheme has a good prospect in the future. In this paper, the public key encryption
scheme based on Polar code is applied to cloud storage to ensure that the data stored in
the cloud environment is safe enough under the attack of quantum computer. In the
following research, the application prospect of public key encryption scheme based on
Polar code can be further broadened, and the code-based scheme can be applied to
more practical scenarios. Applying code-based cryptography schemes to blockchain is
an interesting work.
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