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Abstract Digital image watermarking has become an interesting research field to
face the issues created by the increasing use of Internet for distribution of digital
data. For the couple of decades, authenticity of digital data has been concern for
everyone. Digital image watermarking plays a vital role in protection of copy
rights. In frequency domain watermarking, discrete cosine transform (DCT)-based
watermarking process is most common because the majority of image compression
methods are developed in DCT domain. This research presents a robust discrete
wavelet transform (DWT) and fast Fourier transform (FFT) manner-based digital
watermarking (DW). In the initial stage, split the original (cover) image into two
horizontal and two vertical sub-bands using 3-DWT-FFT sub-band using changing
their values. In this thesis, the embedding and extraction technique for watermarking
is presented based on DWT & FFT transforms. In this technique, the embedding
and de-embedding of the watermark is much easier than other transform techniques.
Various values of PSNR’s, MSE’S & NC’s are analyzed for watermarked image
quality and extracted watermark quality.
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1 Introduction

The watermarking is an old technique for hiding information. Cryptography is the
oldest technique for hiding the owner information. In cryptography, the owner data
is encoded such that it can be decoded only by the receiver with the help of some
look up table or pre-defined rule. Next comes the steganography in which the data
is hidden with the host image. Steganography is invisible and cannot be detected by
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any third person except by the receiver. The third method of hiding ownership data
is watermarking. The image watermarking may be visible or invisible. We shall be
discussing the invisible watermarking in this paper.

In this paper, we have used frequency domain-based watermarking technique.
The use of discrete wavelet transform (DWT) and fast Fourier transform (FFT) gives
a better result than the DCT based image watermarking technique. 3rd level DWT
& then FFT is used for embedding followed by inverse FFT (IFFT), and finally, we
take inverse DWT (IDWT) that gives the watermarked image. The watermarking is
a reversible operation.

There are total six sections in this paper. Section 1 gives the introduction of
the digital image watermarking. Section 2 offers a few connected works. Section 3
briefs us with the techniques used in this paper. Section 4 gives the algorithm for
embedding and extraction of the watermark. Section 5 includes the results of the
MATLAB simulations and discussion. Section 6 is the conclusion of this paper.
Finally, the references used is the paper are given.

2 Literature Review

He and Hu [1], proposed a algorithm of color image watermarking, depending
upon (DWT-DCT-SVD). RGB color space is converted into YUV space, and then,
embedding is done in the luminance component Y [1].

Pal et al. [2]. In this paper, a detail study of watermarking and steganography
techniques are discussed. With the increasing demand of Internet, data security and
authentication have been concern for every one [2].

Ginanjar et al. [3]. In this paper, a genetic algorithm based on phase shift keying
is proposed for invisible watermarking. Audio watermarking has been done with this
technique, and performance of the technique is evaluated [3].

Maheshwari [4]. In this paper, discrete wavelet transform and singular vale
decomposition-based digital image watermarking technique has been proposed. First
water mark is embedded by DWT method by breaking it into four bands LL, LH,
HL, HH, then, SVD of each sub-band is taken, and second watermark is embedded.
Various performance parameters are evaluated for this technique [4].

Mirzaei et al. [5]. In this paper, an invisible watermarking method using local
gradient analysis has been given. Image is divided into many small-small blocks,
and then, watermark is embedded into the frequency components of these blocks
[5].

Muni Sekharl et al. [6]. In this paper, edge-based watermarking techniques have
been discussed. A new method, reference image and edge (RIE), has been intro-
duced which can defeat the smoothing impact of earlier edge-based watermarking
techniques [6].

Draganic¢ et al. [7]. Public key cryptography signature (PKCS) is used in this
technique for hiding the 32 bit serial number for the purpose of source verification
and ownership rights [7].
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3 Techniques Used in Research

A. Discrete Wavelet Transform (DWT)

Discrete wavelet transform is a method for converting spatial domain signal into
frequency domain signal. For the purpose of image, we use two-dimensional DWT.
DWT uses wavelets for decomposition of time domain signal into frequency domain.
The wavelets are basically limited in time and space both, whereas the normal sine-
and cosine-based transform (i.e., FFT) or the cosine only based transform (i.e., DCT)
is not limited to both time and frequency domains. The most commonly used wavelet
in DWT is the ‘haar’ wavelet. DWT may be calculated from two filters. One is low-
pass filter, and another is high-pass filter. These filters can be expressed as follows

(Fig. 1):
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B. Fast Fourier Transform (FFT)

The FFT is a form of Fourier transform tool that is used to convert the two-
dimensional picture into its SIN and COS functions [3]. The FFT is used in
signal processing, image processing, audio processing, and video processing. The
two-dimensional fast Fourier transform can be written as
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The inverse transform is defined as
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Fig.1 aLevel-1 DWT, b Level-2 DWT, and ¢ Level-3 DWT
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4 Propose Work

A. Problem statement

DCT can be applied for an image only in block wise. Further, after DCT, the coeffi-
cients are arranged in a zig-zag way, and then, quantization is done. During quanti-
zation, the invariance property and some upper band frequency got disturbed. Also,
taking block-wise DCT is very cumbersome algorithm, and it takes lot of time and
hardware to implement it. Also, when we test the DCT based watermarking technique
for various types of attack, we find that it is less robust to these attacks.

B. Propose Methodology

This research presents a robust discrete wavelet transform (DWT) and fast Fourier
transform (FFT) manner-based digital watermarking (DW). In the initial stage, split
the original (cover) image into four sub-bands using 3-DWT-FFT sub-band using
changing their values. In this thesis, the embedding and extraction technique for
watermarking is presented based on DWT & FFT transforms. In this technique, the
insertion and extraction of the watermark are found to be simpler than other transform
techniques. Various values of PSNR’s, MSE’S & NC'’s are analyzed for watermarked
image quality and extracted watermark quality.

C. Propose Algorithm

1. Third-level DWT is applied to the host image.

2. After third-level decomposition, LH band is selected.

3. Similarly, third-level DWT is taken for watermark image, and its LH band is

selected.

The FFT coefficients of both the sub-bands are taken.

For invisible watermarking, suitable scaling factor is chosen.

6. Coefficients of the LH band of host image are modified by adding watermark
coefficients scaled by the scaling factor.

vk

Iy = Ig + oWy (5)

7. Apply IFFT and IDWT to obtain the watermarked host image.
8. Extract the invisible watermark from the LH band by using equation:

, Il — Ly
Win = LHT (6)
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Browse original image from dataset
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Browse watermark image from dataset
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Hide watermark image in cover image
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Extract watermark image from cover image

!

Calculate parameters

Fig. 2 Flowchart of propose methodology

9. Take the IFFT & IDWT to get the extracted watermark.
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10. Compare the watermarked image with original host image and calculate the
PSNR & MSE. Also calculate the normalized cross-correlation (NC) for

extracted and original watermark (Fig. 2).
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5 Result

The above algorithm is tested for various data set as mentioned below. First, we
calculate the PSNR and MSE values for watermarked images for various data sets.
Then, we calculate the normalized cross-correlation for extracted image. Finally, we
have done some attack (i.e., cropping, salt and pepper, and rotation) on the water-
marked image, and the normalized cross-correlation has been calculated for various
data sets and various embedding intensities () (Fig. 3).

If we change the scaling factor, the visible watermark becomes invisible (Fig. 4;
Tables 1, 2 and 3).

Irrespective of the scaling factor () we get the same normalized correlation (NC)
and structural similarity index (SSIM) for the extracted watermark in the absence of
any noise in the system.

Now, we intentionally add some noise, i.e., salt and pepper noise, cropping, and
rotation of watermarked image, and then, the robustness of the propose method is
checked as follows (Table 4).

(photo 3) (photo 4)

= | |5Eed

- AMaharatna Company

(photo 5) (watermark)

Fig. 3 Data set
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Fig. 4 Effect of scaling factor

Embedded Image

Table 1 Comparison table of PSNR for watermarked images
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Scaling factor DCT DWT + FFT
a=09 26.32 26.34
a=05 28.83 28.90
a=02 3251 32.87
a=0.1 34.71 35.89

a =0.01 36.58 45.89

Table 2 Comparison table of MSE for watermarked images

Scaling factor DCT DWT + FFT
a=09 152.70 152.95
a=05 85.67 84.42
a=02 36.69 33.76
a=0.1 22.13 16.88

a =0.01 14.38 1.688
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Table 3 Comparison table of NC & SSIM for extracted watermark

Extracted watermark quality DCT DWT + FFT
Normalized correlation 0.9966 1.000
SSIM 0.9963 1.000

Table 4 Table of NC for extracted watermark after various attacks/noise

Type of noise/disturbance | Watermarked image Scaling factor | NC for DWT + FFT
Salt and pepper a=09 0.9971
a=05 0.9961
a=02 0.9883
a=0.1 0.9619
o =0.01 0.3411
Cropping a=09 0.9993
a=0.5 0.9992
a=02 0.9983
a=0.1 0.9954
o =0.01 0.7506
Rotation a=0.9 0.9963
a=0.5 0.9933
a=02 0.9717
a=0.1 0.9046
o =0.01 0.2097

6 Conclusions

This paper implemented watermarking for images using 3-DWT-FFT scheme which
has proved a high level of robustness in opposition to DCT based watermarking.
Majority of attacks including noise, blurring, other styles of IP attacks which can be
tested by using getting better the watermark from any of the sub-band, which actually
shows that remodel domain is extra robust than spatial domain. Generally, LL band is
not changed as any kind of modifications in it could be easily perceived with the aid
of human eyes. The simulation result shows that the mean square error (MSE) has
decreased significantly while the peak signal-to-noise ratio (PSNR) has increased for
DWT-FFT over DCT for host image. Also, the normalized cross-correlation (NC)
has increased for watermark image in the DWT-FFT based technique.

The future work can be conducted by increasing PSNR and NC using principle
component, scaling factor, and multiple dataset, and the second approach we can use
is optimal scaling.
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