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Abstract. The computational effort required to guarantee the security
of a communication, due to the complexity of the cryptographic algo-
rithms, heavily influences the energy consumption and consequently the
energy demand of the involved parties. This energy request makes secure
communication with low energy consumption a non-trivial issue. The
aim of this work is to study, as well as evaluate, the way in which the
cryptographic primitives used in secure communication protocols affect
the workload of the CPU and, therefore, the energy expenditure of the
interacting devices. Through the aforementioned analysis, attention will
be focused on the need to consider with greater sensitivity the possibil-
ity of operating/undergoing cyber-attacks using the power consumption
induced by secure communications. The main focus is to exaggerate the
workload of the target devices in order to produce the maximum energy
consumption and have a kind of Denial-of-Service attack. The paper
studies the contribution of energy consumption introduced by the differ-
ent part of “secure” primitives within the TLS protocol. As a conclusion,
it is shown how Cryptography is often used not in the proper way, i.e.,
it may introduce costs that are sometimes higher than the value of the
“goods” to protect.

Keywords: Energy - Green computing - Cybersecurity - Network
security - Applied cryptography - TLS protocol

1 Introduction

The right compromise between security and performance it is always known to
depend on the implementations. After the recent EU regulations and the always
more restrictive security policies adopted by the leading companies operating on
the Internet it is essential and unavoidable to adopt policies, protection methods
as well as encryption of data and communications. The main focus of the paper
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is to study and measure how cryptographic primitives impact on the CPU usage,
and consequently on the power consumption of the involved devices. There is
the need to consider new kind of attacks that (are both distributed and local)
lead to resource starvation. Such kind of attacks aim at exploiting the consump-
tion of some hardware resources of the victim host that, for example, is the
CPU time, the memory amount, the free space on disk and many others. Those
attacks are characterized for being “no noise”, hence not perceivable by the tra-
ditional IDS but only by custom agents located close the single machines. A
specific implantation of such attacks is the one that see as the main objective
the energy consumption of the target system. Those are what we called power-
attacks. Those attacks have, as their main disruptive purpose, not just the objec-
tive of the saturation of the system’s resources but also the exacerbation of the
system workload that brings to an high level of energy consumption. Being such
attacks particularly stealth, they result to be more and more dangerous since
the caused damage could have been detected after a long time together with an
irreparable financial-loss. This study therefore highlights that the “protection”
methods should not be more expensive than the value of data themselves.

2 Related Works

Security protocols as well as cryptographic primitives, are known to have a sig-
nificant impact in terms of computational overhead. In fact, several studies have
demonstrated that the above-mentioned elements (i.e., security protocols and
cryptographic primitives) have a significant impact on the usage and on the
workload of the adopted CPUs [9,13,17,23,24].

However, researchers have proposed interesting approaches aimed at engi-
neering and implementing “light-weighted” security protocols describing differ-
ent ways of operational modes as w ell as different usages in order to minimize
the energy consumption. In [6] and [14] it has been analyzed the impact of
“lightweight” Cryptography on the energy consumption of sensor nodes, observ-
ing that such kind of algorithms allows to reduce in a remarkable manner the
electricity consumption of devices that were not powered, in most cases, by a
source of constant energy but from small batteries.

In [10] and [26] have been proposed ad-hoc protocols that have low power
involvement for the mutual authentication among peers. In [15] and [16], instead,
have been analyzed the energetic constraints related to network protocols and
in the key management in the domain of Wireless Sensor Networks (WSN).
In a more specific way, in [12] has been proposed an encryption model that is
power-adaptive for a WSN characterized by devices powered by solar energy.
In [7], instead, has been analyzed the computational burden, and so the energy
consumption, inducted by the TLS-based communications among IoT devices.
Using a more high level approach, on the contrary, in [11] have proposed oper-
ational techniques aimed at minimize the energy consumption of the devices
involved in the secure wireless sessions. Analogously, in [18] as a suggestion
for eventual future directions for engineering new security mechanisms that are
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energy-efficient, has been done a detailed empirical analysis made on the most
used security protocols among Internet communications, with the aim of eas-
ily identify energy-bottlenecks within the context of those mechanisms of secure
communication. The work [3] instead, offers a (cross-devices) parametric mathe-
matical formulation that allows to evaluate the energetic/computational impact
introduced by the secure communication on mobile devices.

3 Energy-Efficient Security Protocols

The goal to execute/configure a secure protocol that will result to be efficient
from an energy point of view, can be achieved in two different ways:

Efficient Cryptography Strategies, by making efficient the cryptographic
primitives that define the functioning of the security protocol choosing in an
accurate and pertinent way the usage of some specific cryptographic algorithms
depending on the needed security level as well as on the operating scenario. This
is achieved by using in a combined manner hardware and software techniques
[5,19,20] in order to improve the encryption performances and, in turn, the
energy consumption inducted by such operations.

Energy-Cognizant Security Protocol, by making the security protocols
able to dynamically adapt their functioning depending on the working environ-
ment by means of the adoption of a set of empirical rules that describe the best
operational mode, in some given circumstances, to the advantage of the energy
preserving.

In both scenarios, the challenge to obtain secure communications that results
efficient from the energy point of view may be dealt with in a very efficient way
by analyzing in depth its mode of operation, its security requirements and also
the computational bottleneck of the security protocols. The security protocols
commonly used, such as SSL/TLS or IPSec, offer indeed the possibility to sat-
isfy security objectives by choosing specific cryptographic primitives within a
predefined set. Moreover, the corresponding peers may preliminary agree on the
security parameters that influence the operational working modes of the cryp-
tographic algorithms chosen for the secure communication. The computational
efforts made by the adopted mechanisms with the aim of obtaining secure com-
munications, influence in a considerably way the consumption of energy and, as
a consequence, the energy demand of the devices involved in the communication.

4 A Parametric Assessment Model: Evaluate Energy
Consumption of Cryptography Process in Secure
Communications

Today, many research efforts in the fields of energy efficiency and power man-
agement are concentrated on portable computers and mobile devices without
constant power. Approximately 80% of the energy consumed by a mobile ter-
minal is used to transmit data on the different communication channels avail-
able [1]. In particular, these entities are connected to radio access subsystems
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that can be considered “legacy” network nodes, in which the generated traf-
fic originates and ends. These radio subsystems are defined by an IEEE 802.11
Access Point in Extended WLAN network topologies or by a UMTS/LTE Radio
Access in the cellular or WWAN scenario. It is necessary, in any case, to point
out that the modern wireless devices are often equipped with multiple network
interfaces, each characterized by an antenna and a power amplifier. In particu-
lar, this amplifier is the component with the greatest impact on overall energy
consumption. Therefore, the amount of energy required for a device to support
communications can be divided into two different components:

— Fixed part. Fixed component based on specific hardware and software fea-
tures of the device.

— Variable part. Variable component, characterized by a proportional request
of energy that varies over time in relation to the activities of the device.

Processing the above, each wireless network interface requires a fixed amount
of energy, measured Watt = Joule/second (W = J/s), so that it can remain
operational. Furthermore, it is noted that in order to minimize this energy expen-
diture, technological research has defined and introduced different operating
states for network interfaces. However, even in these states the interface con-
sumes a fixed amount of energy, although significantly lower than that required
by the same device in full operation. In addition to these fixed consumption, the
energy required for the implementation of a communication is also characterized
by consumption that varies proportionally to the transmission time, as well as
to the amount of transmitted data (this amount of energy is typically expressed
in pJ/bit or, in an equivalent manner, in W/Gbps). As expressed, it is consid-
ered, the total energy drained by the data transmission process as the sum of
the fixed and variable energy consumption of all the network interfaces of the
specific device.

4.1 Encryption Energy Consumption

It has been shown in [8] that private-key cryptographic techniques are about a
thousand times faster than public-key ones, since the latter require much more
computational power and are therefore more expensive in terms of energy con-
sumption. Therefore, in an energy-saving perspective, guaranteeing the best com-
promise between safety and energy consumption, a sort of “hybrid approach” is
needed, characterized by the combined use of both cryptographic techniques. To
formulate a mathematical model for estimating the energy consumption of the
overexposed cryptographic operations on a device, it is necessary to take into
consideration different aspects: the different processing capacities of the devices,
the available network interfaces as well as the number of active sessions for each
interface. In order to realistically represent the energy consumption of mobile
devices, it is also necessary to consider some form of dependence on their mobil-
ity profile. A mobility scheme is a structure capable of modeling the behavior
of a mobile terminal in relation to different endpoints; this structure should be
able to describe the movement patterns of the devices (the so-called “mobility
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model”) whose operational variables must include the position, speed and accel-
eration of the mobile node, as well as how these parameters vary over time. This
information appears to be necessary for a reliable estimation of the transmission
power required by mobile devices, in particular when performing secure commu-
nications in motion. More in detail, the mobility factor u;, can be considered as
a measure that characterizes the behavior of the node i during a sample time
interval At and can be modeled, as described in [25]. Formally:

k—1 N
i = ﬁ kZ:O | Au(kAL) — A (k+1)At) | with Au(t) = le : ;Di,j(t) (1)

where N is the total number of nodes in the network, D; jy(t) is the distance

between nodes ¢ and j at time ¢, and with k = % where T' is the total observation
time.

4.2 Modelling Encryption Energy

Informally, “session” is defined as the interaction between two endpoints in
order to exchange messages in a certain amount of time. For each session s,
the energy consumption related to cryptographic operations of the device, indi-
cating it with £(s), combining the two different energy factors defined in Sect. 4:
a fixed amount of energy, not dependent on the data transmitted, and a variable
quantity, depending on the quantity of traffic exchanged between the parties and
which takes into account the energy-proportional behavior of modern hardware
equipment. The variables C,C5,C3, respectively denote the energy consumption
related to a single Authentication operation, Key Exchange and Key Setup. To
estimate the energy consumption for each session, it is therefore necessary to
define the number of security operations (Authentication, Key Exchange and
Key Setup) that a given endpoint performs with respect to another. To this end,
the variables Rj,Rs,R3 denote the number of operations performed (per session)
by a device, respectively for Authentication operations, Key Exchange and key
initialization. The data-independent (fixed) contribution of Authentication, Key
Exchange and key configuration operations for each s, taking into account the
mobility and communication models of the involved devices, can be modeled via
a parameter ¢4, formally defined in Eq. 2.

¢s = (C(AU) * R(AU)(S)) + (C(KX) * R(KX)(S)) + (C(KS) * R(KS)(S)) (2)

The part of data-dependent energy consumption necessary, instead, to estab-
lish a secure session s is proportional to the amount of data to be processed
denoted by p. In particular, it depends (per session) on the amount of energy
needed to encrypt a single byte, which is based on several factors; therefore, it is
easy to appreciate how the amount of data to be processed influences energy con-
sumption. The energy values associated with the various cryptographic activities
can be further determined by considering the specific power characteristics of the
CPU, together with the number of cycles required to manage cryptographic pro-
cessing, which depend on both the efficiency of the encryption and the size of
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the payload p. Each individual ¥ component that characterizes the energy con-
sumption of an given mobile terminal within a secure session, can be estimated
generically, based on the architecture’s implementation and specifications, using
Eq. 3:

U=Mx- Y -F-V? (3)

where Mx is the number of machine instructions necessary to execute the oper-
ation X, Y is the average number of CPU cycles necessary for the execution of
the machine instruction, F' is the switching capacity of the CPU (measured in
Farads) and V is its voltage in exit input (measured the Volts).

Clearly, the number of instructions/cycles performed increases with the algo-
rithmic complexity of the associated safety activity, leading to greater energy
consumption/demand. Therefore, the energy required for the cryptographic
operations for each session is characterized s, through the sum of the fixed and
variable energy consumption, as shown in Eq. 4

e(s) = ¢s + p - € (Cenc(8), keYenc(s), mode(s)) (4)

As a result, the amount of energy needed to perform cryptographic operations
on a device n during a certain time interval At, represented with e™(At), is
obtained from the summation of all the individual energy requests associated
with each secure session s € ) involving the device n in the aforementioned
time interval, as described in Eq. 5.

Ay =3 els) (5)
s€Y, (At)

5 “Benchmarking” Energy Consumption of a TLS
Secure Communication

The Transport Layer Security (TLS), successor and evolution of the Secure
Socket Layer (SSL), is an IEFT standard and, to date, is one of the most
widely used security protocols on the Internet. This security layer allows you to
obtain secure communications between two corresponding parties (end-to-end)
on TCP/IP networks by offering certain security services: encryption, authen-
tication and integrity protection of data exchanged on unprotected networks.
Its most common use is to establish secure web connections: HTTPS (HTTP
over TLS). However, although less clearly, this level of security is widely used to
encrypt data sent to/from e-mail or together with many other Internet protocols
where secure communications are needed. With reference to the Internet Proto-
col Suite, better known as the TCP/IP suite, TLS is typically superimposed on
the Transport Layer or integrated with the higher level applications (e. g., the
web browsers) and is divided into two sub-layers: the TLS Protocol Layer and
the TLS Record Layer. The TLS Record Layer operates directly above the trans-
port level and is used, mainly, to encapsulate what comes from the higher level
protocols: TLS Handshake Protocol, TLS Change Cipher Specification Protocol
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and TLS Alert Protocol. The TLS Protocol Layer operates, instead, immedi-
ately below the Application Layer, allows the authentication between the peers,
the negotiation of the security parameters and the initialization of the same. Of
the three protocols that defining it, the TLS Handshake is certainly the most
complex. This “handshake” consists of a sequence of back-and-forth communi-
cations between the corresponding parties aimed at mutual authentication and
negotiation of the cryptographic parameters necessary for the establishment of
a secure session. For example, the cipher suite ECDHE-RSA-AES128-SHA256
makes explicit the use of ECDH for Key Agreement, RSA for Authentication,
while AES-1287 and SHA-256, respectively, for Data Encryption/Decryption
operations and Integrity Check (Fig.1).

TLS__ECDHE__RSA_}_WWH__AESJ 28_GCM_SHA256

I L I |

Exchang Cioher MAC or PF

Fig. 1. TLS: cipher suite name construction

With reference to the other two protocols of the TLS Protocol Layer it is
observed that the TLS Change Cipher Specification allows the corresponding
parties to dynamically update the cryptographic suites used in a secure connec-
tion. The TLS Alert, on the other hand, allows the forwarding, therefore the
reception, of any warning and/or error messages to the corresponding parts.

5.1 TLS Cryptography Overhead

The speed of communication in a network is determined by two main factors:
bandwidth and latency. Bandwidth is a measure that describes the amount of
data that can be sent in a unit of time; the latency represents the delay between
the forwarding of a message and its reception. Between the two just mentioned
factors, bandwidth is certainly the least relevant because, in general, it is possible
to buy more and more bandwidth. Latency, on the other hand, is a limiting factor
whenever an interactive message exchange between two corresponding parties is
required. In fact, in a typical request-response protocol a certain amount of time
is required before a request sent by a client reaches the desired destination and,
consequently, so that the eventual reply reaches the applicant. After the latency
related to the communication between corresponding parties, the higher cost
related to the use of Transport Layer Security derives from the execution of
cryptographic operations. The cost is strictly determined by a number of factors
including the private key algorithm chosen by the server, the key size and the
Key Exchange algorithm.

— Key size. The effort required to break a cryptographic key is strictly depen-
dent on its size. The bigger the key, the better its strength.
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— Key Algorithm. In the current state of the art, the most widely used private
key algorithms are: RSA and ECDSA. The RSA, although it is still the most
widely used algorithm, is considered to be particularly under-performing from
the moment in which it is considered that the minimum size of a cryptographic
key, in order to be considered robust, is 2048 bits. ECDSA, on the other
hand, is significantly faster than RSA, therefore definitely more suitable for
obtaining better performances.

— Key Exchange Algorithm. From a theoretical point of view, it is possible to
choose between three different algorithms for the key exchange operations:
RSA, DHE and ECDHE. The choice of a key exchange algorithm that offers
the best ratio between performance and security is definitely ECDHE. The
best performances of the two DH-based algorithms are to be attributed to
the robustness, therefore to the size of the security parameters negotiated
during the configuration phase. It is considered, however, that in a concrete
context it is not possible to make an arbitrary combination of the elements
mentioned above. It is necessary, in fact, to use one of the four combina-
tions proposed by the security protocol: RSA, DHE_RSA, ECDHE_RSA and
EDCDHE_ECDSA.

5.2 TLS Key Exchange CPU Usage Evaluation

In order to evaluate the performance of the Key exchange procedures indicated in
Subsect. 5.1, the experimentation method proposed in [22] was followed, appro-
priately modifying the microbenchmarking tool for OpenSSL proposed by Vin-
cent Bernat [2]. The experimentation was performed in a Linux environment
(Ubuntu 14.04 LTS) and taking advantage of the cryptographic library OpenSSL
1.0.1.f (preset by default from the version of the operating system in use) on a
HP g6-2338sl laptop with an Intel Core i5-3230M processor at 2.60 GHz. In par-
ticular, the test tool included the parallel execution of two different threads (one
for client and one for the server) and in the sequential execution of 1000 TLS
Handshake, measuring the CPU consumption of the two different threads. It
should also be noted that the different suites have been tested by appropriately
tuning the key values and safety parameters, based on the values commonly
used in a real context. Analyzing the results of this experimentation (Fig.2), it
is possible to observe that, with an RSA key of 2048 bits, a server need compu-
tational power about 6 times higher than that of the client. The diametrically
opposite scenario is the one described by the use of DH, in which a client needs
about two times the computational power of the server. It should be noted, in
fact, that the exchange of keys operated with DH is the slowest among the algo-
rithms also used with “weak” security parameters (1024 bits), but it is definitely
slower, approximately 15 times, if used with parameters at 2048 bits. However,
the most efficient server-side suite seems to be ECDH where the ratio of CPU
usage time between client and server is about 2 and the processor usage time
values are significantly smaller. Furthermore, with respect to ECDHE, it is noted
that the exchange of DHE keys also affects the size of the server-side handshake
from 320 to 450 bytes, depending on the robustness of the security parameters
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used. Finally, it is agreed that the use of DHE, as well as of ECDHE, imposes on
the client a workload greater than that of the server. It is necessary to highlight
that although these results are fully representative of a possible real implementa-
tion, they have been obtained in a virtual scenario and are strictly dependent on
the specific release of OpenSSL adopted. In fact, it is explicit that in a concrete
operating scenario the performance of Transport Layer Security varies according
to the libraries, devices and CPUs involved.

client W server
0,58
RSA 1024 01,60
RsA 2048 (294

RO 4000 | e 00,64

6,42
DH 1024 o 3,53

85,37
DH 204 | 48, 02

6,41
DSS 1024 g ot

84,93
DSS 2048 | 49,23

ECDH 1024 51332

341
ECDH 2048 |51'g5

0 15 29 44 59 73 88
CPU time in seconds

Fig. 2. Experimental results: CPU usage performance comparison of TLS key exchange
algorithms

5.3 TLS Symmetric Encryption CPU Usage Evaluation

In terms of CPU consumption, the TLS Handshake is certainly the most CPU-
intensive process. It is, however, known that cryptographic operations, partic-
ularly those relating to symmetric key cryptographic processes, have a signifi-
cant impact on the CPU usage load. This overhead is strictly dependent on the
encryption algorithm used, on its operating mode and on the integrity check-
ing functions performed. Therefore, with reference to the experimental setup
described in Subsect. 5.2, we worked to determine the performance characteris-
tics of the various cipher suites. The performed tests, like the previous ones, were
divided into two different threads (one for the client and one for the server). In
particular, the client thread sends about 1Gb of data to the server thread, in
blocks of 16 kB, according to the cryptographic suites, to date, most used and
deemed safe. In accordance with what is considered in [22], in evaluating the
results obtained and reported in Fig. 3, the suite AES-128-CBC was considered
as a reference element since, to date, widely used and considered safe. From the
above graph, it is possible to consider that AES clearly offers the best perfor-
mances. It is possible to observe, in fact, that without an hardware accelerator
it is faster than all the other ciphers except for RC4. With the AES-NI module,
instead, it is agreed that AES-128-CBC is 2.77 times faster than CAMELLIA-
128-CBC. Compared to the faster execution of AES, AES-128-GMC-SHA256, it
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is observed that CAMELLIA-128-CBC is four times slower. AES-128 in authen-
ticated mode (GCM), on the other hand, is 1.4 times faster than the reference
AES suite. These results are rather encouraging, considering that, to date, AES
is one of the most “robust” available algorithm that can be used. In conclusion it
is correct to observe that, although it is common practice to operate server-side
benchmarks, it is good practice to evaluate the performance of the encryption
also on the client side. This consideration comes from the need to evaluate the
effects of secure communications on mobile devices.

3DES-EDE-CBC-SHA 12,47 (+1147%)
SEED-CBC-SHA 5,08 (+408%)

CAMELLIA-128-CBC 2,77 (+177%)
AES-266-CBC-SHA256 2,13 (+113%)
AES-128-CBC-SHA256 2,03 (+103%)

RC4-128-SHA 1,30 (+30%)

AES-256-CBG-SHA 1,08 (+8%)

Ags-128-08C-sHA [II1,00
AES-256-GOM-SHA384 [11]0,73 (-27%)
AES-128-GOM-SHA526 [1110,70 (-30%)

0 3 5 8 10 13 15

CPU time in seconds

Fig. 3. Experimental results: CPU usage performance of various cipher suites

6 TLS Communication Energy Consumption Evaluation

From the previous tests it emerged that client and server employ a different
amount of computational resources in the implementation of a secure commu-
nication, finding a different performance profile for each of the possible cipher
suites. It is precisely from this performance gap that the idea of evaluating the
energy impact of secure communications is born in order to assess how much
the application of Cryptography can rise possible energy-oriented attacks. By
virtue of the above-mentioned considerations, in order to evaluate the energy
expenditure caused by secure communications, hence cryptographic operations,
a further experimentation scenario has been defined. In particular, this scenario
for secure client server communications consists of two devices interconnected
with each other on a LAN using wireless access points. Specifically, the server
is represented by the same device used for the previous experiments while the
client is a laptop equipped with an Intel Core i5-4278U processor with a clock
rate of 2.60 GHz. It is explicit that the server is defined by an Apache Web Server
configured in such a way as to make HTTPS connections through the use of a
suitably defined self-signed certificate with RSA key at 2048 bits. The energy
consumption due to the use of the individual cryptographic suites operated for
the definition and implementation of a secure communication were obtained by
using a series of repeated requests from the client to the server, with different
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levels of concurrency, measuring the current absorbed by the power supply. The
measurement, of the amount of energy absorbed by the server was performed
using the TP-Link HS100 smart plug on which the server was powered. By
defining appropriate scripts, it was then possible to detect the instantaneous
values about the energy absorption of the device. In Fig. 4 the results obtained
from the execution of the previously described tests are made explicit. With
reference to what is reported in the aforementioned graphic representation, and
in relation to the testing method described above, it should be noted that the
obtained results, although fully indicative of the problem under analysis, appear
to be purely illustrative. From the reported bar graph, in fact, it is not possible
to fully appreciate the different amount of energy needed to implement a secure
communication by means of the different cryptographic primitives. A more in
depth analysis, in fact, should not be limited to assessing the standard variation
of the amount of energy drained by the server to satisfy in parallel requests made
by m users, but should consider these values in relation to the amount of time
needed to satisfy the same requests.

7 “NoCrypto Client TLS Communication”:
A TLS Energy Oriented Attack

By virtue of the contents of Sect.5.2, the most complex cryptographic opera-
tion performed in a TLS Handshake is the RSA decryption. This operation is
performed by the server in order to obtain the pre-master secret sent to it by
the client in encrypted form. In this scenario, a potential attacker could operate
by sending a large number of requests to a target server causing it to perform
the aforementioned decryption operation for the sole purpose of exacerbating its
computational load. The described modus operandi requires that the same client
performs some cryptographic operations, significantly less expensive than server-
side operations, but that however involve a significant computational overhead.
According to what reported in the previous section and using the strategy pro-
posed in [21] as framework, the script described below has been developed. How
much in reference has been elaborated through the use of the Libevent library
in order to manage the events, such as the reading of the reply messages sent by
the server and the forwarding of further messages to the target. In this script,
the messages needed to define the TLS Handshake (Client Hello, Client Key
Exchange, Change Cipher Specification and Finished messages) are prepared
based on what are the formatting specifications of the protocol [4]. More specifi-
cally, the Client Hello message consists of the client Hello header and the body of
the message. The client key exchange message is constructed based on the length
of the server’s RSA key. The Change Cipher Specification message consists of a
single byte with value 1. The Finished message, finally, is a structure containing
a random data sequence. Analyzing the execution of this script, we observe that
the attack begins with the creation of a new socket. This socket is used to open a
connection to the server and send the first record structure containing the Hello
Client message. Once the receipt of the corresponding Hello message server is
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Fig. 4. Experimental results: energy consumption of various cipher suites

confirmed, the tool continues sending the rest of the preassembled message from
the Client Key Exchange message followed by a single additional record con-
taining the Change Cipher Specification message and the finished message. The
server, having received the Key Exchange message client, decrypts it, verifying,
however, that the message received is not properly formatted, and thus closing
the connection. It is therefore necessary to highlight the need to correctly config-
ure these messages. Indeed, the forwarding of random or malformed handshake
messages would lead to the closure of the server-side connection. The proposed
script operates in such a way that the client uses and sends to the server hard-
coded handshake messages and therefore does not operate any cryptographic
operation.
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7.1 Attack Evaluation

Analyzing the output shown in Fig.5 and obtained from the execution of the
script, it is explained that each “Success” indicates that the web server has
operated in order to decrypt the dummy message received and then return a
bad record MAC message for each one.

[ XON ] nocryptoclient — -bash — 103x11

MBP-di-Marco:nocryptoclient marcocastaldo$ time gtimeout 300 ./nocryptoclient 192.168.1.13 443 1024 100 B
Succeeded: 508 Failed: @

Succeeded: 519 Failed: @

Succeeded: 506 Failed: @

Succeeded: 513 Failed: @

Succeeded: 500 Failed: @

Succeeded: 507 Failed: @

Succeeded: 513 Failed: @

real 5m@.026s
user om7.421s
sys 0m20.660s

Fig. 5. No crypto script: running

Furthermore, by observing the runtime client system parameters during the
long execution of the script in a time interval of five minutes, confirmed the fact
that being exempt from cryptographic procedures this operating mode does not
burden the workload of the CPU, it is possible to highlight that the computa-
tional load of the client appears to be almost entirely related to I/O operations.
The server side scenario, however, is diametrically opposed. From the graphs
shown below (Figs. 6, 7) it is possible to immediately appreciate that after a few
seconds from the execution of the script the CPU load and the processor tem-
perature have reached values close to their maximum limit with a consequent
increase in the energy consumption of the device. From the obtained results it
is not trivial to observe that a client with a modest computing power can easily
overwhelm a server with better computational capabilities simply by executing
a large number of requests in parallel. It is further necessary to agree that, by

— Power (W) Dev_std Dev_std_http
— Corel Core2

100°C

07 B S I 1

20°C 1ow
0°C ow
0 60 120 180 240 300 360 420 0 60 120 180 240 300 360 420
Seconds Seconds
Fig. 6. No crypto script: temperature Fig. 7. No crypto script: energy con-

increase sumption
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making the most of the different computational complexity that exists between a
client and a server, related to the different cryptographic procedures performed
by the corresponding parties during the initialization of a secure communica-
tion, it is possible to define the suitable scenario for the implementation of a
DoS attack.

8 Conclusions

The technological development and the ever increasing computational power of
the devices implies an increase in the energy consumption of the resource itself:
costs decrease, capacities increase, but, at the same time, energy consumption
increases. Implementing policies and techniques for the protection of data and
communications has become essential and indispensable. However, it is known
that the cryptographic operations are particularly onerous in terms of CPU
workload and, consequently, in terms of energy consumption. In this perspective
an energy-aware approach is not yet fully disseminated. A total awareness of the
type of data to be protected and on the type of network in which the commu-
nication is operated is necessary, in order to address the overexposed problems
related to the different needs and different contexts. Therefore, it is necessary
to carefully evaluate the choice of cryptographic primitives for a given context,
considering the energy expenditure induced by cryptographic operations as a
new constraint for the definition and realization of secure communications. An
energy-oriented approach contributes to the reduction of the overall energy con-
sumption of telecommunications systems, as well as of the devices that operate
these communications, helping their sustainable growth and decreasing the envi-
ronmental impact.
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