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Abstract With the advancement of technology and enhanced techniques of the
global positioning system, the use of location-based services has significantly
increased in the last decade. With the increase in the use of these services, there is
also a rise in concern for the preservation of location privacy. There have been some
cases where location data was disclosed, which even led to some serious crimes.
Preservation of location privacy becomes a must in these situations. There are vari-
ous techniques for preserving location privacy. Some use an anonymizer in between
location-based services (LBS) and user, while other uses a distributed architecture
for preserving location privacy. In this paper, a blockchain-based decentralized archi-
tecture for preserving location privacy is proposed. Earlier users had to trust either
the anonymizer or the LBS for retrieving the query results, but with this proposed
solution, advancement toward zero trust model would be possible.
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1 Introduction

Technology has greatly simplified our lives. We have mobile applications for every-
thing we want to do. There are applications that can tell us who is around us, what is
happening around us by using our location. For better result retrievals and enhanced
user experience, every kind of service which is provided online needs access to
the user location. These services are known as ‘location-based services’ which
continuously ask for user locations. There have been some instances in the past
where adversaries tracked user location and used this information for malicious
intent, sometimes even for criminal activity. So, a user must preserve his location
information. While accessing location-based services, a user sends his location data
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and query to a location-based service provider, and the service provider returns the
result. The location needs to be preserved in this entire communication.

The rest of the paper is organized as follows. In Sect. 2, a brief overview of
preserving location privacy techniques to date has been given. In Sect. 3, the proposed
approach is presented. Section4 concludes the paper and presents the future scope
of the work.

2 Related Work

There has been much research going on in preserving location privacy. The existing
defense mechanisms are based on either of two distinct architectures given for pre-
serving location privacy [6]: (1) centralized architecture or TTP-based architecture,
(2) decentralized architecture or TTP-free architecture.

In centralized architecture (TTP-based), there is an anonymizer between user
and LBS provider which anonymizes the user data. Grutser and Grunwald [4] have
vastly discussed in their paper about spatial cloaking, temporal cloaking, and interval
cloaking. Mokbel et al. [13] presented Casper Cloaking. Gedik and Liu [3] suggested
aclique scheme for forming ASR regions and preserving location data. Hilbert curves
are the principal premise of Hilbert cloaking mechanism, as suggested by Kalnis et al.
[9]. Authors in [1] presented an idea of mixing zones for alias formation to preserve
the identity of user. Protecting privacy through dummy nodes has been proposed in
[11, 12].

The decentralized architecture (TTP-free) is the one where the user directly
requests service from the LBS provider. Now, for this approach, peer-to-peer spatial
cloaking has been proposed by [2] . The concept of peer-to-peer spatial cloaking is
the same as TTP-based spatial cloaking, but there is no third party involved, and users
collaboratively work to send the queries to LBS. However, in the peer-to-peer spatial
cloaking, there is no guarantee that the peers are trusted. This is just an assumption.
What if these peers have malicious intent? To overcome this, authors in [5] proposed a
trust-based approach known as CAST mechanism. Gupta and Rao [7] have proposed
a hybrid model for mobile LBS using homomorphic encryption and Gaussian noise.
Geometric transform techniques have also been used to hide the location coordinates
by the authors in [8].

Now, with all these pre-existing solutions, new kinds of the solution in the decen-
tralized architecture are being proposed. There are few solutions where blockchain
is used to preserve privacy, but these solutions are application-specific. Authors in
[14] presented a blockhain-based solution for preserving location privacy in crowd-
sensing systems. Kanza and Safra [10] presented a solution for preserving privacy,
psuedonymity, and trust in ride-hailing system using blockchain.

To the best of our knowledge, not much work has been done in preserving location
privacy using blockchain. Significant work has been done in preserving data privacy,
but its applicability in preserving location privacy is in the nascent stage.
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3 Proposed Approach

Figure 1 shows the block diagram of our proposed approach. Now, in the blockchain,
there are predefined smart contracts deployed which are the basis of our model. A
smart contract is just a predefined logic between two digital entities which is executed
when they agree to the terms of the contract. This contract is written and cannot be
modified as it will be stored in the blockchain. Smart contracts are written in such
a way that these restrict the nodes to access specific data from the transaction and
will allow the usage of certain data. The smart contract in this model which is to be
deployed in the blockchain does the following two things—(1) contains functions
which govern access rules to the certain data defined. (2) Restricts the identity access
to the LBS.

The node which requests service, calls the function in the smart contract and
the contract is executed. A transaction including node identity data and its location
data is stored in the block. The function called in the smart contract is responsible
for collecting this data from the node and stores it in the blockchain. Now, LBS,
which is also a part of the blockchain, knows that a smart contract is executed. It
will check the block, and because of smart contract functionality, it will only be able
to access the location data and not the actual identity of the node. LBS takes the
location data, and the query further fetches the result from the information database
which it already has through API and sends the respective result to the address of the
smart contract (smart contract is identified by an address in the blockchain). Once
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Fig. 1 Our proposed approach
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Fig. 2 Sequence diagram ;
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the data is obtained, a smart contract will return it to the requestor node. Figure 2
shows the sequence diagram for this model. Ethereum blockchain can be used for
the implementation of this approach.

3.1 How Privacy Is Preserved?

There are various attack surfaces where the location privacy of a user can be breached.
It could be on the user side, or the LBS side. On the user side, privacy can be breached
by the revelation of a user’s real identity. In the LBS, it can get the location and identity
information of a user. In this approach, privacy is preserved in the following ways:

In the blockchain, each node is identified by its public key instead of the real
user identity. So, the pseudonym is used instead of the user name. It is difficult to
identify the real user identity from this pseudonym as there is no correlation between
a pseudonym (public key) and user identity.

Smart contracts act as the middlemen between the user and the LBS. They are
the only one who knows the user’s pseudonym and location query, but these are
programmed logic. Hence, there is no malicious threat from these smart contracts.

LBS only knows the location and not the identity. It knows the address of the smart
contract but cannot trace who is the query requestor. Here, the breaking of linkage
between user identity and location information helps in protecting the privacy of
users. By achieving sender anonymity, location privacy is also preserved.
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4

Conclusions and Future Work

This paper proposed an idea for preserving location privacy using blockchain. In this
model, advancement toward a zero trust model would be possible. This proposed
approach is the first step toward the implementation of this work, and it can be
extended by measuring its efficiency and comparing it with the existing models and
further improving it.
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