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Abstract. Remote healthcare monitoring systems are commonly used
to manage patient diagnostic data. These systems are subjected to data
privacy and security, reliability, etc. A new technique is introduced in
this paper to solve privacy and security issues. Using Discrete Wavelet
Transforms (DWT), EKG steganography technique is implemented in the
proposed method. This method is based on the techniques of encryption
and decryption. Encryption is used to hide the EKG signal within an
image and to extract the EKG signal from the encrypted image, decryp-
tion is used. Subsequently, a prominent amount of raw EKG time series
signal information is given as inputs for convolution neural networks
(CNN). The representative and key characteristics used to classify the
module autonomously are learned. Thus, the features are learned directly
from the prominent time domain EKG signals by using a CNN. Trained
characteristics can efficiently substitute the hand-crafted characteristics
of the time-consuming user and traditional ad hoc characteristics. Using
GoogLeNet CNN we have achieved an accuracy of 0.90625.

Keywords: EKG - DWT - CNN

1 Introduction

Cardiovascular disease (CVD), which was mentioned as the underlying cause
of death, accounted for roughly 1 in 3 fatalities in the US in 2016. Between
2013 and 2016, there was some type of cardiovascular disease among 121.5
million American adults. Between 2014 and 2015 there were 351.2 billion dol-
lars in direct and indirect expenses (Direct costs of 213.8 billion dollars and lost
productivity /mortality of 137.4 billion dollars) [1] for complete cardiovascular
diseases and stroke. On an average, for every forty seconds, an American is said
to have a heart attack.

Cardiovascular disease is plaque build-up that causes blockages within the
body’s major blood vessels. These blood vessels may include heart arteries (coro-
nary heart disease), brain (cerebrovascular disease) and legs (arterial peripheral
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disease). Cardiovascular disease can be responsible for heart attacks, strokes and
death (Fig.1).
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Fig. 1. A healthy (top) and unhealthy (bottom) person’s EKG signal.

An electrocardiogram (EKG) is a test that uses detectors that are positioned
over the chest on the skin to detect electrical activity in the core. These test scans
are conducted during rest or exercise and can detect a variety of heart problems,
particularly when conducted during exercise, including coronary heart disease.

Electrocardiographs uses electrodes to record the cardiac activity on the skin
as small voltages of the order of one millivolt (mV). The variations in voltage
vary with variation of heart activity. The twelve leads provide a clear view of
the electrical activity of the heart as EKG wave forms which vary in amplitude
and polarity of the P waves, QRS complex, and T waves.

Image encryption is commonly used in open internet works to secure data
transmission. Before it is transferred or stored, we need to encrypt the infor-
mation in order to secure the same from different attacks and for data integrity
[2]. Governments, armies, economic institutions, hospitals and private companies
deal with confidential pictures of their patients, geographies, enemies, products
and economic statuses. Most of this data is now being gathered and stored on
electronic computers and transferred to another computer through the network.

Keeping images protected is primarily intended to preserve confidentiality,
integrity and authenticity. Cryptography is the study of secret messages from
one party to another being transmitted safely [3]. It plays an significant role in
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ensuring data confidentiality while transferring information through the inter-
net in particular. Confidentiality, authentication, integrity and non-repudiation
are some particular safety requirements in the context of any application-to-
application communication.

Cryptography is a technique of defending image-based secrets with a com-
putation free process of decoding. In many applications such as: medical pic-
ture, confidential video conferencing, defence database, mobile computing, pri-
vate communication, etc. The safety of digital pictures has become extremely
crucial.

Recently, convolutional neural networks (CNNs) have gained considerable
interest in multidimensional signal processing issues due to their impregnable
capabilities and functionality for various applications, such as image and video
recognition, object detection, computer vision classification, and data analysis
of time series data.

One of CNN’s applications is the classification of time series challenges. It
deals in particular with a prominent quantity of information used in various
applications in health care systems, bioinformatics, activity recognition, etc.
Conventional methods for classifying time series data are highly dependent on
the features extracted, but to capture the inherent characteristics of time series
data is hard to obtain all the fundamental, proper and key characteristics. We
encrypt and decrypt the data securely and predict the type of EKG using Layer
based CNN.

2 Methodology

The research aims to develop safe EKG system transmission to safeguard the
acquisition, diagnosis, visualization and storage of EKG. The system is user-
friendly so that it can be readily used by medical practitioners and scientists
and will assist them in further research and diagnosis.

EKG signals were acquired from the 360 Hz sampling frequency MIT-BIH
Arrhythmia database. The system will be able to perform EKG signal diagnosis
after processing the raw EKG signal and then display the outcome on the screen.
The system will alert the scientist or medical practitioner to further diagnosis if
the outcome is critical.

Since patient information plays a crucial role in medical diagnosis and ther-
apy, each patient has private medical information at the same moment. Data
authentication is essential to guarantee that the patient is not handled incor-
rectly owing to inaccurate medical information. By using this technique, the
EKG signal will be encrypted and decrypted so that only the medical practi-
tioner can comprehend the outcome.

2.1 Discrete Wavelet Transformation (DWT)

The Discrete Wavelet Transformation (DWT) is a linear transformation operat-
ing with an integer power of 2 on data vectors, and transforms it into the same
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length of a numerically distinct vector. It divides information into different fre-
quency parts and matches each element based on the scale. The Fig.2 below
represents filtering cascade, followed by a sub sampling factor of 2 [4] (Fig. 3).
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Fig. 3. DWT for two-dimensional images.

Low frequency filtering activities and High frequency filtering activities are
referred to as L and H, respectively, down sampled by the factor of 2 which is
denoted by 2. Equations (1) and (2) represents outcomes of the filters.

ar, components are used for scaling and dj components, known as wavelet
coefficients, are used for determining the transform output. H[n] is high pass
filter coefficient and L[n] is low pass filter coeflicient. On scale k+1 the number
of ‘a’ and ‘d’ elements on scale k is only half.
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The DWT algorithm is comparable for two-dimensional images. For all Image
rows, the DWT is executed first and then all the columns [4].
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First, signal in the wavelet transformation is decomposed by a low pass filter
(LPF) and followed by high pass filter (HPF) filter. Half the components of the
frequency were filtered out at the input of the filter and can therefore be sampled
down [5]. The original input signal is then rebuilt by the inverse procedure of
this decomposition [6].

DWT has an impact on day-to-day processing of image, such as enhancing
quality of fingerprint [7], Optimizing watermarking of gray- scale image [8], etc.
DWT is used in our present implementation to highlight the different frequency
planes in the pictures [9].

2.2 Encrypting EKG Using Discrete Wavelet Transformation
(DWT)

In our work, G-plane of a colour picture was selected for performing DWT. The
basic and oldest wavelet system is Harr wavelet, A square wave group with an
interval range of 1] 0,1). It is used in many applications, such as the estimation
of the SNR of cardiovascular bio-signal, in various theorems of convergence, etc.
The higher frequency component hHH plane was divided and the peaks of EKG
information were extracted and combined with coefficients in the same plane.
This modified hHH plane was used to perform IDWT operation and a modified
G-plane was produced. In the original image, this plane was replaced and the
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Fig. 4. Embedding and extracting EKG data.
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colour image containing the Peaks of EKG information was generated. Block
diagram to embed the EKG information peaks is shown below. (Fig. 4).

The colour picture obtained was divided while recovering and the G-plane was
divided. On this plane, DWT was conducted and the modified higher frequency
component hHH plane was removed. Peaks of EKG information are retrieved by
dividing the modified G-plane’s coefficients by the original values of hHH. Block
diagram below represents the recovery of the Peaks of EKG information (Fig. 4).

2.3 Convolutional Neural Networks(CNNs)

Create EKG signals with time-frequency depictions. These representations are
known as scalograms. The absolute value of a signal’s CWT coefficients is a
scalogram.

Pre-calculate a CWT filter bank for creating the scalograms. The preferred
method for obtaining the CW'T of many signals using the same parameters is to
precompute the CWT filter bank [10]. Load the scalogram images as an image
data store. Split the images into two groups at random, one for training and
the other for validation. Use 80% of the images for training, and the rest for
validation. For reproducibility purposes, we set the default value to the random
seed [11].

Load the neuralnetwork pre-trainedby GoogLeNet. Extract the network layer
graph and plot the layer graph [12]. Each layer in the network architecture
can be considered a filter. The previous layers recognize more prevalent image
characteristics like blobs, edges, and colors. In order to distinguish categories,
the subsequent layers concentrate on more particular characteristics.

Replace the last four layers of the network to retrain GoogLeNet to our
EKG classification problem. pool5-drop 7 x 7 s1’ is a dropout layer, the first of
the four layers [12]. With a specified probability, a dropout layer randomly sets
input components to zero. To assist avoid over fitting, the dropout layer is used.
The default likelihood is 0.5.

Add four new layers to the layer graph: a dropout layer with a 60% dropout
probability, a fully connected layer, a softmax layer, and an output classification
layer. Set the final fully connected layer to the same size as the new data set’s
number of classes. In order to learn more quickly in the new layers than in the
layers transferred, the learning rate factors of the fully connected layer increase.
Store image dimensions of GooglLeNet in inputSize.

Neural network training is an iterative process involving minimizing a loss
function. A gradient descent algorithm is used to minimize the loss function.
The gradient of the loss function is assessed in each iteration and the weights of
the downward algorithm are updated.

Use validation data to evaluate the network. The accuracy is the same as
that recorded on the training visualization figure for validation precision. The
scalograms were divided into collections for training and validation. To train
GoogLeNet, training collections is used. The perfect way to assess the training
outcome is to have the information classified by the network that it has not
seen. We considered the accuracy of computed validation as the accuracy of the
network.
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3 Simulation and Results

The EKG data have been embedded in the hHH plane and the image results are
as follows.

Scalograms are created using wavelet-based time-frequency representation
model of EKG signals. RGB images are produced from the scalograms. Using
the images, the profound CNNs are achieved. There was also exploration of
activations of distinct network layers. We have divided the image database into
two groups, one for training and another one for validation. 80% of the database
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Fig. 5. Encryption of EKG data
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has been used for training, and the remainder for validation i.e. 130 images for
training and 32 images for validation (Figs.5, 6, 7, 8, 9).
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Fig.9. Sample validation images with expected labels and expected image
probabilities.

4 Conclusion

A method of data encryption of EKG signals using wavelet transform is pre-
sented. The data for the EKG signal is obtained from physio-net. The wavelet
packet decomposition is suggested to decompose the image. The encryption
method is introduced to conceal personal information from the patient. Pri-
vate patient information is integrated within the Image. Encrypted EKG signal
is therefore generated by decomposition of the inverse wavelet. The extraction
method that distinguishes the image and the EKG signal is then implemented.

The architecture of Deep CNN is then suggested as a methodology for learn-
ing features. The proposed CNN network is able to use raw EKG time series
signals to acquire and scale down sample features through input vector convolu-
tions with their related weights as well as to determine optimal outputs among
nearby neurons.
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