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Abstract In civilian data communication usingmobile ad hoc networks (MANETs),
all mobile nodes cannot be of homogeneous type and these nodes do not do one
specific job or communication. Therefore, cooperation among these nodes is a big
issue, which is very essential to successfully run a MANET for this type of data
communication. Denial of service and malicious behavior of a node are the main
obstacles to a secure and successful communication in this type of a network. This
scheme proposed a generic idea to avoid and prevent selfish behavior of a node as
well as encourage to increase cooperation among nodes by the cluster head using a
single-hop clustering strategy.

Keywords Ad hoc networks · Clustering ·MANETs · Networks security · Node
cooperation · Selfish attack ·Wireless network

1 Introduction

Mobile ad hoc network (MANET) is a kind of network consisting of a collection of
mobile nodes which could quickly set up a temporary network, where nodes must be
capable of transmitting and receiving radio signals. This MANET is infrastructure-
less, self-organizing where nodes are mobile in nature, and could play three kinds of
roles: sender, receiver, and router [1]. This type of network has many applications
such as data communication in battlefield, communication for rescue operation after
a natural disaster, vehicle-to-vehicle communication, communication in a large con-
ference room, and many more [2]. There are several underlined protocols that have
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become standard to set up and exploit this type of network [3]. All these protocols
can be broadly classified into three categories: one is proactive where routes are
always maintained such as in DSDV [4], WRP [5], FSR [6]; the second category is
reactive where a route is established when required such as AODV [7], DSR [8]; and
the third category is a mix of the above two where some portion of the network is
proactive and the remaining portion is reactive, such as TORA [9], EMR-PL [10],
WTMR [16].

In most of the classical routing protocols of MANETs, cooperation among nodes
is overlooked. It is a true fact that MANETs are not successfully applied in civilian
data communication, and one of the main reasons is the lack of cooperation among
participating nodes although it is very successful in specific types of communication
such as data communication in battlefield and communication among teammembers
at the time of rescue operation after a natural disaster. As we know, a mobile node has
limited resources such as limited residual energy and low bandwidth, some node(s)
could be selfish to save these limited resources. This node cooperation problem does
not arise in military data communication or any other specific communication using
MANETs, because all the nodes in such type of communication are dedicatedly
designed for that communication. But in civilian data communication, mobile nodes
are of different types such as cell phone, laptop, palmtop, and PDA and these are
not designed for specific work. Therefore, cooperation among nodes is very much
important here in order to establish a MANET using these nodes of heterogeneous
type.

Here, we used a single-hop clustering strategy as a generic mechanism to increase
cooperation among nodes through cluster head (CH) by giving reward and punish-
ment in terms of trust value. We know that the clustering scheme is more stable and
scalable in nature, especially single-hop clustering schemes [11, 21]. All the nodes
are attachedwith the respectiveCHdirectly and the entire networkmade into different
partitions called clusters in the single-hop clustering scheme. All CHs are connected
to each other through some gateway nodes and a network is established. CHs will
take responsibility for increasing the cooperation among nodes within networks by
increasing or decreasing the trust value of the member nodes. This scheme proposes
an idea to avoid and prevent the three main selfish attacks, namely Link Breakage
Attack, Deleting Route Cache Attack, and Deliberately Delay Forward Attack.

Rest of the paper is organized as follows: in Sect. 2, we discussed the literature
review, clustering strategy is briefly discussed in Sect. 3, whereas Sect. 4 explains
the proposed solutions to some selfish attacks, and conclusion and future scope in
Sect. 5.

2 Literature Survey

So far many node cooperation schemes have been suggested by many researchers.
Some prominent schemes are as follows:

L. Buttyan and J.P. Hubaux proposed a scheme called Nuglets [12] to increase
cooperation among nodes. They used virtual currency which makes cooperative
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nodes to increase node cooperation among the nodes in MANETs. This scheme uses
two purse models: one is a Packet-Purse-Model (PPM) where a Nuglet is debited
from the source node and the other is Packet-Trade-Model (PTM) where a Nuglet
is debited from the destination node of the packet. These authors also explained the
utilities andnecessity of increasingNuglets for a node, and also explained the required
security of these Nuglets. S. Marti et.al. proposed a similar type of routing scheme
based on popular routing DSR [8] to catch a misbehaving node using watchdog
and add path quality labels using pathrater [13]. By this portraiture, all participating
nodes are classified and then the misbehaving or malicious nodes are avoided. P.
Michiardi and R. Molva suggested a scheme called CORE [14] where the reputation
of a node is the main concern. This scheme invigorates selfish nodes to quit selfish
behavior, for example, clipping denial of service attack. S. Zhong et.al. proposed a
credit-based and cheat-proof scheme for MANETs by resolving the selfish behavior
of nodes called SPRITE [15]. This is quite similar to the scheme ofNuglets and it is an
incentive credit- or debit-based scheme without any tamper-proof hardware. Here,
the node gets inceptive by producing acknowledgements of forwarded messages
from Credit-Clearance-Service (CCS). F. Kargl et.al. proposed Advanced Detection
of Selfish/Malicious Nodes in Ad hoc Networks [17]. In this scheme, activity-based
overhearing, iterative probing, and unambiguous probing are used to detectmalicious
and selfish nodes in the MANETs. N. Kang et. al proposed a misbehaving node
detection scheme [18] at the iiWAS 2010 conference. This scheme applies different
Intrusion-Detection-System (IDS) equivalent to watchdog to detect malicious/selfish
nodes. IDS has been used to overcome the limitation of the uses of watchdog.

E. Hernandez Orallo et.al. proposed a model called CoCoWa [19]. Here, the
authors have used a collaborative contact-based watchdog to efficiently detect self-
ish nodes in a short period of time. The CoCoWa model uses collaborative work,
based on the diffusion awareness of local selfish nodes instead of fully depending
on watchdog because watchdog also could be selfish. J.M. Chang et.al. proposed
another node cooperative called Cooperative Bait Detection Approach (CBDS) [20]
on the concepts ofDSR [8]. This scheme can be embedded in both proactive and reac-
tive routing. A reverse tracing approach is used here to resist a collaborative attack
by malicious or selfish nodes. S. Berri et.al. proposed another reputation-based node
cooperation scheme [22]. They use a similar kind of approach to increase node coop-
eration by adding or deducting the reputation of nodes within the MANET. But here
the amount of reputation, loss or increase depend on the service taker node. If a
node denies giving service to a reputed node, then the reputation loss will be more
compared to denying service to less-reputed nodes and vice versa.

In C3H [21], the same authors of this paper use the single-hop node clustering
strategy to prevent the malicious activity of any internal node of the network through
cluster heads. This scheme explains the prevention of malicious attacks by giving
future scope to increase cooperation among nodes using the same strategy. The
current scheme, NC2H based on the concepts of C3H and single hop clustering
scheme FESC [11].
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3 Clustering Strategy for Monitoring Behavior of Nodes

The two main challenges along with many challenges for routing in MANETs are
lack of centralized control and high mobility of nodes. These are the reasons why
classical routing protocol of infrastructure-based networks do not work for mobile
ad hoc networks. Clustering routing protocols in MANETs try to get some benefit of
those classical routing protocols bymimicking the topology of these classical routing
protocols. Here, we have adopted FESC [11], a single-hop clustering strategy, and
some modifications made to cheat proof in C3H [20] for increasing the cooperation
among nodes in ad hoc networks. There are three types of nodes in this scheme,
namely cluster head (CH), ordinarymember node, and gateway node. This single-hop
clustering scheme proposed a technique where a member node is directly attached
to the elected CH and breaks the entire network into some clusters. The cluster
heads (CHs) are elected temporarily among member nodes. The election is done
according to high residual energy, high trust value, lowmobility of nodes, and strong
connectivity to downlink nodes compared to other nodes of the cluster. Electing a
good candidate as the cluster head is very important as this node will monitor the
activities of the other nodes; this procedure is clearly defined in our earlier scheme
C3H [21].

3.1 Graphical Explanation of the Strategy

Let us consider Fig. 1 where a small MANET containing two selfish nodes a and
q have been shown. These two selfish nodes could carry out three kinds of selfish
attacks which are mentioned in Sect. 4.

In this scheme, selfish attacks could be prevented through CHs. The nodes p, r ,
and c mentioned in Fig. 1 become cluster heads CH1, CH2, and CH3 in Fig. 2. CH1

Fig. 1 A small MANET with two selfish nodes
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Fig. 2 Selfish nodes controlled by CHs

andCH2 couldmonitor the selfish nodes a and q as their respective cluster heads. The
cluster heads give reward or punishment to the respective member nodes according
to their participation or selfishness. The objective is clear that it is to increase node
cooperation within networks and avoid selfish attacks.

3.2 Trust Value Calculation of Node

At the initial stage, that is when a node enters the network, 0.5 assigns as a default
trust value, where trust_value is a variable whose values are between 0 and 1, which
indicate the trust level of a node. There are two additional support variables, one is
earn_trust which is a natural number starting from 2, and second one is lose_trust
which is also a natural number starting from 1 up to the current earn_trust .

Initial value assigned to earn_trust is 2 and lose_trust is 1 when a node joins
the network for the first time. For a successful transfer of one packet, a node increases
its earn_trust value by 1 unit. Similarly, if any kind of selfish behavior is shown,
lose_trust value decreases by 1 unit from the responsible node. The entire activity
is carried out by the cluster head. The current trust_value of a node is calculated
by Eq. (1).

trust_value = 1− lose_trust/earn_trust (1)

Trust value is very important for a node as this node will request for its own data
packet transfer to the CH. Depending on the current trust_value, a packet transfer
request of a node could be granted by the respective CH.
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4 Several Selfish and Security Issues and Respective
Proposed Solutions

Besides many difficulties, MANETs face two serious difficulties which are selfish
behavior and malicious behavior of the node. These difficulties arise within the
network by some selfish or malicious node(s). According to the behavior of the
mobile node, all nodes of a network can be classified into three categories, namely
malicious node, selfish node, and normal node. The behavior of malicious and selfish
nodes is the main concern. The malicious activity could be avoided using C3H [21],
where a similar clustering tactic is used, and selfish activity can be prevented by
motivating to increase the cooperation among nodes, which is the main objective of
this proposed scheme.

Selfish node will try to save its resources such as energy and bandwidth as much
as possible so that it could use them for its own communication in the near future.
Therefore, these types of nodes try to avoid participating in communications with
other nodes. Mainly, three types of selfish behavior or attackmight come from selfish
nodes, namelyLinkBreakageAttack,DeletingRouteCacheAttack, andDeliberately
Delay Forward Attack. These are discussed in Sects. 4.1, 4.2, and 4.3, respectively.

4.1 Link Breakage Attack

Some selfish node remains silent on receiving an RREQ packet from other nodes
although it might have information about the intended destination. The objective
of this kind of node is to save its own resources by avoiding to participate in the
communication link of other nodes.

In this scheme,CHs identify those selfish nodes and reduce the trust values of those
selfish nodes. The CHs also increase the trust value of those nodes which actually
participate in communication with other nodes. Both increases and decreases in trust
values are calculated by Eq. (1). As discussed earlier in this section that CHs are
trustworthy nodes, link breakage attack can only arise from member nodes. Some
member node selfishly tries to avoid becoming a gateway node. But in this scheme,
the CH of a cluster monitors other cluster members. Whenever a route needs to be
set up, the source node sends an RREQ packet to its CH, then the CH broadcasts this
RREQ packet to the neighbor CHs through some member node called the gateway
node (if the destination is not within the cluster). If some node remains silent after
receiving the RREQ packet, the CH checks the residual energy level and the position
of that node, then tries to find out the reasons why the node was unwilling to become
a gateway node. If this reason is not sufficient to convince the CH, then CH reduces
the trust value of that selfish node and informs the other stakeholders of this network.
Similarly, CH also increases the trust value of the node for positive behavior.
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4.2 Deleting Route Cache Attack

In MANETs, every node maintains a cache memory where information about the
last few communications are stored. Selfish node could delete such information from
its cache so that other nodes may avoid this node in future communication. In this
way, the selfish node gets the chance to save its own resources.

As it was mentioned earlier, CH takes all the responsibility to store the routing
information, and information not required from ordinary members. It is assumed that
CHs are trusted nodes; therefore, the deleting route cache problem does not occur in
this scheme. The role of the CH is very crucial, therefore, the optimum node must
be the CH of a cluster at any instance. Whenever a CH hands over the charge to any
other node, the routing information is also handed over.

4.3 Deliberately Delay Forward Attack

Selfish node could deliberately delay forwarding the packet of the other nodes so
that those nodes could avoid this selfish node for future communication. In this way,
a selfish node avoids participating in communication with other nodes.

In any instance of communication, a source node, a destination node, CH(s), and
none or more gateway node(s) participate. But as mentioned earlier that CHs are the
most trusted nodes and no question arises for a source and a destination node, if a
delay arises, then gateway node(s) will be responsible. Any gateway node directly
connects to its CH, so the gateway node either receives or delivers data packets to its
CH. On the other hand, before communication starts, the route establishment phase
has to complete, and at that time, the CH becomes aware of the possible time to get
the data packets from the predecessor CH, and to send data packets to the successor
CH. Later in communication time, if actual time does not match the estimated time
approximately, then delay attack arises. The CHs then check their gateway node(s)
whether the delay arises deliberately or for some other reasons. In both cases, an
alternate gateway node can be selected if available, otherwise, communication will
continue, but for deliberate delay, the identified gateway node gets punished by
reducing the trust value of that selfish node using Eq. (1).

5 Conclusion and Future Scope

Through this NC2H single-hop clustering scheme for increasing cooperation among
nodes, Link Breakage Attack, Deleting Route Cache Attack, and Deliberately Delay
Forward Attack can be avoided. This NC2H could be useful to avoid other selfish
attacks in ad hoc networks. The NC2H shall be implemented with standard baseline
routing protocols. This scheme supposes that cluster head (CH) is the most trust-
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worthy node, which is elected based on the single-hop clustering models, FESC, and
C3H. In future work, election of CH node could be done in a more intelligent way
where more parameters could be used so that the purpose of this NC2H scheme will
be fulfilled more accurately.
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