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Abstract. This paper presents a 64-bit lightweight block cipher, µ2

with a key size of 80-bit. µ2 is designed based on well-established de-
sign paradigms, achieving comparable performance and security when
compared against existing state-of-the-art lightweight block ciphers. µ2

is based on the Type-II generalized Feistel structure with a round func-
tion, F that is a 16-bit ultra-lightweight block cipher based on the
substitution-permutation network. Security evaluation indicates that µ2

offers a large security margin against known attacks such as differential
cryptanalysis, linear cryptanalysis, algebraic attack and others.
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1 Introduction

In recent years, the rise of Internet-of-Things (IoT) devices with constrained
computing capability has been prominent. These devices have not only widely
used in everyday life but are also interconnected to form a network to provide
unobtrusive services to the consumers. However, this interconnectivity poses a
range of security risks. Thus, lightweight block ciphers have been proposed in
response to those concerns, such as PRESENT [9], LED[14] and CHAM [18].
These lightweight block ciphers have been meticulously designed to have sim-
ple structures and high throughput for their implementation. PRESENT is the
currently the ISO/IEC standard [16] for 64-bit lightweight block ciphers. De-
spite its simple design based on the substitution-permutation network (SPN), it
has been shown to resist various cryptanalytic attacks over the years. Although
there exists recently proposed lightweight block ciphers [14,4,18], they have yet
to undergo sufficient cryptanalysis to be considered state-of-the-art.

In this paper, we propose µ2, a new 64-bit block cipher based on the Type-II
generalized Feistel structure (GFS). Unlike regular ciphers, its round function F
is in itself a 4-round ultra-lightweight cipher (ULC) is based on SPN. Embed-
ding another block cipher within the design still maintains design simplicity and
ease of analysis. The inspiration of the cipher’s name µ2 comes from the met-
ric multiplicative prefix micro, µ which often associated with a very tiny value
whereas the power of 2 implies the use of a two ciphers. µ2 has shown to be
more efficient than PRESENT, with comparable security margins. Therefore, it
serves as a suitable lightweight block cipher candidate for resource-constrained
devices. In addition, this work is in line with Malaysia’s National Cryptography
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Policy (NCP) [1] and National Cyber Security Policy (NCSP) [2], which supports
cryptographic research and development towards self-reliance.

2 Specification of µ2

2.1 Main Structure of µ2

µ2 is a lightweight block cipher with 15 rounds. It has a block length of 64 bits
and a key length of 80 bits. The design of µ2 is based on a Type-II GFS as shown
in Figure 1. µ2 uses a new ULC with a block size of 16 bits, which is based the

Fig. 1: µ2 Structure

SPN and Even-Mansour construction [11]. This ULC is detailed in Section 2.2.
Four rounds of the ULC will be used for each F -function. µ2 uses PRESENT’s
4-bit s-box for encryption and key generation as shown in Table 1.

Table 1: Substitution Box
x 0 1 2 3 4 5 6 7 8 9 A B C D E F

S[x] C 5 6 B 9 0 A D 3 E F 8 4 7 1 2

The design of the key schedule (key generation algorithm) of µ2 is based on
PRESENT which can be summarized as

1. Initialize an 80-bit register with the 80-bit secret key.
2. Left rotate the register by 61 bits.
3. Substitute the four most significant bits (MSBs) and 64th to 67th bits using

the substitution box (s-box).
4. XOR the 15th to the 18th bits with a round counter.
5. Extract the 64 MSBs as the round key, RK

or mathematically defined as

1. [k79k78...k1k0] = [k18k17...k20k19]
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2. [k79k78k77k76] = S[k79k78k77k76]

3. [k67k66k65k64] = S[k67k66k65k64]

4. [k18k17k16k15] = [k18k17k16k15]⊕ round counter

Unlike PRESENT, the round counter is only 4 bits because µ2 only has 15
rounds, and is initialized to 0 at the beginning. Another change made is to feed
4 more distinct bits of value through the same s-box in due to the reduced rounds
of the key schedule compared to PRESENT. The round key, RK is divided into
four sub-round keys, RK = {rk3, rk2, rk1, rk0}. rk3 and rk2 are used in the left
F -function whereas rk1 and rk0 are used in the right F -function as shown in
Figure 1. New round keys are generated by repeating the same key generation
algorithm. This is performed once after each round of µ2. Note that the very
first round key is directly extracted from the secret key prior to transformation.

2.2 Ultra-lightweight Cipher (F -function)

As previously mentioned, the F -function of µ2 is a 16-bit block cipher based
on the SPN and Even-Mansour construction. The sub-round keys are XOR-
ed with the 16-bit input before and after the completing four rounds of the
SPN. To break symmetry between each round, round constants are introduced,
coni = {0x1000, 0x2000, 0x3000, 0x4000}. To break the symmetry between each
instance of the F -function, the ULC also includes a counter, Fcount which is
incremented after computing each F -function. Thus, each round of µ2 will in-
crement Fcount by 2. Fcount is initialized to 0 at the beginning.

The substitution layer consists of four 4-bit s-boxes defined in Table 1. This
is followed by a bitwise permutation, π designed to maximize the number of
active s-boxes (AS) defined as

π[b15b14...b1b0] = [b3b6b9b12b7b10b13b0b11b14b1b4b15b2b5b8], (1)

where bi is the ith bit of the 16-bit data block. The effect of π on the number of
AS is described in Section 4.1. A visual depiction of the entire SPN is as shown
in Figure 2 whereas the block diagram of the F -function is as shown in Figure 3.

3 Design Choices

3.1 Intended Uses and Goals

The goal is to construct a new robust lightweight block cipher that is suitable for
adoption and deployment by highly-constrained computing devices while main-
taining the efficiency on 16/32/64-bit processors. This newly proposed cipher
should not only be comparable with various existing proposals of similar intent
but also outperforms the previous proposal in some aspect while maintaining
the design and implementation simplicity.
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Fig. 2: Substitution-Permutation Network

Fig. 3: F -function

3.2 Structure of the µ2

The Type-II GFS structure of µ2 and the choice of a more elaborate F -function is
quite similar to that of the 4-branch version of the Simpira V2 permutation [13].
Unlike Simpira which uses AES [20] as its F -function, we proposed a new 16-bit
ULC as the replacement that is suitable for constrained devices. We have also
chosen the same number of rounds as Simpira to ensure sufficient bit diffusion.

The ULC constituting the F -function can be seen as a mini-PRESENT vari-
ant with 16-bit block size due to the fact that it uses the s-box from PRESENT
and also adopts a similar bitwise approach to its permutation albeit with a dif-
ferent pattern. The choice of resemblance is explained in the following section.
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3.3 Substitution Layer (S-box) and Permutation Layer (P-layer)

In order to maximize the efficiency of the algorithm, a single strong 4-bit to 4-
bit S-box, S : F4

2 → F4
2 is chosen as the non-linear substitution layer. Compared

with larger size 8-bit s-box featured prominently in U.S. encryption standard
AES [20], a 4-bit s-box is much more compact and advantageous when imple-
mented in resource-constrained devices. µ2 cipher adopted the s-box defined in
the PRESENT which is well-studied and thoroughly investigated and thus is
able to provide reasonably strong resistance against well-established attack due
to its excellent nonlinearity, differential probability and algebraic order.

The permutation layer is chosen to maximize efficiency while providing ade-
quate security. As such, a simple bitwise permutation layer was selected because
of its simplicity and efficiency when implemented. Due to the simple nature of
the bit permutation, it also allows clear and precise security analysis to be made
in the later section.

3.4 Key Schedule and Even-Mansour Scheme

The key schedule of the cipher is a straightforward modification of the PRESENT
key schedule. The robust yet simple key schedule defined by PRESENT has a
minimal impact on the overall performance while providing some increased se-
curity against various type of cryptanalysis attack. There is some study on the
strength of the PRESENT key schedule [15] but the investigation indicates that
the 80-bit key schedule shows no significant exploitable weakness. The modifica-
tion of the round counter bit and the inclusion of an extra non-linear s-box per
round is in direct respond to the lower number of round of the proposed cipher.

The double-key Even-Mansour scheme [11] is used to introduce secret key
information. Although there is a notable security proof [10] that shows single-
key Even-Mansour scheme has the same security lower bound as the double-key
scheme. The use of the double-key variant allows direct utilization of the modified
PRESENT key schedule with minimal modification. The key schedule produces
a 64-bit round key for each round which can be divided equally into two pairs
of 16-bit keys to be used for tne two F-functions respectively.

4 Security Analysis

4.1 Differential and Linear Cryptanalysis

For differential and linear cryptanalysis, the minimum number of AS, ASmin

determines the cipher’s security margin. For µ2 the following observations that
can be made by examining the permutation layer in conjunction with the s-boxes
of F -function:

1. The input to an s-box comes from four distinct s-boxes and the output of
an s-box goes into four different s-boxes.

2. An input with a one-bit difference will always lead to an output difference
of two bits or higher.
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3. S-box activation patterns of 1 − 1− 1 and 1− 2− 1 cannot occur.

4. When there is a non-zero difference entering the 4-round ULC, the 1−2−2−1
pattern will have the least number of AS because any other patterns with
fewer AS will violate observations 3 and 4.

5. If there are any other cases whereby any one of the rounds contains three or
four AS, there will be at least six or more AS in total.

As stated above, ASmin = 6. The GFS structure has a minimum of 14 differ-
entially activated F -function in 15 rounds. Thus, 15 rounds of µ2 will have a
minimum of 14× 6 = 84 AS. The maximum differential probability of the s-box
is 2−2. Based on these criteria, the probability of a single path differential is
upper-bounded by 2−168. A successful attack would have a data complexity of
2168 which exceeds the available message space of 2−64. Hence, µ2 has a large
security margin against differential cryptanalysis [7].

Next, we analyze µ2’s security against linear cryptanalysis. The maximum
bias of the s-box is 2−2 and based on the previous analysis, each round of µ2 has
ASmin = 6. By applying the piling-up lemma [19],

ε = 2(14×6)−1 × (2−2)14×6 = 2−85.

The data complexity of the linear attack can be calculated as

NL =
1

ε2
.

Hence for 15 rounds of µ2, the data complexity of a linear attack is estimated
to be 2170 which exceeds the message space of 264.

4.2 Integral Attacks

Integral attacks [17] are known to be more applicable to the analysis of ciphers
with word-like structures. However, there have been some attempts to use inte-
gral attack to analyze bit-based cipher [22,23] but the attack is not particularly
detrimental to the overall strength of the cipher security. Any word-like struc-
ture of µ2 will be disrupted by bit-wise operation of ULC. Hence, it is believed
that integral attack poses no threat to µ2.

4.3 Algebraic Attacks

Extending from the work by PRESENT, the s-box of the PRESENT can be
described by 21 quadratic equations in eight input/output-bit variables over
binary field, GF (2). Each round of the cipher consist of 34 s-boxes (encryption
and key generation). Therefore, the entire proposed system can be expressed by
34×15×21 = 10710 quadratic equations in 4080 variables. These numbers tend
to indicate that µ2 exhibits a high level of immunity against algebraic attack.
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µ2

4.4 Key Schedule Attacks

The most successful attacks on the key scheduling are the slide attack [8] and
related-key attack [6]. These attacks rely on the relationship between each sub-
sequent rounds. Since the key schedule of the mu2 cipher is nearly identical to
that of the PRESENT, some of the existing analysis can be easily extended. The
relationship and symmetry of each round are broken up by the introduction of
the round-dependent counter. Furthermore, the key is further scrambled using
nonlinear s-box. The presence of F -function counter and ULC round counter also
contribute towards the overall strength against these types of attacks as well.
The combined efforts should thwart the attacker from mounting a successful
slide or related-key attack on the key schedule.

4.5 Statistical Analysis

The NIST statistical test suite [21] was used to test the number sequences gen-
erated from the cipher to ensure that they resemble pseudorandom sequences
with no statistical defects. A 1000-Mbit sample of number sequences was tested
whereby the number sequences were generated by encrypting plaintext that was
incremented by 1 for each block starting at 0 while the key is fixed at 0. The num-
ber sequences are considered to be random when the test results have a P -value
of ≥ 0.01 and passing ratio ≥ 9.8056. Based on the acquired results illustrated
at Table 2, the µ2 cipher indeed approximates a pseudorandom function which
is one of the desirable traits of a block cipher.

Table 2: NIST Test Result
Test P -value Passing Ratio Result

Frequency 0.073 0.989 Pass
Block frequency 0.372 0.987 Pass
Cumulative sums 0.391 0.990 Pass
Runs 0.055 0.987 Pass
Longest run 0.365 0.992 Pass
Rank 0.514 0.989 Pass
FFT 0.575 0.989 Pass
Nonoverlapping templates 0.056 0.992 Pass
Overlapping templates 0.036 0.991 Pass
Universal 0.587 0.997 Pass
Approximate entropy 0.637 0.990 Pass
Random excursions 0.713 0.987 Pass
Random excursions variant 0.454 0.990 Pass
Serial 0.321 0.983 Pass
Linear complexity 0.997 0.988 Pass
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5 Performance and Comparision

To illustrate that the performance of µ2’s software implementation is compara-
ble to existing proposals, performance measurements from various lightweight ci-
phers including µ2 were measured using the same computing device. Their perfor-
mance were benchmarked using the Intel Skylake I5-6600K @ 3.5GHz CPU. The
implementations for existing lightweight ciphers, PRESENT and SKINNY [3]
were taken from existing resources made available by other researchers who have
optimized the algorithm with respect to the target platform [24,12,5]. The ac-
quired results are shown in Table 3. It can be seen that µ2 achieved a comparable
throughput when compared to other well-known lightweight block ciphers.

Table 3: Software implementation throughput of µ2, PRESENT and SKINNY

Cipher Throughput Mb/s−1 Reference

µ2 − 80* 148.28 This

PRESENT-80* 133.77 [9][24]

SKINNY-64* 121.23 [5][3]

* The implementations used do not represent the best possible op-
timized version.

6 Conclusion

In this paper, we presented a new lightweight block cipher µ2 which has a block
length of 64-bit and an 80-bit key. It is specifically designed to provide high
security margins while maintaining good performance for constrained devices.
A variant of Type-II GFS is used as the design foundation for the cipher with
a SP-network based ULC as its 16-bit round function. The use of a single 4-bit
s-box and bit permutation layer contribution towards the overall efficiency of
the cipher which exceeds well-known lightweight ciphers such as PRESENT and
SKINNY. Based on the security evaluation and the preliminary cryptanalytic
results of µ2, it is shown that µ2 achieved sufficient security margin against well-
known attacks. However, more security analysis still needs to be conducted to
verify the security of the proposed cipher even further.
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