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Abstract. Cloud computing is one of the computing methodology that
can address the on demand requirement of most of the applications in effi-
cient manner. This system also permits the pay-per usage rating model
for the purpose of computing services which are delivered to the end
users throughout the globe using Internet. Because of reduced resources
it becomes very difficult for the cloud purveyors to offer all the end users
their required services. One such challenge raised by the cloud applica-
tion is management of Quality of Service (QoS) that is the matter of
allocating resources to provide assured service on the basis of availabil-
ity, performance and reliability. From the cloud vendors impression of
cloud resources can be assigned in a reasonable manner. Thus it is at
most importance to meet the QoS requirement and satisfaction level of
cloud users. This paper aims at the study of various researchers in the
field of Resource allocation and resource availability in cloud computing
environment based on QoS requirements.

Keywords: QoS · QoE · Cloud computing · Resource availability ·
Resource allocation · Scheduling

1 Introduction

With the recent advancement in various technologies, cloud computing has
emerged as a new paradigm providing various services to the end user. It has
various characteristics which include multitenancy, scalability, productivity and
performance [1]. Cloud computing refers to operations such as distribution of
services over the web, hardware, and system software that grants the various
required services in the data centres. At the same time cloud computing also
faces some challenges like limited control to the end user, security, privacy and
many quality issues [2]. Some of the quality issues are like Quality of Service
(QoS) and Quality of experience (QoE) have a huge impact on cloud computing
environment. Basically QoE is a subset of QoS that also endeavors the amount of
service parameters. Services like cloud computing storage or computer network
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falls under QoS which is defined as the amount of overall performance of the
service. Further emergence of IoT has made this challenge more critical to tackle
due to continuous interaction of user with the system.

IoT and cloud have developed into two very closely related internet technolo-
gies providing support to one another. Some previous studies have provided the
evaluation model for QoS but to our knowledge no evaluation models have been
proposed for IoT based applications based on QoE [3,4]. IoT based application
are devices on web that collect data on real time basis which some time can
result in late delivery of data. This late delivery of data affects QoE in many
ways as it is not efficient enough for the end user to use IoT application devices
[5]. To overcome from this issue one can do computations near to data generating
devices which improves QoE in turn.

QoS is defined as the estimation on the whole performance of a service
whereas QoE is defined as the level of user satisfaction over a service or product.
QoS is basically a set of procedures that helps to manage the network resources
based on some attributes. There are various attributes in QoS which are help-
ful in making the quality of services or applications better than their previous
results. QoS and QoE are two quality issues which are interlinked with each other
as they both helps in improving the quality of services and applications used in
cloud [5]. Figure 1 shows the relation between various qualities aspects related
to one single quality issue that is quality of service (QoS). All these quality
aspects such as quality of data (QoD), quality of information (QoI) and quality
of performance (QoP) share some indistinguishable attributes. As we know that
QoE is directly related to QoS which results in mapping of the QoS into the
users perceived QoE. Also, QoS is affected by various aspects of QoS which can
be technical or non-technical. Technical aspects include the end to end network
delay, coverage area and equipment flexibility whereas non-technical includes
the support to customers, price decision based on service and providing services
to the end user. QoS and QoE are equally important in providing good quality
services to the applications.

Fig. 1. Relationship of various quality metrics with QoS.
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2 QoS Models

For delivering good quality characteristic, QoS is useful for cloud consumers who
expect this and for the cloud purveyors, whoever requires the trade-off between
the QoS levels and the operational cost. Various QoS based models have been
proposed in the field of cloud computing to handle the challenges like security and
privacy, latency, resource scheduling, fast internet speed, energy consumption,
load balancing, service composition and performance, as represented in Fig. 2
[6]. The major issue in cloud is of security and privacy, as there is no control
on data which is being transferred or received. Performance is another issue in
cloud computing that consider the capability of cloud organisation. Resource
scheduling in cloud is considered at various levels namely hardware, software,
security and privacy and further other features are dependent on management
and resources. The QoS here means the availability, reliability and level of concert
on hand with the help of a platform. QoS is basic for cloud users and expect
from the purveyors to deliver the declared features. In this technical survey
we have discussed the issues related to resource allocation based on QoS in
cloud computing environment. QoS can be improved by balancing the load on
various machines by consecutively reducing the delay. Further using these system
models the values of QoS such as availability, reliability and response time are
evaluated. There are various QoS methods like resource management, admission
control mechanism, scheduling mechanisms, performance models and monitoring
mechanisms [8]. All these mechanisms provide a closer view about the current
methods, techniques and the applications to cloud computing problems.

Fig. 2. Relationship of various quality metrics with QoS.

2.1 Cloud Based Model

The term cloud computing can be portrayed as the organised device mechanism
in which the users would be able to utilize the computing applications [9–12]. The
main objective is to make the storage infrastructure and computing available for
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the end users regardless of their location and time. However, various cloud based
models have been proposed in the field of the trust management, load balancing
and queuing model but still a lot of improvement is required to obtain better
QoS [13]. Here, Table 1 summarizes various cloud based models proposed over
the period of time.

2.2 Cloud Computing Challenges

There are various challenges [30] which have serious risk to the end user satia-
bility factor. All these challenges are listed as follows:

– Resource Scheduling [6]: It is a challenging job and scheduling particular
resources to cloud efforts relies on the QoS demands of cloud appliances. In
cloud computing environment issue such as uncertainty, heterogeneity and
dispersion of resources discovered the resource allocation problem which can-
not be considered with available resource allocation strategies.

– Security [6]: It is one of the main issue which leads to causing risk for a
huge amount of data stored on cloud in different locations even in all over
globe. Through many approaches on the subject in cloud computing, data
privacy and security are more significant for the forthcoming growth of cloud
computing technology in industry and government.

– Performance [6]: It is also one of the important issue which measured the
power of cloud organisation. The results might not come out to be good
enough with respect of some parameters such as memory, CPU speed and
bandwidth.

– Load balancing [6]: With the help of this technique in cloud computing
workload has been scattered among all the nodes. Basically it is used to get
in touch with great consumers and evaluate the proportion of resources to
make sure none of the nodes are overloaded.

– Service Composition [13]: Due to ebullient development of the services
which are offered cloud service agents faces some difficulties in delivering the
quality of service advancements.

– Fast internet speed [6]: With the support of cloud systems, business gets
the ability to keep money on hardware and software however requires over-
spending on bandwidth. This is not feasible to fully utilize the services of
cloud with low speed communication channels.

– Latency [6]: One of the major issues in cloud computing environment which
causes difficulties in the enjoyable and usable devices. Latency in the data
exchanges over the Internet can be much higher. This delay can cause increase
in the costs to users of several cloud services.

– Energy Consumption [16]: Amazon conducted a survey which conveys
the cost depletion of its data centres to be 53% and the entire cost is used
by the servers. The CPU, memory, disk storage and network are important
consumers of energy in a server.
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Table 3. Various algorithms for resource provisioning in cloud computing

Algorithms Author Technique used Challenges

Offloading
algorithms

Xiao et al. [8] Proposed an offloading
forwarding approach

Need to include the
wireless network
supported system

Wang et al.
[24]

Proposed a technique
to minimize average
response timefor events
reported by vehicles

The utilisation of
vehicles outside the
communication range is
not considered

Wang et al.
[25]

Proposed an optimal
allocation techinique

Doesn’t discusses any
online mechanism to
allocate the computing
service

Cloud
computing
algorithms

Ye et al. [26] Proposed an approach
based on genetic
algorithm for
composition of services

QoS values are already
known needs to be
eliminated

Xu et al. [27] Proposed a Berger
model based algorithm

Based on the mapping
relation between QoS
and resource

Li et al. [28] Proposed an optimizing
chord algorithm

Need to consider
interaction with
storage resources

Dutta et al.
[29]

Some popular genetic
cross over operators
like PMX, CX and
mutation operators are
used

Need to consider more
real time job allocation
restriction like machine
failure and political
concern

3 Resource Provisioning in Cloud Computing

Resource provisioning in cloud computing as presented in Table 2, is supported
with two major factors known as resource availability and resource allocation.
Resource availability is the vision to make available the resources anywhere and
anytime. If the allotment to the resources is not organized accurately then the
services gets starve for allocation of their required resources. Thus by analyzing a
single cloud service resource and therefore on the basis of some models the avail-
ability of cloud computing services gets evaluated [31]. Samimi et al. [21] have
proposed a new technique for allocating resources in cloud computing environ-
ment known as Combinatorial Double Auction Resource Allocation (CDARA)
technique. This model is helpful in evaluating its efficiency with an economic
perspective. Later new approaches have been proposed for allocating resource
with less amount of wastage and more profit. These approaches consider vari-
ous parameters like time, number of processor requests, cost, resource assigned,
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resource availability, resource selection etc. In [22], Goiri et al. have presented a
resource level metric that enables the users to allocate their resources dynam-
ically between the running services with respect to their demands. This metric
helps in performance of CPU by managing and specifying fine grain guarantees.
So with the help of this metric resources can be allocated dynamically. In [5],
Calheiros et al. have proposed a technique for distributing resources to software
as a service (SaaS) applications. The main aim of this model is to fulfill the QoS
targets related to service time and usage of available resources. They have used
Aneka platform for developing scalable applications and for integration between
the Desktop Grids and cloud [5]. In [23] an algorithm for resource evaluation and
selection is presented with an extensible QoS model. In private cloud to increase
the rate of resource utilization an algorithm is proposed to reduce task response
time in [24].

3.1 Resource Provisioning Algorithms

To improve the QoS and QoE various types of algorithms such as offloading
algorithm, cloud computing based algorithms [32,33] and scheduling algorithms
[34] are being used as presented in Table 3. The development in cloud computing
technologies has led to provide distinct cloud services to its service subscribers.
These services can be classified into two groups: Application services and Utility
computing services. These services are measured with the help of some QoS
parameters and QoS model [26]. Further, considering the characteristics of the
cloud computing a job scheduling algorithm based on Berger model has been
proposed. This algorithm can execute the user tasks [27]. The main aim of the
cloud provider is to achieve greater benefit and, satisfy the various QoS for user’s
jobs. A genetic algorithm has been proposed for a much better scheduling in the
cloud environment in. Proposed technique is helpful in maximizing the profit of
cloud providers which is supported by a number of evaluations and results [29].
In a system, resources also need to be scheduled such as they are not creating
problems for the user in future works. Thus QoS differentiate system model
has been presented in [28] for allocating resources in cloud computing system
among various QoS - constrained users. To model the problem of cloud service
composition an approach based on Genetic Algorithm is proposed in [35].

4 Challenges and Discussions

QoS main objective is to enhance the QoS by maintaining the delay to a smaller
quantity by weighing the load in cloud computing environment. Audio, multi-
media video conferencing etc. are planned to be the primary applications of this
area where some improvement in delay might be useless. This section describes
some challenges such as security and privacy, latency, resource scheduling, fast
Internet speed, energy consumption, load balancing, service composition and
performance which are described as follows:
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– Strictly providing the required resources to the cloud and by proper schedul-
ing of the resources would make the resources more organised.

– Exponential increase in the links which are harmful and can be utilised by
the invaders for malicious activities. Also increasing usage of data can led
to sensor based connectivity and these nodes can further misuse the data
collected from the users.

– By fulfilling the user demands and services of the end users from the cloud,
the performance can be improved.

– Data in the cloud is dynamically stored among all the nodes resulting in
reduce in load balancing problem in cloud computing.

– Difficulties as faced by the cloud service purveyors for delivering an extensive
range of composite cloud services, the purveyors requires to setup a shared
understanding on large scale cloud scheme leading to a proper service com-
position.

– To make the network speed work faster for the cloud the computer, servers
and routers must be able to communicate continuously sharing information.

– In resource allocation there are two types of workloads in cloud known as
homogeneous and heterogeneous. Thus the cloud systems should be prepared
such that both of these types of workloads can be allocated.

– Latency is the main issue which can be improved by using a wired connection
and thus resulting in reduce costs which improves the satisfaction level of the
customers.

– A server is built consisting of various components such as CPU, power sup-
ply, fans, memory and disks whose power intake can be enhanced by using
hardware optimization leading to less energy consumption.

5 Conclusion

Cloud has extremely eased the provisioning of capacity method, at the same time
it also produces various issues in the administration of the QoS. QoS includes
availability, the levels of performance and reliability provided by the application
or platform or the infrastructure that serves it. Research in modeling of work-
load and their applications in QoS supervision in cloud computing. Various QoS
related parameters have been addressed in this work in which throughput, avail-
ability, and response time are some of the essential factors considered for cloud
computing. QoS attributes consumer class supplies a structure for the choice
of the better matched service according to the end user. The security class is
helpful in the assessment of security and privacy issue in service associates. Even-
tually, the network architecture and service execution time groups provisions a
structure for evaluating hardware functioning and sketching an understanding of
the network architecture. This paper also discusses the various research actions
that are being considered in the system and workload modeling, their distinct
applications in managing QoS in cloud computing environment. In this paper,
we have provided the technical measures for provisioning of resource allocation
and resource availability in cloud computing environment. Further, we have dis-
cussed the various challenges in cloud computing environment and how these
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challenges could be important in proposing future designs and algorithms. Also,
a detailed discussion related to various cloud based QoS models for develop-
ing trust in cloud, designing load balancing algorithms and most importantly
for security and privacy preparing such algorithms which help in detecting the
difference between the service suppliers and the authorised access control users.

References

1. Akpan, H.A., Vadhanam, B.R.: A survey on quality of service in cloud computing.
Int. J. Comput. Trends Technol. 27(1), 58–63 (2015)

2. Floris, A., Atzori, L.: Quality of experience in the multimedia Internet of Things:
definition and practical use-cases. In: Proceedings of IEEE International Confer-
ence on Communication Workshop (ICCW), pp. 1747–1752. IEEE (2015)

3. Dey, S., Sen, S.K.: Trust evaluation model in cloud using reputation, recommen-
dation and QOS based approach. In: Procedings of 2018 International Conference
on Research in Intelligent and Computing in Engineering (RICE), pp. 1–5. IEEE
(2018)

4. Gupta, P.K., Maharaj, B.T., Malekian, R.: A novel and secure IoT based cloud
centric architecture to perform predictive analysis of users activities in sustainable
health centres. Multimed. Tools Appl. 76(18), 18489–18512 (2017). https://doi.
org/10.1007/s11042-016-4050-6

5. Calheiros, R.N., Ranjan, R., Buyya, R.: Virtual machine provisioning based on
analytical performance and QoS in cloud computing environments. In: Proceedings
of International Conference on Parallel Processing, pp. 295–304. IEEE (2011)

6. Maguluri, S.T., Srikant, R., Ying, L.: Stochastic models of load balancing and
scheduling in cloud computing clusters. In: Proceedings of Infocom, pp. 702–710.
IEEE (2012)

7. Peng, H., Han, W., Yao, J., Fu, C.: The realization of load balancing algorithm in
cloud computing. In: Proceedings of the 2nd International Conference on Computer
Science and Application Engineering, p. 140. ACM (2018)

8. Xiao, Y., Krunz, M.: QoE and power efficiency tradeoff for fog computing networks
with fog node cooperation. In: Proceedings of INFOCOM 2017-IEEE Conference
on Computer Communications, pp. 1–9. IEEE (2017)

9. Manuel, P.: A trust model of cloud computing based on Quality of Service. Ann.
Oper. Res. 233(1), 281–292 (2015)

10. Gupta, P.K., Tyagi, V., Singh, S.K.: Predictive Computing and Information Secu-
rity. Springer, Singapore (2017). https://doi.org/10.1007/978-981-10-5107-4

11. Thakur, A.S., Gupta, P.K.: Framework to improve data integrity in multi cloud
environment. Int. J. Comput. Appl. 87(10), 28–32 (2014)

12. Gupta, P.K., Maharaj, B.T., Malekian, R.: A novel and secure IoT based cloud
centric architecture to perform predictive analysis of users activities in sustainable
health centres. Multimed. Tools Appl. 76(18), 18489–18512 (2017)

13. Zhao, Y., Huang, W.: Adaptive distributed load balancing algorithm based on live
migration of virtual machines in cloud. In: Proceedings of Fifth International Joint
Conference on INC, IMS and IDC, pp. 170–175. IEEE (2009)

14. Chandrasekar, A., Chandrasekar, K., Mahadevan, M., Varalakshmi, P.: QoS moni-
toring and dynamic trust establishment in the cloud. In: Li, R., Cao, J., Bourgeois,
J. (eds.) GPC 2012. LNCS, vol. 7296, pp. 289–301. Springer, Heidelberg (2012).
https://doi.org/10.1007/978-3-642-30767-6 25

https://doi.org/10.1007/s11042-016-4050-6
https://doi.org/10.1007/s11042-016-4050-6
https://doi.org/10.1007/978-981-10-5107-4
https://doi.org/10.1007/978-3-642-30767-6_25


722 S. Varshney et al.

15. Abbadi, I.M., Alawneh, M.: A framework for establishing trust in the cloud. Com-
put. Electr. Eng. 38(5), 1073–1087 (2012)

16. Bhandari, A., Kaur, K.: An enhanced post-migration algorithm for dynamic load
balancing in cloud computing environment. In: Chakraborty, M., Chakrabarti, S.,
Balas, V.E., Mandal, J.K. (eds.) Proceedings of International Ethical Hacking Con-
ference 2018. AISC, vol. 811, pp. 59–73. Springer, Singapore (2019). https://doi.
org/10.1007/978-981-13-1544-2 6

17. Choi, C., Choi, J., Kim, P.: Ontology-based access control model for security policy
reasoning in cloud computing. J. Supercomput. 67(3), 711–722 (2014)

18. Wei, L., et al.: Security and privacy for storage and computation in cloud comput-
ing. Inf. Sci. 258, 371–386 (2014)

19. Kavin, B.P., Ganapathy, S.: A secured storage and privacy-preserving model using
CRT for providing security on cloud and IoT-based applications. Comput. Netw.
151, 181–190 (2019)

20. Al-Sharhan, S., Omran, E., Lari, K.: An integrated holistic model for an eHealth
system: a national implementation approach and a new cloud-based security model.
Int. J. Inf. Manag. 47, 121–130 (2019)

21. Samimi, P., Teimouri, Y., Mukhtar, M.: A combinatorial double auction resource
allocation model in cloud computing. Inf. Sci. 357, 201–216 (2016)
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