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1 Introduction

A crime is an act of wrongdoing that merit community condemnation and punishment
usually by way of payment of fine or imprisonment [1]. There are numerous examples
of crime, but this study is confined to rape, armed robbery, murder, kidnapping, and
ritual killings, which are more prevalent in Nigeria [2]. Rate of crime is inversely
proportional to the rate of economic development of any nation [3, 4]. This implies
that no nation can experience any meaningful development with a high rate of crime.
Hence, it is imperative for the government of any nation to curtail or eradicate this
monster from society.

The activities and the dastard effect of this menace on the socioeconomic devel-
opment of any nation are worrisome [5]. With Nigeria being the case study, the
criminal activities have been on the increase in recent times as a result of economic
downturn and recession in the country. This has had negative effects on the socioeco-
nomic development of the country. Billions of dollars have been lost by Nigeria as a
result of this ugly trend [6]. The report on Nigeria watch [7] showed the most crime
fatalities tending to occur in major cities of the country such as Lagos and Rivers.
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In addition, a graph showing the various incidence of armed robbery dwindled over
the years, and the report concluded that the fatalities have remained high since then.
To this end, our research question is “What are the steps to be taken to eradicate
or reduce to barest minimum the growing rate of crime in Nigeria?” Application
of Internet of Things and Big Data ICT technologies have shown great potentials
from recent studies [8—12] and so we believe it can give us an optimal solution to
this problem where criminals and criminal activities can be monitored, tracked, and
detected real-time online [4]. This will go a long way to assist security agents to do
their job efficiently and productively. Therefore, the aim of this work is to harness
the current state of technology in the Internet of Things and Big Data technologies
and develop a model that can be used to track and monitor crime real-time online.

2 Related Works

According to IEEE IoT community, Internet of Things (IoT) can be described as a
collective network of sensors and smart objects that are self-configuring and adaptive
for the purpose of identification, communication, sensing, and data collection as well
as interaction with humans [13]. The use of IoT in crime detection and monitoring
will bring comfort to security agents because of its various applications such as
real-time monitoring, crime prevention, crime information management system, and
implementation of smart cities [14].

Manual-based approach to crime recording and documentation has been the norm
and practices by the local police in Nigeria. When a crime is reported or brought to
the police station, the usual practice is that an incident sheet is given and the person
involved is asked to write a statement in the incident sheet. After this, the police
officer in charge is required to keep the recorded statement in the incident case file
[15].

In 2011, a Crime Tracker was developed and deployed in Enugu state in Nigeria,
where it was test run and adopted by the police command in that state for managing
criminal records [15]. It has really helped the police authority in that command to be
more efficient in managing criminals and criminalities in the state. The software is
popular among the police in Enugu state, Nigeria. However, Crime Tracker has the
following shortcomings: First, the backend was built on a relational database model,
this is a limitation if we have to extend the functionalities to Big Data. This is because
crime data is huge and in different forms (videos, audio, text, emails, images, etc.).
Second, Crime Tracker is not web-based; it is not accessible by tablets and mobile
devices.

The study in [16] proposed the use of surveillance CCTV cameras and smart-
phones equipped with GPS technology to track and monitor mobile phone user. The
surveillance mobile app installed on the smartphone can be launched at will to start
video streaming and sending this to the centralized monitoring server, which in turn
sends to the police authority for action. The limitation of their work is that it does
not work on all mobile phone platforms.
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The study in [17] presents a ubiquitous crime prevention system that leverages
on Internet access and a mobile app. The mobile app provides information based
on the factors that could cause crime occurrence within an area. The mobile app is
connected to a big data analytic engine that could analyze public big data such as
credit card usage, pedestrian flows, smartphone usage, etc. The resulting big data
is then analyzed using spatial statistical analysis to produce factors affecting crime
occurrence and then provide crime information to the general public through the
Internet or a mobile app.

The study in [18] developed a model for smart crime detection using IoT that
is able to detect crimes in real time by analyzing the human emotions. It serves as
a tool for both police agencies to determine crime as well as for citizens to be on
the safe side of the places they live in. The limitation, however, is that the use of
only wearable sensing devices was proposed and this could be subjected to removal
during striping when attacked by kidnappers.

As for the study in [14], a smart community using wireless communication and
ubiquitous sensing technologies to connect smart homes in a local community is pro-
posed. It provides useful functions for the local residence—neighborhood watch and
pervasive healthcare with a limitation of no capability to detect and track criminals.

The study in [19] proposed a system that identifies deception in communication
through emails about criminal activities. In the study, decision tree classification data
mining technique was applied to detect deception in suspicious emails. Deception is
usually characterized by reduced frequency of first-person pronouns and exclusive
words, elevated words as well as the use of action verbs. They applied this model
of deception to a large email dataset and then applied decision tree classification
techniques. The decision tree that was generated was then used to classify the email
as fraudulent or not. However, the gap cited in their work is that it does not take care
of real-time monitoring of criminals and only using emails to detect crimes is not
enough.

As a result of a variety of gaps cited in [15-18], we are motivated to fill these
gaps using current technologies in crime recording and tracking in Nigeria whose
trends have been on the increase recently. By using big data technologies and IoT, it
becomes very easy to derive and mine security intelligence from the vast volume of
crime data [13].

3 Conceptual View of the Proposed Model

In this section, the conceptual model of the architecture is depicted in Fig. 1.

From Fig. 1, the following components can be observed: (i) the emotion state-
sensing module that has the ability to sense the emotions of the user through a
body-centric RFID enabled smart sensor, which is worn by the user (ii) there is also
the emotion state recording module that records and stores the type of crime detected
(iii) there is a crime detection module, which is responsible for sending alerts to the
stakeholder concerned, for instance, the police authority or relative of the user (iv)
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Fig. 1 The proposed crime prediction and monitoring model

furthermore, there is the crime visualization module, which stores the detected crime
in a repository and then visualizes it through a web-based Geographical Informa-
tion System (GIS) (v) finally, the fifth component is the crime prediction module
for making crime predictions through the analysis of high volume of crime data.
From Fig. 1, every person being tracked is equipped with a wearable or implantable
device. The sensor here is a body-centric RFID enabled smart sensor that is capable
of sensing the emotions of the user. This will be interconnected with and monitored
through programmable CCTV cameras that have the capability of recording 36 emo-
tional states of humans. If the person is attacked or in a dangerous situation, his/her
emotion changes and this is sensed and recorded through the CCTV cameras and the
emotion recording component module to get the actual crime being committed. In
order to improve the accuracy of the type of crimes detected, the user emotions are
recorded through emotions programmable CCTV cameras [18]. The crime detection
component identifies crimes that are based on the emotions that were sensed and
recorded. Alerts and notifications are then sent to the Police authority patrol vehicle
for urgent action to be taken after the crime is reported. The crime visualization
component stores the detected crimes in a database and then visualizes it through
a web-based Geographical Information System (GIS). Crime prediction works by
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analyzing a big volume of crime data, prediction can then be made for future crimes
and area of crime hot spots can be avoided, and also help police to focus on the most
problematic regions.

4 Implementation

In this section, the proposed model is implemented as a proof of concept. The system
operates as follows.

A startup and welcome screen are first displayed as depicted in Figs. 2 and 3.
In Fig. 3, the user is expected to enter a valid user name and password in order to
proceed into the system. On successful login, the Administrator/user is provided with
a menu option to choose from as depicted in Fig. 4. The options include criminals in
alocality; crime Type; criminals record search, and criminal’s search by description.
If a user selects criminals in a locality, he would also have to specify the locality so
as to retrieve relevant records. The user can then go on to select a crime type (e.g.,
rape, arm robbery, kidnapping, etc.) and click OK as depicted in Fig. 5. If there are
records based on the search, the record is displayed as given in Fig. 6.

Itis important to note that in the implementation of the web-based GIS in the above
model, Microsoft Windows 8 was the operating system, on which the machine was
running. MySQL and NoSQL were used as backend database for storing criminal
records and PHP, HTML, NodelJS platform was used for the implementation of the
proposed model. These development tools were chosen because of their simplicity
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Fig. 2 Welcome screen
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Table 1 Comp arson O.f our Functionalities Crime tracker Proposed
proposed application with an .
L application (CRIS)
existing system
GPS required No Yes
Costing Expensive Cheap
Ease of tracking Yes Yes
criminals
Web-based GIS No Yes
Interoperability No Yes
Support NoSQL No Yes

and flexibility in coding, easy integration, and deployment. This will serve as a tool
for the police authority and go a long way in assisting security agents in keeping
track and saving criminal records in the database, and also is able to speedily retrieve
necessary information about criminals and any other offenders when needed.

The designed system was implemented, tested, evaluated, and interpreted as dis-
cussed in this section. The system captured the following information on criminals:

e The names and the aliases used
Crime type carried out
Operation mode

The Jailed term issued
Committed last crime date
State of mental status

Criminal sex, etc.

The welcome screen, login page, and the rest of the interactive screens in the appli-
cation provide the step-by-step process for tracking, record keeping, and searching
and criminal records management. The following table (Table 1) shows the compar-
ative analysis of our proposed system with an existing one.

From Table 1, it can be observed that the comparison was done based on func-
tionality (i.e., GPS required, Costing, Ease of Tracking Criminals, web-based GIS,
Interoperability, and Support for NoSQL). As depicted in Table 1, our application
requires GPS functionality; it is web-based GIS (implying a wider audience cover-
age), and also is able to work with other softwares such as fingerprint reader (inter-
operability). Our software also supports the NoSQL, which is requisite to handling
big data records.

5 Result and Discussion

The results obtained showed that the model and the application developed can be
used to track and manage crime in Nigeria and the benefits of the proposed system
that actually makes it different from the existing one are summarized as follows:
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1. The application we are proposing here is comparatively cheaper to develop and
use comparing with the existing systems, this is because it was developed using
an open source platform, which is free to use. The existing one was developed
using a proprietary platform, visual studio.net that is a paid license platform of
development. Also in terms of simplicity and flexibility in usage, this is a system
to be reckoned with [15].

2. The proposed application is simply convenient in easily tracking and locating
criminals. This was confirmed during the testing stage where it was deployed
[9].

3. This automated system will help in facilitating the record keeping of criminals
for future references and if finally adopted, will make it difficult for criminals
to escape authority. This is because the fingerprint and other biometric data of
criminals are already stored in the system as shown in Fig. 6.

6 Conclusion and Future Work

This study has afforded us the opportunity to make contributions toward a crime
free society by using IoT and Big Data technologies in curbing the growing crime
rates in the country. The proposed crime detection and monitoring model and the
software application evolved, if adopted by the government will go a long way in
assisting our security agents to be more efficient and proactive in detecting crimes
and hot spots areas in the country. Future work should, however, be focused on the
maintainability of the software developed since this is a work in process and often
comes with heavy cost. Software maintainability usually prolongs the lifespan of any
software. However, future research work tends to show a detailed maintainability and
security model. Stringent security measures should be put in place to prevent third
party and cybercriminals from hacking the system.
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