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Abstract
The development of patients’ electronic healthcare
records has been hampered by bureaucracy and by heavy
regulation within the medical field. Medical data recorded
in a patient health records is a valuable source of
information that can be used by doctors and researchers to
improve the quality of healthcare and the quality of life.
Medical data should be owned and controlled by the
patient instead of being scattered in different healthcare
systems that does not support transfer and semantic
interoperability between different healthcare providers.
Blockchain technology has demonstrated in the financial
field that it is possible to create a safe, secure and
auditable mechanism by using a decentralized network
along with a public ledger. But with the adoption of the
newly General Data Protection Regulation, all techno-
logical advances discovered by the Blockchain are now
blocked. In this paper we present the main aspect of the
GDPR and Blockchain technology in healthcare and a
way in which this two can work together.
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1 Introduction

The information’s stored in an electronic healthcare record
are sensitive and critical data used to diagnose and to pro-
vide the best treatment a patient can have. Throughout a life
time, a patient can visit several medical units or hospitals,

and doctors, in order to provide the best medical services,
must have access to the entire history of a patient.

If the patient has to share its clinical data for research
purposes or transfer them from one hospital to another, even
with his or her consent, the trial is a lengthy process. Lately,
a number of methods have been tried to get the transfer of
this information in a safe and secure environment, but at the
same time to achieve the semantic and syntactic interoper-
ability of data [1, 2]. Because of this, a number of medical
standards have emerged, such as HL7, openEHR, EN/ISO
13606 and the newest FHIR.

Aggregation of data for research purposes also requires
consent, unless data are anonymous. However, it has been
demonstrated that the independent release of local anony-
mous medical data corresponding to the same patient and
coming from different sources (e.g., several health care
institutions visited by the patient) could lead to patient
de-identification and, therefore, confidentiality [3].

Due to the interoperability and security characteristics of
medical information system [4], when Blockchain appeared,
IT professionals in the medical field breathed lightly. They
realized that this new technology is an important step in
creating a mechanism for transfer and anonymization of the
information in different medical units as well as research
centers. But as early as May 2018, the European Community
launched a new regulation named General Data Protection
Regulation (GDPR) [5] on a person’s personal data. The
medical field is no exception to this new regulation.

In this paper we will present the main aspects of GDPR in
health, what is Blockchain and how could revolutionize the
medical system and the breach on how this two can coexist
together.

2 General Data Protection Regulation

The General Data Protection Regulation (GDPR) [5] was
launched by the European Parliament on April 14, 2016 and
will enter into force from May 25, 2018, in all member states
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of the European Union. The GDPR will replace the Directive
95/46/EC and was designed to strengthen and to harmonize
the data privacy laws of all European Community citizens.
Basically, the GDPR is a new data framework law that
enables citizens of EU to control their personal data and
sensitive personal information’s [6].

The GDPR seeks to harmonize the legislation on personal
data within the European Community. This regulation lists
the essential rights and freedoms of individuals with regard
to the safety of their individual data [4].

At the same time, GDPR requires non-EU IT&C pro-
fessionals to provide greater privacy concerns due to the fact
that the GDPR also has extraterritorial applications. Even
though data processors and data operators from outside the
EU are increasingly using the international landscape for
business globalization, with this new law, their responsibil-
ities have grown heavily. This measure of the EU comes as a
response to the effects of globalization, the increasing use of
cloud computing, advanced technical advances, and new
ransom ware attacks [7].

2.1 Personal Data

Personal data is defined in GDPR as any complex infor-
mation (physical, genetic, mental, cultural, social, etc.) that
can be used to identify a person directly or indirectly. These
can be names, addresses and even online identifiers. Thus, as
soon as GDPR enters into force, IP address information,
cookies, etc. will be considered personal data if they can be
used without too much effort in order to identify a person. At
the same time, there is no differentiation of personal data
related to the active environment—at home or at work [5, 6].

The GDPR define the sensitive personal data as being that
complex information regarding political affiliation, sexual
orientation, religious beliefs, racial or ethnic origin.

2.2 Deciphering Terminology

GDPR introduces innovative provisions as data controllers
and data processors. Data controllers are those who estab-
lished what will happened with personal data while the data
processors represent the organizations or the individual who
processes this information on behalf of the controller. This
fact has an important impact in software/hardware systems
and even in cloud systems since IaaS, SaaS and PaaS is now
considered to be data processors [8].

According GDPR [5], data controller is not necessarily an
individual. Most of the time, data controller is an organi-
zation. In fact, any company that stores personal data about a
European Community citizen is considered a data controller
and is responsible for processing employees’ data but also

for its customers’ data. The data controller concept also
exists in the US law, but there are a few differences. In the
US, the person who administratively controls a paper or
paperless document is called a custodian. The difference
between the two terms is that the custodian is only in pos-
session of the information while the data controller in GDPR
has the power to determine the purpose and the way of
processing the personal data.

The data processor’s responsibilities are strongly high-
lighted in the GDPR, but the most important duties of the
processor are stated in Art. 28 and Art. 42. They refer to the
fact that the processor must offer reasonable assurances that
the data security right is attained. GDPR also makes no
distinction if data processing is performed by individuals or
a computer, and in defining the data process it is included the
entire life cycle of the information (from the collection till
the destruction). For example, within GDPR, if a person
examines any document then this process is seen as a form
of processing. In other words, if a person or company uses
personal data in some way, then they think you have pro-
cessed them [9].

2.3 Data Transfer Process in GDPR

GDPR also presents aspects of the transfer of information
both within and outside the European Community. The term
“cross-border” is used when data transfer is desired within
European Community. The transfer of information to
countries outside the European Union is called “third-
country data transfers” [5]. This information exchange pro-
cess may take place not only between countries but also
towards an area or territory of a country or an international
organization but only after the recipient’s security and
equipment level has been considered adequate by the
European Commission. If there is no such adequate com-
pliance document, the transfer can only be done after the
adoption of a supervisory authority, in accordance with Art.
46.2 of the GDPR [5]. If the transfer of information is done
within the acceptance of the subject and not by being comply
with the EU Regulation, then a consensus document must be
explicitly created and should contain all the necessary
information in order to inform the subject of all the risks a
data transfer may encounter [10, 11, 12].

2.4 GDPR and Healthcare Sector

One of the most affected areas by this new law on processing
personal data is healthcare. The GDPR present and define a
new concept namely “data concerning health”. This concept
aggregate all personal data of a patient that discloses infor-
mation about their past, present or future physical and
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mental health [5]. It also includes all the administrative
information collected by medical units during a hospital
episode or during a simple general practitioner visit such as
registration number, unique identification number, all data
derived from laboratory test, laboratory results, etc.

Today’s medical information systems contain a lot of
personal information of patients that can be used to lead to
major breakthroughs in medicine. But, unfortunately, the
Art. 5 in GDPR, states that keeping personal data longer than
necessary and without altering the original purpose for col-
lection is not allowed.

Therewith, taking into account the importance and the
sensitivity of the data handled in a medical information
system, GDPR adds a series of 5 additional regulations when
it talks about processing data concerning health. Firstly,
under the conditions provided in Art. 9.2, it specifies that
data controllers and data processors must enquire the explicit
consent of the person to process their information. The
individual exposure referred to in Art. 22 does not refer to
the data on the health of the individual unless the individual
has been explicitly given his consent or if the processing
thereof is a public interest mentioned as such. Even if they
are processed because it is a public interest, it is necessary to
take all the necessary measures in order to protect the rights
and the confidentiality of the data subjects. If medical
information is processed on a large scale, then it is necessary
to add an upshot assessment on the protection of these data.
The Art. 37 brings additional charge, namely that a data
protection agent should be appointed for organizations
where the main activities involve large-scale processing of
data concerning health. The last additional ground rule
added by GDPR through the Art. 30.2 specifies that data
controllers must keep a written record (audit) of all pro-
cessing activities performed for and on behalf of the data
controllers [5, 13, 14].

3 Blockchain Technology

Originally developed to keep financial transactions, Block-
chain is actually an open decentralized database. The dif-
ference between Blockchain and the traditional way used by
the banks or by the governments with a centralized database,
Blockchain technology uses a distributed registry on a net-
work of nodes (peer-to-peer) as show in Fig. 1. The
decentralized cryptographic model in the Blockchain allows
users to rely on each other and to make peer-to-peer trans-
actions without the need for intermediaries [15].

The openness propriety of the Blockchain is in a conse-
quence of the fact that all transactions made on the Block-
chain are public and anyone can join and create their own
transactions.

P2P networks interact with each other as the human
interact within people’s social groups. They did not appear
with the Blockchain, they have existed for a long time.
Although it has a number of advantages, they also have their
flaws, of which the most important are the safety and
security gasp. This issue was resolved in 2008 with the
emergence of the Bitcoin virtual currency. This virtual cur-
rency introduced a solution by adding a mathematical model
in order to ensure the integrity of the system. Therefore,
Blockchain is composed of a series of complex elements or
process such as: description of the property; protecting the
property of non-authorized access; storage of transaction
data (ledger); preparing these ledgers in order to be dis-
tributed among an unsafe environment; creating a system
with and from these ledger; adding new transactions to the
already existing ledger; the process of determining what is
the ledger with the most accurately truth.

A Blockchain can be represented as a stack in a vertical
position where blocks are kept one over the other. The lowest
block is the foundation of the entire stack. Blocks are linked
together, and each block holds a reference to the previous
block in the chain. These blocks use the SHA-256 hash
algorithm in order to be identified. A block may have only one
parent, but may have as many children as it wants (Fig. 2).

Basically, a block represents a set of transactions. If we
analyze the block, it has several properties. First of all, they
are safe from changes. This is because each block contains
an identifier created by applying a SHA-256 function over
the inside data of the block. This identifier number is named
hash and its role is to verify the integrity of the transaction.
When the hash of a block is created it is used not only the
inside block data but also the hash of the previous block,
making them dependent. This makes the whole blockchain
free from changes, because if we change the hash of block N,
then the hash of the N + 1 block automatically changes.

If changes are made to the existing data block, then all
nodes present in the network run an algorithm to evaluate,
verify and match transaction information across Block-
chain’s history. If most nodes approve the transaction, then a
new block is added to the existing chain.

Fig. 1 Difference between centralize (left) and a P2P network (right)
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If someone wants to add a new block to the chain, then a
resource-consuming operation needs to be done. In order to
get rid of this problem, some techniques are used, such as
Proof of Work in Bitcoin or Proof of Stake [16].

The location where the blocks are assembled and after
that added to the block of blocks is called miners.

In order to summarize this section, the Blockchain is
immutable. In nodes are kept individual copies of the ledger
and in order to reach a consensus to the real register each
individual copies are compared. Blocks and transactions are
also validated through the nodes, and they are all looking for
illegal transactions using cryptography. This leads to the
emergence of a monetary stimulus in order to provide the
computing power to the block. This way transparency and
openness is guaranteed by using the resources needed to
solve complicated mathematical algorithms.

4 Bonding Blockchain and GDPR

Comparing GDPR and Blockchain we realize that the major
difference is evidenced by the fact that GDPR specify that
personal data must be deleted when the need for storage
expires or when a person withdraws consensus.

The main characteristic of the Blockchain is that the
inside data is immutable and cannot be edited. The revolu-
tionary feature of the Blockchain is that information is stored
in a variety of distributed systems to ensure the highest level
of security. Data inside a block cannot be deleted or edited

but only updated by creating a mining node, therefore by
adding another block to the existing chain. Thus, all the
transactions within a Blockchain are transparent which
contradicts GDPR.

Currently, due to the fact how GDPR is written, it is clear
that is incompatible with Blockchain. Of course compro-
mises can be made. For example, even if you cannot delete
information inside of a block, you can separate the infor-
mation stored on the chain. However, if block platforms
begin to divide the stored information, then the security
provided by Blockchain is compromised. Also, within the
GDPR, the deletion term is not defined even if the terms
erase and erasure appear 12 times in the entire document.
Even though the data is deleted, there are many ways to
recover it. A method by which the block of chains can do
this is by destroying the encryption key and so the data can
no longer be accessed. In this way, logical deletion is
achieved, a method recommended by the medical standards
in the field such as HL7, openEHR or EN/ISO13606.

Concluding, the only way the two can coexist is to con-
vince authorities that deleting data does not necessarily mean
physical deletion but also that if data is inaccessible is also a
form of deletion.

The fundamental element of the Blockchain, hashing, is
based on the fact that data is converted in a way that it
cannot be returned to its original state. GDPR defines a
person’s personal data as those data through which a person
can be identified. If they are completely anonymous
then they are outside the sphere of influence of GDPR.

Fig. 2 Blockchain architecture
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Therefore, if all of a data concerning health are stored only
as a hash on a block, it could be argued that the existence of
hashes in a Blockchain is not a violation of GDPR because it
is sufficiently anonymous.

The GDPR specifications and regulations were princi-
pally focused on CRUD methodology (Create|Read|Update|
Delete) systems. Blockchain technology does not use these
principles. Since the data in a Blockchain cannot be
erased/deleted, the principle behind Blockchain is CRAB
(Create|Retrieve|Append|Burn). Adding information, which
replaces the Update method, specifies that only new trans-
actions can be added, and the Burn operation means that the
encryption keys used for hashing the information are deleted
or removed.

At the same time, according to Article 29 [8], advisory
article, it is specified that data hash is in fact a
pseudonymization process by which the data is disconnected
from the individual. This conclusion is based on a mathe-
matical conclusion that it still leaves a gateway to attack the
information. Also, by encrypting all the data with an
encryption key and then deleting this key at the request of
the person leads to a result in which those data can no longer
be used and accessed, and thus they may be erased.

Another measure that can be taken is that personal data is
stored outside the Blockchain.

Another issue raised by the GDPR is that the personal
data of a European Community citizen should be physically

store only on the territory of the European Community.
Here’s the big problem, because in Blockchain there is no
control over who and where a node is hosted. To solve this
problem, a foundation or organization can be set up to secure
this GDPR regulation by building a public Blockchain, but
authorizations are only hosted in nodes.

One method to solve the above problems is exemplified
in Fig. 3. First of all, personal data is stored outside the
Blockchain and the reference to that information along with
a hash of these data, as well as all necessary metadata is
stored on the Blockchain. In the scenario shown in Fig. 3
there are two hospitals, Hospital A and Hospital B, each with
their own databases, but both are connected to a Blockchain.
If we assume that from the Hospital A we want to access the
patient Bob information’s from the Hospital B, in order to
complete his medical history, at the moment, after the
patient’s consent, the informatics system in Hospital A
makes a request to the informatics system from Hospital B
based on the name and national number identification of
Bob. Based on this request, the IT system receives the
requested information.

By connecting the two hospitals to a Blockchain, the
operation changes as follows. Because Hospital A does not
know in which medical clinics are stored other medical
information related with Bob, the informatics system from
Hospital A sends a request to the Blockchain to retrieve all
Bob’s specific medical data. The Blockchain checks if the

Fig. 3 Overall communication
process with Blockchain
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applicant, Hospital A, has all the rights to access this
information. If Hospital A has the appropriate authorization,
he gets the link and the hash of the required data. The link
represent any kind of information such as API access
address, required key, link to other databases, etc. Therefore,
the Blockchain functions as a national registry that specifies
who and where it holds information. On the basis of the
information received from the Blockchain, Hospital A can
now take and process the data directly from the Hospital B
database. Once this information has been received, it is also
possible to check through the Blockchain and more precisely
through the hash whether the data has been altered. If the
hash of the data received by Hospital A is the same as that of
the Hospital B blocks, it means they keep their authenticity,
and so we obtain also the syntactic and semantic
interoperability.

5 Conclusions

If we look at these two concepts, GDPR and Blockchain, we
can easily see that there is a vexed question. If we are
referring to data portability, consent management, audibility
of legal access, then Blockchain fits like a glove for GDPR.
Instead, if we look at other issues, such as the right to delete
information, we can see that GDPR and Blockchain want
totally different things.

By those specified in the previous chapters, we believe
that one can still realize such a system that complies with the
GDPR rules but at the same time create a chain of blocks
that can help improve the quality of the medical act and
improve the patient’s quality of life.

The method described in Sect. 3 is 100% compatible with
GDPR specifications. This way you can physically delete
data from databases from medical units. Even though
Blockchain keeps hash and link to them, this link leads to
nowhere and is thus useless. In the scenario presented above,
the Blockchain is in fact only an access control environment,
acting as a national register, the method successfully
implemented in [17].

If we look at Blockchain’s proposed motto, then we have
to specify that the benefit of transparency disappears because
if we store the data outside the Blockchain we cannot have
information and control as to who and when accessed the
data and why. Another problem is that once the computer
system in Hospital A once has the medical records in
Hospital B it does not have to go through Blockchain again.
Also, once the data is stored outside Blockchain you cannot
know exactly who is the owner and the data controllers of
the data.
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