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Abstract. In Internet of things there are many things connected
through network which can be sensors, actuators or devices meant for
collecting data and transmitting data. These collected data is used for
optimizing the network performance, improving performance of products
and services. In future it is predicted billions of devices will be connected
in network for the working of IoT. Hence securing network and increas-
ing its flexibility along with scalability will be mandatory requirement
for the working of IoT. This paper is an attempt to do a broad survey
of security issues in IoT and resolving it by exploring latest techniques
like Software Defined Network, Blockchain and Machine Learning.
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1 Introduction

Emergence of Internet of Things (IoT) is one of the spectacular phenomenon in
last few years. IoT means interconnection of heterogeneous entities where these
entities can be a sensors, devices, humans or any thing that requests or provides
services. Implementation of IoT architecture requires some modifications in tra-
ditional network. These modification includes converting an isolated device into
a communicating device, need to improve the storage and computation power
of small computing devices while their physical size is reduced drastically and
development of various lightweight secure protocols for communication between
different objects in IoT environment. The changes brought in traditional net-
work to support working of IoT environment has its own side effects. The area
for security attack in IoT domain is more and potential threats against secu-
rity of these entities in the domain has grown drastically. IoT is implemented
in domains like health monitoring, building automation and nuclear power grid.
Securing the IoT domain is of great concern as its implementation is in critical
environment that carries time sensitive data. Currently ongoing research topics
are based on identifying the potential threats in IoT and their possible coun-
termeasures. The survey paper aims to find all possible issues in IoT and its
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various solutions, in which many recent solutions lead to exploring the potential
of technologies like Software Defined Network(SDN) and BlockChain. The flow
of paper will be as follows:-

— Reference model of IoT and its communication protocols.

— Survey of security issues in each layer and their existing solutions till now.

— Survey of techniques related to SDN and Blockchain as solution for IoT secu-
rity issues.

1.1 IoT Reference Model

Initially IoT emerged with three layer layered architecture mainly have three lay-
ers like Perception layer, Transport layer and Application Layer [1-5]. The Data
Processing layer which process the strategic decision making in cloud is consid-
ered as a part of either Application Layer else Network layer. Few researchers
have divided the Application Layer and Data Processing Layer as separate layers
thus leading to four layered IoT Architecture [6-9].

Recently Cisco has defined a seven layer IoT reference model (Fig.1) that
has the potential to be standardized [10]. The communication is bidirectional
i.e if it is a control system then data and commands will flow from application
layer to edge node layer while in monitoring system the flow of communication
will be from edge node layer to application layer.
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Fig. 1. Cisco defined IoT layers [10]

Working of Each Layer in IoT: Working of each layer in reference model is
summarized as follows:-

— Edge side layer: It consist of computing nodes like RFID readers, sensors,
actuators and controllers. In this layer expectation is to provide integrity and
confidentiality of data collected and sent across.

e Edge node: This is layer consists of different sensors and devices which
monitors the network and collects data from different sources.
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e Communication: The communication layer includes objects that can be
used for communication between objects in first level, second level and
third level. Information transmission takes place in this layer.

e Edge Computing: It is similar to Fog computing which initiates data pro-
cessing. Edge computing reduces computation load in higher level and
provide fast response. This computing layer consists of simple learning
algorithm and data processing. Real time applications performs compu-
tation close to edge node close to network.

— Data Accumulation and Abstraction: The Data Accumulation layer allows to
store data for future reference and strategic analysis. Its main activity is to
convert the network packets into data and storing them in tables for selective
sorting.

— Application and users Layer: It provides a application based platform for users
to provide and interpret information. Users makes use of these application to
make strategic decisions and analytical data.

1.2 IoT Communication Protocol

In ToT network the protocol stack has to be different from traditional OSI model
as the ToT Environment devices are more resource constrained compared to
traditional network. IoT Protocol are supposed to be lightweight protocols.
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Fig. 2. [oT protocol stack

In Fig. 2 Protocol stack [11] the protocol stack used by IoT is described. It
consists of following communication protocols :-

— 6LoWPAN is abbreviation for IPv6 over Low power Wireless Personal Area.
6LoWPAN protocol has a layer which helps to adapt the resource constrained
devices with IP world thus enabling Internet to access the sensor devices.

— UDP: They are connectionless datagrams that also enable to transmit smaller
packets and cycles with few overhead and has faster wake-up.
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— CoAP is abbreviation for Constrained application protocol. It is a transfer
protocol which is similar to HT'TP, but COAP is designed such that it can
help in communication for resource constrained devices. This protocols is used
for communication between resource constrained IoT devices and resource
rich devices based on internet. CoAP is a binary protocol that is transported
over UDP. The semantics of CoAP were designed to closely model those
of HTTP. Being a binary protocol reduces its data overhead while its use of
UDP increases its flexibility in communication models and its ability to reduce
latency. One of the benefits of using HTTP semantics on top of CoAPs UDP
rather than HTTPs TCP is that a device can easily use the same protocol
code to talk to the cloud and other devices on the local network.

— EXIT is abbreviation for Efficient XML Interchange. This format is a compact
XML representation. The resource constrained devices needs some technique
to support XML application hence EXI is defined as it requires less band-
width and enhances encoding/decoding performance. EXI compression helps
in reducing the content of document structure by generating internally small
tags based upon the present XML schema, the processing stage and the con-
text. Ensuring that the tags are to optimize data representation. The docu-
ment is in binary format that has all data tags of document encoded using
event code. Event codes are binary tags that maintains their value only in
their assigned position within the EXI stream.

2 Security Issues in IoT

In traditional network the expected requirement for secure network are Confi-
dentiality, Integrity, Availability, Non-repudiation and Privacy. In IoT the same
requirements are considered but violation of any of these can be life threatening.

In confidentiality the network should not allow unauthorized access to cer-
tain information like time critical or sensitive data like medical records and
prescription of a patient [12].

Integrity is necessary to ensure reliable communication such that the infor-
mation sent and received are legitimate. Integrity attack takes place on medical
devices like an insulin pump [13] or pacemaker [14].

Availability of data in IoT environment is a major requirement as many
analytic and strategic decisions are made based on real time data generated in
IoT domain.

Non-repudiation ensures that whether an event has occurred or not in the
network thus leading to reliable working of network. In each layer of IoT reference
model there are different vulnerabilities which can lead to various attacks. In
Table 1 the survey of all attacks in each layer and their solutions given by different
researchers

2.1 Attacks in IoT

The current section provides details of various attacks that takes place on edge
node along with their respective counter measures. The scope of attack on edge
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side layer includes edge nodes like RFID tags, readers, smart controller, sensors,
communication channel between edge nodes and edge computing or fog node.

— Hardware Trojan: In this attack the attacker can maliciously modify the inte-
grated circuit and helps to obtain access to the software running on ICs [15].

— Denial of Service Attack: In Edge layer devices there are few types of denial
of service attacks like sleep deprivation attack, battery draining and outage
attack.

e Battery draining Attack: In this attack the attacker can send many ran-
dom packets which will force the node to authenticate its validity [16].

e Sleep deprivation Attack: In this attack the attacker sends many unde-
sired requests which seems valid and the energy constrained device will
exhaust itself processing these battery draining requests [17].

e Outage attacks: Outage can be caused due to battery draining or sleep
deprivation attack which stops the device from performing its scheduled
tasks [18].

DoS attack can create unnecessary traffic and misdirect the packets in the
communication channel. Many attacks of DoS include injecting fraudulent
packets using insertion, manipulation and replication [19].

— Routing attacks like Sybil, Black hole, Worm hole and Hello flood are possible
which can spoof, misdirect, drop or alter the packets.

e In Sybil attack a single compromised entity can present itself with mul-
tiple identities which can control large part of its network [20].

e Black hole attack is the attack in which a malicious node tries attract all
traffic to go through it by broadcasting that it has shortest path to reach
the destination node [21].

e Worm hole attack the packets that are transmitted in a network
are recorded in a particular location then it is tunneled to another
location [22].

— Physical attacks on edge devices: In this attack the attacker tries extract
valuable cryptographic information, modify the operating system or tamper
the circuit. Hence the main purpose of this attack is to extract information
for further analysis like find the fixed shared key [23].

— Tag cloning: It is also called as spoofing, RFID tag cloning can be used to
impersonate RFID tags and gain access to restricted areas. There can be high
potential damage by too much of automation [24].

— Node Replication attack: In this attack the attacker adds a malicious node
along with remaining nodes which can easily misdirect the traffic. The mali-
cious node may revoke authorized nodes by executing node-revocation pro-
tocols [25,26].

— Side channel attacks: In this attack the attacker extracts information that is
unintentionally leaked like details of service provider or servers from commu-
nication channel even when the messages are encrypted.

The summary Table 1 covers major attacks happening in IoT and based on
type of attack different countermeasures are identified.
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Table 1. Summarized IoT attacks and countermeasures

Layers of IoT Attacks Countermeasures
Edge node Side-channel attacks: Malicious firmware/software
detection [27]
Randomized delay [28]
Intentionally-generated noise [29]
Balancing Hamming weights [30]
Battery-draining Policy-based mechanisms and
sleep deprivation attack | intrusion detection systems (IDSs)
(19]
RFID tag Personal RFID firewall [31]
Anonymous tag [32]
Lightweight cryptographic protocol
(33]
Communication DoS IDS designed for IoT [34]
layer Sybil
‘Wormbhole
Black hole
Lightweight encryption techniques
like CLEFIA [35] and PRESENT
(36]
Edge computing Code injection IDS diglossia [37]
layer
Virus, worms, spyware | Anti-virus, firewall, IDS [3]

In Traditional network similar kind of security issues were found and solu-
tions were also similar, but since these attacks are in IoT environment it is more
resource constrained and has critical impact. Hence improving the existing coun-

termeasures would not be sufficient

to resolve security issues in IoT (Table 2).

Table 2. Comparison between traditional network and IoT network security

Traditional network security

IoT network security

Add-on security reactive in nature

Built-in security proactive in nature

Complex algorithms requires more
processing and computation time

Lightweight algorithms for resource-
constrained devices and less computation time

User control can be monitored
continuously

Privacy issue: IoTs often collect automatically
user private information hence cannot be
disclosed

Small technological heterogeneity

Large technological heterogeneity due
communication with different devices and thus
also large attack surface

Placed in closed environments

Placed in both open and closed environments
depending on IoT application
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Initially the approach for resolving the security issues in IoT network was
using the counter measures of traditional network. Currently researchers are
changing their approach of resolving IoT network related issues rather than
implement reactive measures to resolve issues, research is currently towards pro-
actively resolving the network security issues in IoT.

3 Survey on Different Approaches to Secure IoT
Framework

In last few years some technologies were found that can be compatible with
TIoT network which helps to make the network more secure and proactive in
nature. Software Defined Network (SDN) helps network operators to program
and manage the network. SDN helps IoT network to be managed dynamically in
a resource constrained network. It provides opportunities to enhance security in
IoT networks, applications can be created on SDN to prevent, detect and react
to threats.

The main functionality of SDN is to decouple the data planes and control
plane in a network. Decision making in SDN is done by control plane and data
forwarding is handled by switches. Compared to traditional network high level
algorithms are used for decision making hence require sophisticated router while
using SDN simpler networking hardware can be used and network can be man-
aged more easily.

However despite these advantages of SDN there are some security issues with
respect storage of to huge collection of data from to IoT environment in cloud.
Hence to resolve security issues in cloud they have recently introduced blockchain
paradigm whenever SDN and IoT is integrated.

3.1 Secure IoT Framework with SDN Gateways

In paper [38] Salman et al. proposed a mechanism called identity based authenti-
cation which can be used to secure IoT with SDN. In SDN a trusted third party
certificate authority is implemented to control the security of network. They
have proposed a mechanism of identifying each device connected to IoT net-
work by assigning virtual IPv6 based identity to all things via a controller. The
controller and gateways generates public key for devices using ECC. Thus SDN
controller can identify heterogeneous IoT devices using virtual IPv6 addresses
and authenticate gateways and devices. This technique protects IoT network
from masquerade, man-in-the-middle and replay attacks.

In paper [39] Nobakht et al. proposed a methodology of host-based intrusion
detection and mitigation framework for IoT network using SDN. The technique
they created is called IoT-Intrusion Detection and Mitigation (IoTIDM). The
modules required for IoTIDM are implemented on an SDN controller. Third
party entity provides security as a service for remote security management. The
authors uses SDN technology along with machine learning techniques to pro-
vide security services. The IoT-IDM framework, is placed on the top of SDN
controller.
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The framework consists of five key modules: Device Manager, Sensor Ele-
ment, Feature Extractor, Detection and Mitigation. These modules help in
decreasing the volume of traffic and identifying source of attack. This is done
using machine learning algorithm to build predictive model for detecting mali-
cious traffic. Once the source of attack is identified traffic rules are loaded on
switches to mitigate the attack as Openflow gives the flexibility to isolate the
infected host. The drawback of this framework is, it can only provide protection
for a specific host and cannot provide protection or monitor the whole network.

In paper [40], Chakrabarty et al. proposed Black SDN for IoT a SDN-based
secure networking mechanism. Black SDN tries to mitigate traffic and gather
data regarding attacks, they also encrypt payload along with header, source and
destination IP address. However, encrypting header causes issues while routing,
hence to resolve it a simple broadcast routing protocol is proposed that is utilized
by SDN controller. The SDN controller acts as a trusted third party and controls
the flow of black packets. The SDN controller manages the flow of black packets
through active nodes. Since IoT environment has nodes with less battery life
its possible nodes have their sleep or duty cycle. Hence SDN controller helps in
dynamically rerouting packets if nodes are in sleep cycle.

In paper [41] Bull et al. proposed a SDN gateway which can provide flow
based security to mitigate DDoS attack. The idea is IoT gateways are used as
SDN gateway and it monitors the traffic to find any anomaly behavior. In proper
SDN environment its switches are dumb and used only for forwarding but in his
work author tries to add additional capabilities to the switches and provides
mitigation of DDoS attack on TCP and ICMP packets.

3.2 Secure IoT Framework with SDN cluster formation

Flauzac et al. [42] they proposed a secure SDN based solution in which node
has two Openflow enabled node and each node is connected to a controller in
a domain. SDN controller will be playing the role of security guard at edge of
each domain. The SDN controller is each domain is responsible for the nodes in
its domain and is aware of policies of its domain only, hence each domain will
communicate with other domain through domain’s border controller. The same
work is extended in paper [43] in which each domain is defined as cluster with
cluster head that is SDN controller and they also proposed a routing protocol
for distributed clusters

Bhunia et al. [44] they proposed a secured SDN based IoT framework called
SoftThings which monitors the network and finds the abnormal behavior thus
trying to resolve network security issues at the earliest. Their aim is to prevent
attacks at network level rather than at device level. Soft Things consists of differ-
ent components like IoT devices, SDN enabled switches, Cluster SDN controller
and Master SDN Controller.

The master SDN Controller is updated frequently by Cluster SDN controller
when there is change in pattern of traffic and hence detects anomalies. The
Cluster SDN Controller consists of Learning module, Classification module and
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Flow management module. The learning module is provided with known behav-
ior of DDoS attacking pattern and passes its knowledge to classification mod-
ule. Machine learning algorithm is used by SDN controller and Support Vector
Machine is used for classification of traffic. The techniques used are promising
and able to detect attack with high precision and recall.

3.3 Secure IoT Framework with SDN and Blockchain

Tselios et al. [46] suggest that despite all advantages of integrating SDN with
TIoT network there is large scope for attack compared to traditional network.
Especially when SDN is integrated with IoT related networking elements, more
security concerns arise, due to the increased vulnerability in deployments of inter-
cloud communication. The main concern while working in a heterogeneous IoT
environment is need of a trustworthy third party to authenticate and authorize
the communication. Relying on a centralized third party authority has its own
security issues due to which concept of blockchain arises.

A blockchain distributed data structure that is replicated and shared among
the members of a network and is tamper-proof. The concept of blockchain based
security layer is implemented in their proposed architecture. Cloud deployment
consists of interconnected nodes and sensors through blockchain which improves
inter-cloud communication. Blockchain is used as a distributed data structure
that can create a digital transaction ledger and also maintain history of all trans-
action records. It also allows transfer of encrypted data between interconnected
nodes in IoT environment regardless of the network size or its geographical bar-
rier. This mechanism is still under research by industry and academia [47-50].

In paper [52] Sharma et al. proposed a model for distributed cloud architec-
ture based on blockchain technology, that can provide more secure, least cost
and dynamic access to the most exhaustive computing infrastructures in an IoT
network. The proposal is based on recent technologies: blockchain and fog com-
puting. They have created a distributed cloud infrastructure, the proposed model
achieves high-performance computing in cost effective manner.

They have provided a secure distributed fog node architecture that uses
blockchain techniques such that it can bring computing resources to the edge of
Tot network which enhances security. They used the protocol of 2 hop blockchain
[53] for combining Proof-of-Work and Proof-of-Stake Securely to ensure security
of blockchain. The have considered Matchmaking algorithm to link a resource
requester and resource provider. Scheduling algorithm CLOUDRB [54] is used.
It is a technique for managing and scheduling the high-performance computing
application in the cloud. The proposed architecture was designed to support
high scalability, security, high availability, real-time data delivery, low latency
and resiliency (Table 3).
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Table 3. Survey of SDN-IoT integration for n/w security
Sr.no | Reference paper Methodology Resolves Security
parameter
1 “Identity-based ECC key management Masquerade Confidentiality,
authentication scheme by SDN controller to man-in-the-middle Integrity
for the Internet of authenticate gateway replay attacks
Things” [38] and things associated
2 “A host-based intrusion | IoT-IDM uses Masquerade, DoS Privacy
detection and technologies SDN and Availability
mitigation framework machine learning. An Accountability
for smart home IoT API is created which
using OpenFlow,” [39] extracts features, detect
and mitigate attacks
3 “Black SDN for the Secure each layer of Eavesdropping Integrity,
internet of things” [40] | communication by packet injection Confidentiality
encrypting metadata
and payload
4 “Flow based security IoT gateway as SDN DoS Availability,
for IoT devices using an | switch and integrated Security
SDN gateway,” [41] controller to analyse
traffic
5 “SDN based Cluster management Routing flexibility Availability
architecture for IoT with SDN cluster head
and improvement of the | and gateway for
security” [42] communication between
clusters
6 “Dynamic attack Cluster SDN controller | DoS, DDoS Integrity,
detection and and master SDN Availability,
mitigation in IoT using | controller with machine Security
SDN” [44] learning
7 Enhanced SDN security | OpenFlow switch is Flexible routing Availability,
using firewall in a intermediate firewall load balancing Auditability
distributed scenario [45] | and
8 Enhancing SDN Communication DDoS forged switch | Integrity
security for IoT-related | between IoT cloud flow rule Availability
deployments through through secure gateway Accountability
blockchain [51] using SDN and Auditability
blockchain Trustworthiness
9 “A software defined fog | secure distributed fog Low network Accountability
node based distributed | node architecture that performance Auditability
blockchain cloud uses SDN and overhead, Energy Trustworthiness
architecture for IoT” blockchain techniques efficient
[52,55] communication

4 Critical Analysis

SDN converts the static network paradigm to adaptable and programmable net-
works. SDN can program the network routing thus avoiding network bottlenecks.
As SDN controller has a global view of the network and can modify traffic when
needed. Major research is happening in the field of implementing more security
features in SDN. SDN is helpful in dynamic rerouting of network flow and scal-
ability but currently it is lagging from security point of view. When SDN does
traffic re-routing it has access only to header fields of the packet, there is no
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provision to do a deep packet inspection to check whether the packet flow is
malicious or harmful to SDN Controller or Data plane. If the SDN controller is
compromised then indirectly the attacker has access to the whole view of network
thus leading to easy attack on network.

The advantages of SDN and IoT integration is recognized in many domains
like smart grid settings, smart homes or smart transportation. SDN-IoT integra-
tion is also provides security in IoT, because security mechanisms can be imple-
mented easily by implementing SDN-APT [39-50]. In papers [51-55] authors have
discussed improving security in inter cloud communication and IoT environment
devices by using the concept of blockchain.

5 Conclusion

The literature survey motivates researchers to shift their thought process of hav-
ing similar solutions to secure IoT network as for security issues in traditional
network. The mitigation of security issues in IoT environment should be proac-
tive in nature to sustain the versatile demand of IoT. It is necessary to appro-
priately enforce Trust Management and Security in the IoT network starting
from the changing the framework for securing IoT. The survey for resolving IoT
network security issues using SDN along with Blockchain, Firewall and Machine
learning gives rise to more potential area for research.
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