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Abstract Lately, Ali–Pal addressed an improvement to Guo–Wen’s scheme which
proclaims to protect the anonymity of the user during remote authentication in a
multi-server environment. But, the cryptanalysis of their scheme finds leakage of
some sensitive information. Even, the scheme is not resilient to insider attack. In
this paper, we address the problems and attempt to improve the security of the
scheme. In addition, security of the proposed scheme is analyzedwith the pi-calculus-
based formal verification tool ProVerif. The proposed scheme is compared with other
existing key exchange protocols reported in the literature with respect to computation
and communication costs. We also prove that our proposed scheme provides mutual
authentication and it is secured against various well-known attacks.

Keywords Multi-server environment · Remote authentication · ProVerif · Key
exchange protocol

1 Introduction

In the era of modern technology, biometrics are used to either generate [1–3] or
exchange a cryptographic key [4–6] for better network security. Now a user can
access remote servers through a smart card in a public channel. Smart cards which
contain the biometric data are vulnerable towards common attacks like stolen smart
card, password update in the server without a secure channel, privileged insider
attack, user impersonation attack, replay attack, and also offline password guessing
attack. Multi-server environment provides a better solution as the user can commu-
nicate with any server by doing one-time registration. Mishra et al. [7] provided a
secure and resilient scheme for a multi-server environment which was developed to
deal with the user and server impersonation attack and stolen smart card attack of
the previously available schemes. Later, Lu et al. [8] addressed the drawbacks of
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Mishra et al.’s scheme like forgery and server masquerading and lacks password
forward secrecy. So they projected a scheme to overcome the issues. Lu et al. also
pointed out the vulnerability towards replay attack and also incapability of password
update phase. Then, they developed an improved authentication scheme. Thereafter,
Chaudhry [9] found that Lu et al.’s scheme [8] prone to impersonation attack and
is not facilitated to user anonymity. Similarly, Guo–Wen [10] proposed a more reli-
able and robust authentication protocol in a multi-server environment. However, this
scheme is prone to fall prey to password and identity guessing attack, new smart
card issue threat, user impersonation threat, known session key temporary informa-
tion attack, and insider attack. To overcome these problems, Ali–Pal [11] came up
with an enhanced and resilient three-factor-based confidentiality-preserving remote
authentication scheme in multi-server environment. They addressed the pitfalls of
previous schemes like new smart card issue attack, identity guessing attack, and
known session key attack. Computation cost and estimated time are minimized in
[11]. However, we find that there are still some threats to this scheme. For example,
one of the random nonce can be computed from intercepted message. Moreover,
Ali–Pal’s scheme [11] is also vulnerable to insider attack.

We propose an improved scheme to surmount these drawbacks. Our scheme pro-
vides mutual authentication in multi-server environment. Moreover, in this paper, we
use pi-calculus [12]-based formal verification tool ProVerif [13] to prove authenti-
cation and security of the proposed protocol.

2 Our Contribution

• We cryptanalysis of the Ali–Pal’s scheme [11].
• We improved the scheme [11] to overcome the drawback and also add some new
features. We simulate our scheme for the formal security analysis using ProVerif
tool and show that proposed scheme is protected from different security attacks.

• We also compare communication cost and performance of the proposed scheme
with other existing schemes.

3 Literature Review

Ali–Pal [11] addressed an improvement to Guo–Wen’s [10] scheme. In this section,
we reviewed the Ali–Pal’s scheme [11]. The symbols and its meanings are given in
Table1.
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Table 1 Meaning of notations

Notation Description

RC Registration center

IDi , PW , BIOi Identity, password, biometrics of ith user Ui

A An attacker/adversary

SIDj , ej , dj Identity, public key, private key of jth server Sj
h(.), H(.) Hash function and Biohashing function

||, ⊕ Concatenation and XOR operation

SK Session key shared between Ui and Sj

3.1 Server Registration

Sj selects own identity SIDj and sends it to RC via a trustworthy channel. Then RC
computes Xj = h(dj||SIDj) and transfers Xj, dj to the server Sj via secure channel.

3.2 User Registration

In this phase, Ui selects own identity IDi, password PWi and imprints biomet-
ric BIOi and then calculates RPWi = h(PWi||H (BIOi)). Then Ui transfers IDi,
RPWi to RC via trustworthy channel. Then RC computes Ai = Xj ⊕ h(RPWi), Bi =
h(IDi||RPWi||Xj) and issues a smart card holding parameters 〈Ai,Bi, h(.),H (.)〉. RC
finally sends smart card to Ui via secure channel.

3.3 Login and Authentication

Ui inserts smart card into a smart card reader and inputs own IDi, password PWi

and imprints biometric BIOi. Then smart card calculates RPWi = h(PWi||H (BIOi)),
Fi = h(IDi), X ′

j = Ai ⊕ h(RPWi) and B′
i = h(IDi||RPWi||X ′

j ). Now, if B′
i = Bi,

Ui chooses a random nonce R1 and computes RPWij = h(RPWi||SIDj), M1 =
(Fi||R1||SIDj)

e
j mod nj, M2 = R1 ⊕ RPWij ⊕ IDi and M3 = h(RPWij||Fi||Xj||

R1) and then M1, M2, M3 is sent to Sj via a public channel. After getting the login

message M1, M2, M3 from Ui, Sj decrypts (Fi||R1||SIDj) = M
dj
1 mod nj and com-

putes RPW ′
ij = M2 ⊕ R1 ⊕ Fi andM ′

3 = h(RPWij||Fi||Xj||SIDj) and compares with
M3. If M ′

3 is equals to M3, then Sj believes that Ui is legal; otherwise, the session is
expired. Now, Sj Selects a randomnonceR2 and computesM4 = h(RPWij||R1) ⊕ R2,
SK = h(R1||R2||Xj||IDi) and M5 = h(RPWij||SK) and transmits M4, M5 via a pub-
lic channel. After receiving M4, M5, Ui computes R′

2 = M4 ⊕ h(RPWij||R1), SK ′ =
h(R1||R′

2||Xj||Fi) andM ′
5 = h(RPWij||SK). IfM ′

5 is not equals toM5, then session is
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terminated. Otherwise,Ui believes on the legitimacy of Sj and mutual authentication
holds.

4 Cryptanalysis of Ali–Pal’s Scheme

In the Ali–Pal’s scheme, IDi, H (BIOi) are fixed for every communication initiated
by Ui to any server Sk . Xj, R

j
1 are varied for different servers (i.e., Sj and j = 1, 2, ...

and Sk �= Sj). From received message, Sj can extract IDi,R
j
1 from message M j

1 and
subsequently, Sj can computes H (BIOi) from messageMk

2 , that is, H (BIOi = M j
2 ⊕

Rj
1 ⊕ IDi. Now, Sj can act as an insider attacker andmay try to know some information

for communication of Ui with other server Sk . Attacker Sj intercepts login messages
(say, Mk

2 ) from public channels. From the knowledge IDi,H (BIOi) and publicly
shared messageMk

2 (shared by Ui with Sk ), attacker can reveal Rk
1 fromMk

2 , that is,
Rk
1 = Mk

2 ⊕ IDi ⊕ H (BIOi). Moreover, Ali–Pal’s does not consider the biometrics
change phase.

5 Proposed Scheme

We present a three-factor-based authentication protocol. This can be used in multi-
server environment. Our scheme consists of five phases (i) system setup, (ii) reg-
istration, (iii) login and authentication, (iv) password change, and (v) biometrics
change.

5.1 System Setup

In this phase, the system setup is carried out following the similar process ofAli–Pal’s
scheme [11]. The detailed description is given below. Step 1: Registration center RC
selects two large prime numbers, i.e., pj and qj for m servers where j=1 to m. After
that RC computes nj = pj × qj, where pj �= qj.
Step 2: RC chooses 1 < ej < φ(nj) where φ(nj) = (pj − 1)x(qj − 1) and calculates
dj. Where dj = ej − 1 modφ(nj) and issues (e1, n1), (e2, n2), …, (em, nm) as public
key and d1, d2, …, dm as private key.

5.2 Registration

This phase consists of two phases server and user registration.
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1. Server Registration: Step 1. Server selects own identity SIDj and computes Cj =
h(SIDj). Cj is transferred to RC via secure channel.
Step 2. After getting Cj, RC computes Xj = h(dj||Cj). Now RC transmits Xj, dj
to server via a secure channel.

2. User Registration: An user Ui can register by the following ways: Step 1. Ui

selects an IDi, password PWi and imprints biometric BIOi. Then Ui computes
RPWi = h(PWi||H (BIOi) and Fi = h(IDi) and transfers Fi, RPWi to RC via a
secure channel.
Step 2. Upon receiving Fi, RPWi, RC computes Ai = Xj ⊕ h(RPWi), Bi =
h(Fi||RPWi||Xj) and stores the valuesAi,Bi, h(.),H (.) into a smart card. Finally,
RC transmits smart card to Ui via a secure channel. We elaborate the user reg-
istration phase in Table 2.

5.3 Login and Authentication

User Ui is authenticated by the smart card reader to access the remote server. Then
the smart card reader sends a login message to the server Sj via a public channel.
This phase is given Fig. 1. Detailed description is given below.

Step 1. Ui inserts smart card into a smart card reader and inputs own IDi, pass-
word PWi and imprints biometric BIOi.Then smart card calculates RPWi =
h(PWi||H (BIOi)), Fi = h(IDi), X ′

j = Ai ⊕ h(RPWi) and B′
i = h(IDi||

RPWi||X ′
j ). Now, smart card compares B′

i with Bi. If B′
i is not equals to

Bi, then Ui is rejected.
Step 2. Otherwise, Ui chooses a random nonce R1 and computes RPWij =

h(RPWi||SIDj), M1 = (Fi||R1||SIDj)
e
j modnj, M2 = R1 ⊕ RPWij

⊕ IDi and M3 = h(RPWij||Fi||Xj||R1) and then M1, M2, M3 is sent to Sj
via a public channel.

Step 3. After getting the login message M1, M2, M3 from Ui, Sj decrypts (Fi||R1||
SIDj) = M

dj
1 modnj and computes RPW ′

ij = M2 ⊕ R1 ⊕ Fi and M ′
3 =

h(RPWij||Fi||Xj||SIDj) and compares with M3. If M ′
3 is equals to M3, then

Sj believes that Ui is legal otherwise the session is expired.
Step 4. Now, Sj Selects a random nonceR2 and computesM4 = h(RPWij||R1) ⊕ R2,

SK = h(R1||R2||Xj||IDi) andM5 = h(RPWij||SK) and transmitsM4,M5 via
a public channel.

Step 5. After receiving M4, M5, Ui computes R′
2 = M4 ⊕ h(RPWij||R1), SK ′ =

h(R1||R′
2||Xj||Fi) and M ′

5 = h(RPWij||SK). If M ′
5 is not equals to M5, then

session is terminated. Otherwise, Ui believes on the legitimacy of Sj and
mutual authentication holds.
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Fig. 1 Login and authentication protocol

5.4 Password Change

Changing of password in a varied time interval is a good habit which incurs the
security. If the user wants to change his/her password, he/she can easily do that
through simple steps.

Step 1. Ui touches own smart card into a terminal, input his/her IDi andPWi and also
imprintsBIOi. After that the smart card computesRPW ′

i =h(PWi||H (BIOi)),
X ′
j = Ai ⊕ h(RPW ′

i ),B
′
i = h(h(IDi)||RPW ′

i ||X ′
j ). Then it checksB

′
i is equals

to Bi or not. If it is true, it means that the input for the userUi ’s identification
is authorized that means Ui is a authorized user for that smart card and then
smart card allows the user Ui to change his/her password and asks to input
new password PWnew

i . Otherwise rejects.
Step 2. Now smart card calculates RPWnew

i = h(PWnew
i ||H (BIOi)),

Anew
i = X ′

j ⊕ h(RPWnew
i ), Bnew

i = h(h(IDi)||RPWnew
i ||X ′

j ). Finally,
smart card replaces Ai, Bi with the new Anew

i , Bnew
i and stored it into the

smart card.
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5.5 Biometric Change

Suppose any user wants to update the biometric data. Then, authentication of the user
is done by the same way as discussed in the password change phase. If the authen-
tication holds, smart card allows the user Ui to change his/her biometric with the
new biometric and asks to input new biometric BIOnew

i . Otherwise rejects. Now,
smart card calculates RPWnew

i = h(PWi||H (BIOnew
i )), Anew

i = X ′
j ⊕ h(RPWnew

i ),
Bnew
i = h(h(IDi)||RPWnew

i ||X ′
j ). Finally, smart card replaces Ai, Bi with the new

Anew
i , Bnew

i and stored it into the smart card.

6 Security Analysis

The security of the proposed scheme is analyzed with formal as well as informal
security analysis. We have verified our proposed protocol using ProVerif simulator.

6.1 Formal Security Analysis

In order to prove the security of cryptographic protocols, ProVerif is a widely used
formal verification tool [9, 12, 13]. In this section, we prove secrecy and authen-
tication using ProVerif, because it is performed automatically and efficiently and
can detect errors easily. ProVerif makes use of Dolev–Yao model [14] and supports
many cryptographic primitives, including digital signature, symmetric and asymmet-
ric encryption, hash function.

The user and the server communicate among themselves through a public channel,
which is defined as below:
free Ch_Pub:channel.

The variables used in the protocol are defined as follows:
free IDi:bitstring.
free PWi:bitstring.
free BIOi:bitstring [private].
free RPWi:bitstring [private].
const dj:bitstring[private].
const nj:bitstring.
const ej:bitstring.
free SIDj:bitstring [private].
free Ai:bitstring [private].
free Bi:bitstring [private].
free Xj:bitstring [private].
free SK:bitstring [private].
free SK’:bitstring [private].
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The functions (xor(), exp(), mod(), mult(), and concat() represent exclusive-OR,
exponent function,modulo operation, scalarmultiplication, and string concatenation,
respectively) used in the protocol are defined as follows:
fun h(bitstring):bitstring.
fun H(bitstring):bitstring.
fun xor(bitstring,bitstring):bitstring.
fun mod(bitstring,bitstring):bitstring.
fun exp(bitstring,bitstring):bitstring.
fun mult(bitstring,bitstring):bitstring.
fun concat(bitstring,bitstring):bitstring.

The algebraic properties of the functions are defined as below:
equation for all a:bitstring,b:bitstring; xor(xor(a,b),b)=a.

According to the protocol, the user Ui computes and sends M 1, M 2, M 3 to the
Server Sj and then waits until he receives M 4, M 5 from the Server Sj. So, the user
Ui is defined as follows:
let UserUi=
let RPWi=h(concat(PWi,H(BIOi))) in
let Fi=h(IDi) in
let Xj’=xor(Ai,h(RPWi)) in
let Bi’=h(concat(Fi,concat(RPWi,Xj))) in
if (Bi’=Bi) then
new R1:bitstring;
let RPWij=h(concat(RPWi,SIDj)) in
let M1=mod(exp(concat(Fi,concat(R1,SIDj)),ej),nj) in
let M2=xor(R1,xor(RPWij,Fi)) in
let M3=h(concat(RPWij,concat(Fi,concat(Xj’,R1)))) in
out(Ch_Pub,(M1,M2,M3));
in(Ch_Pub,(xM4:bitstring,xM5:bitstring));
let R2’= xor(xM4,h(concat(RPWij,R1))) in
let SK’=h(concat(R1,concat(R2’,concat(Xj’,Fi)))) in
let M5’=h(concat(RPWij,SK’)) in
if (M5’=xM5) then 0.

According to the protocol, the server Sj receives {M1,M2,M3} from the user Ui,
then computes and sends {M4,M5} to the user Ui. We can define the server Sj as
follows:
let ServerSj=
let Xj=h(concat(dj,SIDj)) in
in(Ch_Pub,(xM1:bitstring,xM2:bitstring,xM3:bitstring));
new R1’:bitstring;
new Fi’:bitstring;
let RPWij’=xor(xM2,xor(R1’,Fi’)) in
let M3’=h(concat(RPWij’,concat(Fi’,concat(Xj,SIDj)))) in
if (xM3=M3’) then
new R2:bitstring;
let M4=xor(h(concat(RPWij’,R1’)),R2) in
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let SK=h(concat(R1’,concat(R2,concat(Xj,Fi’)))) in
let M5=h(concat(RPWij’,SK)) in
out(Ch_Pub,(M4,M5))
else 0.

In order to ensure mutual authentication, we define events as follows:
event begin_UserUi(bitstring).
event end_UserUi(bitstring).
event begin_ServerSj(bitstring).
event end_ServerSj(bitstring).

The process can be defined by:
process ((!UserUi) | (ServerSj)

To verifymutual authentication and session key’s security, we define the following
queries:
query attacker(SK).
query attacker(SK’).
query id:bitstring; event(end_UserUi(id)) ==> event(begin_UserUi(id)).
query id:bitstring; event(end_ServerSj(id)) ==> event(begin_ServerSj(id)).

When the above code is performed in ProVerif, we find that both the correspon-
dence queries are true and both the (not)attacker queries are true, thus indicating that
both the mutual authentication property and session key security are satisfied for our
proposed scheme.

6.2 Informal Security Analysis

In this section, we elaborate informal security analysis of our scheme and prove that
our protocol is able to protect from different types of security vulnerabilities.

1. Password and identity guessing attack: We assume an adversary can eavesdrop
all communication messages M1, M2, M3, M4, M5 and extract all information
Ai, Bi from smart card. But still A is not able to calculate PWi and IDi from
Ai.Ai = Xj ⊕ h(RPWi),whereXj = h(SIDj||dj) andRPWi = h(PWi||H (BIOi)).
To calculate PWi, A needs to know BIOi, SIDj, dj at one time which is
infeasible in polynomial time. A is not able to calculate PWi from Bi =
(Fi||RPWi||Xj), where Fi = h(IDi). For computing PWi, A has to know the
parameters H (BIOi), IDi, SIDj, dj at one time which is impossible. A also can-
not evaluate IDi from Bi.A cannot obtain IDi fromM1,M2,M3, andM5 because
of hash function where M1 = (Fi||R1||SIDj)

ejmodnj, M2 = R1 ⊕ RPWij ⊕ Fi,
M3 = h(RPWij||Fi||Xj||R1) M5 = h(RPWij||SK), RPWij = h(RPWi||SIDj) and
SK = h(R1||R2||Xj||Fi).

2. Impersonation attack: We assume an attacker A intercepts all communication
messages, and then he modifies all messages and tries to imitate as a legal server
or user.But, in our protocol it is not possible for some reasons likeA cannot calcu-
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lateM1 = (Fi||R1||SIDj)
e
j modnj whereR1 is a randomnonce becauseA is unable

to obtain IDi. M2 = R1 ⊕ RPWij ⊕ Fi and M3 = h(RPWij||Fi||Xj||R1) where
RPWij = h(RPWi||SIDj) and RPWi = h(PWi||H (BIOi)). To compute M2, A
has to know BIOi, IDi, PWi, and SIDj at same time, which is not possible. For
calculatingM3,A has to know PWi, IDi,BIOi andXj which is not feasible.M4 =
h(RPWij||R1) ⊕ R2 andM5 = h(RPWij||SK)where SK = h(R1||R2||Xj||Fi). So,
A has to know PWi, BIOi, SIDj, Xj, IDi at one time to calculateM4 andM5 which
is not possible.

3. User untraceability attack: In this type of threat, an attacker intercepts two com-
munication messages and tries to extract identity of user or server by matching
values of each parameter. But, our protocol is able to protect this type of attack.
In M1 = (Fi||R1||SIDj)

e
j modnj, user IDi is secured using hash function and R1

is a random nonce. So, value of M1 is different in each session due to unique-
ness property of R1.M2 = R1 ⊕ RPWij ⊕ Fi andM3 = h(RPWij||Fi||Xj||R1) are
also different in each session due to uniqueness property of R1. Therefore, our
protocol resists user untraceability attack.

4. Replay attack: Our protocol resists replay attack by using random nonce R1 and
R2.

5. Insider attack: Our scheme is not vulnerable to insider attack because user Ui

sends RPWi = h(PWi||H (BIOi)) to RC. So, an insider of system cannot obtain

Table 2 Security features comparison

SF Guo–Wen
[10]

He–Wang
[15]

Wen et al.
[16]

Li et al.
[17]

Irshad et
al. [18]

Ali–Pal
[11]

PS

A1 Yes Yes Yes No Yes Yes Yes

A2 Yes No No No No No Yes

A3 Yes No Yes No No Yes Yes

A4 Yes No Yes Yes No Yes Yes

A5 No Yes Yes Yes Yes Yes Yes

A6 No No No Yes Yes Yes Yes

A7 Yes Yes No No Yes No Yes

A8 No Yes Yes Yes Yes No Yes

A9 No Yes Yes Yes No Yes Yes

A10 Yes Yes Yes Yes Yes Yes Yes

A12 Yes Yes Yes Yes Yes Yes Yes

A13 Yes Yes Yes Yes Yes Yes Yes

SF security features, PS proposed scheme, A1 be proof against password guessing attack, A2
facilitating user anonymity, A3 be proof against user impersonation attack, A4 be proof against
server impersonation attack, A5 be proof against replay attack, A6 be proof against session key
temporary information attack, A7 be proof against user untraceability attack, A8 be proof against
privileged insider attack, A9 be proof against identity guessing attack, A10 forward secrecy, A12
be proof against smart card theft attack, A13 session key verification
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password because of hash function. Though attacker guessesPWi but still he/she
is unable to validate password without knowledge of biometrics BIOi.

6. Known session key temporary information attack: In our scheme, attacker cannot
compute session key SK = h(R1||R2||Xj||Fi) with the knowledge of random
nonce R1 and R2. Because, SK also depends on Xj and Fi.

7. Smart card stolen attack: Suppose attacker gets the smart card of an user
and extracts parameters Ai = Xj ⊕ h(RPWi) and Bi = (Fi||RPWi||Xj), where
RPWi = h(PWi||H (BIOi)), Xj = h(SIDj||dj) and Fi = h(IDi). But,
attacker is unable to calculate IDi from Fi and PWi from Ai, Bi.

8. Forward secrecy: Our scheme facilitates forward secrecy property. With the
knowledge of a session key, attacker is not able to compute other session key.

We compare our scheme along with other schemes with respect to different secu-
rity attacks and given in Table2.

7 Performance

In this section, we compare our scheme with other existing schemes based on com-
munication cost and estimated time.

7.1 Communication Cost

In Table3, we represent comparison of communication cost of our scheme with
respect to other existing schemes. Here, we assume lengths of IDi, PWi, random
nonce and hash functions are 160 bits. ej, dj are 1024 bits and symmetric encryption,
decryption is of 512 bits for each.

7.2 Estimated Time

To calculate estimated time, we have used the following notations, Th: time com-
plexity of hash function, Ts: symmetric encryption or decryption, Te: modular
exponentiation, and Tm: point multiplication of elliptic curve. We calculate esti-
mated time in seconds. The time complexity of our scheme is (28Th + 2Te) =
28 × 0.0005 + 2 × 0.522 = 1.058. The comparison of computation time of our
scheme with other scheme is given in Table3.
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Table 3 Estimated time comparison and communication cost

PC Li et al. [17] Ali–Pal [11] Irshad et al.
[18]

He–Wang
[15]

Wen et al.
[16]

PS

CCRP 8Th 4Th 5Th +
1Ts + 1Tm

3Th 4Th 4Th

CCLAP 20Th + 4Te 16Th + 2Te 17Th +
5Ts +
10Tm

23Th +
8Tm

12Th +
10Ts

16Th + 2Te

CCPCP 6Th 10Th 7Th +
1Ts + 1Tm

2Th 4Th 8Th

TCC 34Th + 4Te 30Th + 2Te 29Th +
7Ts +
12Tm

28Th +
8Tm

20Th +
10Ts

28Th + 2Te

ET 2.105 1.059 0.8232 0.5186 0.097 1.058

CC 2688 1664 2784 3360 4032 1664

PC performance comparison, PS proposed scheme, CC communication cost, CCRP computation
cost of registration phase, CCLAP computation cost of login and authentication phase, CCPCP
computation cost of password change phase, TCC total computation cost, ET estimated time

8 Conclusion

In this paper, we found some faults of Ali–Pal’s scheme and overcome the drawbacks
of the same scheme. We use ProVerif to verify the security of our scheme. Commu-
nication cost and estimated time of our scheme are comparatively better than other
schemes. In our scheme, a legal user can change his/her password and biometrics
without help of server’s involvement.
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