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Abstract The security challenge of the Internet-of-Things (IoT) has to do with the
use of low cost and low power devices in the communication network. This
problem has given rise to the field of lightweight cryptography where less com-
putational intensive algorithms are implemented on constrained devices. This paper
provides the integration of lightweight encryption and authentication algorithms in
a single crypto core. The crypto core implements a unified 128-bit key architecture
of PRESENT encryption algorithm a new lightweight encryption algorithm. The
core also implements a unified architecture of four lightweight authentication
algorithms which come from the Hopper-Blum (HB) and Hopper-Blum-
Munilla-Penado (HB-MP) family: HB, HB+, HB-MP, and HB-MP+. The hard-
ware architectures share resources such as register, logic gates, and common
modules. The core is designed using Verilog HDL, simulated with Modelsim and
synthesized with Xilinx Design Suite 14.3. The core synthesized to 1130 slices at
189 MHz using Spartan6 FPGA device.
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1 Introduction

Lightweight encryption has gained a lot of attention in recent years. Many encryption
algorithms are been proposed, tested and analyzed frequently. A popular lightweight
encryption algorithm that has been accepted as an ISO/IEC standard is the PRESENT
Algorithm [1]. PRESENT is a 128-bit key size, 64-bit block size, and a 31 round
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cipher. PRESENT requires 310 us to encrypt a block of data at 100 kHz. A newer
lightweight encryption algorithm [2] was designed to reduce the encryption time and
provide high throughput. This algorithm is a 128-bit key size, 64-bit block size, and an
8 round cipher. It requires 80 us to encrypt a block of data at 100 kHz. Both algorithms
use the same 4-bit input ultra-lightweight substitution box (SBox). The permutation
box (PBox) of PRESENT is simple bit permutation while that of the new algorithm
involves the use of a key dependent one stage omega permutation network. This paper
implements the hardware unification of these two lightweight encryption algorithms.
Resources such as registers, logic gates, key generation algorithm, SBox, and
PBox are shared to reduce hardware area.

Lightweight authentication is an ever developing research area. These authenti-
cation algorithms use components such as pseudorandom number generators
(PRNG) and cyclic redundancy check (CRC). The earliest form of lightweight
authentication was proposed by Hopper and Blum which will go on to be known as
HB [3] authentication protocol. Many variants of the HB protocol have been pro-
posed in recent year with no real hardware implementation to analyze. This paper
provides unified hardware architecture for four HB family lightweight authentication
protocols: HB, HB+ [4], HB-MP [5] and HB-MP+ [6]. The proposed hardware
architecture share resources such as random number and random bit generation
modules, logic gates, a dot product module and a key generation module.

The unified crypto as core shown in Fig. 1 that incorporates lightweight
encryption and authentication is implemented to give users the chance to choose
between a high throughput but moderate security encryption and a low throughput
but high-security encryption. It also provides users with authentication without the
use of hash functions. The rest of this paper is organized as follows: Sect. 2
describes a summary of the algorithms in the crypto core, Sect. 3 describes the
hardware implementation, Sect. 4 shows simulation and synthesis results and the
conclusion and future work are covered in Sect. 5.

2 Cryptographic Core Algorithms

The cryptographic core is shown in Fig. 1. It consists of two lightweight encryption
algorithms and four lightweight authentication algorithms which are described in
this section.
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The lightweight encryption algorithms consist of the PRESENT algorithm and a
new algorithm. The flow of the two algorithms is shown in Fig. 2a. PRESENT
algorithm is an 80/128 bit key Substitution-Permutation (SP) cipher which uses 31
rounds to encrypt a block of 64-bit data. The new encryption algorithm is 128 bit
key Feistel cipher which uses 8 rounds to encrypt a block of 64-bit data. The
algorithms both use the same 4-bit input/output SBox. PRESENT encryption uses
simple permutation as its PBox while the new encryption uses a key dependent one
stage omega permutation network as its PBox. Both algorithms consist of opera-
tions such as generateRoundKeys (for the generation of round key), addRoundKey
(for XORing round key and data), sBoxLayer (for passing data through an SBox)
and pBoxLayer (for passing data through a PBox).

The crypto core also consists of HB, HB+, HB-MP and HB-MP+ authentication
algorithms. The algorithms flow is shown in Fig. 2b. All algorithms consist of input
keys, generation of random numbers and noise bits, dot products, and XOR units.

(a) (b)
Inputs: key[127:0], plaintext[63:0] Input: x = {0,1}%, ¥ = {0,1}¥ ai= {0,1}*
Outputs:statel[31:0], state2[31:0] output: b; = {0,1}%, z;
Algorithm 1: PRESENT Algorithm Algorithm 3: HB Algorithm
fori=1tondo

generateRoundKeys(key) generate random noise v; = {0,1}
fori=1to 31 do compute z; = X.8; " v;

state = addRoundKey(state,keyi) end for

state = sBoxLayer(state) Algorithm 4: HB+ Algorithm

state = pLayer(state) P
end for

generate random number b;
generate random noise v; = {0,1}
compute z; = (x.a;) ~ (v.by) "~ v
end for
Algorithm 5: HB-MP Algorithm

fori=1tondo
generate random noise v; = {0,1}

addRoundKey(state, key32)

Algorithm 2: New Algorithm

generateRoundKeys(key)
fori=1to8 do
//stage 1

statel = addRoundKey(statel, keyi) generate round key,,xi N IOE(x'yi)

statel = sBoxLayer(state) compate 1= (x.a) “ty.b) " vy

state] = sLaves(ctats, keyi) generate b; such that by.x; = 2

statel = addRoundKey(statel, keyi) end for

//stage 2 Algorithm 6: HB-MP+ Algorithm

state2 = addRoundKey(statel, keyi) fori=1tondo

state2 = sBoxLayer(stateZ) generate random noise v; = {0,1}

state2 = pLayer(state2, keyi) generate round key x; = fa;,x)

state? = addRoundKey(state2, keyi) compute z; = (x.a;) ~ (y.b) ~ v;
end for generate b; such that by.x; = z;

end for

Fig. 2 Lightweight algorithms a encryption algorithms b authentication algorithms
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3 Proposed Hardware Architecture

Figure 3 shows the proposed hardware architecture datapath for the unified light-
weight ciphers. The input consists of the plaintext and key while the output is the
ciphertext which concatenates two 32 bit registers dreg_msb and dreg_lsb.
Multiplexers are used to route the data based on the selection signal protocol. When
the protocol signal is asserted, PRESENT encryption is activated and when the
protocol signal is de-asserted, the new encryption is activated. The key generation
algorithm is also shown in the same Figure where the new algorithm consists of
only left rotation by 25 bits while the PRESENT algorithm consists of rotation,
SBOX and XORing with the counter value. Two 32 bit input SBOX and PBOX are
used.

Figure 4 shows the proposed hardware architecture datapath for the unified
lightweight authentication algorithms. The inputs consist of ran_num_in, keyl, and
key2 while the output is the auth_out. The architecture consists of random bit and a
random number generation unit which uses linear feedback shift registers (LFSR).
The dot product unit computes the dot product of the key and the random number
using AND (&) and XOR (*) gates in the equation: » (key [63:0] & random [63:0]).
The key generation unit computes round keys for HB-MP and HB-MP+. The
protocol signal is a 2 bit signal (protocol [1:0]) that activates HB (proto-
col [1:0] = 00), HB+ (protocol [1:0] = 01), HB-MP (protocol [1:0] = 10) and
HB-MP+ (protocol [1:0] = 11).
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Fig. 3 A unified encryption hardware architecture



Design of Cryptographic Core for Protecting ...

415

auth_out
[CE

ran_num_in

] ran_rum_in{&3:0]
Fru_valid_in
rhu_valid_cut g N T ]
ran_num{63:0] [ Random
num unit ey 2(63:0]
mu_valid_cut
key_valid_out
pratocsl
dot_valid_in rbu_valid_in rmu_valid_in sel_key sel_ran com_valid_in key_valid_in key_valid_out mu_valid_cut dot_valid_out rbu_valid_out com_valid_out
| Control Signal Generation Unit
1 1 T *
ok rosat start auth_valid_out

Fig. 4 A unified authentication hardware architecture

4 Results and Discussion

The hardware architecture of the proposed crypto core was designed using
Verilog HDL and was verified using FPGA. Xilinx Spartan6 was used for the
purposes of synthesis and Mentor Graphics ModelSim SE-64 10.1c was used for
the purposes of simulation. The synthesis results are tabulated in Table 1. From the
results, the proposed crypto core saves up to 443 slices as compared to imple-
menting the algorithms individually.

Table 1 Hardware synthesis results

Algorithms FPGA device Area (slices) Max Freq. (MHz)
PRESENT [7] Spartan3 XC3S400 202 (2.5%) 254
NEW [2] Virtex6 XC6VLX760 196 (0.17%) 337
HB [8] Spartan6 XC6SLX100 77 (0.06%) 311
HB+ [8] Spartan6 XC6SLX100 302 (0.24%) 223
HB-MP [8] Spartan6 XC6SLX100 430 (0.34%) 157
HB-MP+ [8] Spartan6 XC6SLX100 366 (0.3%) 160
Proposed Crypto Core Spartan6 XC6SLX100 1130 (0.9%) 189

Area saving

443
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5 Conclusion

In this paper, we propose the hardware architecture of an integrated crypto core that
combines two lightweight encryption algorithms and four lightweight authentica-
tion algorithms. The core synthesized to 1130 slices at 189 MHz maximum clock
frequency on Spartan6 FPGA device. The core saves up to 443 slices as compared
to implementing the algorithms individually. In future works, we will be looking at
adding a key sharing algorithm to the core and implementing it on a
System-on-Chip (SoC) platform.
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