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Abstract. Interests in wireless communication technologies have increased in
these days, along with rapid prevalence of wireless terminals. Wireless com-
munications have the disadvantage of being vulnerable to security by allowing
anyone to receive radio signals by broadcasting wireless signals. There have
been lots of researches on MTD (Moving Target Defense) techniques that
constantly change the system’s vulnerable surfaces over time to protect the
wireless communications system from malicious attackers. In this paper, attack
analyses have been conducted to improve the security of the wireless commu-
nication systems in which the MTD technologies are applied.
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1 Introduction

Wireless networks have been widely deployed recently because of ease installation,
low cost and high bandwidth. However, due to the nature of the wireless signal
transmission, wireless communication systems are inherently vulnerable to security
breaches, primarily because of easy access to data signal by the unauthorized attackers.

Many studies have been co ducted to improve the wireless security technologies
considerably, but attacks such as sniffing, DOS(Denial Of Service), session hijacking,
and jamming, etc., also have increased. Therefore, efficient security measures are
needed.

In order to prevent the malicious attacks, much attention has been focused on the
MTD (Moving Target Defense) [1-4] technology, which is constantly changing the
system’s vulnerable surfaces that can be attacked in a variety of ways. Communication
systems with the MTD mechanism will reduce system vulnerability due to continual
changes in the function of the weak points in the system, thereby increasing the cost of
attack and decreasing the aggressiveness of attackers, thereby ultimately increasing the
self-defense and resilience of the system. These MTD techniques can be applied to all
layers ranging from the physical layer of the communication system to the application
layer, and the security can be stronger when the MTD technology applies to multiple
layers at the same time.

In this paper, attack success probabilities in case of scanning attack and jamming
attack have been mathematically analyzed in the MTD-based wireless communication
system.

© Springer Nature Singapore Pte Ltd. 2019
S. O. Hwang et al. (Eds.): ICGHIT 2018, LNEE 502, pp. 10-13, 2019.
https://doi.org/10.1007/978-981-13-0311-1_2


http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-13-0311-1_2&amp;domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-13-0311-1_2&amp;domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-13-0311-1_2&amp;domain=pdf

Attack Probability Analysis on the MTD System 11

2 MTD System and Attack Modeling

In order to evaluate the attack success probability on the MTD-based communication
system [3], assumptions are as follows:

e There are total N channels in the communication system.

e The sender changes the transmission channel at every T time or at the next time slot
right after detecting the attack success.

e Attack occurs at every unit time slot and attacker chooses an attacked channel
randomly.

e Once the attack succeeds, the success will continue until the transmission channel of
the sender changes.

Figure 1 shows an example of the operation of data transmission channel and attack
channel when the sender changes the transmission channel at every T time period
during scan attack or at the next time slot right after detecting the attack success during
jamming attack.
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Fig. 1. Example of data channel and attack channel.

3 Attack Success Probability

Depending on the attackers’ attack methods, the data sender and receiver may be able
to detect whether the attack is successful or not. As an example, scanning or monitoring
attack is very difficult to detect while jamming attack can be detected easily. Detecting
the attack can affect the sender’s decision to change the transmission channel and result
in the different attack success probability. Therefore, we consider two kinds of attacks,
scanning and jamming attacks. At each time slot, the attack is considered as a success if
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the data transmission channel of the sender and the selected attack channel of the
attacker are the same. The attack success probability is defined as the portion of the
attack success slots compared to the total communication slots.

3.1 Scanning Attack Success Probability

Success probability of scanning attack is defined as the ratio of the coincidence
between the sender’s channel and the attacker’s channel when the sender transmits data
using the randomly selected channel at every determined interval. Scanning attack
success probability is calculated in the following expression.
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3.2 Jamming Attack Success Probability

Success probability of jamming attack is defined as the same way as the scanning
attack success probability except that the sender can change its channel right after the
attack success as well as at every determined interval. In this case, attacker should
newly guess the sender’s channel at every time slot because the sender will change its
channel right after the attack success.

Jamming attack success probability can be easily obtained as shown below.

1
Piam = = (2)

3.3 Results

Figure 2 shows the attack success probability of the random scanning attack and the
random jamming attack according to the change of the T time.

As shown in the figure, in the case of random scanning attack, the bigger T values
result in the increase of attack success probability. On the other hand, in the random
jamming attack case, the change of the T value does not affect the attack success
probability.

In both attack cases, the higher the N value, the smaller the attack success
probability.
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Fig. 2. Random scanning/jamming attack success probability.

4 Conclusion

With the increase of mobile terminals, wireless technologies have been developed
rapidly. In order to develop a resilient wireless communication system, a MTD-based
approach changes the radio parameters dynamically so that the vulnerability of the
system can be protected from the malicious attack.

In this paper, random scanning and jamming attack success probabilities have been
analyzed to improve the security of the wireless communication systems in which the
MTD technologies are applied.

In the scanning attack, the bigger the T value (period of changing the sender’s
channel), the higher the attack success probability. On the other hand, in the jamming
attack, the change of the T value does not affect the attack success probability. In both
attack cases, the higher the N value (total number of channels to be used by the sender),
the smaller the attack success probability.
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