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Abstract In recent days, cyber-attacks are rising rapidly by using various new
techniques. These attacks have huge impact on organizational and an individual
security. As many times an attack has been detected but it is too late to recover the
damage perform by that attack. To study on previous attacks some organizations
like Defense Advanced Research Project Agency (DARPA) provide offline dataset
for researchers. KDD and DARPA dataset attributes was playing a good role in
detection of many attacks and further useful in prevention of attacks also. But in
recent days, dataset provided by them, become old one and not gives fruitful results.
To keep in mind, the technique used in this research work is providing machine
readable dataset attributes of specific attacks in a standard format which is CSV
(Comma Separated Values) format. The attack data is captured by deploying var-
ious honeypot sensors. The achievement of this research work is “sharing of tar-
geted attack data like Brute force Attack, Exploits etc., in machine readable form in
standard format”. This information is useful for security researchers, situational
awareness programs and security communities. Security testing is another area, also
needs some dataset attributes for security testing of the softwares or tools.
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1 Introduction

In recent days, cyber-attacks are rising rapidly by using various new techniques.
The existing security works with the focus on finding the traditional protection and
detection methods [1]. However attacker performs lot of attacks in very short time.
These attacks have huge impact on organization and an individual security [2]. The
first response to such campaigns is to detect them and collect sufficient information
regarding tools, techniques used to exploit the vulnerability [3]. Hence effective
capturing of the attack data and its timely dissemination to defenders is required for
the mitigation and prevention of the large-scale attacks [4]. In this paper we have
established the need for such an automated attack data capturing and sharing
mechanism. The cyber threat information sharing is very important and very useful
in the field of cyber security, where organization can take protective measures on
time by watching the previous attack information. Such type of information is
useful for security researchers, security agencies, etc., in a standard structured
format which is readily usable\actionable by them [5—7]. We have also highlighted
the fact that the format for sharing attack data is very crucial and the data sharing
format should be machine digestible to reduce the human intervention and increase
the response time [8]. As the threat landscape is ever changing, so as the techniques
used for mitigation of those threats needs to be dynamic in nature [9]. In this
research we tend to look for the feasibility of using proactive approaches for the
mitigation of the dynamic threat to the security. The first level of defense in any
deficient security set up is the firewall hosted [10, 11]. This device/software is
responsible for catalog all the communication to and from the organization and
allows and disallows the IP address based upon their reputation [12]. In this
research work, attack data is collected through capturing and the event database is
created. It helps to detect the malicious traffic.

2 Research Scope
The main focus of our research work involves in three steps: Situational Awareness,
Attack Attribution and Cyber Security Researchers.

2.1 Situational Awareness

As the threat landscape is ever changing, so as the techniques used for mitigation of
those attacks needs to be dynamic in nature. Cyber-attacks are increasing day by
day and their impact is likely to be very much disturbing and harmful for the users.
The term Cyber Situational Awareness refers to monitor all the unusual events and
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occurrence of bad activities which are specially performed by the attackers or the
hackers [13]. The organization that works on Cyber Situational Awareness collects
the current attack data, works on the collected attack data to find the refined and
correct information about them as a result. Such information is helpful to aware the
society about those new attacks and their possibilities by providing the refined data
to harm over the cyber security network.

2.2 Attack Attribution

Attack attribution may be defined as in which it helps to provide the information of
an attacker as well as attacker’s channel [14]. The information includes the identity
and the location of an attacker. Traditionally attack attribution is simply a process of
trace back of an attacker. The identity of the attacker which is obtained by tracing
includes the username, e-mail id, an account, an alias, password, an IP address, or
geographic location [15]. The main principle behind the attack attribution technique
depends upon the untrusted nature of IP protocol. If the source IP address is not
authenticated then it is very easy to trace the location or address.

2.3 Security Researchers

As the threat landscape is ever-changing, so as the techniques used for mitigation
needs to be dynamic in nature. Hence we are providing latest dynamic attacked data
(i.e. IP reputation) and providing it in a standard structured format which is in a
CSV format which is machine digestible. This format can be directly input for
machine learning. Therefore, this kind of data provided in standard structured
format and is hence useful for researchers in the domain of detection of malicious
traffic. Standard sharing format can be used as CSV format and can be directly input
into machine learning. Hence, this data is extremely useful for researchers. You will
get the latest trends, reputation latest attack trends and IP reputation.

2.4 Security Testing

Security testing may be defined as the software testing which is useful to uncover
the vulnerabilities (holes) of the system. Security testing is the technique to secure
the data and information so that attackers could not able to attack or steal the
important and personal data of the system. To protect and maintain data properly, it
is the easiest way. It helps to find out the all means of escape and fault of the system
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which may results to the loss of information. It finds the way out to protect the
mislay information.

3 Design Principles of Event Database

The principal behind event database is to provide readily available attack data in
machine digestible form and provide broad prospective to researchers in the field of
security. This basically covers specific types of attacks like Brute force attack,
Exploits, etc., [16]. This is a big contribution to nation in cyber security by pro-
viding specific attack enrich data.

3.1 Network Architecture

In network architecture three machines are used, these are servers, each one is
consisting of two ports, i.e., ethQ and ethl. Almost every server has two ports for
various communications. The three servers are named as (Fig. 1):

e Broadband relational server.
e Elasticsearch server, i.e., Event DB is deployed on OS Ubuntu.
e Web server having OS Ubuntu—used for portal to access the data.

3.2 Repository Architecture

3.2.1 Honeypot

Honeypot is a system to trace the attacks by fooling the attackers and to get the
information about how attackers exploit vulnerabilities in IT system [17-19].
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Fig. 1 Network architecture
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Honeypot sensors do not let the attacker know about the system legitimacy.
Attackers do not know that somebody has kept eye on them and are being moni-
tored secretly.

e Active Honeypot—The term active (client) honeypot describes an advanced
honeypot system. In contrary to traditional honeypots that undergo passively all
attack attempts, active honeypot systems actively react to them.

e Passive Honeypot—Passive (server) honeypots offer services and wait for
attacker to exploit the vulnerabilities.

3.2.2 Broadband Server

OS: RHEL7 having broadband connection to find the vulnerability in broadband
network (Fig. 2).

3.2.3 Relational Database

In this research the relational database is used to store the data which is captured
through various honeypots. Relational database is mandatory for establishing a
relation between data captured from various honeypots and hence play a big role in
specific types of data collection. The collected data further refined to provide the
information about attacks such as Specific Attack Trend, example of collected data
from various honeypot sensors, data capturing date and time, Attacker IP, Con-
nection established, Services exploited, Malwares Downloads, Malware_virusto-
tal_results, Generation_of_network_traffic, Events_detected.

Passive Honeypot Active Honeypot ﬁ
gj l / Cyber Event Web Portal
Passive Hnneypnt_’

Broadband Server

cyber event

[ = -——'-'.."_]— cyber event —b ——————— cyber event _g

Relational Database Cyber Event Repository KIBANA

Fig. 2 Architecture of repository
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Fig. 3 Kibana output

3.24 Cyber Event Repository

Cyber Event Repository is a repository that contains latest information about
specific Attack Trends. This has been designed by keeping all the aspects of
security where this type of information can be useful.

3.2.5 Elasticsearch, Logstash and Kibana (ELK)

In this research paper, the results are obtained by using the combination of Elas-
ticsearch, Logstash and Kibana (ELK stack). Elasticsearch uses Apache Luce-
newhich helps to generate and govern the inverted index. Elasticsearch is an
approach to provide the fast responses according to user’s search. It works on the
real time platform; therefore it is the easiest and fastest approach to obtain the
accurate results [20]. Logstash is an open-source tool which logs are collected,
parsed, and stored for future use. Kibana is the web-based interface, the logs are
indexed through Logstash which is helpful to display the results. Elasticsearch,
Logstash and Kibana, when used together are known as an ELK stack. Therefore in
this research ELK combination is used for better responses. Few of the kibana
commands used to extract SMTP scans (Fig. 3).

4 Attack Data Results

Capturing and sharing specific attack trends is a big challenge which come up with
many new problems like selection of standard format for sharing, to find out the most
prominent features which attackers left with us, type of attack attacker prefer, what
situational awareness we can provide [21]. So keeping all this in mind the attack data
results gives various types of information like top 10 attacker IP along with the list of
attacking IP’s captured by our honeynet sensors, most top attacked port along with
the details of various attacking port captures now a days, specific types of attacks
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captured using honeynet sensors, etc. [22]. Based on type of attack attacker is doing
we have categorized and providing details of basically 3 types of attacks, i.e.,
Exploits, Scans and Brute force, etc. Details of which are mention below.

TOP 10 Attacker IP
See Fig. 4.

4.1 Specific Attack Trend Captured

As already discussed above about to find and segregation of the attack trends is a
big challenge, when new attacks are coming day by day. Here shown graphical
representation is shown of three specific attacks such as: Exploits, Brute force, and
scans (Fig. 5).

4.2 Exploits

An exploit is an attack, when the attacker finds the vulnerability in the system then
it takes the advantage to exploit the particular vulnerability. We keep check on
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Fig. 5 Graph showing specific attacks
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Fig. 6 Exploit attacks

types of vulnerability exploited with the aim of finding the exploits. And at the end
we are showing the count of exploits we have captured on daily and providing the
record accordingly (Fig. 6).

4.3 Brute Force Attacks

Brute force attack may be defined as the attack when an attacker wants to steal the
user’s password or personal identification by attacking. When any type of
authentication like if the user is asked for username or password on any website
then user must be aware of it, that he is going to be a target of attacker. Therefore
when this type of data (username and password) is found here in the payload, then it
is clear that attacker is trying to do the brute force attack (Fig. 7).

Show 10| Rncordn [ ] ] [T p—

Fig. 7 Brute force attacks
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Fig. 8 Scan attacks

4.4 Scans

Scans identify the hosts who are active on the network for network security
assessment. It is a way to recognize the running network services on the targeted
hosts. The network services include User Datagram Protocol (UDP), Transmission
Control Protocol (TCP), Operating System (OSs), and TCP sequence number
predictability, etc. It is a method to tighten the system security and also an effective
way to troubleshooting the system. It is a technique which is used to detect the
known vulnerabilities computing system that are available on the network. So based
upon this, we are trying to find the attacks which are executed through scanning
(Fig. 8).

5 Standard Format for Researchers

Attack data is required to detect unauthorized activities to positively identify all true
attacks and negatively identify all non-attacks, monitoring and analyzing user and
system activities, to recognize known specific types of attacks and alerts, for sta-
tistical analysis of abnormal behavior model. In this research work we are providing
the standard sharing format for researchers. They require this type of data for better
response. The standard structured sharing format is provided in this research work
which can be used as CSV format and can be directly input into the machine
learning [23]. Hence the information provided in this format is extremely refined,
qualitative, and useful in manners of latest attack trends for IP reputation.

One of the formats is CSV format (Comma Separated Values) is a file format for
data storage which looks like a text file [24—26]. The information is organized with
one record on each line and each field is separated by comma. CSV is human
readable and easy to edit manually, simple to implement and parse, provides
straight forward information schema (Figs. 9 and 10).
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1 date_time attacker_ip protocol scurce_port  destination_port labe others descrigtion payload
221862157 tp 786 1433 Malicious MSSOL TRAFFIC MSSQL Bruteforce
22.186.21.57 tp 1084 1433 Malkcious MESCL TRAFFIC MESOL Bruteforce
112186152 tep s 1413 Mabscious MSSQL TRAFFIC MSSQL Bruteforce
2.186.3.50 1o B0 1433 Malspious MSSQL TRAFFIC MSSOL Brutedorce
S 1419317729 o 51 1433 Malkcious MSSQL TRAFFIC M550 Bruteforce
S 124.190.077.2 tp 7358 1433 Malkcious MESOL TRAFFIC WSSO Bruteforce
masssen 1o 16300 1433 Mabscious MSSQL TRAFFIC MSSOL Bruteforce
123.49.34.130 1o ns 1306 Mabicious MySQL TRAFFIC MyS0OL Brutedorce
3 123.299.45.166 e B2 3306 Malicious MySQL TRAFFIC MySQL Bruteforce
11M44173 tp 202 1306 Malkcious MySQL TRAFFIC MySQL Bruteforce
TLEA. 206104 g 1289 3306 Mabscious MySQL TRAFFIC MyS0L Bruteforce
MBI W 1367 3306 Malscious MySQL TRAFFIC MySQL Bruteforce

120.24.177.100 tp 50881 3306 Malicious MySQL TRAFFIC MySL Bruteforte
tep 1353 3306 Malicious MySOL TRAFFIC MySaL Brutefocee
tp s 1306 Malicious MySCL TRAFFIC MySOL Brutedoeee
o 1nn 3306 Malscious MySOL TRAFFIC MyS0L Brutedorce
tp 057 3396 Malicious MySOL TRAFFIC MyS0L Brutefoere

Fig. 9 Machine digestible data in CSV format

THMIN  tp 3081 1433 aliciows MSSQL TRAFF MESQL Bruteforce

AITLTLMS  SSK null n user name  MalidousSSHTraffc o0, 000 e
2 $5H ol 7] user name  Malicious SSH Traffic
S5H ol n user_name  Malicious S5H Traffi
S5H null a user name  Malicious SSH Traffic  chmod 0777 hivip
1330088 S5H null n g Malicious SSH Traffic

Fig. 10 Result showing extracted payloads

6 Conclusion

Cyber security is a broad area and everything cannot be secured at the same time,
when lots of attacks are propagating day by day with different intention of attacks
[27]. In this research work the used technique is providing the specific attack trends
in a machine digestible form, i.e., CSV (Comma Separated Value). For researchers,
finding attack detection methodology and traditional prevention, “intelligent dataset
attributes can be very useful”. But nowadays, the dataset attributes provided by
other standard organizations is not so fruitful as there is lack of research environ-
ment, privacy issues, and specific types of attack data available in industry or any
other reason [28]. Taking this as a problem, our work starts from capturing the
attacks from various vulnerable honeypot sensors deployed, refine the data using
various technologies such as Snort, Wireshark, Sandbox, etc., along with our
knowledge, further making the repository (in Elasticsearch, Logstash and Kibana)
of attack data and at last result come up with dataset attributes of specific attacks in
a standard format [29, 30]. In future work the researchers can expand the capturing
strength to capture more of Ransomware and analysis strength to analyze more of
Ransomware and also provide data to the researchers and academician’s, with a
challenge to clean the nation from Ransomware.
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