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Abstract The GNSS receiver is susceptible to malicious spoofing attack and
further estimates a wrong position which is considered as an arbitrary preset site
from the spoofer. However, when the target receiver is far away from the spoofer,
authentic signals are weak rather than submerged by spoofing signals and some
authentic satellite signals are survival due to satellite geometry. In this case, the
spoofing attack is incomplete and its effects on the positioning estimation of target
receivers become complex. In this study, an improved transmitter-based spoofer is
realized employing the software-defined receiver and used to analyze the posi-
tioning performance of the target receiver under the complete and incomplete
spoofing attack. Simulation results show that the target receiver is possibly con-
trolled by the spoofer under complete spoofing attack and its estimated position is
equal to the spoofer preset position. Under incomplete spoofing, the estimated
position is between the preset position and the genuine position, but is neither.
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1 Introduction

Global Navigation Satellite Systems (GNSS) like GPS and Beidou are widely
applied in many fields of civilian and military [1]. Unfortunately, the power level of
GNSS signal received by ground receivers is extremely low due to the large
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distances between the satellites and the receiver, and finally causes the signals highly
vulnerable to interference under complex electromagnetic environment [2, 3].

Spoofing attack is one of the interference and can be divided into generated
spoofing and transmitter/repeater spoofing. Due to low-cost and simple implemen-
tation, repeater spoofing is carried out in many important researches on spoofing
countermeasures over the last decade [4, 5]. Through controlling the time offsets,
Doppler frequency offsets and signal power of spoofing signals, the spoofer can
perform an aggressive spoofing attack with the help of the techniques, software [6, 7]
and hardware tools [8, 9]. Generally, the majority of repeater spoofers emit their
received authentic signals with a certain time delay (referring to pseudorange) [10].
As the result, the spoofer simply deceives the target receiver estimating its position
near to the transmitter rather than an arbitrary preset position [11, 12]. When the time
delays of different signals are controlled and different, the spoofer is able to deceive
the target receiver estimating its position to an arbitrary preset site [13, 14].

However, when the target receiver is far away from the spoofer, the spoofing
signal power is not strong enough to suppress all the authentic signals and part of
authentic satellite signals can also be received by the receiver. In such situation, the
spoofing signals are unable to cover all the received authentic signals, the spoofing
is incomplete. To analyze the incomplete spoofing effects on positioning perfor-
mance of the GNSS receiver, a repeater spoofer based on GNSS Software-Defined
Receiver (SDR) is constructed in this paper by varying the time delay and signal
strength of each satellite spoofing signal. The remainder of this paper consists of
four sections. Section 2 presents the influence of complete and incomplete spoof-
ing. Section 3 presents the implementation of repeater spoofing. Section 4 presents
the experiments for testing the positioning performance of the GNSS receiver under
incomplete spoofing. Finally, conclusions are given in Sect. 5.

2 Repeater Spoofing System

2.1 Signal Model Under Complete and Incomplete Spoofing
Attack

Under spoofing attack, the signal s received by the target receiver can be considered
as mixed signals of the authentic signals s, from N satellites and the spoofing
signals sg, referring to M satellites, as well as noise €, which is written as:

N M
s:sau—f—ssp—&—s:Zsfm—i— Zsip—&—s (1)
i=1 =1

Generally, the spoofing signals are GNSS-like signals, with the same signal
structure to the authentic GNSS signals. For example, the GPS L1 signals are
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composed by 1.023 MHz C/A code, 1575.42 MHz carrier wave and 50 Hz navi-
gation data. The model of the received signal from one satellite is written as:

S = 2P [Ci (1 = ¥)DL 1= )] sin (2 + 01,) o)
where, the superscript i represents the i-th satellite, the subscript au represents the
authentic signal while the spoofing signal is denoted by the subscript sp in (3), P!
is the average power, C' (-) is the C/A code and 7' is the time delay which equals
the propagation time of the signal from the satellite to the receiver, D' (-) is the
navigation data, the item of sin(2xf., ¢+ 0.,) is the carrier wave, and f, is the
carrier frequency including the Doppler frequency.
Similarly, the spoofing signals can be expressed as:

shy=\2P [ (1= /el )l (1= </ ) | sin (2mte+0,) (3)

where, Pg'p and C gp() are the average power and the C/A code of spoofing signals.

au

Nominally, the spoofed signals have the same C/A code sequence ij() =CJ (")
as the corresponding authentic signals, but with an additional time delay 7J, which
is set according to the spoofing requirement such as the artificial spoofing position.
The navigation data Dgp() of the spoofing signals is same to that of the corre-
sponding authentic signals for the transmitter-based spoofing and different for the

generator-based spoofing. For the spoofing carrier sin (2nfsfjt + 0§p), the frequency

is usually same to the authentic frequency or match to the variation of code time
delay. For focusing on the position estimation performance of the target receiver,
the carrier wave of spoofing signals, in this study, are simplified as the same as
authentic signals, that is fJ, = fJ, and 0] = 0/,.

An powerful spoofer is considered to control the target receiver completely. In
such case, Py, > P, and M >N, the authentic signals vanish in the received

signals and the signal model can be shorten as

M
s = Z s‘{}, +e 4)
=1

In practice, the spoofer is commonly fixed in the ground and its signals are
attenuated gradually during the propagation to a long-distance target receiver. In
this case, the authentic signal is weak but not totally suppressed, Py, ~ P,. On the
other hand, long distance possible leads to different satellite geometry, and hence
different satellites observed by the target receiver, M <N. The two incomplete
spoofing situations cause that the target receiver collects authentic and spoofing
signals simultaneously and the effects of the authentic signals cannot be ignored.
The signal model under incomplete spoofing attack is same to (1).
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e Situation 1: Py, = Py,

When spoofing signal power is not strong enough, Py, ~ P, it is obvious that
the spoofing signal still has influence on the target receiver operating in tracking,
and an illustration of complete and incomplete spoofing attack is given in Fig. 1.

When the spoofing signal power is much larger than the authentic signal power,
as shown in Fig. 1 (upper), the spoofer will drag the correlation peak away from the
genuine peak to the counterfeit peak when the spoofing occurs. The estimating error
‘E;p equals to preset time delay t,,, which is the signal delay of the spoofing signal.
The correlation peak calculated from the value of non-coherent integration is
influenced by the signal power. For lower spoofing signal power, as shown in Fig. 1
(bottom), the spoofing signals are no longer dominant in the tracking loop, and the
correlation curve of received signals, which is the combination peak in Fig. 1
(bottom), will be bilaterally asymmetric. In this case, the phase detector of code
tracking loop will adjust code phase to correct the output of correlation, and the

introduced estimating error rﬁp is smaller than the preset time delay t,.

e Situation 2: M <N

When the satellite geometry received by the target receiver changes, the posi-
tioning performance will vary accordingly. Assuming that several satellite signals
from a certain region are attacked by spoofing signals, the estimated position of the
target receiver will deviate from the authentic site. According to the principle of
three-sphere intersection measurement as shown in Fig. 2, the influence in the line
between the target receiver and the area where satellite signals are deceived is the
most obvious. When the preset signal delays lag behind the authentic signals,
Ty > 0, the estimated position will shift to the opposite direction of the area where
the satellite signals are spoofed. The relation between the preset signal delay 7, and
the offset distance is nonlinear, which needs further research in the future.
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Satellite

Satellite

Fig. 2 The illustration of three-sphere intersection measurement of the incomplete spoofing

2.2 Positioning Model Under Spoofing Environment

The GNSS receiver obtains the pseudoranges between the receiver and satellites
and then estimates the position with at least four pseudoranges. The pseudorange of
the i-th authentic GNSS signal p{* can be expressed as:

p" =ri+ ot +¢, (5)

o= (=24 i =3 + (5 — 27 (6)

where, r; is the distance between the receiver and the i-th satellite, 61, is the clock error
of the receiver, which is related to the GNSS receiver clock, ¢, is the sum of other
errors. X;, yj, zj (j = 1,2,3,4...) and x, y, z represent the coordinates of the i-th
satellite and the receiver under Earth Center Fixed coordinate system. The j-th
spoofing GNSS signal pjp has the same pseudorange model as the authentic signal:

i = P+ T, e =1+ Ot + T, + g (7)
where, rgp is the product of the preset time offset 7y, and the speed of light

c (r‘{p =Ty X c), ¢; is the noise produced by the spoofer.
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For complete spoofing, all the authentic signals are submerged by spoofing
signals. The positioning equations can be expressed as:

p1=py =ri+0dt +r‘}p +¢
: (8)

Py = Py = T + 0t + T 4 &)y

Under complete spoofing, when all the spoofing signals have the same preset
time delay rfp = Ty, the common time delay 7y, can be viewed as the clock error
increment of the target receiver, 5t; = (5tu + rs,,), and the preset site of the spoofer
can only be the position of the transmitter. When time delays vary from spoofing
signals, theoretically, the spoofer can drag the target receiver to any excepted
location through the control of preset time delay rip.

For incomplete spoofing, the authentic signals are weak but not totally sup-
pressed. The positioning equations can be expressed as:

p1=py =r+on,+1l,+¢

Pyt =Pyt = m+1+0t, +eyi

Py = PN =N+ 0t + ey

In this case, the position of the target receiver is influenced by both spoofing
signals and authentic signals. The effect of incomplete spoofing is analyzed in the
Sect. 2.1. The change on estimated pseudoranges can be viewed as the change on
distance between the receiver and the i-th satellite, as shown in (10), and revealed in
the deviation of estimated position, as shown in (11).

/ 1
r —rl—l—rsp

/o - M
Fy =T+ T, (10)

/
TMy1 = TM+1

Py =TN

= =)+ (= )+ (5 - 2) (1)

where, X', ), 7 represent the coordinates of the target receiver under Earth Center
Fixed coordinate system.
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3 Implementation of Repeater Spoofing

The spoofer receives the GPS L1 signals, where the necessary parameters of the
spoofing signals are obtained through sampling, acquisition and tracking.
According to (2), the authentic satellite signals are composed by spreading code,
carrier wave and navigation data, which are obtained from tracking results. Though
separating and reconstructing each satellite signal, we can get a replica of the
authentic signals. To affect the target receiver operating in tracking mode, the C/A
code sequence, navigation data and carrier wave of spoofing signal are same to the
authentic, as shown in (3), with the preset time offsets 7, reflecting in spreading
code phase and signal power Py, different.

Considering the possibility of incomplete spoofing, the number of spoofing
signals and the spoofing signal power are under control in accordance with the
requirements of tests. Through adjusting the parameters of spoofing signals,
spoofing attacks are simulated to analyze the positioning performance of the target
receiver under the incomplete spoofing.

4 Experiment and Analysis

4.1 Experiment Method and Environment

Data was received by the GNSS Software-Defined Receiver on the roof of
No. 1 building, college of automation engineering, Nanjing University of
Aeronautics and Astronautics, on September 18, 2017. The position measured by a
dual-frequency commercial receiver is 118.7926358°E, 31.9388758°N, 51.82-m
Height. The parameters of the target GNSS receiver are shown in the Table 1.

In the simulation, the GPS satellites are divided into four regions according to
satellite distribution with the azimuth angle 0-360° at intervals of 90°, as shown in
Fig. 3. The satellites respectively contained by the four regions are PRN 24 and 15
(Northeast Region—Region I), PRN 10 and 32 (Southeast Region—Region II),
PRN 21 (Southwest Region—Region III), PRN 12 and 25 (Northwest Region—
Region IV).

To analyze the positioning performance of GNSS receiver under the incomplete
spoofing, two tests are carried out:

Table 1 The parame.ters of Sampling frequency 16.3676 MHz

the target GNSS receiver Intermediate frequency 4.12397 MHz
PLL bandwidth@Integration time 10 Hz@1 ms
DLL bandwidth@Integration time 1 Hz@1 ms

Early-late chip spacing 0.5 chip
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Test 1: The spoofing attack is complete. According the preset position (50 m
away from the receiver-spoofer in the direction toward the east), the preset

time delays ti, vary from different satellite signals (‘cip # 1), i #j,i € [1,N],
J € [1,N]). In this test, the preset time delays of PRN 24, 15, 12, 25, 21, 32, 10 are
—28, —13, —18, —12, 38, 60, 50 m respectively.

Test 2: The spoofing attack is incomplete. We assume that one region of the
satellite distribution is attacked by spoofing signals, and the preset time delay of
spoofing signals is 50 m (rip =50m,i € [1,M],M<N). Considering the influ-
ence of spoofing signal power, the test is divided into two cases: (a) the spoofing
signal power is large enough to submerge the authentic signals (Pau < Psp) and
(b) the spoofing signal power decays during the propagation and is similar to the
authentic signal power (Py, ~ Py,).

4.2 Simulation Results and Analysis

Figure 4 shows the positioning results of target receiver under complete spoofing of
Test 1. In the results, we set the authentic position of target receiver as the reference
position. To a certain extent, the estimated position of target receiver is nearly same
as the preset position, which is in agreement with the analysis in Sect. 2.2. In this
case, the spoofing signals play a dominant role in the position and fool the target
receiver to any position with suitable settings of time delay rip(i € [1,N)).
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Fig. 4 Positioning results of target receiver under complete spoofing

Figure 5 shows the positioning results of target receiver under incomplete
spoofing of Test 2. As shown in Fig. 3a, c, the estimating error 7/ » reflecting in the

deviation is related to spoofing signal power. The deviations of case (b) are mostly
smaller than that of case (a). Compared with complete spoofing, the incomplete
spoofing with smaller spoofing power is influenced by authentic signals and the
positioning deviation is smaller accordingly. Under incomplete spoofing, the esti-
mated position deviation of target receiver is related to satellite geometry obtained
by the receiver. In the horizontal direction, the estimated location of target receiver
is related to the azimuth angle of spoofed satellites. For example, when the signals
from satellites in the Region I (Azimuth: 0-90°) under spoofing attack, the target
receiver position shifts to the Region III (Azimuth: 180-270°), and the deviations
are 9.47 m and 6.63 m in the north, 30.98 m and 8.88 m in the east respectively.
The offset distance depends on the time delay which is affected by the spoofing
signal power and authentic signal power. However, the position of the target
receiver in height direction does not show a clear regularity, as shown in Fig. 5b, d.
Though experiments carried out in this paper, the analyses of the incomplete
spoofing influence on the GNSS receiver in the Sect. 2 are verified.
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Fig. 5 Positioning results of target receiver under incomplete spoofing

5 Conclusion

The GNSS repeater-based spoofer poses a greater threat to civilian receiver at
present. When the site of the spoofer is far away from the target receiver, the
influence of spoofing signals will be complex. In this paper, the positioning
performance of a GNSS receiver under complete and incomplete spoofing are
described in detail. The theoretical analyses and simulation results show the
following conclusions:

(a) Complete spoofing attack, theoretically, can deceive the positioning result of
the target receiver to any expected position with suitable settings of signal
delays.

(b) Under incomplete spoofing attack, which revealing in the spoofing power or the
coverage of signals incomplete, the existence of authentic signals has influence
on the positioning results. When the spoofing power is incomplete, the actual
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deviation rgp is smaller than the preset deviation t4,; when the coverage of
signals is incomplete, the actual position will shift in the line between the
authentic position and the area where the spoofed satellites lie, and the devi-
ation is related to the distance between the receiver and the satellite, the preset
time delay and spoofing signal power.

Further study will consider the influence of incomplete spoofing on the spoofing

process, such as the influence on code loop and tracking state.
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