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Abstract. In unattended wireless sensor networks (UWSNs), static sensor
nodes monitor environment, store sensing data in memory temporally. Mobile
sink patrols and collects the sensors’ data itinerantly. Mobile sink is granted with
more permissions than static sensor nodes, rendering it more attractive to the
adversary. By compromising the mobile sinks, the adversary can not only seek
the sensing data, but it also can steel all kinds of keys and access permissions,
which may be abused to undermine other benign sensor nodes, even worse to
upset the whole network. Currently, many related works focus on key man-
agement, permission management to restrict the compromised mobile sink or
authentication to guarantee data reliability. However, the issue of compromised
mobile sinks attracts little attention, and gradually become one obstacle to the
application of UWSNs.
In this paper, we proposed a secret-sharing method for detecting compro-

mised mobile sink in UWSNs. Before the sensing data are collected by the
mobile sink, every sensor node splits the digest of its data into shares by using a
polynomial secret sharing algorithm, and dispatches these secret shares to ran-
domly chosen neighbor nodes, which thereafter send to the base-station through
different routes. After enough shares are gathered, the base-station recovers the
original data digest, which will be used to validate the sensing data submitted by
the mobile sink. If the validation fails, it reveals a compromised mobile sink.
Theoretical analysis and evaluation indicate the effectiveness and efficiency of
our method. Also, we proposed two types of attacking model of the mobile
adversary, and obtained the respective detection probability.
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1 Introduction

Unattended wireless sensor networks [1–3] are deployed in monitoring environment or
inaccessible enemy areas, such as volcanoes, battlefield, national borders andother places,
for disaster monitoring, military espionage and tracking, intrusion early warning, etc. In
an UWSN, static nodes accomplish tasks like sensing the environment and storing the
monitoring data, the mobile sink (MS) periodically visits and gathers data from static
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nodes. And finally the mobile sink reports these data to the base-station (BS). Accord-
ingly, the mobile sink can also help the base-station carry out other important tasks, such
as time synchronization, session key update, network maintenance, etc.

The unattended nature makes UWSNs vulnerable to various kinds of attacks.
Especially, the mobile sink is authorized to gather data, update session key, and other
critical missions, therefore is the focus of attackers. With the compromised mobile sink,
the adversary can grab, expurgates, falsifies, and even forge all the monitoring data,
further can launch other more threatening attacks, such as, revoking the benign sensor
nodes, desynchronizing network time, forging network routes and causing network
topology division, etc. Besides, the adversary can also launch other insider attacks, for
example eavesdropping, denial-of-sleep attack [4], sybil attack [5], sinkhole attack [6],
replication attack [7–12], etc.

Although a few studies [13, 14] proposed some strategies to curtail the power of
mobile sink in UWSN. Once the mobile sink was found compromised, the base-station
limits or revokes the authorized permissions, preventing its subsequent destruction.
However, there is little research on the detection of mobile sink. At present, current
UWSN research mainly focus on the defense of compromised mobile sink and
detection of compromised static nodes, leaving the detection of compromised mobile
sink an open problem.

Focusing on the detection of the mobile sink in UWSN, this article proposed a
method for detecting the compromised mobile sink based on secret sharing. As shown
in Fig. 1, during every data collecting round of the mobile sink, every static node
calculates the digest of its sensing data, splits the digest into multiple shares by using a
polynomial secret-sharing algorithm. Then, these secret shares are sent to some ran-
domly selected neighbor nodes, which will thereafter forward these secret shares to the
central base-station. The base-station can recover the original data digest using the
secret-sharing algorithm after receiving enough shares. At the end of the data aggre-
gation round when the mobile sink submits the aggregated data to the base-station, the
aggregated data and the data digest can be used to validate whether the mobile sink has
ever tampered the sensors’ data. If the validation fails, then the compromised mobile
sink is detected.

Fig. 1. Compromised mobile sink detection by using secret sharing
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The rest of this article is organized as follows: Sect. 2 overviews some relevant
works in the literature. In Sect. 3, the network model and security hypothesis are
introduced. Further, Sect. 4 presents our detection method of the compromised mobile
sink based on secret sharing. Section 5 analyzes and evaluates the performance of our
method. Finally, Sect. 6 summarizes the whole work.

2 Related Works

Currently there are many works related to node compromise in wireless sensor net-
works, such as replication attack detection [7–12], node compromise detection [15–20]
and physical capture detection [21–24].

2.1 Replication Attack Detection

Yu et al. [10] proposed XED method to detect replication attack in mobile sensor
network. When two mobile sensor nodes meet they exchange two random numbers as
their encounter evidence, which will be used as passphrases in their next meeting. If the
passphrases authentication fails, replication attacks are detected. Although this
approach is simple and effective, but it does not consider the collusion of multiple
replica nodes. Kai et al. [11] proposed to detect replication attacks in MANETs, by
means of conflicting nodes’ location and time after local information interchange
between mobile nodes in their meeting. Wang et al. [12] proposed to use mobile
patroller to detect replication attacks. These studies [10–12] deal with the node repli-
cation issue instead of compromised mobile sink problem in UWSNs.

2.2 Compromised Static Nodes Detection

Taejoon et al. [15] proposed to detect compromised sensor nodes by verifying the
node’s program code. References [16–20] uses the message passing to verify node’s
program to detect the compromised node by the adversary.

2.3 Physical Capture Attacks Detection

Most studies assume that node capture is easy to implement and difficult to detect.
However, Becher et al. [21] overturn this assumption by experiments, they found that
it’s not easy to conduct the physical capture attack. Apart from enough indispensible
professional knowledge and expensive equipment, the sensor node must be taken
offline for a period of time that cannot be ignored. Short attacks involve in creating
plug-in connections and make data transfers takes about 5 min, the medium duration
attacks involving welding or de-welding device consume more than 30 min, and the
long duration attacks involving erasing the program security protection and modifying
the code require at least several hours.

Based on Becher et al.’s work [21], Mauro et al. [22, 23] proposed to detect node
capture attacks in MANETs by using mobility and collaboration, if the meeting interval
exceeds a preset threshold, then the physical capture attacks is detected with large
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probability. But this method is not applicable in sensor networks with static nodes.
Ding et al. [24] proposed to determine whether the neighbor is online to detect physical
capture attack by response messages after periodically sending hello message.

3 Network Model and Assumptions

In this section, we presents our network model and security assumptions. First, Table 1
lists the notations used in this article and their corresponding meaning.

3.1 Network Model

The unattended wireless sensor network consists of N static nodes, a mobile sink and
one central base-station. The mobile sink periodically patrols around the network,
collects the sensing data from every static sensor node and temporarily stores in its
memory. At the end of one patrol round, the mobile sink submits all the data to the
base-station.

3.2 Security Assumptions

It is assumed that the base-station and the mobile sink both have strong computing and
storage capabilities, the public key algorithm between mobile sink and BS is used to
implement encryption and signature to ensure confidentiality and integrity of data.

Table 1. Notations and descriptions

Notation Meaning

Z The identifiers set of static sensor nodes in network, Z = {1, 2, 3,…, N}
Ni The neighbor nodes set of sensor node si
jNij The neighbors number of sensor node si
Ui The neighbors set chosen by sensor node si for sharing the secret
jUij The number of the set Ui

dri Sensing data by node si in the r-th round
Di {dri j1� r� s}, sensing data by node si in s rounds
hð:Þ One way hash function
s The hop count from secret share holder to the base-station
ti The threshold parameter in secret sharing chosen by node si
ni The total number of the secret shares split by node si
pi The prime number chosen by node si
Zpi A finite field with order pi
aij 1� j� ti � 1; 0� aij\pi, the j-th coefficient in node si’s polynomial
Mi Secret to be shared by node si
zi zi ¼ hðMiÞ, the hash value of the secret of node si
fiðxÞ The secret-sharing polynomial of node si
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While, the static nodes have limited computing and storage capabilities, symmetric key
algorithms are used for session keys between the base-station and the static nodes,
between the mobile sink and the static nodes.

Also, we assume that the trusted central base station is located in a secure location,
it will not be captured by the attacker, and however, both the mobile sink and the static
nodes could be captured by the attacker. Once the mobile sink or any static node is
captured, the attacker can acquire the node ID, the key, and the sensor data. The mobile
sink, compared to the static sensor node, owns more credentials and aggregates the
sensing data, attracts much more attention from the attacker. Therefore, the mobile sink
will be the first target of the attacker. Thus, we focus on the detection of compromised
mobile sink in this work.

In order to avoid triggering nodes offline defense mechanism [22–24], the captured
sensor nodes will be released back into the network by the attacker, allowing the
compromised nodes to participate in the network as if they are benign nodes. In
addition, it is assumed that the number of nodes that the attacker can capture at a time is
less than the total number of nodes of the network; otherwise all security mechanisms
will fail.

4 Compromised Mobile Sink Detection by Using Secret
Sharing

In this section, we first present the method to share secrets among static nodes. Then,
the approach for the base-station to detect compromised mobile sink is proposed.

4.1 Secret Partition and Distribution

At the s-th round, the static node acquires its sensing data, then it shares the secrets
among its neighbors, which can be described as six steps in the following.

(1) Parameters selection
Sensor node si randomly chooses parameters ti and ni, which also meet
1\ti � ni\jNij. Then, it randomly chooses ni neighbors as a subset, denoted by
Ui, from its neighbors set Ni.

(2) Secret generation
Sensor node si calculate the secret to be shared Mi as Eq. (1).

Mi ¼ hðti k1k k. . . klk kklþ 1 . . .k kkni d0i
�� ��d1i . . .k kdsi Þ

ðkl 2 Z; kl\klþ 1Þ
ð1Þ

(3) Secret polynomial
Sensor node si selects a prime pi which satisfies pi [maxðni;MiÞ. Then, (ti − 1)
independent coefficients in the finite field Zpi are chosen at random, which is
denoted by the set aijjð1� j� ti � 1Þ ^ ð0� aij\piÞ

� �
, which are used to pro-

duce a (ti − 1)-order secret sharing polynomial fiðxÞ as Eq. (2).

Secret-Sharing Approach for Detecting Compromised Mobile Sink 307



fiðxÞ ¼ ð
Xti�1

j¼1

aijx
j þMiÞmod pi ð2Þ

(4) Secret splitting
In Eq. (2), x respectively takes the identifiers in the chosen neighbor subset Ui.
After calculations, the identifiers and the respective secret shares can be expressed
as a set fðk; yikÞjyik ¼ fiðkÞ; k 2 Uig.

(5) Secret shares dispatching
Sensor node si sends the secret share yik to sensor node sk , which would inde-
pendently forwards such secret share to the base-station.

(6) Secrets deletion
Sensor node si deletes secretMi, parameters ti and ni, as well as the coefficients set
aij

� �
and the polynomial fiðxÞ, while it stores the prime number pi and all its

sensing data. The neighbor node will delete the secret share after sending it to the
base station.

4.2 Compromised Mobile Sink Detection

(1) Mobile sink submits data to base-station
The mobile sink patrols around the network for collecting sensing data from the
static nodes. For each node sið1� i�NÞ, the mobile sink collects the sensing data
Di and the stored prime number pi. Then, the sensor node removes such data from
its memory and begins next sensing round. After all sensor nodes have been
patrolled and data have been collected, the mobile sink submits the result
{(Di, pi)|i 2 Z} to the base-station.

(2) Secret recovery
After receiving all the secret shares of sensor si, the base-station counts and gets
the number ni of total shares. Then, it recovers the secrets by means of polynomial
interpolation.
As shown in Eq. (3), polynomial interpolation can be conducted in the point set
fðk; yikÞjyik ¼ fiðkÞ; k 2 Uig, which was composed by the secret shares from
sensor si.

fiðxÞ ¼
X
k2Ui

yik
Y

l2Ui^l6¼k

x� k
l� k

mod pi ð3Þ

Further, the base-station can restore the original secret as in Eq. (4). The secret
sharing parameter ti equals the highest exponent of polynomial (4) plus one.

Mi ¼ fið0Þ ¼
X
k2Ui

yik
Y

l2Ui^l 6¼k

k
k � l

mod pi ð4Þ
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(3) Detecting the compromised mobile sink
With the identifier ID, the parameter tri and the sensors’ data submitted by the
mobile sink, hðti k1k k. . . klk kklþ 1 . . .k kkni d0i

�� ��d1i . . .k kdsi Þðkl 2 D; kl\klþ 1Þ is
calculated by the base-station. After comparing this digest with the restored
corresponding value enclosed in the secret Mi, the base-station could judge
whether the mobile sink has been compromised or not. If this verification fails, it
implies the compromise of the mobile sink.

5 Analysis and Evaluation

In this section, we will analyze and calculate the detection overheads in computation,
memory, communication and the detection efficiency. Also, the parameters selection
and how these parameters affect the detection results will be discussed in details.

5.1 Detection Overheads

(1) Computation overhead
The main computation overhead of static sensor nodes is the modular exponential

algorithm of the polynomial fiðxÞ ¼ ðPti�1

j¼1
aijx j þMiÞmod pi in finite field. Since

multiplication is more complex and computationally intensive than addition, the
overall computation overhead can be approximated using the number of total
multiplications. In the polynomial fiðxÞ, there are total (2t − 3) multiplications,
which involve (t − 2) multiplications in the modular exponentiation, and (t − 1)
multiplications in the products between the exponentiations and the coefficients.
Therefore, the total computation cost is Oðnð2t � 3ÞÞ.

(2) Memory overhead
Every static sensor node splits its secret into n shares, and sends to randomly
selected neighbors. Thus, the average memory overhead is OðnÞ.

(3) Communication overhead
The n secret shares are forwarded to the base-station through different routes by
the randomly selected neighbors. The average number of hops in those routes is
Oð ffiffiffiffi

N
p Þ [25], so the communication cost of every sensor node are Oðn ffiffiffiffi

N
p Þ.

5.2 Performance Analysis and Parameters Setting

We first consider an adversary that can only compromise one sensor node during the
period of the share forwarding between two neighbors. Based on this attacking model,
analysis and evaluations are detailed as to the detection efficiency. we analyze and
discuss how to increase the detection efficiency and lower the detection overheads.
Finally, we consider the more powerful adversary which can compromise more than
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one sensor nodes in one-hop communication interval. The detection efficiency against
such adversary is deduced and discussed with different parameters.

(1) Only one static sensor node compromised in one round

We supposed an adversary with the knowledge of the network topology, the
defense strategy and the intrusion detection methods. But the adversary is unaware of
the secret sharing parameters t and n due to the randomness. As a consequence, in order
to compromise the original secret, the adversary would have to recovery the secret after
compromising as much secret shares as possible.

In Fig. 2, we assume the average forwarding hops from the static sensor nodes to
the base-station is s. Also, it is assumed that the adversary can only compromise one
sensor node in one hop communication. Then before the secret shares of the message
digest reach the base-station, there are s rounds for the adversary to compromise static
sensor nodes.

Definition 1. S = {s, f} is a sample set with only two elements, s indicates that the
compromised sensor node is a secret shareholder, while f indicates that the compro-
mised sensor node does not own a secret share.

Definition 2. X is a random variable with (0–1) distribution defined in the sample
space. It represents the result after one round attack by the adversary, just as in Eq. (5).

X ¼ XðeÞ ¼ 0;when e ¼ f
1;when e ¼ s

�
ð5Þ

In one round of compromise, the adversary captures one sensor node. This can be
regarded as one random experiment with two possible results: the sensor node has the
secret share holder or not. Before the secret shares are forwarded to the base-station,
there are s attempts for the adversary to compromise.

Let Y denotes the number of experiments with result {X = 1} in s rounds random
experiments. That is, the number of total secret shares compromised by the attacker in s

Secret shared
Secret shares forwarded 

to base-station

Round 0 roundτ

0 1 2 … r-1 r r+1 … τ

Compromising rounds by attacker

Received 
by base-station

Fig. 2. Node compromised by adversary

310 X. Chen and L. Wang



rounds. The domain of Y should be ½maxð0; sþ n� NÞ;minðn; sÞ�, and the probability
of the event {Y = k} can be expressed as Eq. (6).

PfY ¼ kg ¼ pk; k 2 ½maxð0; sþ n� NÞ;minðn; sÞ� ð6Þ

Equation (6) is the probability distribution of the random variable Y. If the com-
promised sensor node doesn’t hold the desired secret share, then it will be released to
the network by the attacker lest this attack alarms the off-line intrusion detection
mechanism. Later, the adversary chooses other compromising sensor node from the
remaining sensor nodes. This attacking model can be modeled as sampling without
replacement, or the “urn problem”. In a network whose total number of sensor nodes is
N, the number of the desired secret shares is n, while only t shares are needed to recover
the original desired secret. There are s attempts for the adversary to compromise. The
event that the number of the success compromise equals k is denoted by {Y = k}. Let P
{Y = k} be the probability of this event. Then the random variable Y obeyes the hyper
geometric distribution with parameters (N, n, s). The distribution law can be expressed
as Eq. (7).

PfY ¼ kg ¼ Ck
nC

s�k
N�n

Cs
N

; k 2 ½maxð0; sþ n� NÞ;minðn; sÞ� ð7Þ

Figure 3 illustrates how P{Y = k} changes in two cases with different parameter
setting. In Fig. 3(a), N = 100 and n = 8, when parameter t changes from 2 to 8, the
probability that the adversary compromises k secret shares decreases gradually.
However, if the number of compromised sensor nodes increases from 0 to 100, the
probability will gradually become larger. Figure 3(b) reveals a similar trend.

If the adversary wants to tamper the sensing data by compromising the mobile sink,
he must compromise at least t sensor nodes which also own t secret shares. Therefore,
we can define the false negatives of compromised mobile sink as follows.

Definition 3. The false negative of compromised mobile sink detection is defined as an
event that the compromised mobile sink is not detected (CMU: Compromised Mobile
sink Undetected), that is the adversary compromised at least t sensor nodes which own

0
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(a). N=100,n=8                          (b). N=100,n=4

Fig. 3. P{Y = k} varies with parameter t and s
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the respective secret shares. The probability is defined as false negative of the
detection.

Let CMU = {Y > = t} be the false negative event, and Pcmu be the false negative,
and then we obtain Eq. (8).

Pcmu ¼ PfY [ ¼ tg
¼ PfY ¼ tgþPfY ¼ tþ 1gþ . . .þPfY ¼ minðn; sÞg

¼
Xminðn;sÞ

j¼t

PfY ¼ jg
ð8Þ

In Eq. (8), when j[minðn; sÞ, then we have PfY ¼ jg ¼ 0. So, Eq. (8) can be
further regarded as Eq. (9).

Pcmu ¼ PfY � tg
¼ PfY ¼ tgþPfY ¼ tþ 1gþ . . .þPfY ¼ minðn; sÞgþ . . .

¼
X1
j¼t

PfY ¼ jg

¼ Ct
sC

n�t
N�s

Cn
N

3F2
1; n� t; s� t

tþ 1;Nþ tþ 1� n� s
; 1

� �
ð9Þ

In Eq. (9), 3F2
1; n� t; s� t

tþ 1;N þ tþ 1� n� s
; 1

� �
is a hyper geometrical series.

When N and s are fixed, the false negatives are determined by parameter t and
n. Figure 4 shows the false negatives of our detection method in two scenarios. In Fig. 4
(a) with N = 100, n = 8, and the average hops of the network s ¼ ffiffiffiffi

N
p ¼ 10, the false

negativeswill be less than 5%when t � 3;while in Fig. 4(b)withN = 10000, n = 8, and
the average hops of the network s ¼ ffiffiffiffi

N
p ¼ 100, the false negativeswill be less than 0.3%

when t = 2.

(a).   N=100,n=8                      (b).   N=10000,n=8

Fig. 4. False negatives in two scenarios
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If after s rounds of attacks, the count of the compromised sensor nodes which own the
secret shares is less than t, then the compromised mobile sink would be detected. So, we
can define the compromised mobile sink detected event and its probability as follows.

Definition 4. The compromised mobile sink detected event is defined as CMD
(compromised-mobile sink-detected), that is the adversary compromised less than
t sensor nodes which own the secret shares.

Let CMD = {Y < t} be the detection event, and Pcmd be the probability, and then
we obtain the Eq. (10).

Pcmd ¼ PfY\tg ¼ PfY ¼ 0gþPfY ¼ 1gþ . . .þPfY ¼ t � 1g

¼
Xt�1

j¼0

PfY ¼ jg ¼ 1� PfY � tg

¼ 1� Ct
sC

n�t
N�s

Cn
N

3F2
1; n� t; s� t

tþ 1;Nþ tþ 1� n� s
; 1

� � ð10Þ

When N and n are fixed, the detection probability Pcmd is determined by secret
sharing parameters t and s. Figure 5 shows four cases of detection probability with
parameters t and s.

As shown in Fig. 5, if N is fixed, the average hops of the network are
ffiffiffiffi
N

p
, so

1� s� ffiffiffiffi
N

p
. In Fig. 5(a), the detection probability is greater than 80% when N = 100

and n = 8. Figure 5(b) shows the detection probability exceeds 95% even if n is
reduced to 4 with N = 100. Similarly, in Fig. 5(c) and (d) with total sensor number
N = 10000, the detection probabilities are both greater than 99% for n = 8 and n = 4.
Also, it is shown that the secret sharing parameters n and t have little influence on the

(a).  N=100, n=8                           (b).  N=100, n=4

(c). N=10000,n=8                        (d).  N=10000, n=4

Fig. 5. Detection probability
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detection probability when N � s. Therefore, under such circumstances, in order to
decrease the detection overheads, parameters t and n should take smaller values.

(2) More than one node captured in one round

In this subsection, we consider a more powerful adversary, which can compromise
qN nodes; q is a proportional factor between 0 and 1.

If in the r-th round, the probability that all the secret shares are acquired by the
adversary is Pr, then the probability that the adversary couldn’t obtain the secret until
the r-th round can be calculated in Eq. (11).

P ¼ ð1� P1Þð1� P2Þ. . .ð1� Pr�1Þð1� PrÞ ¼
Yr
i¼1

ð1� PiÞ ð11Þ

The secret shares owned by the sensors in the (r − 1)-th round are forwarded to the
its’ next-hop sensors in the r-th round. If all the secret shares are not grabbed in the
(r − 1)-th round, the adversary has to carry out the same capture attack in the r-th
round. So, the probability that all secret shares are grabbed by the adversary is equal in
every round, as shown in the Eq. (12).

P1 ¼ P2 ¼ . . . ¼ Pr�1 ¼ Pr ð12Þ

The probability in the Eq. (12) can be calculated as Eq. (13).

P1 ¼ Cn
nC

qN�n
N�n

CqN
N

¼ CqN�n
N�n

CqN
N

¼ ðN � nÞ!
ðqN � nÞ!ðN � qNÞ!�

qN!ðN � qNÞ!
N!

¼ qðqN � 1Þ. . .ðqN � nþ 1Þ
ðN � 1Þ. . .ðN � nþ 1Þ

ð13Þ

When N � n, Eq. (13) can be approximated as Eq. (14).

P1 	 qðqNÞ. . .ðqNÞ
N. . .N

¼ qn ð14Þ

Finally, we obtain the approximation Eq. (15) about the Eq. (11).

P ¼ ð1� P1Þr 	 ð1� qnÞr ð15Þ

Figure 6 shows this detection probability varieswith the three parametersn, s andq. In
Fig. 6(a), N is fixed to 400 and q = 20%, the detection probability approximates 100%
when n is greater than 5. Figure 6(b) shows that when s = 20, even if half of the sensor
nodes are compromised (q = 20%), the detection probability still approximates 100% as
long as t = n > 10. As illustrated in Fig. 6(c), if t = n = 10, the detection probability
approaches 100% even if the adversary compromises q = 50% sensor nodes.
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6 Conclusion

In this paper, we proposed a compromised mobile sink detection scheme by using
secret sharing. Every sensor node first splits the digest of its sensing data into shares by
using a polynomial secret sharing algorithm, and then the secret shares are sent to the
base-station through different routes by the sensor’s neighbors. Finally, the base-station
receives the shares, and then recovers the original data digest, compares with the data
submitted by the mobile sink. Any difference reveals the compromised mobile sink,
results in the detection by the base-station. Theoretical analysis and evaluation shows
the effectiveness and efficiency of our method, the detection overheads are small. Also,
the upper limit of detection probability was computed with the proposed compromise
model of the mobile adversary.
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