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Abstract With technological advancements and the increasing use of computers
and internet in our day to day lives, the issue of security has become paramount.
The rate of cybercrime has increased tremendously in the internet era. Out of the
numerous crimes, identity theft is perhaps the one that poses the most dangers to an
individual. More and more voices strongly declare that the password is no longer a
reliable IT security measure and must be replaced by more efficient systems for
protecting the computer contents. Behavioural biometrics is an emerging technol-
ogy that resolves some of the major flaws of the previous scheme. This paper is the
first stage of a project which aims to develop a novel authentication system using
behavioural biometrics. It presents a comprehensive survey of various techniques
and recent works in the respective fields.
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1 Introduction

Biometrics can be characterized basically as the estimation of human qualities.
Biometric identifiers are then unmistakable, quantifiable qualities used to name and
depict people [1]. Famous cases of biometric confirmation are retina examinations,
fingerprint tests and DNA tests.

Biometrics verification is a strategy used by coordinating an individual’s
hereditary attributes or behavioural qualities with information that have already
been learned, enlisted into a layout and organized in a framework database or on a
token [2]. It can likewise be characterized as the idea of recognizing oneself by
something that you know, something that you have, or something that you are [3].
That is, it identifies the innate qualities.
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For a parameter to be called a biometric identifier, it must satisfy some properties
[1, 4]:

(1) Universality: Every person possesses that particular characteristic. For example,
DNA can be called a biometric parameter, whereas birthmarks cannot.

(2) Uniqueness: The characteristic is different for every person. For example, while
a fingerprint is a biometric, eye colour and blood group are not.

(3) Permanence: The characteristic does not disappear or change with time. For
example, DNA is biometric but hormone levels are not.

(4) Collectability: It is possible to obtain readings of the characteristic using sen-
sors in a feasible, fast and highly accurate manner. For example, voice can be
called a biometric characteristic, but factors such as confidence and self-esteem
cannot.

(5) Circumvention: The parameter is forgery-proof and it is nearly impossible to
replicate it.

Biometric parameters may be classified into two types: Physiological and
behavioural biometrics [1]. Physiological characteristics are those that are anatomic
and biological properties of an individual. They include fingerprints, facial recog-
nition, iris scan, voice recognition, palm veins, DNA, etc. [5]. These are the tra-
ditional means by which an individual’s identity is verified.

Behavioural biometrics, on the other hand, refers to factors such as gait, GUI
interaction, Haptics [6], programming style, registry access, system call logs, mouse
dynamics, etc. [7, 8]. It depends on an individual’s inward qualities and attributes [9].

The advantages of this technique over other customary biometric approaches are
as follows [3, 5, 7]:

(1) It provides persistent security. The authentication process is not complete after
the login, but there is continuous monitoring.

(2) Behaviours can be collected surreptitiously without alerting the user.
(3) No special hardware is necessary to identify the behaviours.
(4) It is difficult to replicate the behaviour, hence making identity theft less likely.

2 Classification of Behavioural Biometrics

Depending on the nature of the parameters collected and evaluated, behavioural
biometric mechanisms can be subdivided into five types (Fig. 1).

(1) Authorship Based: It is based on the analysis of a work produced by the user.
The system identifies styles and characteristics particular to a user as he writes/
draws and verification is done based on the matches of these characteristics.

(2) HCI Based: It is based on the traits and mannerisms exhibited by the user while
interacting with the system such as mouse movements or touchscreen strokes.
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Every person applies different strategies, shortcuts and conventions while using
a computer. A collection of such interaction particularities serves as a base for
constructing a user identity and for authentication.

(3) Indirect HCI: It is very similar to HCI-based interaction. In indirect HCI-based
systems, the system monitors the effects of the normal HCI actions. All user
actions leave certain low-level digital evidence in the system in the form of
system call traces, audit logs, execution traces, call stack analysis, etc.

(4) Motor-Skills based: It refers to the way in which the user utilizes the muscles. It
is presumably the best inquired about of all behavioural biometric techniques.
Human movements are a combination of muscle action, bone action and
impulses travelling in the nervous system.

(5) Purely Behavioural: It is not based on the body part metrics or intrinsic
behaviour. Rather, it is based on the fact that human beings utilize different
strategies, innovative ideas, critical thinking and creative thinking. It attempts
to quantify such traits and use them for authentication.

3 Evaluation Metrics

The following parameters are used as a measure of the effectiveness of the
biometric systems:

(1) FAR: It is the false acceptance rate [5]. It is the ratio of the amount of attack
instances incorrectly labelled as authentic to the total number of attack
instances [5, 10]. Value of FAR must be as small as possible. It gives a measure
of the percentage of attacks that could not be identified by the biometric system.

(2) FRR: It is the false rejection rate. It is the ratio of the amount of authentic
interactions that were incorrectly classified as attacks and the total number of
authentic, valid instances [10]. It gives a measure of the percentage of authentic
interactions that were incorrectly classified as intrusive.

(3) ROC: It is the Receiver/Relative operating characteristic. It is a plot which
represents a compromise between FAR and FRR. The matching algorithm of a
biometrics mechanism has an established threshold which evaluates how close
to the learned format an instance must be so that it qualifies as authentic [5].
Increasing the threshold reduces the FAR but increases the FRR. Decreasing
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Fig. 1 Classification of behavioural biometrics
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the threshold will reduce FRR but lead to higher FAR. The ROC helps to
identify the optimum threshold so that both FAR and FRR are minimized.

(4) EER/CER: At this rate, both acceptance and rejection rates are numerically the
same [5, 10]. ROC gives the value of EER. Ideally, the value of EER should be
small [5].

4 Survey of Techniques

4.1 Keystroke Dynamics

It is a type of HCI-based behavioural biometric parameter. The keyboard is the
primary input device used by humans to interact with a system. Different indi-
viduals have varied characteristics with respect to the speed of typing, error rate, use
of certain key combinations, use of the touch typing method, etc. [10]. As a result of
these differences, it is possible to verify the identity of the user. For example, the
touch typing method is used by veteran typists, whereas novices use a
hunt-and-peck technique which utilizes just two fingers. [7, 10]. Keystroke
dynamics are based on the two important parameters: Flight Time and Dwell Time
[8, 10]. Flight time is the time gap between releasing a key and pressing the next
one, and the latter is the time for which a key is pressed. A large amount of research
regarding keystroke dynamics for verification has been carried out. Bartolacci in
2005 and Curtin in 2006 have studied keystroke dynamics for long text analysis
[4, 7, 10]. A study for email authorship identification was carried out by Gupta et al.
in 2005. In [11], the author constructs digraphs (consisting of two adjacent char-
acters) which he classifies into seven different categories and calculates mean
latency for each category. This gives a measure of the programming experience of
the user [11]. The authors in [12] have deduced that keystroke on integrating it with
accelerometer biometrics, has a false acceptance rate of just 7%.

4.2 Mouse Dynamics

The mouse is probably the most important device after the keyboard which aids
humans in interacting with the Graphical User Interface (GUI). In general, mouse
dynamics refer to the characteristics of different individuals to use different pointing
devices like mouse and light pen in different manners [13]. A number of different
mouse gestures can be analyzed, such as single clicks, double clicks, scrolling, drag
and drop and stillness [7]. To acquire the features, a software program intercepts the
low-level events occurring because of mouse dynamics, along with associated
attributes such as timestamps and cursor coordinates [10, 13]. At the high level, the
gathered information would incorporate abnormal state itemized data about the
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GUI-related activities of the client, for example, left the tap on the begin menu,
double tap on explorer.exe, close notepad.exe window, and so forth [7]. Other
factors such as velocities in a horizontal, vertical and tangential direction along with
the angular direction, tangential acceleration and jerk also form a part of the cap-
tured data [10]. From this event log, various statistical and kinematic features are
extracted which are used to build a user profile. Pusara and Brodley in 2004 have
proposed an approach in which split the mouse event data is classified into
movements of the mouse wheel and clicks on different entities on the screen [7].
Gamboa and Fred in 2003 have described an approach in which identification and
authentication of humans are carried out by analyzing the human–mouse interaction
in online gaming. In [14], mouse movements were captured as functions of
timestamps and graphical coordinate values and analysis was done using support
vector machines with an error rate of 1.3%.

4.3 Haptics

It identifies with the feeling of touch. Nowadays, intelligent cell phones are
equipped with various sensing elements such as an accelerometer, gyroscope,
computerized compass and high-resolution camera [6, 9]. As a result, it is possible
to measure several physical quantities during use. The parameters measured are
direction, pressure, force, angle and position of the user’s interactions [7]. In [15], a
biometric authentication system based on the haptics was built by integrating it with
fuzzy logic. A combination of three factors such as hold-time, inter-key behaviour
and finger pressure was proposed in [16]. As much as 30 behavioural features were
proposed by Frank et al. (2012) [17]. Xu et al. (2014) have proposed a continuous
and passive mechanism which achieved an error of less than 1% [15]. Sitova et al.
(2015) introduced Hand Movement Orientation and Grasp (HMOG)-based system.
Furthermore, Buriro et al. (2016) have developed a system which analyses
micro-movements of a phone, and the exact points on the screen which are pressed
[15]. In [18], a characteristic and consistent metric is known as Index of
Individuality has been proposed which uses Gaussian Process Models to capture
data.

4.4 Gait

It refers to a person’s way of walking about. It is a muscle controlled biometric
parameter. In gait-based biometrics, parameters such as kinematic patterns, knee
ankle movements, moments, angles, hunch, etc. [19, 20]. It is a complex
spatio-temporal activity which permits biometric identification of individuals at a
distance generally via recorded video [7, 19]. The capture of data may be carried
out by floor sensors, machine vision systems, or wearable sensors [20]. Gait is a
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factor which is subject to several variations from person to person depending on
age, gender, bone density, waddling, muscle strength, fat percentage and energy
level [7]. As a result, this is one of the biometric parameters which is nearly
impossible to replicate. Typical features may include arm swing, walking speed,
stooping of the back, step size, head-foot distance and head-pelvis distance [7, 19].
By using three different approaches of signal correlation, frequency domain and
data distribution statistics [15, 21], it was found by Mantyjarvi et al. (2005) that the
lowest error of 7% was achieved with signal correlation method [21]. Gafurov et al.
(2006) developed a method to identify the person using an accelerometer attached
to the leg at an error rate of 10%. Derawi et al. (2010) attached the accelerometer to
the hip and an error of 20% was seen. In [22], a gait-based WiFi signature system
was proposed using a simple Naïve–Bayes classifier with a correct identification
rate of 87%. Cola et al. [23] a device is worn on the wrist and identification was
done with an error rate of 2.9%.

4.5 Log Files

Operating systems generally maintain exhaustive log files which contain records of
every small activity initiated by the user. Such log file entries contain fields such as
the identity of the user who fired a command, the timestamp, CPU usage and other
associated parameters [7]. In a system based on the audit files, there is a high chance
of false positives due to routine, legal activities such as adding new users, changing
network settings or change in permissions [7]. Hence, in these systems, there is an
overhead of informing the authentication program of such possibilities. Network
level logs which maintain traffic and various attributes such as protocol, sequence
number, length, correction checksum, etc. serve to identify intruders in the system.
In the training phase, a profile is built which identifies certain behaviours as normal.
A field known as ‘alert flag’ is set if any abnormal activity is detected. In [24], the
authors describe a five-step process: (i) Formatting data, (ii) Compare degree of
similarity, (iii) Clustering, (iv) Retranslation and (v) Detection, in order to identify
insider threats using log entries. [25] suggests the creation of a distributed Control
Flow Graph (CFG) by extracting template sequences from log files This is the
normal, expected behaviour. All activities are analyzed by comparison with this
CFG.

5 Comparative Study

(Table 1)
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6 Conclusion

Behavioural biometrics analyses various parameters of a person’s behaviour such as
gait, stride, typing patterns, mouse patterns, etc. As it is very difficult to replicate,
these systems have a high-security. systems with very low errors have been
developed. Clearly, behavioural biometrics promises to usher in a new era in the
domains of computer and information security.
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