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1 Introduction

Different from the client/server model, peer-to-peer network has no central server
and the peers are equally privileged, equipotent participants in the application. Peers
share some resources such as processing power, disk storage or network bandwidth.
Each peer can act as both server and client. It can request the service or respond to
some requesting some resource [1–4].

Peer-to-peer networks have proven to be an effective way of sharing data and
have been used in large scale file sharing system (Napster, Kazaa, Gnutella, eMule)
[5], ecommerce [6, 7], instant messaging systems [8], distinct picture archiving and
communication system (PACS) archives [9], cloud service selection [10, 11] and so
on. Because of the open, anonymous nature of peer-to-peer network and their
current level of popularity, users are increasingly concerned about defending
attacks and threatens from malicious peers [12]. The notion trust is derived from
psychology and sociology [13] and defined as a subjective expectation an entity has
about another’s future behavior [14, 15]. In trust model, peers gather information
about other peers by using their network [16].

The trust model in eBay system is typically centralized structured and use central
server to store and manage all user feedback scores and worthiness of the peers
[17]. It is successful global reputation model. However, peers will not have any
centralized authority to manage distribute reputation information. PeerTrust [18] is
a coherent adaptive trust model based on a transaction-based feedback system.
EigenTrust [19] proposed an algorithm which used global trust value to decrease
inauthentic files downloading in peer-to-peer file sharing network. EigenTrust
significantly decrease the number of unauthentic files on the network and can
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identify malicious peers. PowerTrust [20] used a trust overlay network to model the
trust and generate the global trust value on the base of considering the power-law
distribution of peer feedbacks. GossipTrust [21] is the extension of PowerTrust,
proposed a gossip-based reputation system to aggregate global trust scores fast.

2 EnhanEigen Model

In the EnhanEigen trust model, each node stores the local trust values of all the
other nodes of the entire network. After every transaction, the global trust value of
the nodes will be updated by iterative calculation. We put forward two new
parameters MP and FCP for each node to serve as the new evaluation criterion on
judging the feedbacks. The comprehensive trust value is aggregated by the local
trust value, global trust value, MP and FCP.

2.1 Local Trust Value

When two nodes in the network finish one transaction, we assume peer i downloads
file f from peer j. The model asks the requiring party to evaluate the serving party’s
service. Each node in the network saves the local trust value for all other nodes in
the entire net. The local trust value sij is calculated by the following equation

sij = satði; jÞ � unsatði; jÞ ð2:1Þ

where sat(i, j) is the number of the times i feels satisfied with j in all the transac-
tions, and unsat(i, j) is the number of the times i feels unsatisfied with j in all the
transactions. If i offers satisfied evaluation on j, then add 1 to sat(i, j); otherwise add
1 to unsat(i, j).

To avoid malicious peers from giving higher value than the authenticity to the
malicious peers, or giving lower value than the authenticity to the good peers, we
make the local trust value normalization by the following equation

cij ¼ maxððsijÞ; 0Þ
,X

j

max ððsijÞ; 0Þ ð2:2Þ

where cij is the normalized local trust value.

2.2 Global Trust Value

If peer i needs to know peer k’s global trust value, it will firstly get peer k’s
credibility from all the nodes which transact with peer k directly, then combine the

106 X. Li et al.



credibility with these nodes’ own local credibility (from i’s perspective) to finally
work out k’s global trust value tik. If we use matrix to represent it, we can get the
following

t!¼ cT � ci! ð2:3Þ

where c represents the matrix in which the element is c(ij), cT is the vector of the
global trust value tik.

If peer i get peer k’s global trust value by n times transitive inquiring its friends,
we can get the global trust value by the following equation

~t ¼ ðcTÞn~ci ð2:4Þ

Introduce the pre-trusted peers, which never harm the network and has the preset
trust value, then the global trust value is calculated by the following question

~tkþ 1 ¼ aðcTÞ~tk þð1� aÞ~p ð2:5Þ

where a is a constant that is between 0 and 1, ~p is the vector of pre-trusted value.

2.3 Malicious Percent (MP) and Feedback Consistency
Percent (FCP)

EnhanEigen model uses the local trust value and global trust value concept of
EigenTrust model. Apart from the global trust value, we introduce two parameters
Malicious Percent (MP) and Feedback Consistency Percent (FCP) to help evaluate
the trust value of one peer and filter the malicious and cheating peers in the
network. The meaning of (MP) and (FCP) is illustrated in the following.

MP is the probability at which node i provides malicious service

MPi ¼ Mi=Trani ð2:6Þ

where Mi is the number of node i providing malicious services and Trani is the
number of node i providing all services.

FCP is defined as the following

FCPi ¼ Coni=Recvi ð2:7Þ

where Recvi is the number of i playing the roles of requiring peer.
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2.4 Comprehensive Trust

Supposing node i finally select node j as its download source and successfully
finishes file downloading in peer-to-peer file sharing network, now node i should
offer its assessment to node j. The comprehensive trust value Fi are calculated by
the following

Fi ¼ a ti þ bFCPi �cMPi ð2:8Þ

where ti is the global trust value of node i, FCPi is feedback consistency rate of
node i, MPi is the probability at which node i provides malicious service. a, b, c
satisfies that a plus b plus c equals 1.

Analyze the comprehensive trust value of good nodes, feedback cheating nodes
and malicious slandering nodes respectively. Results are showed in the Table 1.

2.5 Resistance on the Malicious and Feedback
Cheating Peers

In the peer-to-peer file sharing network, the following cooperative cheating
behaviors may exist. Feedback cheating nodes (or malicious nodes) slander good
nodes, feedback cheating nodes raise malicious nodes (or vice versa), feedback
cheating nodes raise themselves, malicious nodes raise themselves. The model
proposed in this paper make strict judgment both on the raising behavior from
cooperative cheating nodes and slandering behavior on good nodes, which can
dramatically reduce the possibility to succeed in feedback-cheating.

2.6 Enhanced Probabilistic Peer Selection Algorithm

Malicious nodes offers malicious service, such as uploading untrue files. Supposing
node i requires to download file f, it finally receives a responding node set
S. Accordingly, let G be the set of the global trust value of these n nodes, gi is the
global trust value of node i. Then we divide set G into two subset A and B.

The Enhanced Probabilistic Peer Selection Algorithm is described in the
following.

Table 1 Comprehensive
trust values of three kinds of
nodes

FCP MP F

G peers High Low High

FC peers Low Low Relatively high

MM peers Low Low Relatively high
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if ti = 0, then we get the following set T

T ¼ ti tij �B\ MPi �£\£ is a constantf g ð2:9Þ

We choose ti as the download source at the probability of 10%.
If ti 6¼ 0, then we choose the node i from set A as the download source at the

probability p

p ¼ gi

,XA
j¼1

gi ð2:10Þ

This model adds MP to help assess the peer trust. There are two kinds of peers
whose global trust value can be 0. One is that who offer malicious service and the
other is the new adding peers in the net. EigenTrust choosing 10% of these nodes is
to help new nodes establish their global trust value. At the same time 10% of these
peers can maintain the balance between malicious peers and new entry peers. This
can prevent malicious peers from getting big chance to upload false files.

3 Experiment and Analysis

We use java programming language to implement a peer-to-peer file sharing system
in which EigenTrust model and EnhanEigen model are both used. To validate the
performance of resisting cooperative-cheating, we divide experiment into two parts,
one part is for MM peers and the other part is for FC peers. The parameters of the
trust model are set as Table 2. To prevent the possible impacts on the simulation
results for unreasonable files allocation, each file at least is owned by one good peer
and each node has the same probability of requiring download files.

Each experiment is performed in the condition of 10 different distribution of
files. In each distributing environment the model will loop 10 times. Thus each
experiments finish 100 times files sharing. The reason that MP takes / = 0.1 as its
threshold value is that type G nodes also have the probability (<10%) of offering
malicious files, / = 0.1 is proper.

Table 2 Value of different parameters

Total
nodes

Total
files

Total
transactions

Preset trust
nodes

MP
thresh

a b c

Value 50 300 10,000 5 0.1 0.2 0.5 0.3
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3.1 MM Peers Experiments

In this experiment, we compared the performance of EnhanEigen and EigenTrust
model from successful transactions ratio, algorithm execution time and false
feedbacks adopted by the network at different malicious and slandering nodes
percentage of the total nodes.

Figure 1 shows that EnhanEigen model performs better in defense against
attacks from type MM than EigenTrust model. For EigenTrust model, at each
percentage of MM nodes interval [0.1, 0.3], [0.3, 0.5], [0.5, 0.7], [0.7, 0.9], the
success ratio curve has a slope approximately. But for EnhanEigen, the curve has
only a little change. Even when MM nodes account for 90% of all the nodes in the
net, the successful ratio is still near 90%. Figure 2 shows that the algorithm exe-
cution time at different malicious and slandering nodes ratio of the two models. For
the two models, there are a inflection point (about at 50%) of the percentage of
malicious and slandering peers. Figure 3 show false feedback adopted by network
at different proportion of MM nodes. When MM nodes accounts for less than 50%,
the EnhanEigen model can’t influence the net hardly.

3.2 FC Peers Experiments

For cooperative cheating experiment, each time MP nodes and FC nodes account
for half of all malicious nodes. Namely, each time we will let equivalent FC nodes
raise MP nodes and slander other G nodes.

Fig. 1 Successful
transactions ratio in different
MM ratio
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Figure 4 show that the two models have the inflection point at about 70
proportion of the cooperative cheating nodes. Before this point, the two curves are
slopping and the EnhanEigen model slopes gently. After the point, the two curves
all rise. It is obviously that EnhanEigen model plays better than Eigen Trust in
defense against cooperative cheating. Figure 5 shows the algorithm execution time
contrast between the two models. EnhanEigen model does not have obvious
advantages on the algorithm execution time at different cooperative cheating peers.
Figure 6 show false feedback adopted by network at different proportion of
cooperative cheating nodes. EnhanEigen model adopted much fewer false feed-
backs than EigenTrust.

Fig. 2 Algorithm execution
time at different MM peers

Fig. 3 False feedbacks
adopted at different MM peers
ratio
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Fig. 4 Successful
transactions ratio at different
FC peers ratio

Fig. 5 Algorithm execution
time at different FC peers
ratio

Fig. 6 False feedbacks
adopted at different FC peers
ratio

112 X. Li et al.



4 Conclusion

EnhanEigen trust model propose comprehensive trust value and enhanced proba-
bilistic peer selection algorithm to overcome the shortages that previous trust
models can’t effectively judge the feedback authenticity and resist cooperative
feedback cheating peers. This comprehensive trust is aggregated by local trust
value, global trust value, Malicious Percent (MP) and Feedback Consistency
Percent (FCP). MP and FCP are used to filter the malicious peers when selecting
peers providing service. Experiments validate that new trust model can distinguish
and judge the authenticity of feedbacks, resist the cooperative attacks from mali-
cious peers and feedback cheating peers effectively.
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